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2660 void

2661 rfs3_rename( RENAME3args *args, RENAME3res *resp, struct exportinfo *exi,
2662 struct svc_req *req, cred_t *cr, bool _t ro)

2663 {

2664 int error = 0;

2665 vnode_t *fvp;

2666 vnode_t *tvp;

2667 vnode_t *targvp;

2668 struct vattr *fbvap;

2669 struct vattr fbva;

2670 struct vattr *favap;

2671 struct vattr fava;

2672 struct vattr *tbvap;

2673 struct vattr tbva;

2674 struct vattr *tavap;

2675 struct vattr tava;

2676 nfs_fh3 *fh3;

2677 struct exportinfo *to_exi;

2678 vnode_t *srcvp = NULL;

2679 bsl abel _t *cl abel ;

2680 struct sockaddr *ca;

2681 char *name = NULL;

2682 char *toname = NULL;

2684 fbvap = NULL;

2685 favap = NULL;

2686 tbvap = NULL;

2687 tavap = NULL;

2688 tvp = NULL;

2690 fvp = nfs3_fhtovp(&rgs->fromdir, exi);

2692 DTRACE_NFSV3_4(op__renane__start, struct svc_req *, req,
2693 cred_t *, cr, vnode_t *, fvp, RENAME3args *, args);
2695 if (fvp == NULL) {

2696 error = ESTALE;

2697 goto err;

2698 }

2700 if (is_systemlabeled()) {

2701 cl abel = reqg->rq_l abel;

2702 ASSERT( cl abel !'= NULL);

2703 DTRACE - PROBE2(tx__rfs3__log__info__oprename__clabel, char *,
2704 "got client |label fromrequest(1)", struct svc_req *, req);
2706 if (!blequal (& _adm n_| ow >tsl _| abel, clabel)) {
2707 if (!do_rfs_label _check(clabel, fvp, EQUALI TY_CHECK,
2708 exi)) {

2709 resp->status = NFS3ERR_ACCES;
2710 goto errl;

2711 }

2712 }

2713 1

2715 fbva.va_mask = AT_ALL;

2716 fbvap = " VOP GEl'ATTR(fvp, & bva, 0, cr, NULL) ? NULL : &fbva;
2717 favap = fbvap;

new usr/src/uts/comon/fs/nfs/nfs3_srv.c

2719 fh3 = &args->to.dir;

2720 to_exi = checkexport(&f h3->f h3_fsid, FH3TOXFI DP(fh3), NULL);
2720 to_exi = checkexport(&f h3->f h3_fsid, FH3TOXFI DP(fh3))
2721 if (to_exi == NULL) {

2722 resp->status = NFS3ERR_ACCES;

2723 goto errl;

2724 }

2725 exi_rele(to_exi);

2727 if (to_exi !'=exi) {

2728 resp->status = NFS3ERR_XDEV,

2729 goto errl;

2730 }

2732 tvp = nfs3_fhtovp(&args->to.dir, exi);

2733 if (tvp == NULL)

2734 error = ESTALE;

2735 goto err;

2736 }

2738 tbva.va_mask = AT_ALL;

2739 tbvap = VOP_GETATTR(tvp, &t bva, 0, cr, NULL) ? NULL : &tbva;
2740 tavap = tbvap;

2742 if (fvp->v_type != VD|R|| tvp- >vtype| VDI R) {

2743 resp->status = NFS3ERR_NOTDI

2744 goto errl;

2745 }

2747 if (args->from name == nf s3nanet ool ong | |

2748 args->t o. nane == nf s3nanet ool ong) {

2749 resp->status = NFS3ERR_NAMETOOLONG

2750 goto errl;

2751

2752 if (args->fromname == NULL || *(args->from nama) == |
2753 args->to.nane == NULL || *(args->to.nane) == '\0 ) {
2754 resp->status = NFS3ERR_ACCES;

2755 goto errl;

2756 }

2758 if (rdonly(ro, tvp)) {

2759 resp->status = NFS3ERR_RCFS;

2760 goto errl;

2761 }

2763 if (is_system]|abeled()) {

2764 if (!blequal (& _admin_| ow>tsl _label, clabel)) {
2765 if (I'do_rfs_label check(clabel, tvp, EQUALI TY_CHECK,
2766 exi)) {

2767 resp->status = NFS3ERR_ACCES;
2768 goto errl;

2769 }

2770 }

2771 }

2773 ca = (struct sockaddr *)svc_getrpccal |l er(req->rq_xprt)->buf;
2774 nane = nfscnd_convnane(ca, exi, args->from nane,

2775 NFSCVD_CONV_| NBOUND, MAXPATHLEN + 1);

2777 if (name == NULL)

2778 resp->status = NFS3ERR_| NVAL;

2779 goto errl;

2780 }

2782 tonane = nfscnmd_convnane(ca, exi, args->to.nane,

2783 NFSCVD_CONV_| NBOUND, MAXPATHLEN + 1)
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if (toname == NULL)
resp->status = NFS3ERR_| NVAL;
goto errl;

}

/*

* Check for a conflict with a non-blocking nandatory share
* reservation or V4 del egations.

*/

error = VOP_LOOKUP(fvp, nane, &srcvp, NULL, O,
NULL, cr, NULL, NULL, NULL);
if (error = 0)
goto err;

/*
* |f we renane a delegated file we should recall the
* del egation, since future opens should fail or would
* refer to a new file.
*
if (rfs4_check_del egated( FWRI TE, srcvp, FALSE)) {
resp->status = NFS3ERR_JUKEBOX;
goto errl;

}

/*

* Check for renaming over a delegated file. Check rfs4_deleg_policy
* first to avoid VOP_LOOKUP if possible.

*/

if (rfs4_del eg_policy != SRV_NEVER DELEGATE &&
VOP_LOOKUP( t vp, tonane & argvp, NULL, 0, NULL, cr,
NULL, NULL, NULL) == 0) {

if (rfs4_check_del egated(FWRI TE, targvp, TRUE)) {
VN_RELE(t ar gvp) ;
resp->status = NFS3ERR JUKEBOX;
goto errl;

VN_RELE(t ar gvp);
}

if (!nbl_need_check(srcvp)) {
error = VOP_RENAME(fvp, nane, tvp, tonane, cr, NULL, 0);
} else {
nbl _start_crit(srcvp, RW READER);
if (nbl_conflict(srcvp, NBL_RENAME, O, 0, O, NULL))
error = EACCES;
el se

error = VOP_RENAME(fvp, nane, tvp, tonane, cr, NULL, 0);

nbl _end_crit(srcvp);

}
if (error == 0)
vn_renanepat h(tvp, srcvp, args->to.nang,
strlen(args->to.name));
VN_RELE(srcvp);
srcvp = NULL;

fava.va_mask = AT_ALL;
favap = VOP GEl'ATTR(fvp & ava, 0, cr, NULL) ? NULL : &fava;
tava.va_mask = AT_ALL;
tavap = VOP_GETATTR(tvp, &tava, 0, cr, NULL) ? NULL : &tava;

/*
* Force nodified data and netadata out to stable storage.
*/

(void) VOP_FSYNC(fvp, 0, cr, NULL);
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2850 (void) VOP_FSYNC(tvp, O, cr, NULL);
2852 if (error)
2853 goto err;
2855 resp->status = NFS3_OK;
2856 vattr_to_wcc dat a(fbvap favap, &resp->resok.frondir_wcc);
2857 vattr_to_wcc_data(tbvap, tavap, & esp->resok.todir_wcc);
2858 goto out;
2860 err:
2861 if (curthread->t_flag & T_WOULDBLOCK) {
2862 curthread->t_flag & ~T_WOULDBLOCK;
2863 resp->status = NFS3ERR_JUKEBOX;
2864 } else {
2865 resp->status = puterrno3(error);
2866
2867 errl:
2868 vattr_to_wcc_data(fbvap, favap, & esp->resfail.frondir_wcc);
2869 vattr_to_wcc_data(tbvap, tavap, & esp->resfail.todir_wcc);
2871 out:
2872 if (name !'= NULL && nane != args->from nane)
2873 kmem free(name, MAXPATHLEN + 1);
2874 if (tonane !'= NULL && tonane != args->to.nane)
2875 kmem free(tonane, MAXPATHLEN + 1);
2877 DTRACE_NFSV3_4(op__renanme__done, struct svc_req *, req,
2878 cred_t *, cr, vnode_t *, fvp, RENAME3res *, resp);
2879 if (fvp I'= NULL)
2880 VN_RELE(fvp);
2881 if (tvp !'= NULL)
2882 VN_RELE( t vp)
2883 }
__unchanged_portion_onitted_
2892 void
2893 rfs3_link(LINK3args *args, LINK3res *resp, struct exportinfo *exi,
2894 struct svc_req *req, cred_t *cr, bool _t ro)
2895 {
2896 int error;
2897 vnode_t *vp;
2898 vnode_t *dvp;
2899 struct vattr *vap;
2900 struct vattr va;
2901 struct vattr *bvap;
2902 struct vattr bva;
2903 struct vattr *avap;
2904 struct vattr ava;
2905 nfs_fh3 *fh3;
2906 struct exportinfo *to_exi;
2907 bsl abel _t *cl abel ;
2908 struct sockaddr *ca
2909 char *name = NULL;
2911 vap = NULL;
2912 bvap = NULL;
2913 avap = NULL;
2914 dvp = NULL;
2916 vp = nfs3_fhtovp(&args->file, exi);
2918 DTRACE_NFSV3_4(op__link__start, struct svc_req *, req,
2919 cred_t *, cr, vnode_t *, vp, LINK3args *, args);
2921 if (vp == NULL) {
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2922 error = ESTALE;

2923 goto out;

2924 }

2926 va.va_mask = AT_ALL;

2927 vap = VOP_GETATTR(vp, &va, 0, cr, NULL) ? NULL : &va;
2929 fh3 = &args->link.dir;

2930 to_exi = checkexport (& h3->fh3_fsid, FH3TOXFIDP(fh3), NULL);
2930 to_exi = checkexport (& h3->fh3_fsid, FH3TOXFIDP(fh3));
2931 if (to_exi == NULL) {

2932 resp->status = NFS3ERR_ACCES;

2933 goto out1;

2934

2935 exi _rele(to_exi);

2937 if (to_exi !'=exi) {

2938 resp->status = NFS3ERR_XDEV;

2939 goto outl;

2940 }

2942 if (is_systemlabeled()) {

2943 clabel = reqg->rq_l abel ;

2945 ASSERT(cl abel != NULL);

2946 DTRACE_PROBE2(tx__rfs3__log__info__oplink__clabel, char *,
2947 "got client |label fromrequest(1)", struct svc_req *, req);
2949 if (!blequal (& _adm n_| ow >tsl _| abel, clabel)) {
2950 if (!do_rfs_label _check(clabel, vp, DOM NANCE_CHECK,
2951 exi)) {

2952 resp->status = NFS3ERR_ACCES;
2953 goto outl;

2954 }

2955 }

2956 }

2958 dvp = nfs3_fhtovp(&args->link.dir, exi);

2959 if (dvp == NULL)

2960 error = ESTALE;

2961 goto out;

2962 }

2964 bva.va_mask = AT_ALL;

2965 bvap = VOP_GETATTR(dvp, &bva, 0, cr, NULL) ? NULL : &bva;
2967 if (dvp->v_type !'= VDIR) {

2968 resp->status = NFS3ERR_NOTDI R;

2969 goto out1l;

2970 }

2972 if (args->link.name == nfs3nanetool ong) {

2973 resp->status = NFS3ERR_NAMETOOLONG

2974 goto out1l;

2975 }

2977 if (args->link.name == NULL || *(args->link.nanme) == "'\0") {
2978 resp->status = NFS3ERR_ACCES;

2979 goto out1;

2980 }

2982 if (rdonly(ro, dvp)) {

2983 resp->status = NFS3ERR_RCFS;

2984 goto out1l;

2985 }
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2987 if (is_system|abeled())

2988 DTRACE_PROBE2(tx__rfs3__log__info__oplinkdir__clabel,
2989 "got client label fromrequest(1)", struct svc_req *,
2991 if (!blequal (& _adm n_| ow >tsl _| abel, clabel)) {
2992 if (!do_rfs_label _check(clabel, dvp, EQUALI TY_CHECK,
2993 exi)) {

2994 resp->status = NFS3ERR_ACCES;
2995 goto out1;

2996 }

2997 }

2998 }

3000 ca = (struct sockaddr *)svc_getrpccaller(reqg->rqg_xprt)->buf;
3001 name = nfscnd_convnane(ca, exi, args->link.nane,

3002 NFSCVD_CONV_| NBOUND, MAXPATHLEN + 1);

3004 if (name == NULL) {

3005 resp->status = NFS3ERR_SERVERFAULT,;

3006 goto out1l;

3007 }

3009 error = VOP_LINK(dvp, vp, nane, cr, NULL, 0);

3011 va.va_mask = AT_ALL;

3012 vap = VOP_GETATTR(vp, &va, 0, cr, NULL) ? NULL : &va;

3013 ava.va_mask = AT_ALL;

3014 avap = VOP_CETATTR(dvp, &ava, 0, cr, NULL) ? NULL : &ava;
3016 /*

3017 * Force nodified data and netadata out to stable storage.
3018 */

3019 (void) VOP_FSYNC(vp, FNODSYNC, cr, NULL);

3020 (void) VOP_FSYNC(dvp, O, cr, NULL);

3022 if (error)

3023 goto out;

3025 VN_RELE( dvp);

3027 resp->status = NFS3_OK;

3028 vattr_to_post_op_attr(vap, & esp->resok.file_attributes);
3029 vattr_to_wcc_dat a(bvap, avap, & esp->resok.!|inkdir_wcc);
3031 DTRACE_NFSV3_4(op__link__done, struct svc_req *, req,
3032 cred_t *, cr, vnode_t *, vp, LINK3res *, resp);

3034 VN_RELE(vp) ;

3036 return;

3038 out:

3039 if (curthread->t_flag & T_WOULDBLOCK) {

3040 curthread->t_flag & ~T_WOULDBLOCK;

3041 resp->status = NFS3ERR_JUKEBOX;

3042 } else

3043 resp->status = puterrno3(error);

3044 out 1:

3045 if (name !'= NULL & nane != args->link.nane)

3046 kmem free(name, MAXPATHLEN + 1);

3048 DTRACE_NFSV3_4(op__link__done, struct svc_req *, req,
3049 cred_t *, cr, vnode_t *, vp, LINK3res *, resp);

3051 if (vp !'= NULL)

3052 VN_RELE(vp);
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3053 if (dvp !'= NULL)

3054 VN_RELE( dvp) ;

3055 vattr_to_post_op_attr(vap, & esp->resfail.file_attributes);
3056 ) vattr_to_wcc_data(bvap, avap, &resp->resfail.linkdir_wcc);
3057

____unchanged_portion_onitted_
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864 /*

865 * Used by rfs4_op_secinfo to get the security information fromthe

866 * export structure associated with the conponent.

867 */

868 /* ARGSUSED */

869 static nfsstat4

870 do_rfs4_op_secinfo(struct conpound_state *cs, char *nm SECI NFO4res *resp)

871 {

872 int error, different_export = O;

873 vnode_t *dvp, *vp;

874 struct exportinfo *exi = NULL;

875 struct exporti nfo *oexi = NULL;

876 #endif /* | codereview */

877 fid_t fid;

878 ui nt _t count, i;

879 seci nfo4 *resok_val ;

880 struct secinfo *secp;

881 seconfig_t *si;

882 bool _t did_traverse = FALSE;

883 int dotdot, walk;

885 dvp = cs->vp;

886 dotdot = (nn{0] =="'." && nn{l] =="'." && nn{2] == '\0");
888 I*

889 * |f dotdotting, then need to check whether it’s above the
890 * root of a filesystem or above an export point.

891 */

892 if (dotdot) {

894 /*

895 * |f dotdotting at the root of a filesystem then
896 * need to traverse back to the nounted-on filesystem
897 * and do the dotdot |ookup there.

898 *

899 if (cs->vp->v_flag & VROOT) {

901 /*

902 * |f at the systemroot, then can

903 * go up no further.

904 */

905 if (VN._.CWP(dvp, rootdir))

906 return (puterrno4(ENCENT));

908 /*

909 */Tr averse back to the mounted-on filesystem
910 w

911 dvp = untraverse(cs->vp);

913 /*

914 * Set the different_export flag so we renmenber
915 * to pick up a new exportinfo entry for
916 * this new fil esystem

917 */

918 different_export = 1;

919 } else {

921 /*

922 * |f dotdotting above an export point then set
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923 * the different_export to get new export info.
924 */

925 di fferent_export = nfs_exported(cs->exi, cs->vp);
926 }

927 }

929 /*

930 * Get the vnode for the conponent "nni.

931 */

932 error = VOP_LOOKUP(dvp, nm &vp, NULL, O, NULL, cs->cr,

933 NULL NULL, NULL);

934 if (error)

935 return (puterrno4(error));

937 I*

938 * If the vnode is in a pseudo filesystem or if the security flavor
939 * used in the request is valid but not an explicitly shared flavor,
940 * or the access bit indicates that this is a limted access,

941 * check whether this vnode is visible.

942 */

943 if (!different_export &&

944 (PSEUDO(cs->exi) || ! is_exported_sec(cs->nfsflavor, cs->exi) ||
945 cs->access & CS_ACCESS_LIM TED))

946 if (! nfs_visible(cs->exi, vp, &different_export)) {

947 VN_RELE(vp);

948 return (puterrno4(ENCENT));

949 }

950 }

952 /*

953 * If it’s a nountpoint, then traverse it.

954 */

955 if (vn_ismtpt(vp)) {

956 if ((error = traverse(&p)) !'=0) {

957 VN_RELE(vp) ;

958 return (puterrno4(error));

959

960 /* remenber that we had to traverse nountpoint */

961 did_traverse = TRUE

962 di fferent export =

963 } else if (vp->v_vfsp l—dvp >v_vfsp) {

964 /*

965 * |f vpisn't a nountpoint and the vfs ptrs aren’t the sane,
966 * then vp is probably an LOFS object. W don't need the
967 * realvp, we just need to know that we m ght have crossed
968 * a server fs boundary and need to call checkexport.

875 * a server fs boundary and need to call checkexport4.

969 * (LOFS | ookup hides server fs nountpoints, and actually calls
970 * traverse)

971 */

972 di fferent_export = 1;

973 }

975 /*

976 * Get the export information for it.

977 *

978 if (different_export) {

980 bzero(&fid, sizeof (fid));

981 fldfldlen-NAXFDSZ

982 error = vop_fid pseudo(vp, & id);

983 if (error) {

984 VN_RELE(vp);

985 return (puterrno4d(error));

986 }
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if (dotdot)
oexi = nfs_vptoexi (NULL, vp, cs->cr, &walk, NULL, TRUE);
exi = nfs_vptoexi (NULL, vp, cs->cr, &walk, NULL, TRUE);
el se
oexi = checkexport(&p->v_vfsp->vfs_fsid, &id, vp);
exi = checkexport4(&vp->v_vfsp->vfs_fsid, &id, vp);
if (oexi == NULL) {
if (exi == NULL)
if (did_traverse == TRUE) {
/*
* |f this vnode is a nmounted-on vnode,
* but the nounted-on file systemis not
* exported, send back the secinfo for
* the exported node that the nounted-on
* vnode lives in.
*/
exi = cs->exi;
} else {
VN_RELE(vp) ;
return (puterrno4( EACCES) ) ;
} else {
exi = oexi;
#endif /* | codereview */
} else {
exi = cs->exi;
}
ASSERT(exi != NULL);
/*
* Create the secinfo result based on the security information
* fromthe exportinfo structure (exi).
*
* Return all flavors for a pseudo node.
* For a real export node, return the flavor that the client
* has access with.
*

rw_ent er (&exported_| ock,

RW READER) ;

ASSERT( RW LOCK_HELD( &exported Iock))
if (PSEUDO(exi)) {

count = exi->exi_export.ex_seccnt; /* total sec count */

resok_val = kmem. alloc(count * sizeof (secinfo4), KM SLEEP);
secp = exi->exi_export.ex_secinfo;
for (i =0; i < count; i++)
si = &secp[i].s_secinfo;
resok_val [i].flavor = si->sc_rpcnum
if (resok_val[i].flavor == RPCSEC GSS) {
rpcsec_gss_info *info;
info = &esok_val[i].flavor_info
i nfo->gop = si->sc_qop;
info->service = (rpc_gss_svc_t)si->sc_service;

/* get oid opaque data */
info->o0id.sec_oid4 len =
si->sc_gss_nech type—>| engt h;
i nfo->o0id.sec_oi d4_val = knmem al | oc(
si->sc_gss_nmech_t ype->l ength,
bcopy(
Si->sc_gss_mech_type->el enents,
i nfo->o0id. sec_oi d4_val,
i nf 0->0i d. sec_oi d4_| Ien)

KM SLEEP) ;
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} else {

}
resp- >SECI NFO4r esok_| en = count;
resp- >SECI NFO4r esok_val = resok_val ;

int ret_cnt =0, k =0;
int *flavor_list;
sec count */

count = exi->exi /* total

secp = exi->exi

_export.ex_seccnt;
_export.ex SECI nf o;

r_list = knmem all oc(count * sizeof (int),
nd out which flavors to return */
i =0;, i <count; i ++)

int access,

KM SLEEP) ;

flavor, perm

flavor = secp[i].s_secinfo.sc_nfsnum
perm = secp[i1].s_flags;

access = nfsauth4_secinfo_access(exi,
flavor, perm cs->basecr);

cs->req,

if (! (access & NFSAUTH DEN ED) &&
! (access & NFSAUTH WRONGSEC)) {
flavor_list[ret_cnt] = flavor;
ret_cnt++;

}
/* Create the returning SECI NFO val ue */

resok_val = kmem.al |l oc(ret_cnt * sizeof (secinfo4), KM SLEEP);
for (i =0; i < count; i++) {

/*

* |f the flavor is in the flavor list,

* fill in resok_val.

*/

si = &secp[i].s_secinfo;

if (i >sc_nfsnum

n_flavor_list(si-
lavor_list, ret_cnt))
resok_val [k].flavor = si->sc_rpcnum
if (resok_val[Kk].flavor == RPCSEC GSS) {
rpcsec_gss_info *info;

Ll

info = &esok_val [k].flavor_info

i nfo->gop = si->sc_qop;

info->service = (rpc_gss_svc_t)
si ->sc_service;

/* get oid opaque data */
info->o0id.sec_oid4_len =
si ->sc_gss_mech_t ype- >l engt h;
info->o0i d.sec_oid4_val = knem al | oc(
si ->sc_gss_mech_type->l ength,
KM _SLEEP) ;
bcopy(si ->sc_gss_mech_t ype->el enent s,
i nf 0o->0i d. sec_oi d4_val ,
i nf 0- >0i d. sec_oi d4_ Ien)

}

K++;

}
if (k >=ret_cnt)

br eak;
}
resp- >SECI NFO4resok_l en = ret_cnt;
resp- >SECI NFO4r esok_val = resok_val ;
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1116
1117
1118
1119
1120

1121
1122
1123 }

kmem free(flavor_list, count * sizeof (int));
it (&exported_| ock);
)
exi _rel e(oexi);

VN_RELE(vp) ;
return (NFS4_CK);

__unchanged_portion_onitted_

2610 /
2611
2612

2614 /

*

* Used by rfs4_op_| ookup and rfs4_op_| ookupp to do the actual work.

*/

* ARGSUSED */

2615 static nfsstat4

2616 do_rfs4_op_| ookup(char *nm struct svc_req *req,

2617 {
2618
2619
2620
2621
2508
2622
2623
2624
2625

2627
2628
2629
2630
2631
2632
2633

2635

2637
2638
2639
2640
2641
2642

2644
2645
2646
2647
2648
2649

2651
2652
2653
2654
2655
2656

2658
2659
2660
2661

2663

int error;

int different export = 0;

vnode_t *vp, *pre_tvp = NULL, *oldvp = NULL;

struct exportinfo *exi NULL *pre_exi = NULL, *oexi = NULL;
struct exportinfo *exi NULL, *pre_exi = NULL;

nfsstat4 stat;

fid_t fid,

int attrdir, dotdot, walk;

bool _t is_newp = FALSE;

if (cs->vp->v_flag & V_XATTRDIR) {

attrdir = 1;
ASSERT(get _fh4_flag(&s->fh, FH4_ATTRDIR));
} else {
attrdir = 0;
ASSERT(! get_fh4_flag(&s->fh, FH4_ATTRDI R));
}
dotdot = (nn{0] =="'." && nn{1l] =="." && nn{2] == "\0");
/*
* |f dotdotting, then need to check whether it’s
* above the root of a filesystem or above an
* export point.
*
/

if (dotdot) {

/
If dotdotting at the root of a filesystem then
need to traverse back to the nounted-on filesystem
and do the dotdot |ookup there.

EE U
-

if (cs->vp->v_flag & VROOT) {

/*

* |f at the systemroot, then can
* go up no further.

*/

if (VWN_CWP(cs->vp, rootdir))
return (puterrno4(ENCENT));
/*
* Traverse back to the nounted-on filesystem
*/
CS->vVp = untraverse(cs->vp);

| *

struct conpound_state *cs)
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2664
2665
2666
2667
2668
2669

2671
2672
2673
2674
2675
2676
2677

2679
2680
2681
2682

2684
2685
2686
2687
2688
2689
2690
2691
2692
2693
2694
2695
2696
2697
2698
2699
2700
2701
2702
2703
2704

2706
2707
2708
2709
2710
2711

2713
2714
2715
2602
2716
2717
2718
2719
2720
2721
2722
2723
2724
2725
2726
2727
2728

}

* Set the different_export flag so we renenber
* to pick up a new exportinfo entry for
* this new fil esystem

*/
different_export = 1;
} else {
/*
* | f dotdotting above an export point then set
* the different_export to get new export info.

*/
di fferent_export = nfs_exported(cs->exi, cs->vp);

error = VOP_LOOKUP(cs->vp, nm &vp, NULL, 0, NULL, cs->cr

f

}
/*

*
*

if

ERE R EE e
-~

NULL, NULL, NULL);
(error)
return (puterrnod(error));

If the vnode is in a pseudo filesystem check whether it is visible.

XXX if the vnode is a symink and it is not visible in

a pseudo filesystem return ENCENT (not follow ng symink).
V4 client can not nount such symlink. This is a regression
from V2/ V3.

In the same exported filesystem if the security flavor used

is not an explicitly shared flavor, limt the viewto the visible
list entries only. This is not a WIRONGSEC case because it's al ready
checked via PUTROOTFH PUTPUBFH or PUTFH.

(!different_export &%
(PSEUDO(cs->exi) || ! is_exported_sec(cs->nfsflavor, cs->exi) ||
cs->access & CS_ACCESS LI M TED))
if (! nfs_visible(cs->exi, vp, &ifferent_export)) {
VN_RELE(vp);
return (puterrnod4(ENCENT));

If it’s a mountpoint, then traverse it.

(vn_ismtpt (vp)) {
pre_exi cs->exi; /* save pre-traversed exportinfo */
pre_tvp vp; /* save pre-traversed vnode */

/*
* hold pre_tvp to counteract rele by traverse. W will
* need pre_tvp below if checkexport fails
* need pre_tvp below if checkexport4 fails
*
/
VN_HOLD( pre_ tvp)
if ((error = traverse(&vp)) 1=0) {
VN_RELE(vp) ;
VN_RELE( pre_tvp);
return (puterrno4(error));

}
di fferent_export = 1;

} else if (vp->v_vfsp I'= cs->vp->v_vfsp) {
/*

* The vfsp conparison is to handl e the case where
* a LOFS nount is shared. |o_lookup traverses nmount points,
* and NFS is unaware of local fs transistions because
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2729
2730
2731
2732
2733
2734

2736

2738
2739
2740
2741
2742
2743
2744
2745
2746

2748
2749
2750
2751
2638

2753
2754
2755
2756
2757
2758
2759
2760
2761
2762
2763
2764
2765
2766
2767
2768
2769
2770
2771
2772
2773
2774
2775

2777
2778
2779
2780

2782
2783
2784
2785
2786
2787
2788
2789
2790
2791
2792
2793

* v_vfsmuntedhere isn't set. For this special LOFS case,

* the dir and the obj returned by | ookup will have different
* vfs ptrs.

*/

di fferent_export = 1;

}
if (different_export) {

bzero(&id, sizeof (fid));
fid.fid_len = MAXFI DSZ
error = vop_fid_pseudo(vp, &id);
if (error) {
VN_RELE(vp);
if (pre_tvp)
VN_RELE(pre_tvp);
return (puterrno4(error));

}
if (dotdot)
exl = nfs_vptoexi (NULL, vp, cs->cr, &walk, NULL, TRUE);
el se
exi = checkexport (&p->v_vfsp->vfs_fsid, &id, vp);
exi = checkexport4(&p->v_vfsp->vfs_fsid, &id, vp);
if (exi == NULL) {

if (pre_tvp) {
/*

If this vnode is a nounted-on vnode,
but the nounted-on file systemis not
exported, send back the filehandl e for
t he nount ed-on vnode, not the root of
the nounted-on file system

R

*

*/
VN_RELE(vp);
vp = pre_tvp
exi = pre_exi
if (exi)
exi _hol d(exi);

#endi f /* | codereview */

} else {
VN_RELE(vp);
return (puterrno4(EACCES));

}

} elseif (pre tvp) {
/* we're done with pre_tvp now. release extra hold */
VN_RELE(pre_tvp);

}

if (cs->exi) )
exi _rel e(cs->exi);

#endif /* | codereview */

cs->exi = exi;

/*

* Now we do a checkauth4. The reason is that

* this client/user nmay not have access to the new

* exported file system and if he does,

* the client/user may be mapped to a different uid.

*

* W start with a new cr, because the checkauth4 done
* in the PUT*FH operation over wote the cred s uid,
* gid, etc, and we want the real thing before calling
* checkaut h4()

*/

crfree(cs->cr);
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2794

2796
2797
2798

2800
2801
2802
2803
2804
2805
2806

2808
2809
2810
2811
2812
2813
2814
2815
2816
2817
2818

2820
2821
2822
2823

2825
2826
2827
2828
2829
2830
2831
2832
2833
2834
2835
2836
2837
2838
2839
2840

2842
2843
2844
2845
2846
2847
2848
2849
2850
2851
2852
2853
2854
2855
2856
2857
2858
2859

* % ok k% *

*

*/

if

cs->cr = crdup(cs->basecr);

ol dvp = cs->vp;
CS->Vp = vp;
is_newp = TRUE;

stat = call _checkaut h4(cs, req);
if (stat !'= NFS4_
VN_RELE( cs- >vp);
cs->vp = ol dvp;
return (stat);

After various NFS checks, do a | abel check on the path
conponent. The | abel on this path should either be the
gl obal zone’s |abel or a zone’'s |abel. W are only
interested in the zone's | abel because exported files
in global zone is accessible (though read-only) to
clients. The exportability/visibility check is already
done before reaching this code.

(i s_system|abeled()) {
bsl abel _t *cl abel ;

ASSERT(req->rq_| abel != NULL);

cl abel = reqg->rq_l abel ;

DTRACE_PROBE2(tx__rfs4__log__info__opl ookup__cl abel, char *,
"got client |label fromrequest(1)", struct svc_req *, req);

if (!bl equal(&] adm n_| ow >t sl _| abel, clabel)) {
f (!do_rfs_label _check(cl abel vp, DOM NANCE_CHECK,
cs->exi))
error = EACCES;
goto err_out;
}
} else {
/*
* \WW grant access to admin_|low | abel clients
* only if the client is trusted, i.e. also
* running Solaris Trusted Ext ensi on.
*
/

struct sockaddr *ca;

int addr _type;
voi d *i paddr;
tsol _tpc_t *tp;

= (struct sockaddr *)svc_getrpccaller(
req->rq_xprt)->buf;
if (ca->sa_famly == AF_I NET) {
addr type = | PV4_VERSI ON\;
i paddr = &((struct sockaddr_i n *)ca)->sin_addr;
} else if (ca->sa_famly == AF_I NET6) {
addr _type = | PV6_VERSI ON,
i paddr = &((struct sockaddr_in6 *)
ca)->si n6_addr;

_tpc(ipaddr, addr_type, B _FALSE);
NULL || tp->tpc_tp.tp_doi !=
n_low >tsl _doi || tp->tpc_tp.host_type !=
PSO
Tif (tp !'= NULL)

TPC_RELE(tp);
error = EACCES;
goto err_out;

|
W
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2860 }

2861 TPC_RELE(tp);

2862 }

2863 }

2865 error = nmakef h4(&cs->fh, vp, cs->exi);

2867 err_out:

2868 if (error) {

2869 if (is_newp)

2870 VN_RELE( cs->vp);

2871 cs->vp = ol dvp;

2872 } else

2873 VN_RELE( vp) ;

2874 return (puterrnod(error));

2875 }

2877 if (!is_newp) {

2878 if (cs->vp)

2879 VN_RELE( cs->vp);

2880 CS->Vp = vp;

2881 } else if (ol dvp)

2882 VN_RELE( ol dvp) ;

2884 *

2885 * if did |ookup on attrdir and didn’t |ookup .., set naned
2886 * attr fh flag

2887 */

2888 if (attrdir &% ! dotdot)

2889 set _fh4_flag(&cs->fh, FH4_NAMVEDATTR);

2891 /* Assune false for now, open proc will set this */
2892 cs->mandl ock = FALSE;

2894 return (NFS4_OK);

2895 }

2897 /* ARGSUSED */

2898 static void

2899 rfs4_op_I| ookup(nfs_argop4 *ar gop, nfs_resop4 *resop, struct svc_req *req,
2900 struct conpound_state *cs)

2901 {

2902 LOOKUP4ar gs *args = &ar gop->nfs_argop4_u. opl ookup;
2903 LOOKUP4res *resp = & esop->nfs_resop4_u. opl ookup;
2904 char *nm

2905 uint_t len;

2906 struct sockaddr *ca;

2907 char *nanme = NULL;

2908 nf sstat4 status;

2910 DTRACE_NFSV4_2(op__l| ookup__start, struct compound_state *, cs,
2911 LOOKUP4args *, args);

2913 if (cs->vp == NULL) {

2914 *cs->statusp = resp->status = NFS4AERR _NOFI LEHANDLE;
2915 goto out;

2916 }

2918 if (cs->vp->v_type == VLNK)

2919 *cs->statusp = resp->status = NFS4ERR_SYM.| NK;
2920 goto out;

2921 }

2923 if (cs->vp->v_type != VDIR)

2924 *cs->statusp = resp->status = NFS4ERR NOTDI R;
2925 goto out;
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2926 }

2928 status = utf8_dir_verify(&args->objnane);

2929 if (status != NFS4_OX)

2930 *cs->statusp = resp->status = status;

2931 goto out;

2932 }

2934 nm = utf8_to_str(&args->objnanme, & en, NULL);

2935 if (nm== NULL) {

2936 *cs->statusp = resp->status = NFS4ERR | NVAL;

2937 goto out;

2938 }

2940 if (len > MAXNAMELEN) {

2941 *cs->statusp = resp->status = NFSAERR_NAMETOOLONG
2942 knmem free(nm len);

2943 goto out;

2944 }

2946 ca = (struct sockaddr *)svc_ getrpccaller(req >rqg_xprt)->buf;
2947 name = nfscnd_convnanme(ca, cs->exi, nm NFSCVD_CONV_ INBO.JND
2948 MAXPATHLEN + 1);

2950 if (name == NULL) {

2951 *cs->statusp = resp->status = NFS4ERR | NVAL;

2952 kmem free(nm |en);

2953 goto out;

2954 }

2956 *cs->statusp = resp->status = do_rfs4_op_| ookup(nanme, req, cs);
2958 if (name !'= nm

2959 kmem free(name, MAXPATHLEN + 1);

2960 kmem free(nm |en);

2962 out:

2963 DTRACE_NFSV4_2(op__| ookup__done, struct conpound_state *, cs,
2964 LOOKUP4res *, resp);

2965 }

2967 /* ARGSUSED */

2968 static void

2969 rfs4_op_| ookupp(nfs_argop4 *args, nfs_resop4 *resop, struct svc_req *req,
2970 struct conpound_state *cs)

2971 {

2972 LOOKUPP4res *resp = &resop->nfs_resop4_u. opl ookupp;

2974 DTRACE_NFSV4_1(op__| ookupp__start, struct conpound_state *, cs);
2976 if (cs->vp == NULL)

2977 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE;
2978 goto out;

2979 }

2981 if (cs->vp->v_type != VDIR)

2982 *cs->statusp = resp->status = NFS4ERR NOTDI R;

2983 goto out;

2984 }

2986 *cs->statusp = resp->status = do_rfs4_op_l ookup("..", req, cSs);
2988 /*

2989 From NFSV4 Speci ficati on, LOOKUPP shoul d not check for
2990 * NFS4ERR_ WRONGSEC. Retrun NFS4_OX i nst ead.

2991 */
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2992 if (resp->status == NFS4ERR WRONGSEC) {

2993 *cs->statusp = resp->status = NFS4_OK;

2994 }

2996 out:

2997 DTRACE_NFSV4_2(op__| ookupp__done, struct conpound_state *, cs,
2998 LOOKUPP4res *, resp);

2999 }

3002 /* ARGSUSED2*/

3003 static void

3004 rfs4_op_openattr(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
3005 struct conpound_state *cs)

3006 {

3007 OPENATTR4ar gs *args = &argop->nfs_argop4_u. opopenattr;

3008 OPENATTRAr es *resp = & esop->nfs_resop4_u. opopenattr;

3009 vnode_t *avp = NULL;

3010 i nt | ookup_flags = LOOKUP_XATTR, error;

3011 int exp_ro = 0;

3013 DTRACE_NFSV4_2(op__openattr__start, struct conpound_state *, cs,
3014 OPENATTR4args *, args);

3016 if (cs->vp == NULL)

3017 *cs->statusp = resp->status = NFS4ERR _NOFI LEHANDLE;
3018 goto out;

3019 }

3021 if ((cs->vp->v_vfsp->vfs_flag & VFS_XATTR) == 0 &&

3022 lvfs_has_feature(cs->vp->v_vfsp, VFSFT_SYSATTR VIEWS)) ({
3023 *cs->statusp = resp->status = puterrno4( ENOTSUP) ;

3024 goto out;

3025 }

3027 *

3028 * |f file system supports passi ng ACE mask to VOP_ACCESS t hen
3029 * check for ACE_READ NAMED ATTRS, otherw se do | egacy checks
3030 */

3032 if (vfs_has_feature(cs->vp->v_vfsp, VFSFT_ACEMASKONACCESS))
3033 error = VOP_ACCESS(cs->vp, ACE_READ NAMED_ATTRS,

3034 V_ACE_MASK, cs->cr, NULL)

3035 el se

3036 error = ((VOP_ACCESS(cs->vp, VREAD, 0, cs->cr, NULL) != 0) &&
3037 (VOP_ACCESS(cs->vp, WWRITE, 0, cs->cr, NULL) != 0) &&
3038 (VOP_ACCESS( cs->vp, VEXEC, 0, cs->cr, NULL) !=0));
3040 if (error) {

3041 *cs->statusp = resp->status = puterrno4(EACCES);

3042 goto out;

3043 }

3045 /*

3046 * The CREATE_XATTR DIR VOP flag cannot be specified if

3047 * the file systemis exported read-only -- regardl ess of

3048 * createdir flag. Oherwise the attrdir woul d be created
3049 * (assuming server fs isn't nounted readonly locally). If
3050 * VOP_LOOKUP returns ENCENT in this case, the error will

3051 * be translated into EROFS. ENOSYS is mapped to ENOTSUP
3052 * because specfs has no VOP_LOOKUP op, so the macro woul d
3053 * return ENOSYS. EINVAL is returned by all (current)

3054 * Solaris file systeminplenmentations when any of their

3055 * restrictions are violated (xattr(dir) can’t have xattrdir).
3056 * Returning NOTSUPP is nore appropriate in this case

3057 * because the object will never be able to have an attrdir.

11
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3058
3059
3060

3062
3063

3065
3066
3067
3068
3069
3070
3071
3072
3073

3075
3077

3079
3080
3081
3082
3083

3085
3086

3088
3089
3090
3091
3092
3093
3094
3095

3097
3098
3099
3100

3102
3103
3104
3105
3106
3107
3108

3110

3112
3113
3114
3115
3116

3118
3121

3122
3123

cs->cr,

cred_t *cred,

*/
if (args->createdir & ! (exp_ro = rdonly4(req, cs)))
| ookup_flags | = CREATE _XATTR DI R;
error = VOP_LOOKUP(cs->vp, "", &avp, NULL, |ookup_flags, NULL,
NULL, NULL, NULL);
if (error) {
if (error == ENCENT && args->createdir &% exp_ro)
*cs->statusp = resp->status = puterrno4( EROFS);
else if (error == EINVAL || error == ENOSYS)
*cs->statusp = resp->status = puterrno4( ENOTSUP) ;
el se
*cs->statusp = resp->status = puterrno4(error);
goto out;
}
ASSERT(avp->v_flag & V_XATTRDI R);
error = makef h4(&cs->fh, avp, cs->exi);
if (error) {
VN_RELE( avp) ;
*cs->statusp = resp->status = puterrno4(error);
goto out;
}
VN_RELE( cs->vp);
Cs->Vp = avp;
/*
* There is no requirenent for an attrdir fh flag
* because the attrdir has a vnode flag to distinguish
* it fromregular (non-xattr) directories. The
* FHA_ATTRDIR flag is set for future sanity checks.
set_fh4_flag(&s->fh, FH4_ATTRDI R);
*cs->statusp = resp->status = NFS4_OK;
out :
DTRACE_NFSV4_2(op__openattr__done, struct conpound_state *, cs,
OPENATTR4res *, resp);
}
static int
do_io(int direction, vnode_t *vp, struct uio *uio, int ioflag,
caller_context_t *ct)
{
int error;
int i;
clock_t del aytine;
del aytime = MBSEC _TO Tl CK_ROUNDUP(r fs4_| ock_del ay) ;
/*
* Don't block on mandatory locks. If this routine returns
* EAGAIN, the caller should return NFS4ERR_LOCKED.
*/
ui 0- >ui o_f node = FNONBLOCK;
for (i =0; i <rfsd4_maxlock_ tries; i++) {
if (direction == FREAD) {
(voi d) VOP_RW.OCK(vp, V_WRI TELOCK FALSE, ct)
error = VOP_READ(vp, uio, ioflag, cred, ct);
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3124 VOP_RWUNLOCK(vp, V_WRI TELOCK_FALSE, ct); 3190 */
3125 } else { 3191 if (nbl_need_check(vp)) {
3126 (voi d) VOP_RW.OCK(vp, V_WRI TELOCK_TRUE, ct); 3192 nbl _start_crit(vp, RWREADER);
3127 error = VOP_WRI TE(vp, uio, ioflag, cred, ct); 3193 in_crit = 1;
3128 VOP_RWUNLOCK(vp, V_WRI TELOCK_TRUE, ct); 3194 if (nbl_conflict(vp, NBL_READ, args->offset, args->count, O,
3129 } 3195 &ct)) {
3196 *cs->statusp = resp->status = NFS4ERR_LOCKED;
3131 if (error !'= EAGAIN) 3197 goto out;
3132 br eak; 3198 }
3199 }
3134 if (i <rfsd4_maxlock_tries - 1) {
3135 del ay(del ayti ne); 3201 if (args->Wist) {
3136 del aytime *= 2; 3202 if (args->count > clist_len(args->wist)) {
3137 } 3203 *cs->statusp = resp->status = NFS4ERR | NVAL;
3138 } 3204 goto out;
3205 }
3140 return (error); 3206 rdma_used = 1;
3141 } 3207 }
3143 /* ARGSUSED */ 3209 /* use | oaned buffers for TCP */
3144 static void 3210 | oaned_buffers = (nfs_loaned_buffers && !rdma_used) ? 1 : 0;
3145 rfs4_op_read(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
3146 struct conpound_state *cs) 3212 va.va_mask = AT_MODE| AT_SI ZE| AT_UI D;
3147 { 3213 verror = VOP_GETATTR(vp, &va, 0, cs->cr, &ct);
3148 READ4ar gs *args = &argop->nfs_argop4_u. opread;
3149 READAres *resp = & esop->nfs_resop4_u. opread; 3215 /*
3150 int error; 3216 * |If we can’t get the attributes, then we can’t do the
3151 int verror; 3217 * right access checking. So, we'll fail the request.
3152 vnode_t *vp; 3218 *
3153 struct vattr va; 3219 if (verror) {
3154 struct iovec iov, *iovp = NULL; 3220 *cs->statusp = resp->status = puterrno4(verror);
3155 int iovcnt; 3221 goto out;
3156 struct uio uio; 3222 }
3157 u_of fset _t offset;
3158 bool _t *del eg = &cs->del eg; 3224 if (vp->v_type != VREGQ {
3159 nfsstat4 stat; 3225 *cs->statusp = resp->status =
3160 int incrit =0; 3226 ((vp->v_type == VDIR) ? NFS4ERR | SDIR : NFS4ERR_| NVAL);
3161 nbl k_t *np = NULL; 3227 goto out;
3162 int alloc_err = 0; 3228 }
3163 int rdma_used = 0;
3164 int |oaned_buffers; 3230 if (crgetuid(cs->cr) !'=va.va_uid &&
3165 caller_context_t ct; 3231 (error = VOP_ACCESS(vp, VREAD, 0, cs->cr, &ct)) &&
3166 struct uio *uiop; 3232 (error = VOP_ACCESS(vp, VEXEC, 0, cs->cr, &ct))) {
3233 *cs->statusp = resp->status = puterrno4(error);
3168 DTRACE_NFSV4_2(op__read__start, struct conpound_state *, cs, 3234 goto out;
3169 READ4ar gs, args); 3235 }
3171 Vp = CS->Vp; 3237 if (MANDLOCK(vp, va.va_node)) { /* XXX - V4 supports mand | ocking */
3172 if (vp == NULL) { 3238 *cs->statusp = resp->status = NFS4ERR_ACCESS;
3173 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE; 3239 goto out;
3174 goto out; 3240 }
3175 1
3176 if (cs->access == CS_ACCESS DEN ED) { 3242 of fset = args->of fset;
3177 *cs->statusp = resp->status = NFS4ERR_ACCESS; 3243 if (offset >= va.va_size) {
3178 goto out; 3244 *cs->statusp = resp->status = NFS4_OK;
3179 } 3245 resp->eof = TRUE;
3246 resp->data_len = 0;
3181 if ((stat = rfs4_check_statei d(FREAD, vp, &args->stateid, FALSE, 3247 resp->data_val = NULL;
3182 del eg, TRUE, &ct)) != NFS4_OK) { 3248 resp->nmbl k = NULL;
3183 *cs->statusp = resp->status = stat; 3249 /* RDVA */
3184 goto out; 3250 resp->Wist = args->wist;
3185 } 3251 resp->Wist_len = resp->data_l en;
3252 *cs->statusp = resp->status = NFS4_OK;
3187 /* 3253 if (resp->wWist)
3188 * Enter the critical region before calling VOP_RW.OCK 3254 clist_zero_len(resp->wist);
3189 * to avoid a deadlock with wite requests. 3255 goto out;
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3256

3258
3259
3260
3261
3262
3263
3264
3265
3266
3267
3268
3269
3270

3272
3273
3274
3275
3276
3277

3279
3280
3281
3282
3283
3284

3286
3287
3288
3289
3290
3291
3292
3293
3294

3296
3297

3299

3301
3302
3303
3304

3306
3307
3308
3309
3310
3311
3312
3313
3314
3315
3316
3317
3318
3319
3320
3321

}
if (args->count == 0)
*cs->statusp = resp->status = NFS4_OK;
resp- >eof = FALSE
resp- >dat a_l en = 0;
resp->data_val = NULL;
resp->nmbl k = NULL;
/* RDVA */
resp->Wist = args->wist;
resp->W ist_len = resp->data_l en;
if (resp->wist)
clist_zero_len(resp->wist);
goto out;
}
/*

* Do not allocate nenory nore than maxi mum al | oned
* transfer size
*/
if (args->count > rfs4_tsize(req))
args->count = rfs4_tsize(req);

if (loaned buffers) {
uiop = (uio_t *)rfs_setup_xuio(vp);
ASSERT(uiop != NULL)
ui op->ui o_segflg = ul O_SYSSPACE;
ui op->ui o_| of fset = args- >offset
ui op->ui o_resid = args->count;

/* Junp to do the read if successful */

if (!'VOP_REQZCBUF(vp, U O READ, (xuio_t *)uiop, cs->cr, &ct)) {
/*

* Need to hold the vnode until after VOP_RETZCBUF()
* is called.

*
/
VN_HOLD( vp) ;
goto doi o_read;
}
DTRACE_PROBE2(nfss__i__reqzcbuf _failed, int,

ui op->ui o_| of fset, int, uiop->uio_resid);
ui op->ui o_extflg = 0;

/* failure to setup for zero copy */
rfs_free_xuio((void *)uiop);
| oaned_buffers = 0;

}

/*
* |f returning data via ROMA Wite, then grab the chunk list. If we
* aren’t returning READ data w RDMA WRI TE, then grab a nblk
*
/
if (rdma_used) {
np = NULL;
(void) rdma_get_wchunk(req, & ov, args->wist);
uio.uio_iov = & ov;
ui 0.uio_iovent = 1;

} else {
/*
* np will contain the data to be sent out in the read reply.
* It will be freed after the reply has been sent.
*/
mp = rfs_read_all oc(args->count, & ovp, & ovcnt);
ASSERT(np !'= NULL);
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3322
3323
3324
3325

3327
3328
3329
3330
3331

3333
3334

3336
3337

3339
3340
3341
3342
3343
3344

3346
3347
3348
3349
3350

3352

3354
3355
3356
3357
3358
3359
3360
3361

3363

3365
3366
3367
3368

3370
3371
3372
3373
3374
3375
3376

3378
3379
3380

3382
3383

3385
3386
3387

ASSERT(al | oc_err == 0);
uio.uio_iov = iovp;
ui 0. ui o_iovent = iovent;

}

uio.uio segl
ui 0. ui o_extfl
uio.uio_|loffs
uio.uio_resid
uiop = &uio;

Ul O_SYSSPACE;

U O_COPY_CACHED;
t = args->offset;
= args->count;

9
9
e

doi o_read:
error = do_i o( FREAD, vp, uiop, O, cs->cr, &ct);

va.va_mask = AT_SI ZE;
verror = VOP_GETATTR(vp, &va, 0, cs->cr, &ct);

if (error) {
if ()
freemsg( np) ;
*cs->statusp = resp->status = puterrno4(error);
goto out;

}

/* make nmbl k using zc buffers */
if (loaned_buffers)
mp = ui o_to_nbl k(uiop);
ASSERT(np !'= NULL);
}

*cs->statusp = resp->status = NFS4_OK;

ASSERT( ui op->ui o_resid >= 0);
resp->data_|l en = args->count - uiop->uio_resid;
if (m) {
resp->data_val = (char *)np->b_datap->db_base;
rfs_rndup_nbl ks(np, resp->data_l en, |oaned buffers)
} else {

resp->data_val = (caddr_t)iov.iov_base;
}

resp->nbl k = np;

if (lverror & offset + resp->data_len == va.va_size)
resp->eof = TRUE;

el se
resp->eof = FALSE;

if (rdma_used) {
if (!rdma_setup_read_data4(args, resp)) {
*cs->statusp = resp->status = NFS4ERR | NVAL;

} else {
resp->wWist = NULL;
}

out :
if (in_crit)
nbl _end_crit(vp);

if (iovp !'= NULL)
kmem free(iovp, iovent * sizeof (struct iovec));

DTRACE_NFSV4_2(op__read__done, struct conpound_state *, cs,
READ4res *, resp);

}
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3454 * is exported.
3389 static void 3455 */
3390 Efs4_op_r ead_free(nfs_resop4 *resop) 3456 fh_fmp = (nfs_fh4_fnt_t *)cs->fh.nfs_fhd_val;
3391
3392 READAr es *resp = & esop->nfs_resop4_u. opread; 3458 1=
3459 * if root filesystemis exported, the exportinfo struct that we
3394 if (resp->status == NFS4_OK && resp->nbl k !'= NULL) { 3460 * shoul d use is what checkexport returns, because root_exi is
3395 freensg(resp->nbl k) ; 2652 * shoul d use is what checkexport4 returns, because root_exi is
3396 resp->nbl k = NULL; 3461 * actually a nostly enpty struct.
3397 resp->data_val = NULL; 3462 */
3398 resp->data_len = 0; 3463 exi = checkexport (& h_fnmtp->fh4_fsid,
3399 } 2655 exi = checkexport4(& h_fnt p->fh4_fsid,
3400 } 3464 (fid_t *)& h_fntp->fh4_xlen, NULL);
3465 if (exi) {
3402 static void 3466 cs->exi = exi;
3403 rfs4_op_readdir_free(nfs_resop4 * resop) 3467 } else {
3404 { 3468 exi _hol d(exi _public);
3405 READDI Ré4r es *resp = & esop->nfs_resop4_u. opreaddir; 3469 cs->exi = exi_public;
3470 }
3407 if (resp->status == NFS4_OK && resp->nbl k !'= NULL) { 2657 cs->exi = ((exi != NULL) ? exi : exi_public);
3408 freeb(resp->nbl k); 3471 } else {
3409 resp->nmbl k = NULL; 3472 /*
3410 resp->data_len = 0; 3473 * it's a properly shared filesystem
3411 } 3474 *
3412 } 3475 exi _hol d(exi _public);
3476 #endif /* | codereview */
3477 cs->exi = exi_public;
3415 /* ARGSUSED */ 3478 }
3416 static void
3417 rfs4_op_put pubfh(nfs_argop4 *args, nfs_resop4 *resop, struct svc_req *req, 3480 if (is_system]|abeled()) {
3418 struct conpound_state *cs) 3481 bsl abel _t *cl abel ;
3419 {
3420 PUTPUBFH4r es *resp = & esop->nfs_resop4_u. opput pubfh; 3483 ASSERT(req->rq_|l abel != NULL);
3421 int error; 3484 cl abel = reqg->rq_| abel;
3422 vnode_t *vp; 3485 DTRACE_PROBE2(tx__rfs4__log__info__opputpubfh__clabel, char *,
3423 struct exportinfo *exi, *sav_exi; 3486 "got client |label fromrequest(1)",
3424 nfs_fh4_fnt_t *fh_fntp; 3487 struct svc_req *, req);
3488 if (!blequal (& _adm n_| ow >tsl _| abel, clabel)) {
3426 DTRACE_NFSV4_1(op__put pubfh__start, struct conpound_state *, cs); 3489 if ('do_rfs_label _check(clabel, vp, DOM NANCE_CHECK,
3490 cs->exi)) {
3428 if (cs->vp) { 3491 *cs->statusp = resp->status =
3429 VN_RELE(cs->vp); 3492 NFS4ERR_SERVERFAULT;
3430 cs->vp = NULL; 3493 if (sav_exi)
3431 } 3494 exi _rel e(sav_exi);
3495 #endif /* | codereview */
3433 if (cs->cr) 3496 goto out;
3434 crfree(cs->cr); 3497 }
3498 }
3436 cs->cr = crdup(cs->basecr); 3499 }
3438 vp = exi_public->exi_vp; 3501 VN_HOLD(vp) ;
3439 if (vp == NULL) { 3502 CS->Vp = vp;
3440 *cs->statusp = resp->status = NFS4ERR_SERVERFAULT;
3441 goto out; 3504 if ((resp->status = call_checkauth4(cs, req)) != NFS4_OK) {
3442 } 3505 VN_RELE(cs->vp);
3506 cs->vp = NULL;
3444 error = makef h4(&cs->fh, vp, exi_public); 3507 exi _rel e(cs->exi);
3445 if (error I=0) { 3508 #endif /* | codereview */
3446 *cs->statusp = resp->status = puterrno4(error); 3509 cs->exi = sav_exi;
3447 goto out; 3510 goto out;
3448 } 3511
3449 sav_exi = cs->exi; 3512 if (sav_exi)
3450 if (exi_public == exi_root) { 3513 exi _rel e(sav_exi);
3451 /* 3514 #endif /* | codereview */
3452 * No filesystemis actually shared public, so we default
3453 * to exi_root. In this case, we nust check whether root 3516 *cs->statusp = resp->status = NFS4_OK;
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3517 out:

3518 DTRACE_NFSV4_2(op__put pubfh__done, struct conpound_state *, cs,
3519 PUTPUBFH4res *, resp);

3520 }

3522 /*

3523 * XXX - issue with put*fh operations. Suppose /export/hone is exported.
3524 * Suppose an NFS client goes to nount /export/hone/joe. If /export, hone,
3525 * or joe have restrictive search pernissions, then we shouldn't |et
3526 * the client get a file handle. This is easy to enforce. However, we
3527 * don’t know what security flavor should be used until we resolve the
3528 * path nanme. Another conplication is uid mapping. If root is

3529 * the user, then it will be mapped to the anonynous user by default,
3530 * but we won't know that till we've resolved the path name. And we won't
3531 * know what the anonynopus user is.

3532 * Luckily, SECINFO is specified to take a full filenane.

3533 * So what we will have to in rfs4_op_|lookup is check that flavor of
3534 * the target object matches that of the request, and if root was the
3535 * caller, check for the root= and anon= options, and if necessary,

3536 */repeat the | ookup using the right cred_t. But that’s not done yet.
3537 *

3538 /* ARGSUSED */
3539 static void
3540 rfs4_op_putfh(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,

3541 struct conpound_state *cs)

3542 {

3543 PUTFH4ar gs *args = &ar gop->nfs_ar gop4_u. opput f h;

3544 PUTFH4res *resp = & esop->nfs_resop4_u. opputfh;

3545 nfs_fh4_fm _t *fh_fntp;

3547 DTRACE_NFSV4_2(op__putfh__start, struct conpound_state *, cs,
3548 PUTFH4args *, args);

3550 if (cs->vp) {

3551 VN_RELE( cs->vp);

3552 cs->vp = NULL

3553 }

3555 if (cs->cr)

3556 crfree(cs->cr);

3557 cs->cr = NULL;

3558 }

3561 if (args >obj ect.nfs_fh4_len < NFS_FH4_LEN) {

3562 *cs->statusp = resp->status = NFS4ERR BADHANDLE;
3563 goto out;

3564 1

3566 fh_fmp = (nfs_fh4_fnt_t *)args->object.nfs_fh4_val;
3567 if (cs->exi)

3568 e><| rel e(cs->exi);

3569 cs->exi = checkexport (& h_f nt p->f h4 fs d, (fid_t *)& h_fmtp->fhd_xlen,
2662 cs->exi = checkexport4(& h_fmtp->fh4 _fsid, (fid_t *)& h_fntp->fh4_xlen,
3570 NULL) ;

3572 if (cs->exi == NULL) {

3573 *cs->statusp = resp->status = NFS4ERR_STALE;
3574 goto out;

3575 1

3577 cs->cr = crdup(cs->basecr);

3579 ASSERT(cs->cr != NULL);

3581 if (! (cs->vp = nfs4_fhtovp(&args->object, cs->exi, & esp->status))) {

new usr/src/uts/comon/fs/nfs/nfs4_srv.c

3582
3583
3584

3586
3587
3588
3589
3590

3592
3593
3594

3596
3597
3598
3599

3601
3602
3603
3604
3605
3606
3607
3608
3609

3611

3613
3614
3615
3616

3618
3619

3621

3623
3624
3625
3626
3627
3628
3629
3630
3631
3632
3633

3635
3636
3637
3638
3639
3640
3641
3642
3643
2736
3644
3645
3646

}
if

}

*cs->statusp = resp->status;
goto out;

((resp->status = call _checkauth4(cs, req)) != NFS4_OK) {
VN RELE(cs >vp);
cs->vp = NULL;
goto out;

nfs_fh4_copy(&args->object, &cs->fh);
*cs->statusp = resp->status = NFS4_COK;

Cs-

out:

}
| *

static void

>del eg = FALSE;

DTRACE_NFSV4_2(op__putfh__done, struct conpound_state *, cs,

PUTFH4res *, resp);

ARGSUSED */

rfs4_op_putrootfh(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,

{

struct

conpound_state *cs)

PUTROOTFH4r es *resp = &resop->nfs_resop4_u. opputrootfh;
int error;

fid_t fid;

struct exportinfo *exi, *sav_exi;

DTRACE_NFSV4_1(op__putrootfh__start, struct conpound_state *, cs);

if

}
if

Cs-

| *
*
*

*

(cs->vp) {
VN RELE( cs- >vp)
cs->vp = NULL
(cs->cr)

crfree(cs->cr);

>cr = crdup(cs->basecr);

Using rootdir, the systemroot vnode,
get its fid.

bzero(&fid, sizeof (fid));
fid. fid_len = MAXFI DSZ;

if

-

T

*/

exi
exi
if

error = vop_fid_pseudo(rootdir, &fid);
{

(error 1= 0)
*cs->statusp = resp->status = puterrno4(error);
goto out;

Then use the root fsid & fid it to find out if it’'s exported

If the server root isn't exported directly, then
it should at |east be a pseudo export based on
one or nore exports further down in the server’'s
file tree.

= checkexport (& ootdir->v_vfsp->vfs_fsid, &id, NULL);
= checkexport4(& ootdir->v_vfsp->vfs_fsid, & id, NULL);
(exi == NULL || exi->exi_export.ex_flags & EX PUBLIC) {
NFS4 DEBUG(rfs4 debug,
(CE_WARN, "rfs4 _op_putrootfh: export check failure"));
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3647 *cs->statusp = resp->status = NFS4ERR _SERVERFAULT; 3713 * dirent’s d_ino is always correct value for nounted_on_fileid.
3648 if (exi) 3714 * mtdfid_set is set once here, but nounted_on fileid is
3649 exi _rele(exi); 3715 * set in main dirent processing |oop for each dirent.
3650 #endif /* ! codereview */ 3716 * The mtdfid_set is a sinple optimzation that lets the
3651 goto out; 3717 * server attr code avoid work when caller is readdir.
3652 } 3718 */
3719 sargp->mtdfi d_set = TRUE
3654 /*
3655 * Now make a filehandl e based on the root 3721 /*
3656 * export and root vnode. 3722 * Lookup entry only if client asked for any of the follow ng:
3657 */ 3723 * a) vattr attrs
3658 error = makef h4(&cs->fh, rootdir, exi); 3724 * b) vfs attrs
3659 if (error I=0) { 3725 * ¢) attrs w per-object scope requested (change, filehandle, etc)
3660 *cs->statusp = resp->status = puterrno4(error); 3726 * ot her than mounted_on_fileid (which we can take fromdirent)
3661 exi _rele(exi); 3727 */
3662 #endif /* ! codereview */ 3728 objbits = attrs ? attrs & NFS4_VP_ATTR MASK : O;
3663 goto out;
3664 } 3730 if (va_mask || sargp->sbp || (objbits & ~FATTR4A_MOUNTED_ON_FI LEI D_MASK) )
3731 *need_t o_I| ookup = TRUE;
3666 sav_exi = cs->exi; 3732 el se
3667 cs->exi = exi; 3733 *need_t o_| ookup = FALSE;
3669 VN_HOLD(rootdir); 3735 if (sargp->sbp == NULL)
3670 cs->vp = rootdir; 3736 return (NFS4_OK);
3672 if ((resp->status = call_checkauth4(cs, req)) !'= NFS4_OK) { 3738 /*
3673 VN_RELE(rootdir); 3739 * |f filesystemattrs are requested, get themnow fromthe
3674 cs->vp = NULL; 3740 * directory vp, as nost entries will have sane filesystem The only
3675 exi _rele(exi); 3741 * exception are nounted over entries but we handl e
3676 #endif /* ! codereview */ 3742 * those as we go (XXX nmounted over detection not yet inplenented).
3677 cs->exi = sav_exi; 3743 e
3678 goto out; 3744 sar gp- >vap >va_mask = O; /* to avoid VOP_GETATTR */
3679 } 3745 status = bitnap4_get sysattrs(sargp)
3680 if (sav_exi) 3746 sar gp- >vap->va_mask = va_|
3681 exi _rel e(sav_exi);
3682 #endif /* | codereview */ 3748 if ((status != NFS4_OK) && sargp->rdattr_error_req) {
3749 /*
3684 *cs->statusp = resp->status = NFS4_CK; 3750 * Failed to get filesystemattributes.
3685 cs->del eg = FALSE; 3751 * Return a rdattr_error for each entry, but don't fail.
3686 out: 3752 * However, don’t get any obj-dependent attrs.
3687 DTRACE_NFSV4_2(op__putrootfh__done, struct conpound_state *, cs, 3753 */
3688 PUTROOTFH4res *, resp); 3754 sargp->rdattr_error = status; /* for rdattr_error */
3689 } 3755 *need_t o_| ookup = FALSE;
3756 /*
3691 /* 3757 * At least get fileid for regular readdir output
3692 * set_rdattr_parans sets up the variables used to nanage what information 3758 */
3693 * to get for each directory entry. 3759 sar gp- >vap- >va_nmask &= AT_NCDEI D;
3694 */ 3760 status = NFS4_OK;
3695 static nfsstat4 3761 }
3696 set_rdattr_paranms(struct nfs4_svgetit_arg *sargp,
3697 bi tmap4 attrs, bool _t *need_to_| ookup) 3763 return (status);
3698 { 3764 }
3699 uint_t va_mask;
3700 nfsstat4 status; 3766 /*
3701 bi t map4 obj bits; 3767 * readlink: args: CURRENT_FH.
3768 res: status. |f success - CURRENT_FH unchanged, return Iinktext.
3703 status = bitmap4_to_attrnask(attrs, sargp); 3769 */
3704 if (status = NF4_OK) {
3705 /* 3771 /* ARGSUSED */
3706 * could not even figure attr mask 3772 static void
3707 */ 3773 rfs4_op_readlink(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
3708 return (status); 3774 struct conpound_state *cs)
3709 } 3775 {
3710 va_mask = sargp->vap- >va_mask; 3776 READL| NK4res *resp = & esop->nfs_resop4_u. opreadl i nk;
3777 int error;
3712 /* 3778 vnode_t *vp;
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3779 struct iovec iov; 3845 if (s == NULL)
3780 struct vattr va; 3846 error = EI NVAL;
3781 struct uio uio; 3847 el se {
3782 char *data; 3848 error = 0;
3783 struct sockaddr *ca; 3849 (void) strlcpy(data, s, MAXPATHLEN + 1);
3784 char *nanme = NULL; 3850 kmem free(s, strsz);
3785 int is_referral; 3851 }
3787 DTRACE_NFSV4_1(op__readlink__start, struct conpound_state *, cs); 3853 } else {
3789 /* CURRENT_FH: directory */ 3855 iov.iov_base = data;
3790 Vp = CS->Vp; 3856 iov.iov_|len = MAXPATHLEN;
3791 if (vp == NULL) { 3857 ui 0.uio_iov = & ov;
3792 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE; 3858 ui 0. ui o_iovent = 1;
3793 goto out; 3859 ui 0. ui o_segfl g = U O _SYSSPACE;
3794 } 3860 ui 0. uio_extflg = U O COPY_CACHED;
3861 uio.uio_| offset = 0O;
3796 if (cs->access == CS_ACCESS_DEN ED) { 3862 ui 0. ui o_resid = MAXPATHLEN;
3797 *cs->statusp = resp->status = NFS4ERR ACCESS;
3798 } goto out; 3864 error = VOP_READLI NK(vp, &uio, cs->cr, NULL);
3799
3866 if (lerror)
3801 /* Is it areferral? */ 3867 *(data + MAXPATHLEN - uio.uio_resid) ='\0";
3802 if (vn_is_nfs_reparse(vp, cs->cr) && client_is_downrev(req)) { 3868 }
3804 is_referral = 1; 3870 if (error) {
3871 kmem free((caddr_t)data, (uint_t)MVMAXPATHLEN + 1);
3806 } else { 3872 *cs->statusp = resp->status = puterrno4(error);
3873 goto out;
3808 is_referral = 0; 3874 }
3810 if (vp->v_type == VDIR) { 3876 ca = (struct sockaddr *)svc_getrpccaller(reqg->rqg_xprt)->buf;
3811 *cs->statusp = resp->status = NFS4ERR | SDI R 3877 nane = nfscnd_convnane(ca, cs->exi, data, NFSCVD_CONV_OUTBOUND,
3812 goto out; 3878 MAXPATHLEN + 1);
3813 }
3880 if (name == NULL) {
3815 if (vp->v_type != VLNK) { 3881 /*
3816 *cs->statusp = resp->status = NFSAERR | NVAL; 3882 * Even though the conversion failed, we return
3817 goto out; 3883 * something. We just don’t translate it.
3818 } 3884 */
3885 name = dat a;
3820 } 3886 }
3822 va.va_mask = AT_MODE; 3888 /*
3823 error = VOP_GETATTR(vp, &va, 0, cs->cr, NULL); 3889 * treat link nane as data
3824 if (error) { 3890 */
3825 *cs->statusp = resp->status = puterrno4(error); 3891 (void) str_to_utf8(name, (utf8string *)&resp->link);
3826 goto out;
3827 } 3893 if (name != data)
3894 kmem free(name, MAXPATHLEN + 1);
3829 if (MANDLOCK(vp, va.va_node)) { 3895 kmem free((caddr_t)data, (uint_t)MAXPATHLEN + 1);
3830 *cs->statusp = resp->status = NFS4ERR _ACCESS; 3896 *cs->statusp = resp->status = NFS4_CK;
3831 goto out;
3832 } 3898 out:
3899 DTRACE_NFSV4_2(op__readl i nk__done, struct conpound_state *, cs,
3834 data = knem al | oc( MAXPATHLEN + 1, KM SLEEP); 3900 READLI NK4res *, resp);
3901 }
3836 if (is_referral) {
3837 char *s; 3903 static void
3838 size_t strsz; 3904 rfs4_op_readlink_free(nfs_resop4 *resop)
3905 {
3840 /* Get an artificial symink based on a referral */ 3906 READLI NK4res *resp = &resop->nfs_resop4_u. opreadlink;
3841 s = build_symink(vp, cs->cr, &strsz); 3907 utf8string *symink = (utf8string *)& esp->link;
3842 gl obal _svstat _ptr[ 4] [ NFS_REFERLI NKS] . val ue. ui 64++;
3843 DTRACE_PROBE2( nf s4serv__func__referral __reflink, 3909 if (symink->utf8string_val) {
3844 vnode_t *, vp, char *, s); 3910 UTF8STRI NG_FREE( *synl i nk)
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3911
3912

3914
3915
3916
3917
3918
3919
3920
3921
3922
3923
3924
3925
3926
3927
3928
3929
3930
3931
3932
3933
3934
3935
3936
3937
3938
3939

3941
3942

3944
3945

3947
3948
3949
3950
3951
3952

3954
3955
3956
3957
3958
3959

3961
3962
3963
3964
3965
3966
3967
3968
3969

3971
3972
3973
3974
3975
3976

}
}
/*
* rel ease_| ockowner:
* Rel ease any state associated with the supplied
* | ockowner. Note if any lo_state is holding | ocks we will not
* rele that |o_state and thus the | ockowner will not be destroyed.
* A client using |lock after the |ock owner stateid has been rel eased
* wi Il suffer the consequence of NFS4ERR BAD_STATEI D and woul d have
* to reissue the lock with new | ock_owner set to TRUE.
u args: | ock_owner
* res: status
*/

/* ARGSUSED */

static void

rfs4_op_rel ease_| ockowner (nfs_argop4 *argop, nfs_resop4 *resop,
struct svc_req *req, struct conpound_state *cs)

{

RELEASE L OCKOMNNER4ar gs *ap = &ar gop->nfs_ar gop4_u. opr el ease_| ockowner ;

RELEASE LOCKOWNER4r es *resp = & esop->nfs_resop4_u. oprel ease_| ockowner;

rfs4 | ockowner _t *lo;
rfs4_openowner _t *o0;
rfs4_state_t *sp;
rfs4_lo_state_t *|sp;
rfs4_client_t *cp;
bool _t create = FALSE;
locklist_t *Ilist;
sysid_t sysid;

DTRACE_NFSV4_2(op__rel ease__| ockowner __start, struct conpound_state *,
cs, RELEASE LOCKOMWNER4args *, ap);

/* Make sure there is a clientid around for this request */
cp = rfs4_findclient_by_id(ap->l ock_owner.clientid, FALSE);

if (cp == NULL) {
*cs->statusp = resp->status =
rfs4_check_clientid(&ap->l ock_owner.clientid, 0);
goto out;

rfs4_client_rele(cp);

lo = rfs4_findl ockowner ( &p- >l ock_owner, &create);
if (lo == NULL)
*cs->statusp = resp->status = NFS4_OK;
goto out;

}
ASSERT(l o->rl _client !'= NULL);

/*

* Check for EXPIRED client. If so will reap state with in a | ease
* period or on next set_clientid_confirmstep

*/

if (rfs4_lease_expired(lo->rl_client)) {
rfs4_| ockowner _rel e(lo);
*cs->statusp = resp->status = NFS4ERR_EXPI RED;
goto out;

}

/*

* If no sysid has been assigned, then no | ocks exist; just return.
*/

rfs4_dbe_l ock(l o->rl cI|ent—>rc _dbe) ;

if (To->rl _client->rc_sysidt == LMN(BYSID) {
rfs4_| ockowner _rel e(lo);
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3977
3978
3979

3981
3982

3984
3985
3986
3987

3989
3990
3991
3992
3993
3994

3996
3997
3998

4000

4002
4003
4004
4005
4006
4007
4008
4009
4010
4011
4012
4013
4014
4015
4016
4017
4018
4019
4020

4022
4023
4024
4025
4026

4028
4029
4030

4032
4033
4034

4036
4037
4038
4039
4040
4041
4042

rfs4_dbe_unl ock(l o->rl _client->rc_dbe);
goto out;

}

sysid = lo->rl_client->rc_sysidt;
rfs4_dbe_unl ock(lo->rl _client->r c_dbe);

*
* Mark the | ockowner invalid.
*

/

rfs4_dbe_hi de(l o->rl_dbe);

/*

* sysid-pid pair should now not be used since the | ockowner is

* invalid. If the client were to instantiate the | ockowner again
* it would be assigned a new pid. Thus we can get the list of
current | ocks.

Ilist = flk_get_active_|l ocks(sysid, lo->rl_pid);
/* If we are still holding | ocks fail */
if (llist !'= NULL)

*cs->statusp = resp->status = NFS4ERR _LOCKS_HELD;

flk_free_locklist(llist);

/

L
* We need to unhide the | ockowner so the client can

* try it again. The bad thing here is if the client

* has a logic error that took it here in the first place
* he probably has | ost accounting of the |locks that it

* is holding. So we nay have dangling state until the

* open owner state is reaped via close. One scenario

* that could possibly occur is that the client has

* sent the unlock request(s) in separate threads

* and has not waited for the replies before sending the
* RELEASE_LOCKOWNER request. Presunmably, it would expect
* and deal appropriately with NFS4ERR LOCKS_HELD, by

* reissuing the request.

*

rfs4_dbe_unhi de(l o->rl _dbe);
rfs4_| ockowner _rel e(lo);
goto out;

-

* ok ok ok

For the corresponding client we need to check each open
owner for any opens that have | ockowner state associ ated
with this | ockowner.

/

rfs4_dbe_l ock(lo->rl_client->rc_dbe);

for (oo = |ist_head(& o->rl_client->rc_openownerlist); oo != NULL;
oo = list_next(& o->rl_client->rc_openownerlist, 00)) {
rfs4_dbe_| ock(o0o->ro_dbe);
for (sp = list_head(&oo->ro_statelist); sp != NULL;
sp = |ist_next(&o->ro_statelist, sp)) {
rfs4_dbe Iock(sp >rs_dbe);
for (Isp = list_head(&sp->rs_lostatelist);
I'sp !'= NULL;
Isp = list_next(&sp->rs_|lostatelist, Isp)) {

if (Isp->rls_locker == 10) {
rfs4_dbe_| ock(l sp->rls_dbe);
rfs4_dbe_i nval i dat e(| sp- >rls _dbe);
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4043 rfs4_dbe_unl ock(l sp->rls_dbe);
4044 }

4045 }

4046 rfs4_dbe_unl ock(sp->rs_dbe);

4047 }

4048 rfs4_dbe_unl ock(oo->ro_dbe);

4049 }

4050 rfs4_dbe_unl ock(l o->rl _client->rc_dbe);

4052 rfs4_|l ockowner_rel e(lo);

4054 *cs->statusp = resp->status = NFS4_COK;

4056 out:

4057 DTRACE_NFSV4_2(op__rel ease__| ockowner __done, struct conpound_state *,
4058 cs, RELEASE_LOCKOWNER4res *, resp);

4059 }

4061 /*

4062 */short utility function to lookup a file and recall the del egation
4063 *

4064 static rfs4_file_t *

4065 rfs4_| ookup_and_findfile(vnode_t *dvp, char *nm vnode_t **vpp,

4066 int *lkup_error, cred_t *cr)

4067 {

4068 vnode_t *vp;

4069 rfs4 file t *fp = NULL;

4070 bool _t fcreate = FALSE;

4071 int error;

4073 if (vpp)

4074 *vpp = NULL;

4076 if ((error = VOP_LOOKUP(dvp, nm &vp, NULL, 0O, NULL, cr, NULL, NULL,
4077 NULL)) == 0)

4078 i1f (vp- >v type == VREQ

4079 = rfs4 f| ndfile(vp, NULL, & create);

4080 if (vpp)

4081 *Vpp = vp;

4082 el se

4083 VN_RELE(vp) ;

4084 }

4086 if (lkup_error)

4087 *| kup_error = error;

4089 return (fp);

4090 }

4092 /*

4093 * renpve: args: CURRENT_FH. directory; nane.

4094 res: status. |If success - CURRENT_FH unchanged, return change_info
4095 * for directory.

4096 */

4097 /* ARGSUSED */

4098 static void

4099 rfs4_op_renove(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
4100 struct conpound_state *cs)

4101 {

4102 REMOVE4ar gs *args = &ar gop->nfs_argop4_u. opr enove;

4103 REMOVE4res *resp = &resop->nfs_resop4_u. opr enove;

4104 int error;

4105 vnode_t *dvp, *v

4106 struct vattr bdva idva, adva;

4107 char *nm

4108 uint_t len;
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4109 rfs4_file_t *fp;

4110 int in_crit = 0;

4111 bsl abel _t *cl abel ;

4112 struct sockaddr *ca;

4113 char *name = NULL;

4114 nf sstat4 st at us;

4116 DTRACE_NFSV4_2(op__renpbve__start, struct conmpound_state *, cs,
4117 REMOVE4args *, args);

4119 /* CURRENT FH directory */

4120 dvp = cs- >vp;

4121 if (dvp NULL)

4122 *cs—>st atusp = resp->status = NFS4ERR_NOFI LEHANDLE;
4123 goto out;

4124 }

4126 if (cs->access == CS_ACCESS_DEN ED) {

4127 *cs->statusp = resp->status = NFS4ERR ACCESS

4128 goto out

4129 }

4131 I*

4132 * If there is an unshared filesystem nounted on this vnode,
4133 * Do not allow to renmove anything in this directory.

4134 */

4135 if (vn_ismtpt(dvp)) {

4136 *cs->statusp = resp->status = NFS4ERR_ACCESS;

4137 goto out;

4138 }

4140 if (dvp->v_type != VDIR) {

4141 *cs->statusp = resp->status = NFS4ERR _NOTDI R

4142 goto out;

4143 }

4145 status = utf8_dir_verify(&args->target);

4146 if (status !'= NF4_OK) {

4147 *cs->statusp = resp->status = status;

4148 goto out;

4149 }

4151 /*

4152 * Lookup the file so that we can check if it’s a directory
4153 *

4154 nm= utf8_to_fn(&args->target, & en, NULL);

4155 if (nm == NULL)

4156 *cs->statusp = resp->status = NFSA4ERR | NVAL;

4157 goto out

4158 }

4160 if (len > MAXNAVELEN)

4161 *cs->statusp = resp->status = NFSAERR_NAMETOOLONG
4162 knmem free(nm len);

4163 goto out;

4164 }

4166 if (rdonly4(req, cs)) {

4167 *Ccs->statusp = resp->status = NFS4ERR ROFS;

4168 kmem free(nm |en);

4169 goto out;

4170 }

4172 ca = (struct sockaddr *)svc_getrpccal |l er(req->rq_xprt)->buf;
4173 name = nfscnd_convnane(ca, cs->exi, nm NFSCVD_CONV_ INBCUND
4174 MAXPATHLEN + 1);
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4176
4177
4178
4179
4180

4182
4183
4184
4185
4186
4187
4188
4189
4190
4191
4192
4193
4194
4195
4196
4197
4198
4199
4200

4202
4203
4204
4205
4206
4207
4208
4209

4211
4212
4213
4214
4215
4216
4217
4218
4219
4220
4221
4222
4223
4224
4225
4226
4227

4229
4230
4231
4232
4233
4234
4235
4236
4237
4238
4239
4240

if (name == NULL) {
*cs->statusp = resp->status = NFS4ERR | NVAL;
knmem free(nm len);
goto out;

*
* Lookup the file to determine type and while we are see if
* there is a file struct around and check for del egati on.
* W don't need to acquire va_seq before this |ookup, if
* it causes an update, cinfo.before will not match, which will
* trigger a cache flush even if atomic is TRUE
*
/
f

(fp = rfs4_l ookup_and_findfil e(dvp, nanme, &p, &error, cs->cr)) {
if (rfs4_check_del egated_byfp(FWRI TE, fp, TRUE, TRUE, TRUE
NULL) )
VN_RELE(vp) ;
rfs4 file_rele(fp);
*cs->statusp = resp->status = NFS4ERR _DELAY;
if (nm!= nane)
kmem free(name, MAXPATHLEN + 1);
kmem free(nm 1len);
goto out;

}

/* Didn't find anything to renmove */
if (vp == NULL)
*cs->statusp = resp->status = error;
if (nm!= nane)
kmem free(name, MAXPATHLEN + 1);
knmem free(nm len);
goto out;

}

if (nbl_need_check(vp)) {
nbl _start_crit(vp, RWREADER);
in_crit = 1;
if (nbl_conflict(vp, NBL_REMOVE, O, O, 0, NULL))
*cs->statusp = resp->status = NFS4ERR_Fl LE_OPEN;
if (nm!= nane)
kmem free(name, MAXPATHLEN + 1);
kmem free(nm 1len);
nbl _end_crit(vp);
VN_RELE(Vp) ;
if (fp) {
rfs4_cl ear_dont_grant(fp);
rfs4_file_rele(fp);

goto out;

}

/* check | abel before allow ng renoval */

if (is_systemlabeled()) {
ASSERT(req->rq_|l abel != NULL);
cl abel = req->rq_| abel;

DTRACE_PROBE2(tx_ rfs4__log__info__oprenove__cl abel, char *,
"got client |abel fromrequest(1)",
struct svc_req *, req);
if (!blequal (& _adm n_|l ow>tsl | abel, clabel)) {
if (!do_rfs_label _check(clabel, vp, EQUALITY_CHECK,
cs->exi)) {
*cs->statusp = resp->status = NFS4ERR_ACCESS;
if (name !'= nn
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4241
4242
4243
4244
4245
4246
4247
4248
4249
4250
4251
4252
4253

4255
4256
4257
4258
4259
4260
4261
4262
4263
4264
4265
4266
4267
4268
4269
4270
4271
4272

4274
4275
4276
4277
4278
4279
4280
4281
4282
4283
4284
4285
4286
4287
4288
4289
4290
4291
4292
4293
4294
4295
4296
4297

4299
4300
4301
4302
4303

4305
4306

kmem free(name, MAXPATHLEN + 1);
kmem free(nm |en);
if (in_crit)
nbl _end_crit(vp);
VN_RELE(vp);
if (fp) {
rfs4_clear_dont_grant (fp);
rfs4_file_rele(fp);

goto out;

}

/* Get dir "before" change val ue */
bdva. va_nask = AT_CTI ME| AT_SEQ
error = VOP_GETATTR(dvp, &bdva, 0, cs->cr, NULL);
if (error) {
*Ccs->statusp = resp->status = puterrno4(error);
if (nm!= nane)
kmem free(name, MAXPATHLEN + 1);
kmem free(nm |en);
if (in_crit)
nbl _end_crit(vp);
VN_RELE(vp) ;
if (fp) {
rfs4_cl ear_dont_grant (fp);
rfs4_file_rele(fp);

goto out;
}
NFS4_SET_FATTR4_CHANGE( r esp- >ci nf 0. bef ore, bdva.va_ctine)

/* Actually do the REMOVE operation */
if (vp->v_type == VDIR) {
/*

* Can’'t renove a directory that has a nounted-on fil esystem

*/
if (vn_ismtpt(vp)) {
= EACCE

*

* System V defines rndir to return EEXI ST,

* not ENOTEMPTY, if the directory is not

* enpty. A SystemV NFS server needs to map
* NFS4ERR_EXI ST to NFS4ERR_NOTEMPTY to

* transmt over the wre.

*

if ((error = VOP_RVDI R(dvp, nane, rootdir, cs->cr,
NULL, 0)) == EEXI ST)
error = ENOTEMPTY;

} else {
if ((error = VOP_REMOVE(dvp, name, cs->cr, NULL, 0)) == 0 &&
fp !I'= NULL)
struct vattr va;
vnode_t *tvp;

rfs4_dbe_| ock(fp->rf_dbe);
tvp = fp->rf_vp;
if (tvp)

VN_HOLD(t vp);
rfs4_dbe_unl ock(fp->rf_dbe);

if (tvp) {
/*
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4307
4308
4309
4310
4311
4312
4313
4314
4315
4316
4317
4318
4319
4320
4321
4322
4323

4325
4326
4327

4329
4330
4331
4332
4333
4334
4335

4337
4338
4339
4340

4342
4343
4344
4345
4346
4347

4349
4350
4351
4352

4354
4355
4356
4357
4358
4359
4360
4361
4362

4364

4366
4367
4368
4369
4370
4371
4372

* This is va_seq safe because we are not
* mani pul ati ng dvp.
*/

va.va_mask = AT_NLI NK;
if (1VoP_ GETATTR(tvp, &a, 0, cs->cr, NULL) &&
va.va_nlink == 0) {
/* Renpbve state on file remove */
if (in_crit) {
nbl _end_crit(vp);
incrit = 0;

}
rfs4_close_all_state(fp);

}
VN_RELE(t vp);

}

if (in_crit)
nbl _end_crit(vp);
VN_RELE(vp);

if (fp) {
rfs4_clear_dont_grant (fp);
rfs4_file_rele(fp);

if (nm!= nane)
kmem free(name, MAXPATHLEN + 1);
kmem free(nm |en);

if (error) {
*cs->statusp = resp->status = puterrno4(error);
goto out;

}
/*

* Get the initial "after" sequence nunber, if it fails, set to zero
*/

i dva. va_mask = AT_SEQ
if (voP_ GETATTR(dvp, & dva, 0, cs->cr, NULL))
idva.va_seq = 0;

/*
* Force nodified data and netadata out to stable storage.
*

(void) VOP_FSYNC(dvp, 0O, cs->cr, NULL);

/*

* Get "after" change value, if it fails, sinply return the

* before val ue.

*/

adva. va_mask = AT_CTI ME| AT_SEQ

if (VOP_GETATTR(dvp, &adva, 0, cs->cr, NULL)) {
adva.va_ctinme = bdva. va_cti me;
adva.va_seq = 0;

}
NFS4_SET_FATTR4_CHANGE(r esp->ci nfo. after, adva.va_ctine)

/
The cinfo.atomic = TRUE only if we have
non-zero va_seq’'s, and it has increnmented by exactly one
during the VOP_REMOVE/ RMDIR and it didn’t change during
* the VOP_FSYNC.

*

/
if (bdva.va_seq && idva.va_seq && adva.va_seq &&

R
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4373
4374
4375
4376

4378

4380
4381
4382
4383

4385
4386
4387
4388
4389
4390
4391
4392
4393
4394
4395
4396
4397
4398
4399
4400
4401
4402
4403
4404
4405
4406
4407
4408
4409
4410
4411
4412
4413

4415
4416

4418
4419
4420
4421

4423
4424
4425
4426
4427
4428

4430
4431
4432
4433
4434
4435

4437
4438

idva.va_seq == (bdva.va_seq + 1) && idva.va_seq == adva.va_seq)
resp->ci nfo atom ¢ = TRUE;
el se
resp->cinfo.atom c = FALSE;
*cs->statusp = resp->status = NFS4_OK;
out :
DTRACE_NFSV4_2(op__renpve__done, struct conpound_state *, cs,
REMOVE4res *, resp);
}
/*
* renane: args: SAVED FH. fromdirectory, CURRENT_FH target directory,
* ol dname and newnare.
* res: status. |If success - CURRENT_FH unchanged, return change_info
* for both fromand target directories.
*/
/* ARGSUSED */

static void

rfs4_op_renane(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
struct conpound_state *cs)
{

RENAMVE4ar gs *args = &ar gop->nfs_argop4_u. opr enane;

RENAVE4res *resp = &resop->nfs_resop4_u. opr enane;

int error;

vnode_t *odvp;

vnode_t *ndvp;

vnode_t *srcvp, *targvp;

struct vattr obdva, oidva, oadva;

struct vattr nbdva, nidva, nadva;

char *onm *nnm

uint_t olen, nlen;

rfs4 file_t *fp, *sfp;

int in_crit_src, in_crit_targ;

int fp_rele_grant_hold, sfp_rele_grant_hold;

bsl abel _t *cl abel ;

struct sockaddr *ca;

char *converted_onm = NULL;

char *converted_nnm = NULL;

nfsstat4 status;

DTRACE_NFSV4_2(op__rename__start, struct conpound_state *, cs,

RENAMVE4ar gs *, args);

fp = sfp = NULL;

srcvp = targvp = NULL;

in_crit_src = in_crit_targ =

fp_rel e_grant_hold = sfp_ rele grant hold =

/* CURRENT_FH: target directory */

ndvp = cs->vp;

if (ndvp == NULL) {
*cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE;
goto out;

}

/* SAVED FH fromdirectory */

odvp = cs->saved_vp;

if (odvp == NULL)
*cs->statusp = resp->status = NFS4ERR NOFI LEHANDLE;
goto out;

}

if (cs->access == CS_ACCESS DEN ED) {
*cs->statusp = resp->status = NFS4ERR_ACCESS;
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4439
4440

4442
4443
4444
4445
4446
4447
4448
4449

4451
4452
4453
4454
4455
4456
4457
4458

4460
4461
4462
4463

4465
4466
4467
4468

4470
4471
4472
4473
4474

4476
4477
4478
4479
4480

4482
4483
4484
4485
4486
4487
4488
4489
4490

4492
4493
4494
4495
4496

4498
4499
4500
4501
4502
4503
4504

goto out;

}

*

* |f there is an unshared fil esystem nounted on this vnode,
* do not allow to renane objects in this directory.
*/
if (vn_ismtpt(odvp)) {
*cs->statusp = resp->status = NFS4ERR _ACCESS;
goto out;

}

*

* |f there is an unshared fil esystem nmounted on this vnode,
* do not allowto renane to this directory.
*/
if (vn_i smtpt(ndvp))
*cs->statusp = resp->status = NFS4ERR _ACCESS;
goto out;

}

if (odvp->v_type != VDIR || ndvp->v_type != VDI R) {
*cs->statusp = resp->status = NFS4ERR NOTDI R;

goto out;

}

if (cs->saved_exi != cs->exi) {
*cs->statusp = resp->status = NFS4ERR_XDEV;
goto out;

}

status = utf8_dir_verify(&args->ol dnane);

if (status != NFS4_OK)
*cs->statusp = resp->status = status;
goto out;

}

status = utf8_dir_verify(&args->newnane);

if (status != NFS4_OK)
*cs->statusp = resp->status = status;
goto out;

}

onm = utf8_to_fn(&args->ol dnane, &olen, NULL);
if (onm== NULL) {
*cs->statusp = resp->status = NFS4ERR | NVAL;
goto out;

nl en = MAXPATHLEN + 1
converted_onm = nfscnd_convnane(ca, cs->exi, onm NFSCVD_CONV_| NBOUND,
nl en);

}
ca = (struct sockaddr *)svc_getrpccaller(reqg->rqg_xprt)->buf;

if (converted_onm == NULL) {
*cs->statusp = resp->status = NFS4ERR | NVAL;
kmem free(onm ol en);
goto out;

}

nnm = utf8_to_fn(&args->newnane, &nlen, NULL);
if (nnm == NULL)
*cs->statusp = resp->status = NFS4ERR | NVAL,;
if (onm!= converted_onm
kmem free(converted_onm MAXPATHLEN + 1);
kmem free(onm ol en);
goto out;
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4505 }

4506 converted_nnm = nfscnd_convnane(ca, cs->exi, nnm NFSCVD_CONV_| NBOUND,
4507 MAXPATHLEN + 1);

4509 if (converted_nnm == NULL)

4510 *cs->statusp = resp->status = NFS4ERR | NVAL;

4511 kmem free(nnm nlen);

4512 nnm = NULL;

4513 if (onm!= converted_onm

4514 kmem free(converted_onm MAXPATHLEN + 1);

4515 kmem free(onm ol en);

4516 goto out;

4517 }

4520 if (olen > MAXNAMELEN || nlen > MAXNAMELEN)

4521 *cs->statusp = resp->status = NFS4ERR_NAMETOOLONG

4522 kmem free(onm ol en);

4523 kmem free(nnm nlen);

4524 goto out;

4525 }

4528 if (rdonly4(req, cs)) {

4529 *Ccs->statusp = resp->status = NFS4ERR ROFS;

4530 if (onm!= converted_onm

4531 kmem free(converted_onm MAXPATHLEN + 1);

4532 kmem free(onm ol en);

4533 if (nnm!= converted_nnm

4534 kmem free(converted_nnm MAXPATHLEN + 1);

4535 kmem free(nnm nlen);

4536 goto out;

4537 }

4539 /* check | abel of the target dir */

4540 if (is_systemlabeled()) {

4541 ASSERT(req->rq_l abel != NULL);

4542 cl abel = reqg->rq_| abel;

4543 DTRACE_PROBE2(tx__rfs4__log__info__oprename__cl abel, char *,
4544 "got client |label fromrequest(1)",

4545 struct svc_req *, req);

4546 if (!blequal (& _adm n_| ow >tsl _| abel, clabel)) {

4547 if (!do_rfs_label _check(clabel, ndvp,

4548 EQUALI TY_CHECK, cs->exi))

4549 *cs->statusp = resp->status = NFS4ERR_ACCESS;
4550 goto err_out;

4551 }

4552 }

4553 }

4555 /*

4556 * |s the source a file and have a del egati on?

4557 * W don't need to acquire va_seq before these | ookups, if
4558 * it causes an update, cinfo.before will not match, which will
4559 * trigger a cache flush even if atomic is TRUE

4560 */

4561 if (sfp = rfs4_|l ookup_and_findfile(odvp, converted_onm &srcvp,
4562 &error, cs->cr)) {

4563 if (rfs4_check_del egated_byfp(FWR TE, sfp, TRUE, TRUE, TRUE,
4564 NULL) )

4565 *cs->statusp = resp->status = NFS4ERR _DELAY;
4566 goto err_out;

4567 }

4568 }

4570 if (srcvp == NULL) {
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4571 *cs->statusp = resp->status = puterrno4(error); 4637 VN_HOLD(t vp);
4572 if (onm!= converted_onm 4638 rfs4_dbe_unl ock(fp->rf_dbe);
4573 knmem free(converted_onm MAXPATHLEN + 1);
4574 kmem free(onm ol en); 4640 if (tvp) {
4575 if (nnm!= converted_nnm 4641 va.va_mask = AT_NLI NK;
4576 kmem free(converted_nnm MAXPATHLEN + 1); 4642 if (!VOoP_ CEl’ATTR(tvp &a, 0, cs->cr, NULL) &&
4577 kmem free(nnm nlen); 4643 va.va_nlink == 0)
4578 goto out; 4644 /* The file is gone and so should the state */
4579 } 4645 if (in_crit_targ
4646 nbl _end_crit (targvp)
4581 sfp_rele_grant _hold = 1; 4647 incrit_targ =
4648 }
4583 /* Does the destination exist and a file and have a del egation? */ 4649 rfs4_close_all _state(fp);
4584 if (fp = rfs4_l ookup_and_findfile(ndvp, converted_nnm &targvp, 4650 }
4585 NULL, cs->cr)) { 4651 VN_RELE(tvp);
4586 if (rfsd4_check_del egated_byfp(FWRI TE, fp, TRUE, TRUE, TRUE, 4652 }
4587 NULL)) { 4653
4588 *cs->statusp = resp->status = NFS4ERR _DELAY; 4654 1f (error == 0)
4589 goto err_out; 4655 vn_r enanepat h(ndvp, srcvp, nnm nlen - 1);
4590 }
4591 } 4657 if (in_crit_src)
4592 fp_rele_grant_hold = 1; 4658 nbl _end_crit(srcvp);
4659 if (srcvp)
4660 VN_RELE(srcvp);
4595 /* Check for NBMAND | ock on both source and target */ 4661 if (in_crit_targ)
4596 if (nbl_need_check(srcvp)) { 4662 nbl _end_crit(targvp);
4597 nbl _start crit(srcvp, RW READER) ; 4663 if (targvp)
4598 in_crit_src = 1; 4664 VN_RELE(targvp);
4599 if (nbl confllct(srcvp, NBL_RENAME, 0, 0, 0, NULL)) {
4600 *cs->statusp = resp->status = NFS4ERR _FI LE_OPEN; 4666 if (sfp) {
4601 goto err_out; 4667 rfs4_cl ear_dont_grant (sfp);
4602 } 4668 rfsd file_rele(sfp);
4603 } 4669 }
4670 if (fp) {
4605 if (targvp && nbl _need_check(targvp)) { 4671 rfs4_cl ear_dont _grant (fp);
4606 nbl _start_crit(targvp, RW READER); 4672 rfsd file_rele(fp);
4607 in_crit targ—l 4673 }
4608 if (nbl _conflict(targvp, NBL_REMOVE, 0, 0, 0, NULL)) {
4609 *cs->statusp = resp->status = NFS4ERR_Fl LE_OPEN; 4675 if (converted_onm!= onm
4610 goto err_out; 4676 kmem free(converted_onm MAXPATHLEN + 1);
4611 } 4677 kmem free(onm ol en);
4612 } 4678 if (converted_nnm!= nnm
4679 kmem free(converted_nnm MAXPATHLEN + 1);
4614 /* Get source "before" change val ue */ 4680 kmem free(nnm nlen);
4615 obdva. va_ mask = AT_CTI ME| AT_SEQ
4616 error = VOP_GETATTR(odvp, &obdva, 0, cs->cr, NULL); 4682 /*
4617 if (lerror) { 4683 * Get the initial "after" sequence nunber, if it fails, set to zero
4618 nbdva. va mask = AT_CTI ME| AT_SEQ 4684 */
4619 error = VOP_GETATTR(ndvp, &nbdva, 0, cs->cr, NULL); 4685 oi dva. va_mask = AT_SEQ
4620 } 4686 if (VOP_ GETATTR(odvp &oidva, 0, cs->cr, NULL))
4621 if (error) { 4687 oi dva.va_seq = 0;
4622 *cs->statusp = resp->status = puterrno4(error);
4623 goto err_out; 4689 ni dva. va_mask = AT_SEQ
4624 } 4690 if (VOP_ GETATTR(ndvp, &nidva, 0, cs->cr, NULL))
4691 ni dva.va_seq = 0;
4626 NFS4_SET_FATTR4_CHANGE(r esp- >sour ce_ci nf o. bef ore, obdva.va_cti ne)
4627 NFS4_SET_FATTR4_CHANGE( r esp- >t ar get _ci nf o. bef ore, nbdva. va_cti ne) 4693 /*
4694 * Force nodified data and netadata out to stable storage.
4629 if ((error = VOP_RENAME(odvp, converted_onm ndvp, converted_nnm 4695 */
4630 cs->cr, NULL, 0)) == 0 && fp !'= NULL) { 4696 (voi d) VOP_FSYNC(odvp, 0, cs->cr, NULL);
4631 struct vattr va; 4697 (void) VOP_FSYNC(ndvp, 0, cs->cr, NULL);
4632 vnode_t *tvp;
4699 if (error) {
4634 rfs4_dbe_| ock(fp->rf_dbe); 4700 *cs->statusp = resp->status = puterrno4(error);
4635 tvp = fp->rf_vp; 4701 goto out;
4636 if (tvp) 4702 }
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4704
4705
4706
4707
4708
4709
4710
4711
4712

4714
4715
4716
4717
4718

4720
4721

4723
4724
4725
4726
4727
4728
4729
4730
4731
4732

4734
4735
4736
4737
4738

4740
4741
4742

4744
4745
4746
4747
4748
4749

4751
4752
4753
4754
4755
4756
4757
4758
4759
4760
4761
4762
4763
4764

4766
4767
4768

#i f def

#endi f

out :

/*

* CGet "after" change val ues, if
* before val ue.

&/

oadva. va_mask = AT_CTI ME| AT_SEQ

it fails, sinmply return the

if (VOP_GETATTR(odvp, &oadva, 0, cs->cr, NULL)) {
oadva.va_ctime = obdva.va_cti ng;
oadva. va_seq = 0;

}

nadva. va_mask = AT_CTI ME| AT_SEQ

if (VOP_GETATTR(odvp, &nadva, 0, cs->cr, NULL)) {

nadva. va_cti me = nbdva.va_cti ng;
nadva. va_seq = 0;

}

NFS4_SET_FATTR4_CHANGE(r esp- >sour ce_ci nfo. after,

_SET_ _ oadva. va_cti nme)
NFS4_SET_FATTR4_CHANGE(r esp- >t arget _cinfo. after,

nadva. va_cti me)

/*

* The cinfo.atomc = TRUE only if we have

* non-zero va_seq's, and it has increnmented by exactly one

* during the VOP_RENAME and it didn’t change during the VOP_FSYNC.
*/

if (obdva.va_seq && oidva.va_seq && oadva.va_seq &&
oi dva.va_seq == (obdva.va_seq + 1) && oidva.va_seq == oadva.va_seq)
resp->source_ci nfo.atom c = TRUE;
el se
resp- >source_ci nfo.atom c = FALSE;

if (nbdva.va_seq && nidva.va_seq && nadva.va_seq &&
ni dva.va_seq == (nbdva.va_seq + 1) && nidva.va_seq == nadva.va_seq)
resp->target_cinfo.atom c = TRUE;
el se
resp->target_cinfo.atom c = FALSE;

VOLATI LE_FH_TEST

extern void add_vol rnm fh(struct exportinfo *, vnode_t *);
/*
* Add the renamed file handle to the volatile renane |ist
*/
if (cs->exi->exi_export.ex_flags & EX_VOLRNM {

/* file handles may expire on renanme */

vnode_t *vp;

nnm = utf8_to_fn(&args->newnane, &nlen, NULL);
/*
* Already know that nnmwill be a valid string
*
/

error = VOP_LOOKUP( ndvp,
NULL, NULL, NULL)

kmem free(nnm nlen);

if (terror) {

add_vol rnm f h(cs->exi ,

VN_RELE(vp);

nnm &vp, NULL, O, NULL, cs->cr,

vp);

~——

* VOLATI LE_FH_TEST */
*cs->statusp = resp->status = NFS4_OK;

DTRACE_NFSV4_2(op__rename__done, struct conpound_state *, cs,
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4769
4770

4772
4773
4774
4775
4776
4777
4778
4779
4780

4782
4783
4784
4785
4786
4787
4788
4789
4790
4791
4792
4793

4795
4796
4797

4799
4800
4801
4802
4803
4804
4805
4806

4808
4809

4811
4812
4813
4814
4815

4817
4818
4819
4820
4821

4823

4825
4826
4827
4828
4829
4830
4831
4832

4834

}
/*

RENANME4r es *,
return;

resp);

if (onm!= converted_onm
kmem free(converted_onm MAXPATHLEN + 1);
if (onm!= NULL)
kmem free(onm ol en);
if (nnm!= converted_nnm
kmem free(converted_nnm MAXPATHLEN + 1);
if (nnm!= NULL)
kmem free(nnm nlen);
if (in_crit_src) nbl_end_crit(srcvp);
if (in_crit_targ) nbl_end_crit(targvp);
if (targvp) VN_RELE(targvp)
if (srcvp) VN_RELE(srcvp);
if (sfp) {
if (sfp_rele_grant_hold)
rfs4_file_rele(sfp);

hol d) rfs4_clear_dont_grant(fp);

DTRACE_NFSV4_2(op__renanme__done,
RENAVE4res *, resp);

ARGSUSED */

static void

rfs4_op_renew(nfs_argop4 *argop,

{

nfs_resop4 *resop, struct svc_req

struct conpound_state *cs)

RENEWlar gs *args = &argop->nfs_argop4_u. opr enew,
RENEWIres *resp = & esop->nfs_resop4_u. oprenew,
rfsd_client_t *cp;

DTRACE_NFSV4_2(op__renew__start,
RENEWlar gs *, args);

if ((cp =rfs4_findclient_by_id(args->clientid, FALSE)) ==
*cs->statusp = resp->status =
rfsd4_check_clientid(&args->clientid, 0);
goto out;

}

if (rfs4_l ease_expired(cp)) {
rfs4_client_rele(cp);
*cs->statusp = resp->status = NFS4ERR_EXPI RED,
goto out;

}
rfs4_update_| ease(cp);

mut ex_ent er (cp->rc_chi nfo. cb_| ock);

if (cp->rc_cbinfo.cb_notified_of_cb_path_down == FALSE) {
cp->rc_chinfo.cb_notified_of_cb_path_down = TRUE;
*cs->statusp = resp->status = NFS4ERR CB_PATH DOMN;

} else {
*cs->statusp = resp->status = NFS4_CK;

}
mut ex_exi t (cp->rc_chi nfo.cb_| ock);

rfs4_client_rele(cp);

rfs4_cl ear_dont_grant (sfp);

struct conpound_state *, cs,

*req,

struct conpound_state *, cs,

NULL)
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4836 out:

4837 DTRACE_NFSV4_2(op__renew__done, struct conpound_state *, cs,
4838 RENEWIres *, resp);

4839 }

4841 |/ * ARGSUSED */

4842 static void

4843 rfs4_op_restorefh(nfs_argop4 *args, nfs_resop4 *resop, struct svc_req *req,
4844 struct conpound_state *cs)

4845 {

4846 RESTOREFH4res *resp = & esop->nfs_resop4_u. oprestorefh;

4848 DTRACE_NFSV4_1(op__restorefh__start, struct conpound_state *, cs);
4850 /* No need to check cs->access - we are not accessing any object */
4851 if ((cs->saved_vp == NULL) || (cs->saved_fh.nfs_fh4 val == NULL)) {
4852 *cs->statusp = resp->status = NFS4ERR_RESTOREFH;

4853 goto out;

4854 }

4855 if (cs- >vp I'= NULL) {

4856 VN_RELE( cs->vp);

4857

4858 Ccs->vp = cs->saved_vp;

4859 cs->saved_vp = NULL;

4860 if (cs->exi)

4861 exi _rel e(cs->exi);

4862 #endif /* | coderew ew */

4863 cs->exi = cs->saved_exi;

4864 if (cs->exi)

4865 exi _hol d(cs->exi);

4866 #endif /* | codereview */

4867 nfs_fh4 copy(&cs >saved_fh, &cs >f h)

4868 *cs->statusp = resp->status = NFS4A_OK;

4869 cs->del eg = FALSE;

4871 out:

4872 DTRACE_NFSV4A_2(op__restorefh__done, struct conmpound_state *, cs,
4873 RESTOREFH4res *, resp);

4874 }

4876 /* ARGSUSED */

4877 static void

4878 rfs4_op_savef h(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
4879 struct conpound_state *cs)

4880 {

4881 SAVEFH4res *resp = &resop->nfs_resop4_u. opsavef h;

4883 DTRACE_NFSV4_1(op__savefh__start, struct conpound_state *, cs);
4885 /* No need to check cs->access - we are not accessing any object */
4886 if (cs->vp == NULL) {

4887 *Ccs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE

4888 goto out;

4889 }

4890 if (cs->saved_vp != NULL) {

4891 VN_RELE( cs->saved_vp);

4892

4893 cs->saved_vp = cs->vp;

4894 VN_HOLD( cs- >saved_vp);

4895 if (cs->saved_exi)

4896 exi _rel e(cs->saved_exi);

4897 #endif /* ! codereview */

4898 cs->saved_exi = cs->exi;

4899 if (cs->saved_exi)

4900 exi _hol d(cs->saved_exi);
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4901 #endi f /* | codereview */

4902

4903 * since SAVEFH is fairly rare, don’t alloc space for its fh
4904 * unl ess necessary.

4905 *

4906 if (cs->saved_fh.nfs_fh4_val == NULL) {

4907 cs->saved_fh. nfs_fh4_val = kmem al | oc( NFS4_FHSI ZE, KM SLEEP);
4908 }

4909 nfs_fh4_copy(&cs->fh, &cs->saved_fh);

4910 *cs->statusp = resp->status = NFS4_OK;

4912 out:

4913 DTRACE_NFSV4_2(op__savefh__done, struct conpound_state *, cs,
4914 SAVEFH4res *, resp);

4915 }

4917 [ *

4918 * rfs4_verify_attr is called when nfsv4d Setattr failed, but we wish to
4919 * return the bitnmap of attrs that were set successfully. It is also
4920 * called by Verify/Nverify to test the vattr/vfsstat attrs. It should
4921 * always be called only after rfs4_do_set_attrs().

4922 *

4923 * Verify that the attributes are same as the expected ones. sargp->vap
4924 * and sargp->sbp contain the input attributes as translated fromfattr4.
4925 *

4926 * This function verifies only the attrs that correspond to a vattr or
4927 * vfsstat struct. That is because of the extra step needed to get the
4928 * corresponding systemstructs. Qher attributes have already been set or
4929 * verified by do_rfs4_set_attrs.

4930 *

4931 * Return O if all attrs match, -1 if some don't, error if error processing.
4932 */

4933 static int

4934 rfs4_verify_attr(struct nfs4_svgetit_arg *sargp,

4935 bi t map4 *resp, struct nfs4_ntov_table *ntovp)

4936 {

4937 int error, ret_error = 0;

4938 int i,

4939 uint_t sva_mask = sargp->vap->va_nask;

4940 uint_t vbit;

4941 union nfs4_attr_u *na;

4942 uint8_t *amap;

4943 bool _t getsb = ntovp->vfsstat;

4945 if (sva_mask !'= 0) {

4946 /*

4947 * Okay to overwrite sargp->vap because we verify based
4948 * on the inconing val ues.

4949 */

4950 ret_error = VOP_CETATTR(sargp->cs->vp, sargp->vap, O,
4951 sargp->cs->cr, NULL);

4952 if (ret_error)

4953 if (resp == NULL)

4954 return (ret_error);

4955 /*

4956 * Must return bitmap of successful attrs

4957 */

4958 sva_mask = O; /* to prevent checking vap later */
4959 } else {

4960 /*

4961 * Sone file systens clobber va_mask. it is probably
4962 * wong of themto do so, nonethless we practice
4963 * defensive coding.

4964 * See bug id 4276830.

4965 */

4966 sar gp- >vap- >va_nmask = sva_nask;
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4967 }

4968 1

4970 if (getsb) {

4971 /*

4972 * Now get the superblock and | oop on the bitmap, as there is

4973 * no sinple way of translating from superblock to bitmap4.

4974 */

4975 ret_error = VFS_STATVFS(sargp->cs->vp->v_vfsp, sargp->sbp);

4976 if (ret_error)

4977 if (resp == NULL)

4978 goto errout;

4979 getsb = FALSE;

4980 }

4981 }

4983 /*

4984 * Now | oop and verify each attribute which getattr returned

4985 * whether it’'s the sane as the input.

4986 *

4987 if (resp == NULL && !getsb && (sva_mask == 0))

4988 goto errout;

4990 na = ntovp->na;

4991 amap = ntovp->anap;

4992 k = 0;

4993 for (i =0; i < ntovp->attrcnt; i++, nat+, amap++) {

4994 k = *amap;

4995 ASSERT( nf s4_nt ov_nmap[ k] . nval == k);

4996 vbit = nfs4_ntov_map[k].vbit;

4998 /*

4999 * |f vattr attribute but VOP_GETATTR failed, or it's

5000 * superblock attribute but VFS_STATVFS failed, skip

5001 */

5002 if (vbit) {

5003 if ((vbit & sva_mask) == 0)

5004 conti nue;

5005 } elseif (!(getsb & nfs4_ntov_map[k].vfsstat)) {

5006 cont i nue;

5007 }

5008 error = (*nfs4_ntov_map[k].sv_getit)(NFS4ATTR_VERI T, sargp, na);

5009 if (resp !'= NULL) {

5010 if (error)

5011 ret_error = -1; /* not all match */

5012 el se /* update response bitmap */

5013 *resp | = nfs4_ntov_map[k].fbit;

5014 cont i nue;

5015 }

5016 if (error) {

5017 ret_error = -1; /* not all match */

5018 break;

5019 }

5020

5021 errout:

5022 return (ret_error);

5023 }

5025 /*

5026 * Decode the attribute to be set/verified. If the attr requires a sys op

5027 * (VOP_CETATTR, VFS_VFSSTAT), and the request is to verify, then don't

5028 * call the sv_getit function for it, because the sys op hasn’t yet been done.

5029 * Return O for success, error code if failed.

5030 *

5031 * Note: the decoded arg is not freed here but in nfs4_ntov_table_free.
*

5032
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5033
5034
5035
5036
5037
5038

5040

5042
5043
5044
5045
5046
5047
5048
5049
5050
5051
5052
5053
5054
5055
5056
5057
5058
5059
5060
5061
5062
5063
5064
5065
5066
5067
5068
5069
5070
5071
5072
5073
5074

5076
5077

5079
5080
5081
5082
5083
5084
5085
5086
5087
5088
5089
5090
5091
5092
5093
5094
5095
5096

5098

static int

decode_fattr4_attr(nfs4_attr_cnd_t cnd, struct nfs4_svgetit_arg *sargp,

int k, XDR *xdrp, bitmap4 *resp_bval, union nfs4_attr_u *nap)
{
int error = 0;
bool _t set_later;
sar gp- >vap- >va_mask | = nfs4_ntov_map[k].vbit;
if ((*nfs4_ntov_map[k].xfunc)(xdrp, nap)) {
set _later = nfs4_ntov_map[k].vbit || nfs4_ntov_map[k].vfsstat;
/*
* don't verify yet if a vattr or sb dependent attr,
* because we don’'t have their sys val ues yet.
* WIIl be done later.
*
if (! (set_later && (cnd == NFSAATTR VERIT))) {
/*
* ACLs are a special case, since setting the MODE
* conflicts with setting the ACL. W delay setting
* the ACL until all other attributes have been set.
* The ACL gets set in do_rfs4_op_setattr().
*
/
if (nfs4_ntov_map[k].fbit !'= FATTR4A_ACL_MASK) {
error = (*nfs4_ntov_map[k].sv_getit)(cnd,
sargp, nap);
if (error) {
xdr _free(nfs4_ntov_map[ k] . xfunc,
(caddr _t)nap);
}
}
}
} else {
#i fdef DEBUG
cmm_err (CE_NOTE, "decode_fattr4_attr: error
"decoding attribute %\n", k);
#endi f
error = EINVAL;
}
if (lerror & resp_bval && !set_later) {
*resp_bval |= nfs4_ntov_nmap[k].fbit;
}
return (error);
}
/*
* Set vattr based on incoming fattr4 attrs - used by setattr.
* Set response mask. Ignore any values that are not witable vattr attrs.
*
/
static nfsstat4

do_rfs4_set_attrs(bitmap4 *resp, fattr4 *fattrp, struct conpound_state *cs,
struct nfs4_svgetit_arg *sargp, struct nfs4_ntov_table *ntovp,
nfs4_attr_cnd_t cnd)

int error = 0;

int i;

char *attrs = fattrp->attrlist4;

uint32_t attrslen = fattrp->attrlist4_len;
XDR xdr ;

nfsstat4 status = NFS4_CK;

vnode_t *vp = cs->vp;

union nfs4_attr_u *na;

uint8_t *amap;

#i f ndef |int
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5099
5100
5101
5102
5103
5104

5106
5107
5108
5109
5110
5111
5112
5113
5114
5145

5117
5118
5119
5120
5121
5122
5123

5125

5127
5128

5130
5131
5132
5133
5134
5135
5136
5137
5138
5139
5140
5141
5142
5143
5144
5145
5146
5147
5148
5149
5150
5151
5152
5153
5154
5155
5156
5157
5158
5159
5160
5161
5162
5163
5164

#endi f

/*
* Make sure that maxi num attribute nunber can be expressed as an
* 8 bit quantity.
*
/
ASSERT( NFS4_MAXNUM ATTRS <= (Ul NT8_MAX + 1));

if (vp == NULL) {
|f (resp)
*resp = 0;
return (NFS4ERR | NOFI LEHANDLE) ;

}
if (cs->access == CS_ACCESS_DEN ED) {

if (resp)
*resp = 0;
return (NFS4ERR . ACOESS)
}
sar gp->op = cnd;
sargp->cs = cs;

sargp->flag = 0;

sar gp- >vap- >va_nask ;
sargp->rdattr_error NFS4_CK;
sargp->rdattr_error_req = FALSE;

/* sargp->sbp is set by the caller */

/* may be set later */

xdrmem create(&dr, attrs, attrslen,

XDR_DECODE) ;
na = ntovp->na;
amap = ntovp->anap;

/
The following |oop iterates on the nfs4_ntov_nap checking

if the fbit is set in the requested bitnap.

If set then we process the argunments using the

rfs4 _fattr4 conversion functions to populate the setattr

vattr and va_nask. Any settable attrs that are not using vattr
* will be set in this |oop.

EE

*
/
for (i =0; i < nfs4_ntov_map_size; i++) {
if (!(fattrp->attrmask & nfsA ntov_map[i].fbit)) {
conti nue;
}
/

*

* |f setattr, nmust be a witable attr.

* |f verify/nverify, must be a readable attr.
*/

if ((error = (*nfs4_ntov_nap[i].sv_getit)(

NFS4ATTR_SUPPORTED, sargp, NULL)) != 0) {
/*

* Client tries to set/verify an

* unsupported attribute, tries to set

* aread only attr or verrfy a wite

* only one - error!

*/

break;

;*

* Decode the attribute to set/verify
*

/

error = decode_fattr4_attr(cnd,
&dr, resp ? resp : NULL, na);
if (error)
br eak;
*amap++ = (Ui nt8 _t)nfs4_ntov_map[i].nval;
nat+;

sargp, nfs4_ntov_nap[i].nval,
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5165
5166
5167
5168

5170
5171
5172
5173
5174
5175

5177
5178
5179
5180
5181
5182
5183

5185
5186
5187
5188
5189
5190
5191
5192
5193
5194

5196
5197
5198
5199
5200
5201
5202
5203
5204
5205
5206
5207
5208
5209
5210
5211
5212
5213
5214

5216
5217
5218
5219
5220
5221
5222
5223
5224

5226
5227
5228
5229
5230

}

(ntovp->attrcnt) ++;
if (nfs4_ntov_map[i].vfsstat)
nt ovp- >vfsstat = TRUE;
}

if (error 1= 0)
status = (error == ENOTSUP ? NFS4ERR_ATTRNOTSUPP
puterrnod(error));
/* xdrmem destroy(&xdrs); */ /* NO-OP */
return (status);

static nfsstat4

do_rfs4_op_setattr(bitmap4 *resp, fattr4 *fattrp, struct conpound_state *cs,

{

statel d4 *stateid)

int error = 0;
struct nfs4_svgetit_arg sarg;
bool _t trunc;

nfsstat4 status = NFS4_CK;
cred_t *cr = cs->cr;
vnode_t *vp = cs->vp;

struct nfs4_ntov_table ntoyv;
struct statvfs64 sb;

struct vattr bva;

struct flock64 bf;

int in_crit = 0;

uint _t saved_mask = 0;

cal | er_context_t ct;

*resp = 0;
sarg. shp = é&sb;
sarg.is referral = B FALSE;
nf s4 ntov tabl e |n|t(&ntov)
status = do_rfs4_set_attrs(resp, fattrp, cs, &sarg, &ntov,
NFS4ATTR_SETI T) ;
if (status !'= NFS4A_OK) {
*

* failed set attrs
*/
goto done;

if ((sarg.vap->va_mask == 0) &&
(! Uanrp>mtnmw & FATTR4A_ACL_MASK))) {

* no further work to be done
=

got o done;

}

/*

* |If we got a request to set the ACL and the MODE, only
* allow changing VSU D, VSG@ D, and VSVTX. Attenpting

* to change any other bits, along with setting an ACL,
* gives NFS4ERR | NVAL.

*

if ((fattrp->attrmask & FATTR4_ACL_NMASK) &&
(fattrp->attrmask & FATTRA_MODE MASK)) {
vattr_t va;

va. va_| mask = AT_MODE;
error V(P  GETATTR(vp, &va, O,
if (error) {
status = puterrno4(error);
got o done;

cs->cr, NULL);
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5231
5232
5233
5234
5235
5236
5237

5239
5240
5241
5242
5243
5244
5245
5246
5247
5248
5249
5250
5251

5253

5255
5256
5257
5258
5259
5260
5261
5262
5263
5264
5265
5266
5267
5268
5269
5270
5271

5273
5274
5275
5276
5277
5278
5279
5280
5281

5283
5284
5285
5286
5287
5288
5289
5290
5291

5293
5294
5295
5296

1f ((sarg.vap->va_node " va.va_node) &
~(VSUID | VS@D | VvsvTx)) {
status = NFS4ERR_|I NVAL;
goto done;

}

/* Check stateid only if size has been set */
if (sarg.vap->va_mask & AT_SI ZE)
trunc = (sarg.vap->va_size == 0);
status = rfs4_check_statei d( FWRI TE cs->vp, stateid,
trunc, &cs->del eg, sarg.vap- >va_mask & AT_SI ZE, &ct);
if (status 1= NFS4_OK)
got o done;
} else {
ct.cc sy5|d = 0;
ct.cc_pid = 0;
ct.cc_caller_id = nfs4_srv_caller_id;
) ct.cc_flags = CC_DONTBLOCK;

/* XXX start of possible race with del egations */

/*
* We need to specially handl e size changes because it is

* possible for the client to create a file with read-only

* nmodes, but with the file opened for witing. If the client

* then tries to set the file size, e.g. ftruncate(3C),

* fcntl (F_FREESP), the normal access checking done in

* VOP_SETATTR woul d prevent the client fromdoing it even though
* it should be allowed to do so. To get around this, we do the

* access checking for ourselves and use VOP_SPACE whi ch doesn’ t

* do the access checking.

* Also the client should not be allowed to change the file

* size if there is a conflicting non-bl ocking mandatory lock in

*/the regi on of the change.

*

f

(vp->v_type == VREG && (sarg.vap->va_mask & AT_SIZE)) {
u_of fset _t offset;
ssize_t length;

/
ufs_setattr clears AT_SIZE from vap->va_nask, but
before returning, sarg.vap->va_mask is used to
generate the setattr reply bitmap. W also clear
AT_SI ZE bel ow before calling VOP_SPACE. For both
of these cases, the va_nask needs to be saved here
and restored after calling VOP_SETATTR

* ok ok ok % ok F

*/

saved_mask = sarg.vap->va_mask;

/*

* Check any possible conflict due to NBMAND | ocks.

* Get into critical region before VOP_GETATTR, so the
* size attribute is valid when checking conflicts.

*/

if (nbl_need_check(vp)) {
nbl _start_crit(vp, RWREADER);
in_crit =1;

}

bva.va_mask = AT_UlI D| AT_SI ZE;

if (error = VOP_CETATTR(vp, &bva, 0, cr, &ct)) {
status = puterrno4(error);
got o done;
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5297

5299
5300
5301
5302
5303
5304
5305
5306
5307
5308
5309
5310
5311
5312

5314
5315
5316
5317
5318
5319
5320
5321
5322
5323
5324
5325

5327
5328

5330
5331
5332

5334
5335
5336
5337
5338
5339

5341
5342
5343
5344
5345
5346
5347
5348
5349
5350
5351
5352
5353
5354
5355
5356
5357
5358
5359
5360

5362

}

if (in_crit) {
if (sarg.vap->va_size < bva.va_size) {
of fset = sarg.vap->va_si ze;
length = bva.va_size - sarg.vap->va_size;
} else {
of fset = bva.va_si ze;

I ength sarg.vap->va_si ze - bva.va_si ze;
}
if (nbl_conflict(vp, NBL_WRITE, offset, length, O,
&ct))
status = NFS4ERR_LOCKED;
got o done;
}
}
if (crgetuid(cr) == bva.va_uid) {
sarg. vap->va_nmask &= ~AT_SI ZE;
bf .1 _type = F_WRLCK;
bf . I V\,hence = 0;
bf . | start = (of f 64_t)sarg. vap- >va_si ze;
bf.1 len = 0,
bf.l _sysid = 0;
bf.1_pid = 0;
error = VOP SPACE(vp, F_FREESP, &bf, FWRI TE,
(offset “t)sarg.vap->va_size, cr, &ct);
}
}
if (lerror && sarg vap->va_nask != 0)
error VOP_SETATTR(vp, sarg.vap, sarg.flag, cr, &ct);
/* restore va_mask -- ufs_setattr clears AT_SIZE */

if (saved_mask & AT_SI ZE)
sarg. vap- >va_mask | = AT_SI ZE;

/*
* |f an ACL was being set, it has been del ayed until now,
* in order to set the node (via the VOP_SETATTR() above) first.
*
if ((! error) & (fattrp->attrmask & FATTRA_ACL_MASK)) {
int i1;

for (i = 0; i < NFS4_MAXNUM ATTRS; i ++)
if (ntov.amap[i] == FATTR4_ACL)
br eak;
if (i < NFS4_ NAXNUM A ATTRS)
error = (*nfs4_ntov_map[ FATTR4_ACL].sv_getit)(
NFS4ATTR SETI T, &sarg, &ntov.nal[i]);
if (error == 0) {
*resp | = FATTR4A_ACL_MASK;
} else if (error == ENOTSUP) {
(void) rfs4_verify_attr(&sarg, resp, &itov);
status = NFS4ERR_ATTRNOTSUPP;
got o done;

} else {
NFS47DEBUG(rfs4 debug,
CE_NOTE, "do_rfs4 op_setattr:
"unable to find ACL in fattr4"));
error = EINVAL;

}
if (error) {
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5363
5364
5365
5366
5367

5369
5370
5371
5372
5373
5374
5375
5376
5377
5378
5379
5380
5381
5382
5383
5384
5385

5387
5388
5389
5390
5391
5392
5393
5394
5395
5396
5397

5399
5400

5402

5404
5405

5407
5408
5409
5410

/* check if a nonitor detected a del egation conflict */
if (error == EAGAIN && (ct.cc_flags & CC_WOULDBLOCK) )
status = NFS4ERR_DELAY;
el se
status = puterrno4(error);

Set the response bitnmap when setattr failed.

I f VOP_SETATTR partially succeeded, test by doing a
VOP_CETATTR on the object and conparing the data
to the setattr argunents.

* ok ok kX %

(void) rfs4_verify_attr(&sarg, resp, &itov);
} else {
/*

* Force nodified netadata out to stable storage.
*
(voi d) VOP_FSYNC(vp, FNODSYNC, cr, &ct);
/*
* Set response bitnmap
*

nfs4_vmask_t o_nmask_set (sarg. vap- >va_nask, resp);

}

/* Return early and al ready have a NFSv4 error */

done:

}

/*

* Except for nfs4_vmask_to_nmask_set(), vattr --> fattr

* conversion sets both readable and witeable NFS4 attrs
* for AT_MIIME and AT_ATIME. The |ine bel ow masks out

* unrequested attrs fromthe setattr result bitmap. This
* is placed after the done: |abel to catch the ATTRNOTSUP
* case.

*
*

resp & fattrp->attrmask;

if (in_crit)
nbl _end_crit(vp);

nfs4_ntov_table_free(&itov, &sarg);

return (status);

/* ARGSUSED */

static void

rfs4_op_setattr(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
struct conpound_state *cs)

5411 {

5412
5413
5414

5416
5417

5419
5420
5421
5422

5424
5425
5426
5427
5428

SETATTR4args *args = &argop->nfs_argop4_u.opsetattr;
SETATTR4res *resp = & esop->nfs_resop4_u.opsetattr;
bsl abel _t *cl abel ;

DTRACE_NFSV4_2(op__setattr__start, struct conmpound_state *, cs,
SETATTR4args *, args);

if (cs->vp == NULL) {
*cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE;
goto out;

}

/*

* |f there is an unshared fil esystem nounted on this vnode,

* do not allow to setattr on this vnode.

*/

if (vn_ismtpt(cs->vp)) {
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5429
5430
5431

5433

5435
5436
5437
5438

5440
5441
5442
5443
5444
5445
5446
5447
5448
5449
5450
5451
5452
5453
5454

5456
5457
5458

5460
5461
5462
5463

5465
5466
5467
5468

out :

}
| *

*cs->statusp = resp->status = NFS4ERR _ACCESS;
goto out;

}

resp->attrsset = 0;

if (rdonly4(req, cs)) {
*cs->statusp = resp->status = NFS4ERR _ROFS;
goto out;

}

/* check | abel before setting attributes */
if (is_system|abeled())

ASSERT(req->rq_| abel != NULL);

cl abel = reqg->rq_l abel ;

DTRACE_PROBE2(tx__ rfs4__log__info__opsetattr__clabel, char *,

"got client |abel fromrequest(1)",
struct svc_req *, req);
if (!blequal (& _adm n_| ow>tsl | abel, clabel)) {
if (!do_rfs_label _check(clabel, cs->vp,
EQUALI TY_CHECK, cs->exi))

*cs->statusp = resp->status = NFS4ERR_ACCESS;

goto out;

}

*cs->statusp = resp->status =
do_rfs4_op_setattr(& esp->attrsset, &args->obj_attributes, cs,
&args- >stateid);

DTRACE_NFSV4_2(op__setattr__done, struct conpound_state *, cs,
SETATTR4res *, resp);

ARGSUSED */

static void
rfs4_op_verify(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,

5469 {

5470
5471
5472
5473
5474

5476
5477

5479
5480
5481
5482

5484
5485

5487
5488
5489
5490

5492
5493
5494

struct conpound_state *cs)

/*

* verify and nverify are exactly the same, except that nverify
* succeeds when sone argunent changed, and verify succeeds when
* when none changed.

*/

VERI FY4args *args = &argop->nfs_argop4_u. opverify;
VERI FY4res *resp = &resop->nfs_resop4_u. opverify;

int error;

struct nfs4_svgetit_arg sarg;
struct statvfs64 sb;

struct nfs4_ntov_table ntoyv;

DTRACE_NFSV4_2(op__verify__start, struct conpound_state *, cs,
VERI FY4args *, args);

if (cs->vp == NULL)
*cs->statusp = resp->status = NFS4AERR _NOFI LEHANDLE;
goto out;

}

sarg.sbp = &sb;
sarg.is_referral = B_FALSE;
nfs4_ntov_tabl e_init(&ntov);
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5495 resp->status = do_rfs4_set_attrs(NULL, &args->obj_attributes, cs, 5561 * do_rfs4_set_attrs will try to verlfy systemn de attrs,
5496 &sarg, &ntov, NFS4ATTR VERIT); 5562 * so could return -1 for "no match"
5497 if (resp->status != NFS4_OK) { 5563 */
5498 /* 5564 if (resp->status == -
5499 * do_rfs4_set_attrs will try to verlfy systemn de attrs, 5565 resp->status = NFS4_CK;
5500 * so could return -1 for "no match" 5566 got o done;
5501 */ 5567 }
5502 if (resp->status == -1) 5568 error = rfs4_verify_attr(&sarg, NULL, &ntov);
5503 resp- >status = NFS4ERR_NOT_SAME; 5569 svmtch (error) {
5504 got o done; 5570 case 0:
5505 1 5571 resp->status = NFS4ERR SAME;
5506 error = rfs4_verify_attr(&sarg, NULL, &ntov); 5572 br eak;
5507 sthch (error) { 5573 case -1:
5508 case O: 5574 resp->status = NFS4_OK;
5509 resp->status = NFS4_CK; 5575 br eak;
5510 br eak; 5576 defaul t:
5511 case -1: 5577 resp->status = puterrno4(error);
5512 resp->status = NFS4ERR_NOT_SAME; 5578 br eak;
5513 br eak; 5579
5514 defaul t: 5580 done:
5515 resp->status = puterrno4(error); 5581 *Ccs->statusp = resp->stat us;
5516 br eak; 5582 nfs4_ntov_table_free(&itov, &sarg);
5517 1
5518 done: 5584 DTRACE_NFSV4_2(op__nverify__done, struct conpound_state *, cs,
5519 *Ccs->statusp = resp->stat us; 5585 NVERI FY4res *, resp);
5520 nfs4_ntov_table_free(&ntov, &sarg); 5586 }
5521 out:
5522 DTRACE_NFSV4_2(op__verify__done, struct conpound_state *, cs, 5588 /*
5523 VERI FY4res *, resp); 5589 * XXX - This should live in an NFS header file.
5524 } 5590 */
5591 #define MAX_| OVECS 12
5526 /* ARGSUSED */
5527 static void 5593 /* ARGSUSED */
5528 rfs4_op_nverify(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req, 5594 static void
5529 struct conpound_state *cs) 5595 rfs4_op_wite(nfs_argop4 *argop, nfs_resop4 *resop, struct svc_req *req,
5530 { 5596 struct conpound_state *cs)
5531 /* 5597 {
5532 * verify and nverify are exactly the sane, except that nverify 5598 WRI TE4args *args = &argop->nfs_argop4_u.opwite;
5533 * succeeds when sone argument changed, and verify succeeds when 5599 WRI TE4res *resp = &resop->nfs_resopd_u.opwite;
5534 * when none changed. 5600 int error;
5535 */ 5601 vnode_t *vp;
5602 struct vattr bva;
5537 NVERI FY4args *args = &argop->nfs_argop4_u. opnverify; 5603 u_offset_t rlimt;
5538 NVERI FY4res *resp = & esop->nfs_resop4_u. opnverify; 5604 struct uio uio;
5605 struct iovec iov[ MAX_| OVECS];
5540 int error; 5606 struct iovec *iovp;
5541 struct nfs4_svgetit_arg sarg; 5607 int iovent;
5542 struct statvfs64 sb; 5608 int ioflag;
5543 struct nfs4_ntov_table ntov; 5609 cred_t *savecred, *cr;
5610 bool _t *del eg = &cs- >del eg;
5545 DTRACE_NFSV4_2(op__nverify__start, struct conpound_state *, cs, 5611 nfsstat4 stat;
5546 NVERI FY4args *, args); 5612 int in_crit = 0;
5613 caller_context_t ct;
5548 if (cs->vp == NULL) {
5549 *cs->statusp = resp->status = NFS4AERR _NOFI LEHANDLE; 5615 DTRACE_NFSV4_2(op__write__start, struct conpound_state *, cs,
5550 DTRACE_NFSV4_2(op__nverify__done, struct conpound_state *, cs, 5616 WRI TE4args *, args);
5551 NVERI FY4res *, resp);
5552 return; 5618 Vp = CS->Vp;
5553 } 5619 if (vp == NULL) {
5554 sarg.sbp = 5620 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE;
5555 sarg.is_ref erral = B_FALSE; 5621 goto out;
5556 nfs4_ntov tabl e_init(&nt ov) 5622 }
5557 resp->status = do_rfs4_set_attrs(NULL, &ar gs->obj _attributes, cs, 5623 if (cs->access == CS_ACCESS_DEN ED) {
5558 &sarg, &ntov, NFS4ATTR VERIT); 5624 *cs->statusp = resp->status = NFS4ERR _ACCESS;
5559 if (resp->status != NFS4_OK) { 5625 goto out;

5560 /* 5626 }
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5628

5630
5631
5632
5633
5634

5636
5637
5638
5639
5640
5641
5642
5643
5644
5645
5646
5647
5648

5650
5651

5653
5654
5655
5656
5657
5658
5659
5660

5662
5663
5664
5665

5667
5668
5669
5670
5671

5673
5674
5675
5676
5677

5679
5680
5681
5682

5684
5685
5686
5687
5688
5689
5690

5692

cr

if
}
/

*
*
*
*
if

}

= ¢s->cr;

((stat = rfs4_check_statei d(FWRI TE, vp, &args->stateid, FALSE,
del eg, TRUE, &ct)) != NFS4_OK)

*cs->statusp = resp->status = stat;

goto out;

We have to enter the critical region before calling VOP_RW.OCK
to avoid a deadl ock with ufs.

(nbl _need_check(vp)) {
nbl _start_crit(vp, RWREADER);
in_crit = 1;
if (nbl_conflict(vp, NBL_WRITE,
args->of fset, args->data_len, 0, &ct)) {
*cs->statusp = resp->status = NFS4ERR_LOCKED,
goto out;

bva.va_mask = AT_MODE | AT_UID;
error = VOP_CETATTR(vp, &bva, 0, cr, &ct);

/*
*
*

if

}
if

}
if

}
if

}

if

}
if

}
if

If we can’t get the attributes, then we can’t do the

right access checking. So, we'll fail the request.
*/
(error) {
*cs->statusp = resp->status = puterrno4(error);
goto out;

(rdonly4(req, cs)) {
*cs->statusp = resp->status = NFS4ERR_ROFS;
goto out;

(vp->v_type = VREGQ {
*cs->statusp = resp->status =
((vp->v_type == VDIR) ? NFS4ERR | SDIR : NFS4ERR_| NVAL) ;
goto out;

(crgetuid(cr) !'= bva.va_uid &&

(error = VOP_ACCESS(vp, WWRITE, 0, cr, &ct))) {
*cs->statusp = resp->status = puterrno4(error);
goto out;

( MANDLOCK(vp, bva.va_node)) {
*cs->statusp = resp->status = NFS4ERR _ACCESS;
goto out;

(args->data_|l en == 0)
*cs->statusp = resp->status = NFS4_OK;
resp->count = O;
resp->conmm tted
resp->witeverf
goto out;

ar gs- >st abl e;
Witedverf;

(args->nmbl k I'= NULL) {
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5693 nbl k_t *m

5694 uint_t bytes, round_len;

5696 iovent = 0;

5697 bytes = 0;

5698 round_l en = roundup(args->data_|l en, BYTES_PER XDR UNI T);
5699 for (m= args->nblk;

5700 m!= NULL && bytes < round_l en;

5701 m = m>b_cont)

5702 i ovent ++;

5703 bytes += MBLKL(N);

5704

5705 #ifdef DEBUG

5706 /* shoul d have ended on an nbl k boundary */

5707 if (bytes !'= round_len)

5708 printf("bytes=0x%, round_| en=0x%, req |en=0x%\n",
5709 bytes, round_|l en, args->data_|len);
5710 printf("args=%, args->nbl k=%, %", (void *)args,
5711 (void *)args->nblk, (void *)m;

5712 ASSERT( byt es == round_| en);

5713 }

5714 #endi f

5715 if (iovent <= MAX_| OVECS) {

5716 iovp = iov;

5717 } else {

5718 iovp = knmem al | oc(sizeof (*iovp) * iovcnt, KM SLEEP);
5719 }

5720 mbl k_t o_i ov(args->nbl k, iovcnt, iovp);

5721 } else if (args->rlist !'= NULL)

5722 iovent = 1;

5723 iovp = iov;

5724 i ovp->i ov_base = (char *)((args->rlist)->u.c_daddr3);
5725 iovp->iov_len = args->data_| en;

5726 } else {

5727 iovent = 1;

5728 iovp = iov;

5729 i ovp->i ov_base = args->data_val;

5730 iovp->iov_len = args->data_|l en;

5731 }

5733 uio.uio_iov = iovp;

5734 ui 0.ui o_iovent = iovent;

5736 ui 0. ui o_segfl g = U O _SYSSPACE;

5737 ui 0. ui o_extflg = U O_COPY_DEFAULT;

5738 ui 0.ui o_| of fset = args->offset;

5739 uio.uio_resid = args->data_| en;

5740 uio.uio_Ilimt = curproc->p_fsz_ctl;

5741 rlimt = uio.uio_llimt - args->offset;

5742 if (rlimt < (u_offset_t)uio.uio_resid)

5743 uio.uio_resid = (int)rlimt;

5745 if (args->stable == UNSTABLE4)

5746 ioflag = O;

5747 else if (args->stable == FILE_SYNC4)

5748 ioflag = FSYNC

5749 else if (args->stable == DATA SYNC4)

5750 iofllag = FDSYNC,

5751 el se {

5752 if (iovp I'=1iov)

5753 kmem free(iovp, sizeof (*iovp) * iovcnt);
5754 *cs->statusp = resp->status = NFSAERR | NVAL;

5755 goto out;

5756 }

5758 /*
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5759 * W' re changing creds because VM may fault and we need 5825 if (args->minorversion != NFS4_M NORVERSI ON)
5760 * the cred of the current thread to be used if quota 5826 DTRACE_NFSV4_2(conpound__start, struct conpound_state *,
5761 * checking is enabl ed. 5827 &cs, COVPOUND4args *, args);
5762 */ 5828 resp->status = NFS4ERR_M NOR_VERS_M SMATCH;
5763 savecred = curthread->t_cred; 5829 DTRACE_NFSV4_2( conpound__done, struct conpound_state *,
5764 curthread->t_cred = cr; 5830 &cs, COVPOUNDAres *, resp);
5765 error = do_i o( FWRITE, vp, &uio, ioflag, cr, &ct); 5831 return;
5766 curthread->t_cred = savecred; 5832 }
5768 if (iovp !'=1iov) 5834 if (args->array_len == 0) {
5769 kmem free(iovp, sizeof (*iovp) * iovcnt); 5835 resp->status = NFS4_CK;
5836 return;
5771 if (error) { 5837 }
5772 *cs->statusp = resp->status = puterrno4(error);
5773 goto out; 5839 ASSERT(exi == NULL);
5774 } 5840 ASSERT(cr == NULL);
5776 *cs->statusp = resp->status = NFS4_OK; 5842 cr = crget();
5777 resp->count = args->data_len - uio.uio_resid; 5843 ASSERT(cr != NULL);
5779 if (ioflag == 0) 5845 if (sec_svc_getcred(req, cr, &cs.principal, &s.nfsflavor) == 0)
5780 resp->conmm tted = UNSTABLE4; 5846 DTRACE_NFSV4_2(conpound__start, struct conpound_state *,
5781 el se 5847 &cs, COVPOUND4args *, args);
5782 resp->conmm tted = FI LE_SYNC4; 5848 crfree(cr);
5849 DTRACE_NFSV4_2( conpound__done, struct conpound_state *,
5784 resp->witeverf = Witedverf; 5850 &cs, COVPOUND4res *, resp);
5851 svcerr_badcred(req->rq_xprt);
5786 out: 5852 if (rv != NULL)
5787 if (in_crit) 5853 *rv = 1;
5788 nbl _end_crit(vp); 5854 return;
5855 }
5790 DTRACE_NFSV4_2(op__wite__done, struct conpound_state *, cs, 5856 resp->array_len = args->array_| en;
5791 WRI TE4res *, resp); 5857 resp->array = knem zal | oc(args->array_len * sizeof (nfs_resop4),
5792 } 5858 KM _SLEEP) ;
5860 cs. basecr = cr;
5795 /* XXX put in a header file */
5796 extern int sec_svc_getcred(struct svc_req *, cred_t *, caddr_t *, int *); 5862 DTRACE_NFSV4_2(conpound__start, struct conpound_state *, &cs,
5863 COVPOUND4ar gs *, args);
5798 void
5799 rfs4_conpound( COMPOUND4ar gs *args, COVMPOUND4res *resp, struct exportinfo *exi, 5865 7%
5800 struct svc_req *req, cred_t *cr, int *rv) 2741 * For now, NFS4 conpound processing nust be protected by
5801 { 2742 * exported_|l ock because it can access nore than one exportinfo
5802 uint_t i; 2743 * per conpound and share/unshare can now change multiple
5803 struct conpound_state cs; 2744 * exinfo structs. The NFS2/3 code only refs 1 exportinfo
2745 * per proc (excluding public exinfo), and exi_count design
5805 if (rv !'= NULL) 2746 * 1s sufficient to protect concurrent execution of NFS2/3
5806 *rv = 0; 2747 * ops along with unexport. This lock will be renoved as
5807 rfs4_init_conpound_state(&cs); 2748 * part of the NFSv4 phase 2 nanespace redesi gn work.
5808 /* 2749 */
5809 * Forma reply tag by copying over the regeuest tag. 2750 rw_ent er (&exported_| ock, RW READER);
5810 */
5811 resp->tag.utf8string_val = 2752 *
5812 kmem al | oc(args->tag. utf8string_|l en, KM SLEEP); 5866 * If this is the first conpound we’'ve seen, we need to start all
5813 resp->tag.utf8string_len = args->tag.utf8string_|en; 5867 * new instances’ grace periods.
5814 bcopy(args->tag.utf8string_val, resp->tag.utf8string_val, 5868 */
5815 resp->tag. utf8string_len); 5869 if (rfs4_seen_first_conpound == 0) {
5870 rfs4_grace_start_new();
5817 cs.statusp = &resp->status; 5871 /*
5818 cs.req = req; 5872 * This nust be set after rfs4_grace_start_new(), otherw se
5819 resp->array = NULL; 5873 * another thread could proceed past here before the forner
5820 resp->array_len = 0; 5874 * is finished.
5875 */
5822 /* 5876 rfs4_seen_first_conmpound = 1;
5823 * XXX for now, m norversion should be zero 5877 }

5824 */
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5879
5880
5881
5882

5884
5885
5886
5887

5889
5890
5891
5892
5893
5894

5896
5897
5898
5899
5900
5901
5902
5903
5904
5905
5906
5907
5908
5909
5910
5911

5913
5914
5915

5917
5918
5919
5920
5921
5922
5923
5924
5925
5926
5927

5929
5930
5931
5932

2821

5935
5936

5938
5939
5940
5941
5942
5943

for (i =0; i < args->array_len & cs.cont; i++) {
nfs_argop4 *argop;
nfs_resop4 *resop;
uint_t op;

argop = &args->arrayli];
resop = &esp->arrayli];
resop->resop = argop->argop;
op = (uint_t)resop->resop;

if (op < rfsvddisp_cnt) {
/*

* Count the individual ops here; NULL and COVPOUND
* are counted in common_di spatch()
*
/
rfsproccnt _v4_ptr[op].val ue. ui 64++

NFS4_DEBUG(r f s4_debug > 1,

(CE_NOTE, "Executing %", rfs4_op_string[op]));
(*rfsvadi sptab[op].dis_proc)(argop, resop, req, &cs);
NFS4_DEBUG(r f s4_debug > 1, (CE_NOTE, "% returned %",

rfs4_op_string[op], *cs.statusp));
if (*cs.statusp ! = NFS4_OK)

cs.cont = FALSE;

} else {
/*
* This is effectively dead code since XDR code
* will have already returned BADXDR i f op doesn’t
* decode to legal value. This only done for a
* day when XDR code doesn’t verify v4 opcodes.
*/
op = OP_I LLEGAL;

rfsproccnt_v4_ptr[OP_I LLEGAL_I DX] . val ue. ui 64++

rfs4_op_illegal (argop, resop, req, &cs);
cs.cont = FALSE;

}

/*

* If not at last op, and if we are to stop, then
* conpact the results array.

*/

if ((i +1) <args->array_len & !cs.cont) {
nfs_resop4 *new res = kmem al | oc
(i+1) * sizeof (nfs_resop4), KM SLEEP)
bcopy(resp->array,
new res, (i+1l) * sizeof (nfs_resop4));
kmem free(resp->array,
args->array_len * sizeof (nfs_resop4));

resp->array_len = i + 1;
resp->array = new_res;

}
rw_exit (&exported_| ock);

DTRACE_NFSV4_2( conmpound__done, struct conpound_state *, &cs,
COVPOUND4r es *, resp);

if (cs.exi)
exi _rele(cs.exi);
if (cs.saved_exi)
exi _rel e(cs. saved_exi);
#endif /* | codereview */
if (cs.vp)
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5944
5945
5946
5947
5948

5950
5951
5952
5953
5954
5955
5956

5958
5959
5960
5961
5962

5964
5965
5966
5967
5968
5969
5970

5972

5974
5975
5976

5978
5979
5980

5982
5983
5984
5985
5986
5987
5988
5989
5990
5991

5993
5994
5995
5996
5997
5998

6000
6001

6003
6004

6006

6008
6009

}
/*
* XXX because of what appears to be duplicate calls to rfs4_conpound_free

* XXX zero out the tag and array values. Need to investigate why the
* XXX cal ls occur, but at |east prevent the panic for now.
*/

voi d

VN_RELE(cs. vp);
if (cs.saved_vp)
VN_RELE( cs. saved_vp);
if (cs.saved_fh.nfs_fh4_val)
kmem free(cs. saved_fh.nfs_fh4_val, NFS4_FHSI ZE);

if (cs.basecr)
crfree(cs. basecr);
if (cs.cr
crfree(cs.cr);
/*
*/done with this conpound request, free the | abel
*

if (reg->rqg_label !'= NULL) {
kmem free(req->rq_|l abel, sizeof (bslabel _t));
reqg->rq_| abel = NULL;

rfs4_conmpound_free( COPOUNDAr es *resp)
5971 {

}

/*

* Process the value of the conpound request rpc flags, as a bit-AND
* of the individual per-op flags (idenpotent, allowork, publicfh_ok)
*

/

voi d

uint_t i;

if (resp->tag.utf8string_val) {
UTF8STRI NG_FREE( r esp- >t ag)

}

for (i =0; i <resp->array_len; i++) {
nfs_resop4 *resop;
uint_t op;

resop = &esp->arrayl[i];
op = (uint_t)resop->resop;
if (op < rfsv4ddisp_cnt) {
(*rfsv4di sptab[op].dis_resfree)(resop);
}

}
if (resp->array != NULL) {

kmem free(resp->array, resp->array_len * sizeof (nfs_resop4));
}

rfs4_conpound_f | agpr oc( COMPOUND4ar gs *args, int *flagp)
5999 {

int i;
int flag = RPC_ALL;

for (i =0; flag & i < args->array_len; i++) {
uint_t op;

op = (uint_t)args->array[i].argop;

if (op < rfsvadisp_cnt)
flag & rfsvadi sptab[op].dis_flags;
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6010 el se
6011 flag = 0O; 6077 /* ARGSUSED*/
6012 } 6078 static bool _t
6013 *flagp = flag; 6079 creds_ok(cred_set_t cr_set, struct svc_req *req, struct conpound_state *cs)
6014 } 6080 {
6081 return (TRUE);
6016 nfsstat4 6082 }
6017 rfs4_client_sysid(rfs4_client_t *cp, sysid_t *sp)
6018 { 6084 /*
6019 nfsstat4 e; 6085 * Look up the pathnane using the vp in cs as the directory vnode.
6086 * cs->vp will be the vnode for the file on success
6021 rfs4_dbe_| ock(cp->rc_dbe); 6087 */
6023 if (cp- >rc _sysidt !'= LM NOSYSID) { 6089 static nfsstat4
6024 *sp = cp->rc_sysidt; 6090 rfs4_| ookup(conponent4 *conponent, struct svc_req *req,
6025 e = NFS4_CK; 6091 ( struct conpound_state *cs)
6092
6027 } else i f ((cp->rc_sysidt = Imalloc_sysidt()) !'= LMNGOSYSID) { 6093 char *nm
6028 sp = cp->rc_sysi dt 6094 uint32_t len;
6029 e = NFS4_CK; 6095 nfsstat4 status;
6096 struct sockaddr *ca;
6031 NFS4_DEBUG( r f s4_debug, (CE_NOTE, 6097 char *nane;
6032 "rfs4_client_sysid: allocat ed 0x%\n" *sp));
6033 } else 6099 if (cs->vp == NULL) {
6034 e = NFS4ERR _DELAY; 6100 ) return (NFS4ERR_NOFI LEHANDLE) ;
6101
6036 rfs4_dbe_unl ock(cp->rc_dbe); 6102 if (cs->vp->v_type !'= VDIR) {
6037 return (e); 6103 return (NFS4ERR_NOTDI R);
6038 } 6104 }
6040 #if defined(DEBUG && ! defined(lint) 6106 status = utf8_dir_verify(conponent);
6041 static void lock_print(char *str, int operation, struct flock64 *flk) 6107 if (status != NFS4
6042 { 6108 return (status);
6043 char *op, *type;
6110 nm = utf8_to_fn(conponent, & en, NULL);
6045 switch (operation) { 6111 if (nm == NULL)
6046 case F_CETLK: op = "F_CETLK"; 6112 return (NFS4ERR_I NVAL);
6047 br eak; 6113 }
6048 case F_SETLK: op = "F_SETLK";
6049 br eak; 6115 if (len > MAXNAVELEN) {
6050 case F_SETLK _NBVAND: op = "F_SETLK_NBVAND'; 6116 kmem free(nm |en);
6051 br eak; 6117 return (NFS4ERR NANETCO_O\IG)
6052 default: op = "F_UNKNOW'; 6118 }
6053 br eak;
6054 } 6120 ca = (struct sockaddr *)svc_getrpccal | er(req->rqg_xprt)->buf;
6055 switch (flk->l_type) { 6121 nanme = nfscnd_convnane(ca, cs->exi, nm NFSCVD_CONV_ INBO.JND
6056 case F_UNLCK: type = "F_UNLCK"; 6122 MAXPATHLEN + 1);
6057 br eak;
6058 case F_RDLCK: type = "F_RDLCK"; 6124 if (name == NULL) {
6059 br eak; 6125 knmem free(nm len);
6060 case F_WRLCK: type = "F_WRLCK"; 6126 return (NFS4ERR | NVAL);
6061 br eak; 6127 }
6062 default: type = "F_UNKNOM';
6063 br eak; 6129 status = do_rfs4_op_| ookup(nane, req, cs);
6064 }
6131 if (name !'= nm
6066 ASSERT( f| k->I _whence == 0); 6132 kmem free(name, MAXPATHLEN + 1);
6067 cmm_err (CE_NCTE, "%: s, type =9, off = %WIx len = %Ilx pid = %",
6068 str, op, type, (longlong_t)f k >| _start, 6134 kmem free(nm 1len);
6069 flk->l _Ien ? (longlong_t)flk _len : ~OLL, flk->I_pid);
6070 } 6136 return (status);
6137 }
6072 #define LOCK_PRINT(d, s, t, f) if (d) lock_print(s, t, f)
6073 #el se 6139 static nfsstat4
6074 #define LOCK_PRINT(d, s, t, f) 6140 rfs4_| ookupfil e(conponent4 *conponent, struct svc_req *req,
6075 #endi f 6141 struct compound_state *cs, uint32_t access, change_info4 *cinfo)
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6142 {
6143
6144
6145
6146

6148
6149
6150
6151
6152

6154
6155

6157
6158
6159
6160
6161

6163
6164
6165
6166
6167
6168
6169
6170
6171
6172

6174
6175
6176
6177
6178
6179
6180

6182
6183
6184
6185
6186
6187
6188

6190
6191

6193
6194
6195
6196
6197
6198
6199
6200
6201

6203
6204
6205
6206 }

nf sstat4 status;
vnode_t *dvp = cs->vp;
vattr_t bva, ava, fva;
int error;

/* Get "before" change val ue */
bva. va_ mask = AT_CTI ME| AT_SEQ
error = VOP_GETATTR(dvp, &bva, 0, cs->cr, NULL);
if (error)
return (puterrno4(error));

/* rfs4_| ookup may VN _RELE directory */
VN_HOLD( dvp) ;

status = rfs4_| ookup(conponent, req, cs);
if (status !'= NFS4_OK) {

VN_RELE( dvp) ;

return (status);

}
/*

* CGet "after" change value, if it fails, sinply return the

* before val ue.

*/

ava. va_mask = AT_CTI ME| AT_SEQ

if (VOP_GETATTR(dvp, &ava, 0, cs->cr, NULL)) {
ava.va_ctinme = bva.va_ctine;
ava.va_seq = 0;

}
VN_RELE( dvp) ;

* Validate the fileis a file
@]

fva. va mask = AT_TYPE| AT_MODE;
error = VOP_CGETATTR(cs->vp, &fva, 0, cs->cr, NULL)
if (error)

return (puterrno4(error));

if (fva.va_type != VREQ {
if (fva.va_type == VDIR)
return (NFS4ERR | SDI R) ;
if (fva.va_type == VLNK)
return (NFS4ERR_SYM.I NK) ;
) return (NFS4ERR | NVAL);

NFS4_SET_FATTR4_CHANGE( ci nf o- >bef ore, bva.va_ctine);
NFS4_SET_FATTR4_CHANGE( ci nfo->after, ava.va_ctine);

/*

* It is undefined if VOP_LOOKUP will change va_seq, so

* cinfo.atomic = TRUE only if we have

* non-zero va_seq' s, and they have not changed.

*/

if (bva.va_seq & ava.va_seq && ava.va_seq ==
ci nfo->atom ¢ = TRUE;

bva. va_seq)

el se
ci nfo->atom ¢ = FALSE;

/* Check for mandatory |ocking */
cs->mandl ock = MANDLOCK( cs- >vp, fva.va_node);
return (check_open_access(access, cs, req));
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6208

6209 create_vnode(vnode_t *dvp, char *nm

6210

static nfsstat4

ti nespec32_t

6211 {

6212
6213
6214

6216

6218
6219
6220
6221
6222
6223

6225
6226

6228
6229

6231
6232
6233
6234
6235
6236
6237
6238
6239
6240
6241

6243
6244
6245
6246
6247
6248

6250
6251
6252
6253
6254
6255
6256
6257

6259
6260
6261

6263
6264
6265
6266
6267
6268
6269
6270
6271
6272
6273

int erro
nf sstat4
vattr_t

tryagain:

/
The f
sone
itsel
passe

/

EE

*creat ed
error

if (erro

vattr_t *vap, createnode4 node,
*nmtine, cred_t *cr, vnode_t **vpp, bool _t *created)

r
status = NFS4_CK;
va;
ile open node used is WIITE. If the client needs
other semantic, then it should do the access checking
f. It would have been nice to have the file open node
d as part of the argunents.

= TRUE;
= VoP  CREATE(dvp, nm vap, EXCL, WARITE, vpp, cr, 0, NULL
r) {

*created = FALSE;

/
If we got sonething other than file already exists
then just return this error. Qherw se, we got
EEXI ST. |If we were doing a GUARDED create, then
just return this error. Oherw se, we need to
make sure that this wasn’t a duplicate of an

excl usive create request.

The assunption is nade that a non-exclusive create
request will never return EEXI ST.
/

* ok ok ok ok ok ok Ok k% %

if (error = EEXIST || node == GUARDED4) {
status = puterrno4(error);
return (status);

}
error = VOP_LOOKUP(dvp, nm vpp, NULL, O, NULL, cr,
NULL, NULL, NULL);

if (error) {
/*

* We couldn’t find the file that we thought that
* we just created. So, we'll just try creating
* it again.

*

if (error == ENCENT)
goto tryagain;

status = puterrno4(error);
return (status);

}

if (nobde == UNCHECKED4)
/* existing object nmust be regular file */
if ((*vpp)->v_type != VREG
1t ((*vpp)->v type == VDI R)
status = NFS4ERR_ ISDI R,
else if ((*vpp)- >v _type == VLNK)
status = NFS4ERR_SYM.I NK;
el se
status = NFS4ERR | NVAL;
VN_RELE( *vpp) ;
return (status);

NULL) ;



new usr/src/uts/comon/fs/nfs/nfs4_srv.c

6274

6276
6277
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6335
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6339

}

return (NFS4_OK);
}

/* Check for duplicate request */
ASSERT(mlme 1=0);

va. va_| mask AT_MTI ME;
error = VGD  GETATTR(*vpp, &va, 0, cr, NULL);
if (terror) {
/* We found the file */
if (va.va_ntine.tv_sec != ntinme->tv_sec ||
va.va_ntime.tv_nsec != ntinme->tv_nsec) {
/¥ but its not our creation */
VN_RELE(*vp

p) ;
return ( NFS4ERR EXI ST) ;

*created = TRUE; /* retrans of create == created */
return (NFS4_OK);

}

VN_RELE(*vpp) ;

return (NFS4ERR_EXI ST);
}

return (NFS4_CK);
}

static nfsstat4

check_open_access(ui nt32_t access,
struct svc_req *req)

{

struct compound_state *cs,

int error;

vnode_t *vp;

bool _t readonly;
cred_t *cr = cs->cr;

/* For now we don’t allow mandatory | ocking as per V2/V3 */
if (cs->access == CS_ACCESS_DEN ED || cs->nmandl ock) {
return (NFS4ERR_ACCESS);

}
Vp = CS->Vp;
ASSERT(cr != NULL && vp->v_type == VREG);

*
* |f the file systemis exported read only and we are trying
* to open for wite, then return NFS4ERR_ROFS

&/

readonly = rdonl y4(req, cs);
if ((access & OPENA_SHARE_ACCESS_WRI TE) && readonly)

return (NFS4ERR_RCFS);

if (access & OPENA_SHARE_ACCESS READ)
if ((VOP_ACCESS(vp, VREAD, 0, cr,
(VOP_ACCESS(vp, VEXEC, 0, cr,
return (NFS4ERR_ACCESS);

}

if (access & OPENA_SHARE ACCESS WRI TE) {
error = VOP_ACCESS(vp, WWRITE, 0, cr,
if (error)
return (NFS4AERR_ACCESS);

NULL) ;
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6341 return (NFS4_OK);

6342 }

6344 static nfsstat4

6345 rfs4_createfil e(OPENdargs *args, struct svc_req *req, struct conpound_state *cs,
6346 change_i nfo4 *cinfo, bitmp4 *attrset, clientid4 clientid)
6347 {

6348 struct nfs4_svgetit_arg sarg;

6349 struct nfs4_ntov_table ntoyv;

6351 bool _t ntov_table_init = FALSE;

6352 struct statvfs64 sb;

6353 nfsstat4 status;

6354 vnode_t *vp;

6355 vattr_t bva, ava, iva, cva, *vap;

6356 vnode_t *dvp;

6357 timespec32_t *ntime;

6358 char *nm = NULL;

6359 uint_t buflen;

6360 bool _t created;

6361 bool _t setsize = FALSE;

6362 len_t regsize;

6363 int error;

6364 bool _t trunc;

6365 caller_context_t ct;

6366 conponent 4 *conponent ;

6367 bsl abel _t *cl abel ;

6368 struct sockaddr *ca

6369 char *name = NULL;

6371 sarg.sbp =

6372 sarg.is_ref erral = B_FALSE;

6374 dvp = cs->vp;

6376 /* Check if the file systemis read only */

6377 if (rdonly4(req, cs))

6378 return (NFS4ERR_RCFS);

6380 /* check the | abel of including directory */

6381 if (is_system|abeled())

6382 ASSERT(req->rq_| abel != NULL);

6383 cl abel = reqg->rq_l abel ;

6384 DTRACE_PROBE2(t x___ rfs4 __log__info__oprenobve__cl abel, char *,
6385 "got client | abel fromrequest(1)"

6386 struct svc_req *, req);

6387 if (!blequal (& _admin | ow- >t sl | abel , clabel)) {
6388 if (!do_rfs_|abel _check(cl abel dvp, EQUALI TY_CHECK,
6389 cs->exi)) {

6390 return (NFS4ERR_ACCESS);

6391 }

6392 }

6393 }

6395 /*

6396 * CGet the last conponent of path name in nm cs will reference
6397 * the including directory on success.

6398 */

6399 conponent = &args->open_claimi_u.file;

6400 status = utf8_dir_verify(conponent);

6401 if (status != NFS4_OK)

6402 return (status);

6404 nm = utf8_to_fn(conponent, &buflen, NULL);
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6406 if (nm== NULL)

6407 return ( NFS4ERR_RESOURCE) ;

6409 if (buflen > MAXNAMVELEN) {

6410 kmem free(nm bufl en);

6411 return (NFS4ERR_NAMETOOLONG ;

6412 1

6414 bva. va_mask = AT_TYPE| AT_CTI ME| AT_SEQ

6415 error = VOP_CGETATTR(dvp, &bva, 0, cs->cr, NULL);
6416 if (error) {

6417 kmem free(nm bufl en);

6418 return (puterrno4(error));

6419 }

6421 if (bva.va_type != VDR {

6422 kmem free(nm buflen);

6423 return (NFS4ERR_NOTDI R);

6424 }

6426 NFS4_SET_FATTR4_CHANGE( ci nf o- >bef ore, bva.va_ctine)
6428 swi tch (args >rmde) {

6429 case GUARDE

6430 /* FALLTHRQJG—I*/

6431 case UNCHECKED4:

6432 nfs4_ntov_tabl e_init(&ntov);

6433 ntov_table_init = TRUE

6435 *attrset = 0O;

6436 status = do_rfs4_set_attrs(attrset,

6437 &ar gs- >cr eat ehow4_u. createattrs,

6438 cs, &sarg, &ntov, NFS4ATTR_SETIT);

6440 if (status == NFS4_CK && (sarg.vap->va_nmask & AT_TYPE) &&
6441 sarg. vap >va _type != VREG

6442 if (sarg.vap->va_type == VDI R)
6443 status = NFS4ERR_| SDI R;
6444 else if (sarg.vap->va_type == VLNK)
6445 status = NFS4ERR_SYM.I NK;
6446 el se

6447 status = NFS4ERR_| NVAL;
6448 }

6450 if (status != NFS4_OK) {

6451 kmem free(nm buflen);

6452 nfs4 _ntov_table free(&nt ov, &sarg);
6453 *attrset = O;

6454 return (stat us)

6455 }

6457 vap = sarg.vap;

6458 vap->va_type = VREG

6459 vap- >va_nask | = AT_TYPE;

6461 if ((vap->va_mask & AT NL'DE) == 0) {

6462 vap->va_nask | = AT_MODE;

6463 vap->va_node = (node_ t)0600

6464 }

6466 if (vap->va_mask & AT_SI ZE) {

6468 /* Disallowcreate with a non-zero size */
6470 if ((regsize = sarg.vap->va_size) !=0) {

6471 kmem free(nm buflen);
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6472 nfs4_ntov tabl e_free(&ntov, &sarg);
6473 *attrset = 0;

6474 return (NFS4ERR I NVAL) ;

6475 }

6476 setsize = TRUE;

6477 }

6478 br eak;

6480 case EXCLUSI VE4:

6481 /* prohibit EXCL create of named attributes */

6482 if (dvp->v_flag & V_XATTRDIR) {

6483 kmem free(nm buflen);

6484 *attrset = O;

6485 return (NFS4ERR_| NVAL) ;

6486 }

6488 cva.va_mask = AT_TYPE | AT_MII ME | AT_MODE;

6489 cva.va_type = VREG

6490 /*

6491 * Ensure no time overflows. Assumes underlying
6492 * filesystem supports at |east 32 bits.

6493 * Truncate nsec to usec resolution to allow valid
6494 * conpares even if the underlying filesystemtruncates.
6495 */

6496 ntime = (timespec32_t *)&args->createhowd_u.createverf;
6497 cva.va_ntine.tv seczmlne >tv_sec % TI ME32_MAX;
6498 cva.va_ntine.tv_nsec = (mtime->tv_nsec / 1000) * 1000;
6499 cva.va_nmode = (npde_t)O0;

6500 vap = &cva;

6502 /*

6503 * For EXCL create, attrset is set to the server attr
6504 * used to cache the client’s verifier.

6505 */

6506 *attrset = FATTRA_TI ME_MODI FY_MASK;

6507 br eak;

6508 }

6510 ca = (struct sockaddr *)svc_getrpccal |l er(req->rq_xprt)->buf;
6511 name = nfscnd_convnane(ca, cs->exi, nm NFSCVD_CONV_ INBCUND
6512 MAXPATHLEN + 1);

6514 if (name == NULL)

6515 kmem free(nm buflen);

6516 return (NFS4ERR_SERVERFAULT);

6517 }

6519 status = create_vnode(dvp, nane, vap, args->node, ntine,
6520 cs->cr, &vp, &created);

6521 if (nm!= nane)

6522 kmem free(name, MAXPATHLEN + 1);

6523 kmem free(nm buflen);

6525 if (status = NFS4_OK) {

6526 if (ntov_table_init)

6527 nfs4_ntov_table_free(&itov, &sarg);

6528 *attrset = 0;

6529 return (status);

6530 }

6532 trunc = (setsize & !created);

6534 if (args->npde != EXCLUSI VE4) {

6535 bi t map4 createmask = args->createhow4_u. createattrs. attrmask;
6537 /*

64
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* True verification that object was created with correct
* attrs is inpossible. The attrs could have been changed
* immediately after object creation. |If attributes did
* not verify, the only recourse for the server is to

* destroy the object. Mybe if some attrs (like gid)

* are set incorrectly, the object should be destroyed;

* however, seens bad as a default policy. Do we really
* want to destroy an object over one of the times not

* verifying correctly? For these reasons, the server

* currently sets bits in attrset for createattrs

* that were set; however, no verification is done.

*
*
*
*
*
*
*
f

vmask_t o_nmask accounts for vattr bits set on create
do_rfs4_set_attrs() only sets resp bits for
non-vattr/vfs bits.]

Mask of f any bits we set by default so as not to return

nore attrset bits than were requested in createattrs

/

(created) {
nfs4_vmask_t o_nmask(sarg. vap->va_nask, attrset);
*attrset & createnask;

} else {
/*
* W did not create the vnode (we tried but it
* already existed). In this case, the only createattr
* that the spec allows the server to set is size,
* and even then, it can only be set if it is O.
*/
attrset = O;
f (trunc)
*attrset = FATTR4_SI ZE_MASK;
}

}
if (ntov_table_init)
nfs4_ntov_table_free(&itov, &sarg);

*

* Get the initial "after" sequence nunber, if it fails,

* set to zero, tine to before.

*

/

i va.va_mask = AT_CTI ME| AT_SEQ

if (VOP_CGETATTR(dvp, & va, 0, cs->cr, NULL)) {
iva.va_seq = 0;
iva.va_ctime = bva.va_cting;

}
/*
* create_vnode attenpts to create the file exclusive,
* if it already exists the VOP_CREATE will fail and
* may not increase va_seq. It is atomc if
* we haven't changed the directory, but if it has changed
* we don’t know what changed it.
*

if (lcreated) {
if (bva.va_seq && iva.va_seq &&
bva.va_seq == iva.va_seq)
ci nfo->atom ¢ = TRUE;
el se
ci nfo->atom ¢ = FALSE;
NFS4_SET_FATTR4_CHANGE( ci nfo->after, iva.va_ctine);
} else {
/*

* The entry was created, we need to sync the
* directory netadata.
*/

(void) VOP_FSYNC(dvp, 0, cs->cr, NULL);
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6605 /*

6606 * Get "after" change value, if it fails, sinply return the
6607 * before val ue.

6608 */

6609 ava. va_mask = AT_CTI ME| AT_SEQ

6610 if (VOP_GETATTR(dvp, &ava 0, cs->cr, NULL)) {

6611 ava.va_ctinme = bva. va_cti nme;

6612 ava.va_seq = O;

6613 }

6615 NFS4_SET_FATTR4_CHANGE( ci nf o- >after, ava.va_ctine);

6617 /*

6618 * The cinfo->atomic = TRUE only if we have

6619 * non-zero va_seq’'s, and it has increnented by exactly one
6620 * during the create_vnode and it didn't

6621 * change during the VOP_FSYNC.

6622 *

6623 if (bva.va_seq && iva.va_seq & ava.va_seq &&

6624 iva.va_seq == (bva va_seq + 1) && iva.va_seq == ava.va_seq)
6625 cinfo->atonic = TRUE

6626 el se

6627 cinfo->atonmi ¢ = FALSE,

6628 }

6630 /* Check for mandatory |ocking and that the size gets set. */

6631 cva.va_mask = AT_MODE;

6632 if (setsize)

6633 cva.va_mask | = AT_SI ZE;

6635 /* Assunme the worst */

6636 cs->nandl ock = TRUE;

6638 if (VOP_GETATTR(vp, &cva, 0, cs->cr, NULL) == 0)

6639 cs->mandl ock = MANDLOCK( cs->vp, cva.va_node);

6641 /*

6642 * Truncate the file if necessary; this would be

6643 * the case for create over an existing file.

6644 */

6646 if (trunc) {

6647 int in_crit = 0;

6648 rfs4 file_t *fp

6649 bool _t create = FALSE;

6651 /*

6652 * W are witing over an existing file.

6653 * Check to see if we need to recall a del egation.
6654 */

6655 rfs4_hol d_del eg_policy();

6656 f ((fp = rfs4_findfile(vp, NULL, &create)) != NULL) {
6657 if (rfs4_check_del egat ed_byfp(FWRI TE, fp,
6658 (reqsize == 0), FALSE, FALSE, &clienti d)) {
6659 rfs4f||ere|e(fp)

6660 rfsd_rel e_del eg_| poI icy();

6661 VN_RELE(vp);

6662 *attrset = O

6663 return (NFS4ERR_DELAY);

6664 }

6665 rfs4_file_rele(fp)

6666 }

6667 rfs4_rel e_del eg_policy();

6669 i f (nbl _need_check(vp)) {
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6670 in_crit = 1; 6736 rfs4_do_open(struct conpound_state *cs, struct svc_req *req,
6737 rfs4_openowner _t *oo, delegreq_t deleg,
6672 ASSERT(reqgsi ze == 0); 6738 uint32_t access, uint32_t deny,
6739 OPEN4res *resp, int del eg_cur)
6674 nbl _start_crit(vp, RWREADER); 6740 {
6675 if (nbl _conflict(vp, NBL_WRI TE, O, 6741 /* XXX Currently not using req */
6676 cva.va_size, 0, NULL)) { 6742 rfs4_state_t *sp;
6677 incrit =0; 6743 rfs4_file_t *fp;
6678 nbl_end crlt(vp) 6744 bool _t screate = TRUE;
6679 VN RELE(vp) 6745 bool _t fcreate = TRUE;
6680 *attrset = O 6746 uint32_t open_a, share_a;
6681 return (NFS4ERR ACCESS) ; 6747 uint32_t open_d, share_d;
6682 } 6748 rfs4_del eg_state_t *dsp;
6683 } 6749 sysid_t sysid;
6684 ct.cc sy3| d = 0; 6750 nf sstat4 status;
6685 ct.cc_pid = 0; 6751 cal ler_context t ct;
6686 ct.cc cal ler _id = nfs4_srv_caller_id; 6752 int fflags = 0;
6687 ct.cc_flags = CC_DONTBLOCK; 6753 int recall = 0;
6754 int err;
6689 cva.va_mask = AT_SI ZE; 6755 int first_open;
6690 cva.va_si ze = reqsi ze;
6691 (voi d) VOP_SETATTR(vp, &cva, 0, cs->cr, &ct); 6757 /* get the file struct and hold a lock on it during initial open */
6692 if (in_crit) 6758 fp = rfs4_fi ndfile_w thlock(cs->vp, &cs->fh, &f create);
6693 nbl _end_crit(vp); 6759 if (fp == NULL)
6694 } 6760 resp->status = NFS4ERR_RESOURCE;
6695 } 6761 DTRACE_PRGBEl( nfss__e_do__openl, nfsstat4, resp->status);
6762 return;
6697 error = nmakef h4(&cs->fh, vp, cs->exi); 6763 }
6699 /* 6765 sp = rfs4_findstate_by_owner_file(oo, fp, &screate);
6700 * Force nodified data and netadata out to stable storage. 6766 if (sp == NULL) {
6701 */ 6767 resp->status = NFS4ERR_RESCOURCE;
6702 (voi d) VOP_FSYNC(vp, FNODSYNC, cs->cr, NULL); 6768 DTRACE_PRCBEl( nfss__e__do_ open2, nfsstat4, resp->status);
6769 /* No need to keep any reference */
6704 if (error) { 6770 rw exit(& p->rf_file_rw ock);
6705 VN RELE(vp) 6771 rfsd file_rele(fp);
6706 *attrset = O 6772 return;
6707 return (puterrno4(error)); 6773 }
6708 }
6775 /* try to get the sysid before continuing */
6710 /* if parent dir is attrdir, set namedattr fh flag */ 6776 if ((status = rfs4_client_sysid(oo->ro_client, &ysid)) != NFS4_OK) {
6711 if (dvp->v_flag & V_XATTRDI R 6777 resp->status = status;
6712 set _fh4_flag(&cs->fh, FH4_NAMEDATTR); 6778 rfs4_file_rele(fp);
6779 /* Not a fully forned open; "close" it */
6714 if (cs->vp) 6780 if (screate == TRUE)
6715 VN_RELE( cs->vp); 6781 rfs4_state_close(sp, FALSE, FALSE, cs->cr);
6782 rfs4_state_rel e(sp);
6717 cs->vp = vp; 6783 return;
6784 }
6719 /*
6720 * if we did not create the file, we will need to check 6786 /* Calculate the fflags for this OPEN. */
6721 * the access bits on the file 6787 if (access & OPENA_SHARE ACCESS_READ)
6722 & 6788 fflags | = FREAD
6789 if (access & OPENA_SHARE_ACCESS_W\RI TE)
6724 if (lcreated) { 6790 fflags | = FWRITE,
6725 if (setsize)
6726 ar gs- >share_access | = OPEN4A_SHARE_ACCESS_WRI TE; 6792 rfs4_dbe_l ock(sp->rs_dbe);
6727 status = check_open_access(args->share_access, cs, req);
6728 if (status != NFS4_OK) 6794 /*
6729 *attrset = 0; 6795 * Cal cul ate the new deny and access node that this open is adding to
6730 } 6796 * the file for this open owner;
6731 return (status); 6797 =Y
6732 } 6798 open_d = (deny & ~sp->rs_open_deny);
6799 open_a = (access & ~sSp->rs_open_access);
6734 | * ARGSUSED*/
6735 static void 6801 /*
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* Cal cul ate the new share access and share deny nodes that this open

* is adding to the file for this open owner;

*/
share_a = (access & ~sp->rs_share_access);
share_d = (deny & ~sp->rs_share_deny);

first_open = (sp->rs_open_access & OPENA_SHARE_ACCESS BOTH) == 0;

/
Check to see the client has already sent an open for this
open owner on this file with the sane share/deny npdes.

If so, we don't need to check for a conflict and we don’t
need to add another shrlock. If not, then we need to
check for conflicts in deny and access before checking for
conflicts in delegation. W don't want to recall a

del egati on based on an open that will eventually fail based
on shares nodes.

/

* ok kb ok ok ok kK

if (share_a || share_d)
if ((err = rfs4_share(sp, access, deny)) != 0) {
rfs4_dbe_unl ock(sp->rs_dbe);
resp->status = err;

rfsd_file_rele(fp);
/* Not a fully fornmed open; "close" it */
if (screate == TRUE)

rfs4_state_cl ose(sp, FALSE, FALSE, cs->cr);

rfs4_state_rel e(sp);

return;
}
}
rfs4_dbe_| ock(fp->rf_dbe);
/*

* Check to see if this file is delegated and if so, if a

* recall needs to be done.

*

/

if (rfsd_ check _recal l (sp, access)) {
rfs4_dbe_unl ock(fp->rf_dbe);
rfs4_dbe_unl ock(sp->rs_dbe);
rfs4 _recal | _del eg(fp, FALSE, sp->rs_owner->ro_client);
del ay( NFS4_DELEGATI ON_CONFLI CT_DELAY) ;
rfs4_dbe_l ock(sp->rs_dbe);

/* if state closed while |lock was dropped */
if (sp->rs_closed) {
if (share_a || share_d)
(void) rfs4_unshare(sp);
rfs4_dbe_unl ock(sp->rs_dbe);
rfs4 _file_rele(fp);
/* Not a fully formed open; "close" it */
if (screate == TRUE)

rfs4_state_cl ose(sp, FALSE, FALSE, cs->cr);

rfs4_state_rel e(sp);
resp->status = NFS4ERR _OLD_STATEI D
return;

}

rfs4_dbe_l ock(fp->rf_dbe);
/* Let's see if the del egation was returned */
if (rfs4_check_recall(sp, access)) {
rfs4_dbe_unl ock(fp->rf_dbe);
if (share_a || share_d)
(void) rfs4_unshare(sp);
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6933

rfs4_dbe_unl ock(sp >rs_dbe);
rfs4 file_rele(fp);
rfs4_update_| ease(sp->rs_owner->ro_client);

/* Not a fully fornmed open; "close" it */
if (screate == TRUE)
rfs4_state_cl ose(sp, FALSE, FALSE, cs->cr);
rfs4_state_rel e(sp);
resp->status = NFS4ERR _DELAY;
return;

—~—

* Ok ok ok ok ok k ok ¥k ok F o

the share check passed and any del egati on conflict has been
taken care of, now call vop_open.

if this is the first open then call vop_open with fflags

if not, call vn_open_upgrade with just the upgrade flags.

if the file has been opened already, it will have the current
this is a new open.

However, if this is open with CLAI M DLEGATE _CUR, then don’t
call VOP_OPEN(), just do the open upgrade.
*
if (first_open && ! deI eg_cur) {
ct.cc_sysid = sysid;
ct.cc_pid = rfs4_ dbe _geti d(sp->rs_owner->ro_dbe);
ct.cc_caller_id = nfs4_srv_caller_id;
ct. cc “flags = CC_DONTBLOCK;
err VOP_OPEN( &cs->vp, fflags, cs->cr, &ct);
if (err) {
rfs4_dbe_unl ock(fp->rf_dbe);
if (share_a || share_d)
(void) rfs4_unshare(sp);
rfs4_dbe_unl ock(sp->rs_dbe);
rfsd_file_rele(fp);

/* Not a fully forned open; "close" it */
if (screate == TRUE)

rfs4_state_cl ose(sp, FALSE, FALSE, cs->cr);
rfs4_state_rel e(sp);

/* check if a nonitor detected a del egati on conflict

if (err == EAGAIN && (ct.cc_flags & CC_WOULDBLOCK) )
resp->status = NFS4ERR _DELAY;

el se
resp->status = NFS4ERR_SERVERFAULT;

return;

}
} else {//* open upgrade */

* calculate the fflags for the new node that is being added

* by this upgrade.
=Y

fflags = 0;

if (open_a & OPENA_SHARE_ACCESS_READ)
fflags | = FREAD;

if (open_a & OPENA_SHARE_ACCESS_V\RI TE)
fflags | = FWRITE,

vn_open_upgr ade(cs->vp, fflags);

Sp- >rs_open_access | = access;
sp->rs_open_deny | = deny;

if (open_d & OPEN4 SHARE DENY_ READ)
fp->rf_deny_read++;

access node in the state struct. 1f it has no share access, then

70
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6934
6935
6936

6938
6939
6940
6941
6942

6944
6945
6946
6947
6948
6949

6951
6953
6955
6957

6959
6960

6962
6963
6964
6965

6967
6968

6970
6971

6973
6974
6975
6976
6977
6978
6979

6981
6982
6983
6984
6985

6987
6988

6990
6991
6992
6994
6996

6998
6999

}

if (open d & OPEN4_SHARE DENY_WRI TE)
fp->rf_deny _write++;
fp->rf_share_deny |= deny;

if (open a & OPEN4_SHARE_ACCESS_READ)
fp->rf_access_read++;

if (open_a & OPEN4_SHARE ACCESS VRl TE)
fp->rf_access_wite++;

fp->rf_share_access | = access;

/*

* Check for delegation here. if the deleg argunment is not
* DELEG ANY, then this is a reclaimfroma client and

*

we nust honor the del egation requested. |f necessary we can
:/set the recall flag.

dsp = rfs4_grant _del egation(del eg, sp, &recall);

cs->del eg = (fp->rf_dinfo.rd_dtype == OPEN_DELEGATE_WRI TE) ;

next_statei d(&sp->rs_stateid);

resp->stateid = sp->rs_stateid.stateid;

rfs4_dbe_unl ock(fp->rf_dbe);
rfs4_dbe_unl ock( sp->rs_dbe);

if (dsp)

rfs4_del eg_state_rel e(dsp);
}

rfsd_file_rele(fp);
rfs4_state_rel e(sp)

resp->status = NFS4_OK;

| * ARGSUSED* /
static void
rfs4_do_opennul | (struct conpound_state *cs, struct svc_req *req,

{

OPENdargs *args, rfs4_openowner_t *oo, OPEN4res *resp)

change_i nfo4 *cinfo = & esp->cinfo;
bi tmap4 *attrset = &resp->attrset;

if (args->opentype == CPEN4 NOCREAT!
resp->status = rfs4_ _I ookupfil e(&args->open_claimi_u.file,
req, cs, args->share_access, cinfo);

el se {
/* inhibit del egation grants during exclusive create */
if (args->npde == EXCLUSI VE4)
rfs4_di sabl e_del egation();
resp->status = rfs4_createfile(args, req, cs, cinfo, attrset,
00->ro_client->rc_clientid);
}

if (resp->status == NFS4_OK) {
/* cs->vp cs->fh now reference the desired file */

rfs4_do_open(cs, req, oo,
00->ro_need_confirm ? DELEG NONE : DELEG ANY,

{
rfs4_set_del eg_response(dsp, &resp->del egation, NULL, recall);
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7000 ar gs- >share_access, args->share_deny, resp, 0);
7002 /*

7003 * |f rfsd_createfile set attrset, we nust

7004 * clear this attrset before the response is copied.
7005 */

7006 if (resp->status != NFS4_OK && resp->attrset) {
7007 resp->attrset = 0;

7008 }

7009

7010 el se

7011 *cs->statusp = resp->status;

7013 if (args->nmode == EXCLUSI VE4)

7014 rfs4_enabl e_del egation();

7015

7017 | * ARGSUSED*/

7018 static void

7019 rfs4_do_openprev(struct conpound_state *cs, struct svc_req *req,
7020 OPEMar gs *args, rfs4_openowner_t *oo, OPEMNdres *resp)

7021 {

7022 change_i nfo4 *cinfo = & esp->cinfo;

7023 vattr_t va;

7024 vtype_t v type = CS->Vp->v_type;

7025 int error = 0;

7027 /* Verify that we have a regular file */

7028 if (v_type != VREGQ

7029 i1f (v_type == VDI R)

7030 resp->status = NFS4ERR | SDI R;

7031 else if (v_type == VLNK)

7032 resp->status = NFS4ERR_SYM.I NK;

7033 el se

7034 resp->status = NFS4ERR | NVAL;

7035 return;

7036 }

7038 va.va_ nask = AT_MODE| AT_UI D;

7039 error VOP_GETATTR(cs->vp, &va, 0, cs->cr, NULL);

7040 if (error) {

7041 resp->status = puterrno4(error);

7042 return;

7043 1

7045 cs->nmandl ock = MANDLOCK( cs->vp, va.va_node);

7047 I*

7048 * Check if we have access to the file, Note the the file
7049 * coul d have originally been open UNCHECKED or GUARDED
7050 * with node bits that will now fail, but there is nothing
7051 * we can really do about that except in the case that the
7052 * owner of the file is the one requesting the open.

7053 */

7054 if (crgetuid(cs->cr) != va.va_uid)

7055 resp->status = check_open_access(args->share_access, cs, req);
7056 if (resp->status != NFS4_OK)

7057 return;

7058 }

7059 }

7061 /*

7062 * cinfo on a CLAIM PREVIOUS is undefined, initialize to zero
7063 */

7064 ci nfo->before = 0;

7065 cinfo->after = 0;
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7066

7068
7069
7070
7071 }

ci nfo->atomi c = FALSE;

rfs4_do_open(cs, req, oo,
NFs4 DELEG4TYPE2REQTYPE( ar gs->open_cl ai m_u. del egate_type),
ar gs- >share_access, args->share_deny, resp, ;

7073 static void
7074 rfs4_do_opendel cur(struct conpound_state *cs, struct svc_req *req,

7075
7076 {
7077
7078
7079
7080
7081

7083
7084
7085
7086
7087
7088
7089
7090
7091
7092
7093
7094

7096
7097
7098
7099
7100

7102

7104
7105
7106
7107

7109
7110
7111
7112

7114
7115
7116
7117
7118

7120
7121
7122
7123
7124
7125 }

OPENdar gs *args, rfs4_openowner_t *oo, OPEN4res *resp)

int error;
nfsstat4 status;
stateid4 stateid =
ar gs- >open_cl ai mi_u. del egat e_cur _i nf 0. del egate_statei d;
rfs4_del eg_state_t *dsp;

/
Find the state info fromthe stateid and confirmthat the
file is delegated. If the state openowner is the sane as
the supplied openowner we’'re done. |If not, get the file
info fromthe found state info. Use that file info to
create the state for this lock owner. Note solaris doen't
really need the pathnanme to find the file. W nay want to
| ookup the pathname and nmake sure that the vp exist and
matches the vp in the file structure. However it is
possi bl e that the pathname nol onger exists (local process
unlinks the file), so this nay not be that useful.

/

* ok ok k% R % ok ¥ ok F ok

status = rfs4_get _del eg_state(&stateid, &dsp);
if (status != NFS4_

resp->status = status;

return;

}
ASSERT(dsp->rds_finfo->rf_dinfo.rd_dtype ! = OPEN_DELEGATE NONE) ;

/*

* New | ock owner, create state. Since this was probably called
* in response to a CB_RECALL we set del eg to DELEG NONE

*/

ASSERT(cs->vp != NULL);
VN_RELE( cs->vp);

VN_HOLD( dsp- >rds_finfo->rf _vp);
cs->vp = dsp->rds_finfo->rf_vp;

if (error = makefh4(&cs->fh, cs->vp, cs->exi)) {
rfs4_del eg_state_rel e(dsp);
*cs->statusp = resp->status = puterrno4(error);
return;

}

/* Mark progress for del egation returns */
dsp->rds_finfo->rf_dinfo.rd_tine_|lastwite = gethrestime_sec();
rfs4_del eg_state_rel e(dsp);
rfs4_do_open(cs, req, oo, DELEG_NO\IE,

ar gs- >shar e_access, args—>share7deny, resp, 1);

7127 | * ARGSUSED* /
7128 static void
7129 rfs4_do_opendel prev(struct conpound_state *cs, struct svc_req *req,

7130
7131 {

OPENdargs *args, rfs4_openowner_t *oo, OPEN4res *resp)
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7132
7133
7134
7135
7136
7137
7138
7139
7140
7141
7142
7143
7144
7145
7146
7147

7149
7150
7151

7153
7154
7155

7157
7158
7159
7160
7161
7162
7163

7165
7166
7167
7168
7169
7170
7171
7172

7174
7175
7176
7177
7178
7179
7180
7181
7182
7183
7184
7185
7186
7187
7188
7189

7191
7192
7193
7194
7195
7196
7197

/
Lookup the pathname, it nust already exist since this file
was del egat ed.

Find the file and state info for this vp and open owner pair.
check that they are in fact del egated.
check that the state access and deny nodes are the sane.

* ok kb % ok F Ok k%
-~

Return the del gation possibly seting the recall flag.

rfs4 _file_t *fp;
rfs4_state t *sp;

bool _t create = FALSE;
bool _t dcreate = FALSE;
rfs4_del eg_state_t *dsp;
nfsace4 *ace;

/* Note we ignore oflags */
resp->status = rfs4_| ookupfil e( &args->open_claim_u.file_del egate_prev,
req, cs, args->share_access, & esp->cinfo);

if (resp->status != NFS4_OK) {
return;
}

/* get the file struct and hold a lock on it during initial open */

fp = rfs4_fi ndfile_w thlock(cs->vp, NULL, &create);

if (fp == NULL)
resp->status = NFS4ERR_RESOURCE;
DTRACE_PRGBEl( nfss__e_do_opendel prevl, nfsstat4, resp->status);
return;

}

sp = rfs4_findstate_by_owner_file(oo, fp, &create);
if (sp == NULL) {
resp->status = NFS4ERR_SERVERFAULT,;
DTRACE PRCBEl( nfss__e_do_opendel prev2, nfsstat4, resp->status);
rw exit(& p->rf_file_rw ock);
rfsa file_rele(fp);
return;

}

rfs4_dbe_| ock(sp->rs_dbe);
rfs4_dbe_l ock(fp->rf_dbe);
if (args->share_access != sp->rs_share_access ||
ar gs- >share_deny ! = sp->rs_share_deny |
sp->rs_finfo->rf_dinfo.rd_dtype == OPEN_DELEGATE_NONE) {
NFS4_DEBUG(rfs4 debug,
(CE_NOTE, "rfs4_do_opendel prev: state m xup"));
rfs4_dbe_unl ock(fp->rf_dbe);
rfs4_dbe_unl ock(sp->rs_dbe);
rfsd file_rele(fp);
rfsd4_state_rel e(sp);
resp->status = NFS4ERR_SERVERFAULT;
return;

}
rfs4_dbe_unl ock(fp->rf_dbe);
rfs4_dbe_unl ock(sp->rs_dbe);

dsp = rfs4_finddel eg(sp, &dcreate);
if (dsp == NULL) {
rf s4_state_rel e(sp);
rfs4_file_rele(fp);
resp->status = NFS4ERR_SERVERFAULT;
return;

74
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7199 next_statei d(&sp->rs_stateid);

7201 resp->stateid = sp->rs_stateid.stateid;

7203 resp- >del egati on. del egati on_type = dsp->rds_dtype;

7205 if (dsp->rds_dtype == OPEN_DELEGATE_READ) {

7206 open_read_del egation4 *rv =

7207 & esp- >del egat i on. open_del egat i on4_u. r ead;
7209 rv->stateid = dsp->rds_del egi d. statei d;

7210 rv->recall = FALSE; /* no policy in place to set to TRUE */
7211 ace = & v->perm ssions;

7212 } else {

7213 open_write_del egation4 *rv =

7214 &r esp- >del egati on. open_del egationd4_u.wite;
7216 rv->stateid = dsp->rds_del egi d. stateid;

7217 rv->recal| = FALSE;, /* no policy in place to set to TRUE */
7218 ace = &rv->perm ssions;

7219 rv->space_linmt. I|mtby NFS_LI M T_SI ZE;

7220 rv->space_limt.nfs_space linit4 u.filesize = U NT64_MAX;
7221 }

7223 /* XXX For now */

7224 ace->type = ACE4_ACCESS_ALLO/\ED_ACE_TYPE;

7225 ace->flag =

7226 ace- >access_rmsk = 0;

7227 ace->who. utf8string_len = 0;

7228 ace->who. utf8string_val = 0;

7230 rfs4_del eg_state_rel e(dsp);

7231 rfs4_state_rel e(sp);

7232 rfs4 file_rele(fp);

7233 }

7235 typedef enum {

7236 NFS4_CHKSEQ OKAY = 0,

7237 NFS4_CHKSEQ REPLAY = 1,

7238 NFS4_CHKSEQ BAD = 2

7239 } rfs4_chkseq_t;

7241 | *

7242 * Ceneric function for sequence nunber checks.

7243 */

7244 static rfs4_chkseq_t

7245 rfs4_check_seqi d(seqi d4 seqid, nfs_resop4 *|astop,

7246 ( seqi d4 rqgst_seq, nfs_resop4 *resop, bool _t copyres)

7247

7248 /* Sane sequence ids and nmatching operati ons? */

7249 if (seqid == rgst _seq_ && resop->resop == | astop->resop) {
7250 if (copyres == TRUE) {

7251 rfs4_free_reply(resop);

7252 rfs4_copy_reply(resop, |astop);

7253 }

7254 NFS4 DEBUG(r f s4_debug, (CE_NOTE,

7255 "Repl ayed SEQ D %\ n", seqid));

7256 return (NFS47CHKSECLREPLA0;

7257 }

7259 /* 1f the inconming sequence is not the next expected then it is bad */
7260 if (rgst_seq !=seqid + 1) {

7261 if (rgst_seq == seqid) {

7262 NFS4_DEBUG(r f s4_debug,

7263 (CE_NOTE, "BAD SEQ D. Repl ayed sequence id "

new usr/src/uts/comon/fs/nfs/nfs4_srv.c

7264
7265
7266
7267
7268
7269
7270
7271
7272

7274
7275
7276

7279
7280

7282

7284
7285
7286
7287

7289
7290

7292
7293

7295
7296

7298

7300
7301
7302
7303

7305
7306

7308
7309

7311

7313
7314
7315
7316
7317

7319
7320

7322
7323
7324
7325
7326
7327
7328
7329

"but last op was % current op is %\ n",
| ast op- >resop, resop->resop));
return (NFS4_CHKSEQ BAD) ;

}
NFS4_DEBUG( r f s4_debug,
(CE_NOTE, "BAD SEQ D: got % expecting %\n",
rgqst_seq, seqid));
return (NFS4_CHKSEQ BAD);
}

/* Everything okay -- next expected */
return (NFS4_CHKSEQ OKAY);

static rfs4_chkseq
rfs4_check_open_: seql d(seqi d4 seqid, rfs4_openowner_t *op, nfs_resop4 *resop)
7281 {

}

rfs4_chkseq_t rc;

rfs4_dbe_| ock(op->ro_dbe);

rc = rfs4_check_seqi d(op->ro_open_seqid, &op->ro_reply, seqid, resop,
TRUE) ;

rfs4_dbe_| unl ock(op->ro_dbe);

if (rc == NFS4_CHKSEQ OKAY)
rfs4_update_| ease(op->ro_client);

return (rc);

static rfs4_chkseq_t
rfs4_check_ol o_seqi d(seqi d4 ol o_seqid, rfs4_openowner_t *op, nfs_resop4 *resop)
7297 {

}

rfs4_chkseq_t rc;

rfsA_dbe_I ock(op->ro_dbe);

rc = rfs4_check_seqi d(op->ro_open_seqi d, &op->ro_reply,
ol o_seqid, resop, FALSE);

rfs4_dbe_unl ock(op >ro_dbe) ;

return (rc);

static rfs4_chkseq_t
rfs4_check_|l ock_seqi d(seqid4 seqid, rfs4_lo_state_t *Isp, nfs_resop4 *resop)
7310 {

}

rfs4_chkseq_t rc = NFS4_CHKSEQ CKAY;

rfs4_dbe_| ock(l sp->rls_dbe);
if (!'lsp->rls_skip_seqid_check)
rc = rfs4_check_seqi d(lsp->rls_seqid, & sp->rls_reply, seqid,
resop, TRUE);
rfs4_dbe_unl ock(l sp->rls_dbe);

return (rc);

static void
rfs4_op_open(nfs_argop4 *argop, nfs_resop4 *resop,

{

struct svc_req *req, struct conpound_state *cs)

OPEMdar gs *args = &ar gop->nfs_argop4_u. opopen;
OPEN4res *resp = &resop->nfs_resop4_u. opopen;
open_owner4 *owner = &args- >owner;

open_cl ai mtype4 claim= args->claim
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7330 rfsd_client_t *cp; 7396 replay = TRUE;
7331 rf s4_openowner _t *oo0; 7397 goto out;
7332 bool _t create; 7398 defaul t:
7333 bool _t replay = FALSE; 7399 br eak;
7334 int can_reclaim 7400 }
7336 DTRACE_NFSV4_2(op__open__start, struct conpound_state *, cs, 7402 /*
7337 OPENdargs *, args); 7403 * Sequence was ok and open owner exists
7404 * check to see if we have yet to see an
7339 if (cs->vp == NULL) { 7405 * open_confirm
7340 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE; 7406 */
7341 goto end; 7407 if (0o->ro_need_confirm {
7342 } 7408 rfs4_free_opens(oo, TRUE, FALSE);
7409 rfs4_sw exit(&00->ro_sw);
7344 I* 7410 rfs4_openowner _rel e(00);
7345 * Need to check clientid and | ease expiration first based on 7411 goto retry;
7346 * error ordering and increnmenting sequence id. 7412 }
7347 */ 7413 }
7348 cp = rfs4_findclient_by_id(owner->clientid, FALSE); 7414 /* Grace only applies to regular-type OPENs */
7349 if (cp == NULL) { 7415 if (rfs4_clnt_in_grace(cp) &
7350 *cs->statusp = resp->status = 7416 (claim== CLAIMNULL || claim== CLAI M DELEGATE CUR)) {
7351 rfs4_check_clientid(&wner->clientid, 0); 7417 *cs->statusp = resp->status = NFS4ERR_GRACE;
7352 goto end; 7418 goto out;
7353 } 7419 }
7355 if (rfs4_lease_expired(cp)) { 7421 /*
7356 rfs4_client_close(cp); 7422 * |f previous state at the server existed then can_reclaim
7357 *cs->statusp = resp->status = NFS4ERR_EXPI RED; 7423 * will be set. If not reply NFS4ERR_NO GRACE to the
7358 goto end; 7424 * client.
7359 } 7425 */
7360 can_reclaim= cp->rc_can_reclaim 7426 if (rfsd4_clnt_in_grace(cp) && claim== CLAIMPREVIOUS && !can_reclaim {
7427 *cs->statusp = resp->status = NFS4ERR NO GRACE;
7362 /* 7428 goto out;
7363 * Find the open_owner for use fromthis point forward. Take 7429 }
7364 * care in updating the sequence id based on the type of error
7365 * being returned.
7366 */ 7432 /*
7367 retry: 7433 * Reject the open if the client has m ssed the grace period
7368 create = TRUE; 7434 B
7369 oo = rfs4_findopenowner (owner, &create, args->seqid); 7435 if (Irfs4_clnt_in_grace(cp) && claim== CLAIM PREVI QUS) {
7370 if (oo == NULL) { 7436 *cs->statusp = resp->status = NFSAERR_NO_GRACE;
7371 *Ccs->statusp = resp->status = NFS4ERR RESOURCE; 7437 goto out;
7372 rfs4_client_rele(cp); 7438 }
7373 goto end;
7374 } 7440 /* Coupl e of up-front bookkeeping items */
7441 if (oo->ro_need_confirm {
7376 /* Hold off access to the sequence space while the open is done */ 7442 1=
7377 rfs4_sw enter(&0->ro_sw; 7443 * |If this is a reclaimOPEN then we should not ask
7444 * for a confirmation of the open_owner per the
7379 /* 7445 * protocol specification.
7380 * |f the open_owner existed before at the server, then check 7446 */
7381 * the sequence id. 7447 if (claim== CLAI M _PREVI QUS)
7382 */ 7448 00->ro_need_confirm = FALSE;
7383 if (lcreate &k !00->ro_postpone_confirm { 7449 el se
7384 switch (rfs4_check_open_seqi d(args->seqid, oo, resop)) { 7450 resp->rflags | = OPENA_RESULT_CONFI RM
7385 case NFS4 CHKSEQ BAD: 7451 }
7386 if ((args->seqid > o0o->ro_open_seqid) && 7452 resp->rflags | = OPENA_RESULT_LOCKTYPE_POSI X;
7387 00->ro_need_confirm {
7388 rfs4_free_opens(oo, TRUE, FALSE); 7454 /*
7389 rfs4_sw exit(&00->ro_sw); 7455 * |f there is an unshared fil esystem nmounted on this vnode,
7390 rfs4_openowner _rel e(00); 7456 * do not allow to open/create in this directory.
7391 goto retry; 7457 */
7392 } 7458 if (vn_ismtpt(cs->vp)) {
7393 resp->status = NFS4ERR _BAD_SEQ D; 7459 *cs->statusp = resp->status = NFS4ERR _ACCESS;
7394 goto out; 7460 goto out;
7395 case NFS4_CHKSEQ REPLAY: /* replay of previous request */ 7461 }
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7463
7464
7465
7466
7467
7468
7469
7470
7471
7472
7473

7476
7477
7478
7479

7481
7482
7483
7484
7485
7486
7487
7488
7489
7490
7491
7492
7493
7494
7495
7496
7497

7499
7500

7502
7503
7504
7505
7506
7507
7508
7509
7510
7511
7512
7513
7514
7515
7516
7517
7518
7519
7520

7522
7523
7524

7526
7527

out :

/*
* access nmust READ, WRITE, or BOTH. No access is invalid.
* deny can be READ, WRI TE, BOTH, or NONE.
* bits not defined for access/deny are invalid.
*
/
if (! (args->share_access & OPENA_SHARE ACCESS BOTH) ||
(args->share_access & ~OPEN4_SHARE ACCESS BOTH) | |
(args- >share_deny & ~OPEN4_SHARE_DENY BOTH)) {
*cs->statusp = resp->status = NFSAERR | NVAL;
goto out;

/*

* make sure attrset is zero before response is built.
*/

resp->attrset = 0;

switch (claim {

case CLAI M NULL:
rfs4_do_opennul | (cs, req, args, 00, resp);
br eak;

case CLAI M PREVI QUS:
rfs4_do_openprev(cs, req, args, 00, resp);
br eak;

case CLAI M DELEGATE_CUR:
rfs4_do_opendel cur(cs, req, args, 00, resp);

br eak;
case CLAIM DELEGATE_PREV:
rfs4_do_opendel prev(cs, req, args, 00, resp);

br eak;

defaul t:
resp->status = NFS4ERR_| NVAL;
br eak;

}

rfs4_client_rele(cp);

/* Catch sequence id handling here to make it a little easier */
switch (resp->status) {
case NFS4ERR BADXDR:
case NFS4ERR BAD SEQ D
case NFS4ERR_BAD STATEI D:
case NFS4ERR_NOFI LEHANDLE:
case NFS4ERR_RESOURCE:
case NFS4ERR STALE_CLI ENTI Dt
case NFS4ERR _STALE_STATEI D
/*
* The protocol states that if any of these errors are
* being returned, the sequence id should not be
* incremented. Any other return requires an
* increnent.
*/
br eak;
defaul t:
/* Always update the | ease in this case */
rfs4_update_| ease(oo->ro_client);

/* Regul ar response - copy the result */
if (!replay)

rfs4_updat e_open_resp(oo, resop, &cs->fh);
/*

* REPLAY case: Only if the previous response was OK
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7528
7529
7530
7531
7532
7533
7534
7535
7536
7537
7538
7539
7540
7541

7543
7544
7545
2826
7546

7548
7549
7550
7551

7553

7555
7556

7558
7559

7561
7562

7564
7565
7566
7567
7568
7569
7570
7571
7572
7573
7574
7575
7576
7577
7578
7579
7580
7581
7582
7583
7584
7585
7586
7587
7588
7589
7590
7591
7592

* do we copy the filehandle. |If not OK no
* filehandl e to copy.
*

/

if (replay == TRUE &&
resp- >stat us == NFS4_K &&
00->ro_reply fh.nfs fh4 val) {
/*

* |f this is a replay, we nust restore the
* current filehandle/vp to that of what was
* returned originally. Try our best to do
.
; it.
fs_fh4_fnmt_t *fh_fntp =
(nfs_fh4_fnmt_t *)oo->ro_reply_fh.nfs_fh4_val;

if (cs->exi)
exi _rel e(cs->exi);
cs->exi = checkexport (& h _fntp->fh4 _fsid,
cs->exi = checkexport4(& h_fntp->fh4_fsi d
(fid_t *)& h_fmtp->h4_xlen, NULL);

if (cs->exi == NULL) {
resp->status = NFS4ERR_STALE;
goto finish;

}
VN_RELE( cs->vp);

cs->vp = nfs4_fhtovp(&o->ro_reply_fh, cs->exi,
&r esp- >st at us) ;

if (cs->vp == NULL)
goto finish;

nfs_fh4_copy(&oo->ro_reply_fh, &cs->fh);

If this was a replay, no need to update the
sequence id. If the open_owner was not created on
this pass, then update. The first use of an
open_owner will not bunp the sequence id.

—h ok ok ok ok F k
-

(replay == FALSE && !create)
rfs4_updat e_open_sequence(00);

If the client is receiving an error and the

open_owner needs to be confirned, there is no way

to notify the client of this fact ignoring the fact

that the server has no nmethod of returning a

stateid to confirm Therefore, the server needs to

mark this open_owner in a way as to avoid the

sequence id checking the next tine the client uses

*/thi S open_owner.

*

if (resp->status != NFS4_CK && o0o0->ro_need_confirm
00- >r o_post pone_confirm = TRUE

/

* ok Ok ok % ok ko

*

* |f OK response then clear the postpone flag and
* reset the sequence id to keep in sync with the
* client.

*/

if (resp->status == NFS4_OK && 00->ro_post pone_confirmn {
00->r0 postpone confl rm = FALSE;
00->ro_open_seqid = args->seqid;
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7593 br eak;

7594 1

7596 finish:

7597 *Ccs->statusp = resp->stat us;
7599 rfs4_sw exit (&00->ro_sw);

7600 rfs4_openowner _rel e(00);

7602 end:

7603 DTRACE_NFSV4_2( op__open__done,
7604 OPENdres *, resp);

7605 }

____unchanged_portion_onitted_

struct conpound_state *,

cs,
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556 /*

557 * This function checks the path to a new export to
558 * check whether all the pathnane conponents are

559 * exported. It works by clinbing the file tree one
560 * conponent at a time via "..", crossing nountpoints
561 * if necessary until an export entry is found, or the
562 * systemroot is reached.

563 *

564 * If an unexported nountpoint is found, then

565 * a new pseudo export is added and the pathnanme from
566 * the nmountpoint down to the export is added to the
567 * visible list for the new pseudo export. |f an existing
568 * pseudo export is found, then the pathname is added
569 * to its visible list.

570 *

571 * Note that there's sone tests for exportdir.

572 * The exportinfo entry that’'s passed as a paraneter
573 * is that of the real export and exportdir is set
574 * for this case.

575 *

576 * Here is an exanple of a possible setup:

577 *

578 * () - a newfs; fs nmount point

579 * EXPORT - a real exported node

580 * PSEUDO - a pseudo node

581 * vis - visible list

582 * f# - security flavor#

583 * (f#) - security flavor# propagated fromits descendents
584 * "" - covered vnode

585 *

586 *

587 * /

588 * |

589 * (a) PSEUDO (f1,f2)

590 * | vis: b,b,"c","n"

591 * |

592 * b

593 * = eeee--e-s R L

594 * | |

595 * (c) EXPORT, f1(f2) (n) PSEUDO (f1,f2)
596 * | vis: "e","d" | vis: mm,p,q,"o"
597 * | |

598 *  o-eciiaoion e
599 * | | | | |
600 * (d) (e) f m EXPORT, f 1(f 2) p
601 * EXPORT  EXPORT | |
602 * f1 f2 | |
603 * | | |
604 * j (0) EXPORT, f2 q
605 *

606 */

607 int

608 treeclinmb_export(struct exportinfo *exip)

609 {

610 vnode_t *dvp, *vp;

611 fid_t fid,

612 int error;

613 int exportdir;

614 struct exportinfo *exi = NULL;

EXPORT f2
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615
616
617
618
619

621

623
624
625

627

629
630
631
632
633

635
636
637
638
639
640
641
642
643
642
644
645
646
647
648
649
650
651
652
653
654
655

657
658
659
660
661
662
663

665
666
667
668
669
670
671
672
673
674
675

677
678
679

struct exportinfo *new exi = exip;
struct exp_visible *visp;

struct exp_visible *vis_head = NULL;
struct vattr va;

treenode_t *tree_head = NULL;

ASSERT( RW VRl TE_HELD( & xport ed_| ock) ) ;

vp = exip->exi_vp;
VN_HOLD(vp) ;
exportdir = 1;

for (;;) {

bzero(&fid, sizeof (fid));
fid.fid_len = MAXFI DSZ;
error = vop_fid_pseudo(vp, &fid);
if (error)

break;

if (! exportdir) {
/*

Check if this exportroot is

continue .. traversal until

*
* then attach the pseudonodes.
*
*

export (pseudo or real)
*
/

a VROOT dir. If
If not, then
we hit a VROOT

exi = checkexport_nohol d( & p->v_vfsp->vfs_fsid,
vp);

exi = checkexport4(&p->v_vfsp->vfs_fsid, &fid,
if (exi !'= NULL && vp->v_flag & VROOT) ({

/*

* Found an export info

*

* Extend the list of visible

* directories whether it’s a pseudo

* or a real export.

*/

nmore_vi si bl e(exi,

tree_|

head) ;

break; /* and clinb no further */

}
!

If at the root of the filesystem need

nt

and continue the clinb on the nounted-on

*
*
* to traverse across the nountpoi
*
* filesystem
*
if (vp->v_flag & VROOT) {
if (! exportdir) {
/*

so,

&fid,
vp);

* Found the root directory of a filesystem
* that isn't exported.
* this as a pseudo export so that an NFS v4
* client can do | ookups init.
*

/

Need to export

new_exi = pseudo_exportfs(vp, & id, vis_head,

NULL) ;
vis_head = NULL;
}

if (VWN_CW(vp, rootdir)) {
/* at systemroot
/*

*/
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680 * |f sharing "/", new_exi is shared exportinfo 746 vp = dvp;
681 * (exip). Oherwi se, new.exi is exportinfo 747 }
682 * created in pseudo_exportfs() above.
683 */ 749 VN_RELE(vp);
684 ns_root = tree_prepend_node(tree_head, O,
685 new_exi); 751 /*
686 br eak; 752 * W can have set error due to error in:
687 } 753 * 1. vop_fid_pseudo()
754 * 2. VOP_CETATTR()
689 vp = untraverse(vp); 755 * 3. VOP_LOOKUP()
690 exportdir = O; 756 * We nust free pseudo exportinfos, visibles and treenodes.
691 conti nue; 757 * Visibles are referenced fromtreenode_t::tree_vis and
692 } 758 * exportinfo_t::exi_visible. To avoid double freeing, only
759 * exl_visible pointer is used, via exi_rele(), for the clean-up.
694 /* 760 */
695 * Do a getattr to obtain the nodeid (inode num 761 if (error) {
696 * for this vnode. 762 /* Free unconnected visibles, if there are any. */
697 */ 763 if (vis_head)
698 va.va_ rrask = AT_NODEI D; 764 free_visible(vis_head);
699 error VCP  GETATTR(vp, &va, 0, CRED(), NULL);
700 if (error) 766 /* Connect unconnected exportinfo, if there is any. */
701 br eak; 767 if (new_exi && new_exi != exip)
768 tree_head = tree_prepend_node(tree_head, 0, new exi);
703 /*
704 * Add this directory fid to visible list 770 whil e (tree_head)
705 */ 771 treenode_t *t2 = tree_head;
706 visp = knem al | oc(si zeof (*visp), KM SLEEP); 772 exportinfo_t *e = tree_| head- >t r ee exi;
707 VN_HOLD(vp) ; 773 /* exip wll be freed in exportfs() */
708 Vi sp->vis_vp = - vp; 774 if (e & e !'= exip
709 visp->vis_fid = fid; /* structure copy */ 775 export_unlink(e);
710 Vi sp->vis_ino = va.va_nodei d; 776 exi _rele(e);
711 Vi sp->vi s count =1 777 }
712 vi sp->vis_exported = exportd|r 778 tree_head = tree_head->tree_child_first;
713 Vi sp->Vvi s_seci nfo = NULL 779 kmamfree(tz sizeof (*t2));
714 Vi sp->vis “seccnt = 0; 780 }
715 vi sp->vis_next = vi s_head; 781 }
716 vis_head = visp;
783 return (error);
784 }
719 /* __unchanged_portion_onitted_
720 * WIIl set treenode’s pointer to exportinfo to
721 * 1. shared exportinfo (exip) - if first visit here
722 * 2. freshly allocated pseudo export (if any)
723 * 3. null otherw se
724 */
725 tree_head = tree_prepend_node(tree_head, visp, new exi);
726 new_exi = NULL;
728 /*
729 * Now, do a".." to find parent dir of vp.
730 */
731 error = VOP_LOOKUP(vp, "..", &dvp, NULL, O, NULL, CRED(),
732 NULL, NULL, NULL);
734 if (error == ENOTDI R && exportdir) {
735 dvp = exi p->exi_dvp;
736 ASSERT(dvp != NULL);
737 VN_HOLD( dvp) ;
738 error = 0;
739 }
741 if (error)
742 br eak;
744 exportdir = 0;
745 VN_RELE(vp);
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__unchanged_portion_onitted_

105 int

106 nfs4_readdir_getvp(vnode_t *dvp, char *d_nane, vnode_t **vpp,
107 struct exportinfo **exi, struct svc_req *req,
108 struct compound_state *cs, int expseudo)

109 {

110 int error;

111 int ismtpt;

112 fid_t fi d

113 vnode_t *vp, *pre_tvp;

114 nfsstat4 status;

115 struct exporti nfo *newexi, *saveexi;

116 cred_t *scr;

118 *vpp = vp = NULL;

120 if (error = VOP_LOOKUP(dvp, d_nane, &p, NULL, 0, NULL, cs->c
121 NULL, NULL, NULL))

122 return (error);

124 /*

125 * |f the directory is a referral point, don't return the
126 * attrs, instead set rdattr_error to MOVED.

127 */

128 if (vn_is_nfs_reparse(vp, cs->cr) && !client_is_downrev(req))
129 VN_RELE(vp) ;

130 DTRACE_PROBE2( nf s4serv__f unc referral __noved,
131 vnode_t *, vp, char *, "nfs4_readdir getvp")
132 return (NFS4ERR_MOVED);

133 1

135 /* |Is this object nounted upon? */

136 ismtpt = vn_ismtpt(vp);

138 /*

139 * Nothing nore to do if object is not a nmount point or
140 * a possi bl e LOFS shadow of an LOFS nmount (which won’t
141 * have v_vfsnount edhere set)

142 */

143 if (ismtpt == 0 && dvp->v_vfsp == vp->v_vfsp && expseudo ==
144 *vpp = vp;

145 return (0);

146 }

148 if (ismtpt) {

149 /*

150 * Somet hing is nounted here. Traverse and nanage the
151 * npamespace

152 */

153 pre tvp = vp;

154 VN_HOLD( pre_tvp);

156 if ((error = traverse(&p)) !'=0) {

157 VN_RELE(vp) ;

158 VN_RELE(pre_tvp);

159 return (error);

160 }

161 1f (vn_is_nfs_reparse(vp, cs->cr)) {

162 VN _RELE(Vp) ;

163 VN_RELE(pre_tvp);

r,

{

0) {
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164 DTRACE_PROBE2( nf s4serv_ func referral __noved,
165 vnode_t *, vp, char *, "nfs4_readdir getvp)
166 return (NFS4ERR_MOVED);

167 }

168 }

170 bzero( &fi sizeof (fid));

171 fid.fid_l n:MAXFIDSZ;

173 /

*

174 * |f VOP_FID not supported by underlying fs (mtfs, procfs,

175 * etc.), then return attrs for stub instead of VROOT object.
*

176 If it fails for any other reason, then return the error.
177 */

178 if (error = VOP_FID(vp, & id, NULL)) {

179 if (ismtpt == 0

180 VN_RELE(vp);

181 return (error);

182 }

184 if (error !'= ENOSYS && error != ENOTSUP) {
185 VN_RELE(vp) ;

186 VN_RELE( pre_tvp);

187 return (error);

188

189 /* go back to vnode that is "under" nount */
190 VN_RELE( vp);

191 *Vpp = pre_tvp;

192 return (0);

193 }

195 newexi = checkexport (&p->v_vfsp->vfs_ fsid, &id, vp);
195 newexi = Checkexport4(&vp >v_vfsp->vfs_fsi d &f i d vp);
196 if (newexi == NULL) {

197 if (ismtpt == 0) {

198 *vpp = vp;

199 } else {

200 VN_RELE(vp);

201 *vpp = pre_tvp;

202 }

203 return (0);

204 }

206 if (ismtpt)

207 VN_RELE(pre_tvp);

209 /* Save the exi and present the new one to checkauth4() */
210 saveexi = cs->exi;

211 Ccs->exi = newexi;

213 /* Get the right cred |ike | ookup does */

214 SCr = cS->cCr;

215 cs->cr = crdup(cs->basecr);

217 status = cal |l _checkauth4(cs, req);

219 crfree(cs->cr);

220 Cs->Cr = scr;

221 cs->exi = saveexi;

223 /* Reset what call_checkauth4() may have set */

224 *cs->statusp = NFS4_CK;

226 if (status !'= NFS4_OK) {

227 VN_RELE(vp);

228 exi _rel e( newexi )
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229 #endif /* ! codereview */

230 if (status == NFS4ERR _DELAY)
231 status = NFS4ERR_ACCESS;
232 return (stat us)

233 }

234 *vVpp = vp;

235 *exi = newexi ;

237 return (0);

238 }

240 /* This is the set of pathconf data for vfs */
241 typedef struct

242 uint64_t maxfilesize;
243 uint32_t maxlink;
244 ui nt32_t maxnane;

245 } rfs4_pc_encode_t;

248 static int
249 rfs4_get _pc_encode(vnode_t *vp, rfs4_pc_encode_t *pce, bitnmap4 ar,
250 {

cred_t *cr)

cr, NULL);

- 1) - 1);

NULL) ;

NULL) ;

251 int error;

252 ul ong_t pc_val;

254 pce->maxfil esize = 0;

255 pce->maxlink = 0;

256 pce- >maxname = O;

258 if (ar & FATTR4A_MAXFI LESI ZE_MASK) {

259 /* Maxinum File Size */

260 error = VOP_PATHCONF(vp, _PC FILESI ZEBI TS, &pc_val,
261 if (error)

262 return (error);

264 /*

265 * |f the underlying file system does not support
266 * PC_FILESIZEBITS, return a reasonable default. Note that
267 * error code on VOP_PATHCONF will be 0, even if the underlying
268 * file system does not support _PC FI LESI ZEBI TS.
269 *

270 if (pc_val == (ulong_t)-1) {

271 pce->maxfil esi ze = MAXOFF32_T;

272 } else {

273 if (pc_val >= (sizeof (U|nt64t) * 8))

274 pce->maxfil esize = | NT64_MAX;

275 el se

276 pce->maxfil esize = ((1LL << (pc_val
277 }

278 }

280 if (ar & FATTR4A_MAXLI NK_NASK) {

281 /* Maxi mum Li nk Count */

282 error = VOP_PATHCONF(vp, _PC LI NK_MAX, &pc_val, cr,
283 if (error)

284 return (error);

286 pce->maxlink = pc_val;

287 }

289 if (ar & FATTR4_MAXNAVE MASK) {

290 /* Maxi mum Nanme Length */

291 error = VOP_PATHCONF(vp, _PC NAME _MAX, &pc_val, cr,
292 if (error)

293 return (error);
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295 pce->maxnanme = pc_val ;
296 1

298 return (0);

299 }

301 /* This is the set of statvfs data that is ready for encoding */
302 typedef struct

303 uint64_t space_avail;
304 uint64_t space_free;
305 uint64_t space_total;
306 u_l onglong_t fa;

307 u_longlong_t ff;

308 u_longlong_t ft;

309 } rfs4_sb_encode_t;

311 static int
312 rfs4_get_sb_encode(vfs_t *vfsp, rfs4_sb_encode_t *psbe)

313 {

314 int error;

315 struct statvfs64 sb;

317 /* Grab the per filesysteminfo */

318 if (error = VFS_STATVFS(vfsp, &sb)) {

319 return (error);

320 }

322 /* Cal cul ate space avail able */

323 if (sb.f_bavail != (fsblkecnt64_t)-1) {

324 psbe->space_avail =

325 (fattr4_space_avail) sb.f_frsize *
326 (fattr4_space_avail) sbh.f _bavail;
327 } else {

328 psbe- >space_avail =

329 (fattr4_space_avail) sb.f_bavail;
330 1

332 /* Cal cul ate space free */

333 if (sb.f_bfree !'= (fsblkcnt64_t)-1) {

334 psbe->space_free =

335 (fattrd_space_free) sb.f_frsize *
336 (fattr4_space_free) sbh.f_bfree;
337 } else {

338 pshe- >space_free =

339 (fattrd_space_free) sb.f_bfree;
340 }

342 /* Cal cul ate space total */

343 if (sb.f_blocks !'= (fsblkcnt64_t)-1) {

344 psbe- >space_total =

345 (fattr4_space_total) sb.f_frsize *
346 (fattr4_space_total) sb.f_bl ocks;
347 } else {

348 psbe- >space_total =

349 (fattr4_space_total) sb.f_blocks;
350 }

352 /* For use later on attr encode */

353 psbe->fa = sh.f_favail;

354 pshe->ff = sh.f_ffree;

355 psbe->ft = sb.f_files;

357 return (0);

358 }

360 /*
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361 * Macros to handle if we have don’t have enough space for the requested 427 bi t map4 ae;
362 * attributes and this is the first entry and the 428 rfs4_pc_encode_t dpce, pce;
363 * requested attributes are nore than the mnimal useful 429 ul ong_t pc_val;
364 * set, reset the attributes to the mnimal set and 430 ui nt 64_t maxread;
365 * retry the encoding. If the client has asked for both 431 uint64_t maxwrite;
366 * mounted_on_fileid and fileid, prefer nounted_on_fileid. 432 uint_t true = TRUE
367 */ 433 uint_t false = FALSE;
368 #define M NI MAL_RD ATTRS \ 434 uid t lastuid;
369 (FATTRA_MOUNTED_ON_FI LEI D_MASK| \ 435 gid_t lastgid;
370 FATTR4_FI LEI D_MASK]| \ 436 int lu_set, |g_set;
371 FATTR4_RDATTR_ERROR_MASK) 437 utf8string owner, group;
438 int owner_error, group_error;
373 #define M NIM ZE _ATTR_MASK(m) { \ 439 struct sockaddr *ca;
374 if ((mM & FATTRA_MOUNTED ON_FI LEI D_MASK) \ 440 char *name = NULL;
375 (m &= FATTR4_RDATTR_ERROR MASK| FATTR4 MOUNTED ON FI LEI D_MASK; \
376 el se \ 442 DTRACE_NFSV4_2(op__readdir__start, struct conpound_state *, cs,
377 (m &= FATTR4_RDATTR_ERROR_MASK| FATTR4_FI LEI D_MASK; \ 443 READDI R4args *, args);
378 }
445 lu_set = 1g_set = 0;
380 #define IS M N _ATTR_MASK(m (((mM & ~-M N MAL_RD ATTRS) == 0) 446 owner. utf8string_len = group.utf8string_len = 0;
381 /* 447 owner . utf8string_val = group.utf8string_val = NULL;
382 * If readdir only needs to return FILEID, we can take it fromthe
383 * dirent struct and save doing the | ookup. 449 resp->nbl k = NULL;
384 */
385 /* ARGSUSED */ 451 /* Maximumread and wite size */
386 void 452 maxread = maxwite = rfs4_tsize(req);
387 rfs4_op_readdir(nfs_argop4 *argop, nfs_resop4 *resop,
388 struct svc_req *req, struct conpound_state *cs) 454 if (dvp == NULL)
389 { 455 *cs->statusp = resp->status = NFS4ERR_NOFI LEHANDLE;
390 READDI R4args *args = &ar gop->nfs_argop4_u. opreaddir; 456 goto out;
391 READDI Rdres *resp = & esop->nfs_resop4_u. opreaddir; 457 }
392 struct exportinfo *newexi = NULL;
393 int error; 459 /*
394 nbl k_t *np; 460 * |f there is an unshared fil esystem nounted on this vnode,
395 uint_t npcount; 461 * do not allow readdir in this directory.
396 int alloc_err = 0; 462 B
397 vnode_t *dvp = cs->vp; 463 if (vn_ismtpt(dvp)) {
398 vnode_t *vp; 464 *cs->statusp = resp->status = NFS4ERR _ACCESS;
399 vattr_t va; 465 goto out;
400 struct dirent64 *dp; 466 }
401 rfs4_sb_encode_t dsbe, sbhe;
402 int vfs_different; 468 if (dvp->v_type != VDR {
403 int rddir_data_len, rddir_result_size; 469 *cs->statusp = resp->status = NFS4AERR NOTDI R,
404 caddr _t rddir_data; 470 goto out;
405 of fset _t rddir_next_of fset; 471 }
406 int dircount;
407 int no_space; 473 if (args->maxcount <= RFS4_M NLEN_RDDI R4) {
408 int iseofdir; 474 *cs->statusp = resp->status = NFS4AERR TOOSMALL;
409 uint_t eof; 475 goto out;
410 struct iovec iov; 476 }
411 struct uio uio;
412 int tsize; 478 s
413 int check_visible; 479 * |If wite-only attrs are requested, then fail the readdir op
414 int expseudo = O; 480 */
481 if (args->attr_request &
416 uint32_t *ptr, *ptr_redzone; 482 (FATTR4_TI ME_MODI FY_SET_MASK | FATTR4_TI ME_ACCESS_SET_MASK) ) {
417 uint32_t *begi nning_ptr; 483 *cs->statusp = resp->status = NFS4ERR | NVAL;
418 uint32_t *lastentry_ptr; 484 goto out;
419 uint32_t *attrmask_ptr; 485 }
420 uint32_t *attr_offset_ptr;
421 uint32_t attr_length; 487 error = VOP_ACCESS(dvp, VREAD, 0, cs->cr, NULL);
422 ui nt32_t rndup; 488 if (error) {
423 ui nt32_t nanel en; 489 *cs->statusp = resp->status = puterrno4(error);
424 uint32_t rddirattr_error = 0; 490 goto out;
425 int nents; 491 }
426 bit map4 ar = args->attr_request & NFS4_SRV_RDDI R_SUPPORTED ATTRS;
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if (args->cookieverf != Readdir4verf)
*cs->statusp = resp->status = NFS4ERR_NOT_SAME;
goto out;

}

/* |Is there pseudo-fs work that is needed for this readdir? */
check_vi si bl e = PSEUDQ(cs->exi) ||

| is_exported_sec(cs->nfsflavor, cs->exi) ||

cs->access & CS_ACCESS_LI M TED;

/* Check the requested attributes and only do the work if needed */
if (ar & (FATTR4A_MAXFI LESI ZE_MASK |

FATTRA_MAXLI NK_MASK |
FATTRA_MAXNAME_MASK) ) {

if (error = rfs4_get_pc_encode(cs->vp, &dpce, ar, cs->cr)) {

*cs->statusp = resp->status = puterrno4(error);
goto out;

}
pce = dpce;

/* 1If there is statvfs data requested, pick it up once */
if (ar &
(FATTR4_FI LES_AVAI L_NASK |
FATTR4A_FI LES_FREE_MASK |
FATTRA_FI LES_TOTAL_MASK |
FATTRA_FI LES_AVAI L_NMASK |
FATTR4_FI LES_FREE_MASK |
FATTRA_FI LES_TOTAL_MASK) ) {
if (error = rfs4_get_sb_encode(dvp->v_vfsp, &dsbe)) {
*cs->statusp = resp->status = puterrno4(error);
goto out;

sbe = dsbe;

* Max transfer size of the server is the absolute limte.
* If the client has decided to max out with something really

* tiny, then return toosnall. O herw se, nove forward and
* see if a single entry can be encoded.
*/

tsize = rfs4_tsize(req);
if (args->maxcount > tsize)
ar gs- >maxcount = tsize;
else if (args->maxcount < RFS4_M NLEN RDDI R BUF) {
if (args->maxcount < RFS4_M NLEN_ENTRY4)
*cs->statusp = resp->status = NFS4ERR_TOOSMALL,;
goto out;

}

/*
* How | arge should the nblk be for outgoing encoding.
S

if (args->maxcount < MAXBSI ZE)
mpcount = MAXBSI ZE;

el se
npcount = ar gs->maxcount;

np will contain the data to be sent out in the readdir reply.
It will be freed after the reply has been sent.

Let’s roundup the data to a BYTES_PER XDR UNI X nul ti pl e,

so that the call to xdrnbl k_putnbl k() never fails.

* ok k ok ¥
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*/
mp = al | ocb( RNDUP( npcount), BPRI _MED);

if (np =/=*NULL) {

* The allocation of the client’s requested size has
* failed. It may be that the size is too large for
* current systemutilization; step down to a "common"
* size and wait for the allocation to occur.
*

/

if (mpcount > MAXBSI ZE)
ar gs- >maxcount = npcount = MAXBSI ZE;
mp = al |l ocb_wai t (RNDUP( npcount), BPRI _MED,
STR_NOSI G &al l oc_err);
}

ASSERT(np !'= NULL);
ASSERT(al | oc_err == 0);

resp->nbl k = np;
ptr = beginning_ptr = (uint32_t *)np->b_datap->db_base;

The "redzone" at the end of the encoding buffer is used
to deal with xdr encoding length. |Instead of checking
each encoding of an attribute value before it is done,
make the assunption that it will fit into the buffer and
check occasionally.

The | argest block of attributes that are encoded w thout
checking the redzone is 18 * BYTES_PER XDR UNIT (72 bytes)
"round" to 128 as the redzone size.

(args->maxcount < (npcount - 128))
ptr_redzone =
(uint32_t *)(((char *)ptr) + RNDUP(args->nmaxcount));

el se

ptr_redzone =

(uint32_t *)((((char *)ptr) + RNDUP(npcount)) - 128);

/*
* Set the dircount; this will be used as the size for the
* readdir of the underlying filesystem First make sure
* that it is large enough to do a reasonable readdir (client
* may have short changed us - it is an advisory nunber);
* then make sure that it isn't too |arge.
* After all of that, if maxcount is "small" then just use
*

that for the dircount nunber.
*/
di rcount = (args->dircount < MAXBSIZE) ? MAXBSI ZE : args->dircount;
dircount = (dircount > tsize) ? tsize : dircount;
if (dircount > args->nmaxcount)
di rcount = args->maxcount;
if (args->maxcount <= MAXBSI ZE)
if (args->maxcount < RFS4_M NLEN_RDDI R_BUF)
dircount = RFS4 M NLEN RDDI R BUF;
el se
di rcount = args->nmaxcount;

}

/* nunber of entries fully encoded in outgoing buffer */
nents = 0;

/* ENCODE READDI R4res. cooki everf */
| XDR_PUT_HYPER(ptr, Readdird4verf);
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626 rddir_data_l en = dircount;

627 rddir_data = kn'em_al loc(rddir_data_l en, KM NOSLEEP);

628 if (rddir_data == NULL) {

629 /* The allocation failed; downsize and wait for it this tine */
630 if (rddir_data_l en > MAXBSI ZE)

631 rddir_data_l en = dircount = MAXBSI ZE;

632 rddir_data = knem.al | oc(rddir_data_|l en, KM SLEEP);

633

635 rddi r_next_offset = (offset_t)args->cookie;

637 ca = (struct sockaddr *)svc_getrpccaller(reqg->rg_xprt)->buf;

639 readagai n:

641 no_space = FALSE;

642 i seofdir = FALSE;

644 vp = NULL;

646 /* Move on to reading the directory contents */

647 iov.iov_base = rddir_data;

648 iov.iov_len = rddir_dat a_I en;

649 uio.uio_iov = & ov;

650 ui 0.uio_iovent = 1;

651 ui 0. ui o_segfl g = U O_SYSSPACE;

652 ui 0. uio_extflg = U O COPY_CACHED;

653 uio.uio_loffset = rddir_next_offset;

654 uio.uio_resid = rddir_data_|l en;

656 (voi d) VOP_RW.OCK(dvp, V_WRI TELOCK FALSE, NULL);

658 error = VOP_READDI R(dvp, &uio, cs->cr, & seofdir, NULL, 0);
660 VOP_ RWUNLOCK( dvp, V. WRI TELOCK_FALSE, NULL);

662 if (error) {

663 kmem free((caddr_t)rddir_data, rddir_data_len);

664 freeb(resp->nbl k) ;

665 resp->nbl k = NULL;

666 resp->data_l en = O;

667 *cs->statusp = resp->status = puterrno4(error);

668 goto out;

669 }

672 rddir_result_size = rddir_data_len - uio.uio_resid,

674 /* No data were read. Check if we reached the end of the directory.
675 if (rddir_result_size == 0) {

676 /* encode the BOOLEAN marki ng no further entries */
677 | XDR_PUT_U_| NT32(ptr, false);

678 /* encode the BOOLEAN si gnlfyl ng end of directory */
679 I XDR_PUT_U_| NT32( ptr, iseofdir ? true : false);

680 resp->data_l en (char *)ptr - (char *)beginning_ptr;
681 resp->nbl k->b wptr += resp->data_l en;

682 kmem f ree((caddr _t)rddir data rddir_data_l en);

683 *cs->statusp = resp->status = NFS4_CK;

684 goto out;

685 1

687 lastentry_ptr = ptr;

688 no_space = 0;

689 for (dp—(struct dirent 64 *)rddir_data;

690 I'no_space && rddir_result_size > 0; dp = nextdp(dp)) {

*/

new usr/src/uts/comon/fs/nfs/nfs4_srv_readdir.c

692 /* reset expseudo */

693 expseudo = 0;

695 if (vp) {

696 VN_RELE( vp) ;

697 vp = NULL;

698 }

700 if (newexi) {

701 exi _rel e(newexi);

228 if (newexi)

702 newexi = NULL;

703 }

704 #endif /* ! codereview */

706 rddir_result_size -= dp->d_reclen;

708 /* skip "." and ".." entries */

709 if (dp->d_ino == 0 || NFS_| IS DOTNANE(dp >d_nane)) {
710 rddir_next_offset = dp->d_o

711 conti nue;

712 }

714 if (check_visible &&

715 I'nfs_visibl e_inode(cs->exi, dp->d_ino, &expseudo)) {
716 rddi r_next_of fset = dp->d_off;

717 conti nue;

718 }

720 /*

721 * Only if the client requested attributes.

722 * |f the VOP_LOOKUP fails ENCENT, then ski p this entry
723 * for the readdir response. |f there was another error,
724 * then set the rddirattr_error and the error will be
725 * encoded later in the "attributes" section.

726 */

727 ae = ar;

728 if (ar == 0)

729 goto reencode_attrs;

731 error = nfs4_readdir_getvp(dvp, dp->d_nane,

732 &vp, &newexi, req, cs, expseudo);

733 if (error == ENCENT) {

734 rddi r_next_offset = dp->d_off;

735 conti nue;

736 }

738 rddirattr_error = error;

740 1=

741 * The vp obtained from above nay be froma

742 * different filesystemnount and the vfs-1ike

743 * attributes shoul d be obtained fromthat

744 * different vfs; only do this if appropriate.

745 */

746 if (vp &&

747 (vfs_different = (dvp->v_vfsp !I= vp >v _visp))) {
748 if (ar & (FATTR4_FILES_AVAI L_MASK |

749 FATTR4_FI LES_FREE _MASK |

750 FATTRA_FI LES_TOTAL_NMASK |

751 FATTRA_FI LES_AVAI L_MASK |

752 FATTR4_FI LES_FREE_MASK |

753 FATTR4_FI LES_TOTAL_MASK)) {

754 if (error =

755 rfs4_get_sb_encode(dvp->v_vfsp,

10
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reencode_attrs:

&sbe)) {

/* Renpve attrs from encode */

ae & ~(FATTR4_FI LES_AVAI L_MASK |
FATTR4_FI LES_FREE_MASK |
FATTR4_FI LES_TOTAL_MASK |
FATTRA_FI LES_AVAI L_MASK |
FATTRA_FI LES_FREE_NASK |
FATTRA_FI LES TOTAL _MASK) ;

rddirattr_error = error;

}

}
if (ar & (FATTR4A_MAXFI LESI ZE MASK |
FATTR4_VAXLI NK_MASK |
FATTR4A_MAXNAMVE_MASK) ) {
if (error = rfs4_get pc_encode(cs->vp,
&pce, ar, cs->cr)) {
ar & ~(FATTR4_MAXFI LESI ZE_MASK |
FATTRA_MAXLI NK_MASK |
FATTRA_VAXNAVE _MASK) ;
rddirattr_error = error;

/* encode the BOOLEAN for the existence of the next entry */
I XDR_PUT_U_| NT32(ptr, true);

/* encode the COXKIE for the entry */

| XDR_PUT_U_HYPER(ptr, dp->d_off);

nane = nfscnd_convnane(ca, cs->exi, dp->d_nane,
NFSCVD_CONV_OUTBOUND, MAXPATHLEN + 1);

if (name == NULL) {
rddi r_next_of fset = dp->d_off;
cont i nue;

/* Calculate the dirent name |length */
nanel en = strlen(nane);

rndup = RNDUP( nanel en) / BYTES_PER XDR_UNIT;

/* room for LENGTH + string ? */

if ((ptr + (1 + rndup)) > ptr_redzone) {
no_space = TRUE;
cont i nue;

}

/* encode the LENGTH of the nane */
I XDR_PUT_U_I NT32(ptr, nanel en);

/* encode the RNDUP FILL first */
ptrirndup - 1] = 0;

/* encode the NAME of the entry */
bcopy(nane, (char *)ptr, nanelen);
/* now bunmp the ptr after... */

ptr += rndup;

if (name != dp->d_nane)
kmem free(name, MAXPATHLEN + 1);

Keep checking on the dircount to see if we have
reached the linmit; fromthe RFC, dircount is to be
the XDR encoded Iinmt of the cookie plus nane.

So the count is the name, XDR UNIT of length for
that nane and 2 * XDR UNIT bytes of cookie;

* ok Ok kX ok
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822 * However, use the regular DI RENT64 to match nost
823 * client’s APIs.
824 */
825 di rcount -= DI RENT64_RECLEN( nanel en) ;
826 if (nents != 0 && dircount < 0) {
827 no_space = TRUE;
828 conti nue;
829 }
831 /*
832 * Attributes requested?
833 * Gather up the attribute info and the previous VOP_LOOKUP()
834 * succeeded; if an error occurs on the VOP_GETATTR() then
835 * return just the error (again if it is requested).
836 * Note that the previous VOP_LOOKUP() could have failed
837 * itself which |leaves this code w thout anything for
838 * a VOP_CETATTR() .
839 * Also note that the readdir_attr_error is left in the
840 * encoding mask if requested and so is the nounted_on_fileid.
841 *
842 if (ae !'=0) {
843 if (!vp) {
844 ae = ar & (FATTR4A_RDATTR _ERROR MASK |
845 FATTR4A_MOUNTED_ON_FI LEI D_MASK) ;
846 } else {
847 va.va_mask = AT_ALL;
848 rddirattr_error =
849 VOP_GETATTR(vp, &va, 0, cs->cr, NULL);
850 if (rddirattr_error)
851 ae = ar & (FATTR4A_RDATTR_ERROR MASK |
852 FATTR4_MOUNTED_ON_FI LEI D_MASK) ;
853 } else {
854
855 * W may |ie about the object
856 * type for a referral
857 *
858 if (vn_is_nfs_reparse(vp, cs->cr) &&
859 client_is_downrev(req))
860 va.va_type = VLNK;
861 }
862 }
863 }
865 /* START OF ATTRI BUTE ENCODI NG */
867 /* encode the LENGTH of the Bl TMAP4 array */
868 | XDR_PUT_U_I NT32(ptr, 2);
869 /* encode the Bl TMAP4 */
870 attrmask_ptr = ptr;
871 | XDR_PUT_HYPER(ptr, ae);
872 attr_offset_ptr = ptr;
873 /* encode the default LENGTH of the attributes for entry */
874 | XDR_PUT_U_| NT32(ptr, 0);
876 if (ptr > ptr_redzone) {
877 no_space = TRUE;
878 cont i nue;
879 }
881 /* Check if any of the first 32 attributes are being encoded */
882 if (ae & Oxffffffff00000000) {
883 /*
884 * Redzone check is done at the end of this section.
885 * This particular section will encode a maxi mum of
886 * 18 * BYTES_PER XDR UNIT of data
887 */
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if (ae &

( FATTR4_SUPPORTED ATTRS MASK |
FATTRA_TYPE MASK |
FATTRA_FH_EXPI RE_TYPE_MASK |
FATTRA_CHANGE_MASK |
FATTR4_SI ZE_NBSK |

FATTRA_LI NK_SUPPORT_MASK |
FATTRA_SYM.TNK_SUPPCRT_MASK |
FATTRA_NAMED ATTR MASK |
FATTRA_FSI D_MASK |

FATTR4_UNI QUE_HANDLES MASK |
FATTRA_LEASE Tl ME_MASK |
FATTRA_RDATTR_ERROR_MASK)) {

if (ae & FATTR4_SUPPORTED_ATTRS_MASK) {
I XDR_PUT_I NT32(ptr, 2);
| XDR_PUT_HYPER( pt r
rfs4_supported_attrs);

13

(ae

(ae

(ae

(ae

(ae

(ae

(ae

& FATTRA_TYPE_MASK)
uint_t ftype = vt_to_nf4[va.va_type];
if (dvp->v_flag & V_XATTRDIR) {
if (va.va_type == VDI R)
ftype = NF4ATTRDI R,
el se
ftype = NFANAVEDATTR,

}
I XDR_PUT_U_ | NT32(ptr, ftype);

& FATTR4A_FH_EXPI RE_TYPE_MASK)
uint_t expire_type = FH4_PERSI STENT;
I XDR_PUT_U | NT32(ptr, expire_type);

& FATTR4_CHANGE_MASK) {
u_l ongl ong_t change;
NFS4 SET FATTR4 CHANGE( change,
va.va_ctine);
| XDR_PUT_HYPER(ptr, change);

& FATTR4_SI ZE_NMASK)
u_l ongl ong_t size = va.va_size;
| XDR_PUT_HYPER(ptr, size);

& FATTRA_LI NK_SUPPORT_MASK) {
| XDR_PUT_U_I NT32(ptr, true);

& FATTR4A_SYM.I NK_SUPPORT_MASK) {
I XDR_PUT_U | NT32(ptr, true);

& FATTR4_NAMED ATTR_MASK) {
uint_t isit;
pc_val = FALSE;
int sattr_error;

if (!(vp->v_vfsp->vfs_flag &
VFS_XATTR))
isit = FALSE;
} else {
sattr_error = VOP_PATHCONF(vp,
PC_SATTR_EXI STS,
&c_val, cs->cr, NULL);
if (sattr_ error || pc_val ==
(voi d) VOP_PATHCONF(vp,
PC_XATTR_EXI STS,

&pc_val ,
cs->cr, NULL);
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sit = (pc_val ? TRUE : FALSE);
XDRPUTUINT32(ptr isit);

}

if (ae & FATTR4A_FSI D_MASK) {
u_l ongl ong_t maj or, minor;
struct exportinfo *exi;

exi = newexi ? newexi : Cs->exi;
if (exi->exi_volatile_dev) {
int *pmaj = (int *)&mgjor;

prgj [ 0]
prayj [ 1]
ninor =

ol

getngj or (va.va_fsid);
getmi nor(va.va_fsid);

14

= exi->exi_fsid.val[0];
exi->exi _fsid.val[1];

}
| XDR_PUT_HYPER(ptr, major);
| XDR_PUT_HYPER(ptr, mi nor);

}
if (ae & FATTR4A_UNI QUE HANDLES MASK) {
| XDR_PUT_U_INT32(ptr, false);

}

if (ae & FATTR4A_LEASE_TI ME_MASK) {
uint_t Tt = rfs4_|ease tine;
| XDR_PUT_U_INT32(ptr, Tt);

}
if (ae & FATTRA_RDATTR_ERROR MASK) {
rddirattr_error =
(rddirattr_error == 0 ?

uterrnod(rddirattr_error));

0 :
I XDR_PUT_U_I NT32(ptr, rddirattr_error);

}

/* Check the redzone boundary */
if (ptr > ptr_redzone)

if (nents || IS_MN_ATTR MASK(ar)) {

no_space = TRUE
conti nue;

}

M NI M ZE_ATTR_MASK(ar) ;
ae = ar;

ptr = lastentry_ptr;
goto reencode_attrs;

Redzone check is done at the end of this section.
This particular section will encode a maxi mum of

4 * BYTES_PER XDR UNIT of data.
NOTE: that if ACLs are supported that the
redzone cal culations will need to change.

(ae &

(FATTR4_ACL_MASK |
FATTR4_ACLSUPPORT_MASK |
FATTR4_ARCHI VE_MASK |
FATTR4_CANSETTI ME_MASK |
FATTR4_CASE_| NSENSI Tl VE_MASK |
FATTR4_CASE_PRESERVI NG MASK |
FATTR4_CHOWN_RESTRI CTED_MASK) ) {

if (ae & FATTRA_ACL_MASK) {
ASSERT(0) ;
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i f

}
i f

C—~———

}
/

*
*

(ae & FATTR4_ACLSUPPORT _MASK) {
ASSERT(0) ;

(ae & FATTRA_ARCH VE_MASK) {
ASSERT(0) ;

(ae & FATTRA_CANSETTI ME_MASK)
| XDR_PUT_U_I NT32(ptr, true);

(ae & FATTR4_CASE_ | NSENSI TI VE_MASK) {
I XDR_PUT_U | NT32(ptr, false);

(ae & FATTR4_CASE_PRESERVI NG_MASK) {
I XDR_PUT_U | NT32(ptr, true);

(ae & FATTR4A_CHOWN RESTRI CTED_MASK) {

uint_t isit;

pc_val = FALSE;

(voi d) VOP_PATHCONF(vp,
_PC_CHOWN_RESTRI CTED,
&pc val, cs->cr, NULL)

isit = (pc_ val ? TRUE : FALSE)

I XDR_PUT_U_I NT32(ptr, i5|t)

Check the redzone boundary */

(ptr > ptr_redzone) {
if (nents || IS .M NATTR MASK(ar)) {
no_space = TRUE;
conti nue;

}

M NI M ZE_ATTR _MASK(ar) ;
ae = ar;

ptr = lastentry_ptr;
goto reencode_attrs;

Redzone check is done before the fil ehandle

* is encoded.
*

if (ae &

(FATTR4_FI LEHANDLE_MASK |
FATTRA_FI LEI D_MASK)) {

if

(ae & FATTRA4_FI LEHANDLE_MASK) {

0;

fh.fh;

oi d) makef h4((nfs_fh4 *)&h, vp
(newexi ? newexi : cs->exi));

if (dvp->v_flag & V_XATTRDI R)
set _fh4 flag((nfs_fh4 *)&f h,
“FHA_NAMEDATTR) ;

if (!xdr_inline_encode_nfs_fh4(
&tr, ptr_redzone,
(nfs_fh4_fnm_t *)fh.val)) {
if (nents |
IS M N ATTR MASK(ar)) {
no_space = TRUE;

15
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1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125

1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151

P

—h % ok Ok kX

/

conti nue;

}

M NI M ZE_ATTR_MASK( ar) ;
ae = ar;

ptr = lastentry_ptr;
goto reencode_attrs;

}

}
if (ae & FATTR4_FI LEI D_MASK)
| XDR_PUT_HYPER(ptr, va.va_nodeid);

}
/* Check the redzone boundary */
if (ptr > ptr_redzone)

if (nents || IS_MN_ATTR MASK(ar)) {
no_space = TRUE
cont i nue;

}

M NI M ZE_ATTR_MASK(ar) ;
ae = ar;

ptr = lastentry_ptr;
goto reencode_attrs;

Redzone check is done at the end of this section.
This particular section will encode a maxi mum of
15 * BYTES PER XDR UNI T of data.

(ae &

(FATTR4A_FI LES_AVAI L_MASK
FATTR4_FI LES FREE_MASK |
FATTRA_FI LES_TOTAL_NMASK |
FATTR4_FS_LOCATI ONS_MASK
FATTR4_H DDEN_MASK
FATTR4_HOMOGENEOUS MASK |
FATTR4_NMAXFI LESI ZE_VASK
FATTR4A_MAXLI NK_MASK
FATTR4_MAXNAME _NMASK
FATTR4A_MAXREAD_MASK |
FATTRA_MAXWRI TE_MASK) ) {

if (ae & FATTR4A_FI LES_AVAI L_MASK) {
| XDR_PUT_HYPER(ptr, she.fa);

}
if (ae & FATTRA_FI LES FREE_MASK) {

| XDR_PUT_HYPER(ptr, sbe.ff);
}

if (ae & FATTR4A_FI LES_TOTAL_MASK) {
| XDR_PUT_HYPER(ptr, sbe.ft);

if (ae & FATTRA_FS_LOCATI ONS_MASK) {
ASSERT(0) ;

if (ae & FATTRA_H DDEN_MASK) {
ASSERT(0) ;

}
if (ae & FATTR4_HOMOGENEQUS MASK) {
I XDR_PUT_U_I NT32(ptr, true);

f (ae & FATTRA_MAXFI LESI ZE_MASK) {
| XDR_PUT_HYPER(ptr, pce.maxfilesize);

if (ae & FATTR4A_NMAXLI NK_MASK)
I XDR_PUT_U_| NT32(ptr, pce. maxlink);

}
if (ae & FATTRA_MAXNAME MASK) {
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1152 I XDR_PUT_U_I NT32(ptr, pce.naxnane); 1218 if (!owner_error) {
1153 } 1219 |u_set = TRUE;
1154 if (ae & FATTR4_MAXREAD MASK) { 1220 lastuid = va.va_uid;
1155 | XDR_PUT_HYPER(pt r, maxread); 1221 }
1156 } 1222 } else if (va.va_uid !'= lastuid) {
1157 if (ae & FATTRA_MAXWRI TE_MASK) { 1223 if (owner.utf8string_len != 0)
1158 | XDR_PUT_HYPER(ptr, maxwite); 1224 kmem free(owner. utf8string_val,
1159 } 1225 owner. utf8string_len);
1160 /* Check the redzone boundary */ 1226 owner.utf8string_len = 0;
1161 if (ptr > ptr_redzone) { 1227 owner . utf8string_val = NULL;
1162 if (nents || 1S M N ATTR MASK(ar)) { 1228
1163 no_space = TRUE; 1229 owner _error = nfs_idmap_uid_str(
1164 conti nue; 1230 va.va_uid, &owner, TRUE);
1165 } 1231 if (lowner_error) {
1166 M NI M ZE_ATTR MASK(ar) ; 1232 lastuid = va.va_uid;
1167 ae = ar; 1233 } else {
1168 ptr = lastentry_ptr; 1234 lu_set = FALSE;
1169 goto reencode_attrs; 1235 }
1170 } 1236 }
1171 } 1237 if (lowner_error) {
1172 } 1238 if ((ptr +
1173 1f (ae & 0x00000000ffffffff) { 1239 (owner.utf8string_len /
1174 /* 1240 BYTES_PER XDR _UNI T)
1175 * Redzone check is done at the end of this section. 1241 + 2) > ptr_redzone) {
1176 * This particular section will encode a maxi num of 1242 if (nents |
1177 * 3 * BYTES_PER XDR _UNI T of data. 1243 IS M N_ATTR MASK(ar)) {
1178 */ 1244 no_space = TRUE;
1179 if (ae & 1245 conti nue;
1180 (FATTR4A_M METYPE_MASK | 1246 }
1181 FATTR4_MODE_MASK | 1247 M NI M ZE_ATTR_MASK(ar) ;
1182 FATTRA_NO TRUNC MASK | 1248 ae = ar;
1183 FATTRA_NUMLI NKS_MASK) ) { 1249 ptr = lastentry_ptr;
1250 goto reencode_attrs;
1185 if (ae & FATTRA_M METYPE_MASK) { 1251 }
1186 ASSERT(0) ; 1252 /* encode the LENGTH of owner string */
1187 } 1253 | XDR_PUT_U | NT32(ptr,
1188 if (ae & FATTRA_MODE_MASK) { 1254 owner . utf8string_Ilen);
1189 uint_t m= va.va_node; 1255 /* encode the RNDUP FILL first */
1190 I XDR_PUT_U_| NT32(ptr, m; 1256 rndup = RNDUP(owner. utf8string_len) /
1191 } 1257 BYTES_PER XDR_UNI T;
1192 if (ae & FATTR4_NO TRUNC MASK) { 1258 ptrirndup - 1] = O;
1193 | XDR_PUT_U_I NT32(ptr, true); 1259 /* encode the OANER */
1194 } 1260 bcopy(owner. utf8string_val, ptr,
1195 if (ae & FATTRA_NUMLI NKS_MASK) { 1261 owner . utf8string_len);
1196 I XDR_PUT_U_I NT32(ptr, va.va_nlink); 1262 ptr += rndup;
1197 } 1263 }
1198 /* Check the redzone boundary */ 1264 }
1199 if (ptr > ptr_redzone) { 1265 /*
1200 if (nents || IS_MN_ATTR MASK(ar)) { 1266 * Redzone check is done before the encoding of the
1201 no_space = TRUE; 1267 * group string since the length is indeterm nate.
1202 conti nue; 1268 */
1203 } 1269 if (ae & FATTRA_ONNER_GROUP_MASK) {
1204 M NI M ZE_ATTR_MASK(ar) ; 1270 if (!lg_set) {
1205 ae = ar; 1271 group_error =
1206 ptr = lastentry_ptr; 1272 nfs_idmap_gid_str(va.va_gid,
1207 goto reencode_attrs; 1273 &group, TRUE);
1208 } 1274 if (lgroup_error) {
1209 } 1275 | g_set = TRUE
1210 /* 1276 lastgid = va.va_gid;
1211 * Redzone check is done before the encoding of the 1277 }
1212 * owner string since the length is indeterm nate. 1278 } else if (va.va_gid != lastgid) {
1213 */ 1279 if (group.utf8string_len !'=0) {
1214 if (ae & FATTRA_ONNER_MASK) { 1280 kmem f ree(
1215 if (!lu_set) { 1281 group. utf8string_val,
1216 owner _error = nfs_idmap_uid_str( 1282 group. utf8string_Ilen);
1217 va.va_uid, &wner, TRUE); 1283 group.utf8string_len = 0;
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1284 group. utf8string_val = NULL; 1350 fattr4_rawdev rd;

1285 } 1351 rd. specdatal =

1286 group_error = 1352 (ui nt 32) get mgj or (va. va_rdev);
1287 nfs_idmap_gid_str(va.va_gid, 1353 rd. specdata2 =

1288 &group, TRUE); 1354 (ui nt 32) get m nor (va. va_rdev);
1289 if (!group_error) 1355 | XDR_PUT_U_| NT32(ptr, rd.specdat al)
1290 lastgid = va.va_gid; 1356 | XDR_PUT_U_I NT32(ptr, rd.specdata2);
1291 el se 1357 }

1292 | g_set = FALSE; 1358 if (ae & FATTR4A_SPACE_AVAI L_MASK) {

1293 } 1359 | XDR_PUT_HYPER(ptr, sbe.space_avail);
1294 if (!group_error) { 1360 }

1295 if ((ptr + 1361 if (ae & FATTR4_SPACE FREE_MASK) {

1296 (group.utf8string_len / 1362 | XDR_PUT_HYPER(ptr, sbe.space_free);
1297 BYTES_PER _XDR UNI T) 1363 }

1298 + 2) > ptr_redzone) { 1364 if (ae & FATTR4_SPACE_TOTAL_MASK) {

1299 if (nents || 1365 | XDR_PUT_HYPER(ptr, sbe.space_total);
1300 I'S M N_ATTR_MASK(ar)) { 1366 }

1301 no_space = TRUE; 1367 1 f (ae & FATTR4_SPACE_USED MASK) {

1302 conti nue; 1368 u Iongl ong_t su;

1303 } 1369 (fattr4_space_used) DEV_BSIZE *
1304 M NI M ZE_ATTR_MASK(ar) ; 1370 (f attr4_space_used) va.va_nbl ocks;
1305 ae = ar; 1371 | XDR_PUT_HYPER(ptr, su);

1306 ptr = lastentry_ptr; 1372 }

1307 goto reencode_attrs; 1373 if (ae & FATTR4_SYSTEM MASK) {

1308 } 1374 ASSERT(0) ;

1309 /* encode the LENGTH of owner string */ 1375 }

1310 I XDR_PUT_U_| NT32(ptr, 1376 /* Check the redzone boundary */

1311 group. utf8string_len); 1377 if (ptr > ptr_redzone) {

1312 /* encode the RNDUP FILL first */ 1378 if (nents || IS .M NATTR MASK(ar)) {
1313 rndup = RNDUP(group. utf8string_len) / 1379 no_space = TRUE;

1314 BYTES_PER XDR UNI T; 1380 conti nue;

1315 ptrirndup - 1] 1381 }

1316 /* encode the CMNER */ 1382 M NI M ZE_ATTR_MASK(ar);

1317 bcopy(group.utf8string_val, ptr, 1383 ae = ar;

1318 group. utf8string_len); 1384 ptr = lastentry_ptr;

1319 ptr += rndup; 1385 goto reencode_attrs;

1320 } 1386 }

1321 } 1387 }

1322 if (ae & 1388 /*

1323 (FATTR4_QUOTA _AVAI L_HARD MASK | 1389 * Redzone check is done at the end of this section.
1324 FATTR4_QUOTA_AVAI L_SOFT_MASK | 1390 * This particular section will encode a nmaxi mum of
1325 FATTR4_QUOTA_USED_MASK) ) { 1391 * 14 * BYTES_PER XDR _UNI T of data.

1326 if (ae & FATTRA_QUOTA_AVAI L_HARD MASK) { 1392 */

1327 ASSERT(0) ; 1393 if (ae &

1328 } 1394 (FATTR4A_TI ME_ACCESS_MASK |

1329 if (ae & FATTRA_QUOTA_AVAI L_SOFT_MASK) { 1395 FATTR4_TI ME_ACCESS_SET_MASK |

1330 ASSERT(0) ; 1396 FATTR4_TI ME_BACKUP_MASK |

1331 } 1397 FATTRA_TI ME_CREATE_MASK |

1332 if (ae & FATTR4_QUOTA USED_MASK) { 1398 FATTRA_TI ME_DELTA NASK |

1333 ASSERT(0) ; 1399 FATTR4_TI ME_METADATA_MASK |

1334 } 1400 FATTRA_TI ME_MODI FY_MASK |

1335 } 1401 FATTRA_TI ME_MODI FY_SET_MASK |

1336 /* 1402 FATTRA_MOUNTED _ON_FI LEID_MASK)) {

1337 * Redzone check is done at the end of this section.

1338 * This particular section will encode a maxi mnum of 1404 if (ae & FATTR4_TI ME_ACCESS_MASK) {

1339 * 10 * BYTES_PER XDR UNIT of data. 1405 u_l ongl ong_t sec =

1340 */ 1406 (u_l ongl ong_t)va.va_atine.tv_sec;
1341 if (ae & 1407 uint_t nsec =

1342 (FATTRA_RAWDEV_NMASK | 1408 (uint_t)va.va_atine.tv_nsec;
1343 FATTR4_SPACE_AVAI L_MASK | 1409 | XDR_PUT_HYPER(ptr, sec);

1344 FATTR4_SPACE_FREE_NMASK | 1410 | XDR_PUT_I NT32(ptr, nsec);

1345 FATTR4_SPACE_TOTAL_MASK | 1411 }

1346 FATTR4_SPACE_USED_MASK | 1412 if (ae & FATTR4A_TI ME_ACCESS_SET_MASK) {
1347 FATTR4_SYSTEM MASK) ) { 1413 ASSERT(0) ;

1414 }
1349 if (ae & FATTRA_RAWDEV_MASK) { 1415 if (ae & FATTRA_TI ME_BACKUP_MASK) {
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1416
1417
1418
1419
1420
1421
1422
1423
1424
1425
1426
1427
1428
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440
1441
1442
1443
1444
1445
1446
1447
1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461

1463
1464
1465
1466
1467
1468

1470
1471
1472
1473
1474
1475

1477
1478
1479
1480
1481

ASSERT(0) ;

}
if (ae & FATTRA_TI ME_CREATE_MASK) {
ASSERT(0) ;

f (ae & FATTR4_TI ME_DELTA MASK) {
u_l ongl ong_t _sec = 0;
uint _t nsec = 1000;
| XDR_PUT_HYPER(ptr, sec);
| XDR_PUT_I NT32(ptr, nsec);

=

}
if (ae & FATTRA_TI ME_METADATA MASK) {
u_l onglong_t sec =

(u_l ongl ong_t)va.va_ctine.tv_sec;

uint_t nsec =
(uint_t)va.va_ctine.tv_nsec;

| XDR_PUT_HYPER(ptr, sec);

| XDR_PUT_| NT32(ptr, nsec);

}
if (ae & FATTRA_TI ME_MODI FY_MASK) {
u_l onglong_t sec =

(u_l ongl ong_t)va.va_ntine.tv_sec;

uint_t nsec =
(uint_t)va.va_ntine.tv_nsec;

| XDR_PUT_HYPER(ptr, sec);

| XDR_PUT_I NT32(ptr, nsec);

}
if (ae & FATTRA_TI ME_MODI FY_SET_MASK) {
ASSERT(0) ;

f (ae & FATTRA_MOUNTED ON_FI LEI D_MASK) {
| XDR_PUT_HYPER(ptr, dp->d_ino);

=

= )
—

* Check the redzone boundary */
(ptr > ptr_redzone)

if (nents || IS_MNATTR MASK(ar)) {
no_space = TRUE;
cont i nue;

}
M NI M ZE_ATTR_MASK(ar) ;

ae = ar;
ptr = lastentry_ptr;
goto reencode_attrs;
}
}
}
/* Reset to directory’s vfs info when encoding conplete */
if (vfs_different) {
dsbe = sbe;
dpce = pce;
vis_different = 0;
}
/* "go back" and encode the attributes’ length */
attr_length =
(char *)ptr -
(char *)attr_offset_ptr -
BYTES_PER XDR _UNIT;
I XDR_PUT_U | NT32(attr_offset_ptr, attr_|length);
/*
* |f there was troubl e obtaining a mapping for either
* the owner or group attributes, then renpve them from
* bitmap4 for this entry and reset the bitmap val ue
*

n the data stream
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1482 */

1483 if (owner_error || group_error) {

1484 if (owner_error)

1485 ae & ~FATTR4_OWNER_MASK

1486 if (group_error)

1487 ae & ~FATTR4_OWNER GROUP_MASK;
1488 | XDR_PUT_HYPER(at t rmask_ptr, ae);

1489 }

1491 /* END OF ATTRI BUTE ENCODI NG */

1493 lastentry_ptr = ptr;

1494 nent s++;

1495 rddi r_next_of fset = dp->d_off;

1496 }

1498 if (newexi)

1499 exl _rel e(newexi);

1500 newexi = NULL

1501 }

1503 #endif /* ! codereview */

1504 I*

1505 * Check for the case that another VOP_READDI R() has to be done.
1506 * - no space encoding error

1507 * - no entry successfully encoded

1508 * - still nore directory to read

1509 */

1510 if (!no_space & nents == 0 && !iseofdir)

1511 got o readagai n;

1513 *cs->statusp = resp->status = NFS4_CK;

AI5HI5) /*

1516 * |f no_space is set then we term nated prematurely,

1517 * rewind to the last entry and this can never be EOF.

1518 *

1519 if (no_space) {

1520 ptr = lastentry_ptr;

1521 eof = FALSE; /* ended encoded prenaturely */

1522 } else {

1523 eof = (iseofdir ? TRUE : FALSE);

1524 }

1526 *

1527 * |f we have entries, always return them otherw se only error
1528 * if we ran out of space.

1529 */

1530 if (nents || !no_space) {

1531 ASSERT(ptr != NULL);

1532 /* encode the BOOLEAN marking no further entries */
1533 I XDR_PUT_U_ | NT32(ptr, false);

1534 /* encode the BOOLEAN signifying end of directory */
1535 I XDR_PUT_U_I NT32(ptr, eof);

1537 resp->data_l en = (char *)ptr - (char *)begi nning_ptr;
1538 resp->nbl k->b_wptr += resp->data_l en;

1539 } else {

1540 freeb(np);

1541 resp- >an k = NULL;

1542 resp->data_len = 0;

1543 *cs->statusp = resp->status = NFSAERR _TOOSMALL;
1544 }

1546 kmem free((caddr_t)rddir_data, rddir_data_len);

1547 if (vp)
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1548 VN_RELE(vp);

1549 if (owner.utf8string_len != 0)

1550 kmem free(owner. utf8string_val, owner.utf8string_len);
1551 if (group.utf8string_len != 0)

1552 kmem free(group. utf8string_val, group.utf8string_|len);
1554 out:

1555 DTRACE_NFSV4_2(op__readdir__done, struct conpound_state *, cs,
1556 READDI Rdres *, resp);

1557 }
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7378 exported_|l ock held during nfs4 conpound processing

R R R R R

__unchanged_portion_onitted_

1888 /*

1889 * Strategy: if vpis in the export list, then

1890 * return the associated file handle. O herwi se, ".."
1891 * once up the vp and try again, until the root of the
1892 * filesystemis reached.

1893 */
1894 struct exportinfo *
1895 nfs_vptoexi (vnode_t *dvp, vnode_t *vp, cred_t *cr, int *walk,

1896 int *err, bool_t vdsrv)

1897 {

1898 fid_t fid,

1899 int error;

1900 struct exportinfo *exi;

1902 ASSERT(vp) ;

1903 VN_HOLD( vp) ;

1904 if (dvp !'= NULL) {

1905 VN_HOLD( dvp) ;

1906 }

1907 if (walk !'= NULL)

1908 *wal k = 0;

1910 for (;;) {

1911 bzero(&fid, sizeof (fid));

1912 fldfldlen—NAXFIDSZ

1913 error = vop_fid pseudo(vp, &fid);

1914 if (error) {

1915 I*

1916 * If vop_fid_pseudo returns ENOSPC then the fid
1917 * supplied is too snmall. For now we sinply
1918 * return EREMOTE.

1919 */

1920 if (error == ENGSPC)

1921 error = EREMOTE;

1922 br eak;

1923 }

1925 exi = checkexport(&vp >v_vfsp->vfs_fsid, &id,
1926 vdsrv ? vp : NULL);

1925 if (vdsrv)

1926 exi = checkexport4(&vp->v_vfsp->vfs_fsid, &fid,
1927 el se

1928 exi = checkexport (&p->v_vfsp->vfs_fsid, &fid);
1927 if (exi !'= NULL) {

1928 /*

1929 * Found the export info

1930 */

1931 break;

1932 }

1934 /*

1935 * We have just failed finding a matching export.
1936 * If we're at the root of this filesystem then
1937 * jt's time to stop (with failure).

1938 */

1939 if (vp->v flag & VROOT) {

1940 error = ElI NVAL;

1941 br eak;

vp);
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1942 }

1944 if (walk !'= NULL)

1945 (*wal k) ++;

1947 /*

1948 * Now, doa".." up vp. If dvp is supplied, use it,
1949 * otherwi se, look it up.
1950 */

1951 if (dvp == NULL) {

1952 error = VOP_LOOKUP(vp, "..", &dvp, NULL, 0, NULL,
1953 NULL, NOLL, NULL);
1954 if (error)

1955 br eak;

1956 }

1957 VN_RELE(vp);

1958 vp = dvp;

1959 dvp = NULL;

1960 1

1961 VN_RELE(vp) ;

1962 if (dvp I= NULL)

1963 VN_RELE( dvp);

1964 1

1965 if (error 1=0) {

1966 if (err I'= NULL)

1967 *err = error;

1968 return (NULL);

1969 }

1970 return (exi);

1971 }

__unchanged_portion_onitted_

2434 | *

2435 * Find the export structure associ ated w

2436 * If found, then increnent the ref count

2437 */

2431 struct exportinfo *

2432 checkexport_nohol d(fsid_t *fsid, fid_t *fi
*fid

th the given fil esystem
(exi_count).

d, vnode_t *vp)

2439 checkexport(fsid_t *fsid, fid_t )

2433 {

2434 struct exportinfo *exi;

2443 rw_ent er (&exported_| ock, RW READER);

2436 for (exi = exptable[ expt abl ehash(fsid, fid)];

2437 exi !'= NULL;

2438 exi = exi- >f|d_hash next) {

2439 if (exportmatch(exi, fsid, fid)) {

2440 /*

2441 * |f this is the place holder for the
2442 * public file handle, then return the
2443 * real export entry for the public file
2444 * handl e.

2445 */

2446 if (exi->exi_export.ex_flags & EX_PUBLIC) {
2447 exi = exi_public;

2448 }

2450 /*

2451 * |f vp is given, check if vp is the

2452 * sanme vnode as the exported node.

2453 *

2454 * Since VOP_FID of a |ofs node returns the
2455 * fid of its real node (ufs), the exported
2456 * node for lofs and (pseudo) ufs may have
2457 * the same fsid and fid.

2458 */

cr,
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2459
2458
2459
2460
2461
2462
2463
2463
2464
2465

2467
2468
2469
2469
2470
2471
2472
2473
2470
2471
2472
2476

2474

2476
2477
2478
2479
2480
2480

2482
2483
2484
2485
2486
2487
2488
2489
2490
2491
2492
2493
2494

2496
2497
2498
2499
2500
2501
2502
2503
2504
2505
2482
2507
2508

2510

* Ok Ok ok H R % O

*/

if (vp == NULL || vp == exi->exi_vp) {
exi _hol d(exi);

rw_exit (&exported_| ock);

) return (exi);

}

rw_exit (&exported_| ock);
return (NULL);

Find the export structure associated with the given fil esystem
If found, then increnment the ref count (exi_count).

"ol d school" version of checkexport() for NFS4. NFS4
rfs4_conpound hol ds exported_l ock for duration of conpound
processing. This version doesn’t nanipul ate exi _count

since NFS4 breaks fundanental assunptions in the exi_count

desi gn.

struct exportinfo *

checkexport(fsid_t *fsid, fid_t *fid, vnode_t *vp)
checkexport4(fsid_t *fsid, fid_t *fid, vnode_t *vp)
2473 {

2483 }
____unchanged_portion_onitted_

struct exportinfo *exi;

rw_enter (&exported_| ock, RW READER);
exi = checkexport_nohol d(fsid, fid, vp);
if (exi)
exi _hol d(exi);
rw_exit (&exported_| ock);
ASSERT( RW_LOCK_HELD( &xport ed_| ock));

for (exi = exptabl e[ exptabl ehash(fsid, fid)];
exi !'= NULL;
exi = exi->fid_hash.next) {
if (exportmatch(exi, fsid, fid)) {
/*

* If this is the place holder for the
* public file handle, then return the
* real export entry for the public file
* handl e.
*/
if

(exi->exi _export.ex_flags & EX_PUBLIC) {
exi = exi_public;
}
/
If vp is given, check if vp is the
sanme vnode as the exported node.

fid of its real node (ufs), the exported
node for |ofs and (pseudo) ufs may have

*
*
*
*
* Since VOP_FID of a lofs node returns the
*
*
* the sane fsid and fid.

*/

if (vp == NULL || vp == exi->exi_vp)
return (exi);

}
return (NULL);




new usr/src/uts/comon/fs/nfs/nfs_log.c

R R R R

48876 Wed Sep 14 16:21:03 2016
new usr/src/uts/comon/fs/nfs/nfs_|og.c
7378 exported_|l ock held during nfs4 conpound processing

R R R R R

__unchanged_portion_onitted_

1520 static int nfsl og_di spatch_tabl e_arglen = sizeof (nfslog_dispatch_table) /
1521 Si zeof (nfsl og_dispatch_table[0]);
1523 /*
1524 * This function will determine the appropriate export info struct to use
1525 * and allocate a record id to be used in the witten log buffer.
1526 * Usually this is a straightforward operation but the existence of the
1527 * multiconponent | ookup and its senmantics of crossing file system
*

1528
1529 */
1530 struct exportinfo *
1531 nf sl og_get _exi (

boundaries add to the conplexity. See the comments bel ow. ..

1532 struct exportinfo *exi,
1533 struct svc_req *req,
1534 caddr _t res,
1535 unsigned int *nfslog_rec_id)
1536 {
1537 struct |og_buffer *Ib;
1538 struct exportinfo *exi_ret = NULL;
1539 fhandl e_t *fh;
1540 nfs_fh3 *fh3;
1542 if (exi == NULL)
1543 return (NULL);
1545 /*
1546 * |f the exi is marked for |ogging, allocate a record id and return
1547 */
1548 if (exi->exi_export.ex_flags & EX_LOG {
1549 I'b = exi->exi_logbuffer;
1551 /* obtain the unique record id for the caller */
1552 *nfslog_rec_id = atom c_add_32_nv(& b->Ib_rec_id, (int32_t)1);
1554 /*
1555 * The caller will expect to be able to exi_rele() it,
1556 * so exi->exi_count nust be increnmented before it can
1557 * be returned, to nmake it uniformw th exi_ret->exi_count
1558 */
1559 exi _hol d(exi);
1560 return (exi);
1561 }
1563 if (exi !'= exi_public)
1564 return (NULL);
1566 /*
1567 * Here we have an exi that is not marked for |ogging.
1568 * It is possible that this request is a nmulticonponent | ookup
1569 * that was done fromthe public file handle (not |ogged) and
1570 * the resulting file handle being returned to the client exists
1571 *in afile systemthat is being logged. |If this is the case
1572 * we need to log this nulticonponent |ookup to the appropriate
1573 * log buffer. This will allow for the appropriate path nane
1574 * mapping to occur at user |evel.
1575 */
f

1576 if (reg->rqg_prog == NFS_PROGRAM
1577 switch (req >rq_vers) {
1578 case NFS_V3:
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1579 if ((reg->rg_proc == NFSPROC3 Lm<UP) &&

1580 (((LOOKUP3res *)res)->status == NFS3_K)) {
1581 fh3 = & (LOOKUP3res *)res)->res_u. ok. object;
1582 exi _ret = checkexport (& h3->fh3_fsid,
1583 FH3TOXFI DP(f h3), NULL);

1583 FH3TOXFI DP( f h3) ) ;

1584 }

1585 br eak;

1587 case NFS_VERS| O\:

1588 if ((reg->rg_proc == RFS_LOOKUP) &&

1589 (((struct nfsdi ropres *)

1590 res) >dr _status == NFS_OK))

1591 fh = & (struct nfsdiropres *)res)->
1592 dr _u.dr_drok_u. drok_f handl e;

1593 exi _ret = checkexport (& h->f h_fsi d,
1594 T(fid_t *)& h->fh_xlen, NULL);

1594 (fid_t *)& h->fh_xlen);

1595 }

1596 br eak;

1597 defaul t:

1598 break;

1599

1600 }

1602 if (exi_ret !'= NULL && exi_ret->exi_export.ex_flags & EX_LOG {
1603 I'b = exi_ret->exi_|logbuffer;

1604 /* obtain the unique record id for the caller */

1605 *nfslog_rec_id = atom c_add_32_nv(& b->lb_rec_id, (int32_t)1);
1607 return (exi_ret);

1608 1

1609 return (NULL);

1610 }

__unchanged_portion_onitted_
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1473 static void
1474 common_di spat ch(struct svc_req *req, SVCXPRT *xprt, rpcvers_t mn_vers,

1475 rpcvers_t nmax_vers, char *pgmane,

1476 struct rpc_disptable *di sptable)

1477 {

1478 int which;

1479 rpcvers_t vers;

1480 char *args;

1481 uni on {

1482 union rfs_args ra;

1483 uni on acl _args aa;

1484 } args_buf;

1485 char *res;

1486 uni on {

1487 union rfs_res rr;

1488 uni on acl _res ar;

1489 } res_buf;

1490 struct rpcdisp *disp = NULL;

1491 int dis_flags = 0;

1492 cred_t *cr;

1493 int error = 0;

1494 int anon_ok;

1495 struct exportinfo *exi = NULL;

1496 unsigned 1 nt nfslog_rec_id;

1497 int dupstat;

1498 struct dupreq *dr;

1499 int authres;

1500 bool _t publicfh_ok = FALSE;

1501 enumt auth_flavor;

1502 bool _t dupcached = FALSE;

1503 struct net buf nb;

1504 bool _t | o0ggi ng_enabl ed = FALSE;

1505 struct exportinfo *nfslog_exi = NULL;

1506 char **procnanes;

1507 char cbuf [ | NET6_ADDRSTRLEN ; /* to hold both IPv4 and | Pv6 addr */
1508 bool _t ro = FALSE;

1510 vers = reqg->rq_vers;

1512 if (vers < mn_vers || vers > max_vers) {

1513 svcerr_progvers(req->rqg_xprt, mn_vers, max_vers);
1514 error++;

1515 cnm_err (CE_NOTE, "%: bad version nunber %", pgmmane, vers);
1516 got o done;

1517 }

1518 vers -= mn_vers;

1520 whi ch = reqg->rqg_proc;

1521 if (which <0 || which >= disptable[(int)vers].dis_nprocs) {
1522 svcerr_noproc(req->rq_xprt);

1523 error++;

1524 got o done;

1525 1

1527 (*(disptable[(int)vers].dis_proccntp))[which].val ue.ui 64++;

1529 di sp = &disptabl e[ (i

]
nt)vers].dis_tabl e[ which];
1530 procnanes = di sptabl e[ (

int)vers].dis_procnanes;
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1532 auth_flavor = reqg->rqg_cred.oa_flavor;

1534 /*

1535 * Deserialize into the args struct.

1536 */

1537 args = (char *)&args_buf;

1539 #ifdef DEBUG

1540 if (rfs_no_fast_xdrargs || (auth_flavor == RPCSEC GSS) ||
1541 di sp->dis_fastxdrargs == NULL_xdrproc_t ||

1542 | SVC_GETARGS(xprt, disp->dis_fastxdrargs, (char *)&args))
1543 #el se

1544 if ((auth_flavor == RPCSEC_GSS) ||

1545 di sp->dis_fastxdrargs == NULL_xdrproc_t ||

1546 | SVC_GETARGS(xprt, disp->dis_fastxdrargs, (char *)&args))
1547 #endi f

1548

1549 bzero(args, disp->dis_argsz);

1550 if (!SVC_GETARGS(xprt, disp->dis_xdrargs, args)) {
1551 error++;

1552 /*

1553 * Check if we are outside our capabilities.
1554 */

1555 if (rfs4_mnorvers_m smatch(req, xprt, (void *)args))
1556 goto done;

1558 svcerr_decode(xprt);

1559 cmm_er r ( CE_NOTE,

1560 "Failed to decode argunents for % version % "
1561 "procedure % client %%",

1562 pgmane, vers + mn_vers, procnames[which],
1563 client_nane(req), client_addr(req, cbuf));
1564 goto done;

1565 }

1566 1

1568 I

1569 * |f Version 4 use that specific dispatch function.

1570 */

1571 if (reg->rq_vers == 4) {

1572 error += rfs4_dispatch(disp, req, xprt, args);

1573 got o done;

1574 1

1576 dis_flags = disp->dis_flags;

1578 I*

1579 * Find export information and check authentication,

1580 * setting the credential if everything is ok.

1581 */

1582 if (disp->dis_getfh !'= NULL) {

1583 void *fh;

1584 fsid_t *fsid;

1585 fid_t *fid, *xfid;

1586 fhandl e_t *fh2;

1587 nfs_fh3 *fh3;

1589 fh = (*disp->dis_getfh)(args);

1590 switch (reqg->rqg_vers) {

1591 case NFS_VERSI ON:

1592 fh2 = (fhandle_t *)fh;

1593 fsid = & h2->fh_fsid;

1594 fid = (fid_t *)& h2->fh_len;

1595 xfid = (fid_t *)& h2->fh_xlen;

1596 br eak;
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1597 case NFS_V3:
1598 fh3 = (nfs_fh3 *)fh; 1663 authres = checkauth(exi, req, cr, anon_ok, publicfh_ok,
1599 fsid = & h3->fh3_fsid; 1664 &ro);
1600 fid = FH3TOFI DP(Th3); 1665 /*
1601 xfid = FH3TOXFI DP( f h3); 1666 * authres > 0: authentication OK - proceed
1602 break; 1667 * authres == 0: authentication weak - return error
1603 } 1668 * authres < 0: authentication timeout - drop
1669 */
1605 /* 1670 if (authres <= 0) {
1606 * Fix for bug 1038302 - corbin 1671 if (authres == 0)
1607 * There is a problemhere if anonynous access is 1672 svcerr_weakaut h(xprt);
1608 * disallowed. If the current request is part of the 1673 error++;
1609 * client’s nount process for the requested fil esystem 1674
1610 * then it will carry root (uid 0) credentials on it, and 1675 goto done;
1611 * will be denied by checkauth if that client does not 1676 }
1612 * have explicit root=0 perm ssion. This will cause the 1677
1613 * client’s nount operation to fail. As a work-around, 1678 } else
1614 * we check here to see if the request is a getattr or 1679 cr = NULL;
1615 * statfs operation on the exported vnode itself, and
1616 * pass a flag to checkauth with the result of this test. 1681 if ((dis_fl ags & RPC_MAPRESP) && (auth_flavor !'= RPCSEC GSS)) {
1617 * 1682 res = (char *)SVC GETRES(xprt, disp->dis_ressz);
1618 * The filehandl e refers to the nountpoint itself if 1683 if (res == NULL)
1619 * the fh_data and fh_xdata portions of the filehandle 1684 res = (char *)&res_buf;
1620 * are equal . 1685 } else
1621 * 1686 res = (char *)é&res_buf;
1622 * Added anon_ok argunent to checkauth().
1623 */ 1688 if (!(dis_flags &RPCIDENPOTENT)) {
1689 dupst at SVC DUP_EXT(xprt, req, res, disp->dis_ressz, &dr,
1625 if ((dis_flags & RPC_ALLOMNON) && EQFID(fid, xfid)) 1690 &dupcached)
1626 anon_ok = 1;
1627 el se 1692 switch (dupstat) {
1628 anon_ok = 0; 1693 case DUP_ERROR
1694 svcerr_systemerr(xprt);
1630 cr = xprt->xp_cred; 1695 error++;
1631 ASSERT(cr != NULL); 1696 got o done;
1632 #ifdef DEBUG 1697 /* NOTREACHED */
1633 if (crgetref(cr) !'=1) { 1698 case DUP_I NPROGRESS:
1634 crfree(cr); 1699 if (res != (char *)é&res_buf)
1635 cr = crget(); 1700 SVC_FREERES( xprt);
1636 Xprt->xp_cred = cr; 1701 error++;
1637 cred_m sses++; 1702 got o done;
1638 } else 1703 /* NOTREACHED */
1639 cred_hits++; 1704 case DUP_NEW
1640 #el se 1705 case DUP_DROP:
1641 if (crgetref(cr) !=1) { 1706 curthread->t _flag | = T_DONTPEND;
1642 crfree(cr);
1643 cr = crget(); 1708 (*di sp->dis_proc)(args, res, exi, req, cr, ro);
1644 Xprt->xp_cred = cr;
1645 } 1710 curthread->t _flag & ~T_DONTPEND;
1646 #endif 1711 if (curthread->t_flag & T_WOULDBLOCK) {
1712 curthread->t_flag & ~T_WOULDBLOCK;
1648 exi = checkexport(fsid, xfid, NULL); 1713 SVC_DUPDONE_EXT(xprt, dr, res, NULL,
1648 exi = checkexport(fsid, xfid); 1714 di sp->di s_ressz, DUP_DROP);
1715 if (res != (char *)é&res_buf)
1650 if (exi !'= NULL) { 1716 SVC_FREERES(xprt);
1651 publ i cfh_ok = PUBLI CFH_CHECK(di sp, exi, fsid, xfid); 1717 error ++;
1718 got o done;
1653 /* 1719 }
1654 * Don't allow non-V4 clients access 1720 if (dis_flags & RPC_AVO DWORK)
1655 * to pseudo exports 1721 SVC_DUPDONE_EXT(xprt, dr, res, NULL,
1656 */ 1722 di sp->dis_ressz, DUP_DROP);
1657 if (PSEUDQ(exi)) { 1723 } else {
1658 svcerr_weakaut h(xprt); 1724 SVC_DUPDONE_EXT(xprt, dr, res,
1659 error ++; 1725 di sp->dis_resfree == nullfree ? NULL :
1660 goto done; 1726 di sp->di s_resfree,
1661 } 1727 di sp->di s_ressz, DUP_DONE);
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1728
1729
1730
1731
1732
1733

1735
1736

1738

1740
1741
1742
1743
1744
1745
1746
1747
1748

1750
1751
1752
1753
1754

1756
1757
1758
1759
1760
1761
1762
1763
1764
1765
1766
1767
1768

1770
1771
1772
1773
1774
1775
1776
1777
1778
1779
1780
1781
1782
1783
1784
1785
1786

1788
1789
1790
1791
1792

1793 #el se

dupcached = TRUE;

br eak;
case DUP_DONE:

br eak;
}

} else {
curthread->t_flag | = T_DONTPEND;

(*di sp->dis_proc)(args, res, exi, req, cr, ro);

curthread->t_flag & ~T_DONTPEND;
if (curthread->t_flag & T_WOULDBLOCK) ({
curthread->t _flag & ~T_WOULDBLOCK;
if (res !'= (char *)&res_buf)
SVC_FREERES( xprt);
error++;
got o done;

if (auth_tooweak(req, res)) {
svcerr_weakaut h(xprt);
error++;
goto done;

Check to see if |ogging has been enabled on the server.
If so, then obtain the export info struct to be used for
the later witing of the log record. This is done for
the case that a | ookup is done across a non-|ogged public
file system

EREEEEEE R
~

if (nfslog_buffer_list !'= NULL)

nfslog_exi = nfslog_get_exi(exi, req, res, &ifslog_rec_id);
/*

* |I's | oggi ng enabl ed?

*
| oggi ng_enabl ed = (nfslog_exi != NULL);

/*
* Copy the netbuf for |ogging purposes, before it is
* freed by svc_sendreply().
*
/

if (1ogging_enabled) {
NFSLOG_COPY_NETBUF( nf sl og_exi, xprt, &nb);
/

*

* | f RPC_MAPRESP flag set (i.e. in V2 ops) the
* res gets copied directly into the nbuf and

* may be freed soon after the sendreply. So we
*/szt copy it here to a safe place...

*

if (res != (char *)é&res_buf)
bcopy(res, (char *)& es_buf, disp->dis_ressz);
}

}
/*

* Serialize and send results struct
*/

#i f def DEBUG

if (rfs_no_fast_xdrres == 0 & res != (char *)&res_buf)
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1794
1795 #endi f
1796
1797
1798
1799
1800
1801
1802
1803
1804
1805
1806
1807
1808

1810
1811
1812
1813
1814
1815
1816
1817
1818

1820
1821
1822
1823
1824
1825
1826

1828 done:
1829
1830
1831
1832
1833
1834
1835
1836
1837
1838
1839
1840
1841
1842

1844
1845

1847

1849
1850 }

if (res !'= (char *)&res_buf)

if (!svc_sendreply(xprt, disp->dis_fastxdrres, res)) {
cmm_err (CE_NOTE, "%: bad sendreply", pgmane);
svecerr_systemerr(xprt);
error++;

} else {
if (!svc_sendreply(xprt, disp->dis_xdrres, res)) {
crm_err (CE_NOTE, "%: bad sendreply", pgmane);
svcerr_systemerr(xprt);
error++;

}

/*
* Log if needed
*/

if (1ogging_enabled) {
nfslog_wite_record(nfslog_exi, req, args, (char *)& es_buf,
cr, &nb, nfslog_rec_id, NFSLOG ONE_BUFFER);
exi _rele(nfslog_exi);
kmem free( (&nb)->buf, (&nb)->len);
}
/*
* Free results struct. Wth the addition of NFS V4 we can
* have non-idenpotent procedures wi th functions.
*/

if (disp->dis_resfree != nullfree && dupcached == FALSE) {
(*di sp->dis_resfree)(res);

}

/*

* Free argunents struct
*/

if (disp) {

1 f (! SVC_FREEARGS(xprt, disp->dis_xdrargs, args)) {
crm_err (CE_NOTE, "%: bad freeargs", pgmane);
error++;

} else {

if (!SVC _FREEARGS(xprt, (xdrproc_t)0, (caddr_t)0)) {
cmm_err (CE_NOTE, "%: bad freeargs", pgmane);
error++;

}

}
if (exi !'= NULL)

exi _rele(exi);
gl obal _svstat _ptr[reqg->rq_vers] [ NFS_BADCALLS] . val ue. ui 64 += error;
gl obal _svstat _ptr[req->rq_vers] [ NFS_CALLS]. val ue. ui 64++;

__unchanged_portion_omtted_
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2028 /*
2029 * renane a file
2030 * Gve a file (from a new nane (to).

2031 */

2032 /* ARGSUSED */

2033 void

2034 rfs_renane(struct nfsrnmargs *args, enum nfsstat *status,
2035 struct exportinfo *exi, struct svc_req *req, cred_t *cr, bool_t ro)
2036 {

2037 int error = 0;

2038 vnode_t *fronvp;

2039 vnode_t *tovp;

2040 struct exportinfo *to_exi;

2041 fhandle_t *fh;

2042 vnode_t *srcvp;

2043 vnode_t *targvp;

2044 int in_crit = 0;

2046 fromvp = nfs_fhtovp(args->rna_fromda_fhandl e, exi);
2047 if (fromvp == NULL)

2048 *status = NFSERR_STALE;

2049 return;

2050 }

2052 fh = args->rna_to.da_fhandl e;

2053 to_exi = checkexport (& h->fh_fsid, (fid_t *)& h->fh_xlen, NULL);
2053 to_exi = checkexport (& h->fh_fsid, (fid_t *)& h->fh_xlen);
2054 if (to_exi == NULL)

2055 VN_RELE( f ronvp) ;

2056 *status = NFSERR_ACCES;

2057 return;

2058 }

2059 exi _rele(to_exi);

2061 if (to_exi !'=exi) {

2062 VN_RELE(f ronvp);

2063 *status = NFSERR_XDEV;

2064 return;

2065 }

2067 tovp = nfs_fhtovp(args->rna_to.da_fhandle, exi);

2068 if (tovp == NULL)

2069 VN_RELE(fronvp);

2070 *status = NFSERR_STALE;

2071 return;

2072 }

2074 if (fronmvp->v_type !'= VDIR || tovp->v_type != VDR {
2075 VN_RELE(t ovp);

2076 VN_RELE( f ronvp) ;

2077 *status = NFSERR_NOTDI R,

2078 return;

2079 }

2081 /*

2082 * Disallow NULL paths

2083 */

2084 if (args->rna_fromda_name == NULL || *args->rna_fromda_nane == '\0’

2085 args->rna_to.da_nane == NULL || *args->rna_to.da_nane == '\0") {
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2086
2087
2088
2089
2090

2092
2093
2094
2095
2096
2097

2099
2100
2101
2102
2103
2104
2105
2106
2107
2108
2109

2111

2113
2114
2115
2116
2117
2118
2119

2121

2123
2124
2125

2127
2128
2129
2130
2131
2132
2133
2134
2135
2136

2139
2140
2141
2142
2143
2144
2145
2146

2148
2149

2151

VN_RELE(tovp);
VN_RELE( f ronvp) ;
*status = NFSERR_ACCES;
return;

}

if (rdonly(ro, tovp)) {
VN_RELE(tovp);
VN_RELE(f ronvp);
*status = NFSERR_RCFS;
return;

}

/*
* Check for a conflict with a non-blocking mandatory share reservation.
*
/
error = VOP_LOOKUP(fronvp, args->rna_fromda_nanme, &srcvp, NULL, O,
NULL, cr, NULL, NULL, NULL);
if (error 1= 0)
VN_RELE(t ovp);
VN_RELE(f ronvp);
*status = puterrno(error);
return;

}
/* Check for del egations on the source file */

if (rfs4_check_del egated( FWRI TE, srcvp, FALSE)) {
VN_RELE(tovp);
VN_RELE(f ronvp);
VN_RELE(srcvp);
curthread->t_flag | = T_WOULDBLOCK;
return;

}

/* Check for delegation on the file being renaned over, if it exists */

if (rfs4_deleg_policy != SRV_NEVER DELEGATE &&
VOP_LOOKUP(t ovp, args->rna_to.da_name, &t argvp, NULL, O, NULL, cr,
NULL, NULL, NULL) == 0) {

if (rfs4_check_del egated(FWRI TE, targvp, TRUE)) {
VN_RELE(t ovp);
VN_RELE( fronvp);
VN_RELE(srcvp);
VN_RELE(t argvp);
curthread->t_flag | = T_WOULDBLOCK;
return;

}
VN_RELE(t ar gvp) ;

if (nbl _need_check(srcvp)) {
nbl _start_crit(srcvp, RW READER);
in_crit = 1;
if (nbl_conflict(srcvp, NBL_RENAME, 0, 0, 0, NULL)) {
error = EACCES;
goto out;

}

error = VOP_RENAME(fronvp, args->rna_from da_nane,
tovp, args->rna_to.da_nane, cr, NULL, 0);

if (error == 0)
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2153

2155
2156
2157
2158
2159

2161 out:
2162
2163
2164
2165
2166

2168
2170 }

vn_renanepat h(tovp, srcvp, args->rna_to.da_nane,
strlen(args->rna_to.da_nane));

/*
* Force nodified data and netadata out to stable storage.
*/

(void) VOP_FSYNC(tovp, O, cr, NULL);
(void) VOP_FSYNC(fronvp, 0, cr, NULL);

if (in_crit)

nbl _end_crit(srcvp);
VN_RELE(srcvp);
VN_RELE(t ovp);
VN_RELE(fronmvp);

*status = puterrno(error);

__unchanged_portion_onitted_

2177 |*

2178 * Link to a file.
2179 * Create a file (to) which is a hard link to the given file (from.

2180 */

2181 /* ARGSUSED */

2182 void

2183 rfs_link(struct nfslinkargs *args, enumnfsstat *status,

2184
{

struct exportinfo *exi, struct svc_req *req, cred_t *cr, bool_t ro)

int error;

vnode_t *fronvp;

vnode_t *tovp;

struct exportinfo *to_exi;
fhandl e_t *fh;

fromvp = nfs_fhtovp(args->la_from exi);
if (fromvp == NULL)

*status = NFSERR_STALE;

return;

}

fh = args->la_to.da_fhandl e;
to_exi = checkexport (& h->fh_fsid, (fid_t *)& h->fh
to_exi = checkexport (& h->fh_fsid, (fid_t *)& h->fh
if (to_exi == NULL) {

VN_RELE(f ronvp);

*status = NFSERR_ACCES;

return;

_xlen, NULL);
x| en);

exi _rele(to_exi);

if (to_exi !'=exi) {
VN_RELE(fronvp);
*status = NFSERR_XDEV;
return;

}

tovp = nfs_fhtovp(args->la_to.da_fhandle, exi);
if (tovp == NULL)

VN_RELE(fronvp);

*status = NFSERR_STALE,

return;

}
if (tovp->v_type = VDR {
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2221 VN_RELE(tovp);

2222 VN_RELE( f ronvp) ;

2223 *status = NFSERR_NOTDI R

2224 return;

2225 }

2226 /*

2227 * Disallow NULL paths

2228 */

2229 if (args->la_to.da_nane == NULL || *args->la_to.da_nane == '\0") {
2230 VN_RELE(t ovp);

2231 VN_RELE( f ronvp) ;

2232 *status = NFSERR_ACCES;

2233 return;

2234 }

2236 if (rdonly(ro, tovp)) {

2237 VN_RELE(tovp);

2238 VN_RELE( f ronvp) ;

2239 *status = NFSERR_RCFS;

2240 return;

2241 }

2243 error = VOP_LINK(tovp, fronvp, args->la_to.da_nanme, cr, NULL, 0);
2245 /*

2246 * Force nodified data and netadata out to stable storage.
2247 */

2248 (void) VOP_FSYNC(tovp, 0, cr, NULL)

2249 (voi d) VOP_FSYNC(fronmvp, FNODSYNC, cr, NULL);

2251 VN_RELE(t ovp);

2252 VN_RELE(fronmvp);

2254 *status = puterrno(error);

2256 }

__unchanged_portion_onitted_



new usr/ src/ uts/comon/ nfs/export.h

R R R R

24073 Wed Sep 14 16:21: 04 2016
new usr/src/uts/comon/ nfs/export.h
7378 exported_|l ock held during nfs4 conpound processing
LEEE R R R R EE SRR EEE SRR EEE R EEEEEEEEEEEEEEEEEEREEEEEEEEEEESE]
__unchanged_portion_onitted_
572 typedef struct exp_visible exp_visible_t;

574 #define PSEUDQ exi ) ((exi)->exi_export.ex_flags & EX_PSEUDO)

575 #define EXP_LINKED(exi) ((exi)->fid_hash.bckt != NULL)

577 #define EQFSID(fsidpl, fsid 2) \

578 (((fsi dpl) >val [ 0] (fsi dp2) >val [0]) && \

579 ((fsidpl)- >va|[l] == (fsidp2)->val[1]))

581 #define EQ: D(fidpl, fid 2) \

582 ((fidpl)- >f|d|en == (fidp2)->fid_len &&\

583 becnp((char *) (fidpl)->fid_data, (char *)(fidp2)->fid_data, \
584 (uint_t)(fidpl)->fid_len) == 0)

586 #define exportmatch(exi, fsid, fid) \

587 (EQFSI D( &(exi)->exi _fsid, (fsid)) &% EQFID(&exi)->exi_fid, (fid)))
589 /*

590 * Returns true iff exported filesystemis read-only to the given host.
591 *

592 * Note: this macro should be as fast as possible since it’s called
593 * on each NFS nodification request.

594 */

595 #define rdonly(ro, vp) ((ro) || vn_is_readonly(vp))
596 #define rdonly4(req, cs) \

597 (vn_is_readonly((cs)->vp) || \

598 (nfsaut h4_access((cs)->exi, (cs)->vp, (req), (cs)->basecr, NULL,
599 NULL, NULL, NULL) & (NFSAUTH RO | NFSAUTH LI M TED)))

601 extern int nfsaut h4_access(struct exportinfo *, vnode_t *,

602 struct svc_req *, cred_t *, uid_t *, gidt *, uint_t * gid.t **);
603 extern int nfsaut h4_seci nfo_access(struct exportinfo *,

604 struct svc_req *, int, int, cred_t *);

605 extern int nfsaut h_cache_cl nt _conpar (const void *, const void *);
606 extern int nfs fhbcr'rp(char *, char *, int);

607 extern int nfs_exportinit(void);

608 extern void nfs_exportfini(void);

609 extern int chk_cl nt_sec(struct exportinfo *, struct svc_req *);

610 extern int makef h(fhandl e_t *, struct vnode *, struct exportinfo *);
611 extern int makef h_ol (fhandl e_t *, struct exportinfo *, uint_t);

612 extern int makef h3(nfs_fh3 *, struct vnode *, struct exporti nfo *);
613 extern int makef h3_ol (nfs_fh3 *, struct exportinfo *, uint_t);

614 extern vnode_t *nfs_fhtovp(fhandle_t *, struct exportinfo *);

615 extern vnode_t *nfs3_fhtovp(nfs_fh3 *, struct exportinfo *);

616 extern struct exportinfo *checkexport(fsid_t *, struct fid *, vnode_t *);
617 extern struct exportinfo *checkexport_nohold(fsid_t *, struct fid *,

618 vnode_t *);

616 extern struct exportinfo *checkexport(fsid_t *, struct fid *);

617 extern struct exportinfo *checkexport4(fsid_t *, struct fid *, vnode_t *);

619 extern void exl _hol d(struct exportinfo *);

620 extern void exi _rele(struct exportinfo *);

621 extern struct exportinfo *nfs_vptoexi(vnode_t *, vnode_t *, cred_t *, int *
622 int *, bool _t)

623 extern int nfs_check_vpexi (vnode_t *, vnode_t *, cred_t *,

624 struct exportinfo **);

625 extern void export_link(struct exportinfo *);

626 extern void export_unlink(struct exportinfo *);

627 extern vnode_t *untraverse(vnode t *);

628 extern int vn_is_nfs reparse(vnode t *, cred_t *);

629 extern int client_is_downrev(struct svc_req *);

\

new usr/src/uts/comon/ nfs/export.h

630 extern char *bui I d_synl i nk(vnode_t *, cred_t *, size_t *);

632 /*

633 */Functions that handl e the NFSv4 server nanespace

634 *

635 extern exportinfo_t *vis2exi(treenode_t *);

636 extern int treeclinmb_export(struct exportinfo *);

637 extern void treeclimb_unexport(struct exportinfo *)'

638 extern int nfs_visible(struct exportinfo *, vnode_t *, int *);

639 extern int nfs_visible_inode(struct exportinfo *, ino64_t, int *);
640 extern int has_vi si bl e(struct exportinfo *, vnode_t *);

641 extern void free_visible(struct exp_visible *);

642 extern int nfs_exported(struct exportinfo *, vnode_t *);

643 extern struct exportinfo *pseudo_exportfs(vnode_t *, fid_t *,

644 struct exp_visible *, struct exportdata *);

645 extern int vop_fid_pseudo(vnode_t *, fid_t *);

646 extern int nfs4_vget _pseudo(struct exportinfo *, vnode_t **, fid_t *);
647 | *

648 * Functions that handl e the NFSv4 server nanespace security flavors
649 * information.
*/

650

651 extern void srv_seci nfo_exp2pseu(struct exportdata *, struct exportdata *);
652 extern void srv_secinfo_list_free(struct secinfo *, int);

654 /[ *

655 * "public" and default (root) location for public filehandle

656 */

657 extern struct exportinfo *exi_public, *exi_root;

658 extern fhandle_t nullfh2; /* for conparing V2 fil ehandl es */
659 extern krw ock_t exported_| ock;

660 extern struct exportinfo *exptable[];

662 /*

663 * Two macros for identifying public filehandles.

664 * A v2 public filehandle is 32 zero bytes.

665 * A v3 public filehandle is zero Iength.

666 */

667 #define PUBLIC_FH2(fh) \

668 ((fh)->fh_fsid.val[1] == 0 &\

669 becmp((fh), &nullfh2, sizeof (fhandle_t)) == 0)
671 #define PUBLIC FH3(fh) \

672 ((fh)->fh3_length == 0)

674 extern int makef h4(nfs_fh4 *, struct vnode *, struct exportinfo *);

675 extern vnode_t *nfs4_fhtovp(nfs_fh4 *, struct exportinfo *, nfsstat4 *);
677 #endif /* _KERNEL */
679 #ifdef __cplusplus

680
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