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.\" Copyright (c) 2009 Sun Mcrosystems, Inc. Al Rights Reserved.

.\" Copyright (c) 2020 Peter Tribble.

.\" The contents of this file are subject to the terns of the Common Devel opnent
.\" See the License for the specific |anguage governing perm ssions and |inmntat
.\" the fields enclosed by brackets "[]" replaced with your own identifying info
.TH N2RNG 7D "Jan 12, 2020"

. TH N2RNG 7D "Apr 15, 2009"

. SH NAME

n2rng \- U tra-SPARC T2 random nunber generator device driver

. SH DESCRI PTI ON

.sp

.LP

The \fBn2rng\fR device driver is a nulti-threaded, |oadable hardware driver
supporting hardware assisted random nunbers.

This support is built into the Utra-SPARC T2 and | ater processors.

supporting hardware assisted random nunbers. This support is built into the

U tra- SPARC T2 CMI processor.

.sp

.LP

The \fBn2rng\fR driver requires the presence of the Solaris Cryptographic
Framework to enabl e applications and kernel clients to access the provided
servi ces.

. SH CONFI GURATI ON

.sp

.LP

You configure the \fBn2rng\fR driver by defining properties in

\f B/ pl at f or i1 sun4v/ kernel / drv/ n2rng. conf\f R which override the default settings.
\ f B/ pl at f or mf sun4v/ kernel / drv/ n2cp. conf\f R which override the default settings.
The following property is supported:

.sp

.ne 2

.na
\fBnostats\fR

.ad

. RS 28n

Di sabl es the generation of statistics.

The nostats property may be used to help prevent traffic analysis, however,
this may inhibit support personnel.

Di sabl es the generation of statistics. The nostats property may be used to help
prevent traffic analysis, however, this may inhibit support personnel.

. RE

. SH CRYPTO STATI STI CS

Sol aris crypto drivers nust inplenment statistics variables.

Statistics reported by \fBn2rng\fR nay be read using the \fBkstat\fR(1M
utility.

The \fBn2rng\fR driver maintains the follow ng statistics:

.sp

.LP

Solaris crypto drivers nust inplenent statistics variables. Statistics are
reported by \fBn2rng\fR using the \fBkstat\fR(7D) and \fBkstat\fR(9S)
nmechani sms. The \fBn2rng\fR driver naintains the follow ng statistics:
.sp

.ne 2

. ha
\fBstatus\fR

.ad

. RS 28n

Status (online, offline, fail) of RNG device.
. RE
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.sp
.ne 2

.na
\ fBrngj obs\fR
.ad

. RS 28n
Nunber of requests for random dat a.
.RE

.sp
.ne 2

.na
\ f Brngbyt es\ fR
ad

. RS 28n
Nunber of bytes read fromthe RNG devi ce.
. RE

. SH KERNEL STATI STI CS

.sp

.LP

The \fBn2rng\fR driver tallies a set of kernel driver statistics when in the
Control donain.

Stalt!stics reported by \fBn2rng\fR may be read using the \fBkstat\fR(1M
utility.

Control domain. Statistics are reported by \fBn2rng\fR using the
\fBkstat\fR(7D) and \fBkstat\fR(9S) nmechanisns. Al statistics are maintained
as unsigned, and all are 64 bits.

.sp

.ne 2

.na
\fBrng(n)-cell0-bias\fR
.ad

. RS 28n
Bi as setting for noise cell 0 of RNG\fIn\fR
.RE

.sp
.ne 2

.na
\fBrng(n)-cellO-entropy\fR
ad

. RS 28n
Entropy value for noise cell 0 of RNG\fIn\fR
. RE

.sp
.ne 2

.na
\fBrng(n)-cell1-bias\fR
ad

. RS 28n
Bias setting for noise cell 1 of RNG\fIn\fR
. RE

.sp
.ne 2

. na
\fBrng(n)-celll-entropy\fR
.ad

. RS 28n

Entropy value for noise cell 1 of RNG\fIn\fR
Entropy value for noise cell 1 of RNG n.
. RE



new usr/ src/ man/ man7d/ n2r ng. 7d

107
108

109 .

110
111
112
113

.sp
.ne 2

na
\fBrng(n)-cell2-bias\fR
ad

. RS 28n
Bi as setting for noise cell 2 of RNG\fIn\fR

114 .RE

116
117

118 .

119
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125
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127 .
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134
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.sp
.ne 2

na
\fBrng(n)-cell2-entropy\fR
\fBrng(n)-cell3-entropy\fR

.ad

. RS 28n

Entropy value for noise cell 2 of RNG\fIn\fR
. RE

.sp
.ne 2

na
\fBrng(n)-state\fR
ad

. RS 28n
State of rng nunber n (online, offline, error, health check).
. RE

. SH FILES

.sp
.ne 2

.na
\f B/ pl at f or nf sun4v/ kernel / drv/ sparcv9/ n2rng\ f R
\fB\f B/ pl at f or mf sun4v/ ker nel / drv/ sparcv9/ n2cp\f R fR
.ad

.sp .6

. RS 4n

Devi ce driver (SPARC)

64-bit ELF kernel driver.

. RE

.sp
.ne 2

.na
\ f B/ pl at f or Ml sun4v/ kernel / drv/ n2rng. conf\fR
\fg\fB/pI at f or mf sun4v/ kernel / drv/ n2rng. conf\fR fR
.a

.sp .6

. RS 4n

Driver configuration file

Configuration file.

152 . RE

154
161
162
155
156

158
159
160
161
162
163
164

. SH ATTRI BUTES

.sp
LP

See \fBattributes\fR(5) for descriptions of the follow ng attributes:

.sp

.sp
. TS
box;
c| c
.

ATTRI BUTE TYPE ATTRI BUTE VALUE
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165 Architecture SPARC
166 _

167 Interface stability
168 . TE

Commi tted

170 . SH SEE ALSO

171 \fBecryptoadm f R(1M, \fBkstat\fR(1M,
179 .sp

180 . LP

181 \fBcryptoadm fR(1M, \fBkstat\fR(1M,
182 \fBattributes\fR(5)

183 .sp

184

186 . sp
187 . LP

\fBattributes\fR(5)

\fBprinters.conf\fR(4),

.LP
185 \fl Sol aris Cryptographic Framework - Solaris Software Devel oper Collection\fR

188 \flSolaris Security for Developer’s Cuide - Solaris Software Devel oper

189 Col l ection\fR



