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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel oprent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww.opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perm ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # If applicable, add the followi ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy] [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.

23 # Use is subject to license terns.

24 #

26 #

27 # Copyright (c) 2012 by Del phix. Al rights reserved.

28 # Copyright (c) 2018 Joyent, Inc. All rights reserved.

28 # Copyright (c) 2012 Joyent, Inc. Al rights reserved.

29 #

31 KMDBSRCS += \

32 ffs.c\

33 kai f_start.c \

34 ndb. c \

35 mdb_addrvec. c \

36 mdb_ar gvec. c \

37 mdb_call b.c \

38 ndb_cmdbuf . c \

39 mdb_cnds. ¢ \

40 kvm cpu.c \

40 kmdb_conf.c \

41 kndb_context.c \

42 kmdb_create.c \

43 mdb_ctf.c \

44 kndb_ctf_open.c \

45 ndb_debug. c \

46 kmdb_demangl e. ¢ \

a7 mdb_di sasm ¢ \

48 knmdb_dl . c \

49 kmdb_dpi . c \

50 mdb_dunp. ¢ \

51 mdb_err.c \

52 mdb_evset.c \

53 kmdb_fault.c \

54 kmdb_fdio.c \

55 ndb_fnt.c \

56 mdb_frame. c \
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57 ndb_gel f.c \

58 mdb_hel p. ¢ \

59 mdb_io.c \

60 kmdb_kdi . ¢ \

61 kmdb_kvm c \

62 mdb_l ogi 0. ¢ \

63 mdb_list.c \

64 mdb_macalias.c \
65 kndb_mai n.c \

66 mdb_nodapi . ¢ \
67 mdb_nodul e. ¢ \
68 kmdb_nodul e. ¢ \
69 kmdb_nodul e_| oad. ¢ \
70 mdb_nmc \

71 mdb_nv.c \

72 mdb_pi peio.c \
73 ndb_print.c \

74 kmdb_prom o.c \
75 kmdb_prom f.c \
76 mdb_set.c \

77 kmdb_shel | . ¢ \
78 ndb_signal . c \
79 mdb_string.c \
80 mdb_strio.c \

81 kmdb_stubs. c \
82 ndb_tab.c \

83 mdb_target.c \
84 kndb_term nfo.c \
85 mdb_termo.c \
86 ndb_t ypedef.c \
87 mdb_umem ¢ \

88 kmdb_unmengl ue. ¢ \
89 mdb_val ue. ¢ \

90 ndb_vch.c \

91 mdb_wch. ¢ \

92 mdb_whatis.c \
93 kndb_wr . c

95 KMDBML +=

97 KVMDBOBJS = $( KMDBSRCS: % c=% 0) $( KMDBM.: % s=% 0)
99 PROVBRCS +=

101 PROMOBIS = $( PROVBRCS: % c=% 0)

103 KCTLSRCS += \

104 ketl _auxv.c \
105 ket _dnmod. c \
106 ket _err.c \
107 ketl _main.c \
108 ket _nmod. c \
109 ketl _string.c \
110 ketl _wr.c

112 KCTLM. +=

114 KCTLOBJS = $(KCTLSRCS: % c=% 0) $( KCTLM.: % s=% o)

116 SRCS += $( KMDBSRCS) $( PROVSRCS)
117 MLSRCS += $( KMDBML
118 OBJS = $(SRCS: % c=% 0) $( KMDBM.: % s=% 0)

120 ALLOBJS = $(OBJS) $(KCTLOBIS)
121 ALLLINTFILES = $(ALLOBIS: % 0=% | n)
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123 # files that need KMDB_VERSI ON defi ned
124 VERSFI LES = \

125 kmdb_conf.c \

126 kct!l _main.c

127 VERSOBJS = $( VERSFI LES: % c=% o)
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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T T T

21/

22 Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

28 #ifndef _KVDB DPI_| MPL_H
29 #define _KVDB_DPlI _I MPL_H
29 #pragne ident " YZYWo % % %E% SM "
31 #include <setjnp. h>

32 #ifdef __sparc

33 #include <sys/regset. h>

34 #endif [/* __sparc */

35 #incl ude <sys/types. h>

37 #include <kndb/ kndb_auxv. h>
38 #include <kndb/ kndb_dpi . h>
39 #incl ude <ndb/ ndb_kreg. h>
40 #i ncl ude <ndb/ ndb_t ar get. h>

42 #ifdef __cpl usplus
43 extern "C' {
44 #endi f

46 extern jnp_buf *kndb_dpi _fault_pcb;

48 /*

49 * The routines used by the kndb side of the DPI to access the saved state
50 * of the current kernel instance, and to control that instance. A popul ated
51 * version of this vector is provided by the DPl backend used to control the
52 * machine. General use of the kndb DPlI is not via direct invocation of the
53 * functions in this ops vector, but rather flows through the convenience

54 * wappers in kndb_dpi.c

55 */

56 struct dpi_ops {
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57

59
60

62

int (*dpo_init)(kmdb_auxv_t *);

voi d (*dpo_debugger _acti vate) (kdi _debugvec_t **, uint_t);
voi d (*dpo_debugger _deactivate) (void);

voi d (*dpo_enter_non) (void);

voi d (*dpo_npdchg_ reglster)(v0|d (*)(struct nmodctl *, int));
voi d (*dpo_npdchg_cancel ) (voi d);

int (*dpo_get_cpu_state)(int);
int (*dpo_get_master_cpuid)(void);

const ndb_tgt_gregset _t *(*dpo_get_gregs)(int);
int (*dpo_get _register)(const char *, kreg_t *);
int (*dpo_set_register)(const char *, kreg_t);
#ifdef __sparc
int (*dpo_get_rwin)(int, int, struct rw ndow *);
int (*dpo_get_nwin)(int);
#endi f

*dpo_brkpt _arm) (uintptr_t, mdb_instr_t *);

int
i *dpo_brkpt _disarm) (uintptr_t, ndb_instr_t);

nt

(
(
int (*dpo_wapt_validate)(kndb_wapt_t *);
int (*dpo_wapt_reserve)(kmdb_wapt_t *);
voi d (*dpo wapt _rel ease) (kndb_wapt _t *);
voi d (*dpo_wapt _arm) (kndb_wapt _t *);
voi d (*dpo_wapt _di sarm (kndb_wapt _t *);
int (*dpo_wapt_match) (knmdb_wapt _t *);

int (*dpo_step)(void)
#if defi ned(_l 386) || defi ned(_and64)
voi d (*dpo_step_branch) (void);
#endi f

uintptr_t (*dpo_call)(uintptr_t, uint_t, const uintptr_t *);
voi d (*dpo_dunp_crunbs) (uintptr_t, int);

#if defined(__i386) || defined(__anud64)
voi d (*dpo_nsr_add) (const kdi _msr_t *);
uint64_t (*dpo_msr_get)(int, uint_t);
#endi f

#ifdef __sparc
voi d (*dpo_kernpanic)(int);
#endi f

_ﬁnchanged_port ion_onmitted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
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T T T

21/

22 Copyright (c) 2004, 2010, Oracle and/or its affiliates. Al rights reserved.
23 Copyright (c) 2013 by Del phix. Al rights reserved.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

28 #include <kndb/kndb_kvm h>

29 #include <kmdb/kvm h>

30 #include <kndb/ kmdb_kdi . h>

31 #include <kndb/ kndb_prom f. h>
32 #include <kndb/ kndb_nodul e. h>
33 #include <kmdb/ knmdb_asnutil . h>
34 #include <ndb/ ndb_types. h>

35 #i nclude <ndb/ ndb_conf. h>

36 #i nclude <ndb/ndb_err. h>

37 #include <ndb/ndb_nodapi . h>

38 #include <ndb/ ndb_t arget _i npl . h>
39 #include <ndb/ ndb_debug. h>

40 #i ncl ude <ndb/ ndb_string. h>

41 #incl ude <ndb/ ndb_ctf. h>

42 #incl ude <ndb/ ndb_kreg_i npl . h>
43 #incl ude <ndb/ ndb_ks. h>

44 #incl ude <ndb/ ndb. h>

46 #include <strings. h>

47 #include <dl fcn. h>

48 #include <sys/isa_defs. h>
49 #incl ude <sys/kobj.h>

50 #include <sys/kobj _inpl.h>
51 #incl ude <sys/ bitmap. h>

52 #include <vnias. h>

54 static const char KMI_RTLD NAME[] = "krtld";
55 static const char KMI_MODULE[] = "ndb_ks";
56 static const char KMI_CTFPARENT[] = "genuni x";

58 static ndb_list_t knt_defbp_list; /* List of current deferred bp's */
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stati
stati
stati
stati
stati

stati
stati

stati

typedef struct knt_symarg {
mdb

C
Cc
c
C
C
Cc

c

c

int knt_defbp_| ock; /* For list, running kernel holds */

uint _t kmt _defbp_| m)dchg isload; /* Wiether nod change is |oad/unload */

struct nmodctl *knt_def bp_ dechg nodctl; /* nodctl for defbp checking */
uint _t knt_def bp_num /* Nunber of referenced def’d bp's */

int knt_def bp_bpspec; /* vespec for def’'d bp activation bp */

const mdb_se_ops_t knt _brkpt_ops;
const mdb_se_ops_t knt_wapt_ops;

void knt_sync(ndb_tgt_t *);

Cal l er’s callback function */
Cal | back function argunment */
Synbol type/binding filter */
Synbol id and table id */
Cont ai ni ng obj ect */

_tgt_symf *symchb;
voi d *sym dat a;
uint_t sym type;
nmdb_symi nfo_t sym.info;
const char *sym obj ;

~———
* ok % k%

76 } kmt_symarg_t;

__unchanged_portion_onitted_

550 /* ARGSUSED*/
551 static int
552 knt _status_dcnd(uintptr_t addr, uint_t flags, int argc, const ndb_arg_t *argv)

553
552
554
555
556

558
559
560
561
562
563

565
566
567
568
569

571
572
573
574
575
576
577
578
579
580

581
582
583
584

582
583
584

586
587

589

{

knt _data_t *knt = nmdb. mtarget->t_data;
struct utsname uts;

char wuuid[37];

kreg_t tt;

if (mdb_tgt_readsym(ndb. mtarget, MDB_TGT_AS VIRT, &uts, sizeof (uts),
"uni x", "utsnane") != sizeof (uts)) {
warn("failed to read 'utsname’ struct fromkernel\n");
bzero(&uts, sizeof (uts));
(void) strcpy(uts.nodenanme, "unknown machine");

}

ndb_printf("debugging live kernel (%l-bit) on %\n",
(int)(sizeof (void *) * NBBY),
(*uts.nodename == '\0" ? "(not set)" : uts.nodenane));
mdb_printf("operating system % % (%)\n",
uts.rel ease, uts.version, uts.machine);

if (mjb tgt readsyn(mjb mtarget, MDB_TGI_AS_VIRT, uuid, sizeof (uuid),

'genuni x' "dunp_osi mage_ uui d ) !'= sizeof (uw d))

V\ﬂrn( failed to read "dunp_osi mage_uuid’ string fromkernel\n");

(v0|d) strcpy(uwd "(error)");
} else if (*uuid ==

(voi d) strcpy(umd "(not set)");
} else if (uuid[36] '="\0") {

(void) strcpy(uuid, "(invalid)");

}
mdb_printf("imge uuid: %\n", uuid);

if (kmt->knt_cpu !'= NULL) {
ndb_printf (" CPU specific support: %\n",
kmt _cpu_nane(knt - >knt _cpu)) ;
}
ndb_printf("Dfrace state: %\n", (kndb_kdi _dtrace_get_state() ==
KDl _DTSTATE_DTRACE_ACTI VE ? "active (debugger breakpoints cannot
"be arnmed)" : "inactive"));

(voi d) kndb_dpi _get_regi ster("tt" &tt);
mdb_printf("stopped on: %\n", knt trapnane(tt))

(void) knt_dnod_status("pending dnod | oads: ", KMDB_MC _STATE_LQADI NG) ;
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590 (void) knt_dnpd_status("pendi ng dnod unl oads: ", 2429 knt _step, /* t_step */
591 KVDB_MC_STATE_UNLQADI NG) ; 2430 knt _step_out, /* t_step_out */
2438 knt _st ep_br anch, /* t_step_branch */
593 return (DCVMD_CXK) ; 2431 knt _next, /* t_next */
594 } 2432 knt _conti nue, /* t_cont */
__unchanged_portion_onitted_ 2433 (int (*)()) nmdb_tgt_notsup, /* t_signal */
2434 knt _add_vbr kpt, /* t_add_vbrkpt */
2373 static void 2435 knt _add_sbr kpt, /* t_add_sbrkpt */
2374 knt_destroy(ndb_tgt _t *t) 2436 knt _add_pwapt , /* t_add_pwapt */
2375 { 2437 knt _add_vwapt , /* t_add_vwapt */
2376 knt _data_t *knt = t->t_data; 2438 knt _add_i owapt , /* t_add_i owapt */
2377 kmt _nmodul e_t *km *pkm 2439 (|nt *Y0) b _tgt_null, /* t_add_sysenter */
2440 (int (*)()) mdb_tgt_null, /* t_add_sysexit */
2379 mdb_nv_dest r oy( &mnt - >kt _nodul es) ; 2441 (i nt (*)()) mdb_tgt _null, /* t_add_signal */
2380 for (km= mdb_list_prev(&knt- >km _nodlist); km!= NULL; km = pkm) { 2442 knt _add_trap, /* t_add_fault */
2381 pkm = ndb_Tist_prev(k 2443 knt _get ar eg, /* t_getareg */
2382 ndb _free(km sizeof (km nodul e_t)); 2444 knt _put ar eg, /* t_putareg */
2383 } 2445 (int (*)()) b_tgt_nop, /* XXX t_stack_iter */
2446 (int (*)()) mdb_tgt_notsup /* t_auxv */
2385 if (!'knt_defbp_| ock) 2447 };
2386 knt _def bp_destroy_al |l ();
2449 [ *
2388 if (kmt->knt_trapmap != NULL) 2450 * Called imedi ately upon resunption of the systemafter a step or continue.
2389 mdb_free(knt->knt _trapmap, BT_SI ZEOFMAP(knt - >knt _t rapnax)) ; 2451 * Allows us to synchronize knt's view of the world with reality.
2452 */
2395 if (knt->knt_cpu !'= NULL) 2453 | * ARGSUSED*/
2396 kmt _cpu_destroy(knt->knt _cpu); 2454 static void
2455 knt _sync(mdb_tgt_t *t)
2391 if (kmt !'= NULL) 2456 {
2392 mdb_free(knt, sizeof (knt_data_t)); 2457 knt _data_t *knt = t->t_data;
2393 } 2458 int symavail;
2395 static const ndb_tgt_ops_t knt_ops = { 2460 ndb_dpri nt f (MDB_DBG _KMOD, "synchronizing with kernel\n");
2396 knt _setfl ags, /* t_setflags */
2397 (int (*)()) mdb_tgt_notsup, /* t_setcontext */ 2462 symavai | = knt->knt _synavail ;
2398 knt _activate, /* t_activate */ 2463 knt - >knt _symavai | = FALSE;
2399 (void (*)()) ndb_tgt_nop, /* t_deactivate */
2400 knt _peri odi c, /* t_periodic */ 2465 /*
2401 knt _destr oy, /* t_destroy */ 2466 * Resync our view of the world if the npdul es have changed, or if we
2402 knt _nane, /* t_nane */ 2467 * didn't have any synbols coming into this function. The latter wll
2403 (const char *(*)()) ndb_conf _i sa, /* t_isa */ 2468 * only happen on startup.
2404 knt _platform /* t_platform*/ 2469 */
2405 knt _unarne, /* t_unane */ 2470 if (kmdb_kdi _nods_changed() || !symavail)
2406 knt _dnodel , /* t_dnodel */ 2471 knt _nodl i st _update(t);
2407 (ssize_t (*)()) ndb_tgt_notsup, /* t_aread */
2408 (ssize_t (*)()) ndb_tgt_notsup, /* t_awite */ 2473 /*
2409 knt _read, /* t_vread */ 2474 * It would be nice if we could run this |less frequently, perhaps
2410 kmt_write, /* t_vwrite */ 2475 * after a dvec-initiated trigger.
2411 knt _pread, /* t pread */ 2476 *
2412 knt _pwrite, /* t_pwite */ 2477 kndb_nodul e_sync() ;
2413 knt _r ead, /* t_fread */
2414 kmt_write, /* t _fwite */ 2479 knt - >knt _symavail = TRUE;
2415 knt _i or ead, /* t_ioread */
2416 kmt _iowite, /* t_iowite */ 2481 ndb_dpri ntf (MDB_DBG _KMOD, "synchronization conplete\n");
2417 knt _vt op, /* t_vtop */
2418 knt _| ookup_by_nane, /* t_l ookup_by_nane */ 2483 knt _def bp_prune();
2419 knt _| ookup_by_addr, /* t_l ookup_by_addr */
2420 knt _synbol _iter, /* t_synbol _iter */ 2485 if (kmt_defbp_num > 0 && knt _def bp_bpspec == 0 &&
2421 knt _mappi ng_iter, /* t_mapping_iter */ 2486 kndb_kdi _dtrace_get_state() != KD _DTSTATE_DTRACE_ACTI VE) {
2422 knt _obj ect_iter, /* t_object_iter */ 2487 I*
2423 knt _addr _t o_map, /* t_addr_to_map */ 2488 * Deferred breakpoints were created while DIrace was active,
2424 knt _name_t o_nap, /* t_name_to_map */ 2489 * and consequently the deferred breakpoi nt enabling mechani sm
2425 knt _addr_to_ctf, /* t_addr_to_ctf */ 2490 * wasn't activated. Activate it now, and then try to activate
2426 knt _name_to_ctf, /* t_name_to_ctf */ 2491 * the deferred breakpoints. W do this so that we can catch
2427 knt _st at us, /* t_status */ 2492 * the ones which nay apply to npdul es that have been | oaded
2428 (int (*)()) ndb_tgt_notsup, /* t_run */ 2493 * while they were waiting for DIrace to deactivate.
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2494 */

2495 (void) knt_defbp_activate(t);

2496 (void) ndb_tgt_sespec_activate_all(t);

2497 }

2507 if (kmt->kmt_cpu_retry & & ((knt->knt_cpu = knt_cpu_create(t)) !=
2508 NULL || errno != EAGAIN))

2509 knt - >knt _cpu_retry = FALSE;

2499 (void) mdb_tgt_status(t, & ->t_status);

2500 }

2502 /*

2503 * This routine executes while the kernel is running.

2504 */

2505 /* ARGSUSED*/

2506 int

2507 kmdb_kvm create(ndb_tgt_t *t, int argc, const char *argv[])
2508 {

2509 knmt _data_t *knt;

2511 if (argc !'=0)

2512 return (set_errno(EINVAL));

2514 kmt = mdb_zal | oc(si zeof (knt_data_t), UM SLEEP);
2515 t->t_data = knt;

2516 t->t_ops = &knt_ops;

2517 t->t_flags | = MDB_TGI_F_RDWR; /* kndb is always r/w */
2519 (void) ndb_nv_insert(&b. mnv, "cpuid", &knt_cpuid_disc, O,
2520 MDB_NV_PERSI ST | MDB_NV_RDONLY) ;

2522 (void) ndb_nv_create(&knt->knt _nodul es, UM SLEEP);
2524 knt _init_isadep(t);

2526 knt - >knt _symavai | = FALSE;

2539 knt - >knt _cpu_retry = TRUE;

2528 bzero(&nt_defbp_list, sizeof (ndb_list_t));

2530 return (0);

2532 create_err:

2533 knt _destroy(t);

2535 return (-1);

2536 }

____unchanged_portion_onitted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

T T T

21/

22 Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

28 #ifndef _KVMH
29 #define _KVM H

29 #pragne ident " YZYWo % % %E% SM "

31 /*

32 * The kndb target

33 =/

35 #i ncl ude <ndb/ ndb_nodapi . h>

36 #include <ndb/ ndb_t ar get. h>

37 #include <kmdb/ kndb_dpi . h>

38 #include <kndb/kvm i sadep. h>

39 #include <kmdb/kvm cpu. h>

40 #incl ude <sys/kobj.h>

42 #ifdef __cpl usplus

43 extern "C' {

44 #endi f

46 #define KM _F_PRI MARY 1

48 #defi ne KMI_TRAP_NOTENUM -1 /* dob for unnaned traps */
49 #define KMI_TRAP_ALL -2 /* dob for all traps */
51 typedef struct knt_nodul e {

52 mdb_|ist_t kmlist; /* List forward/back pointers */
53 char *km_nane; /* Modul e nane */

54 char km seen;

55 CEl f _Ehdr km ehdr;
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57 mdb_gel f _syntab_t *km synt ab;
58 Shdr km synt ab_hdr;
59 Shdr km strtab_hdr;
60 const void *km synt ab_va;
61 const void *km strtab_va;
63 uintptr_t km text_va;

64 size_t km t ext _si ze;
65 uintptr_t km dat a_va;

66 size_t km dat a_si ze;
67 uintptr_t km bss_va;

68 size_t km bss_si ze;

69 const void *kmectf_va;

70 size_t kmctf_size;

72 ctf _file_t *km ct f p;

73 struct nodctl km nmodct | ;

74 struct nodul e km_nmodul e;

75 int km f1 ags;

76 } knt_nodul e_t;

78 typedef struct kmt_data {

79 const ndb_tgt_regdesc_t *knt_rds;
80 mdb_nv_t knt _nodul es;

81 mdb_|ist_t knmt _nodl i st ;

82 const char *knt _rtld_naneg;
83 caddr _t knt _writemap;
84 size_t knt _writemapsz;
85 ndb_map_t knt _map;

86 ul ong_t *knt _t rapnap;
87 size_t knt _trapmax;

89 knt _cpu_t *knt _cpu;

90 int kmt _cpu_retry;
88 int knt _symavai | ;
89 uint_t knt _nar medbpt s;
90 #if defined(__i386) || defined(__and64)
91 struct {

92 GEl f _Sym

93 GEl f “Sym

94 GEl f _Sym

95 GEl f _Sym

96 #if defined(__and64)

97 GEl f_Sym

98 GEl f _Sym

99 #endi f
100 } knt _intrsyns;
101 #endi f

102 } knt_data_t;

140

extern void kmt _printregs(const ndb_tgt_gregset _t

extern

extern
extern

extern
extern
extern

Ss
extern
extern
extern

const char *knt_def_di snode(void);

__unchanged_portion_omtted_

void knt _init_isadep(ndb_tgt_t

voi d knt _startup_i sadep(mdb_tgt _t *);

ssize_t knmt_wite(ndb_tgt_t *,
ssize_t knmt_pwite(ndb_tgt_t *,

ssize_t km _rw(ndb_tgt_t *, void *,
size_t, uint64_t));
size_t,

ze t (*)(void *,
ssize_t knmt_witer(void *,

ssize_t knt_ioread(ndb_tgt_t *,

ssize_t km_iowite(nmdb_tgt_t

* ok b % Ok

—~——— — — —

* ok ok ok

—~———

_knt _cmmi nt;

_knt _cmmtr ap;

_knt _sysenter;

_kmnt _brand_sysenter;

_knt _syscal | ;
_knt _brand_syscal | ;

const void *,
const void *,

*
’

Regi ster description table
Hash tabl e of nodules */
List of nods in |oad order
Mbdul e containing krtld */
Used to map PAs for wites
Si ze of sane */

Persistant map for callers

CPU-speci fic plugin */
Try CPU detect again? */

*/
*/
*/
*/

Synbol resolution allowed */

Nunber of armed brkpts */

*gregs);

size_t, uintptr_t);
size_t, physaddr_t);
uint64_t,

uinté4_t);
size_t, uintptr_t);
const void *, size_t, uintptr_t);



new usr/ src/ cnd/ mdb/ conmon/ kndb/ kvm h

142 extern
146 extern
143 extern

145 extern
146 extern
147 extern
148 extern

150 extern

152 #if def
153 }

nt
nt
nt

nt
nt
nt
nt

knmt _step_out (ndb_tgt_t *, uintptr_t *);
knt _step_branch(mdb_tgt_t *);
knmt _next (mdb_tgt _t *, uintptr_t *);

kmt _stack(uintptr_t, uint_t, int, const ndb_arg_t *
knt _stackv(uintptr_t, uint_t, int, const ndb_arg_

b,
kmt _stackr(uintptr_t, uint_t, int, const ndb_arg_t *);

t
t ;
knmt _cpustack(uintptr_t, uint_t, int, const ndb_arg_t *,

const char *kmt_trapnane(int);

__cplusplus

__unchanged_portion_onitted_

int,

int);
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9210 renove KMDB branch debuggi ng support

9211 ::crregs could do with cr2/cr3 support

9209 ::ttrace should be able to filter by thread
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.
12 *
13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =
19 * CDDL HEADER END
20 */
22 /*

23 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.

24 * Use is subject to license terns.

25 */

27 | *

28 * Copyright (c) 2012 by Del phix. Al rights reserved.

29 * Copyright (c) 2018 Joyent, Inc. Al rights reserved.

29 * Copyright (c) 2015 Joyent, Inc. Al rights reserved.

30 * Copyright (c) 2013 Josef 'Jeff’ Sipek <jeffpc@ osefsipek.net>
31 * Copyright (c) 2015, 2017 by Del phix. All rights reserved.

32 */

34 #include <sys/elf.h>
35 #include <sys/el f_SPARC. h>

37 #include <libproc. h>
38 #include <stdlib.h>
39 #include <string. h>
40 #include <fcntl. h>
41 #incl ude <errno. h>
42 #include <al |l oca. h>
43 #include <libctf.h>
44 #include <ctype. h>

46 #i ncl ude <ndb/ ndb_string. h>
47 #i ncl ude <ndb/ ndb_argvec. h>
48 #i ncl ude <nmdb/ ndb_nv. h>

49 #include <mdb/ ndb_fnt. h>

50 #i nclude <ndb/ ndb_t ar get. h>
51 #include <ndb/ ndb_err. h>

52 #include <ndb/ ndb_debug. h>
53 #i ncl ude <ndb/ ndb_conf. h>
54 #include <ndb/ ndb_nodul e. h>
55 #i ncl ude <ndb/ ndb_nodapi . h>
56 #i nclude <ndb/ndb_stdlib. h>
57 #i ncl ude <ndb/ ndb_| ex. h>
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58 #i ncl ude <nmdb/ ndb_i o_i npl . h>
59 #incl ude <ndb/ nmdb_hel p. h>

60 #incl ude <ndb/ ndb_di sasm h>
61 #include <ndb/ nmdb_frane. h>

62 #include <ndb/ nmdb_evset. h>

63 #include <nmdb/ mdb_print. h>

64 #incl ude <ndb/ nmdb_nm h>

65 #i ncl ude <ndb/ ndb_set. h>

66 #i ncl ude <ndb/ nmdb_demangl e. h>
67 #include <mdb/ mdb_ctf. h>

68 #incl ude <ndb/ nmdb_whati s. h>
69 #include <ndb/ nmdb_whatis_inpl. h>
70 #include <ndb/ ndb_macal i as. h>
71 #include <nmdb/ mdb_t ab. h>

72 #include <ndb/ nmdb_t ypedef . h>
73 #ifdef _KVDB

74 #incl ude <kndb/ kndb_kdi . h>

75 #endi f

76 #i ncl ude <ndb/ nmdb. h>

78 #ifdef __sparc
79 #define SETH _MASK
80 #define SETH _VALUE

0xc1c00000
0x01000000

82 #define | S_SETH (machcode)

84 #define OP(machcode)
85 #define OP3(nmachcode)
86 #define RD(machcode)
87 #define RS1(machcode)
88 #define | (nachcode)

(machcode) >> 30)

A~~~

90 #define | ML3(nachcode) ((nmachcode) & Ox1fff)
91 #define | MR2(nmachcode) ((nmachcode) & Ox3fffff)

93 #define OP_ARI TH_MEM MASK 0x2
94 #define OP_ARI TH 0x2
95 #defi ne OP_MEM 0x3
97 #define OP3_CC MASK 0x10
98 #defi ne OP3_COWPLEX_MASK 0x20
100 #define OP3_ADD 0x00
101 #define OP3_OR 0x02
102 #define OP3_XOR 0x03

104 #ifndef R O7

105 #define R O7 0oxf
106 #endif

107 #endif /* __sparc */

109 static mdb_tgt_addr_t

110 wite_uint8(ndb_tgt_as_t as, ndb_tgt_addr_t addr,

111 {

112 uint8.t o, n = (uint8_t)ull;

114 if (rdback &% ndb_t gt_aread(ndb. mtarget,
115 addr) == -1)

116 return (addr);

118 if (mlb_tgt_awite(nmdb. mtarget, as, &n,
119 return (addr);

121 if (rdback) {

122 if (mdb_tgt_aread(ndb. mtarget,

123 return (addr);

((machcode) >> 19) & O0x3f)
((machcode) >> 25) & 0x1f)
((machcode) >> 14) & 0x1f)
((machcode) >> 13) & 0x01)

2
(((machcode) & SETH _MASK) == SETHI _VALUE)
uint64_t ull, uint_t rdback)
as, &o, sizeof (0),
sizeof (n), addr) == -1)
as, &n, sizeof (n), addr) == -1)
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125
126
127

129
130 }

mdb_i ob_printf(mdb. mout, "% #*||a%d6T% #8x=Y8TOXx%\ n",
ndb_i ob_get margi n(ndb. m out), addr, o, n);
}

return (addr + sizeof (n));

__unchanged_portion_omtted_

2734 static int
2735 cnd_step(uintptr_t addr, uint_t flags, int argc, const ndb_arg_t *argv)

2736 {
2737
2738

2740
2741
2742
2743
2744
2745
2746
2747
2748
2749
2750
2746
2747
2748
2749
2750
2751
2752

2754
2755 }

int (*func)(mdb_ tgt t *, ndb _tgt_status_t *) = &mdb_t gt _step;
const char *nanme = "single-step";

if (argc > 0 && argv->a_type == NDB_ TYPE STRING) {
if (strcnp(argv >a_un.a_str, "out") == 0)
func = &mib _tgt_st ep out;

name = "step (out)"
ar gv++;
argc--;
} else if (strcr’rp(argv >a_un.a_str, "branch") == 0) {
func &mib_t gt _st ep_branch
name = "step (branch)";
ar gv++;
argc--;
} else if (strcmp(argv->a_un.a_str, "over") == 0) {
func = &mdb_t gt _next;
name = "step (over)";
ar gv++;
argc--;

}

return (cnmd_cont_comon(addr, flags, argc, argv, func, nane));

__unchanged_portion_onitted_
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new usr/ src/ cnd/ mdb/ common/ ndb/ mdb_kpr oc. ¢ 59 #include <sys/proc. h>
9210 renove KMDB branch debuggi ng support 60 #i ncl ude <sys/auxv.h>
9211 ::crregs could do with cr2/cr3 support
9209 ::ttrace should be able to filter by thread 62 #include <strings. h>
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp 63 #include <limts.h>
IR R R R R R R RS R R RS SRR RS RS R R RS R R R R EEREEEREEREEREEEEEE] 64 #I ncl ude <rt| d db h>

1/* 65 #include <procfs. h>

* CDDL HEADER START 66 #include <dlfcn. h>
67 #include <kvm h>
The contents of this file are subject to the terms of the

2

3 *

4 *

5 * Common Devel opnent and Distribution License (the "License"). 69 #include <ndb/ ndb_target_inpl.h>

6 * You may not use this file except in conpliance with the License. 70 #include <nmdb/ mdb_debug. h>

7 * 71 #include <ndb/ nmdb_string. h>

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 72 #include <nmdb/ mdb_err. h>

9 * or http://ww.opensol aris.org/os/licensing. 73 #include <nmdb/ nmdb_ks. h>

10 * See the License for the specific |anguage governing perm ssions 74 #include <ndb/ nmdb_gel f. h>

11 * and limtations under the License. 75 #include <nmdb/ mdb_i o_i npl . h>

12 = 76 #incl ude <ndb/ ndb. h>

13 * Wen distributing Covered Code, include this CDDL HEADER i n each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 78 typedef struct kp_symarg {

15 * If applicable, add the followi ng below this CDDL HEADER, wth the 79 mdb_tgt_symf *sym cb; /* Caller’s callback function */

16 * fields enclosed by brackets "[]" replaced with your own identifying 80 voi d *sym dat a; [* Cal | back function argunent */

17 * information: Portions Copyright [yyyy] [nane of copyright owner] 81 uint_t symtype; /* Synbol type/binding filter */

18 * 82 uintptr_t sym adj ust; /* Synbol val ue adjustnment */

19 * CDDL HEADER END 83 mdb_sym nfo_t sym.info; /* Synbol id and table id */

20 */ 84 const char *sym obj; /* Contai ning object */

21 | * 85 } kp_synarg_t;

22 * Copyright 2008 Sun M crosystens, Inc. Al rights reserved. __unchanged_portion_omtted_

23 * Use is subject to license terns.

24 * 886 static const ndb_tgt_ops_t kproc_ops = {

25 * Copyright 2018 Joyent, Inc. 887 (int (*)()) mdb_tgt_notsup, /* t_setflags */

26 */ 888 kp_set cont ext, /* t_setcontext */
889 kp_activate, /* t_activate */

26 #pragnma ident " VYR N % %E% SM " 890 kp_deacti vate, /* t_deactivate */
891 (void (*)()) mdb_tgt_nop, /* t_periodic */

28 [ * 892 kp_destroy, /* t_destroy */

29 * Kernel Process View Target 893 kp_nane, /* t_nane */

30 * 894 kp_i sa, /* t_isa */

31 * The kproc target is activated when the user is debugging a kernel using the 895 kp_pl atform /* t_platform*/

32 * kvmtarget and executes a ::context dcnd to change the debugger view to one 896 kp_unane, /* t_uname */

33 * of the running processes. The kvmtarget’'s t_setcontext operation wll 897 kp_dnodel , /* t_dnodel */

34 * create and activate a kproc target in response to this call. The kproc 898 (ssize_t (*)()) mdb_tgt_notsup, /* t_aread */

35 * target itself is built upon the kvmtarget's |ibkvm cookie and the ability 899 (ssize_t (*)()) mdb_tgt_notsup, /* t_awite */

36 * to read information fromthe kernel itself and the ability to read the 900 kp_vr ead, /* t_vread */

37 * address space of a particular user process with kvmaread(). It also relies 901 kp_vwrite, /* t_vwite */

38 * on a special set of functions provided by the kvmtarget’'s ndb_ks support 902 (ssize_t (*)()) mdb_tgt_notsup, /* t_pread */

39 * nmodule in order to bootstrap: specifically, given the initial proc pointer, 903 (ssize_t (*)()) ndb_tgt_notsup, /* t_pwite */

40 * ndb_ks provides functions to return the set of address space mappings, the 904 (ssize_t (*)()) ndb_tgt_notsup, /* t_fread */

41 * address space pointer itself, the aux vector vector saved in the u-area, 905 (ssize_t (*)()) ndb_tgt_notsup, /* t_fwite */

42 * and the process data nodel. The kproc target maintains a |ist of address 906 (ssize_t (*)()) mdb_tgt_notsup, /* t_ioread */

43 * space nmappings (kp_map_t) and | oad objects (kp_file_t), and for each | oad 907 (ssize_t (*)()) mdb_tgt_notsup, /* t_iowite */

44 * object wll attenpt to read the corresponding dynam c synbol table. In 908 kp_vt op, /* t_vtop */

45 * order to bootstrap, the target uses the AT_BASE and AT_ENTRY aux vector 909 kp_| ookup_by_nane, /* t_| ookup_by_nane */

46 * elenents to locate the dynam c |inker and executabl e mappings. Wth these 910 kp_l ookup_by_addr, /* t_| ookup_by_addr */

47 * mappings in place, we initialize a librtld_db agent on the target (see 911 kp_synbol _iter, /* t_synbol _iter */

48 * ndb_pservice.c for how this is done), and then process each | oad object 912 kp_mappi ng_i ter, /* t_mapping_iter */

49 * found in the link-map chain. In order to sinplify the construction of 913 kp_obj ect _iter, /* t_object_iter */

50 * synbol tables for each | oad object, we would |ike make use of our existing 914 kp_addr _t o_map, /* t_addr_to_map */

51 * library of GEIf processing code. Since the MDB GEIf code uses ndb_io 915 kp_nanme_t o_map, /* t_nane_to_nap */

52 * objects toread in an ELF file, we sinply define a new type of ndb_i o object 916 (struct ctf_file *(*)()) mdb_tgt_null, /* t_addr_to_ctf */

53 * where each read operation is translated into a call to kproc’s t_vread 917 (struct ctf_file *(*)()) mdb_tgt_null, /* t_nane_to_ctf */

54 * function to read fromthe range of the address space defined by the napping 918 kp_stat us, /* t_status */

55 * as if it were a file. 919 (int (*)()) mdb_tgt_notsup, /* t_run */

56 */ 920 (int (*)()) nmdb_tgt_notsup, /* t_step */




new

921
922
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938

usr/ src/ cnd/ mdb/ common/ mdb/ ndb_kproc. ¢
(int (*)()) mdb_tgt_notsup
(int (*)()) nmdb_tgt_notsup
(int (*)()) nmdb_tgt_notsup
(int (*)()) mdb_tgt_notsup
(int (*)()) mdb_tgt_notsup
(int (*)()) mdb_tgt_null,
(int (*)()) nmdb_tgt_null,
(int (*)()) nmdb_tgt_null,
(int (*)()) mdb_tgt_null,
(int (*)()) mdb_tgt_null,
(int (*)()) mdb_tgt_null,
(int (*)()) nmdb_tgt_null,
(int (*)()) mdb_tgt_null,
(int (*)()) mdb_tgt_null,
(int (*)()) nmdb_tgt_notsup
(int (*)()) ndb_tgt_notsup
(int (*)()) mdb_tgt_notsup
kp_auxv
b

__unchanged_portion_onitted_

| *
| *
/*
/*
/*
| *
/*
| *
/*
| *
| *
/*
/*
| *
| *
/*
/*
| *

step_out */
step_branch */
next */

cont */

signal */
add_sbrkpt */
add_vbr kpt */
add_pwapt */
add_vwapt */
add_i owapt */
add_sysenter */
add_sysexit */
add_si gnal */
add_fault */
_getareg XXX */
_putareg XXX */
_stack_iter XXX */
_auxv */

t
t
t
t
t
t
t
t
t
t
t
t
t
t
t
t
t
t
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9210 renpve KMDB branch debuggi ng support
9211 ::crregs could do with cr2/cr3 support
9209 ::ttrace should be able to filter by thread
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.
12 *
13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =
19 * CDDL HEADER END
20 */
22 /*
23 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
25 */
26 /*
27 * Copyright 2018 Joyent, Inc.
27 * Copyright 2015 Joyent, Inc.
%g :/Copyright (c) 2014 by Del phix. Al rights reserved.
31 /*
32 * User Process Target
33 *
34 * The user process target is invoked when the -u or -p command-|ine options
35 * are used, or when an ELF executable file or ELF core file is specified on
36 * the command-line. This target is also selected by default when no target
37 * options are present. In this case, it defaults the executable name to
38 * "a.out". If no process or core file is currently attached, the target
39 * functions as a kind of virtual /dev/zero (in accordance wi th adb(1)
40 * senantics); reads fromthe virtual address space return zeroes and wites
41 * fail silently. The proc target itself is designed as a wapper around the
42 * services provided by libproc.so: t->t_pshandle is set to the struct
43 * ps_prochandl e pointer returned as a handle by libproc. The target also
44 * opens the executable file itself using the MDB GElf services, for
45 * interpreting the .syntab and .dynsymif no libproc handl e has been
46 * initialized, and for handling i/o to and fromthe object file. Currently,
47 * the only | SA-dependent portions of the proc target are the $r and ::fpregs
48 * dcnds, the callbacks for t_next() and t_step_out(), and the list of naned
49 * registers; these are linked in fromthe proc_isadep.c file for each | SA and
50 * called fromthe conmon code in this file.
51 *
52 * The user process target inplenents conplete user process control using the
53 * facilities provided by libproc.so. The MDB execution control nodel and
54 * an overview of software event nmanagenent is described in ndb_target.c.
55 * proc target inplenents breakpoints by replacing the instruction of interest
*
*

with a trap instruction, and then restoring the original instruction to step
over the breakpoint. The idea of replacing programtext with instructions
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58 * that transfer control to the debugger dates back as far as 1951 [1]. \When
59 * the target stops, we replace each breakpoint with the original instruction
60 * as part of the disarmoperation. This nmeans that no special processing is
61 * required for t_vread() because the instrunented instructions will never be
62 * seen by the debugger once the target stops. Sone debuggers have inproved
63 * start/stop performance by | eaving breakpoint traps in place and then
64 * handling a read froma breakpoint address as a special case. Although this
65 * inproves efficiency for a source-level debugger, it runs somewhat contrary
66 * to the philosophy of the |owlevel debugger. Since we renove the
67 * instructions, users can apply other external debugging tools to the process
68 * once it has stopped (e.g. the proc(1l) tools) and not be nisled by MDB
69 * instrumentation. The tracing of faults, signals, systemcalls, and
70 * watchpoints and general process inspection is inplenmented directly using
71 * the mechani snms provided by /proc, as described originally in [2] and [3].
72 *

73 * References

74 *

75 * [1] S. GIll, "The Diagnosis O M stakes In Programes on the EDSAC',

76 * Proceedi ngs of the Royal Society Series A Mathematical and Physi cal

77 * Sci ences, Canbridge University Press, 206(1087), Muy 1951, pp. 538-554.
78 *

79 * [2] T.J. Killian, "Processes as Files", Proceedings of the USEN X Associ ati on
80 * Sunmmer Conference, Salt Lake City, June 1984, pp. 203-207.

81 *

82 * [3] Roger Faul kner and Ron Gones, "The Process File System and Process

83 * Mbdel in UNI X System V', Proceedi ngs of the USEN X Associ ati on

84 * W nter Conference, Dallas, January 1991, pp. 243-252.

85 */

87 #i ncl ude <ndb/ ndb_proc. h>
88 #i ncl ude <ndb/ ndb_di sasm h>
89 #i nclude <ndb/ndb_si gnal . h>
90 #i nclude <ndb/ ndb_string. h>
91 #i ncl ude <ndb/ ndb_nodul e. h>
92 #i nclude <ndb/ ndb_debug. h>
93 #i ncl ude <ndb/ ndb_conf. h>
94 #i ncl ude <ndb/ ndb_err. h>

95 #i ncl ude <ndb/ ndb_t ypes. h>
96 #include <mdb/ ndb. h>

98 #i nclude <sys/utsnane. h>
99 #include <sys/wait.h>
100 #i ncl ude <sys/stat.h>
101 #include <term o. h>
102 #incl ude <signal . h>
103 #i ncl ude <stdi o_ext.h>
104 #include <stdlib. h>
105 #i nclude <string. h>

107 #define PC_FAKE -1UL /* illegal pc value unequal
108 #define PAN C_BUFSI ZE 1024

110 static const char PT_EXEC PATH] = "a.out"; /* Default executable */
111 static const char PT_CORE_PATH[] = "core"; /* Default core file */

113 static const pt_ptl_ops_t proc_|l wp_ops;

114 static const pt_ptl_ops_t proc_tdb_ops;

115 static const nmdb_se_ops_t proc_brkpt_ops;

116 static const nmdb_se_ops_t proc_wapt_ops;

118 static int pt_setrun(ndb_tgt_t *, nmdb_tgt_status_t *, int);
119 static void pt_activate_common(ndb_tgt_t *);

121 static mdb_tgt_se_f pt_fork;

c
c
120 static mdb_tgt_vespec_f pt_ignore_sig;
c
122 static mdb_tgt_se_ f pt_exec;

0 */
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124 static int pt_|ookup_ by nane_thr (mdb_tgt _t *, const char *, 4698 (|nt ( )()) ndb_tgt_notsup, /* t_step_branch */

125 const char *, GElf_Sym*, ndb_syminfo t *, ndb_tgt_tid_ t); 4698 /* t_next */

126 static int tlsbase(ndb_tgt_t *, ndb_tgt_tid_t, Lmid_t, const char *, 4699 pt contlnue /* t_cont */

127 psaddr_t *); 4700 pt _signal, /* t_signal */
4701 pt _add vbrkpt /* t_add_vbrkpt */

129 /* 4702 pt _add_sbrkpt, /* t_add_sbrkpt */

130 * When debuggi ng postnortem we don’'t resolve nanes as we nay very well not 4703 (int (* )()) mib _tgt_null, /* t_add_pwapt */

131 * be on a systemon which those nanes resol ve. 4704 pt _add_vwa, /* t_add_vwapt */

132 * 4705 (|nt (* )()) mdb _tgt_null, /* t_add_i owapt */

133 #define PT_LI BPROC_RESOLVE(P) \ 4706 pt _add_sysenter, /* t_add_sysenter */

134 (!(mdb. mfTags & MDB_FL_LMRAW && Pstate(P) != PS_DEAD) 4707 pt _add_sysexit, /* t_add_sysexit */
4708 pt _add_si gnal , /* t_add_signal */

136 /* 4709 pt _add_faul t, /* t_add_fault */

137 * The Perror_printf() function interposes on the default, enpty |ibproc 4710 pt _getareg, /* t_getareg */

138 * definition. It will be called to report additional information on conplex 4711 pt _put ar eg, /* t_putareg */

139 * errors, such as a corrupt core file. W just pass the args to vwarn. 4712 pt_stack_iter, /* t_stack_iter */

140 */ 4713 pt _auxv /* t_auxv */

141 /* ARGSUSED*/ 4714 };

142 void __unchanged_portion_onitted_

143 Ferror_pri ntf(struct ps_prochandle *P, const char *format, ...)

144

145 va_list alist;

147 va_start(alist, format);

148 vwarn(format, alist);

149 va_end(alist);

150 }

__unchanged_portion_onitted_

4662 static const ndb_tgt_ops_t proc_ops = {

4663 pt_setfl ags, /* t_setflags */
4664 (int (* )()) ndb_t gt _not sup, /* t_setcontext */
4665 pt _activate, /* t_activate */
4666 pt _ deactlvate /* t_deactivate */
4667 pt _periodic, /* t_periodic */
4668 pt _destr oy, /* t_destroy */
4669 pt _nane, /* t_name */

4670 (const char *(*)()) ndb_conf_isa, /* t_isa */

4671 pt_platform /* t_platform*/
4672 pt _unane, /* t_uname */

4673 pt _dnodel , /* t_dnodel */
4674 (ssize_t (*)()) mdb_tgt_notsup, /* t_aread */

4675 (ssize_t (*)()) mdb_tgt_notsup, /* t_awite */
4676 pt _vread, /* t_vread */

4677 pt_vwite, /* t_vwite */
4678 (ssize_t (*)()) mdb_tgt_notsup, /* t_pread */

4679 (ssize_t (*)()) mdb_tgt_notsup, /* t_pwite */
4680 pt_fread, /* t_fread */

4681 pt_fwrlte, /* t_fwite */
4682 (ssize_t (*)()) ndb_tgt_notsup, /* t_ioread */
4683 (ssize_t (*)()) mdb_tgt_notsup, /* t_iowite */
4684 (int (*)()) mdb_tgt_notsup, /* t_vtop */

4685 pt _| ookup_by_nane, /* t_| ookup_by_nane */
4686 pt _| ookup_by_addr, /* t_| ookup_by_addr */
4687 pt _synbol _iter, /* t_synbol _iter */
4688 pt _mapping_iter, /* t_mapping_iter */
4689 pt_object _iter, /* t_object_iter */
4690 pt _addr _t o_map, /* t_addr_to_map */
4691 pt _name_t o_map, /* t_nane_to_nmap */
4692 pt _addr _to_ctf, /* t_addr_to_ctf */
4693 pt _name_to_ctf, /* t_name_to_ctf */
4694 pt _status, /* t_status */
4695 pt_run, /* t_run */

4696 pt_step, /* t_step */

4697 pt _step_out, /* t_step_out */
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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21/

22 Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragma ident " VLYW N % %E% SM "

28 /*

29 * Raw File Target

30 *

31 * The raw file target is invoked whenever a file of unrecognizable type is

32 * specified on the command line, or when raw file exam nation is forced using

33 * the -f option. |If one file is specified, that file will be opened as the

34 * "object" file. If tw files are specified, the second one will be opened

35 * as the "core" file. Each file is opened using the fdi o backend, which

36 * internally supports both byte-oriented i/o and bl ock-oriented i/o as needed.
*

/

39 #incl ude <ndb/ ndb_nodapi . h>

40 #i ncl ude <ndb/ ndb_t arget _i npl . h>
41 #i ncl ude <nmdb/ ndb_i o_i npl . h>

42 #incl ude <ndb/ ndb_conf. h>

43 #incl ude <ndb/ ndb_err. h>

44 #i ncl ude <ndb/ ndb. h>

46 #i nclude <sys/dtrace. h>
47 #include <fcntl. h>

49 typedef struct rf_data {
50 mdb_i o_t *r_object_fio;
51 mdb_io_t *r_core_fio;
52 } rf_data_t;

_unchanged_port ion_onmitted_

358 static const ndb_tgt_ops_t rawfile_ops = {

359 rf_setflags, /* t_setflags */
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360
361
362
363
364
365
366
367
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369
370
371
372
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375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
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391
392
393
394
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409

410 }

(int (*)()) mdb_tgt_notsup,
rf_activate,

rf_deactivate,

(void (*)()) ndb_tgt_nop,

rf_destroy,

rf_nane,

(const char *(*)()) ndb_conf_isa,

(const char *(*)()) mdb_conf_pl atform

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

rf_aread,

rf_awite,

rf_vread,

rf_vwite,

rf_pread,

rf_pwite,

rf_fread,

rf_fwite,

(ssize_t (*)()) mdb_tgt_notsup,

(ssize_t (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) ndb_tgt_notsup,

rf_mapping_iter,

rf_mapping_iter,

(const mdb_map_t *(*)()) mdb_tgt_null,

(const mdb_map_t *(*)()) nmdb_tgt_null,

(struct ctf_file *(*)()) mdb_tgt_null,

(struct ctf _file *(*)()) ndb_tgt_null,

rf_status,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) nmdb_tgt_notsup,

(int (*)()) nmdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_null,

(int (*)()) mdb_tgt_null,

(int (*)()) nmdb_tgt_null,

(int (*)()) mdb_tgt_null,

(int (*)()) mdb_tgt_null,

(int (*)()) mdb_tgt_null,

(int (*)()) nmdb_tgt_null,

(int (*)()) nmdb_tgt_null,

(int (*)()) mdb_tgt_null,

(int (*)()) nmdb_tgt_notsup,

(int (*)()) ndb_tgt_notsup,

(int (*)()) mdb_tgt_notsup,

(int (*)()) mdb_tgt_notsup
__unchanged_portion_onitted_

_setcontext */
_activate */
_deactivate */
_periodic */
_destroy */
_nane */

_isa */
_platform*/

/* t

/* t

/* t

[* t

/* t

/* t

/* t

[* t

/* t

/* t

/* t

[* t

/* t

/* t

/* t

[* t

/* t

/* t

/* t_ioread */
/* t_iowite */

/* t_vtop */

/* t_| ookup_by_nane */
/* t_| ookup_by_addr */
/* t_synbol _iter */
/* t_mapping_iter */
/* t_object_iter */
/* t
/* t
/* t
/* t
/* t
/* t
/* t
/* t
/* t
/* t
[* t
/* t
/* t
/* t
[* t
/* t
/* t
/* t
[* t
/* t
/* t
/* t
/* t
/* t
/* t

_addr_to_map */
_nanme_to_map */
_addr_to_ctf */
“nanme_to_ctf */
“status */
_run */

_step */
step_out */
step_branch *
*/

cont */
signal */
add_vbr kpt */

>
[
X
-
-

_add_sbrkpt */
_add_pwapt */
_add_vwapt */
_add_i owapt */
_add_sysenter */
_add_sysexit */
_add_signal */
_add_fault */
_getareg */
_putareg */
_stack_iter */
_auxv */
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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21/
22 Copyri ght 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.
24
25 Copyri ght 2018 Joyent, Inc.
26 */
28 /| *
29 * MDB Target Layer
30 *
31 * The *target* is the program being inspected by the debugger. The MDB target
32 * layer provides a set of functions that insulate common debugger code,
33 * including the MDB Mbdule AP, fromthe inplenentation details of how t he
34 * debugger accesses infornati on froma given target. Each target exports a
35 * standard set of properties, including one or nore address spaces, one or
36 * nore synbol tables, a set of |oad objects, and a set of threads that can be
37 * examined using the interfaces in <mdb/ndb_target.h>  This technique has
38 * been enployed successfully in other debuggers, including [1], primarily
39 * to inprove portability, although the term"“target" often refers to the
40 * encapsul ation of architectural or operating systemspecific details.
41 * target abstraction is useful for MDB because it allows us to easily extend
42 * the debugger to examine a variety of different programforns. Primarily,
43 * the target functions validate input arguments and then call an appropriate
44 * function in the target ops vector, defined in <ndb/ ndb_target_inpl.h>.
45 * However, this interface |ayer provides a very high level of flexibility for
46 * separating the debugger interface frominstrunentation details. Experience
47 * has shown this kind of design can facilitate separating out debugger
48 * instrunentation into an external agent [2] and enabl e the devel opnent
49 * advanced instrunentation frameworks [3]. W want MDB to be an ideal
50 * extensible framework for the devel opment of such applications.
51 *
52 * Aside froma set of wapper functions, the target |ayer also provides event
53 * mamnagenent for targets that represent |ive executing progranms. Qur nodel
54 * events is also extensible, and is based upon work in [3] and [4]. We define
55 * a *software event* as a state transition in the target program (for exanple,
56 * the transition of the programcounter to a |location of Interest) that i

*

*

observed by the debugger or its agent.

A *software event specifier* is a
description of a class of software events that is used by the debugger to
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instrument the target so that the corresponding software events can be
observed. |In MDB, software event specifiers are represented by the
nmdb_sespec_t structure, defined in <ndb/ ndb_target _inpl.h> As the user,
the internal debugger code, and MDB npodul es nay all w sh to observe software
events and receive appropriate notification and cal | backs, we do not expose
software event specifiers directly as part of the user interface. |Instead,
cIients of the target layer request that events be observed by creating
new *virtual event specifiers*. Each virtual specifier is naned by a unique
non-zero integer (the VID), and is represented by a nudb_vespec_t structure.
One or nore virtual spe0|f| ers are then associated with each underlying
software event specifier. This design enforces the constraint that the
target nust only insert one set of instrumentation, regardl ess of how many
times the target |ayer was asked to trace a given event. For exanple, if
multiple clients request a breakpoint at a particul ar address, the virtual
specifiers will map to the same sespec, ensuring that only one breakpoint
trap instruction is actually planted at the given target address. Wen no
virtual specifiers refer to an sespec, it is no |longer needed and can be
renoved, along with the correspondi ng instrunentation.

The followi ng state transition diagramillustrates the life cycle of a
software event specifier and exanple transitions:

cont/

-------- t e e top Fomm - e
(|( DEAD)|) mmmm-- ( ACTIVE ) <------ > ( ARMED )
---------------- + T
n I oad/unload ~ n failure/ |
delete | obj ect / \  reset | failure

v v |
| Fommmmma + Fommmman + |
+---- IDLE ) ( ERR ) <----+
| L + Homeeees +
AU L

The MDB execution control nodel is based upon the synchronous debuggi ng
model exported by Solaris proc(4). A target programis set running or the
debugger is attached to a running target. On | STOP (stop on event of
interest), one target thread is selected as the representative. The
algorithmfor selecting the representative is target-specific, but we assune
that if an observed software event has occurred, the target will select the
thread that triggered the state transition of interest. The other threads
are stopped in synpathy with the representative as soon as possible. Prior
to continuing the target, we plant our instrunmentation, transitioning event
specifiers fromthe ACTIVE to the ARMED state, and then back again when the
target stops. W then query each active event specifier to | earn which ones
are matched, and then invoke the call backs associated with their vespecs.

If an OS error occurs while attenpting to armor disarma specifier, the
specifier is transitioned to the ERROR state; we will attenpt to armit
again at the next continue. |If no target process is under our control or

if an event is not currently applicable (e.g. a deferred breakpoint on an
object that is not yet loaded), it renains in the IDLE state. The target
impl ementation should intercept object |oad events and then transition the
specifier to the ACTIVE state when the correspondi ng object is |oaded.

To sinplify the debugger inplenentation and allow targets to easily provide
new types of observable events, nobst of the event specifier managenent is
done by the target |ayer. Each software event speci fier provides an ops
vector of subroutines that the target layer can call to performthe
various state transitions described above. The target maintains two lists
of mdb_sespec_t’s: the t_idle list (IDLE state) and the t_active |ist

(ACTI VE, ARMED, and ERROR states). Each ndb_sespec_t maintains a |ist of
associ ated ndb_vespec_t’'s. If an sespec is IDLE or ERROR, its se_errno
field will have an errno value specifying the reason for its inactivity.
The vespec stores the client’s callback function and private data, and the
argunents used to construct the sespec. Al objects are reference counted
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/*

so we can destroy an object when it is no |longer needed. The ndb_sespec_t
invariants for the respective states are as follows:

IDLE: ont_idle list, se_data == NULL, se_errno != 0, se_ctor not called
ACTIVE: on t_active |list, se_data valid, se_errno == se_ctor called
ARMED: on t_active list, se_data valid, se_errno == 0, se_ctor called
ERROR on t_active list, se_data valid, se_errno != 0, se_ctor called
Addi tional comrentary on specific state transitions and issues involving
event managenment can be found bel ow near the target |ayer functions
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<nmdb/ nmdb_t ar get _i npl . h>
<ndb/ mdb_debug. h>
<nmdb/ mdb_nodapi . h>
<mdb/ mdb_err. h>
<nmdb/ mdb_cal | b. h>
<ndb/ mdb_gel f. h>
<nmdb/ mdb_i o_i npl . h>
<mdb/ mdb_stri ng. h>
<nmdb/ mdb_si gnal . h>
<nmdb/ mdb_f ranme. h>
<ndb/ ndb. h>

<sys/stat.h>
<sys/ param h>
<sys/signal . h>
<strings. h>
<stdlib. h>
<errno. h>

* Define convenience nacros for referencing the set of vespec flag bits that
* are preserved by the target inplenentation, and the set of bits that
* determine automatic ve_hits == ve_limt behavior.
*/
#define T_I MPL_BI TS \
(NDB_TGT_SPEC | NTERNAL | MDB_TGT_SPEC SILENT | MDB_TGT_SPEC MATCHED | \
MDB_TGT_SPEC DELETED)
#define T_AUTO BI TS \
(VDB_TGT_SPEC_AUTOSTOP | MDB_TGT_SPEC AUTODEL | NMDB_TGT_SPEC AUTQODI S)
/*
* Define convenience nmacro for referencing target flag pending continue bits
*/
#define T_CONT_BI TS \
(MDB_TGT_F_STEP | MDB_TGT_F_STEP_OUT | MDB_TGT_F_NEXT | MDB_TGT_F_CONT)
(MDB_TGT_F_STEP | NDB_TGT F_STEP_OUT | NMDB_TGT_F_STEP_BRANCH | \

MDB_TGT_F_NEXT | MDB_TGT_F_CONT)
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189 ndb_tgt_t *

190 ndb_tgt_create(mdb_tgt_ctor_f *ctor, int flags, int argc, const char *argv[])
191 {
192 ndb_rodul e_t *np
193 mdb_tgt _t *t;
195 if (flags & ~MDB_TGT_F_ALL) {
196 (void) set_errno(EINVAL);
197 return (NULL);
198 }
200 t = nmdb_zal | oc(si zeof (mdb_tgt_t), UM SLEEP);
201 ndb i st _append( &mdb. n\tgtllst t)
203 t->t_nodul e = &mdb. m rnod
204 t->t _matched = T_SE_END;
205 t->t_flags = flags
206 t->t_vepos = 1,
207 t->t_veneg = 1;
209 for (np = mdb. m nmhead; nmp != NULL; np = np->nod_next) {
210 if (ctor == np->nod_tgt_ctor) {
211 t->t_nodule = np
212 br eak;
213 }
214 }
216 if (ctor(t argc, argv) !=0) {
217 mdb_ i st _delete(&mdb. mtgtlist, t);
218 mdb_free(t, sizeof (ndb_tgt_t))
219 return (NULL)
220 1
222 ndb_dprintf(MDB_DBG TGT, "t_create % (%)\n",
223 t->t _nodul e->nod_name, (void *)t);
225 (void) t->t_ops->t_status(t, & ->t_status)
226 return (t);
227 }
__unchanged_portion_onitted_
1047 /*
1048 * This function provides the lowlevel target continue algorithm W proceed
1049 * in three phases: (1) we armthe active sespecs, except the specs matched at
1050 * the time we |ast stopped, (2) we call se_cont() on any matched sespecs to
1051 * step over these event transitions, and then armthe correspondi ng sespecs
1052 * and (3) we call the appropriate |owlevel continue routine. Once the
1053 * target stops again, we determi ne which sespecs were matched, and invoke the
1054 */appropriate vespec cal l backs and perform ot her vespec maintenance
1055 *

1056 static int

1057 tgt_continue(ndb_tgt_t *t,

int (*t_cont)(ndb_tgt_t *,

ndb_var _t *hitv = mdb_nv_| ookup(
uintptr_t pc =

mdb_t gt _status_t *tsp,
mib_tgt_status_t *))

&mdb. m nv, "hits")

t->t_status.st_pc

uni on of pending continue bits */

cal | backs that
cal | backs */

requested cont */

int error = 0;

ndb_sespec_t *sep, *nsep, *natched
mdb_vespec_t *vep, *nvep

uintptr_t addr;

uint_t chits = 0; 1*

uint_t ncont = 0; /* # of
uint_t n=0; /* # of
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1072
1073
1074
1075
1076
1077
1078
1079
1080
1081

1083
1084
1085
1086
1087
1088
1089
1090
1091
1091
1092
1092
1093

1095
1096
1097
1098
1099
1100
1101
1102
1103
1104
1105
1106
1107
1108

1110
1111
1112
1113
1114
1115
1116

1118
1119
1120
1121

1124
1125
1126
1127
1128
1129
1130
1131
1132

1123
1124
1125

/*
* If the target is undead, dead, or lost, we no |longer allow continue.
* This effectively forces the user to use ::kill or ::run after death.
*/

if (t->t_status.st_state == MDB_TGT_UNDEAD)
return (set_errno( EMDB_TGTZOWB));

if (t->t_status.st_state == I\/DB_TGT_DEAD)
return (set_errno( EMDB_TGICORE)) ;

if (t->t_status.st_state == MDB_TGT LCST)
return (set_errno( EMDB_TGTLGST));

/*

* |f any of single-step, step-over, or step-out is pending, it takes
* precedence over an explicit or pending continue, because these are
* all different specialized forms of continue.

*

/

if (t->t_flags & MDB_TGT_F_STEP)
t_cont = t->t_ops->t_step;

else if (t->t flags & NDB_TGT_F_NEXT)
t_cont = t->t_ops->t_step;

else if (t >t _flags & MDB_TGT_F_STEP_BRANCH)

cont = t->t_ops->t_cont;

else if (t >t _flags & MDB_TGT_F_ STEP > OUT)

_cont = t->t_ops->t_cont;

To handl e step-over, we ask the target to find the address past the
next control transfer instruction. |If an address is found, we plant
a tenporary breakpoint there and continue; otherw se just step.

EE

if ((t->t_flags & MDB_TGI_F_NEXT) && !(t->t_flags & MDB_TGT_F_STEP)) {
if (t->t_ops->t_next(t, &ddr) == -1 || ndb_tgt_add_vbrkpt(t,
addr, MDB_TGT_ SPEC HI DDEN | MDB_TGT_SPEC TEMPORARY,
no_se_f, NULL) == 0)
mdb dprlntf(l\/DB DBG TGT, "next falling back to step:
"o\ n", ndb strerror(errno))
} else
t_cont = t->t_ops->t_cont;

}

*

* To handl e step-out, we ask the target to find the return address of
* the current frane, plant a tenporary breakpoint there, and continue.
*

if (t->t_flags & MDB_TGI_F_STEP_QUT) {
if (t->t_ops->t_step_out(t, &ddr) == -
return (-1); /* errno is set for us */

if (mdb_tgt_add_vbrkpt(t, addr, MDB_TGT_ SPEC HI DDEN |
MDB_TGT_SPEC_TEMPORARY, no_se_f, NULL) == 0)
return (-1); /* errno is Set for us */

}

/*

* To handl e step-branch, we ask the target to enable it for the com ng
* continue. Step-branch is inconpatible with step, so don’t enable it
* if we're going to be stepping.

*

/
if (t->t_flags & MDB_TGT_F_STEP_BRANCH && t_cont == t->t_ops->t_cont) {

if (t->t_ops->t_step_branch(t) == -1)
return (-1); /* errno is set for us */

}

(voi d) mdb_si gnal _bl ock( SI GHUP) ;
(void) mdb_si gnal _bl ock( SI GTERM) ;
mdb_i ntr_di sabl e();
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1128
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1133
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1136
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1155
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1189

1191

t->t_flags & ~T_CONT_BITS;
t->t_flags |= MDB_TGT_F_BUSY;
mdb_tgt _sespec_armal I (t);

ASSERT(t->t _matched != NULL);
mat ched = t->t_mat ched;
t->t_matched = T_SE_END;

if (mdb.mterm!= NULL)
| OP_SUSPEND( ndb. m term ;

*
* |terate over the matched sespec |ist, perform ng autostop processing
* and clearing the matched bit for each associ ated vespec. W then
* invoke each sespec’s se_cont callback in order to continue past
* the corresponding event. |f the matched |ist has nore than one
* sespec, we assune that the se_cont callbacks are non-interfering.
*
/
o}

r (sep rratched; sep != T_SE END;, sep = sep->se_matched) {
for (ve mdb_| i st_next (&sep->se_velist); vep != NULL; ) {
f ((vep->ve_flags & MDB_TGT SPEC > AUTOSTOP) &&
(vep->ve_limt & vep->ve_hits == vep->ve_linit))
vep->ve_hits = 0;

vep->ve_flags & ~MDB_TGT_SPEC MATCHED,
vep = ndb_Iist_next(vep);

}

if (sep->se_ops->se_cont(t, sep, & ->t_status) == -1) {
error = errno ? errno : -1;
t gt _di sarm sespecs(t);
br eak;

}

if (!(t->t_status.st_flags & MDB_TGT_I STOP)) {
t gt _di sarm sespecs(t);
if (t->t_status.st_state == MDB_TGT_UNDEAD)
mdb_t gt _sespec_idle_all (t, EMDB_TGIZOVB, TRUE);
else if (t->t_status.st_state == MDB_TGT_LOST)
b ‘ mdb_t gt _sespec_i dl e_al I (t EVDB_TGTLGST, TRUE);
reak;

}

/*
* Clear the se_matched field for each matched sespec, and drop the
* reference count since the sespec is no longer on the matched list.
*
for (sep = matched; sep != T_SE END; sep = nsep) {

nsep = sep->se_nat ched;

sep->se_nat ched = NULL;

nmdb_t gt _sespec_rel e(t, sep);

}

/*
* |f the matched list was non-enpty, see if we hit another event while
* performng se_cont() processing. |f so, don’t bother continuing any
* further. If not, armthe sespecs on the old matched list by calling
*

mdb_t gt _sespec_armal |l () again and then continue by calling t_cont.
/
if (matched !'= T_SE END) {
if (error '=0 || !(t->t_status.st_flags & MDB_TGT_I STOP))
goto out; /* abort now if se_cont() failed */

if ((t->t_matched = tgt_nmatch_sespecs(t, FALSE)) != T_SE END) {
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1192 tgt_di sarm sespecs(t);

1193 goto out;

1194 }

1196 mdb_t gt _sespec_armal |l (t);

1197

1199 if (t_cont !=t->t_ops->t_step || pc == t->t_status.st_pc) {

1200 if (t_cont(t, & ->t_status) != 0)

1201 error = errno ? errno : -1;

1202 1

1204 tgt_di sarm sespecs(t);

1206 if (t->t _flags & MDB_TGT_F_UNLOAD)

1207 I ongj mp(ndb. m frame->f _pcb, MDB_ERR QUIT);

1209 if (t->t_status.st_state == MDB_TGI_UNDEAD)

1210 mib_t gt _sespec_idl e_all (t EMDB_TGIZOMVB, TRUE);

1211 else if (t->t_status.st_state == NDB TGT_LOST)

1212 mdb_t gt _sespec_idle_all (t, EVMDB TGTLOST, TRUE);

1213 else if (t->t_status.st_flags & MDB_TGT_ _| STOP)

1214 t->t_mtched = tgt_match_sespecs(t, TRUE);

1215 out:

1216 if (rmdb. mterm'— NULL)

1217 | OP_RESUME(ndb. m term;

1219 (voi d) ndb_si gnal _unbl ock(SI GTERV) ;

1220 (voi d) ndb_signal _unbl ock( SI GHUP) ;

1221 ndb_i ntr_enabl e();

1223 for (sep = t->t_matched; sep != T_SE END;, sep = sep->se_matched) {
1224 /*

1225 * When we invoke a ve_callback, it may in turn request that the
1226 * target continue imediately after callback processing is
1227 * conplete. We only allowthis to occur if *all* callbacks
1228 * agree to continue. To inplenent this behavior, we keep a
1229 * count (ncont) of such requests, and only apply the cunul ative
1230 * continue bits (chits) to the target if ncont 1s equal to the
1231 * total nunber of callbacks that are invoked (n).

1232 */

1233 for (vep = ndb_list_next(&sep->se_velist);

1234 vep !'= NULL; vep = nvep, n++) {

1235 /*

1236 * Place an extra hold on the current vespec and pick
1237 * up the next pointer before invoking the callback: we
1238 * nust be prepared for the vespec to be deleted or
1239 * noved to a different list by the call back.

1240 */

1241 ndb_t gt _vespec_hol d(t, vep);

1242 nvep = ndb_list_next(vep);

1244 vep->ve_flags | = MDB_TGT_SPEC_MATCHED;

1245 vep->ve_hits++;

1247 mdb_nv_set _val ue(mdb. m dot, t->t_status.st_pc);

1248 mdb_nv_set _val ue(hitv, vep->ve_hits);

1250 ASSERT((t->t _flags & T_CONT_BITS) == ;

1251 vep->ve_cal | back(t, vep->ve_id, vep->ve_data);

1253 ncont += (t->t_flags & T_CONT_BITS) != 0;

1254 chits |= (t->t_flags & T_CONT_BITS);

1255 t->t_flags & ~T_CONT_BITS;

1257 if (vep->ve_limt &% vep->ve_hits == vep->ve_limt) {
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1258
1259
1260
1261
1262
1263
1264

1266
1267
1268
1269

1271
1272
1273

1275
1276

1278

1280
1281

1283
1284

1286
1287

1289
1290 }

if (vep->ve_flags & MDB_TGT_SPEC AUTCDEL)
(void) mdb _tgt_vespec_del ete(t,
vep->ve_id);
else if (vep->ve_flags & MDB_TGT_SPEC_AUTCDI S)
(void) nmdb_tgt_vespec_disabl e(t,
vep->ve_id);

}

if (vep->ve_limt &% vep->ve_hits < vep->ve_linmt) {
if (vep->ve flags & MDB_TGI_SPEC AUTOSTOP)
(void) mdb_tgt_continue(t, NULL);

}
mdb_t gt _vespec_rel e(t, vep);
}
}
if (t->t_matched != T_SE_END && ncont == n)
t->t_flags | = chits; /* apply continues (see above)

ndb_t gt _sespec_prune_al | (t);

t->t_status.st_flags & ~NMDB_TGI_BUSY;
t->t_flags & ~MDB_TGI_F_BUSY;

if (tsp !'= NULL)
bcopy(& ->t_status, tsp, sizeof (ndb_tgt_status_t));

if (error 1= 0)
return (set_errno(error));

return (0);

__unchanged_portion_omtted_

1398 int

1399 nmdb_tgt_step_branch(ndb_tgt_t *t, ndb_tgt_status_t *tsp)
{

1400
1401
1402
1403 }

1387 int

t->t_flags |= MDB_TGT_F_STEP_BRANCH, /* set flag even if tgt not busy */
return (tgt_request_continue(t, tsp, 0, t->t_ops->t_cont));

1388 nmdb_tgt_next(nmdb_tgt _t *t, ndb_tgt_status_t *tsp)

1389 {
1390
1391
1392 }

t->t_flags |= MDB_TGI_F_NEXT; /* set flag even if tgt not busy */
return (tgt_request_continue(t, tsp, 0, t->t_ops->t_step));

__unchanged_portion_onitted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License, Version 1.0 only
(the "License"). You nmay not use this file except in conplianc
with the License.

or http://ww. opensol aris.org/os/licensing.
See the License for the specific |anguage governing perm ssions
and limtations under the License.

When distributing Covered Code,
file and include the License file at
I f applicable, add the follow ng bel ow this CDDL HEADER, with t
fields enclosed by brackets "[]" replaced with

include this CDDL HEADER in eac

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

® ok Sk Ok ok b ok F ok ok R b Rk ok O % Ok Ok % k%
-~

e

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

h

usr/ src/ OPENSCOLARI S. LI CENSE.

he

your own identifying

information: Portions Copyright [yyyy] [name of copyright owner]
CDDL HEADER END

21

22/

23 Copyright 2005 Sun Mcrosystens, Inc. Al rights reserved.

24 Use is subject to license terns.

25

26 Copyri ght 2018 Joyent, Inc.

27 */

29 #ifndef _MDB TARGET_H

30 #define _NMDB_TARGET_H

32 #include <sys/utsnane. h>
33 #include <sys/types. h>
34 #include <gel f.h>

36 #ifdef _ cplusplus
37 extern "C' {

38 #endi f

40 /*

41 * Forward declaration of the target structure: itsel f

42 */ mdb_t gt _i npl .

the target

45 struct ndb_tgt;
46 struct mdb_arg;
47 struct ctf_file
49 typedef struct ndb_tgt ndb_tgt_t;

51 extern void ndb_create_builtin_tgts(void);
52 extern void ndb_create_| oadabl e_di sasns(voi d);

54/
Target Constructors

(&)
(<2}
EE U

These functions are used to create a conpl ete debugger target.
constructor is passed as an argunent to ndb_tgt_create().

is defined in

h and is opaque wth respect to callers of this interface.

The
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59 */
61 extern int ndb_value_tgt_create(ndb_tgt_t *, int, const char *[]);
62 #ifndef _KVDB
63 extern int ndb_kvmtgt_create(ndb_tgt_t *, int, const char *[]);
64 extern int nmdb_proc_tgt_create(ndb_tgt_t *, int, const char *[]),
65 extern int ndb_kproc_tgt_create(ndb_tgt_t *, int, const char *[]);
66 extern int ndb_rawfile_tgt_create(ndb_tgt_t *, int, const char *[]);
67 #el se
68 extern int kmdb_kvm create(ndb_tgt_t *, int, const char *[]);
69 #endi f
71 [ *
72 * Targets are created by calling ndb_tgt_create() with an optional set of
73 * target flags, an argunment list, and a target constructor (see above):
74 x|
76 #define MDB_TGI_F_RDWR 0x0001 /* Open for witing (el se read-only) */
77 #define MDB_TGI_F_ALLOW O 0x0002 /* Allow I/O nem access (live only) */
78 #define MDB_TGI_F_FORCE 0x0004 /* Force open (even if non-exclusive) */
79 #define MDB_TGI_F_PRELOAD 0x0008 /* Preload all synbol tables */
80 #define MDB_TGT_F_NOLOAD 0x0010 /* Do not do | oad-object processing */
81 #define MDB_TGI_F_NOSTOP 0x0020 /* Do not stop target on attach */
82 #define MDB_TGI_F_STEP 0x0040 /* Single-step is pending */
83 #define MDB_TGT_F_STEP_OUT 0x0080 /* Step-out is pending */
84 #define MDB_TGT_F_NEXT 0x0100 /* Step-over is pending */
85 #define MDB_TGT_F_CONT 0x0200 /* Continue is pending */
86 #define MDB_TGI_F_BUSY 0x0400 /* Target is busy executing */
87 #define MDB_TGTI_F_ASI O 0x0800 /* Use t_aread and t_awite for i/o */
88 #define MDB_TGT_F_UNLOAD 0x1000 /* Unl oad has been requested */
89 #define MDB_TGT_F_ALL ox1fff /* Mask of all valid flags */
82 #define MDB_TGIT_F_STEP BRANCH 0x0100 /* Step-branch is pending */
83 #define MDB_TGT_F_NEXT 0x0200 /* Step-over is pending */
84 #define MDB_TGT_F_CONT 0x0400 /* Continue is pending */
85 #define MDB_TGI_F_BUSY 0x0800 /* Target is busy executing */
86 #define MDB_TGI_F_ASI O 0x1000 /* Use t_aread and t_awrite for i/o */
87 #define MDB_TGT_F_UNLOAD 0x2000 /* Unl oad has been requested */
88 #define MDB_TGT_F_ALL ox3fff /* Mask of all valid flags */
91 typedef int ndb_tgt_ctor_f(ndb_tgt_t *, int, const char *[]);
93 extern ndb_tgt_t *mdb_tgt_create(ndb_tgt_ctor_f *, int, int, const char *[]);

100
101
102
103
104
105
106
107

109
110
111
112
113
114

116
117

extern void ndb_tgt_destroy(ndb_tgt_t *);

extern int nmdb_tgt_getflags(ndb_tgt_t *);

extern int ndb_tgt_setflags(ndb_tgt_t *, int);

extern int ndb_tgt_setcontext(ndb_tgt_t *, void *);

/*

* Targets are activated and de-activated by the debugger framework. An

* activation occurs after construction when the target becomes the current
* target in the debugger. A target is de-activated prior to its destructor
* being called by ndb_tgt_destroy, or when another target is activated.

* These cal | backs are suitable for |oading support nodul es and other tasks.
*/

extern void ndb_tgt_activate(ndb_tgt_t *);

/*

* Prior to issuing a new command pronpt, the debugger framework calls the
* target’'s periodic callback to allowit to |oad new nodul es or perform

* ot her background tasks.

*/

extern void ndb_tgt_periodic(ndb_tgt_t *);
/*

* Conveni ence functions for accessing miscellaneous target infornation.
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119
120
121
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130
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139
140
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143
144
145

147
148

150
151

153
154
155
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157
158
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160

162
163
164
165
166

168
169
170
171
172
173

175
176

178
179
180
181
182
183

*

/

extern const char *ndb_tgt_nane(ndb_ tgt t *);

extern const char *ndb_tgt_isa(nmdb_tgt_t *);

extern const char *ndb_tgt_pl atforn(ndb tgt_t *);
extern int ndb_tgt_unane(ndb_tgt_t *, struct utsnane *);
extern int ndb_tgt_dnodel (ndb_tgt _t *);

/
Address Space Interface

Each target can provide access to a set of address spaces, which nay include
a primary virtual address space, a physical address space, an object file
address space (where virtual addresses are converted to file offsets in an
object file), and an I/O port address space. Additionally, the target can
provi de access to alternate address spaces, which are identified by the
opaque mdb_tgt_as_t type. If the 'as’ paraneter to ndb_tgt_aread or
mdb_tgt_awite is one of the listed constants, these calls are equival ent

to nmdb_tgt_{v|p|f|lio}read or wite.

/

* Ok Ok ok ok % Ok F b k%

typedef void *
typedef uint64_t
typedef uint64_t

ndb_tgt_as_t; /* Opaque address space id */
mdb_t gt _addr _t; /* Ceneric unsigned address */
physaddr _t; /* Physical nenory address */

#define MDB_TGT_AS VIRT ((ndb_tgt_as_t)-1L) /* Virtual address space */
#define MDB_TGT_AS PHYS ((ndb_tgt_as_t)-2L) /* Physical address space */
#define MDB_TGT_AS FILE ((mdb_tgt_as_t)-3L) /* Cbject file address space */
#define MDB_TGT_AS 1O ((ndb_tgt_as_t)-4L) /* 1/o0 address space */

extern ssize_t ndb_tgt_aread(ndb_tgt_t *, ndb_tgt_as_t,
void *, size_t, mdb_tgt_addr_t);

extern ssize_t ndb_tgt_awite(ndb_tgt_t *, ndb_tgt_as_t,
const void *, size_t, ndb_tgt_addr_t);

extern ssize_t mdb_tgt_vread(mdb_tgt_t *, void *, size_t, uintptr_t);

extern ssize_t ndb_tgt_vwite(ndb_tgt_t *, const void *, size_t, uintptr_t);
extern ssize_t nmdb_tgt_pread(mdb_tgt_t *, void *, size_t, physaddr_t)

extern ssize_t ndb_tgt_pwi te(mj tgt_t *, const void *, size_t, physaddr_t);
extern ssize_t ndb_tgt_fread(ndb_tgt_t *, void *, size_t, uintptr_t);

extern ssize_t mdb_tgt_fwite(nmdb_tgt_t *, const void *, size_t, uintptr_t);
extern ssize_t ndb_tgt_ioread(ndb_tgt_t *, void *, size_t, uintptr_t);

extern ssize_t nmdb_tgt_iowite(ndb_tgt_t *, const void *, size_t, uintptr_t);

/*

* Convert an address-space’s virtual address to the correspondi ng
* physical address (only useful for kernel targets):

*/

extern int ndb_tgt_vtop(ndb_tgt_t *, ndb_tgt_as_t, uintptr_t, physaddr_t *);
/*

* Conveni ence functions for reading and witing null-termn nated

* strings fromany of the target address spaces:

*/

extern ssize_t ndb_tgt_readstr(ndb_tgt_t *, ndb_tgt_as_t,
char *, size_t, ndb_tgt_addr_t);

extern ssize_t ndb_tgt_witestr(nmdb_tgt_t *, ndb_tgt_as_t,
const char *, nmdb_tgt_addr_t);
Synbol Table Interface
Each target can provide access to one or nore synbol tables, which can be

iterated over, or used to | ookup synbols by either nanme or address. The
target can support a primary executable and primary dynam ¢ synbol table,

* Ok Ok ok k%
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* a synbol table for its run-tinme link-editor, and synbol tables for one or

* nore | oaded objects. A synbol is uniquely identified by an object nane,

* a synbol table id, and a synbol id. Synbols can be discovered by iterating
*/over them |ooking themup by nanme, or |ooking themup by address.

*

typedef struct mdb_sym nfo {
uint_t symtable;
uint_t symid;

} ndb_syminfo_t;

/* Synbol table id (see synbol _iter,

bel ow)
/* Synbol identifier */

__unchanged_portion_onitted_

/*

* Program state (st_state):

* (MDB_STATE_* definitions in the nodule APl need to be in sync with these)
*/

#define MDB_TGT_| DLE 0 /* Target is idle (not running yet)
#defi ne MDB_TGT_RUNNI NG 1 /* Target is currently executing */
#defi ne VMDB_TGT_STOPPED 2 /* Target is stopped */
#def i ne MDB_TGT_UNDEAD 3 /* Target is undead (zonbie) */
#def i ne MDB_TGT_DEAD 4 /* Target is dead (core dunp) */
#defi ne MDB_TGT_LOST 5 /* Target |ost by debugger */
/*
* Status flags (st_flags):
*
/
#define VDB_TGT_| STOP Ox1 /* Stop on event of interest */
#defi ne VDB_TGT_DSTOP 0x2 /* Stop directive is pending */
#def i ne MDB_TGI_BUSY Ox4 /* Busy in debugger */
extern int nmdb_tgt_status(ndb_tgt_t *, ndb_tgt_status_t *);
extern int mdb_tgt_run(ndb_tgt_t *, int, const struct ndb_arg *);
extern int ndb_tgt_step(ndb_tgt_t *, rrdb_tgt_status_t *);
extern int mdb_tgt_step_out (ndb_tgt_t *, mjb_tgt_status_t *);
extern int nmdb_tgt_step_branch(ndb_tgt_t *, ndb_tgt_status_t *);
extern int nmdb_tgt_next(ndb_tgt_t *, ndb_tgt_status_t *);
extern int ndb_tgt_continue(ndb_tgt_t *, ndb_tgt_status_t *);
extern int mdb_tgt_signal (mdb_tgt_t *, int);
/*
* |terating through the specifier list yields the integer id (VID) and private
* data pointer for each specifier.
*
/
typedef int ndb_tgt_vespec_f(mdb_tgt_t *, void *, int, void *);

/*

* Each event specifier is defined to be in one of the follow ng states. The
* state transitions are discussed in detail in the coments in ndb_target.c
*

/
#defi ne MDB_TGT_SPEC | DLE 1 /* Inactive (e.g. object not |oaded)
#defi ne MDB_TGT_SPEC_ACTI VE 2 /* Active but not arnmed in target */
#def i ne MDB_TGT_SPEC_ARMED 3 /* Active and arned (e.g. bkpt set) */
#def i ne MDB_TGI_SPEC_ERROR 4 /* Failed to armevent */
/*

* Event specifiers nmay al so have one or nore of the foll ow ng additional

* properties (spec_flags bits):

*

/
#define MDB_TGI_SPEC | NTERNAL ~ 0x0001 /* Internal to target inplenmentation */
#define MDB_TGT_SPEC S| LENT 0x0002 /* Do not describe when matched */
#defi ne MDB_TGT_SPEC_TEMPORARY 0x0004 /* Delete next tine target stops */
#defi ne MDB_TGT_SPEC_MATCHED 0x0008 /* Specifier matched at |ast stop */
#define MDB_TGT_SPEC DI SABLED 0x0010 /* Specifier cannot be armed */
#defi ne MDB_TGT_SPEC DELETED 0x0020 /* Specifier has been deleted */
#defi ne MDB_TGT_SPEC AUTODEL 0x0040 /* Delete when natch linmt reached */
#def i ne MDB_TGI_SPEC_AUTODI S 0x0080 /* Disable when natch limt reached */
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387 #define MDB_TGI_SPEC AUTOSTOP  0x0100 /* Stop when match limt reached */
388 #define MDB_TGI_SPEC STI CKY 0x0200 /* Do not delete as part of :z */

390 #define MDB_TGT_SPEC_H DDEN (MDB_TGT_SPEC | NTERNAL | NMDB_TGT_SPEC_SI LENT)
392 typedef struct ndb_tgt_spec_desc {

393 int spec_id; /* Event specifier id (VID */

394 ui nt _t spec_fl ags; /* Flags (see above) */

395 uint_t spec_hits; /* Count of nunmber of tines matched */
396 uint_t spec_limt; /* Limit on nunber of tines matched */
397 int spec_state; /* State (see above) */

398 int spec_errno; /* Last error code (if IDLE or ERROR) */
399 uintptr_t spec_base; /* Start of affected menory region */
400 size_t spec_size; /* Size of affected nenory region */
401 voi d *spec_dat a; /* Cal | back private data */

402 } ndb_tgt_spec_desc_t;
__unchanged_portion_omtted_
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29 #ifndef _MDB_TARGET | MPL_H
30 #define _MDB_TARGET_| MPL_H

32 #include <ndb/ ndb_t arget. h>
33 #include <ndb/ ndb_nodul e. h>
34 #include <ndb/ ndb_Iist. h>
35 #include <ndb/ ndb_gel f. h>
36 #include <sys/auxv.h>

38 #ifdef __cplusplus
39 extern "C' {
40 #endi f

42 #ifdef _MDB

44 | *
45 * Target Operations
46 *
47 * This ops vector inplenents the set of primtives which can be used by the
48 * debugger to interact with the target, and enconpasses nost of the calls
49 * found in <mdb/ ndb_target.h>  The remainder of the target interface is
50 * inplenented by conmpbn code that invokes these primtives or manipul ates
51 * the common target structures directly.

*

/

54 typedef struct ndb_tgt_ops {
55 int (*t_setflags) (nmdb_ g _t
56 int (*t_setcontext)(nd gt

*,int);
_t *, void *);
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101

103
104
105
106
107
107
108
109

111
112
113
114

116
117
118
119
120
121

void (*t_activate)(ndb_tgt_t *);
void (*t_deactivate)(mb_tgt_t *);
voi d (*t “periodic)(nmdb_tgt_t *);
void (*t_destroy)(ndb_tgt_t *);

const char *(*t_nane) (ndb_ tgt t *);

const char *(*t _isa)(ndb_tgt_

const char *(*t pl atforn)(mjb tgt_ “t *);
int (*t_uname)(mdb_tgt _ *, struct utsnanme
int (*t_dnodel ) (nmdb_tgt_t *);

ssize_t (*t_aread)(ndb_tgt_t *,

)

mdb_tgt_as_t, void *, size_t, mdb_tgt_addr_t);

ssize_t (*t_awite)(ndb_tgt_t *,
mdb_tgt_as_t, const void *, size_t, ndb_
ssize_t (*t_vread)(ndb_t *, o void *, siz

*, void *, si

t
ssize_t (*t_ioread _tgt_
(ndb_tgt_t *, const voi

ssize_t (*t_iowit

( _tgt_t
ssi ze_t (*t _vwite)(ndb_tgt_t *, const void
ssize_t (*t_pread)(ndb_tgt_t *, void *, siz
ssize_t (*t_pwite)(mdb_tgt_t *, const void
ssize_t (*t_fread)(ndb_tgt_t *, void *, siz
ssize_t (*t_fwite) tg *, const void
) tg
e t

int (*t_vtop)(mdb_tgt_t *, ndb_tgt_as_t, ui

int (*t_| ookup_by_nane)(nmdb_tgt_t *,
*

const char const char *, GElf_Sym*,

int (*t_l ookup_by_addr)(ndb_tgt_t *,
uintptr_t, uint_t, char *, size_t, CEf

int (*t_synbol _iter)(nmdb_tgt_t *,
const char *, uint_t, uint_t, mdb_tgt_s

int (*t_mapping_iter)(mdb_tgt_t *, ndb_tgt
i

tgt_addr_t);

e_t, uintptr_t);
*, size_t, uintptr_t);
e_t, physaddr_t);
*, size_t, physaddr_t);
e_t, uintptr_t);
* size_t, uintptr_t);
ze_t, uint ptr _t).
d *, size_t, uintptr_t);

ntptr_t, physaddr_t *);

ndb_symi nfo_t *);

_Sym*, ndb_syminfo_t *);

ymf *, void *);

_map_f *, void *);

nt (*t_object_iter)(mdb_tgt_t *, nmdb_tgt_map_f *, void *);

*, uintptr_t);

*, const char *);
*,uintptr_t);

*, const char *);
_t*);

ndb_arg *);

*);

*)s

*
f

size_t, uint_t,

size_t, uint_t,

size_t, uint_t,

const ndb_map_t *(*t_addr_to_nmap) (ndb_tgt _t

const nmdb_map_t *(*t_nane_to_nap) (nmdb_tgt_t

struct ctf_file *(*t_addr_to_ctf)(ndb_tgt_t

struct ctf_file *(*t_name_to_ctf)(mdb_tgt_t

int (*t_status)(ndb_tgt_t *, ndb_tgt_status

int (*t_run)(mdb_tgt_t *, int, const struct

int (*t_step)(mdb_tgt_t *, ndb_tgt_status_t

int (*t_step_out)(mdb_tgt_t *, uintptr_t *);

int (*t_step_branch)(ndb_tgt_t *);

int (*t_next)(ndb_tgt_t *, uintptr_t *);

int (*t_cont)(nmdb_tgt_t *, ndb_tgt_status_t

int (*t_signal)(ndb_tgt_t *, int);

int (*t_add_vbrkpt)(ndb_tgt_t *, uintptr_t,
int, mdb_tgt_se f *, void *);

int (*t_add_sbrkpt)(nmdb_tgt_t *, const char
int, mdb_tgt_se_f *, void *);

int (*t_add pvvapt)(r’rdb tgt t *, physaddr _t,
int, mdb_tgt_se_f *, d *);

int (*t_add vvxapt)(mjb tgt t *, uintptr_t,
int, mdb_tgt_se_f *, void *);

int (*t_add _iowapt)(ndb_tgt t *,ouintptr_t,

int, mdb_tgt_se_f *, void )
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123 int (*t_add_sysenter)( b_tgt_t *, int, int, ndb_tgt_se_f *,
124 int (*t_add_sysexit)( _t gt t *, int, int, ndb_tgt_se_f
125 int (*t_add_signal)(nd tg *,int, int, ndb_tgt_se_f
126 int (*t_add_fault)(mdb_tgt_ *, int, int, ndb_tgt_se f *,
128 int (*t_getareg)(nmdb_tgt_t *, ndb_tgt_tid_t, const char *,
129 mdb_tgt_reg_t *);

130 int (*t putareg)(nﬁb tgt_t *, mdb_tgt_tid_t, const char *,
131 mdb_tgt_reg_t);

133 int (*t_stack_iter)(nmdb_tgt_t *, const ndb_tgt_gregset_t
134 mdb_tgt_stack_f *, void *);

136 int (*t_auxv)(mdb_tgt_t *, const auxv_t **auxvp);

137 } mdb_tgt_ops_t;
__unchanged_portion_onitted_
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26 #pragnma ident " %Y % % %EY% SM "
I medi ate Val ue Tar get
The i medi ate value target is used when the "= verb is used to
format an inmmedi ate value, or with ::print -i. The target is

w
[ee]
* Ok R R R R O R R R R R R R Ok R % Ok Ok Ok Ok

50 #i
51 #i
52 #i
53 #i

55 #i
56 #i

initialized with a specific val ue,
this integer in its read routine.

and then sinply copies bytes from
Two notes:

(1) the address paraneter of value_read is treated as an offset into
the inmedi ate val ue.

(2) on big-endian systens, we need to be careful about the place we
copy data from If the caller specified a typesize in the argv array
we use that for offsetting, otherwise we use the read size.

If the user didn't specify the typesize, then "addr’ is ignored,

and all reads are at an offset of O into the inmmediate value. This
covers both the usage of ::print -i, and the semantics of adb
commands |ike "0x1234=X", which shoul d produce 0x1234 as a result;
the adb nmodel is for it to act like a cast down to the snaller
integer type; this is handl ed as nentioned.

/

ncl ude <mdb/ mdb_t arget _i npl . h>
ncl ude <ndb/ mib_t ypes. h>

ncl ude <ndb/ mdb_conf. h>

ncl ude <mdb/ mdb_err. h>

ncl ude <sys/isa_defs. h>
ncl ude <strings. h>
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58 void ndb_val ue_tgt_destroy(nmdb_tgt_t *);

60 typedef struct ndb_val ue_data {

61 ui ntmax_t nvd_dat a;

62 size_t nvd_typesi ze;

63 } mdb_val ue_data_t;
__unchanged_portion_omtted_

109 static const nmdb_tgt_ops_t value_ops = {

110 (int (*)()) nmdb_tgt_notsup,

111 (int (*)()) mdb_tgt_notsup,

112 (void (*)()) nmdb_tgt_nop,

113 (void (*)()) nmdb_tgt_nop,

114 (void (*)()) mdb_tgt_nop,

115 mdb_val ue_t gt _destroy,

116 (const char *(*)()) ndb_tgt_null,

117 (const char *(*)()) ndb_conf_isa,

118 (const char *(*)()) mdb_conf _pl atforrn

119 (int (*)()) ndb_tgt_notsup,

120 (int (*)()) mdb tgt _not sup,

121 (ssize_t (*)()) mdb_tgt_notsup,

122 (ssize_t (*)()) mdb_tgt_notsup,

123 val ue_read,

124 value_wite,

125 (ssize_t (*)()) ndb_tgt_notsup,

126 (ssize_t (*)()) mdb_tgt_notsup,

127 val ue_r ead,

128 value_wite,

129 val ue_r ead,

130 value_wite,

131 (int (*)()) mdb_tgt_notsup,

132 (int (*)()) mdb_tgt_notsup,

133 (int (*)()) mdb_tgt_notsup,

134 (int (*)()) mdb_tgt_notsup,

135 (int (*)()) mdb_tgt_notsup,

136 (int (*)()) nmdb_tgt_notsup,

137 (const mdb_map_t *(*)()) ndb_tgt_null,

138 (const nmdb_map_t *(*)()) ndb_tgt_null,

139 (struct ctf_file *(*)()) mdb_tgt_null,

140 (struct ctf_file *(*)()) mdb_tgt_null,

141 int (*)()) mdb_tgt_notsup,

142 (int (*)()) mdb_tgt_notsup,

143 (int (*)()) mdb_tgt_notsup,

144 (int (*)()) mdb_tgt_notsup,

145 (int (*)()) mdb_tgt_notsup,

145 (int (*)()) mdb_tgt_notsup,

146 (int (*)()) mdb_tgt_notsup,

147 (int (*)()) ndb_tgt_notsup,

148 (int (*)()) mdb_tgt_null,

149 (int (*)()) mdb_tgt_null,

150 (int (*)()) mdb_tgt_null,

151 (int (*)()) nmdb_tgt_null,

152 (int (*)()) mdb_tgt_null,

153 (int (*)()) mdb_tgt_null,

154 (int (*)()) mdb_tgt_null,

155 (int (*)()) mdb_tgt_null,

156 (int (*)()) mdb_tgt_null,

157 (int (*)()) mdb_t gtfnotsup,

158 (int (*)()) mdb_tgt_notsup,

159 (int (*)()) nmdb_tgt_nop,

160 (int (*)()) ndb_tgt_notsup

161 }

_hnchanged_port ion_omtted_

_setflags */
_setcontext */
_activate */
deactlvate */

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t

t_

t_iowite */
t_vtop */

t _l ookup_by_name */
t _l ookup_by_addr */
t_synbol _iter */
t_mapping_iter */
t_object_iter */
t_addr_to_map */
t_nane_to_nmap */
t_addr_to_ctf */
t_nanme_to_ctf */
t_status */
t_run */

t_step */
t_step_out */
t_step_branch */
t_next */
t_cont */
t_signal */
t_add_vbrkpt */
t _add_sbrkpt */
t _add_pwapt */

t _add_vwapt */
t _add_i owapt */
t_add_sysenter */
t_add_sysexit */
t _add_signal */
t_add_fault */
t_getareg */
t_putareg */
t_stack_iter */
t _auxv */
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26 #i ncl ude <ndb/ ndb_nodapi . h>
27 #include <ndb/ndb_ctf. h>

28 #incl ude <sys/cpuvar. h>

29 #include <sys/systm h>

30 #include <sys/traptrace. h>
31 #include <sys/x_call.h>

32 #include <sys/xc_| evel s. h>
33 #include <sys/avintr.h>

34 #include <sys/systm h>

35 #include <sys/trap. h>

36 #include <sys/nutex.h>

37 #include <sys/nutex_inpl.h>
38 #include "i86mmu. h"

39 #include "unix_sup. h"

40 #i ncl ude <sys/api x. h>

41 #incl ude <sys/x86_archext.h>
42 #incl ude <sys/ bitmap. h>

43 #include <sys/controlregs. h>

45 #define TT_HDLR W DTH 17

48 /* apix only */

49 static apix_i npl _t *d aplxs[NCPU];
50 static int use_apix = 0O;

52 static int
53 ttrace_ttr_size_check(void)

54 {
55 mdb_ctf_id_t ttrtid;
56 ssize_t ttr_size;

new usr/ src/ cnd/ mdb/ i 86pc/ nodul es/ uni x/ uni x. c

if (mdb_ctf_l ookup_by_name("trap_trace_rec_t", &trtid) !=0 ||
mdb_ctf_type_| resolve(ttrtld &ttrtld) 1= 0) {
“mdb_warn("failed to determine size of trap_trace_rec_t;
"non- TRAPTRACE kernel 2\ n");
return (0);

}

if ((ttr_size = ndb_ctf_type_size(ttrtid)) !=
sizeof (trap_trace rec_t)) {
/*

* On Intel nmachines, this will happen when TTR _STACK DEPTH
* is changed. This code could be smarter, and could
* dynam cal ly adapt to different depths, but not until a
* need for such adaptation is denonstrated.
*
/
nmdb Warn(”5|ze of trap_trace_rec_t (% bytes) doesn’t
"mat ch expected %\ n", ttr_size, sizeof (trap_trace_rec_t));
return (0);

}

return (1);

__unchanged_portion_onitted_

409 typedef struct ttrace_dcnd {
410

411
412
413

processorid_t “ttd_cpu;

uint_t ttd_extended;

uintptr_t ttd_kthread;
trap_trace_ctl _t ttd_ttc[NCPU];

414 } ttrace_dcnd_t;
__unchanged_| portl on_om tted_

458 #endi f
460 int

[* __and64 */

461 ttrace_wal k(uintptr_t addr, trap_trace_rec_t *rec, ttrace_dcnd_t *dcnd)

462 {
463
464

466
467
468
469
470
471
472

474
475
476
477

479
480

482
483
484

486

488
489
490
491

struct regs *regs
processorid_t cpu

= &ec->ttr_regs;
=-1, i;
for (i =0; i < NCPU, i++) {
if (addr >= dcnd->ttd_ttc[i].ttc_first &&
addr < demd->ttd_ttc[i].ttc_limt) {

cpu = i;
br eak;
}
}
if (cpu == -1) {
mdb_warn("couldn’t find % in any trap trace ctl\n", addr);
return (WALK_ERR);
}
if (demd->ttd_cpu !'= -1 && cpu ! = dcnd->ttd_cpu)

return (WALK_NEXT);

if (demd->ttd_kthread != 0 &&
dermd->ttd_kthread !'= rec->ttr_curthread)
return (WALK_NEXT);

mdb_printf("%8d %5l 1x ", cpu, rec->ttr_stanp);

(i =0; ttrace_hdlr[i].t_hdlr !'= NULL; i++)
if (rec->ttr_marker !'= ttrace_hdlr[i].t_narker)
cont i nue;
mdb_printf("%ls ", ttrace_hdlr[i].t_nane);



new usr/ src/ cnd/ mdb/ i 86pc/ nodul es/ uni x/ uni x. ¢

492 if (ttrace_hdlr[i].t_hdlr(rec) == -1)

493 return (WALK_ERR);

494 1

496 mdb_printf(" %\n", regs->r_pc);

498 if (dend->ttd_extended == FALSE)

499 return (WALK_NEXT);

501 if (rec->ttr_marker == TT_I NTERRUPT)

502 ttrace_intr_detail (rec);

503 el se

504 ttrace_dunpregs(rec);

506 if (rec->ttr_sdepth > 0) {

507 for (i =0; i <rec->ttr_sdepth; i++) {

508 if (i >= TTR_STACK_DEPTH)

509 mdb_printf("9d7s*** invalid ttr_sdepth (is %l,
510 "should be <= %d)\n", " ", rec->ttr_sdepth,
511 TTR_STACK_DEPTH) ;

512 br eak;

513 }

515 mdb_printf("%7s %()\n", " ", rec->ttr_stack[i]);
516 }

517 mdb_printf("\n");

518 }

520 return (WALK_NEXT) ;

521 }

523 int

524 ttrace(uintptr_t addr, uint_t flags, int argc, const ndb_arg_t *argv)
525 {

526 ttrace_dcnd_t dcnd,

527 trap_trace_ctl _t *ttc = dcmd. ttd_ttc;

528 trap_trace_rec_t rec;

529 size_t ttc_size = sizeof (trap_trace_ctl_t) * NCPU,

531 if (!ttrace_ttr_size_check())

532 return (WALK_ERR) ;

534 bzero(&dcnd, sizeof (dcnd));

535 dend. ttd_cpu = -1;

536 dend. tt d_ext ended = FALSE;

538 if (mdb_readsym(ttc, ttc_size, "trap_trace_ctl") == -1) {

539 mdb_war n("synbol 'trap_trace_ctl’ not found; "

540 "non- TRAPTRACE kernel 2\ n");

541 return (DCMD_ERR);

542 }

544 if (ntib getopts(argc argv,

545 MDB_OPT_SETBI TS, TRUE, &dcnd.ttd_extended,

546 ’t’, MDB_OPT_Ul NTPTR, &dcnd. ttd_kthread, NULL) != argc)
540 'x’, MDB_OPT_SETBITS, TRUE, &dcnd.ttd_extended, NULL) != argc)
547 return (DCMVD_| USA(E)

549 i f (DCMD_HDRSPEC(f I ags)) {

550 mdb pr| ntf("%s 0/1153 %s 0/é_?s % *s%s\n", "CPU',

551 "TI MESTAMP", "TYPE", "Vec", TT_ HDLR W DTH "HANDLER',
552 " EIPY);

553 }

555 if (flags & DOMD ADDRSPEC) {

556 if (addr >= NCPU) {

new usr/ src/ cnd/ mdb/ i 86pc/ nodul es/ uni x/ uni x. ¢

557
558
559
560
561

563
564

566
567
568
569

571
572
573
574

576
577
578
579
580
581
582
583

585
586
587
588

590
501 }

if (mdb_ vread(&rec si zeof (rec), addr) == -1)
mdb warn( couldn’t read trap trace record "
at %", addr);
) return (DCND_ERR);

if (ttrace_wal k(addr, &rec &dcnd) == WALK_ERR)
return (DCIVD RR) ;

return (DCVD_OK);

}
) dend. ttd_cpu = addr;

if (mdb_readvar (&use_api x, "api x_enable") == -1) {
mdb_warn("failed to read api x_enable");
use_api x = 0;

}

if (use_apix) {
if (rmdb_readvar (&_api xs, "apixs") == -1)
ndb_warn("\nfailed to read apixs.");
return (DCVMD_ERR);

}

/* change to apix ttrace interrupt handler */

ttrace_hdlr[4].t_hdlr = ttrace_api x_i nterrupt;
}

if (mdb_wal k("ttrace" (mdb_wal k_cb t)ttrace_wal k, &cmd) == -1) {
mdb_war n(" couldn't walk "ttrace ");
return (DCVD_ERR);

}

return (DCVD_CK);

__unchanged_portion_onitted_

890 #ifdef _KNVDB

891 /*

ARGSUSED */

892 static int

893 crregs_dcnd(uintptr_t addr,
894 {

895
889
896
897
898
899
900
901
902
903
904
905
906
907
908
909

911
912
913
914
915

917

uint_t flags, int argc, const ndb_arg_t *argv)

ulong_t cr0, cr2, cr3, cré4;

ulong_t cr0, cr4;

static const ndb_bitmask_t cr0_flag_ bits[] = {
" PE", CRO_PI E

_PE, CRO_| ,
MR, CRO_MP, CRO_MP },
EM CRO_EM CRO_EM },
S, CRO_TS, CRO_TS },
"ET", CRO_ET, CRO_ET },
"NE", CRO_NE, CRO_NE
WP CRO_WP, CRO_WP },
AM', CRO_AM CRO_AM },
"NW, CRO_NW CRO_NW },
"CD', CRO_CD, CRO_CD },
PG', CRO_PG, CRO_PG },
NULL, 0, 0}
s
static const ndb_bitnmask_t cr3_flag_bits[] = {
" , a , CR3_PCD 1},
"PWI, CR3_PWI, CR3_PWI },
NULL, 0, 0,
I

static const ndb_bitmask_t cr4_flag_ bits[] = {
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918 "VIVE", CR4_VME, CR4A_VME },

919 "PVI", CR4_PVI , CR4A_PVI 1},

920 "TSD', CR4_TSD, CR4_TSD },

921 "DE", CR4_DE, CR4_DE 1},

922 " PSE", CR4_PSE, CR4_PSE 1},

923 "PAE", CR4_PAE, CR4_PAE 1},

924 " MCE", CRA_MCE, CRA_MCE },

925 "PGE", CR4_PGE, CR4_PGE },

926 " PCE", CR4_PCE, CR4_PCE },

927 " OSFXSR", CRA_OSFXSR, CR4_OSFXSR 1},

928 " OSXMVEXCPT", CR4_OSXMVEXCPT, CR4_OSXMVEXCPT 1},

929 "VMXE", CR4_VMXE, CR4A_VMXE },

930 " SMXE" , CR4_SMXE, CR4_SMXE },

931 " PCl DE", CR4_PCI DE, CR4_PCI DE },

932 " OSXSAVE", CR4_OSXSAVE, CR4_OSXSAVE 1},

933 " SVEP", CR4_SMVEP, CRA_SMEP },

934 " SMAP", CR4_SNAP, CR4_SMAP },

935 NULL, 0, 0}

936 };

938 cr0 = kmdb_uni x_getcr0();

939 cr2 = kmdb_uni x_getcr2();

940 cr3 = kndb_uni x_getcr3();

941 cr4 = kmdb_uni x_getcr4();

942 ndb prlntf(""/l%:ro = 0x%08x <%b>\n", cr0, cr0, cr0_flag_bits);
943 ndb_printf("%er2 = 0x%8x <¥%>\n", cr2, cr2)

945 if ((cr4 & CR4_PCIDE)) {

946 mdb_printf("%Wer3 = 0x¥08x <pfn:%u pcid: %u>\n",

947 cr3 >> MMJ_PAGESHI FT, cr3 & MWJ_PAGECFFSET) ;

948 } else {

949 mdb_printf("%er3 = 0x%8x <pfn:%u flags: %>\n", cr3,
950 cr3 >> MMJ_PAGESH FT, cr3, cr3_flag_bits);

951 }

953 ndb_printf("%er4 = 0x¥08x <¥>\n", cr4, crd, cr4_flag_ bits);
955 return (DCVMD_CXK) ;

956 }

957 #endi f

959 static const ndb_dcnd_t dcrrds[] ={

960 { " gate desc", ": ', dunmp a gate descriptor", gate_desc },

961 { "idt" ".[-v] "dump an IDT", idt },

962 { "ttrace" "[ x] [-t kthread]" "dunp trap trace buffers", ttrace },
936 { "ttrace", [ x]", "dunmp trap trace buffers", ttrace },

963 { "vatopfn", ":[- a as]", "translate address to physical page",
964 vazpfn_ dcrm },

965 { "report_maps" ':[-nj',

966 "G ven PFN, report mappi ngs / page tabl e usage",

967 report_maps_dcrrd, report_maps_help },

968 { "htables", "", "Gven hat_t *, lists all its htable_t * val ues",
969 ht abl es _dcnd, htables_help },

970 { "ptable", ":[- r'rj", "G ven PFN, dunp contents of a page table",
971 pt abl e _dcnd, ptable_help },

972 { "pte", "T[-p XXXXX] [-1 N|", "print human readabl e page table entry",
973 pte_dcnd }

974 { "pfntonfn", ":", "convert physical page to hypervisor machi ne page",
975 pf ntonf n_dend 1,

976 { "nfntopfn", ":", "convert hypervisor machine page to physical page",
977 nf nt opf n_dcmi },

978 { "nenseg_list", ":", "show nenseg list", nmenseg_list },

979 {" scal ehrtime", ":"

980 "scal e an unscal ed hi gh res time", scalehrtime_cnd },

981 { "x86_featureset", NULL, "dunp the x86_f eatureset vector",

982 x86_f eat ur eset _cnd 1,

new usr/src/ cnd/ mdb/ i 86pc/ nodul es/ uni x/ uni x. ¢
983 #i fdef _KMVDB

984 { "crregs", NULL, "dunp control registers"”,
985 #endi f

986 { NULL }

987 };

_hnchanged_port ion_omtted_

crregs_dcnd },
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1/*

2 * This file and its contents are supplied under the terms of the

3 * Common Devel opnent and Distribution License ("CDDL"), version 1.0.
4 * You may only use this file in accordance with the terns of version
5 * 1.0 of the CDDL.

6 *

7 * Afull copy of the text of the CDDL should have acconpanied this
8 * source. A copy of the CDDL is also available via the Internet at
9 * http://wmvillunmps.org/license/ CDDL.

10 =/

12 /*

13 * Copyright 2018 Joyent, Inc.
13 * Copyright 2015 Joyent, Inc.
*
/

16 #ifndef _UNI X _SUP_H
17 #define “UNI X_SUP_H

19 /*
20 * Support routines for unix.
21 */

23 #include <sys/types. h>

25 #ifdef __cplusplus
26 extern "C' {
27 #endif

29 extern ulong_t kndb_uni x_getcr0(voi d)
30 extern ulong_t kndb_uni x_getcr2(voi d)
31 extern ulong_t kndb_uni x_getcr3(voi d)
32 extern ulong_t kndb_uni x_getcr4(voi d)

34 #ifdef __cplusplus

}
__unchanged_portion_onitted_
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1/*
* This file and its contents are supplied under the ternms of the
Conmmon Devel opment and Distribution License ("CDDL"), version 1.0.
You may only use this file in accordance with the terns of version
1.0 of the CDDL.

A full copy of the text of the CDDL should have acconpanied this
source. A copy of the CDDL is also available via the Internet at
http://ww.illunps.org/license/ CODL.

/

=
QOWONOUTAWN
* ok Ok ok k% k%

13 * Copyright 2018 Joyent, Inc.
13 * Copyright 2015 Joyent, Inc.
*
/

14

16 #if !defined(__lint)

17 file "uni x_sup. s"

18 #endif /* __lint */

20 /*

21 * Support routines for the unix knmdb nodul e
22 */

24 #include <sys/asm|inkage. h>
26 #if defined(__lint)

28 #include <sys/types. h>

30 ul ong_t

31 kndb_uni x_get cr O( voi d)

32 { return (0); }

34 ul ong_t

35 kmdb_uni x_get cr 4(voi d)
36 { return (0); }

38 t#el se [* __lint */

40 #if defined(__and64)

41 ENTRY( kndb_uni x_get cr 0)

42 movg %r0, % ax

43 ret

44 SET_SI ZE( kndb_uni x_get cr 0)
46 ENTRY( kndb_uni x_get cr 2)

47 movg %r2, % ax

48 re

49 SET_SI ZE( kndb_uni x_get cr 2)
51 ENTRY( kmdb_uni x_get cr 3)

52 movg %r 3, % ax

53 ret

54 SET_SI ZE( kndb_uni x_get cr 3)
56 ENTRY( kmdb_uni x_get cr 4)

57 nmovg %r4, % ax

new usr/ src/ cnd/ mdb/ i 86pc/ modul es/ uni x/ uni x_sup. s

58 ret

59 SET_SI ZE( knmdb_uni x_get cr 4)
____unchanged_portion_onitted_

67 ENTRY( kndb_uni x_get cr 2)

68 movl %r2, %ax

69 ret

70 SET_SI ZE( kndb_uni x_get cr 2)
72 ENTRY( kmdb_uni x_get cr 3)

73 movl %r 3, %ax

74 ret

75 SET_SI ZE( kndb_uni x_get cr 3)
77 ENTRY( kmdb_uni x_get cr 4)

78 novl %r4, %ax

79 ret

80 SET_SI ZE( knmdb_uni x_get cr 4)

__unchanged_portion_omtted_
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel oprent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww.opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perm ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # If applicable, add the followi ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy] [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.

23 # Use is subject to license terns.

24 #

25 # Copyright 2018 Joyent, Inc.

26 #

28 PROVBRCS += \

29 promenv.c \

30 prom getchar.c \

31 prominit.c \

32 promprintf.c \

33 prom put char. c

35 KMDBSRCS += \

36 kaif.c \

37 kmdb_dpi _i sadep. ¢ \

38 kndb_f aul t _i sadep. ¢ \

39 kmdb_kdi _i sadep. ¢ \

40 kmdb_prom f _i sadep.c \

39 kvm cpu_and. ¢ \

40 kvm cpu_p4.c \

41 kvm_ i sadep. ¢

43 KMDBML += \

44 knmdb_asnutil.s \

45 kndb_set cont ext . s

47 KCTLSRCS += \
48 ket _i sadep. ¢

50 CTXOFFUSERS = \
51 kmdb_set context. o

53 CPPFLAGS += - DDI S_TEXT
55 $( CTXOFFUSERS) $( CTXOFFUSERS: % 0=% | n): kndb_context _off.h

new usr/src/cnd/ mdb/ i ntel / Makefil e. kndb
57 kaif_activate.o kaif_activate.ln := CPPFLAGS += - D_MACHDEP - D_KMEMUSER
59 STANDLIBS +=\

60 ../libstandctf/libstandctf.so \
61 $(SRO)/1ib/libument $( MACHDI R)/ | i bst andumem so \
62 ../libstand/libstand. a

64 KNMDBLIBS = $(STANDLIBS) ../ mdb_ks/ kmod/ mib_ks
66 MAPFI LE_SOURCES = \

67 “$( MAPFI LE_SOURCES_COWMON) \

68 ../../kmdb/ kndb_dpi _i sadep. h \
69 $( MAPFI LE_SOURCES_$( MACH) )

71 %o: ../../..1../..luts/lintel/promf/%c
72 $(COWPI LE. c) $<

73 $( CTFCONVERT_O)

75 % In: ../../../../..luts/intel/promf/%c
76 $(LINT.c) -c $<
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel oprent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww.opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perm ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # If applicable, add the followi ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy] [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright 2007 Sun M crosystens, Inc. Al rights reserved.

23 # Use is subject to license terns.

24 #

25 # Copyright 2018 Joyent, Inc.

25 #ident "o%&Z%Y%846 % % %E% SM "

26 #

27 KMDBML +=\

28 kai f _i nvoke.s \

29 kmdb_start.s

31 KMDBSRCS += \

32 mdb_i a32util.c \

33 kmdb_makecont ext . ¢

34 kmdb_makecont ext.c \

35 kvm cpu_p6. ¢

35 SACPPFLAGS = -D__$( MACH)
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new usr/src/ cnd/ ndb/ i nt el / kndb/ kai f. ¢

9210 renpve KMDB branch debuggi ng support

9211 ::crregs could do with cr2/cr3 support

9209 ::ttrace should be able to filter by thread
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

T T T

21/

22 Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.

23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragnma ident " %Y % % %EY% SM "

28 [ *

29 * The debugger/"PROM' interface |ayer

30 *

31 * It nmakes nore sense on SPARC. In reality, these interfaces deal with three
32 * things: setting break/watchpoints, stepping, and interfacing with the KDI to
33 * set up kndb’s IDT handl ers.

34 */

36 #include <kndb/kndb_dpi _i npl . h>
37 #include <kndb/ kmdb_kdi . h>

38 #include <kndb/ kndb_unengl ue. h>
39 #include <kndb/kai f.h>

40 #incl ude <kndb/ kndb_i 0. h>

41 #include <kmdb/kaif_start.h>

42 #include <ndb/ ndb_err. h>

43 #i ncl ude <ndb/ ndb_debug. h>

44 #include <ndb/ ndb_i sautil.h>

45 #i ncl ude <nmdb/ ndb_i o_i npl . h>

46 #i ncl ude <ndb/ ndb_kreg_i npl . h>
47 #incl ude <ndb/ ndb. h>

49 #incl ude <sys/types. h>

50 #include <sys/bitnap. h>
51 #include <sys/term os. h>
52 #include <sys/kdi _i npl.h>

54 [*
55 * This is the area containing the saved state when we enter
56 * via kndb’s IDT entries.

new usr/src/cnd/ mdb/ i ntel / kndb/ kai f. c 2

57

58 kdi _cpusave_t

59 i

60 kdi _drreg_t
62 uint32_t

64 i

*/

nt

nt

*kai f _cpusave;
kai f _ncpusave;
kai f _drreg;
kai f _wapt map;

kai f _trap_sw tch;

66 void (*kaif_nodchg_cb)(struct nodctl *, int);

68 enum {

69 M _SYSRET = 0x07, /* after MESC */

70 M _ESC = 0xOf,

71 M _SYSEXI T = 0x35, /* after MESC */

72 M REX_LO = 0x40, /* first REX prefix */

73 M REX_HI = Ox4f, /* last REX prefix */

74 M_PUSHF = 0x9c, /* pushfl and pushfq */

75 M _POPF = 0x9d, /* popfl and popfq */

76 M I NT3 = Oxcc,

77 M_I NTX = Oxcd,

78 M_| NTO = Oxce,

79 M | RET = Oxcf,

80 M CLI = 0Oxfa,

81 M_STI = Oxfb

82 };

____unchanged_portion_onitted_

606 /*

607 * The target has already configured the chip for branch step, leaving us to
608 * actually nmake the nachine go. Due to a nunmber of issues Involving

609 * the potential alteration of systemstate via instructions like sti, cli,
610 * pushfl, and popfl, we're going to treat this |like a nornmal systemresune.
611 * Al CPUs will be released, on the kernel’s IDT. Qur primary concern is

612 * the alteration/storage of our TF d EFLAGS via pushfl and popfl. There's no
613 * real workaround - we don’t have opcode breakpoints - so the best we can do is
614 * to ensure that the world won't end if sonmeone does bad things to EFLAGS.
615 *

616 * Two things can happen:

617 * 1. EFLAGS.TF nay be cleared, either maliciously or via a popfl from saved
618 * state. The CPU will continue execution beyond the branch, and will not
619 * reenter the debugger unless brought/sent in by other neans.

620 * 2. Sonmeone may pushlf the TF d EFLAGS, and may stash a copy of it somewhere.
621 * Wien the saved version is popfl’d back into place, the debugger will be
622 */ re-entered on a single-step trap.

623 *

624 static void
625 kai f_step_branch(voi d)

626 {
627

629
630
631
633

635
636 }

kreg_t fl;
(voi d) kndb_dpi _get _regi ster ( FLAGS_REG NAME, &fl);
(voi d) kndb_dpi _set_register( FLAGS_REG _NAME,
(fl | (1 << KREG EFLAGS_TF_SHI FT)));
kmdb_dpi _resunme_master();

(voi d) kndb_dpi _set_register(FLAGS_REG NAME, fl);

606 /* ARGSUSED*/
607 static uintptr_t
608 kaif_call (uintptr_t funcva, uint_t argc, const uintptr_t argv[])

609 {
610
611 }

return (kaif_invoke(funcva, argc, argv));

____unchanged_portion_onitted_
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727 static void
728 kaif_nsr_add(const kdi _nmsr_t *nsrs)

729 {

730 kdi _msr_t *save;

731 size_t nr_msrs = O;

732 size_t i;

734 while (nmsrs[nr_nmsrs].msr_num!= 0)

735 nr_mer s++;

736 /* we want to copy the term nating kdi _nmsr_t too */

737 nr_nmsr s++;

739 save = ndb_zal | oc(sizeof (kdi_nsr_t) * nr_msrs * kaif_ncpusave,
740 UM _SLEEP) ;

742 for (i =0; i < kaif_ncpusave; i++)

743 bcopy(msrs, &save[nr_msrs * i], sizeof (kdi_nsr_t) * nr_
745 kmdb_kdi _set _debug_mnsrs(save);

746 }

748 static uint64_t

749 kaif_nsr_get(int cpuid, uint_t num
750 {

751 kdi _cpusave_t *save;

752 kdi _msr_t *msr;

753 int i;

755 if ((save = kaif_cpuid2save(cpuid)) == NULL)
756 return (-1); /* errno is set for us */

758 nmsr = save- >Krs_nmsr;

760 for (i =0; mer[i].msr_num!= 0; i++) {

761 if (mer[i].msr_num== num&&(rrsr[l] mer_type & KDl _MSR_READ))

762 return (nmsr[i].kdi _nmsr_val);
763 }

765 return (0);
766 }

695 void
696 kaif_trap_set_debugger (void)
697 {
698 kmdb_kdi _i dt _swi t ch(NULL) ;
699 }
__unchanged_portion_onitted_

793 dpi _ops_t kndb_dpi _ops = {
794

kaif_init,
795 kai f _activate,
796 kmdb_kdi _deacti vate,
797 kai f _ent er _non,
798 kai f _nmodchg_r egi ster,
799 kai f _mpdchg_cancel ,
800 kai f _get_cpu_state,
801 kai f _get _master _cpuid,
802 kai f _get _gregs,
803 kai f _get_register,
804 kai f _set_register,
805 kai f _brkpt _arm
806 kai f _brkpt _di sarm
807 kai f _wapt _val i dat e,
808 kai f _wapt _reserve,

809 kai f _wapt _r el ease,

new usr/src/cnd/ mdb/ i nt el / kndb/ kai f. c

810 kai f _wapt _arm
811 kai f _wapt _di sarm
812 kai f _wapt _mat ch,
813 kai f _step,

887 kai f _step_branch,
814 kai f_cal |,

815 kai f _dunp_crunbs,
890 kai f _nmsr_add,

891 kai f _nsr_get,

816 };

__unchanged_portion_onitted_
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26 */

26 #pragnma ident " %Y % % %EY% SM "

28 [ *

29 * Intel-specific portions of the DPI

30 */

32 #include <sys/types. h>
33 #include <sys/trap. h>

35 #include <kmdb/ kndb_dpi _i npl . h>
36 #i nclude <kndb/kndb_fault. h>

37 #include <kndb/kmdb_kdi . h>

38 #include <ndb/ndb_err. h>

39 #include <ndb/ ndb_debug. h>

40 #i ncl ude <ndb/ ndb_kreg. h>

41 #incl ude <ndb/ ndb. h>

43 void

44 kndb_dpi _handl e_faul t(kreg_t trapno, kreg_t pc, kreg_t sp, int cpuid)
45 {

46 kmdb_kdi _system cl ai m();

48 ndb_dprintf(MDB_DBG DPI, "\ndpi _handl e fault: trapno %, pc 0x%®?p, "
49 "sp Ox%®?p\n", (int)trapno, pc, sp);

51 switch (trapno) {

52 case T_CPFLT:

53 errno = EACCES;

54 defaul t:

55 errno = ENVDB_NOVAP;

56 }
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58 if (kmdb_dpi _fault_pcb !'= NULL) {

59 1 ongj np(*kndb_dpi _faul t _pcb, 1);

60 / * NOTREACHED* /

61 }

63 /* Debugger fault */

64 knmdb_faul t (trapno, pc, sp, cpuid);

65

____unchanged_portion_onitted_

136 void

137 kndb_dpi _r eboot (voi d)

138 {

139 /*

140 * We're going to skip all of the niceties we enploy in resume_conmmon,
141 * as we don't plan to ever return.

142 */

143 I ongj mp( kmdb_dpi _entry_pcb, KVDB_DPI _CVD_REBOQT) ;
144 }

146 void

147 kmdb_dpi _nmsr_add(const kdi _nmsr_t *msrs)

148 {

149 ndb. m dpi - >dpo_nsr_add(nsrs);

150 }

152 uint64_t

153 kndb_dpi _nsr_get (uint_t nsr)

154 {

155 return (nmdb. m dpi - >dpo_mnsr_get (DPI _MASTER CPUI D, nsr));
156 }

158 uint64_t

159 kmdb_dpi _msr_get_by_cpu(int cpuid, uint_t nsr)

160 {

161 return (ndb. m dpi - >dpo_nsr_get (cpuid, nsr));
144 }

____unchanged_portion_onitted_
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28 #ifndef _KVDB_DPl_| SADEP_H
29 #define _KVDB_DPI _| SADEP_H

29 #pragne ident " YZYWo % % %E% SM "

31 #ifndef _ASM

32 #include <ndb/ ndb_i sautil.h>

33 #include <sys/kdi _nachi npl . h>

34 #endif

36 #ifdef __cplusplus

37 extern "C' {

38 #endi f

40 #ifndef _ASM

42 extern void kndb_dpi _handl e_fault(kreg_t, kreg_t, kreg_t, int);
44 extern void kndb_dpi _reboot (voi d) __ NORETURN

46 extern void kndb_dpi _nsr_add(const kdi _nmsr_t *);

47 extern uint64_t kndb_dpi _nsr_get (uint_t);

48 extern uint64_t kndb_dpi _nmsr_get_by_cpu(int, uint_t);
46 #endif /* _ASM */

48 #ifdef __cpl usplus

50 #endif

52 #endif /* _KVDB_DPl | SADEP_H */
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26 */

26 #pragnma ident " %Y % % %EY% SM "

28 #include <sys/types. h>

29 #include <sys/kdi _inpl.h>
30 #include <sys/segnents. h>
31 #include <sys/cpuvar. h>

33 #i nclude <ndb/ ndb_debug. h>
34 #include <ndb/ndb_err. h>
35 #include <ndb/ ndb_unem h>
36 #include <kndb/knmdb_dpi . h>
37 #include <ndb/ ndb. h>

39 /* ARGSUSED*/

40 void
41 kndb_kdi _stop_sl aves(int ny_cpuid, int doxc)
42 {
43 /* Stop other CPUs if there are CPUs to stop */
44 ndb. m kdi - >nkdi _st op_sl aves(ny_cpuid, doxc);
45
__unchanged_portion_onitted_
106 void
107 knmdb_kdi _set _debug_nsrs(kdi _nsr_t *nsrs)
108 {
109 mdb. m kdi - >nkdi _set _debug_nsrs(nsrs);
110 }
106 void

107 kmdb_kdi _menr ange_add(caddr_t base, size_t len)
108 {
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109 ndb. m kdi - >nkdi _nmenr ange_add( base,
110 }

__unchanged_portion_onitted_

len);
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26 */

28 #ifndef _KVDB KDl _| SADEP_H
29 #define _KVDB_KDI _| SADEP_H

29 #pragne ident " YZYWo % % %E% SM "

31 #include <sys/types. h>
32 #include <sys/kdi _machi npl . h>

34 #include <ndb/ndb_t arget. h>
36 #ifdef __cplusplus

37 extern "C' {

38 #endi f

40 struct gate_desc;

42 extern void kndb_kdi _activate(kdi _mai n_t, kdi_cpusave_t *, int);
43 extern void kndb_kdi _deacti vate(void);

45 extern void kndb_kdi _i dt _swi tch(kdi _cpusave_t *);

47 extern void kndb_kdi _update_drreg(kdi _drreg_t *);
48 extern voi d kndb_kdi _set_debug_nsrs(kdi _nsr_t *);

49 extern uintptr_t kndb_kdi _get_userlimt(void);

51 extern int kndb_kdi _get_cpuinfo(uint_t *, uint_t *, uint_t *);
53 extern void kndb_kdi _nenrange_add(caddr_t, size_t);

55 extern voi d kndb_kdi _reboot (voi d);
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57 #ifdef __cplusplus
58 }

__unchanged_portion_omtted_
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26 */

26 #pragnma ident " %Y % % %EY% SM "

28 [ *

29 * isa-dependent portions of the kndb target

30 */

32 #include <kndb/ kvm h>

33 #i nclude <kndb/ kvm cpu. h>

33 #include <kndb/ kmdb_kdi . h>

34 #include <kmdb/ kndb_asnutil . h>
35 #incl ude <ndb/ ndb_debug. h>

36 #i nclude <ndb/ ndb_err. h>

37 #include <ndb/ndb_Iist.h>

38 #incl ude <ndb/ ndb_t arget _i npl . h>
39 #include <ndb/ndb_i sautil.h>
40 #i ncl ude <ndb/ ndb_kreg_i npl . h>
41 #incl ude <ndb/ ndb. h>

43 #incl ude <sys/types. h>

44 #incl ude <sys/franme. h>

45 #incl ude <sys/trap. h>

46 #i ncl ude <sys/ bitnmap. h>
47 #include <sys/pci_inpl.h>

49 /* Higher than the highest trap nunmber for which we have a defined specifier */
50 #define KMI_MAXTRAPNO  0x20

52 #define | OPORTLIM T oxffff /* XXX find a new hone for this */

54 const char *
55 knt _def _di snode( voi d)
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56 {
57 #ifdef _ and64

58 return ("and64");

59 #el se

60 return ("ia32");

61 #endif

62 }

____unchanged_portion_onitted_

104 int

105 knt _step_branch(mdb_tgt_t *t)

106 {

107 knt _data_t *knt = t->t_data;

109 return (knt_cpu_step_branch(t, knt->knt_cpu));
110 }

103 /*

104 * Return the address of the next instruction following a call, or return -1

105 * and set errno to EAGAIN if the target should just single-step.
106 */

107 int

108 knt_next(mdb_tgt_t *t, uintptr_t *p)

109 {

110 kreg_t pc;

111 ndb_i nstr_t instr;

113 (void) kndb_dpi _get_register("pc", &pc);

115 if (mdb_tgt_vread(t, & nstr, sizeof (mdb_instr_t), pc) !=

116 sizeof (mdb_instr_t))

117 return (-1); /* errno is set for us */

119 return (ndb_i sa_next(t, p, pc, instr));

120 }

____unchanged_portion_onitted_

359 int

360 knt _msr_val i dat e(const kdi _nsr_t *nsr)

361 {

362 uint64_t val;

364 for (/* */; mer->msr_num!= 0; msr++)

365 if (kmt_rwrsr(msr->msr_num &val, rdnsr) < 0)

366 return (0);

367 }

369 return (1);

370 }

350 /* ARGSUSED*/

351 ssize_t

352 knt_write(ndb_tgt_t *t, const void *buf, size_t nbytes, uintptr_t addr)
353 {

354 if (1(t->t_flags & MDB_TGI_F_ALLOW O) &&

355 (nbytes = knmdb_kdi _range_i s_nontoxi c(addr, nbytes, 1)) == 0)
356 return (set_errno( EMDB_NOVAP));

358 /*

359 * No wites to user space are allowed. |If we were to allowit, we'd
360 * be in the unfortunate situation where kndb coul d place a breakpoi nt
361 * on a userspace executable page; this dirty page woul d end up being
362 * flushed back to disk, incurring sadness when it’s next executed.
363 * Besides, we can't allow trapping in fromuserspace anyway.

364 */

365 if (addr < kndb_kdi _get_userlimt())
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addr,

366 return (set_errno( EMDB_TGINOTSUP) ) ;
368 return (kmt_rw(t, (void *)buf, nbytes,
369 }

____unchanged_portion_onmitted_

knt_writer));
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28 #ifndef _KVM | SADEP H
29 #define _KVM | SADEP_H

29 #pragne ident " YZYWo % % %E% SM "

32 extern "
33 #endif

31 #ifdef __cplusplus
"

35 extern uintptr_t knt_invoke(uintptr_t, uint_t, const uintptr_t *);

37 extern void knt_in(void *, size_t, uintptr_t);
38 extern void knt_out(void *, size_t, uintptr_t);

40 extern int knt_in_dcnd(uintptr_t, uint_t, int, const ndb_arg_t *);
41 extern int knt_out_dcnd(uintptr_t, uint_t, int, const ndb_arg_t *);
43 extern int knt_rdmsr(uintptr_t, uint_t, int, const mdb_arg_t *);
44 extern int knt_wnsr(uintptr_t, uint_t, int, const mdb_arg_t *);

46 extern int knt_rdpcicfg(uintptr_t, uint_t, int, const ndb_arg_t *);
47 extern int knmt_wpcicfg(uintptr_t, uint_t, int, const ndb_arg_t *);
48 extern int knt_nsr_validate(const kdi _msr_t *);

49 #ifdef __cpl usplus
50 }
__unchanged_portion_onitted_
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*
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21/

22 Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragnma ident " %Y % % %EY% SM "

28 /*

29 * Libkvm Kernel Target Intel 64-bit conponent

30 *

31 * This file provides the | SA-dependent portion of the |ibkvm kernel target.
32 * For nore details on the inplenentation refer to mdb_kvmc.
33 */

35 #include <sys/types. h>

36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i

44 #i
45 #i
46 #i
47 #i
48 #i
49 #i
50 #i
51 #i
52 #i
53 #i
54 #i

CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

ncl ude <sys/reg. h>

ncl ude <sys/frane. h>

ncl ude <sys/stack. h>

ncl ude <sys/sysmacros. h>
ncl ude <sys/ panic. h>

ncl ude <sys/privregs. h>
ncl ude <strings. h>

ncl ude <ndb/ ndb_t arget _i npl . h>
ncl ude <ndb/ mdb_di sasm h>
ncl ude <ndb/ nmdb_nodapi . h>
ncl ude <nmdb/ ndb_conf. h>

ncl ude <ndb/ mdb_kreg_i npl . h>
ncl ude <ndb/ ndb_and64uti| . h>
ncl ude <nmdb/ kvm i sadep. h>

ncl ude <mdb/ mdb_kvm h>

ncl ude <mdb/ nmdb_err. h>

ncl ude <ndb/ mdb_debug. h>

ncl ude <mdb/ mdb. h>

56 /* ARGSUSED*/

new usr/src/ cnd/ mdb/ i nt el / mdb/ kvm and64dep. c

57 int

58 kt_regs(uintptr_t addr, uint_t flags, int argc, const ndb_arg_t *argv)
59

60 ndb_anmd64_printregs((const ndb_tgt_gregset_t *)addr);

61 return (DOMD_OK) ;

62

__unchanged_portion_onitted_

105 const ndb_tgt_ops_t kt_and64_ops = {
106

kt_setfl ags, _setflags */
107 kt _set cont ext , _setcontext */
108 kt _acti vate, _activate */
109 kt _deactivate, _deactivate */
110 (void (*)()) ndb_tgt_nop, _periodic */
111 kt _destr oy, _destroy */
112 kt _namne, _name */
113 (const char *(*)()) mdb_conf_i sa, _isa */
114 kt _pl a “platform*/
115 kt uname unane */
116 kt_andeI, “dnodel */
117 kt _aread, _aread */
118 kt_awrite, awrite */
119 kt _vread, “vread */
120 kt _vwite, “vwrite */
121 kt _pread, _pread */
122 kt _pwite, _pwite */
123 kt _fread, fread */
124 kt fvm‘lte, “fwrite */
125 (ssize_t (*)()) mdb_tgt_notsup, _ioread */
126 (ssize_t (*)()) ndb_tgt_notsup, _iowite */
127 kt _vtop, _vtop */
128 kt _l ookup_by_nare, _l ookup_by_nane */
129 kt I ookup_by_addr, _| ookup_by_addr */
130 kt _symbol _iter, _synbol _iter */
131 kt _mappi ng_i ter “mapping_iter */
132 kt _object_iter, _object _iter */
133 kt _addr_to_map, _addr_to_map */
134 kt _name_t o_map, _name_to_map */

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
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*
*
*
*
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*
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*
*
*
*
*
*
*
*
*
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*
*
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135 kt _addr_to_ctf, _addr_to_ctf */
136 kt “name_to_ctf, _nanme_to_ctf */
137 kt _status, _status */

138 (int (*)()) mdb_tgt_notsup, _run */

139 (int (*)()) mdb_tgt_notsup, _step */

140 (int (*)()) mdb_tgt_notsup, _step_out */
141 (int (*)()) mdb_tgt_notsup, _step_branch */
141 (int (*)()) mdb_tgt_notsup, _next */

142 (int (*)()) mdb_tgt_notsup, _cont */

143 (int (*)()) nmdb_tgt_notsup, _signal */

144 (int (*)()) nmdb_tgt_null, _add_vbrkpt */
145 (int (*)()) mdb_tgt_null, _add_sbrkpt */
146 (int (*)()) mdb_tgt_null, _add_pwapt */
147 (int (*)()) mdb_tgt_null, _add_vwapt */
148 (int (*)()) nmdb_tgt_null, _add_i owapt */
149 (int (*)()) mdb_tgt_null, _add_sysenter */
150 (int (*)()) mdb_tgt_null, add_sysexit */
151 (int (*)()) mdb_tgt_null, “add_signal */
152 (int (*)()) mdb_tgt_null, “add_fault */
153 kt _get areg, “getareg */

154 kt _put ar eg, _putareg */

155 mdb_amd64_kvm st ack_i ter, _stack_iter */
156 (int (*)()) nmdb_tgt notsup —auxv */

157 };

__unchanged_portion_omtted_
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new usr/src/cnd/ mdb/ i nt el / mdb/ kvm_ i a32dep. ¢

9210 renpve KMDB branch debuggi ng support

9211 ::crregs could do with cr2/cr3 support

9209 ::ttrace should be able to filter by thread

Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp

IR R R R R R R RS R R RS SRR RS RS R R RS R R R R EEREEEREEREEREEEEEE]
1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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21/

22 Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragnma ident " %Y % % %EY% SM "

28 /*

29 * Libkvm Kernel Target Intel 32-bit conponent

30 *

31 * This file provides the | SA-dependent portion of the |ibkvm kernel target.

32 * For nore details on the inplenentation refer to mdb_kvmc.
*/

35 #include <sys/types. h>

36 #include <sys/regset.h>

37 #include <sys/franme. h>

38 #include <sys/stack. h>

39 #include <sys/sysnacros. h>
40 #i ncl ude <sys/panic. h>

41 #include <strings. h>

43 #incl ude <ndb/ ndb_t arget _i npl . h>
44 #incl ude <ndb/ ndb_di sasm h>
45 #i ncl ude <ndb/ ndb_nodapi . h>
46 #i ncl ude <ndb/ ndb_conf. h>

47 #incl ude <nmdb/ mdb_kreg_i npl .
48 #i ncl ude <ndb/ ndb_i a32util . h>
49 #include <ndb/ kvm_ i sadep. h>
50 #i nclude <ndb/ ndb_kvm h>

51 #include <ndb/ndb_err. h>

52 #include <ndb/ ndb_debug. h>

53 #i ncl ude <ndb/ ndb. h>

56 /* ARGSUSED*/

new usr/src/cnd/ mdb/ i nt el / mdb/ kvm_ i a32dep. c

57 i

nt

58 kt_regs(uintptr_t addr, uint_t flags, int argc, const ndb_arg_t *argv)

ndb_i a32_printregs((const ndb_tgt_gregset_t *)addr);
return (DOMD_OK) ;

__unchanged_portion_onitted_

105 const ndb_tgt_ops_t kt_ia32_ops = {
106

107
108
109
110
111
112
113
114
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119
120
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126
127
128
129
130
131
132
133
134
135
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138
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143
144
145
146
147
148
149
150
151
152
153
154
155
156

kt_setfl ags,

kt _set cont ext ,

kt _activate,

kt _deactivate,

(void (*)()) mdb_tgt_nop,

setflags */
setcontext */
activate */
deactivate */
_periodic */

kt _destr oy, _destroy */
kt _nane, _name */
(const char *(*)()) mdb_conf_i sa, _isa */

kt _pl a “platform*/
kt uname uname */
kt_andeI, “dnodel  */
kt _aread, _aread */
kt_awite, awrite */
kt _vread, “vread */
kt_vwite, “vwrite */
kt _pread, _pread */
kt _pwite, _pwite */
kt _fread, fread */
kt fvm‘lte, “fwrite */
(ssize_t (*)()) nmdb_tgt_notsup, _ioread */
(ssize_t (*)()) ndb_tgt_notsup, iowite */
kt _vtop, vtop */

kt _| ookup_by_nane,
kt I ookup_by_addr,
kt _synmbol _iter,
kt _mappi ng_| |ter

/
/
/
/
/
/
/
/
/
/
/
/
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/
[* ot
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/
/

kt _object_iter, /
/
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/
/
/
/
/
/
/
/
/

| ookup_by_addr */
_synbol _iter */
mappi ng_iter */
object_iter */
addr_to_map */
nane_to_nap */
addr_to_ctf */
name_to_ctf */

kt _addr_to_map,
kt _name_t o_map,
kt _addr_to_ctf,
kt “name_to_ctf,

*
*
*
*
*
*
*
*
*
*
*
*
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*
*
*
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kt _status, _status */

(int (*)()) mdb_tgt_notsup, _run */

(int (*)()) mdb_tgt_notsup, _step */

(int (*)()) mdb_tgt_notsup, _step_out */
(int (*)()) nmdb_tgt_notsup, _step_branch */
(int (*)()) mdb_tgt_notsup, _next */

(int (*)()) mdb_tgt_notsup, _cont */

(int (*)()) nmdb_tgt_notsup, _signal */

(int (*)()) nmdb_tgt_null, _add_vbrkpt */
(int (*)()) mdb_tgt_null, _add_sbrkpt */
(int (*)()) mdb_tgt_null, _add_pwapt */
(int (*)()) mdb_tgt_null, _add_vwapt */
(int (*)()) nmdb_tgt_null, _add_i owapt */
(int (*)()) mdb_tgt_null, _add_sysenter */
(int (*)()) mdb_tgt_null, add_sysexit */
(int (*)()) mdb_tgt_null, “add_signal */
(int (*)()) mdb_tgt_null, “add_fault */
kt _get areg, “getareg */

kt _put ar eg, _putareg */

mdb_i a32_kvm stack_iter, _stack_iter */
(int (*)()) mdb_tgt notsup —auxv */

157 };
__unchanged_portion_omtted_
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new usr/ src/ cnd/ mdb/ spar ¢/ kndb/ kvm i sadep. ¢

9210 renpve KMDB branch debuggi ng support

9211 ::crregs could do with cr2/cr3 support

9209 ::ttrace should be able to filter by thread
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License, Version 1.0 only
(the "License"). You may not use this file except in conpliance
with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [name of copyright owner]
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CDDL HEADER END
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21

22/

23 Copyright 2006 Sun Mcrosystens, Inc. Al rights reserved.
24 Use is subject to license terns.

25

26 Copyri ght 2018 Joyent, Inc.

27 */

27 #pragma ident " %986 % % %% SM "

29 /*

30 * isa-dependent portions of the kndb target
31 */

33 #include <ndb/ ndb_kreg_i npl . h>
34 #include <ndb/ ndb_debug. h>

35 #i ncl ude <ndb/ ndb_nodapi . h>

36 #include <ndb/ndb_vOutil . h>

37 #include <ndb/ ndb_t arget _i npl. h>
38 #include <ndb/ ndb_err. h>

39 #include <ndb/ndb_unem h>

40 #include <kndb/ kmdb_kdi . h>

41 #include <kndb/ kmdb_dpi . h>

42 #incl ude <kndb/ kndb_prom f. h>
43 #incl ude <kmdb/ knmdb_asnutil . h>
44 #i ncl ude <kmdb/kvm h>

45 #include <mdb/ ndb. h>

47 #incl ude <sys/types. h>

48 #i ncl ude <sys/stack. h>

49 #incl ude <sys/regset. h>

50 #include <sys/sysnmacros. h>
51 #include <sys/bitnap. h>

52 #incl ude <sys/nachtrap. h>
53 #include <sys/trap. h>

55 /* Higher than the highest trap nunber for which we have a specific specifier */

56 #define KMI_MAXTRAPNO  Ox1ff

58 #defi
59 #defi
60 #defi
61 #defi
62 #defi

64 #defi

66 #defi
67 #defi

ne
ne
ne
ne
ne

ne

ne
ne

new usr/ src/ cnd/ mdb/ spar ¢/ kndb/ kvm i sadep. ¢

OP(x) ((x) >> 30)

OP3( x) (((x) >> 19) & 0x3f)
RD( x) (((x) >> 25) & Ox1f)
RS1(x) (((x) >> 14) & Ox1f)
RS2( x) ((x) & Ox1f)

OP_ARI TH 0x2

OP3_OR 0x02

OP3_SAVE 0x3c

OP3_RESTORE 0x3d

68 #defi

ne

70 static int
71 knt_stack_iter(nmdb_tgt_t *t, const ndb_tgt_gregset_t *gsp,

72 mdb_t gt _stack_f *func, void *arg, int cpuid)

73 {

74 const ndb_tgt_gregset_t *grp;

75 mdb_t gt _gregset _t gregs;

76 kreg_t *kregs = &gregs. kregs[0];

77 long nwin, stopwin, canrestore, wp, i, Sp;

78 | ong argv[6];

80 /*

81 * |f gspisn't null, we were asked to dunp a trace froma
82 * specific location. The normal iterator can handl e that.
83 */

84 if (gsp != NULL) {

85 if (cpuid !'= DPI_MASTER CPUI D)

86 warn("regi ster set provided - ignoring cpu argument\n");
87 return (mdb_kvmv9stack_iter(t, gsp, func, arg));

88 1

90 if (kmdb_dpi _get_cpu_state(cpuid) < 0)

91 warn("failed to iterate through stack for cpu %", cpuid);
92 return (DCVD_ERR);

93 }

95 /*

96 * We're being asked to dunp the trace for the current CPU.
97 * To do that, we need to iterate first through the saved

98 * register windors. |If there's nore to the trace than that,
99 * we' Il hand off to the normal iterator.

100 */

101 if ((grp = kndb_dpi _get _gregs(cpuid)) == NULL) {

102 warn("failed to retrieve registers for cpu %", cpuid);
103 return (DCVD_ERR);

104 1

106 bcopy(grp, &gregs, sizeof (ndb_tgt_gregset_t));

108 wp = kregs[ KREG_CWP] ;

109 canrestore = kregs[ KREG CANRESTORE] ;

110 nwi n = kndb_dpi _get_nwi n(cpuid);

111 stopwin = ((wp + nwin) - canrestore - 1) %nwn;

113 mdb_dprintf (MDB_DBG KMOD, "dunping cwp = %u, canrestore = % u,
114 "stopwin = %u\n", wp, canrestore, stopw n);

116 for (5;) {

117 struct rw ndow rwin;

119 for (i =0; i <6; i++

120 argv[i] = kregs[KREG IO + i];

122 if (kregs[KREG PC] != 0 &&



new

usr/ src/ cnd/ mdb/ spar ¢/ kndb/ kvm_ i sadep. ¢

123 func(arg, kregs[KREG PC], 6, argv, &gregs) != 0)
124 return (0);
126 kregs[ KREG PC] = kregs[ KREG | 7];
127 kregs[ KREG_NPC] = kregs[ KREG PC] + 4;
129 if ((sp = kregs[ KREG FP] + STACK BIAS) == STACK BIAS || sp == 0)
130 return (0); /* Stop if we're at the end of stack */
132 if (sp & (STACK_ALIGN - 1))
133 return (set_errno( EMDB_STKALIGN));
135 wp = (wp + nwin - 1) %nwn;
137 if (wp == stopw n)
138 br eak;
140 bcopy(&regs[ KREG I 0], &kregs[ KREG 0], 8 * sizeof (kreg_t));
142 if (knmdb_dpi _get_rw n(cpuid, wp, &win) <O0) {
143 warn("unable to get registers fromw ndow % d\n", wp);
144 return (-1);
145 }
147 for (i =0; i <8; i++)
148 kregs[ KREG LO + i] = (uintptr_t)rwin.rw_local[i];
149 for (i =0; i < 8; i++)
150 kregs[KREG IO + i] = (uintptr_t)rwin.rw.in[i];
151 }
153 mdb_dprintf (MDB_DBG KMOD, "dunping wp % d and beyond normal I y\n", wp);
155 /*
156 * hack - if we null out pc here, iterator won't print the frame
157 * that corresponds to the current set of registers. That's what we
158 * want because we just printed them above.
159 *
160 kregs[ KREG PC] = O;
161 return (mdb_kvm v9stack_iter(t, &gregs, func, arg));
162 }
__unchanged_portion_onitted_
380 /* ARGSUSED*/
381 int
382 knt_step_branch(nmdb_tgt _t *t)
383 {
384 return (set_errno( EVMDB_TGTHWNOTSUP) ) ;
385 }
380 static const char *
381 regno2nane(int idx)
382 {
383 const ndb_tgt_regdesc_t *rd;
385 for (rd = mdb_sparcv9_kregs; rd->rd_nane != NULL; rd++) {
386 if (idx == rd->rd_num
387 return (rd->rd_nane);
388 }
390 ASSERT(rd->rd_nanme != NULL);
392 return ("unknown");
393 }

__unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 57 */

15729 Wed Feb 28 17:34:23 2018 58 struct ndb_tgt_gregset {
new usr/ src/ cnd/ mdb/ spar ¢/ ndb/ kvm v7dep. ¢ 59 kreg_t kregs[ KREG_NGREQ ;
9210 renove KMDB branch debuggi ng support 60 };

9211 ::crregs could do with cr2/cr3 support
9209 ::ttrace should be able to filter by thread
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp
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371 const ndb_tgt_ops_t kt_sparcv7_ops = {

IR R R R R R R RS R R RS SRR RS RS R R RS R R R R EEREEEREEREEREEEEEE] 372 kt Setflags /* t Setflags */
1/* 373 kt _set cont ext, /* t_setcontext */
2 * CDDL HEADER START 374 kt _activate, /* t_activate */

3 * 375 kt _deactivate, /* t_deactivate */

4 * The contents of this file are subject to the terms of the 376 (void (*)()) mdb_tgt_nop, /* t_periodic */

5 * Common Devel opnent and Distribution License (the "License"). 377 kt _destroy, /* t_destroy */

6 * You may not use this file except in conpliance with the License. 378 kt _name, /* t_nanme */

7 * 379 (const char *(*)()) ndb_conf_isa, /* t_isa */

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 380 kt _platform /* t_platform*/

9 * or http://ww. opensol aris.org/os/licensing. 381 kt _unane, /* t_uname */

10 * See the License for the specific |anguage governing perm ssions 382 kt _dnodel , /* t_dnodel */

11 * and limtations under the License. 383 kt _aread, /* t_aread */

12~ 384 kt _awite, /* t_awite */

13 * Wen distributing Covered Code, include this CDDL HEADER i n each 385 kt _vread, /* t_vread */

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 386 kt _vwrite, /* t_vwite */

15 * If applicable, add the followi ng below this CDDL HEADER, wth the 387 kt _pread, /* t_pread */

16 * fields enclosed by brackets "[]" replaced with your own identifying 388 kt _pwite, /* t_pwite */

17 * information: Portions Copyright [yyyy] [nane of copyright owner] 389 kt _fread, /* t_fread */

18 * 390 kt _fwite, /* t_fwite */

19 * CDDL HEADER END 391 (ssize_t (*)()) mdb_tgt_notsup, /* t_ioread */

20 */ 392 (ssize_t (*)()) ndb_tgt_notsup, /* t_iowite */

21 | * 393 kt _vt op, /* t_vtop */

22 * Copyright 2008 Sun M crosystens, Inc. Al rights reserved. 394 kt _| ookup_by_nane, /* t_| ookup_by_nane */

23 * Use is subject to license terns. 395 kt _| ookup_by_addr, /* t_| ookup_by_addr */

24 * 396 kt _symnbol _iter, /* t_synbol _iter */

25 * Copyright 2018 Joyent, Inc. 397 kt _mappi ng_| iter, /* t_mapping_iter */

26 */ 398 kt _object _iter, /* t_object_iter */
399 kt _addr _to_nap, /* t_addr_to_nmap */

26 #pragnma ident " VYR N % %E% SM " 400 kt _name_t o_map, /* t_nane_to_nap */
401 kt _addr_to_ctf, /* t_addr_to_ctf */

28 [ * 402 kt _name_to_ctf, /* t_name_to_ctf */

29 * Libkvm Kernel Target SPARC v7 conponent 403 kt _status, /* t_status */

30 * 404 (int (*)()) mdb_tgt_notsup, /* t_run */

31 * This file provides the | SA-dependent portion of the |ibkvm kernel target. 405 (int (*)()) mdb_tgt_notsup, /* t_step */

32 * For nore details on the inplenentation refer to mdb_kvmc. 406 (int (*)()) mdb_tgt_notsup, /* t_step_out */

33 */ 407 (int (*)()) mdb_tgt_notsup, /* t_step_branch */
407 (int (*)()) mdb_tgt_notsup, /* t_next */

35 #include <sys/types. h> 408 (int (*)()) mdb_tgt_notsup, /* t_cont */

36 #include <sys/nachtypes. h> 409 (int (*)()) mdb_tgt_notsup, /* t_signal */

37 #include <sys/regset. h> 410 (int (*)()) mdb_tgt_null, /* t_add_vbrkpt */

38 #include <sys/frane. h> 411 (int (*)()) mdb_tgt_null, /* t_add_sbrkpt */

39 #include <sys/stack. h> 412 (int (*)()) mdb_tgt_null, /* t_add_pwapt */

40 #i ncl ude <sys/sysmacros. h> 413 (int (*)()) mdb_tgt_null, /* t_add_vwapt */

41 #incl ude <sys/panic. h> 414 (int (*)()) mdb_tgt_null, /* t_add_i owapt */

42 #include <strings. h> 415 (int (*)()) mdb_tgt_null, /* t_add_sysenter */
416 (int (*)()) nmdb_tgt_null, /* t_add_sysexit */

44 #incl ude <ndb/ ndb_t arget _i npl . h> 417 (int (*)()) mdb_tgt_null, /* t_add_signal */

45 #i ncl ude <ndb/ ndb_di sasm h> 418 (int (*)()) mdb_tgt_null, /* t_add_fault */

46 #incl ude <mdb/ mdb_rodapi . 419 kt _get ar eg, /* t_getareg */

47 #i nclude <ndb/ ndb_conf. h> 420 kt _put ar eg, /* t_putareg */

48 #i ncl ude <ndb/ ndb_kreg. h> 421 kt _stack_iter, /* t_stack_iter */

49 #i ncl ude <ndb/ ndb_kvm h> 422 (int (*)()) rrdbft gt _not sup /* t_auxv */

50 #i nclude <ndb/ ndb_err. h> 423 }

51 #include <ndb/ mdb_debug. h> _hnchanged_porti on_omtted_

52 #include <ndb/ ndb. h>

54 [ *
55 * The ndb_tgt_gregset type is opaque to callers of the target interface
56 * and to our own target commobn code. W now can define it explicitly.
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CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

21/

22 Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.

23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragnma ident " %Y % % %EY% SM "

28 /*

29 * Libkvm Kernel Target SPARC v9 conponent

30 *

31 * This file provides the | SA-dependent portion of the |ibkvm kernel target.
32 * For nore details on the inplenentation refer to mdb_kvmc. The SPARC v9
33 * |ISA code is actually conpiled into *both* the sparcv7 and sparcv9 MDB
34 * binaries because we need to deal with the sparcv9 CPU regi sters when
35 * debugging a 32-bit crash dunp froma kernel running on a sparcv9 CPU.
36 */

38 #ifndef __sparcv9cpu

39 #define __sparcv9cpu

40 #endi f

42 #include <sys/types. h>

43 #incl ude <sys/nachtypes. h>

44 #include <sys/regset. h>

45 #incl ude <sys/franme. h>

46 #i
47 #i
48 #i
49 #i

51 #i
52 #i
53 #i
54 #i
55 #i
56 #i

ncl ude <sys/stack. h>

ncl ude <sys/sysmacros. h>
ncl ude <sys/ panic. h>

ncl ude <strings. h>

ncl ude <nmdb/ nmdb_t arget _i npl . h>
ncl ude <ndb/ ndb_di sasm h>

ncl ude <ndb/ mdb_nodapi . h>

ncl ude <mdb/ nmdb_conf. h>

ncl ude <nmdb/ mdb_kreg_i npl . h>
ncl ude <ndb/ mdb_v9util.h>

new

usr/ src/ cnd/ mdb/ spar ¢/ ndb/ kvm v9dep. c

#i ncl ude <mdb/ mdb_kvm h>
#i ncl ude <ndb/ ndb_err. h>
#i ncl ude <ndb/ ndb_debug. h>
#i ncl ude <ndb/ nmdb. h>

#i f ndef STACK_BI AS

#defi ne STACK_BI AS 0
#endi f
static int

kt _getareg(mdb_tgt_t *t, ndb_tgt_tid_t tid,

68 const char *rnane, ndb_tgt_reg_t *rp)

69 {

70 const ndb_tgt_regdesc_t *rdp;

71 kt _data_t *kt = t->t_data;

73 if (tid!= kt->k_tid)

74 return (set_errno( EMDB_NORECS)) ;

76 for (rdp = kt->k_rds; rdp->rd_nane != NULL; rdp++) {
77 if (strcnp(rnane, rdp->rd_nane) == 0

78 *rp = kt->k_regs->kregs[rdp->rd_nuni;
79 return (0);

80 }

81 }

83 return (set_errno( EMDB_BADREQ) ) ;

84

184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219

}
__unchanged_portion_omtted_

const mdb_tgt_ops_t kt_sparcv9_ops = {

kt _setfl ags, /* t_setflags */

kt _set cont ext, /* t_setcontext */
kt _activate, /* t_activate */

kt _deactivate, /* t_deactivate */
(void (*)()) mdb_tgt_nop, /* t_periodic */

kt _destr oy, /* t_destroy */

kt _nane, /* t_nanme */

(const char *(*)()) ndb_conf_isa, /* t_isa */

kt _platform /* t_platform*/

kt _unane, /* t_unane */

kt _dnodel , /* t_dnodel */

kt _aread, /* t_aread */

kt _awrite, /* t_awite */

kt _vread, /* t_vread */
kt_vwite, /* t_vwite */

kt _pread, /* t_pread */

kt _pwite, /* t_pwite */

kt _fread, /* t_fread */

kt _fwite, /* t _fwite */
(ssize_t (*)()) ndb_tgt_notsup, /* t_ioread */
(ssize_t (*)()) mdb_tgt_notsup, /* t_iowite */

kt _vt op, /* t_vtop */

kt _| ookup_by_nane, /* t_| ookup_by_nane */
kt _| ookup_by_addr, /* t_| ookup_by_addr */
kt _symbol _iter, /* t_synbol _iter */
kt _mapping_iter, /* t_mapping_iter */
kt _object _iter, /* t_object_iter */
kt _addr _t o_map, /* t_addr_to_map */
kt _name_t o_map, /* t_nanme_to_nmap */
kt _addr_to_ctf, /* t_addr_to_ctf */
kt _name_to_ctf, /* t_name_to_ctf */
kt _status, /* t_status */

(int (*)()) mdb_tgt_notsup, /* t_run */

(int (*)()) mdb_tgt_notsup, /* t_step */

(int (*)()) nmdb_tgt_notsup, /* t_step_out */
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220 (int (*)()) mdb_tgt_notsup, /* t_step_branch */
220 (int (*)()) mdb_tgt_notsup, /* t_next */

221 (int (*)()) mdb_tgt_notsup, /* t_cont */

222 (int (*)()) mdb_tgt_notsup, /* t_signal */

223 (int (*)()) mdb_tgt_null, /* t_add_vbrkpt */
224 (int (*)()) mdb_tgt_null, /* t_add_sbrkpt */
225 (int (*)()) nmdb_tgt_null, /* t_add_pwapt */
226 (int (*)()) mdb_tgt_null, /* t_add_i owapt */
227 (int (*)()) mdb_tgt_null, /* t_add_vwapt */
228 (int (*)()) mdb_tgt_null, /* t_add_sysenter */
229 (int (*)()) mdb_tgt_null, /* t_add_sysexit */
230 (int (*)()) mdb_tgt_null, /* t_add_signal */
231 (int (*)()) mdb_tgt_null, /* t_add_fault */
232 kt _get ar eg, /* t_getareg */
233 kt _put ar eg, /* t_putareg */
234 mdb_kvm v9stack_iter, /* t_stack_iter */
235 (int (*)()) mdb_tgt_notsup /* t_auxv */

236 };

__unchanged_portion_ontted_
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1/*
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21/

22 /Copyright (c) 1992, 2010, Oacle and/or its affiliates. Al rights reserved.
23

24 |

25 Copyright (c) 2010, Intel Corporation.

26 Al rights reserved.

27 */

28 /

29 * Copyright 2011 Nexenta Systens, Inc. Al rights reserved.

30 * Copyright 2017 Joyent, Inc. Al rights reserved.

31 * Copyright (c) 2014, 2015 by Del phix. Al rights reserved.

32 */

34 /*

35 * VM- Hardware Address Transl ati on managenent for i386 and and64

36 *

37 * Inplenentation of the interfaces described in <comon/vni hat. h>

38 *

39 * Nearly all the details of how the hardware i s managed shoul d not be
40 * visible outside this |ayer except for msc. machine specific functions
41 * that work in conjunction with this code.

42 *

43 */Routi nes used only inside of i86pc/vmstart with hati_ for HAT Internal.
44 *

46 #incl ude <sys/ machparam h>

47 #incl ude <sys/nmachsystm h>

48 #i ncl ude <sys/mman. h>

49 #include <sys/types. h>

50 #i nclude <sys/systm h>

51 #include <sys/cpuvar. h>

52 #include <sys/thread. h>

53 #i nclude <sys/proc. h>

54 #include <sys/cpu. h>

55 #i ncl ude <sys/knmem h>

56 #include <sys/disp. h>

57 #include <sys/shm h>

58 #include <sys/sysnacros. h>

59 #incl ude <sys/nachparam h>

R

CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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new usr/src/uts/i86pc/vnihat_i86.c

113

115
116
117
118
119
120
121
122
123
124
125

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

#i
#i
#i
#i
#i
#i
#i
#i

ncl ude <sys/vnem h>

ncl ude <sys/vmsystm h>

ncl ude <sys/prom f.h>

ncl ude <sys/var. h>

ncl ude <sys/x86_archext.h>
ncl ude <sys/atom c. h>

ncl ude <sys/bitmap. h>

ncl ude <sys/controlregs. h>
ncl ude <sys/ boot conf. h>

ncl ude <sys/bootsvcs. h>

ncl ude <sys/booti nfo. h>

ncl ude <sys/archsystm h>

ncl ude <vni seg_kmem h>
ncl ude <vni hat_i 86. h>
ncl ude <vnf as. h>

ncl ude <vnf seg. h>

ncl ude <vni page. h>

ncl ude <vni seg_kp. h>
ncl ude <vni seg_kpm h>
ncl ude <vnf vm dep. h>

#i f def Xpv

#i

ncl ude <sys/hypervisor. h>

#endi f

#i
#i

#i
/*

*

ncl ude <vni kboot _mru. h>
ncl ude <vnf seg_spt. h>

ncl ude <sys/cmm_err. h>

Basi c paraneters for hat operation.

*/

st

/

B T S

*

ruct hat_mmu_info nmu;

The page that is the kernel's top | evel pagetable.

For 32 bit PAE support on i86pc, the kernel hat will use the 1st 4 entries
on this 4K page for its top | evel page table. The remaining groups of

4 entries are used for per processor copies of user VLP pagetables for

running threads. See hat_switch() and rel oad_pae32() for details.

vl p_page[0..3] - level==2 PTEs for kernel HAT

vl p_page[4..7] - level==2 PTEs for user thread on cpu O
vl p_page[8..11] - level==2 PTE for user thread on cpu 1
etc...

*

st
| *
*
*

st

* Ok kR kR % Ok kb 3k

atic x86pte_t *vlp_page;

forward declaration of internal utility routines

atic x86pte_t hati_update_pte(htable_t *ht,
x86pte_t new);

uint_t entry, x86pte_t expected,

The kernel address space exists in all HATs. To inplenment this the
kernel reserves a fixed nunber of entries in the topnost |evel(s) of page
tabl es. The val ues are setup during startup and then copied to every user

hat created by hat_alloc(). This neans that kernel base nust be:

4Meg aligned for 32 bit kernels
512G g aligned for x86_64 64 bit kernel

The hat _kernel _range_ts describe what needs to be copied fromkernel hat
to each user hat.
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126 */

127 typedef struct hat_kernel _range {

128 level _t hkr _I evel ;

129 uintptr_t hkr_start_va;

130 uintptr_t hkr _end_va; /* zero nmeans to end of nenory */

131 } hat_kernel _range_t;
____unchanged_portion_onmtted_

1918 /*

1919 * A range of virtual pages for purposes of denmapping.

1920 */

1921 typedef struct range_info {

1922 uintptr_t rng_va; /* address of page */
1923 ul ong_t rng_cnt; /* nunber of pages in range */
1924 | evel _t rng_| evel ; /* page table Ievel */
1925 } range_info_t;

1927 #if !defined(__xpv)

1928 /*

1929 * Cross call service routine to demap a range of virtual

1930 * pages on the current CPU or flush all mappings in TLB.

1919 * Cross call service routine to demap a virtual page on

1920 * the current CPU or flush all mappings in TLB.

1931 */

1932 /* ARGSUSED*/
1933 static int

1934 hati_demap_func(xc_arg_t al,

xc_arg_t a2, xc_arg_t a3)

1935 {

1936 hat _t *hat = (hat_t *)al;

1937 range_info_t *range = (range_info_t *)a2;

1927 caddr _t addr = (caddr_t)az2;

1938 size_t len = (size_t)a3;

1939 caddr _t addr = (caddr_t)range->rng_va;

1940 size_t pgsz = LEVEL_SI ZE(range->rng_| evel );

1942 I*

1943 * |f the target hat isn't the kernel and this CPU isn't operating
1944 * in the target hat, we can ignore the cross call.

1945 */

1946 if (hat != kas.a_hat && hat != CPU >cpu_current_hat)

1947 return (0);

1949 /*

1950 * For a nornal address, we flush a range of contiguous mappi ngs
1951 *

1952 if ((uintptr_t)addr != DEMAP_ALL_ADDR) {

1953 for (size_t i =0; i <len; i += pgsz)

1941 for (size_t i =0; i <len; i += MW _PAGESI ZE)

1954 mu_t | bf lush_entry(addr + i);

1955 return (0);

1956 }

1958 /*

1959 * Otherwise we reload cr3 to effect a conplete TLB flush.
1960 *

1961 * Areload of cr3 on a VLP process al so neans we nust al so recopy in
1962 * the pte values fromthe struct hat

1963 */

1964 if (hat->hat_flags & HAT_VLP) {

1965 #if defined(__and64)

1966 x86pte_t *vlpptep = CPU >cpu_hat _i nfo->hci _vl p_I 2ptes;
1968 VLP_COPY( hat - >hat _vl p_ptes, vl pptep);

1969 #elif defined(__i386)

1970 rel oad_pae32(hat, CPU);

1971 #endi f

new usr/src/

1972
1973
1974
1975 }

uts/i86pc/vn hat _i 86.c

}
reload_cr3();
return (0);

unchanged_portion_omitted_
*]

2042 #endi f

2044 | *
2045
2046 * all
2047 */
2048 void
2049 hat _t
2037 hat _t
2050 {
2051

2052

2053

2054

2055

2056 #i f ndef
2057

2058
2059
2060 #endi f

2062
2063
2064
2065
2066
2067

2069
2070
2071
2072
2073
2074
2075
2076
2077

2079
2080
2081
2082
2083 #i f def
2084
2085
2086
2087
2088
2089
2090 t#el se
2091
2092
2078
2093 #endi f
2094
2095

2098
2099
2100

Ib_in
b in

[* 1__xpv

* Internal routine to do cross calls to invalidate a range of pages on

CPUs using a given hat.

val _range(hat _t *hat,
val _range(hat _t *hat,

range_i nfo_t *range)
uintptr_t va, size_t len)

extern int flushes_require_xcalls; /* fromnp_startup.c */

cpuset _t j ustne;

cpuset _t cpus_t o_shoot down;

uintptr_t va = range->rng_va,

size_t len = range->rng_cnt << LEVEL_SH FT(range->rng_| evel );
__Xpv

cpuset _t check_cpus;

cpu_t *cpup;

int C;

/*

* If the hat is being destroyed,
* demap need not do anyt hing.
*/

there are no nore users, so

if (hat->hat_flags & HAT_FREEI NG
return;

/*

* |f demapping froma shared pagetable, we best demap the

* entire set of user TLBs, since we don’t know what addresses
* these were shared at.

*/

if (hat->hat_flags & HAT_SHARED) {
hat = kas.a_hat;
va = DEMAP_ALL_ADDR;

}

/*
* if not running with multiple CPUs, don’t use cross calls
*/

if (panicstr || !flushes_require_xcalls) {

__Xpv
if (va == DEMAP_ALL_ADDR) {
xen_flush_tlb();
} else {
for (size_t i =0; i <len; i += MAW_PAGESI ZE)
xen_flush_va((caddr_t)(va + 1i));

}

(void) hati_demap_func((xc_arg_t)hat,
(xc_arg_t)range, (xc_arg_t)len);
(xc_arg_t)va, (xc_arg_t)len);

return;

}
/*

* Determine CPUs to shootdown. Kernel changes always do all CPUs.

* Otherwise it's just CPUs currently executing in this hat.
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2101
2102
2103
2104
2105
2106
2107

2109
2110
2111
2112
2113
2114
2115
2116

2118
2119
2120
2121
2122
2123

2125
2126
2127
2128
2129
2130
2131
2132
2133
2134
2135
2136
2137

2139
2140

2142
2143
2144
2145
2146
2147
2148
2149
2150
2151
2137
2152

2154

2156
2157
2158
2159
2160
2161
2162
2163
2164
2165

*/
kpreenpt _di sabl e();
CPUSET_ONLY(j ustne, CPU >cpu_id);
if (hat == kas.a_hat)
cpus_t o_shoot down = khat _cpuset;
el se
cpus_t o_shoot down = hat - >hat _cpus;
#i f ndef __xpv

* If any CPUs in the set are idle, just request a delayed flush
* and avoi d waki ng them up.
*

check_cpus = cpus_t o_shoot down;
for (c = 0; ¢ < NCPU && I CPUSET I SNULL(check_cpus); ++c) {
ulong_t tlb_info;

if (!'CPU_IN_SET(check_cpus, c))

conti nue;

CPUSET DEL(check cpus, ¢);

cpup = cpulc

(cpup == NULL)

conti nue;

tlb_info = cpup->cpu_m ntpu_tlb_info;

whiTe (tlb_info == TLB_CPU HALTED) {
voi

d) CAS TLB_I NFQ(cpup, TLB_CPU HALTED,
TLB_CPU HALTED | TLB_ I NVAL_ALL);
SMI_PAUSE() ;

tlb_info = cpup->cpu_m ntpu_tlb_info;

}
if (tlb_info == (TLB_CPU HALTED | TLB INVAL_ALL)) {

HATSTAT_| hs_tlb_inval _del ayed);
CPUSET_DEL( cpus_t o_shoot down, c);
}
#endi f
if (CPUSET_I SNULL( cpus_t o_shoot down)
CPUSET_I| SEQUAL( cpus_t o_shoot down, justne)) {
#i fdef __xpv
if (va == DEMAP_ALL_ADDR) {
xen_flush_tTh();
} else {
(size_t i =0; i <len; i += MMJ_PACESI ZE)
xen_flush_va((caddr_t)(va +1));
}
#el se
(void) hati_demap_func((xc_arg_t)hat,
(xc_arg_t)range, (xc_arg_t)len);
(xc_arg_t)va, (xc_arg_t)len);
#endi f
} else {
CPUSET_ADD( cpus_t o_shoot down, CPU->cpu_id);
#ifdef __xpv

if (va == DEMAP_ALL_ADDR)
xen_gfl ush_tl b(cpus_to_shoot down) ;

} else {
for (size_t i =0; i <len; i += MMJ_PACESI ZE) {
xen_gf l ush_va((caddr_t)(va + i),
cpus_t o_shoot down) ;
}

new usr/src/uts/i86pc/vnihat_i86.c

2166 #el se
2167 xc_cal |l ((xc_arg_t)hat, (xc_arg_t)range, (xc_arg_t)len,
2153 xc_cal | ((xc_arg_t)hat, (xc_arg_t)va, (xc_arg_t)len,
2168 CPUSET2BV( cpus_t o_shoot down), hati_demap_func);
2169 #endif
2171 1
2172 kpreenpt _enabl e();
2173 }
2175 void
2176 hat _tlb_inval (hat _t *hat, uintptr_t va)
2177 {
2178 /*
2179 * Create range for a single page.
2180 */
2181 range_i nfo_t range;
2182 range.rng_va = va;
2183 range.rng_cnt = 1; /* one page */
2184 range.rng_l evel = M N_PAGE_LEVEL; /* pages are MMJ_PAGESI ZE */
2186 hat _tl b_i nval _range(hat, &range);
2164 hat _t1b_i nval _range(hat, va, MVJ_PAGESI ZE);
2187 }
__unchanged_portion_omtted_
2352 [ *
2331 * Do the callbacks for ranges being unl oaded.
2332 */
2333 typedef struct range_info {
2334 uintptr_t rng_va,
2335 ul ong_t rng_cnt;
2336 level _t rng_l evel ;
2337 } range_info_t
2339 /*
2353 * Invalidate the TLB, and performthe callback to the upper |evel VM system
2354 * for the specified ranges of contiguous pages.
2355 */

2356 static void
2357 handl e_ranges(hat _t *hat, hat_callback_t *cb, uint_t cnt, range_info_t *range)

2358 {
2359
2347

2360
2361
2350
2351

2363
2364
2365
2366
2367
2356
2368
2369
2370
2371 }

while (cnt > 0) {
size_t len;

--cnt;

hat _tlb_inval _range(hat, & ange[cnt]);

len = range[cnt].rng_cnt << LEVEL_SHI FT( range[cnt].rng_|l evel);
hat _tlb_inval _range(hat, (uintptr_t)range[cnt].rng_va, |en);

if (cb !'= NULL)
ch->hcb_start_addr = (caddr t)range[cnt] rng_va,
cb->hcb_end_addr = cb >hcb_start_addr
cb->hcb_end_addr += range[cnt].rng_l cnt <<
LEVEL_SHI FT(range[cnt].rng_| evel );
cb->hcb_end_addr += | en;
cb->hcb_function(ch);

}

__unchanged_portion_onitted_
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Revi ewed by:
Revi ewed by:
1/*
2 * CDDL
3 *
4 *
5 *
6 *
7 *
8 *
9 *
10 *
11 =
12 *
13 * \WWen
14 * file
15 *
16 *
17 *
18 *
19 * CDDL
20 =/
21 /*
22 =
23 =
24 =
25 */
27 #if ndef
28 #define
30 #ifdef
31 extern
32 #endif

HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

distributing Covered Code, include this CDDL HEADER i n each
and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]"

replaced with your own identifying

information: Portions Copyright [yyyy] [nane of copyright owner]

HEADER END

Copyright 2007 Sun Mcrosystems, Inc. Al rights reserved.
Use is subject to license terms.
Copyright 2017 Joyent, Inc. Al rights reserved.

_VM HAT_PTE_H
_VM HAT_PTE_H

__cpluspl us

ot

34 #include <sys/types. h>
35 #include <sys/mach_mmu. h>

37 | *

40 #define
41 #define
42 #define

a4 [*

47 #define

49 | *
50 * Does
51 */
52 #define

54 |*
55 * does
56 */
57 #define

38 * macros to get/set/clear the PTE fields
*/

PTE SET(p, f)  ((p)
PTE CLR(p, f)  ((p)
PTE_GET(p, f)  ((p)

Ro Ro—

(1))
~(x86pte_t)(f))
)

45 * Handy nacro to check if a pagetable entry or pointer is valid
*

PTE_I SVALI D( p) PTE_GET(p, PT_VALID)

a PTE map a | arge page.

PTE_I'S LGPG(p, |) ((1) > 0 && PTE_GET((p), PT_PAGESI ZE))

this PTE represent a page (not a pointer to another page table)?

PTE I SPAGE(p, |) \
(PTE_ISVALID(p) && ((1) == 0 || PTE_GET(p, PT_PAGESIZE)))
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60 /*
61 * Handy macro to check if 2 PTEs are the sane - ignores REF/ MDD bits.
62 * On the 64 bit hypervisor we also have to ignore the high order
63 * software bits and the global/user bit which are set/cleared
64 * capriciously (by the hypervisor!)
65 */
66 #if defined(__and64) && defined(__xpv)
67 #define PT_I GNORE ((Ox7fful << 52) | PT_GLOBAL | PT_USER)
68 #el se
69 #define PT_| GNORE (0)
70 #endi f
71 #define PTE_EQUI V(a, b) (((a) | (PT_IGNORE | PT_REF | PT_MOD)) ==
72 ((b) | (PT_I GNORE | REF | PT_MOD)))
74 |*
75 * Shorthand for converting a PTE to it’s pfn.
76 *
77 #define PTE2MFN(p, |)
78 mmu_bt op( PTE GET((p) PTE_ IS LGP (p), (1)) ? PT_PADDR LGPG : PT_PADDR))
79 #ifdef __xpv
80 #define PTE2PFN(p, 1) pte2pfn(p, 1)
81 #el se
82 #define PTE2PFN(p, |) PTE2MFN(p, 1)
83 #endi f
85 #define PT_NX (0x8000000000000000ul | )
86 #define PT_PADDR (oxooof fffffffffoooull)
87 #define PT_PADDR LGPG (OxO000fffffffffeOOOull) /* phys addr for |arge pages */
89 /*
90 * Macros to create a PTP or PTE fromthe pfn and |evel
91 */
92 #ifdef __xpv
94 /*
95 * we use the highest order bit in physical address pfns to mark foreign nfns
96 */
97 #ifdef _LP64
98 #define PFN_IS FOREI GN_MFN (1lul << 51)
99 #el se
100 #define PFN_IS_FOREI GN_MFN (1ul << 31)
101 #endif
103 #define MAKEPTP(pfn, 1) \
104 (pa_to_ma(pfn_to_pa(pfn)) | mmu.ptp_bits[(l) + 1])
105 #define MAKEPTE(pfn, \
106 ((pfn & PFN_I S_FOREI GN_MFN) ? \
107 ((pfn_to_pa(pfn & ~PFN_I S FOREIGN_MFN) | mmu.pte_bits[I]) | \
108 PT_FOREIGN | PT_REF | PT_MD) : \
109 (pa_to_ma(pfn_to_pa(pfn)) | mmu.pte_bits[l]))
110 #el se
111 #define MAKEPTP(pfn, 1) \
112 (pfn_to_pa(pfn) | mm.ptp_bits[(l) + 1])
113 #define MAKEPTE(pfn, 1) \
114 (pfn_to_pa(pfn) | mmu.pte_bits[l])
115 #endi f
117 /*
118 * The idea of "level" refers to the level where the page table is used in the
119 * the hardware address translation steps. The | evel values correspond to the
120 * follow ng nanes of tables used in AMD Intel architecture docunents:
121 *
122 ~* AMD | NTEL nane Level #
123 % e e
124 * Page Map Level 4 3
125 * Page Directory Pointer 2
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126 * Page Directory 1

127 * Page Tabl e 0

128 *

129 * The nunbering schene is such that the values of 0 and 1 can correspond to
130 * the pagesi ze codes used for MPSS support. For now the Maxi num | evel at
131 * which you can have a large page is a constant, that nay change in

132 * future processors.

133 *

134 * The type of "level _t" is signed so that it can be used |ike:

135 * level _t I;

136 * -

137 * while (--1 >= 0)

138 * C

139 */

140 #define MAX_NUM LEVEL 4

141 #define MAX_PAGE _LEVEL 2

142 #define M N_PAGE_LEVEL 0

143 typedef int8_t |evel _t;

144 #define LEVEL_SH FT(l) (mmu.level _shift[I])

145 #define LEVEL_SI ZE(I) (mmu. I evel _size[l])

146 #define LEVEL_OFFSET(Il) (mmu.level _offset[l])

147 #define LEVEL_MASK(I) (rmu. | evel _mask[1])

149 /*

150 * Macros to:

151 * Check for a PFN above 4G g and 64G g for 32 bit PAE support

152 */

153 #define PFN_4G (4ull * (1024 * 1024 * 1024 /| MVU_PAGESI ZE))

154 #define PFN_64G (64ull * (1024 * 1024 * 1024 /| MVJ_PAGESI ZE))

155 #define PFN_ABOVE4Q pfn) ((pfn) >= PFN_4Q

156 #define PFN_ABOVE64Q pfn) ((pfn) >= PFN_64Q

158 /*

159 * The CR3 register holds the physical address of the top |evel page table.
160 */

161 #defi ne MAKECR3( pfn) nmu_pt ob( pf n)

163 /*

164 * HAT/ MW paraneters that depend on kernel node and/or processor type

165 *

166 struct htable;

167 struct hat_mmu_info {

168 x86pte_t pt_nx; /* either 0 or PT_NX */

169 x86pte_t pt_gl obal; /* either 0 or PT_GLOBAL */

171 pfn_t highest_pfn;

173 uint_t numlevel; /* nunber of page table levels in use */

174 uint_t max_| evel ; /* just numlevel - 1 *

175 uint _t nmax_page_|l evel ; /* nmaxi mumlevel at which we can map a page */
176 ui nt _t umax_page_| evel ; /* nmax user page map |evel */

177 uint_t ptes_per_table; /* # of entries in |lower |evel page tables */
178 uint_t top_level _count; /* # of entries in top nost |level page table */
180 uint_t hash_cnt; /* cnt of entries in htable_hash_cache */
181 uint_t vlp_hash_cnt; /* cnt of entries in vlp htable_hash_cache */
183 ui nt _t pae_hat; /* either 0 or 1 */

185 uintptr_t hole_start; /* start of VA hole (or -1 if none) */

186 uintptr_t hol e_end; /* end of VA hole (or 0 if none) */

188 struct htable **kmap_htables; /* htables for segmap + 32 bit heap */
189 x86pte_t *knmap_ptes; /* mappi ng of pagetables that map kmap */
190 uintptr_t kmap_addr; /* start addr of kmap */

191 uintptr_t kmap_eaddr; /* end addr of kmap */

new usr/src/uts/i86pc/vn hat_pte.h

193
194
195
196

198
199
200
201
202
203
204

206
207
208
209
210
211
212
213
214 };

uint_t pte_size; /* either 4 or 8 */

uint_t pte_size_shift; /* either 2 or 3 */

x86pte_t ptp_bits[ MAX NUM LEVEL]; /* bits set for interior PTP */
x86pte_t pte_bits][ MAX_ NUM LEVEL]; /* bits set for |leaf PTE */

/*
* A range of VA used to wi ndow pages in the i86pc/vm code.
* See PW N_XXX nacros.
*
/
caddr _t pwi n_base;
caddr _t pwin_pte_va;
paddr _t pwi n_pte_pa;

/*

* The following tables are equivalent to PAGEXXXXX at different |evels
* in the page table hierarchy.

*/

uint_t level _shift[ MAX_NUM LEVEL]; /* PAGESH FT for given |level */
uintptr_t |evel _size[ MAX_NUM LEVEL]; /* PAGESI ZE for given level */
uintptr_t |evel _offset[ MAX_ NUM LEVEL]; [/* PAGEOFFSET for given level */
uintptr_t |evel _mask[ MAX_NUM LEVEL] ; /* PAGEMASK for given |evel */

__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.

12 *

13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =

19 * CDDL HEADER END

20 */

22 /*

23 * Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
*

26 * Copyright 2018 Joyent, Inc.
*
/

29 #ifndef _AMD64_SYS KDl _REGS_H
30 #define _AVD64_SYS KDl _REGS H
30 #pragne ident " %Y % Y% %EY% SM "
32 #ifdef __cplusplus

33 extern "C' {

34 #endif

36 #define KDI REG_NGREG 31

38 /*
39 * A nodified version of struct regs |ayout.
40 */

42 #define KDI REG_SAVFP
43 #define KDI REG_SAVPC
44 #define KDl REG_RDI

45 #define KDI REG RSI

46 #define KDI REG_RDX
47 #define KDI REG_RCX
48 #define KDl REG_R8

49 #define KDl REG_R9

50 #define KDI REG_RAX
51 #define KDI REG _RBX
52 #define KDI REG_RBP 10
53 #define KDI REG R10 11
54 #define KDI REG R11 12
55 #define KDI REG R12 13
56 #define KDI REG R13 14

©CO~NOUNRWNRFO

new usr/src/uts/intel/and64/sys/kdi _regs.h

#defi ne KDI REG R14 15
#def i ne KDl REG R15 16
#define KDI REG FSBASE 17

60 #define KDl REG GSBASE 18

61 #define KDl REG KGSBASE 19

62 #define KDl REG DS 20

63 #define KDl REG ES 21

64 #define KDl REG FS 22

65 #define KDl REG GS 23

66 #define KDl REG TRAPNO 24

67 #define KDl REG ERR 25

68 #define KDl REG Rl P 26

69 #define KDl REG CS 27

70 #define KDl REG RFLAGS 28

71 #define KDl REG RSP 29

72 #define KDl REG_SS 30

74 #define KDl REG PC KDl REG RI P
75 #define KDl REG SP KDI REG_RSP
76 #define KDl REG FP KDI REG_RBP
78 #ifdef _ASM

80 /* Patch point for MSR clearing. */
81 #define KDI_MSR _PATCH \

82 nop; nop; nop; nop; \

83 nop; nop; nop; nop; \

84 nop; nop; nop; nop; \

85 nop; nop; nop; nop; \

86 nop

88 #endif [* _ASM */

90 #define KDI _MSR _PATCHOFF 8
91 #define KDI _MSR_PATCHSZ 17
78 #ifdef __cplusplus

79 }

__unchanged_portion_onitted_

/* bytes of code before patch point */
/* bytes in KD _MSR PATCH, above */



new usr/src/uts/intel/ia32/sys/kdi_regs.h

R R R R

1850 Wed Feb 28 17:34:23 2018
new usr/src/uts/intel/ia32/sys/kdi_regs.h
9210 renpve KMDB branch debuggi ng support
9211 ::crregs could do with cr2/cr3 support
9209 ::ttrace should be able to filter by thread
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp

hkkkkkkkkkkkkkkkkhkkhkkhkkhk kX hkkkkkkkkkkkkkk Fkkk kkkkkk ok k ok k k%

1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.

12 *

13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =

19 * CDDL HEADER END
20 */
22 /*

23 * Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
*

26 * Copyright 2018 Joyent, Inc.
*
/
29 #ifndef _1A32_SYS KD _REGS H
30 #define _|I A32_SYS KDl _REGS_H
30 #pragne ident " %Y % Y% %EY% SM "
32 #ifdef __cplusplus
33 extern "C' {
34 #endif
36 #define KDI REG_NGREG 21

38 /*

39 * s appears in a different place than a typical struct regs, since the

40 * machine won't save %s on a trap entry fromthe sane privilege |evel.
*/

43 #define KDI REG_SAVFP
44 #define KDI REG_SAVPC
45 #define KDl REG SS
46 #define KDl REG GS
47 #define KDl REG FS
48 #define KDI REG ES
49 #define KDl REG DS
50 #define KDI REG EDI
51 #define KDI REG ESI
52 #define KDI REG EBP
53 #define KDI REG_ESP 10
54 #define KDI REG EBX 11
55 #define KDI REG EDX 12
56 #define KDI REG_ECX 13

OCO~NOUDWNREFO

new

usr/src/uts/intel/ia32/sys/kdi_regs.h

#def i ne KDI REG_EAX 14

#defi ne KDI REG TRAPNO 15

#def i ne KDl REG_ERR 16

#def i ne KDI REG_EI P 17

#defi ne KDI REG_CS 18

#define KDI REG EFLAGS 19

#def i ne KDl REG_UESP 20

#defi ne KDI REG_PC KDI REG_EI P
#defi ne KDI REG_SP KDI REG_ESP
#def i ne KDI REG_FP KDI REG_EBP
#i fdef _ASM

/* Patch point for MSR clearing. */

#defi ne KDl _MSR _PATCH \
nop; nop; nop; nop; \
nop; nop; nop; nop; \
nop; nop; nop; nop; \
nop

#endif /* _ASM*/

#def i ne KDI _MSR PATCHOFF 8 /* bytes of code before patch point
#defi ne KDl _MSR_PATCHSZ 13 /* bytes in KDI_MSR PATCH, above */
#i fdef __cpl uspl us

}
__unchanged_portion_omtted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.

12 *

13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =

19 * CDDL HEADER END
20 */
22 /*

23 * Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.

N
ol
*

26 * Copyright 2018 Joyent, Inc.
*
/

27 #pragma i dent " Y90 N % YE% SM "

29 /*
30 * Debugger entry for both master and sl ave CPUs
*/

33 #if defined(__lint)
34 #include <sys/types. h>
35 #endi f

37 #include <sys/segnents. h>

38 #include <sys/asm|inkage. h>
39 #include <sys/controlregs. h>
40 #incl ude <sys/x86_archext.h>
41 #incl ude <sys/privregs. h>

42 #include <sys/nmachprivregs. h>
43 #incl ude <sys/kdi _regs. h>

44 #include <sys/psw. h>

45 #incl ude <sys/uadm n. h>

46 #ifdef __xpv

47 #include <sys/ hypervisor. h>
48 #endi f

50 #ifdef _ASM

52 #incl ude <kdi _assym h>
53 #incl ude <assym h>

55 /* clobbers %dx, %cx, returns addr in %ax, CPUID in %bx */
56 #define GET_CPUSAVE_ADDR \

new usr/src/uts/intel/kdi/and64/kdi _asm s

57 nmovzbg %gs: CPU_I D, % bx; \

58 nmovq % bx, % ax; \

59 novq $KRS_SI ZE, % cx; \

60 mul q % cx; \

61 nmovq $kdi _cpusave, % dx; \

62 | * CSTYLED*/ \

63 addq (% dx), % ax

65 /*

66 * Save copies of the IDT and CDT descriptors. Note that we only save the |IDT
67 * and GDT if the IDT isn't ours, as we nay be legitinmately re-entering the
68 * debugger through the trap handler. W don't want to clobber the saved |IDT
69 * in the process, as we'd end up resunming the world on our I|DT.
70 */

71 #define SAVE | DTGDT \

72 novq %s: CPU_I DT, % 11; \

73 | eaq kdi _idt(%ip), %si; \

74 cnpq % si, % 11; \

75 je 1f; \

76 novq 9% 11, KRS_|DT(% ax); \

77 novq %s: CPU_GDT, % 11; \

78 novq 9% 11, KRS_GDT(% ax); \

79 1:

81 #ifdef __xpv

83 #define SAVE_GSBASE(reg) /* nothing */

84 #define RESTORE_GSBASE(reg) /* nothing */

86 #el se

88 #defi ne SAVE_GSBASE( base) \

89 novl $MSR_AMD_GSBASE, %ecx; \

90 rdmsr; \

91 shl g $32, % dx; \

92 orq % ax, 9% dx; \

93 novq % dx, REG _OFF( KDI REG_GSBASE) ( base)

95 #defi ne RESTORE_GSBASE( base) \

96 novq REG _OFF( KDl REG_GSBASE) ( base), % dx; \

97 novq % dx, 9% ax; \

98 shrq $32, 9% dx; \

99 novl $MSR_AMD_GSBASE, %ecx; \

100 Wr st

102 #endif /* __xpv */

104 /*
105 * Y%s, %sp, %flags, %s, %ip, %rr,
106 * that on the hypervisor, we skip the
107 * unnecessary.

*

109 #define KD _SAVE REGS(base) \

% rapno are already on the stack. Note
save/restore of GSBASE: it’'s slow, and

110 novq % di , REG OFF(KDI REG RDI) (base); \
111 novq % si, REG OFF(KDI REG RSl ) (base); \
112 nmovq % dx, REG _OFF( KDI REG RDX) ( base) ; \
113 novq % cx, REG OFF(KDI REG RCX) (base); \
114 novq % 8, REG OFF( KDl REG R8) (base); \
115 novq % 9, REG_OFF( KDl REG R9) ( base); \
116 nmovq % ax, REG OFF(KDI REG RAX) (base); \
117 novq % bx, REG _OFF(KDI REG_RBX) ( base); \
118 novq % bp, REG OFF( KDl REG RBP) ( base); \
119 novq % 10, REG_OFF( KDI REG_R10) ( base); \
120 nmovq % 11, REG OFF(KDI REG R11) ( base); \
121 novq % 12, REG OFF(KDI REG R12) ( base); \
122 novq % 13, REG_OFF(KDI REG_R13) ( base); \
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129
130
131
132
133
134
135
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139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
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novq % 14, REG OFF( KDl REG R14) (base); \
nmovq % 15, REG OFF( KDl REG _R15) (base); \
novq % bp, REG_OFF( KDI REG_SAVFP) ( base) \
novq REG_OFF( KDI REG RI P) (base), 9% ax; \
novq % ax, REG OFF(KDI REG SAVPC) ( base); \
clrq % ax; \
nmovw %ls, %Yax; \
novq % ax, REG OFF(KDI REG DS) (base); \
novw Y%s, Yax; \
nmovq % ax, REG 5> OFF( KDl REG_ES) ( base) ; \
nmovw % s, Yax; \
novq % ax, REG 5 OFF( KDl REG_FS) ( base) ; \
nmovw %s, Yax; \
nmovq % ax, REG 5 OFF( KDl REG_GS) ( base) ; \
SAVE_GSBASE( base)
#def i ne KDl _RESTORE_REGS( base) \
movq base, % di; \
RESTORE_GSBASE( % di ) ; \
novq REG_OFF( KDI REG ES) (% di ), % ax; \
novw Y%ax, 9es; \
nmovq REG 5> OFF( KDI REG_DS) (% di ), % ax; \
nmvw Y%ax, Y%ds; \
novq REG_CFF( KDl REG R15) (% di ), 9% 15; \
novq REG_OFF( KDl REG R14) (% di ), % 14; \
novq REG_OFF( KDI REG R13) (% di ), % 13; \
nmovq REG OFF( KDl REG R12) (% di ), % 12; \
movq REG_OFF(KDI REG R11) (% di), % 11, \
novq REG_OFF( KDl REG R10) (% di ), % 10; \
novq REG_OFF( KDl REG RBP) (% di ), % bp; \
nmovq REG_OFF( KDI REG_RBX) (% di ), % bx; \
movq REG_OFF( KDl REG RAX) (% di ), % ax; \
novq REG_OFF( KDl REG_R9) (% di ), "o 9; \
novq REG OFF( KDl REG R8) (% di), % 8; \
nmovq REG OFF( KDl REG RCX) (% di ), % cx; \
movq REG_OFF( KDl REG RDX) (% di ), % dx; \
movq REG_OFF(KDI REG RSI) (% di), %si; \
novq REG _OFF(KDI REG RDI ) (% di ), % di
/*
* Gven the address of the current CPU s cpusave area in %ax, the follow ng
* macro restores the debugging state to said CPU. Restored state includes
* the debug registers fromthe gl obal %lr variables.
* the debug registers fromthe global %lr variables, and debuggi ng MSRs from
* the CPU save area. This code would be in a separate routine, but for the
* fact that some of the MSRs are junp-sensitive. As such, we need to mininze
* the nunber of junps taken subsequent to the update of said MSRs. W can
* renove one junp (the ret) by using a macro instead of a function for the
* debuggi ng state restoration code.
*
* Takes the cpusave area in %di as a paraneter.
* Takes the cpusave area in %di as a paraneter, clobbers % ax-% dx
*
#def i ne KDl _RESTORE_DEBUGG NG_STATE \
pushg % di; \
| eaq kdi drreg(%lp) % 15; \
mov| $7, %edi; \
novq DR_CTL(%15) % si ; \
cal | kdi _dreg_set; \
\
novl $6, %edi; \
novg $KDI REG_DRSTAT_RESERVED, % si ; \
cal | kdi _dreg_set; \
\
mov| $0, %edi; \
\

DRADDR O:F(O)(%15) % si ;
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call kdi _dreg_set;
mov| $1, %di;
novq DRADDR CFF( 1) (% 15), % si;
call kdi _dreg_set ;
mov| $2, %di ;
nmovq DRADDR CFF( 2) (% 15), %si;
cal | kdi _dreg_set ;
nov| $3, %edi;
novq DRADDR d:F( 3)(% 15), %si;
cal | kdi _dreg_set
popq % di ;
popq % di ;
/*
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* Wite any requested MSRs.
*/

novq KRS_MSR(% di ), % bx;
cnpq $0, % bx;
je 3f ;
1:
nov| MSR_NUM % bx), %ecx;
cnpl $0, %ecx;
je 3f;
nov| MBR_TYPE( % bx), %edx;
cnpl $KDI _MSR WRI TE, %edx;
jne 2f ;
novq MBR_VALP( % bx), 9% dx;
nov| 0(% dx), Y%eax;
mov| 4(% dx), %edx;
W N[
2:
addq $MSR_SI ZE, % bx;
jmp 1b;
3:
/*
* We nust not branch after re-enabling LBR If
* kdi _wsr_wrexit_msr is set, it contains the nunber
* of the MBR that controls LBR  kdi_wsr_wexit_valp
* contains the value that is to be witten to enable
* LBR
*/
| eaq kdi _msr_wrexit_msr(%ip), %cx;
novl (% cx), %ecx;
cnpl $0, %ecx;
je 1f;
| eaq kdi _msr_wrexit_val p(%ip), % dx;
novq (% dx), 9% dx;
nov| O(%dx) %eax;
mov| 4(%dx), %edx;
W B
1
/*

* Each cpusave buffer has an area set aside for a ring buffer of breadcrunbs.

* The follow ng nmacros nanage the buffer.
*/

/* Advance the ring buffer */
#def i ne ADVANCE_CRUMB_PO NTER( cpusave,

nmovq KRS_CURCRUMBI DX( cpusave) ,
cnpq $[ KDl _NCRUMBS - 1], tnpl;
ige 1f;

tnpl, t
t npl;

np2) \
\
\

\

P

e e e e e e e e e e e e e e e e —
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204 /* Advance the pointer and index */ \
205 addq $1, tnpl; \
206 novq tnpl, KRS_CURCRUMBI DX(cpusave); \
207 novq KRS_CURCRUMB( cpusave), tnpl; \
208 addq $KRM S| ZE, tnpl; \
209 j mp \
210 1: /* Reset the poi nter and index */ \
211 novq $0, KRS_CURCRUMBI DX( cpusave) ; \
212 | eaq KRS_CRUMBS( cpusave), tnpl; \
213 2: nmovq tnpl, KRS CURCRUNB(cpusave) \
214 /* Clear the new crunb */ \
215 novq $KDI _NCRUMBS, tnp2; \
216 3: novq $0, -4(tnpl, tnp2, 4); \
217 decq tnp2; \
218 jnz 3b

220 /* Set a value in the current breadcrunb buffer */
221 #define ADD_CRUMB(cpusave, offset, value, tnp) \
222 nmovq KRS_CURCRUMB( cpusave), tnp; \
223 novq val ue, of fset(tnp)

225 #endif /* _ASM */

227 #if defined(__lint)

228 void

229 kdi _cmmi nt (voi d)

230 {

231}

__unchanged_portion_omtted_

342 #endif [*

_lint */

344 | *

345 * The cross-call handler for slave CPUs.

346 *

347 * The debugger is single-threaded, so only one CPU, called the master, may be
348 * running it at any given tine. The ot her CPUs, known as slaves, spinin a
349 * busy loop until there's something for themto do. This is the entry point
350 * for the slaves - they'Il be sent here in response to a cross-call sent by the
351 * naster.

352 */

354 #if defined(__lint)

403 char kdi _sl ave_entry_patch;

355 void

356 kdi_slave_entry(void)

357 {

358 }

359 #else /[* __lint */

410 .globl kdi_slave_entry_patch;

360 ENTRY_NP(kdi _sl ave_entry)

414 /* kdi _nmsr_add_clrentry knows where this is */

415 kdi _sl ave_entry_patch:

416 KDl _MBR_PATCH,

362 I

363 * Cross calls are inplemented as function calls, so our stack currently
364 * | ooks like one you' d get froma zero-argunent function call. That
365 * is, there’'s the return %ip at % sp, and that’s about it. W need
366 * to make it look like an interrupt stack. Wien we first save, we'll
367 * reverse the saved %s and %ip, which we'll fix back up when we’ve
368 * freed up sone general -purpose registers. W’Ill also need to fix up
369 * the saved % sp.

370
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*/
pushq % sp /* pushed val ue off by 8 */
pushfq
CLI (% ax)
pushqg  $KCS_SEL
clrq % ax
nmovw %8s, Yax
pushqg % ax /* rip should be here */
pushq $-1 /* phony trap error code */
pushg $-1 /* phony trap nunber */
sub $REG _OFF( KDl REG_TRAPNO), % sp
KDl _SAVE_REGS( % sp)
movq REG _OFF( KDl REG_SS) (% sp), % ax
xchgq REG_OFF( KDI REG RI P) (% sp), % ax
nmovq % ax, REG_OFF(KDI REG_SS) (% sp)
movq REG_OFF( KDl REG RSP) (% sp), % ax
addq $8, % ax
nmovq % ax, REG_OFF( KDI REG_RSP) (% sp)
/*
* W've saved all of the general-purpose registers, and have a stack
* that is irettable (after we strip down to the error code)
*
/
CGET_CPUSAVE_ADDR /* % ax = cpusave, %bx = CPUID */
ADVANCE_CRUMB_PO NTER( % ax, % cx, % dx)
ADD_CRUMB( % ax, KRM CPU_STATE, $KDI _CPU_STATE_SLAVE, % dx)
nmovq REG OFF(KDI REG RI P) (% sp), % cx
ADD_CRUMB(% ax, KRM PC, % cx, % dx)
pushqg % ax
jmp kdi _save_comon_state
SET_SI ZE(kdi _sl ave_entry)
#endif /* __lint */
/*
* The state of the world:
*
* The stack has a conplete set of saved registers and segnent
* selectors, arranged in the kdi _regs.h order. It also has a pointer
* to our cpusave area.
*
* W& need to save, into the cpusave area, a pointer to these saved
* registers. First we check whether we should junp strai ght back to
* the kernel. |f not, we save a few nore registers, ready the
* machine for debugger entry, and enter the debugger.
*
/
#if ldefined(__lint)
ENTRY_NP( kdi _save_conmmon_st at e)
popq % di /* the cpusave area */
novq % sp, KRS_GREGS(% di) /* save ptr to current saved regs */
pushq % di
cal | kdi _trap_pass
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436 cnpq $1, % ax
437 je kdi _pass_t o_ker nel 559 rdmsr /* addr in %cx, value into %dx: %eax */
438 popq % ax /* cpusave in % ax */ 560 nmovl %eax, MBR_VAL(% bx)
561 nov| %edx, _CONST(MSR VAL + 4) (% bx)
440 SAVE_| DTGDT
563 msr_next:
442 #if !defined(__xpv) 564 addq $MBR_SI ZE, % bx
443 /* Save off %r0, and clear wite protect */ 565 jmp 1b
444 nmovq %r0, % cx
445 nmovq % cx, KRS_CRO(% ax) 567 msr_done:
446 andq $_BI TNOT(CRO_WP) , 9% cXx 568 popq % ax
447 nmovq % cx, %r0
448 #endi f 570 no_nsr:
484 clrq % bp /* stack traces should end here */
450 /* Save the debug registers and di sable any active watchpoints */
486 pushq % ax
452 novq % ax, % 15 /* save cpusave area ptr */ 487 novq % ax, % di /* cpusave */
453 novl $7, %edi
454 cal | kdi _dreg_get 489 cal | kdi _debugger _entry
455 novq % ax, KRS_DRCTL(% 15)
491 /* Pass cpusave to kdi_resunme */
457 andq $_BI TNOT( KDl REG_DRCTL_WPALLEN_MASK), 9% ax 492 popq % di
458 novq % ax, 9% si
459 nmovl $7, %edi 494 jmp kdi _resune
460 cal | kdi _dreg_set
496 SET_SI ZE(kdi _save_commpn_st at e)
462 nmov| $6, Yedi ______unchanged_portion_omtted_
463 cal | kdi _dreg_get
464 novq % ax, KRS _DRSTAT(% 15)
466 novl $0, %edi
467 cal | kdi _dreg_get
468 novq % ax, KRS_DROFF(0) (% 15)
470 novl $1, %edi
471 cal | kdi _dreg_get
472 novq % ax, KRS_DROFF(1) (% 15)
474 novl $2, %edi
475 cal | kdi _dreg_get
476 novq % ax, KRS_DROFF(2) (% 15)
478 novl $3, %edi
479 cal | kdi _dreg_get
480 novq % ax, KRS_DROFF(3) (% 15)
482 nmovq % 15, % ax /* restore cpu save area to rax */
540 /*
541 * Save any requested MSRs.
542 */
543 nmovq KRS_MSR( % ax), % cx
544 cnpq $0, % cx
545 je no_nsr
547 pushq % ax /* rdnsr cl obbers %ax */
548 novq % cx, 9% bx
550 1:
551 nmovl MBR_NUM % bx), %ecx
552 cnpl $0, %ecx
553 je nmsr_done
555 nmovl MBR_TYPE( % bx), %edx
556 cnpl $KDI_MSR_READ, %edx
557 jne nmer_next
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9210 renove KMDB branch debuggi ng support
9211 ::crregs could do with cr2/cr3 support
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governing perm ssions

11 * and limtations under the License.

12 *

13 * Wen distributing Covered Code, include this CDDL HEADER i n each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]

18 =

19 * CDDL HEADER END

20 */

22 /*

23 * Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
*

26 * Copyright 2018 Joyent, Inc.
*
/

27 #pragma i dent " Y90 N % YE% SM "

29 /*
30 * Debugger entry for both master and sl ave CPUs
31 */

33 #if defined(__lint)
34 #include <sys/types. h>
35 #endi f

37 #include <sys/segnents. h>

38 #include <sys/asm|inkage. h>
39 #include <sys/controlregs. h>
40 #incl ude <sys/x86_archext.h>
41 #incl ude <sys/privregs. h>

42 #include <sys/nmachprivregs. h>
43 #incl ude <sys/kdi _regs. h>

44 #incl ude <sys/uadm n. h>

45 #incl ude <sys/psw. h>

47 #ifdef _ASM

49 #incl ude <kdi _assym h>
50 #include <assym h>

52 /* clobbers %dx, %ecx, returns addr in %ax, cpu id in %bx */
53 #define GET_CPUSAVE_ADDR \

54 movi %gs: CPU_I D, Y%ebx; \
55 mov| %bx, % ax; \
56 novl $KRS_SI ZE, %ecx; \
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57 nul | %€eCX;

58 novl $kdi _cpusave, %dx;
59 | * CSTYLED*/

60 addl (%dx), %eax

62 /

debugger through the trap handler.

———

*

* Save copies of the IDT and GDT descriptors. Note that we only save the |DT
64 * and GDT if the IDT isn’t ours, as we may be legitimately re-entering the

*

*

We don’t want to clobber the saved |DT

66 in the process, as we’d end up resunming the world on our |DT.

67 */

68 #define SAVE | DTGDT \

69 nmov| %ys: CPU_I DT, %edx; \

70 cnpl $kdi _idt, %dx; \

71 je 1f; \

72 nov| %dx, KRS_|DT(%ax); \

73 nov| %ys: CPU_GDT, %edx; \

74 nmovl %edx, KRS_CGDT(%ax); \

75 1:

77 1*

78 * Gven the address of the current CPU s cpusave area in %di, the follow ng
79 * macro restores the debugging state to said CPU. Restored state includes
80 * the debug registers fromthe global %lr variables.

80 * the debug registers fromthe global %lr variables, and debugging MSRs from
81 * the CPU save area. This code would be in a separate routine, but for the
82 * fact that sone of the MSRs are junp-sensitive. As such, we need to mninize
83 * the nunber of junps taken subsequent to the update of said MSRs. W can
84 * renpve one junp (the ret) by using a nmacro instead of a function for the
85 * debugging state restoration code.

86 *

87 * Takes the cpusave area in %di as a paraneter, clobbers % ax- %edx

81 */

82 #define KDI _RESTORE_DEBUGG NG_STATE \

83 | eal kdi _drreg, %bx; \

84 \

85 pushl DR _CTL( %ebx) ; \

86 pushl $7; \

87 cal | kdi _dreg_set; \

88 addl $8, Y%esp; \

89 \

90 pushl $KDI REG_DRSTAT_RESERVED; \
91 pushl $6; \

92 cal | kdi _dreg_set; \

93 addl $8, %esp; \

94 \

95 pushl DRADDR_OFF( 0) ( %ebx) ; \

96 pushl $0; \

97 cal | kdi _dreg_set; \

98 addl $8, Y%esp; \

99 \

100 pushl DRADDR_OFF( 1) (%ebx) ; \

101 pushl $1; \

102 cal | kdi _dreg_set; \

103 addl $8, Y%esp; \

104 \

105 pushl DRADDR_OFF( 2) ( %ebx) ; \

106 pushl ; \

107 cal | kdi _dreg_set; \

108 add| $8, Y%esp; \

109 \

110 pushl DRADDR_OFF( 3) (%ebx) ; \

111 pushl $3; \

112 cal | kdi _dreg_set; \

113 addl $8, Y%esp;

120 addl $8, %esp;
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\
/* \
*/Wite any requested MSRs. t
*
nov| KRS_MSR(%edi ), %ebx; \
cnpl $0, %ebx; \
je 3f; \
1 \
nov| MSR_NUM %ebx), %ecx; \
cnpl $0, %ecx; \
je 3f; \
\
nov| MBR_TYPE( %ebx), %edx; \
cnpl $KDI _MSR WRI TE, %edx; \
jne 2f ; \
\
nov| MBR_VALP( %bx), %edx; \
nmov| 0(%dx), %eax; \
mov| 4( %dx), %edx; \
Wr BT \
2 \
add| $MSR_SI ZE, %ebx; \
jmp 1b; \
3: \
I \
* We nust not branch after re-enabling LBR If \
* kdi _wsr_wrexit_nsr is set, it contains the nunber \
* of the MBR that controls LBR  kdi _wsr_wrexit_valp \
* contains the value that is to be witten to enable \
* LBR \
*/ \
novl kdi _msr_wrexit_msr, %ecx; \
cnpl $0, %ecx; \
je 1f; \
\
nmovl kdi _msr_wrexit_val p, %dx; \
novl 0(%dx), %ax; \
nov| 4(%dx), %edx; \
\
W BT \
1:

#defi ne KDI _RESTORE_REGS() \
/* Discard savfp and savpc */ \

addl| $8, %esp;

popl Y%s; \

popl %s; \

popl %s; \

popl %s; \

popl %ls; \

popal ; \

/* Discard trapno and err */ \
addl $8, Y%esp

/*

* Each cpusave buffer has an area set aside for a ring buffer of breadcrunbs.
* The foll owi ng nacros nanage the buffer.

*/

/* Advance the ring buffer */
#def i ne ADVANCE_CRUMB_PO NTER(cpusave, tnpl, tnp2) \

novl KRS_CURCRUMBI DX( cpusave), tnpl; \
cnpl $[ KDl _NCRUMBS - 1], tnpl; \
jge 1f; \
/* Advance the pointer and index */ \
addl $1, tnpl; \

new
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nov| tmpl, KRS _CURCRUMBI DX(cpusave); \
nmovl KRS_CURCRUMB( cpusave), tnpl; \
addl $KRM S| ZE, tnpl; \
j 2f; \
1: /* Reset the pointer and index */ \
novw $0, KRS_CURCRUMBI DX( cpusave) ; \
| eal KRS_CRUMBS( cpusave), tnpl; \
2: nov| tmpl, KRS_CURCRUMB( cpusave); \
/* Cear the new crumb */ \
novl $KDI _NCRUMBS, t np2; \
3: novl $0, -4(tnpl, tnp2, 4); \
decl t np2; \
jnz 3b
/* Set a value in the current breadcrunb buffer */

#defi ne ADD_CRUMB(cpusave, offset, value, tnp) \

nov| KRS_CURCRUMB( cpusave), tnp; \
nmovl val ue, of fset(tnp)
#endif /* _ASM */
/*
* The nmain entry point for master CPUs. |t also serves as the trap handl er
* for all traps and interrupts taken during single-step.
*
#if defined(__lint)

165 void

166 kdi _cmi nt (voi d)

167 {

168 }

____unchanged_portion_onitted_

316 #endif [/* __lint */

318 /*

319 * The cross-call handler for slave CPUs.

320 *

321 * The debugger is single-threaded, so only one CPU, called the naster, nmay be
322 * running it at any given tine. The other CPUs, known as slaves, spinin a
323 * busy loop until there's sonething for themto do. This is the entry point
324 * for the slaves - they' Il be sent here in response to a cross-call sent by the
325 * master.

326 */

328 #if defined(__lint)

377 char kdi_slave_entry_patch;

329 void

330 kdi _sl ave_entry(void)

331 {

332 }

333 #else /* __lint */

384 .globl kdi_slave_entry_patch;

334 ENTRY_NP(kdi _sl ave_entry)

388 /* kdi _nsr_add_clrentry knows where this is */

389 kdi _slave_entry_patch:

390 KDI _MSR_PATCH;

336 I*

337 * Cross calls are inplenmented as function calls, so our stack

338 * currently | ooks |like one you' d get froma zero-argunment function
339 * call. There’'s an %ip at %sp, and that’s about it. W want to
340 * make it look like the master CPU s stack. By doing this, we can
341 * use the sane resune code for both master and slave. W need to



new usr/src/uts/intel/kdi/ia32/kdi_asms 5 new usr/src/uts/intel/kdi/ia32/kdi _asms 6
342 * make our stack look like a ‘struct regs’ before we junp into the 408 * We need to save a pointer to these saved registers. W also want
343 * commopn save routine. 409 * to adjust the saved %sp - it should point just beyond the saved
344 */ 410 * registers to the last franme of the thread we interrupted. Finally,

411 * we want to clear out bits 16-31 of the saved selectors, as the
346 pushl %s 412 * selector pushls don't automatically clear them
347 pushfl 413 */
348 pushl $-1 /* A phony trap error code */ 414 #if !defined(__lint)
349 pushl $-1 /* A phony trap nunber */
350 pushal 416 ENTRY_NP( kdi _save_common_st at e)
351 pushl %s
352 pushl %es 418 popl Yeax /* the cpusave area */
353 pushl % s
354 pushl %s 420 nov| %esp, KRS _GREGS(%eax) /* save ptr to current saved regs */
355 pushl %8s
422 addl $REG_OFF( KDI REG EFLAGS - KDI REG EAX), KDI REG OFF( KDl REG _ESP) ( %es
357 subl $8, %esp
358 novl %bp, REG OFF( KDI REG_SAVFP) (%esp) 424 and| $0xffff, KDl REG OFF(KDI REG_SS) (%esp)
359 nmovl REG_OFF( KDl REG _EI P) (%esp), %ax 425 and| $0xffff, KDl REG OFF(KDI REG GS) (%esp)
360 movl veax, REG OFF(KDI REG SAVPC) (%esp) 426 and| $0xffff, KDl REG_OFF( KDI REG FS) (%esp)
427 and| $0xffff, KDl REG OFF( KDI REG ES) (%esp)
362 /* 428 and| $0xffff, KD REG OFF(KDI REG DS)(%esp)
363 * Swap our saved EFLAGS and %ip. Each is where the other
364 * shoul d be. 430 pushl Yeax
365 */ 431 cal | kdi _trap_pass
366 novl REG_OFF( KDl REG_EFLAGS) (%esp), %eax 432 cnpl $1, %eax
367 xchgl REG_OFF( KDI REG EI P) (%esp), %Yeax 433 je kdi _pass_t o_ker nel
368 nmovl %eax, REG OFF(KDI REG EFLACE) (%esp) 434 popl Yeax
370 /* 436 SAVE_| DTGDT
371 * Qur stack now matches struct regs, and is irettable. W don’'t need
372 * to do anything special for the hypervisor w.r.t. PS_IE since we 438 #if !defined(__xpv)
373 * iret twice anyway; the second iret back to the hypervisor 439 /* Save off %r0, and clear wite protect */
374 * will re-enable interrupts. 440 nov| %r0, %ecx
375 */ 441 nov| %ecx, KRS _CRO(%eax)
376 CLI (%eax) 442 and| $_BI TNOT(CRO_WP) , %ecx
443 nmov| %cx, %r0
378 /* Load sanitized segnent selectors */ 444 #endi f
379 nmovw kdi _ds, %ds 445 pushl Y%edi
380 nmovw kdi _ds %es 446 nmov| %eax, %edi
381 nmovw kdi _fs, %s
382 nmovw kdi _gs, %gs 448 /* Save the debug registers and disable any active watchpoints */
383 nmovw kdi _ds, %s 449 pushl 7
450 cal | kdi _dreg_get
385 CGET_CPUSAVE_ADDR /* 9%ax = cpusave, %bx = CPU ID */ 451 addl $4, Y%esp
387 ADVANCE_CRUMB_PO NTER( %eax, %ecx, %edx) 453 nov| %ax, KRS _DRCTL(%edi)
454 and| $_BI TNOT( KDI REG_DRCTL_WPALLEN_MASK) , %eax
389 ADD_CRUMB( %eax, KRM CPU_STATE, $KDI _CPU_STATE_SLAVE, %dx)
456 pushl Yeax
391 novl REG_OFF( KDl REG_EI P) (%esp), %ecx 457 pushl $7
392 ADD_CRUMB( %eax, KRM PC, %cx, %edx) 458 cal l kdi _dreg_set
459 addl $8, Y%esp
394 pushl Yeax
395 ] np kdi _save_comon_st ate 461 pushl $6
462 cal l kdi _dreg_get
397 SET_SI ZE(kdi _sl ave_entry) 463 addl $4, Y%esp
464 movl Y%eax, KRS DRSTAT(%edi)
399 #endif /* __lint */
466 pushl $0
401 /* 467 cal | kdi _dreg_get
402 * The state of the world: 468 addl $4, Y%esp
403 * 469 novl %ax, KRS_DROFF(0) (%edi)
404 * The stack has a conpl ete set of saved regi sters and segnent
405 * selectors, arranged in ‘struct regs’ order (or vice-versa), up to 471 pushl $1
406 * and incl udi ng EFLAGS. It also has a pointer to our cpusave area. 472 cal | kdi _dreg_get
407 * 473 addl $4, %esp




new usr/src/uts/intel/kdi/ia32/kdi _asms

474 nov| %ax, KRS _DROFF(1)(%edi)
476 pushl $2

477 cal | kdi _dreg_get

478 addl $4, Y%esp

479 nmovl %eax, KRS_DROFF(2) (%edi)
481 pushl $3

482 cal l kdi _dreg_get

483 add| $4, Y%esp

484 movl Y%eax, KRS DROFF(3)(%di)
486 novl %di, %ax

487 popl Y%edi

545 /*

546 * Save any requested MSRs.

547 */

548 nmovl KRS_MSR(%eax), %ecx

549 cnpl $0, %ecx

550 je no_nsr

552 pushl Yeax /* rdnmsr cl obbers
558 novl %ecx, %ebx

554 1:

555 nov| MSR_NUM %ebx), %ecx

556 cnpl $0, %ecx

557 je msr_done

559 nov| MSR_TYPE( %ebx), %edx
560 cnpl $KDI _MSR_READ, %edx

561 jne nmer_next

563 rdmsr /* addr in %cx,
564 nmovl %eax, MSR_VAL(%ebx)

565 movl %dx, CONST(MSR VAL + 4) (%ebx)
567 nsr_next:

568 addl $MBR_SI ZE, %ebx

569 j mp 1b

571 nsr_done:

572 popl Y%eax

574 no_nsr:

489 clr %ebp /* stack traces s
491 pushl Yeax

492 call kdi _debugger _entry

493 popl Yeax

495 jmp kdi _resune

497 SET_SI ZE(kdi _save_common_st at e)

____unchanged_portion_onitted_

Y%eax */

val ue into %edx: %eax */

houl d end here */
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1/*
* CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [name of copyright owner]
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22 Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to license terns.
24
25 Copyri ght 2018 Joyent, Inc.
26
28 /*
29 * Managenent of KMDB's | DT, which is installed upon KVMDB activation.
30 *
31 * Debugger activation has two flavors, which cover the cases where KMDB is
32 * | oaded at boot, and when it is | oaded after boot. In bri ef, in both cases,
33 * the KDI needs to interpose upon several handlers in the IDT.  Wen
34 * pod-|oaded KMDB is deactivated, we undo the |IDT interposition, restoring the
35 * handlers to what they were before we started.
36 *
37 * W also take over the entirety of |IDT (except the double-fault handler) on
38 * the active CPU when we’'re in kndb so we can handle things |ike page faults
39 * sensibly.
40 *
41 * Boot-| oaded KNVDB
42 *
43 * \Wen we're first activated, we're running on boot’s IDT. W need to be able
44 * to function in this world, so we’'ll install our handlers into boot’s |DT.
45 * This is a little cor'rpllcated we're using the fake cpu_t set up by
46 * boot_kdi _tnpinit(), so we can't access cpu_idt directly. Instead,
47 * kdi_idt_wite() notices that cpu_idt is NULL, and works around this problem
48 *
49 * Later, when we're about to switch to the kernel’s IDT, it'll call us via
50 * kdi_idt_sync(), allowing us to add our handlers to the new IDT. Wile
51 * boot-loaded KMDB can’t be unl oaded, we still need to save the descriptors we
52 * replace so we can pass traps back to the kernel as necessary.
53 *
54 * The | ast phase of boot-|oaded KMDB activation occurs at non-boot CPU
55 * startup. We will be called on each non-boot CPU, thus allowing us to set
*
*

any wat chpoints that may have been configured on the boot CPU and interpose
on the given CPUs IDI. W don't save the interposed descriptors in this
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111
112

114

116
117
118
119
120

B T

/

case -- see kdi _cpu_init() for details.
Mod- | oaded KNMVDB

This style of activation is much sinpler, as the CPUs are already running,
and are using their own copy of the kernel's IDT. V& si nply interpose upon
each CPU s IDT. We save the handlers we replace, both for deactivation and
for passing traps back to the kernel. Note that for the hypervisors’
benefit, we need to xcall to the other CPUs to do this, since we need to
actively set the trap entries in its virtual I1DT fromthat vcpu s context
rather than just nodifying the IDT table fromthe CPU running kdi _activate().

#i ncl ude <sys/types. h>

#i ncl ude <sys/segnents. h>
#i ncl ude <sys/trap. h>

#i ncl ude <sys/cpuvar. h>

#i ncl ude <sys/reboot. h>

#i ncl ude <sys/sunddi . h>

#i ncl ude <sys/archsystm h>
#i ncl ude <sys/kdi _i npl . h>
#i ncl ude <sys/x_call.h>

#i ncl ude <i a32/sys/ psw. h>

#define KDl _GATE_NVECS 3

#define KDl _|I DT_NOSAVE 0
#define KDI_I DT_SAVE 1

#define KDI _I DT_DTYPE_KERNEL 0

#define KDI I DT_DTYPE_BOOT 1

kdi _cpusave_t *kdi _cpusave;

i nt kdi _ncpusave;

static kdi _main_t kdi_kndb_nai n;

kdi _drreg_t kdi _drreg;

#i f ndef anmd64

/* Used to track the current set of valid kernel selectors. */

ui nt 32_t kdi _cs;

ui nt 32"t kdi _ds;

ui nt 32_t kdi _fs;

ui nt 32_t kdi _gs;

#endi f

uint _t kdi _msr_wrexit_msr;

ui nt 64_t *kdi _msr_wrexit val p;

uintptr_t kdi _kernel _handl er;

int kdi _trap_swi tch;

#def i ne KDI _MEMRANGES_MAX 2

kdi _menrange_t kdi _nmenr anges[ KDI _MEMRANGES_MAX] ;

int kdi _nmenr anges;

typedef void idt_hdlr_f(void);

extern idt_hdlr_f kdi_trapO, kdi _trapl, kdi_int2, kdi_trap3, kdi_trap4;
extern idt_hdlr_f kdi_trap5, kdi_trap6, kdi_trap7, kdi_trap9;
extern idt_hdlr_f kdi _traperr10, kdi _traperr1l, kdi _traperr12;
extern idt_hdlr_f kdi _traperr13, kdi _traperr14, kdi _trapl6, kdi _trapl7;
extern idt_hdlr_f kdi_trapl8, kdi_trap19, kdi_trap20, kdi_ivct32;
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121 extern idt_hdlr_f kdi_invaltrap;
122 extern size_t kdi_ivct_size;
124 extern char kdi _slave_entry_patch;

124 typedef struct kdi_gate_spec {
125 uint_t kgs_vec;

126 uint_t kgs_dpl;

127 } kdi _gate_spec_t;
____unchanged_portion_onitted_

197 /*

198 * Patch caller-provided code into the debugger’s IDT handlers. This code is
199 * used to save MSRs that nust be saved before the first branch. Al handlers
200 * are essentially the sane, and end with a branch to kdi_cmmint. To save the
201 * MSR, we need to patch in before the branch. The handl ers have the foll ow ng
202 * structure: KDl _MSR PATCHOFF bytes of code, KDl _MSR PATCHSZ bytes of

203 * patchabl e space, followed by nore code.

204 =/

205 void

206 kdi _i dt_patch(caddr _t code, size_t sz)

207 {

208 int i;

210 ASSERT(sz <= KDI _MBR_PATCHSZ) ;

212 for (i =0; i < sizeof (kdi_idt) / sizeof (struct gate_desc); i++) {
213 gate_desc_t *gd;

214 uchar _t *patch;

216 if (i == T_DBLFLT)

217 cont i nue; /* uses kernel’'s handler */

219 gd = &kdi_idt[i];

220 patch = (uchar_t *) GATESEG GETOFFSET(gd) + KDI _MSR_PATCHOFF;
222 /*

223 * We can’t ASSERT that there’s a nop here, because this may be
224 * a debugger restart. In that case, we're copying the new
225 * patch point over the old one.

226 */

227 /* FIXME: dtrace fbt ... */

228 bcopy(code, patch, sz);

230 /* Fill the rest with nops to be sure */

231 while (sz < KD _MBR_PATCHSZ)

232 patch[sz++] = 0x90; /* nop */

233 }

234 }

195 static void

196 kdi _idt_gates_install(selector_t sel, int saveold)

197 {

198 gate_desc_t gates[ KDl _GATE_NVECS] ;

199 int i;

201 bzero(gates, sizeof (*gates));

203 for (i = 0; i < KD _GATE_NVECS; i++) {

204 const kdi _gate_spec_t *gs = &kdi _gate_specs[i];

205 uintptr_t func = GATESEG CGETOFFSET( &kdi _i dt [ gs->kgs_vec]);
206 set _gatesegd(&gates[i], (void (*)())func, sel, SDT_SYSIGT,
207 gs- >kgs_dpl, gs->kgs_vec);

208 }

210 for (i = 0; i < KDI_GATE_NVECS; i++) {

211 uint_t vec = kdi _gate_specs[i].kgs_vec;
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213 if (saveol d)
214 kdi _kgates[i] = CPU >cpu_m ntpu_idt[vec];
216 kdi _idt_wite(&gates[i], vec);
217 }
218 }
____unchanged_portion_onitted_
281 /*
282 * On sone processors, we'll need to clear a certain MSR before proceeding into
283 * the debugger. Conplicating matters, this MSR nust be cl eared before we take
284 * any branches. W have patch points in every trap handler, which will cover
285 * all entry paths for naster CPUs. W also have a patch point in the slave
286 * entry code.
287 */
288 static void
289 kdi _msr_add_clrentry(uint_t nsr)
290 {
291 #ifdef __and64
292 uchar _t code[] = {
293 0x51, 0x50, 0x52, /* pushqg % cx, % ax, % dx */
294 0Oxb9, 0x00, 0x00, 0x00, 0x00, /* movl $MSRNUM %ecx */
295 0x31, 0xcO, [* clr Y%ax */
296 0x31, 0xd2, /[* clr Y%dx */
297 0ox0f, 0x30, /* wnsr */
298 0Ox5a, 0x58, 0x59 /* popq % dx, % ax, % cx */
299 };
300 uchar _t *patch = &code[4];
301 #el se
302 uchar_t code[] = {
303 0x60, /* pushal */
304 0xb9, 0x00, 0x00, 0x00, 0x00, /* movl $MSRNUM %ecx */
305 0x31, 0xcO, /* clr Y%ax */
306 0x31, 0xd2, /* clr %dx */
307 0x0f , 0x30, /* wnsr */
308 0x61 /* popal */
309 s
310 uchar _t *patch = &code[2];
311 #endif
313 bcopy(&nsr, patch, sizeof (uint32_t));
315 kdi _i dt _patch((caddr_t)code, sizeof (code));
317 bcopy(code, &kdi_slave_entry_patch, sizeof (code));
318 }
320 static void
321 Fdi _msr_add_wrexit(uint_t msr, uint64_t *valp)
322
323 kdi _msr_wrexit_msr = msr;
324 kdi _msr_wrexit_valp = valp;
325 }
240 void
328 kdi _set_debug_nsrs(kdi _nsr_t *nsrs)
329 {
330 int nmers, i;
332 ASSERT( kdi _cpusave[ 0] . krs_msr == NULL);
334 /* Look in CPUO’s MSRs for any special MSRs. */
335 for (nners = 0; mers[nmsrs].msr_num!= 0; nmers++) {
336 switch (nsrs[nnsrs].nmsr_type) {
337 case KD _NMSR_CLEARENTRY:
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338 kdi _msr_add_cl rentry(nsrs[nnsrs].nsr_nun; 319 if (boothowto & RB_KMDB)
339 br eak; 320 kdi _i dt_i ni t (KMDBCODE_SEL) ;
321 el se
341 case KDl _MSR _W\RI TEDELAY: 322 kdi _i dt _i ni t (KCS_SEL);
342 kdi _nmsr_add_wrexi t (nsrs[nnmsrs]. nmsr_num
343 msr s[ nmsr s] . kdi _nmsr _val p); 324 /* The initial selector set. Updated by the debugger-entry code */
344 br eak; 325 #ifndef __and64
345 } 326 kdi _cs = B32CODE_SEL;
346 } 327 kdi _ds = kdi _fs = kdi _gs = B32DATA_SEL;
328 #endif
348 nner s++;
330 kdi _menr anges[ 0] . nt _base = kdi _segdebugbase;
350 for (i = 0; i < kdi _ncpusave; i++) 331 kdi _menranges[ 0] . nt_I i m = kdi _segdebugbase + kdi _segdebugsi ze - 1;
351 kdi _cpusave[i].krs_msr = &srs[nnsrs * i]; 332 kdi _nmenranges = 1;
352 }
334 kdi _drreg. dr_ctl = KDl REG DRCTL_RESERVED,
354 void 335 kdi _drreg. dr_stat = KDI REG DRSTAT_RESERVED;
241 kdi _update_drreg(kdi _drreg_t *drreg)
242 { 451 kdi _msr_wrexit_msr = 0;
243 kdi _drreg = *drreg; 452 kdi _msr_wrexit_val p = NULL;
244 }
____unchanged_portion_onitted_ 337 if (boothowo & RB_KMDB) {
338 kdi _idt_gates instal |l (KVDBCODE SEL, KDI | DT_NOSAVE);
267 | * 339 } else {
268 * Activation for CPUs other than the boot CPU, called fromthat CPU s 340 xc_call (0, 0, 0, CPUSET2BV(cpuset),
269 * np_startup(). W saved the kernel’'s descriptors when we initialized the 341 (xc_func_t)kdi _cpu_activate);
270 * boot CPU, so we don't want to do it again. Saving the handlers fromthis 342
271 * CPU s IDT would actually be dangerous with the CPU initialization nmethod in 343 }
272 * use at the time of this witing. Wth that nmethod, the startup code creates ______unchanged_portion_omtted_
273 * the IDTs for slave CPUs by copying the one used by the boot CPU, which has
274 * already been interposed upon by KVDB. Were we to interpose again, we'd
275 * replace the kernel’s descriptors with our own in the save area. By not
276 * saving, but still overwiting, we'll work in the current world, and in any
277 * future world where the IDT is generated from scratch.
278 */
279 void
280 kdi _cpu_init(void)
281 {
282 kdi _idt_gates_instal | (KCS_SEL, KDI _I DT_NOSAVE) ;
283 /* Load the debug registers. */
397 /* Load the debug registers and MSRs */
284 kdi _cpu_debug_i ni t (&kdi _cpusave[ CPU->cpu_id]);
285 }
____unchanged_portion_onitted_
298 void
299 kdi _activate(kdi _main_t nain, kdi_cpusave_t *cpusave, uint_t ncpusave)
300 {
301 int i;
302 cpuset _t cpuset;
304 CPUSET_ALL(cpuset);
306 kdi _cpusave = cpusave;
307 kdi _ncpusave = ncpusave;
309 kdi _kmdb_mai n = mai n;
311 for (i = 0; i < kdi _ncpusave; i++) {
312 kdi _cpusave[i].krs_cpu_id =i;
314 kdi _cpusave[i].krs_curcrunb =
315 &kdi _cpusave[i]. krs_crunbs[ KDl _NCRUMBS - 1];
316 kdi _cpusave[i].krs_curcrunbi dx = KD _NCRUMBS - 1,
317 1
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22 Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.

23 Use is subject to |license terns.

24

25 Copyri ght 2018 Joyent, Inc.

26 */

26 #pragnma ident " %Y % % %EY% SM "

28 [ *

29 * Conpanion to kdi _idt.c - the inplenentation of the trap and interrupt
30 * handlers. For the npbst part, these handlers do the same thing - they
31 * push a trap nunber onto the stack, followed by a junp to kdi _cmint.
32 * Each trap and interrupt has its own handl er because each one pushes a
33 * different nunber.

34 */

36 #include <sys/asm|inkage. h>
37 #include <sys/kdi_regs. h>

39 /* Nothing in this file is of interest to lint. */
40 #if !defined(__lint)

42 /=

43 * The default ASM ENTRY_ALIGN (16) wastes far too nmuch space. Pay no
44 * attention to the fleet of nop’s we're adding to each handler.

45 =/

46 #undef ASM ENTRY_ALI GN

47 #define ASM ENTRY_ALICN 8

49 [*
50 * We need the .align in ENTRY_NP (defined to be ASM ENTRY_ALIGN) to natch our
51 * pmnual .align (KD _MSR PATCHOFF) in order to ensure that the space reserved
52 * at the beginning of the handler for code is exactly KDl _MSR_PATCHOFF bytes
53 * long. Note that the #error below isn't supported by the preprocessor invoked
54 * by as(1l), and won’'t stop the build, but it’ll emt a noticeable error nessage
*
*

whi ch won’t escape the filters.
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#if ASM ENTRY_ALIGN ! = KDI _MBR_PATCHOFF
#error "ASM ENTRY_ALI GN | = KDI _MBR_PATCHOFF"

this won't assenble
#endi f
/*
* kdi _idt_patch will, on certain processors, replace the patch points bel ow
* with MSR-cl earing code. kdi_id_patch has intimte know edge of the size of
* the nop hole, as well as the structure of the handlers. Do not change
* anyt hing here without also changing kdi _idt_patch.
*
/
/*
* Ceneric trap and interrupt handlers.
*
/
#if defined(__xpv) && defined(__and64)

/*
* The hypervisor places rl1l and rcx on the stack.
*/

#def i ne TRAP_NCERR(trapno) \
popq % cX;
popq 9% 11,
pushg  $trapno

#def i ne TRAP_ERR(trapno) \
popq % cx; \
popq % 11, \
pushq  $0; \
pushqg  $trapno

#el se

#def i ne TRAP_NOERR(t r apno) \
push $trapno

#def i ne TRAP_ERR(tr apno) \
push $0; \
push $trapno

#endif /* __xpv && __amd64 */

#define MKIVCT(n) \
ENTRY_NP(kdi _i vet/**/n/**/);
TRAP_ERR(n) ;
.align KD _MBR_PATCHOFF;
KDI _VMSR_PATCH,
jnp kdi _cmi nt;
SET_SI ZE(kdi _i vet/**/n/**])

——— ——

#defi ne MKTRAPHDLR(n) \
ENTRY_NP( kdi _trap/ **/n);
TRAP_ERR(n) ;
.align KDl _NMSR PATCHOFF;
KDl _NVBR_PATCH,;
jnp kdi _cmi nt;
SET_SI ZE(kdi _trap/ **/n/**/)

—— - ——

#def i ne MKTRAPERRHDLR(n) \
ENTRY_NP(kdi _traperr/**/n);
TRAP_NCERR( n) ;

.align KD _NMSR PATCHOFF;
KDl _VBR_PATCH;

————
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97 jnp kdi _cmi nt;
98 SET_SI ZE(kdi _traperr/**/n)
100 #define MKNM HDLR \
101 ENTRY_NP(kdi _i nt 2) ;
102 TRAP_NCERR( 2) ;
129 .align KDl _MSR_PATCHOFF;
130 KDl _NVBR_PATCH,;
103 jnp kdi _nmint;
104 SET_SI ZE(kdi _i nt 2)
106 #define MKI NVALHDLR \
107 ENTRY_NP(kdi _i nval trap);
108 TRAP_NCERR( 255) ;
137 .align KDl _NMSR PATCHOFF;
138 KDl _VBR_PATCH;
109 jnp kdi _cmi nt;
110 SET_SI ZE(kdi _i nval trap)

____unchanged_portion_onitted_

—— - ——

—— - ——
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9209 :
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Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

Copyri ght 2018 Joyent, Inc.
CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris. org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [name of copyright owner]
CDDL HEADER END

i dent " 9%&Z%4W6 % % %E% SM "

CPU-save structure offsets for use in assenbly code.

Keep in sync with kdi _state.h

#i ncl ude <sys/cpuvar. h>
#i ncl ude <sys/kdi _i npl . h>

kdi _menrange_t MR_SIZE

kdi _crunb_t

nr _base
nr_lim

KRM SI ZE
krm cpu_state
krm pc

krm sp
krm_trapno
krm flag

kdi _drreg_t

kdi _msr _t

kdi _cpusave_t

dr_ctl
dr_stat
dr _addr

MVBR_SI ZE

ner_num

ner_type

_u._msr_valp MSR_VALP
_u. _nsr_val MSR_VAL

KRS_SI ZE

new usr/src/uts/intel/kdi/kdi_offsets.in

51 krs_gregs

52 krs_dr

53 krs_dr.dr_ctl
54 krs_dr. dr_stat
55 krs_gdt

56 krs_idt

57 krs_cr0

64 krs_mnsr

58 krs_cpu_state
59 krs_cur crunbi dx
60 krs_curcrunb
61 krs_crunbs

63 cpu

64 cpu_id

66 greg_t KREG_SI ZE

68 #if defined(__and64)

69 \ #define REG_SHI FT

70 #el se

71 \#define REG_SHI FT

72 #endi f

74 \ #define DRADDR | DX( num
75 \ #define DRADDR_OFF( num
76 \#define KRS_DROFF( num)
77 \#define REG_OFF(reg)

78 \ #define KDI REG_OFF(r eg)

KRS_DRCTL
KRS_DRSTAT

_CONST(_MUL(num DR_ADDR_| NCR) )

~CONST( DRADDR_| DX(num) + DR_ADDR)
_CONST( DRADDR_OFF(num) + KRS_DR)
_CONST(_CONST(reg) << REG SHIFT)
_CONST(_MJUL(KREG_SI ZE, reg) + KRS_GREGS)
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 147 * O] |nte|' n«DSt Of these are Shared betv\een |86*, so thIS |S really an
4230 Wed Feb 28 17:34:24 2018 148 * arch_kdi _init().
new usr/src/uts/intel/os/arch_kdi.c 149 */
9210 renove KMDB branch debuggi ng support 150 void
9211 ::crregs could do with cr2/cr3 support 151 mach_kdi _i nit (kdi _t *kdi)
9209 ::ttrace should be able to filter by thread 152 {
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp 153 kdi - >kdi _pl at _call = kdi _plat_call
IR R R R R R R RS R R RS SRR RS RS R R RS R R R R EEREEEREEREEREEEEEE] 154 kd|_>kd| kn-db enter = krrdb enter’
1/* 155 kdi - >mkdi _activate = kdi _activate
2 * CDDL HEADER START 156 kdi - >mkdi _deacti vate = kdi _deactivate
3 = 157 kdi - >nmkdi _i dt _swi tch = kdi _i dt _swi tch;
4 * The contents of this file are subject to the terms of the 158 kdi - >nkdi _update_drreg = kdi _update_drreg
5 * Common Devel opnent and Distribution License (the "License"). 157 kdi - >mkdi _set _debug_nsrs = kdi _set_debug_nsrs
6 * You may not use this file except in conpliance with the License. 159 kdi - >mkdi _get _userlimt = kdi _get_userlint;
7 * 160 kdi - >nkdi _get _cpui nfo = kdi _get _cpui nfo
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 161 kdi - >nkdi _st op_sl aves = kdi _stop_sl aves
9 * or http://ww.opensol aris.org/os/licensing. 162 kdi - >mkdi _start_sl aves = kdi _start_sl aves
10 * See the License for the specific |anguage governing perm ssions 163 kdi - >nmkdi _sl ave_wait = kdi _sl ave_wait
11 * and limtations under the License. 164 kdi - >nkdi _menr ange_add = kdi _nenr ange_add
12 * 165 kdi - >mkdi _reboot = kdi _reboot
13 * Wen distributing Covered Code, include this CDDL HEADER i n each 166 }
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. __unchanged_portion_onitted_
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2009 Sun M crosystens, Inc. Al rights reserved
23 * Use is subject to license terns.
24 *
25 * Copyright 2018 Joyent, Inc
26 */
28 /| *
29 * Kernel/Debugger Interface (KDI') routines. Called during debugger under
30 * various system states (boot, while running, while the debugger has control)
31 * Functions intended for use while the debugger has control may not grab any
32 * locks or performany functions that assume the availability of other system
33 */services
34 =

36 #include <sys/systm h>

37 #include <sys/x86_archext. h>
38 #include <sys/kdi _i npl. h>

39 #include <sys/snp_inpl defs. h>
40 #include <sys/psmtypes. h>
41 #incl ude <sys/segnments. h>

42 #include <sys/archsystm h>
43 #incl ude <sys/controlregs. h>
44 #include <sys/trap. h>

45 #incl ude <sys/kobj. h>

46 #include <sys/kobj _inpl.h>
47 #include <sys/clock_inpl.h>

49 static void
50 kdi _system cl ai n(voi d)

51 {

52 | bol t _debug_entry();

54 psm not i f yf (PSM_DEBUG_ENTER) ;
55

__unchanged_portion_onitted_
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/*
* CDDL HEADER START
The contents of this file are subject to the terms of the

Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

or http://ww. opensol aris.org/os/licensing.
See the License for the specific | anguage governi ng perm ssions
and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

information: Portions Copyright [yyyy] [nane of copyright owner]
CDDL HEADER END

Copyri ght 2015, Joyent, Inc.

I T N I S

Copyri ght 2018 Joyent, Inc.
/

#i fndef _SYS_CONTROLREGS_H
#def i ne _SYS_CONTROLREGS_H

#i f ndef _ASM

#i ncl ude <sys/types. h>
#endi f

#i fdef __cpl uspl us
extern "C' {

#endi f

/*

* This file describes the x86 architecture control registers which
* are part of the privileged architecture.

*

* Many of these definitions are shared between | A-32-style and

* AMD64-styl e processors.

*

/
/* CRO Register */
#defi ne CRO_PG 0x80000000 /* pagi ng enabl ed */
#define CRO_CD 0x40000000 /* cache disabl e */
#defi ne CRO_NW 0x20000000 /* not writethrough */
#defi ne CRO_AM 0x00040000 /* alignnment mask */
#define CRO_W 0x00010000 /* wite protect */
#define CRO_NE 0x00000020 /* nuneric error */
#define CRO_ET 0x00000010 /* extension type */
#define CRO_TS 0x00000008 /* task switch */
#define CRO_EM 0x00000004 /* enmul ation */
#define CRO_MP 0x00000002 /* nonitor coprocessor */

You can obtain a copy of the license at usr/src/ OPENSCLARI S. LI CENSE

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying

Copyright (c) 2004, 2010, Oracle and/or its affiliates. Al rights reserved.
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59

116

118
119
116
120
121

#define CRO_PE 0x00000001 /*

protection enabl ed

/* XX64 elimnate these conpatibility defines */

#define CRO_CE CRO_CD
#define CRO_WE CRO_NW

#define FMI_CRO \

"\ 20\ 40pg\ 37cd\ 36nwA 35am 21wp\ 6ne\ Set \ 4t s\ 3em 2np\ 1pe"

*/

Set the FPU-related control bits to explain to the processor that

- set nonitor coprocessor (allow TS bit

to control FPU)

- set nunmeric exception (disable | GNNE# nechani sn)
- set task switch (#nmon first fp instruction)
* - clear enulate math bit (cause we're not enul ating!)

*
*
* we're managi ng FPU state:
*
*
*

#def i ne CRO_ENABLE_FPU_FLAGS(cr) \
(((cr) | CRO_MP | CRO_NE | CRO_TS)

we're -not- managi ng FPU state:

* Ok kb % ok
~

#defi ne CRO_DI SABLE_FPU_FLAGS(cr)

& (uint32_t)~CRO_EM

- set emulate (all fp instructions cause #nm
- clear nonitor coprocessor (so fwait/wait doesn't #nm

\
(cr) | CRO_LEM & (uint32_t)~CRO_MP)

/* CR3 Register */

#defi ne CR3_PCD 0x00000010
#def i ne CR3_PWI 0x00000008

~—
* %

#define FMI_CR3 "\ 20\ 5pcd\ 4pwt "

/* CR4 Register */
#defi ne CR4_VME 0x0001 /*
#define CR4_PVI 0x0002 /*
#define CR4_TSD 0x0004 [*
#defi ne CR4_DE 0x0008 /*
#defi ne CR4_PSE 0x0010 /*
#defi ne CR4_PAE 0x0020 /*
#defi ne CR4_MCE 0x0040 [*
#def i ne CR4_PCE 0x0080 /*
#defi ne CR4_PCE 0x0100 /*
#def i ne CR4_OSFXSR 0x0200 [*
#defi ne CR4_OSXMVEXCPT 0x0400 [*
*
; *
#def i ne CR4_VMXE 0x2000
#defi ne CR4_SMXE 0x4000
#defi ne CR4_PCl DE 0x20000 I*
#def i ne CR4_OSXSAVE 0x40000 [*
#def i ne CR4_SMEP 0x100000 /*
#def i ne CR4_SMAP 0x200000 /*

#define FMI_CR4

"\ 20\ 26smap\ 25snep\ 23osxsav\ 22pci de"

"\ 20\ 26snmap\ 25snep\ 23osxsav"

"\ 17snmxe\ 16vmke\ 13xnmme\ 12f xsr\ 11pce\ 10pge"

cache disable
write through

Set the FPU-rel ated control bits to explain to the processor that

*/
*/

virtual -8086 npde extensions */
prot ect ed- node virtual

time stanp disable
debuggi ng ext ensi ons
page size extensions

interrupts */
*/

*/
*/

physi cal address extension  */
*

machi ne check enabl e
page gl obal enable

*/

perf-nonitoring counter enable */
OS fxsave/fxrstor support */
OS unmasked exception support */

0x0800 reserved */
0x1000 reserved */

PCI D enable */

OS xsave/ xrestore support */
NX for user pages in kernel */
kernel can’t access user pages */

————

"\ 7nce\ 6pae\ 5pse\ 4de\ 3t sd\ 2pvi \ lve"
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124
125
126
127
128

130
131
132
133
134
135

137

139
140
141

143
144
145
146

148

174

176
177

181
182
183
184

188
189

* Enable the SSE-rel ated control bits to explain to the processor that
* we're managi ng XMM state and exceptions
*
/
#def i ne CR4_ENABLE_SSE_FLAGS(cr) \
(cr) | CRA_OSFXSR | CR4_OSXMVEXCPT)
/*
* Disable the SSE-rel ated control bits to explain to the processor
* that we' re NOT nanagi ng XMM state
*
/

#define CR4_DI SABLE_SSE_FLAGS( cr)
((cr) & ~(uint3Z_t)(CR4_OSFXSR | CR4_OSXM\/EXCPT))

/* Intel’s SYSENTER configuration registers */
#define MSR_ | NTC_SEP_CS 0x174

#define MBR_I NTC_SEP_ESP 0x175
#define MBR_I NTC_SEP_EI P 0x176

/* kernel code selector MSR */
/* kernel esp MSR */
/* kernel eip MSR */

/* Intel’s mcrocode registers */

#defi ne MSR_| NTC_UCCDE_WRI TE /* mcrocode wite */
#defi ne MBR_I NTC_UCODE_REV 0x8b /* m crocode revision */
#defi ne | NTC_UCODE_REV_SHI FT 32 /* Bits 63:32 */

/* Intel’s platformidentification */

#defi ne MSR_| NTC_PLATFORM | D 0x17

#define | NTC_PLATFORM | D_SHI FT 50 /* Bit 52:50 */

#define | NTC_PLATFORM | D_MASK 0x7

/* AMD's EFER register */

#def i ne MSR_AMD_EFER 0xc0000080 /* extended feature enable MSR */
#defi ne AMD_EFER FFXSR 0x4000 /* fast fxsavel/fxrstor */
#define AMD_EFER SVME  0x1000 /* svm enabl e */
#defi ne AMD_EFER NXE 0x0800 /* no-execute enabl e */
#defi ne AMD_EFER LMA 0x0400 /* long node active (read-only) */
#defi ne AMD_EFER_LME 0x0100 /* 1ong node enabl e */
#defi ne AVMD_EFER_SCE 0x0001 /* systemcall extensions */

#defi ne FMI_AMD_EFER \
"\ 20\ 17f f xsr\ 15svne\ 14nxe\ 13| na\ 11l ne\ 1sce"

/* AMD' s SYSCFG register */

#defi ne MSR_AMD_SYSCFG 0xc0000010 /* system configuration MSR */
#defi ne AMD_SYSCFG TOW2 0x200000 /* MrrTonREn */

#def i ne AMD_SYSCFG_MvDM 0x100000 [* MrrVarDranEn */

#defi ne AMD_SYSCFG_MFDM 0x080000 [* MrrFixDranmVbdEn */

#def i ne AMD_SYSCFG_MFDE 0x040000 /* MrrFixDranEn */

#defi ne FMI_AMD_SYSCFG \
"\ 20\ 26t o2\ 25nvdm 24nf dm 23nf de”

/* AMD' s syscall/sysret MSRs */

#defi ne MSR_AMD_STAR 0xc0000081 /* Y%es: %s: %es: ¥%ss: %eip for syscall */
#defi ne MSR_AMD_LSTAR  0xc0000082 /* target %ip of 64-bit syscall */
#defi ne MSR_AMD CSTAR  0xc0000083 /* target %ip of 32-bit syscall */
#defi ne MSR_AMD_SFMASK 0xc0000084 /* syscall flag nmask */

/* AMD' s FS. base and GS. base MSRs */

#def i ne MBR_AMD_FSBASE
#def i ne MSR_AMD_GSBASE

0xc0000100

* 64-bit base address for %s */
0xc0000101 *

64-bit base address for %gs */

—_—
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190
191

193
195

228
229

231
232
233
234

236
237
238

240
241

#def i ne MSR_AMD_KGSBASE 0xc0000102
#def i ne NBR AND TSCAUX 0xc0000103

/* swapgs swaps this with gsbase */
/* %cx value on rdtscp insn */

/* AMD' s configuration MSRs, weakly docurmented in the revision guide */

#define MSR AMD_DC CFG 0xc0011022

#define AMD_DC CFG DI S_CNV_WC_SSO
#defi ne AMD_DC_CFG DI S_SMC_CHK_BUF

/* AMD's HWCR MSR */
#defi ne MSR_AMD_HWCR 0xc0010015
#def i ne AMD_HWCR_TLBCACHEDI S

#defi ne AVMD_HWCR FFDI S

#defi ne AMD_HWCR_MCI _STATUS_WREN

/* AMD' s NorthBridge Config MSR, SHOULD
#define MSR_AMD_NB_CFG 0xc001001f

#def i ne AVD_NB_CFG SRQ HEARTBEAT
#def i ne AVD_NB_CFG_SRQ _SPR

#defi ne MSR_AMD_BU CFG 0xc0011023
#def i ne AMD_BU_CFG_E298

#def i ne MSR_AMD_DE_CFG 0xc0011029
#define AMD DE_CFG E721

/* AMD's osvw MSRs */

#define MSR_AVMD OSVW. | D LEN
#defi ne MSR_AMD_OSVW STATUS

#def i ne OSVW.ID_LEN_MASK
#def i ne OSVW 1 D_CNT_PER_NBR

(UINT64_C(1) << 3)
0x00040 /* disable TLB Flush Filter */
0x40000 /* enable wite of MJ _STATUS */

ONLY BE WRI TTEN TO BY BI CS */

(UNT64_C(1) << 1)

(UINT64_C(1))

0xc0010140
0xc0010141

OxffffULL
64

/*
* Enabl e PCI Extended Configuration Space (ECS) on G eyhound
*
/
#defi ne AMD_GH _NB_CFG EN_ECS

/* AMD mi crocode patch | oader */

(U NT64_C(1) << 46)

#def i ne MSR_AVD_PATCHLEVEL 0x8b
#def i ne MSR_AMD_PATCHLOADER 0xc0010020
#i fdef __cpl uspl us

__unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 57 VOId (*rrkdl deaCIIVate)(VOI d),
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new usr/src/uts/intel/sys/kdi _machinpl.h 59 voi d (*nkdi _i dt _swi tch) (kdi _cpusave_t *);
9210 renpve KMDB branch debuggi ng support
9211 ::crregs could do with cr2/cr3 support 61 voi d (*nkdi _update_drreg) (kdi _drreg_t *);
9209 ::ttrace should be able to filter by thread 62 voi d (*nkdi _set_debug_nsrs) (kdi _msr_t *);
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp
IR R R R R R R RS R R RS SRR RS RS R R RS R R R R EEREEEREEREEREEEEEE] 63 UI ntptr_t (*ﬁkdl_get_use”lmt)(vol d)’
1/*
2 * CDDL HEADER START 65 int (*nmkdi _get_cpuinfo)(uint_t *, uint_t *, uint_t *);
3 *
4 * The contents of this file are subject to the terms of the 67 voi d (*nkdi _stop_slaves)(int, int);
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License. 69 void (*nkdi _start_slaves)(void);
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 71 voi d (*nkdi _slave_wait) (void);
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governing perm ssions 73 voi d (*nkdi _nenrange_add) (caddr_t, size_t);
11 * and limtations under the License.
12 * 75 voi d (*nkdi _reboot) (void);
13 * Wen distributing Covered Code, include this CDDL HEADER i n each 76 } kdi _mach_t;
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the 78 #define nkdi _activate kdi _mach. nkdi _activate
16 * fields enclosed by brackets "[]" replaced with your own identifying 79 #define nkdi _deactivate kdi _mach. nkdi _deactivate
17 * information: Portions Copyright [yyyy] [nane of copyright owner] 80 #define nkdi _idt_swtch kdi _mach. nkdi _i dt _switch
18 * 81 #define nkdi _update_drreg kdi _mach. nkdi _updat e_drreg
19 * CDDL HEADER END 83 #define nkdi _set _debug_nsrs kdi _mach. nkdi _set _debug_nsrs
20 */ 82 #define nkdi _get _userlimt kdi _mach. nkdi _get _userlimt
21 /* 83 #define nkdi _get_cpuinfo kdi _mach. nkdi _get _cpui nfo
22 * Copyright 2007 Sun M crosystens, Inc. Al rights reserved. 84 #define nkdi _stop_sl aves kdi _mach. nkdi _st op_sl aves
23 * Use is subject to license terns. 85 #define nkdi _start_sl aves kdi _mach. nkdi _start_sl aves
24 * 86 #define nkdi _slave_wait kdi _mach. nkdi _sl ave_wai t
25 * Copyright 2018 Joyent, Inc. 87 #define nkdi _nenrange_add kdi _mach. nkdi _nmenr ange_add
26 */ 88 #define nkdi _reboot kdi _mach. nkdi _r eboot
28 #ifndef _SYS KD _MACH MPL_H 90 extern void hat_kdi _init(void);

29 #define _SYS_KDI _MACHI MPL_H
92 extern ulong_t kdi_getdrO(void), kdi_getdrl(void), kdi_getdr2(void);

29 #pragne ident " YZYWo % % %E% SM " 93 extern ulong_t kdi _getdr3(void), kdi_getdr6(void), kdi_getdr7(void);

94 extern void kdi _setdrO(ulong_t), kdi_setdr1(ulong_t), kdi_setdr2(ulong_t);
31 /* 95 extern void kdi _setdr3(ulong_t), kdi_setdr6(ulong_t), kdi_setdr7(ulong_t);
32 * The Kernel/Debugger interface. The operations provided by the kdi_t, 96 extern ulong_t kdi_dreg_get(int);
33 * defined below, conprise the Debugger -> Kernel portion of the interface, 97 extern void kdi _dreg_set(int, ulong_t);
34 * and are to be used only when the system has been stopped. 98 extern void kdi _update_drreg(kdi _drreg_t *);
35 */ 101 extern void kdi_set_debug_nsrs(kdi _nmsr_t *);

99 extern void kdi _cpu_debug_i ni t(kdi _cpusave_t *);
37 #include <sys/nodctl.h>

38 #include <sys/types. h> 101 extern void kdi _cpu_init(void);
39 #include <sys/cpuvar. h> 102 extern void kdi _xc_others(int, void (*)(void));
40 #incl ude <sys/kdi _regs. h> 103 extern void kdi _start_slaves(void);

104 extern void kdi_slave_wait (void);
42 #ifdef __cpl usplus
"

43 extern "C 106 extern void kdi _idtr_set(gate_desc_t *, size_t);

44 #endi f 107 extern void kdi _idt_wite(struct gate_desc *, uint_t);
108 extern void kdi _idt_sync(void);

46 typedef void (*kdi _nain_t)(kdi _cpusave_t *); 109 extern void kdi_idt_sw tch(kdi _cpusave_t *);
110 #i fdef __ xpv

48 typedef struct kdi_nenrange { 111 extern void kdi _idtr_wite(desctbr_t *);

49 caddr _t nv_base; 112 #el se

50 caddr_t nmr_lim 113 #define kdi _idtr_wite(idtr) w_idtr(idtr)

51 } kdi _nenrange_t; 114 #endif

53 #define KD _MEMRANGES MAX 2 116 extern void kdi _activate(kdi _main_t, kdi_cpusave_t *, uint_t);
117 extern void kdi _deactivate(void);

55 typedef struct kdi _nmach { 118 extern void kdi_stop_slaves(int, int);

56 voi d (*nkdi _activate)(kdi _main_t, kdi _cpusave_t *, uint_t); 119 extern void kdi _nmenrange_add(caddr_t, size_t);
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120 extern void kdi _reboot (void);
122 #ifdef __cplusplus

123 }
____unchanged_portion_onmitted_
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9210 renove KMDB branch debuggi ng support
9211 ::crregs could do with cr2/cr3 support
9209 ::ttrace should be able to filter by thread
Revi ewed by: Patrick Money <patrick. nooney@ oyent. conp
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governing perm ssions
11 * and limtations under the License.
12 *
13 * Wen distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * If applicable, add the followi ng below this CDDL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy] [nane of copyright owner]
18 =
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2007 Sun M crosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.

*
24 :

*

Copyri ght 2018 Joyent, Inc.
/

28 #ifndef _SYS KDl _REGS H
29 #define _SYS KDl _REGS H

29 #pragne ident " YZYWo % % %E% SM "

31 #ifndef _ASM

32 #include <sys/types. h>

33 #include <sys/segnents. h>
34 #include <sys/regset. h>
35 #include <sys/privregs. h>
36 #endif

38 #if defined(__and64)

39 #incl ude <anmd64/sys/ kdi _regs. h>
40 #elif defined(__i386)

41 #include <i a32/sys/ kdi _regs. h>
42 #endi f

44 #ifdef __cplusplus
45 extern "C' {

new usr/src/uts/intel/sys/kdi_regs.h

71

89

9

96
98
99

84
85
86
87
88

90

92
93

95
114

97
98
99

101
102
103
104
105

#def i ne KDl _MSR READ Ox1 /* read during entry (unlimted) */
#defi ne KDl _MSR WRI TE 0x2 /* wite during exit (unlimted) */
#def i ne KDl _MSR_W\RI TEDELAY 0x4 /* write after last branch (<= 1) */
#def i ne KDl _MSR_CLEARENTRY 0x3 /* clear before 1st branch (<= 1) */
#i f ndef _ASM

/*

* W naintain a ring buffer of bread crunmbs for debuggi ng purposes. The
* current buffer pointer is advanced along the ring wth each intercepted
* trap (debugger entry, invalid nenory access, fault during step, etc).

*

typedef struct kdi_crunb {
greg_t krmcpu_state; /* This CPU s state at last entry */
greg_t krmpc; /* Instruction pointer at trap */
greg_t krmsp; /* Stack pointer at trap */
greg_t krmtrapno; /* The last trap nunber */
greg_t krmflag; /* KAIF_CRUMB_F_* */

} kdi _crunb_t;

unchanged_portion_omitted_

typedef struct kdi _nmsr {

ui nt _t nsr_num
ui nt _t nsr_type;
uni on {
uint64_t *_msr_val p;
uint64_t _msr_val;
Py
} kdi _nsr_t;
#defi ne kdi _nsr_val u. _msr_val

#define kdi _nsr_val p _u._msr_valp

/*

* Data structure used to hold all of the state for a given CPU.

*/

typedef struct kdi _cpusave {
greg_t *Krs_gregs; /* saved registers */
kdi _drreg_t krs_dr; /* saved debug registers */
user _desc_t *Kkrs_gdt; /* CDT address */
gate_desc_t *Kkrs_idt; /* 1 DT address */
greg_t krs_cro0; /* saved %r0 */
kdi _msr _t *Krs_msr; /* ptr to MSR save area */
uint_t krs_cpu_state; /* KD _CPU STATE * nstr/slv */
ui nt _t krs_cpu_flushed; /* Have caches been flushed? */
uint_t krs_cpu_id; /* this CPUs ID */
/* Bread crunb ring buffer */
ul ong_t krs_curcrunbidx; /* Current krs_crunbs idx */
kdi _crunb_t *krs_curcrunb; /* Pointer to current crunmb */

kdi _crunb_t
} kdi _cpusave_t;

krs_crunbs[ KDI _NCRUMBS]; /* Crunbs */

__unchanged_portion_omtted_

46 #endi f

48 #define KDI _NCRUMBS 5

50 #define KDl _CPU_STATE_NONE 0

51 #define KDI_CPU STATE_MASTER 1

52 #define KDI _CPU _STATE_SLAVE 2

54 #define KDI REG DRCTL_WPALLEN MASK 0x000000f f
55 #define KDI REG DRSTAT_RESERVED oxffffoffo
56 #define KDI REG DRCTL_RESERVED 0x00000700
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright (c) 1995, 2010, Oracle and/or its affiliates. Al rights reserved.
23 * Copyright (c) 2011 by Del phix. Al rights reserved.

24 * Copyright 2012 Nexenta Systems, Inc. All rights reserved.
/

25 *
26 /*
27 * Copyright (c) 2010, Intel Corporation.
28 * Al rights reserved.
29 */
30 /*
31 * Copyright 2017 Joyent, Inc.
32 * Copyright 2012 Jens El kner <jel +illunos@s. uni - magdebur g. de>
33 * Copyright 2012 Hans Rosenfel d <rosenfel d@runpf. hope-2000. or g>
34 * Copyright 2014 Josef 'Jeff’ Sipek <jeffpc@ osefsipek.net>
*

/

37 #ifndef _SYS X86_ARCHEXT H
38 #define _SYS_X86_ARCHEXT_H

40 #if !defined(_ASM

41 #include <sys/regset. h>

42 #include <sys/processor. h>
43 #include <vn seg_enum h>
44 #incl ude <vni page. h>

45 #endif [* _ASM */

47 #ifdef __cplusplus
48 extern "C' {
49 #endi f

51 /*
52 * cpuid instruction feature flags in %dx (standard function 1)
*/

55 #define CPU D_| NTC_EDX_FPU 0x00000001 /* x87 fpu present */

56 #define CPU D_I| NTC_EDX_VME 0x00000002 /* virtual -8086 extension */
57 #define CPU D_| NTC_EDX_DE 0x00000004 /* debuggi ng extensions */

58 #define CPU D_|I NTC EDX PSE 0x00000008 /* page size extension */

59 #define CPU D_| NTC_EDX _TSC 0x00000010 /* tinme stanp counter */

60 #define CPU D_I NTC_EDX_MSR 0x00000020 /* rdnsr and w nsr */

61 #define CPUI D_I NTC_EDX_PAE 0x00000040 /* physical addr extension */
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#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

/*

ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

CPUI D_| NTC_EDX_MCE
CPUI D_I NTC_EDX_CX8
CPUI D_I NTC_EDX_API C

CPUI D_I NTC_EDX_SEP
CPUI D_I NTC_EDX_MIRR
CPUI D_I NTC_EDX_PGE
CPUI D_I NTC_EDX_MCA
CPUI D_I NTC_EDX_CMOV
CPUI D_I NTC_EDX_PAT
CPUI D_I NTC_EDX_PSE36
CPUI D_I NTC_EDX_PSN
CPUI D_I NTC_EDX_CLFSH
CPUI D_I NTC_EDX_DS
CPUI D_I NTC_EDX_ACPI
CPUI D_I NTC_EDX_MWX
CPUI D_I NTC_EDX_FXSR
CPUI D_I NTC_EDX_SSE
CPUI D_I NTC_EDX_SSE2
CPUI D_I NTC_EDX_SS
CPUI D_I NTC_EDX_HTT
CPUI D_I NTC_EDX_TM
CPUI D_I NTC_EDX_| A64
CPUI D_I NTC_EDX_PBE

0x00000080
0x00000100
0x00000200

0x00000800
0x00001000
0x00002000
0x00004000
0x00008000
0x00010000
0x00020000
0x00040000
0x00080000

0x00200000
0x00400000
0x00800000
0x01000000
0x02000000
0x04000000
0x08000000
0x10000000
0x20000000
0x40000000
0x80000000

— e —

R . EE R

machi ne check exception */
cnpxchg8b instruction */
local APIC */

0x400 - reserved */
sysenter and sysexit */
nenory type range reg */
page gl obal enable */
machi ne check arch */
condi tional nove insns */
page attribute table */
36-bit pagesi ze extension */
processor serial nunber */
clflush instruction */
0x100000 - reserved */
debug store exists */
monitoring + clock ctrl */
MWX instructions */

fxsave and fxrstor */
stream ng SIMD extensions */
SSE extensions */

sel f-snoop */

Hyper Thread Technol ogy */
thermal nonitoring */
I'taniumenul ating | A32 */
Pendi ng Break Enable */

* cpuid instruction feature flags in %cx (standard function 1)
*/

#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i

#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

CPUI D_I NTC_ECX_SSE3 0x00000001
CPUI D_I NTC_ECX_PCLMJLQDQ 0x00000002
CPUI D_I NTC_ECX_DTES64  0x00000004
CPUI D_I NTC_ECX_MON 0x00000008
CPUI D_I NTC_ECX DSCPL  0x00000010
CPUI D_I NTC_ECX_VMX 0x00000020
CPUI D_I NTC_ECX_SMX 0x00000040
CPUI D_I NTC_ECX_EST 0x00000080
CPUI D_I NTC_ECX_TM2 0x00000100
CPUI D_I NTC_ECX_SSSE3  0x00000200
CPUI D_I NTC_ECX_CI D 0x00000400
CPUI D_I NTC_ECX_FMA 0x00001000
CPUI D_I NTC_ECX_CX16 0x00002000
CPUI D_I NTC_ECX_ETPRD  0x00004000
CPUI D_I NTC_ECX_PDCM 0x00008000
CPUI D_I NTC_ECX_PCI D 0x00020000
CPUI D_I NTC_ECX_DCA 0x00040000
CPUI D_I NTC_ECX_SSE4_1  0x00080000
CPUI D_I NTC_ECX_SSE4_2  0x00100000
CPUI D_I NTC_ECX_X2APIC  0x00200000
CPUI D_I NTC_ECX_MOVBE  0x00400000
CPUI D_I NTC_ECX_POPCNT ~ 0x00800000
CPUI D_I NTC_ECX_TSCDL  0x01000000
CPUI D_I NTC_ECX_AES 0x02000000
CPUI D_I NTC_ECX_XSAVE  0x04000000
CPUI D_I NTC_ECX_OSXSAVE 0x08000000
CPUI D_I NTC_ECX_AVX 0x10000000
CPUI D_I NTC_ECX_F16C 0x20000000
CPUI D_I NTC_ECX_RDRAND ~ 0x40000000
CPUI D_I NTC_ECX_HV 0x80000000

e e e e e e e e —

I T T T

Yet nore SSE extensions */
PCLMULQDQ i nsn */

64-bit DS area */
0x00000004 - reserved */
MONI TOR/ MMAI T */
CPL-qualified debug store */
Har dwar e VM ext ensi ons */
Secure npde extensions */
enhanced SpeedStep */
thermal nonitoring */
Suppl ement al SSE3 insns */
L1 context ID */
0x00000800 - reserved */
Fused Multiply Add */
cnpxchgl6 */

extended task pri nessages */
Per f / Debug Capability MSR */
0x00008000 - reserved */
0x00010000 - reserved */
process-context ids */
0x00020000 - reserved */
direct cache access */
SSE4.1 insns */

SSE4. 2 insns */

X2API C */

MOVBE i nsn */

POPCNT i nsn */

Deadl i ne TSC */

AES insns */

XSAVE/ XRESTOR i nsns */

OS supports XSAVE insns */
AVX supported */

F16C supported */

RDRAND supported */
Hypervi sor */
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125 /* 190 #define CPU D _AMD EBX_ERR PTR_ZERO 0x00000004 /* AMD: FP Err. Ptr. Zero */
126 * cpuid instruction feature flags in %dx (extended function 0x80000001)

127 */ 192 /*
193 * Intel now seens to have clainmed part of the "extended" function
129 #define CPU D_AMD_EDX_ FPU 0x00000001 /* x87 fpu present */ 194 * space that we previously for non-Intel inplenmentors to use.
130 #define CPU D_AMD_EDX_VME 0x00000002 /* virtual - 8086 extension */ 195 * More excitingly still, they've clainmed bit 20 to nean LAHF/ SAHF
131 #define CPU D_AMD_EDX_DE 0x00000004 /* debuggi ng extensions */ 196 * is available in long node i.e. what AVD indicate using bit O.
132 #define CPU D_AMD_EDX_PSE 0x00000008 /* page size extensions */ 197 * On the other hand, everything else is |abelled as reserved.
133 #define CPU D_AMD_EDX_TSC 0x00000010 /* time stanp counter */ 198 */
134 #define CPU D_AMD_EDX_MSR 0x00000020 /* rdnsr and w nsr */ 199 #define CPU D_| NTC_ECX AHF64 0x00100000 /* LAHF and SAHF in | ong node */
135 #define CPU D _ANMD_EDX_PAE 0x00000040 /* physical addr extension */
136 #define CPU D_AMD_EDX_MCE 0x00000080 /* machi ne check exception */ 201 /*
137 #define CPU D_AVMD_EDX_CX8 0x00000100 /* cnpxchg8b instruction */ 202 * Intel also uses cpuid leaf 7 to have additional instructions and features.
138 #define CPU D_AMD_EDX_API C 0x00000200 /* local APIC */ 203 * Like sonme other |eaves, but unlike the current ones we care about, it
139 /* 0x00000400 - sysc on Kénb */ 204 * requires us to specify both a leaf in %ax and a sub-leaf in %cx. To deal
140 #define CPU D_AMD_EDX SYSC 0x00000800 /* AMD: syscall and sysret */ 205 * with the potential use of additional sub-leaves in the future, we now
141 #define CPU D_AMD_EDX MIRR 0x00001000 /* menory type and range reg */ 206 * specifically label the EBX features with their |eaf and sub-Ieaf.
142 #define CPU D_ANMD_EDX_PGE 0x00002000 /* page gl obal enable */ 207 */
143 #define CPU D_AMD_EDX_MCA 0x00004000 /* machi ne check arch */ 208 #define CPUI D_INTC EBX 7_0_BM 1 0x00000008 /* BM1 instrs */
144 #define CPU D_AMD_EDX_CMOV 0x00008000 /* conditional nove insns */ 209 #define CPU D_I NTC_EBX_7_0_HLE 0x00000010 /* HLE */
145 #define CPU D_AMD_EDX_PAT 0x00010000 /* K7: page attribute table */ 210 #define CPU D_I NTC_EBX_7_0_AVX2 0x00000020 /* AVX2 supported */
146 #define CPU D_AMD_EDX_FCMOV 0x00010000 /* FCMOVcc etc. */ 211 #define CPUI D_I NTC_EBX 7_0_SMEP 0x00000080 /* SMEP in CR4 */
147 #define CPU D_ANMD_EDX_PSE36 0x00020000 /* 36-bit pagesize extension */ 212 #define CPU D_INTC_EBX_7_0_BM 2 0x00000100 /* BM2 instrs */
148 /* 0x00040000 - reserved */ 213 #define CPU D_I NTC_EBX_7_0_MPX 0x00004000 /* Mem Prot. Ext. */
149 /* 0x00080000 - reserved */ 214 #define CPU D_I NTC_EBX_7_0_AVX512F 0x00010000 /* AVX512 foundation */
150 #define CPU D_AMD_EDX_ NX 0x00100000 /* AMD: no-execute page prot */ 215 #define CPU D_I NTC_EBX_7_0_AVX512DQ 0x00020000 /* AVX512DQ */
151 /* 0x00200000 - reserved */ 216 #define CPU D_|I NTC_EBX_7_0_RDSEED 0x00040000 /* RDSEED instr */
152 #define CPU D_AMD_EDX_ MwXand 0x00400000 /* AMD: MW extensions */ 217 #define CPU D_I NTC_EBX_7_0_ADX 0x00080000 /* ADX instrs */
153 #define CPU D_AMD_EDX_MWX 0x00800000 /* MW instructions */ 218 #define CPU D_I NTC_EBX_7_0_SMAP 0x00100000 /* SMAP in CR 4 */
154 #define CPU D_AMD_EDX_FXSR 0x01000000 /* fxsave and fxrstor */ 219 #define CPU D_I NTC_EBX_7_0_AVX512I FMA  0x00200000 /* AVX5121 FMA */
155 #define CPU D_AMD_EDX_FFXSR 0x02000000 /* fast fxsave/fxrstor */ 220 #define CPU D_I NTC_EBX_7_0_CLWB 0x01000000 /* CLWB */
156 #define CPU D_AMD_EDX_1GPG 0x04000000 /* 1GB page */ 221 #define CPU D_| NTC_EBX_7_0_AVX512PF 0x04000000 /* AVX512PF */
157 #define CPU D_AMD_EDX_TSCP 0x08000000 /* rdtscp instruction */ 222 #define CPU D_I NTC_EBX_7_0_AVX512ER 0x08000000 /* AVX512ER */
158 /* 0x10000000 - reserved */ 223 #define CPU D_I NTC_EBX_7_0_AVX512CD 0x10000000 /* AVX512CD */
159 #define CPU D _AMD EDX LM 0x20000000 /* AVD: |ong node */ 224 #define CPU D_I NTC_EBX_7_0_SHA 0x20000000 /* SHA extensions */
160 #define CPU D_AMD_EDX_3DNowx 0x40000000 /* AVD: extensions to 3DNow */ 225 #define CPU D_I NTC_EBX_7_0_AVX512BW 0x40000000 /* AVX512BW */
161 #define CPU D_AMD_EDX_3DNow 0x80000000 /* ANVD: 3DNow! instructions */ 226 #define CPU D_I NTC_EBX_7_0_AVX512VL 0x80000000 /* AVX512VL */
163 #define CPU D_AMD_ECX_AHF64 0x00000001 /* LAHF and SAHF in | ong node */ 228 #define CPU D_I NTC_EBX_7_0_ALL_AvVX512 \
164 #define CPU D_AMD ECX CMP_LGCY 0x00000002 /* AVD: multicore chip */ 229 (CPUID_I NTC_EBX 7 _0_AVX512F | CPUI D_INTC EBX 7_0_AVX512DQ | \
165 #define CPU D_AMD_ECX_SVM_ 0x00000004 /* AMD: secure VM */ 230 CPUI D_TNTC EBX_7_0_AVX512I FMA | CPU D_I NTC EBX_7_0_AVX512PF | \
166 #define CPU D_AMD_ECX_EAS 0x00000008 /* extended apic space */ 231 CPUI D_I NTC_EBX_7_0_AVX512ER | CPUI D_| NTC_EBX 7_0_AVX512CD | \
167 #define CPU D_AMD_ECX_CR8D 0x00000010 /* ANMD: 32-bit nov %r8 */ 232 CPUI D_I NTC_EBX_7_0_AVX512BW | CPUI D_I NTC_EBX_7_0_AVX512VL)
168 #define CPU D_AMD_ECX_LZCNT 0x00000020 /* AVD: LZCNT insn */
169 #define CPU D_AMD_ECX_SSE4A 0x00000040 /* AMD: SSE4A insns */ 234 #define CPU D_I NTC_ECX 7_0_AVX512VBM 0x00000002 /* AVX512VBM */
170 #define CPU D_AMD_ECX_MAS 0x00000080 /* AMD: M sAlignSse mode */ 235 #define CPU D_I NTC_ECX_7_0_UM P 0x00000004 /* UMP */
171 #define CPU D_AVMD_ECX_3DNP 0x00000100 /* AVD: 3DNowPrefectch */ 236 #define CPU D_I NTC_ECX_7_0_PKU 0x00000008 /* unode prot. keys */
172 #define CPU D_AMD_ECX_OSVW 0x00000200 /* AVD: OSVW */ 237 #define CPU D_| NTC_ECX_7_0_OSPKE 0x00000010 /* OSPKE */
173 #define CPU D_AMD_ECX_ | BS 0x00000400 /* AMD: |BS */ 238 #define CPU D_I NTC_ECX_7_0_AVX512VPOPCDQ 0x00004000 /* AVX512 VPOPCNTDQ */
174 #define CPU D_AMD_ECX_SSE5 0x00000800 /* AVD: Extended AVX */
173 #define CPU D_AMD_ECX_SSE5 0x00000800 /* AMD: SSE5 */ 240 #define CPUI D_INTC_ECX 7_0_ALL_AVX512 \
175 #define CPU D_AMD ECX_SKINI T 0x00001000 /* AMD: SKINIT */ 241 (CPUID_INTC_ECX 7 0_AVX512VBM | CPUI D I NTC ECX 7_0_AVX512VPOPCDQ)
176 #define CPU D_AMD_ECX_WDT 0x00002000 /* ANVD: VDT */
177 /* 0x00004000 - reserved */ 243 #define CPU D_I NTC_ EDX_7_0_AVX5124NNI W 0x00000004 /* AVX512 4NNI W */
178 #define CPU D_AMD_ECX_ LWP 0x00008000 /* AMD: Lightweight profiling */ 244 #define CPU D_I NTC_EDX_7_0_AVX5124FMAPS 0x00000008 /* AVX512 AFNMAPS */
179 #define CPU D_AMD_ECX_FMAA 0x00010000 /* AVD: 4-operand FMA support */
180 /* 0x00020000 - reserved */ 246 #define CPU D_INTC EDX_7_0_ALL_AVX512 \
181 /* 0x00040000 - reserved */ 247 (CPUID_I NTC_EDX_7_0_AVX5124NNI W| CPUI D_| NTC_EDX_7_0_AVX5124FNAPS)
182 #defi ne CPU D_AMD_ECX_NI DVSR 0x00080000 /* AVD: Node I D MSR */
183 /* 0x00100000 - reserved */ 249 [ *
184 #define CPU D _AMD_ECX_TBM 0x00200000 /* AVD: trailing bit manips. */ 250 * Intel also uses cpuid leaf Oxd to report additional instructions and features
185 #define CPU D_AMD_ECX TOPCEXT  0x00400000 /* ANMD: Topol ogy Extensions */ 251 * Wneﬂ }hefsub-l eaf in %cx == 1. We |abel these using the same convention as
252 * wit eaf 7.
187 /* 253 */
188 * AMD uses %bx for some of their features (extended function 0x80000008) . 254 #define CPU D_I NTC_EAX_D 1 XSAVECPT 0x00000001 /* xsaveopt inst. */
189 */ 255 #define CPU D_I NTC_EAX_D_1_XSAVEC 0x00000002 /* xsavec inst. */
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256 #define CPU D_I NTC_EAX D 1_XSAVES 0x00000008 /* xsaves inst. */ 322 #define MSR PRP4_LBSTK FROM 0  0x680
323 #define MSR_PRP4_LBSTK FROM 1  0x681
258 #define P5_MCHADDR 0x0 324 #define MBR_PRP4_LBSTK_FROM 2  0x682
259 #define P5_CESR 0x11 325 #define MSR_PRP4_LBSTK_FROM 3  0x683
260 #define P5_CTRO 0x12 326 #define MSR_PRP4_LBSTK_FROM 4  0x684
261 #define P5_CTRL 0x13 327 #define MSR_PRP4_LBSTK_FROM 5 0x685
328 #define MSR PRP4_LBSTK FROM 6  0x686
263 #define K5_MCHADDR 0x0 329 #define MBR_PRP4_LBSTK_FROM 7  0x687
264 #define K5_MCHTYPE 0x01 330 #define MSR_PRP4_LBSTK_FROM 8  0x688
265 #define K5_TSC 0x10 331 #define MBR_PRP4_LBSTK_FROM 9  0x689
266 #define K5_TR12 0x12 332 #define MSR_PRP4_LBSTK FROM 10 0x68a
333 #define MBR_PRP4_LBSTK_FROM 11 0x68b
268 #define REG PAT 0x277 334 #define MSR_PRP4_LBSTK_FROM 12 0x68c
335 #define MSR_PRP4_LBSTK_FROM 13 0x68d
270 #define REG MXO_CTL 0x400 336 #define MSR_PRP4_LBSTK FROM 14 0x68e
271 #define REG MC5_M SC 0x417 337 #define MSR_PRP4_LBSTK_FROM 15 0x68f
272 #define REG_PERFCTRO Oxcl 338 #define MSR_PRP4_LBSTK_TO 0 0x6c0
273 #define REG_PERFCTRL 0oxc2 339 #define MSR_PRP4_LBSTK TO 1 Ox6c¢cl
340 #define MSR_PRP4_LBSTK TO 2 0x6c2
275 #defi ne REG_PERFEVNTO 0x186 341 #define MSR_PRP4_LBSTK_TO 3 0x6c3
276 #define REG PERFEVNT1 0x187 342 #define MSR_PRP4_LBSTK_TO 4 0x6c4
343 #define MSR_PRP4_LBSTK_TO 5 0x6¢c5
278 #define REG TSC 0x10 /* tinestanp counter */ 344 #define MSR_PRP4_LBSTK TO 6 0x6¢c6
279 #define REG APl C_BASE_MSR 0x1b 345 #define MBR_PRP4_LBSTK_TO 7 0x6¢c7
280 #define REG X2API C_BASE_MSR 0x800 /* The MSR address of fset of x2APIC */ 346 #define MSR_PRP4_LBSTK_TO 8 0x6c8
347 #define MSR_PRP4_LBSTK_TO 9 0x6c9
282 #if !defined(__xpv) 348 #define MSR_PRP4_LBSTK_TO 10 Ox6ca
283 /[ * 349 #define MSR PRP4_LBSTK TO 11 0x6¢cb
284 * AMD Cl1E 350 #define MSR_PRP4_LBSTK TO 12 0x6cce
285 */ 351 #define MSR_PRP4_LBSTK TO 13 Ox6cd
286 #define MSR_AMD_I NT_PENDI NG CMP_HALT 0xC0010055 352 #define MSR_PRP4_LBSTK_TO 14 Ox6ce
287 #define AVD_ACTONCMPHALT_SHI FT 27 353 #define MBR_PRP4_LBSTK_TO 15 Ox6c¢f
288 #define AMD ACTONCMPHALT_MASK 3
289 #endi f 355 #define MClI _CTL_VALUE Oxffffffff
291 #define MSR_DEBUGCTL 0x1d9 357 #define MIRR _TYPE_UC 0
358 #define MIRR_TYPE_WC 1
293 #define DEBUGCTL_LBR 0x01 359 #define MIRR_TYPE_WI 4
294 #define DEBUGCTL_BTF 0x02 360 #define MIRR TYPE_WP 5
361 #define MIRR _TYPE_V\B 6
296 /* Intel P6, AMD */ 362 #define MIRR_TYPE_UC_ 7
297 #define MSR_LBR_FROM Ox1db
298 #define MSR_LBR_TO Ox1dc 364 /*
299 #define MSR_LEX_FROM Ox1dd 365 * For Solaris we set up the page attritubute table in the follow ng way:
300 #define MSR_LEX_TO Ox1lde 366 * PATO Wite-Back
367 * PAT1 Wite-Through
302 /* Intel P4 (pre-Prescott, non P4 M */ 368 * PAT2 Unchacheabl e-
303 #define MSR_P4_LBSTK_TOS Ox1lda 369 * PAT3 Uncacheabl e
304 #define MSR P4_LBSTK 0 0x1db 370 * PAT4 Wite-Back
305 #define MSR P4_LBSTK_ 1 Ox1dc 371 * PAT5 Wite-Through
306 #define MSR_P4_LBSTK 2 Ox1ldd 372 * PAT6 Wi te- Conbine
307 #define MSR_P4_LBSTK 3 Ox1lde 373 * PAT7 Uncacheabl e
374 * The only difference fromh/w default is entry 6.
309 /* Intel PentiumM */ 375 */
310 #define MSR_P6M LBSTK_TOS 0x1c9 376 #define PAT_DEFAULT_ATTRI BUTE \
311 #define MSR_P6M LBSTK_0O 0x040 377 ((uint64_t)MIRR TYPE_VB | \
312 #define MSR_P6M LBSTK_1 0x041 378 ((uint64_t)MIRR_ TYPE WI << 8) | \
313 #define MSR_P6M LBSTK_2 0x042 379 ((uint64_t)MIRR_TYPE_UC << 16) | \
314 #define MSR_P6M LBSTK_3 0x043 380 ((uint64_t)MIRR_TYPE_UC << 24) | \
315 #define MSR_P6M LBSTK_4 0x044 381 ((uint64_t) MIRR_TYPE_ VB << 32) | \
316 #define MSR_P6M LBSTK_5 0x045 382 ((uint64_t) MIRR_TYPE_WI << 40) | \
317 #define MSR_P6M LBSTK_6 0x046 383 ((ui nt64_t) MIRR_TYPE_WC << 48) | \
318 #define MSR_P6M LBSTK_7 0x047 384 ((uint64_t) MIRR_TYPE_UC << 56))
320 /* Intel P4 (Prescott) */ 386 #define X86FSET_LARGEPAGE 0
321 #define MSR_PRP4_LBSTK_TOS Ox1lda 387 #define X86FSET_TSC 1
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388 #define X86FSET_MSR 2 454 #define X86FSET_OSPKE 68

389 #define X86FSET_MIRR 3

390 #define X86FSET_PGE 4 456 [ *

391 #define X86FSET_DE 5 457 * Intel Deep C State invariant TSC in |eaf 0x80000007.
392 #define X86FSET_CMOV 6 458 */

393 #define X86FSET_MWX 7 459 #define CPU D_TSC_CSTATE_I NVARI ANCE (0x100)
394 #define X86FSET_MCA 8

395 #define X86FSET_PAE 9 461 [ *

396 #define X86FSET_CX8 10 462 * Intel Deep Cstate al ways-running |local APIC tiner
397 #define X86FSET_PAT 11 463 */

398 #defi ne X86FSET_SEP 12 464 #define CPU D_CSTATE_ARAT (0x4)

399 #define X86FSET_SSE 13

400 #define X86FSET_SSE2 14 466 [/ *

401 #define X86FSET_HTT 15 467 * Intel ENERGY_PERF_BIAS MSR indicated by feature bit CPU D. 6. ECX] 3].
402 #define X86FSET_ASYSC 16 468 */

403 #define X86FSET_NX 17 469 #define CPU D_EPB_SUPPORT (1 << 3)

404 #define X86FSET_SSE3 18

405 #define X86FSET_CX16 19 471 | *

406 #define X86FSET_CMP 20 472 * Intel TSC deadline tiner

407 #define X86FSET_TSCP 21 473 *

408 #define X86FSET_MMI T 22 474 #define CPU D_DEADLI NE_TSC (1 << 24)

409 #define X86FSET_SSE4A 23

410 #define X86FSET_CPU D 24 476 | *

411 #define X86FSET_SSSE3 25 477 * x86_type is a |legacy concept; this is supplanted
412 #define X86FSET_SSE4_1 26 478 * for nobst purposes by x86_featureset; nodern CPUs
413 #define X86FSET_SSE4 2 27 479 * shoul d be X86_TYPE_OTHER

414 #define X86FSET_1GPG 28 480 */

415 #define X86FSET_CLFSH 29 481 #define X86_TYPE_OTHER 0

416 #define X86FSET_64 30 482 #define X86_TYPE 486 1

417 #define X86FSET_AES 31 483 #define X86_TYPE_P5 2

418 #define X86FSET_PCLMULQDQ 32 484 #define X86_TYPE_P6 3

419 #define X86FSET_XSAVE 33 485 #define X86_TYPE_CYRI X_486 4

420 #define X86FSET_AVX 34 486 #define X86_TYPE_CYRI X_6x86L 5

421 #define X86FSET_VMX 35 487 #define X86_TYPE_CYRI X_6x86 6

422 #define X86FSET_SVM 36 488 #define X86_TYPE_CYRI X_GXm 7

423 #defi ne X86FSET_TOPOEXT 37 489 #define X86_TYPE_CYRI X_6x86MX 8

424 #define X86FSET_F16C 38 490 #define X86_TYPE_CYRI X_Medi aGX 9

425 #define X86FSET_RDRAND 39 491 #define X86_TYPE_CYRI X_M I 10

426 #define X86FSET_X2API C 40 492 #define X86_TYPE VIA CYRIX_ Il 11

427 #define X86FSET_AVX2 41 493 #define X86_TYPE_P4 12

428 #define X86FSET_BM 1 42

429 #define X86FSET_BM 2 43 495 [ *

430 #define X86FSET_FMA 44 496 * x86_vendor allows us to select between

431 #define X86FSET_SMEP 45 497 * inplenentation features and hel ps guide

432 #define X86FSET_SMAP 46 498 * the interpretation of the cpuid instruction.
433 #define X86FSET_ADX 47 499 */

434 #define X86FSET_RDSEED 48 500 #define X86_VENDOR | ntel 0

435 #define X86FSET_MPX 49 501 #define X86_VENDORSTR_ I ntel "Cenui nel ntel "
436 #define X86FSET_AVX512F 50

437 #define X86FSET_AVX512DQ 51 503 #define X86_VENDOR Intel Clone 1

438 #define X86FSET_AVX512PF 52

439 #define X86FSET_AVX512ER 53 505 #defi ne X86_VENDOR_AMD 2

440 #define X86FSET_AVX512CD 54 506 #define X86_VENDORSTR_AMD " Aut hent i cAMD"
441 #define X86FSET_AVX512BW 55

442 #define X86FSET_AVX512VL 56 508 #define X86_VENDOR Cyri x 3

443 #define X86FSET_AVX512FNA 57 509 #define X86_VENDORSTR_CYRI X "Cyri xl nst ead"
444 #define X86FSET_AVX512VBM 58

445 #define X86FSET_AVX512VPOPCDQ 59 511 #define X86_VENDOR UMC 4

446 #define X86FSET_AVX512NNI W 60 512 #define X86_VENDORSTR_UMC "UMC UMC UMC "
447 #define X86FSET_AVX512FNMAPS 61

448 #defi ne X86FSET_XSAVECPT 62 514 #define X86_VENDOR NexGen 5

449 #define X86FSET_XSAVEC 63 515 #define X86_VENDORSTR_NexGen "NexGenDri ven"
450 #define X86FSET_XSAVES 64

451 #define X86FSET_SHA 65 517 #define X86_VENDOR_Cent aur 6

452 #define X86FSET_UM P 66 518 #defi ne X86_VENDORSTR_Cent aur " Cent aur Haul s"
453 #define X86FSET_PKU 67
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521

523
524

526
527

529
530

532
533
534
535

537
538
539
540
541
542
543
544

546
547
548
549
550

552
553
554
555
556
557

559
560
561
562
563

565
566
567
568
569

571
572
573

575
576
577
578

580
581

583
584
585

#def i
#def i

#def i
#def i

#def i
#def i

#def i
#def i

/*

ne
ne

ne
ne

ne
ne

ne
ne

X86_VENDOR _Ri se 7
X86_VENDORSTR_Ri se "Ri seRi seRi se"

X86_VENDCR Si S 8
X86_VENDORSTR_Si S "SiSSiSSiS "
X86_VENDOR TM 9
X86_VENDORSTR_TM " Genui neTVK86"
X86_VENDOR_NSC 10

X86_VENDORSTR_NSC "Geode by NSC'

* Vendor string nmax len + \0

*/

#defi ne X86_VENDOR_STRLEN 13

/

* Ok kR %k k k

/

#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i

ne
ne
ne
ne
ne

ne

ne

ne

/* True

#def i

ne

/* True

#def i

#def i

ne

ne

/* True

#def i

ne

Sonme vendor/fam | y/ nodel / st eppi ng ranges are commonly grouped under
a si ngI e identifyi ng banner by the vendor.
t hat
identifying the vendor with X86_VENDOR *
famly,
within that family with nore significant bits indicating '

The foll ow ng encode
inauint32_t with the 8 nost significant bits

the next 8 identifying the

and the remaining 16 typically forming a bitmask of revi si ons
"later” revisions.

"revision"

_X86_CHI PREV_VENDOR_MASK
_X86_CHI PREV_VENDOR_SHI FT
_X86_CHI PREV_FAM LY_MASK
_X86_CHI PREV_FAM LY_SHI FT
_X86_CHI PREV_REV_MASK

0xf f 000000u
24
0x00f f 0000u
16
0x0000ffffu

_X86_CHI PREV_VENDOR(x) \

(((X) & _X86_CHI PREV_VENDOR MASK) >>
X86_CHI PREV_FAM LY(X) \

((X) & _X86_ CHIPREV FAM LY_MASK) >>
“X86__CHI PREV_REV(X) \

((x) & _X86_CH PREV_REV_MASK)

_X86_CHI PREV_VENDOR_SHI FT)
_X86_CHI PREV_FAM LY_SHI FT)

—~|

if x matches in vendor and famly and if x matches the given rev mask */
\

X86_CHI PREV_NATCH( x, mask)
(_X86_CHI PREV_VENDOR(x) == _X86_CHI PREV_VENDOR( mask) && \

_X86_CHI PREV_FAM LY(x) == _X86_CHI PREV_FAM LY(nask) && \
((_X86_CH PREV_REV(x) & _X86_CHI PREV_REV(mask)) != 0))

if x matches in vendor and famly, and rev is at |east mnx */

X86_CHI PREV_ATLEAST(x, minx) \

(_X86_CHI PREV_VENDOR(X) == _X86_CHI PREV_VENDOR(ni nx) && \
_X86_CHI PREV_FAM LY(x) == _X86_CHI PREV_FAM LY( i nx) && \
_X86_CHI PREV_REV(x) >= _X86_CHI PREV_REV( i nx))

X86_CHI PREV_MKREV(vendor, family, rev) \
((uint32_t)(vendor) << _X86_CHI PREV_VENDOR SHI FT | \
(famly) << _X86_CH PREV_FAMLY_SHI FT | (rev))
if x matches in vendor, | east mnx */
X86_CHI PFAM ATLEAST(x, mi nx) \

(_X86_CHI PREV_VENDOR(x) ==

_X86_CHI PREV_FAM LY(x) >=

and fam'Iy is at

X86_CHI PREV_VENDOR( ni nx) && \
_X86_CHI PREV_FAM LY( i nx))

/* Revision default */

#defi ne X86_CH PREV_UNKNOWN

/*

* Definitions for AVD Fami |y Oxf.
* sufficiently different that we will

0x0

M nor revisions CO and CG are

di stinguish them in all other
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586
587
588
589
590
591
592
593
594

596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612

614
615
616
617
618

620
621
622
623
624

626
627
628
629
630
631
632

634
635
636
637
638

640
641

643
644
645
646
647

649
650
651

* case we will
*

/
#defi ne X86_CH PREV_AMD F REV_B _X86_CHH PREV_MKREV( X86_VENDOR_AMD, Oxf,
#def i ne X86_CH PREV_AMD_F_REV_C0 _X86_CHI PREV_MKREV( X86_VENDCR_AMD, Oxf
#defi ne X86_CH PREV_AMD_F_REV_CG _X86_CHI PREV_MKREV( X86_VENDOR_AMD, Oxf,
#def i ne X86 CHI PREV Al\/D F REV D X86 CHI PREV. IVKREV( X86 VENDCR AMD, Oxf,
#defi ne X86 CHI PREV AND F REV E X86 CHI PREV_ '_MKREV( X86 VENDO? _AMD, Oxf,
#defi ne X86 CHI PREV AIVD F REV F X86 CHI PREV_ _MKREV( X86 VENDG? _ AMD, Oxf,
#def i ne X86_CH PREV_AMD_F_REV_G _X86_CHI PREV_MKREV( X86_VENDOR_AMD, Oxf,

identify the major revision.

/*

* Definitions for AMD Fanmily 0x10. Rev A was Engineering Sanples only.
*/

#defi ne X86_CH PREV_AMD_10_REV_A \

X86_CHI PREV_MKREV( X86_VENDOR_AND,

#def i ne X86_CH PREV_AMD 10 REV B \
X86_CHI PREV_MKREV{ X86_VENDOR_AND,

#def i ne X86_CH PREV_AMD 10_REV_C2 \
X86_CHI PREV_MKREV( X86_VENDOR_AND,

#def i ne X86_CH PREV_AMD 10_REV _C3 \
X86_CH PREV_MKREV( X86_VENDOR_AND,

#def i ne X86_CH PREV_AMD 10_REV_DO \
X86_CHI PREV_MKREV( X86_VENDOR_AND,

#def i ne X86_CH PREV_AMD 10_REV D1 \
X86_CH PREV_MKREV{ X86_VENDOR_AND,

#def i ne X86_CHI PREV_AND 10_REV_E \
_X86_CHI PREV_MKREV({ X86_VENDCR_AND,

0x10, 0x0001)
0x0002)
0x0004)
0x0008)
0x0010)
0x0020)

0x0040)

0x10,
0x10,
0x10,
0x10,
0x10,
0x10,

/*
* Definitions for AVMD Family Ox11.
*
/
#defi ne X86_CHH PREV_AMD 11 _REV_B \
_X86_CHI PREV_MKREV( X86_VENDOR_AMD, 0x11, 0x0002)
/*
* Definitions for AVD Family 0x12.
*

#def i ne X86_CH PREV_AMD 12 _REV_B \
_X86_CHI PREV_MKREV( X86_VENDOR_AMD, 0x12, 0x0002)
/*
* Definitions for AVMD Family 0x14.
*
/
#defi ne X86_CHI PREV_AMD 14_REV_B \
X86_CHI PREV_MKREV( X86_VENDOR_AND,
#define X86_CH PREV_AMD_14_REV_C \
_X86_CHI PREV_MKREV( X86_VENDOR_AMD,

0x14, 0x0002)

0x14, 0x0004)
/*

* Definitions for AMD Family 0x15

*

/
#defi ne X86_CHI PREV_AMD_150R REV_B2 \

_X86_CHI PREV_MKREV( X86_VENDOR_AMD, 0x15, 0x0001)

#def i ne X86_CH PREV_AMD_15TN_REV_A1 \

_X86_CHI PREV_MKREV( X86_VENDOR_AMD, 0x15, 0x0002)

/*

* Various socket/package types, extended as the need to distinguish
* a new type arises. The top 8 byte identfies the vendor and the

* remaining 24 bits describe 24 socket types.
*/

#defi ne
#defi ne
#defi ne

_X86_SOCKET_VENDOR_SHI FT
T X86_SOCKET_VENDOR( X)
TX86_SOCKET_TYPE_MASK

24
((x) >> _X86_SOCKET_VENDOR_SHI FT)
0x00f f f f Tf

10

0x0001)
0x0002)
0x0004)
0x0008)
0x0010)
0x0020)
0x0040)
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654
655

657
658
659

661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686

688 /

689
690
691

693
694
695
696
697
698
699
700
701
702
703
704
705

#def i
#def i

#def i

#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne

ne

ne

ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

_X86_SOCKET_TYPE( x)
X86_SOCKET_MKVAL(vendor

bi tval) \

((X) & _X86_SOCKET_TYPE_MASK)

((uint32_t)(vendor) << X86_SC,CKET_VENDO?_SHI FT | (bitval))

X86_SOCKET_NMATCH( s,

mask) \

(_X86_SOCKET_VENDOR( S) == _X86_SOCKET_VENDOR( mask) && \

(TX86_SOCKET_TYPE(s) &

_X86_SOCKET_TYPE(mask)) != 0)

X86_SOCKET _UNKNOWN 0x0

/*

* AMD socket types

*
X86_SOCKET_754
X86_SOCKET_939
X86_SOCKET_940
X86_SOCKET_S1gl
X86_SOCKET_AMR
X86_SOCKET_F1207
X86_SOCKET_S1g2
X86_SOCKET_S1g3
X86_SOCKET_AM
X86_SOCKET_AM2R2
X86_SOCKET_AMB
X86_SOCKET_G34
X86_SOCKET_ASB2
X86_SOCKET_C32
X86_SOCKET_Sl1g4
X86_SOCKET_FT1
X86_SOCKET_FML
X86_SOCKET_FS1
X86_SOCKET_AMBR2
X86_SOCKET_FP2
X86_SOCKET_FS1R2
X86_SOCKET_FM2

*

* xget bv/ xset bv support
* See section 13.3 in vol.
*/

_X86_SOCKET_MKVAL ( X86_VENDOR_AND,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
_X86_SOCKET_MKVAL( X86_VENDOR_AMD,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AND,
_X86_SOCKET_MKVAL( X86_VENDOR_AMD,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AND,
—X86_SOCKET_MKVAL( X86_VENDOR_AMD,
_X86_SOCKET_MKVAL( X86_VENDOR_AND,

1 of the Intel devlopers manual .

#def i ne XFEATURE_ENABLED_MASK  0x0

/*

* XFEATURE_ENABLED MASK val ues (eax)
* See setup_xfen().
*/

#def i
#def i
#def i
#def i
#def i

#def i
#def i

ne
ne
ne
ne
ne

ne
ne

XFEATURE_LEGACY_FP

XFEATURE_SSE
XFEATURE_AVX
XFEATURE_MPX
XFEATURE_AVX512

/* bit 8 unused */

XFEATURE_PKRU
XFEATURE_FP_ALL \

Ox1
0x2
0x4
0x18 /*
Oxe0 /*

2 bits, both 0 or 1 */
3 bits, all 0 or 1 */
0x200

0x000001)
0x000002)
0x000004)
0x000008)
0x000010)
0x000020)
0x000040)
0x000080)
0x000100)
0x000200)
0x000400)
0x000800)
0x001000)
0x002000)
0x004000)
0x008000)
0x010000)
0x020000)
0x040000)
0x080000)
0x100000)
0x200000)

( XFEATURE_LEGACY FP | XFEATURE_SSE | XFEATURE_AVX | XFEATURE_MPX

XFEATURE_AVX512

#i f !defined(_ASM

XFEATURE_PKRU)

#if defined(_KERNEL) || defined( KNVEMUSER)

#def i ne NUM_X86_FEATURES
extern uchar_t x86_featureset[];

69

extern void free_x86_featureset(void *featureset);

extern bool ean_t

is_x86_feature(void *featureset,

uint_t feature);

\
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new usr/src/uts/intel/sys/x86_archext.h

718 extern void add_x86_feature(void *featureset,
719 extern void renove_x86_feature(void *featureset,

721 extern void print_x86_featureset(void *featureset);
724 extern uint_t x86_type;

725 extern uint_t x86_vendor;

726 extern uint_t x86_clflush_size;

728 extern uint_t pentiunpro_bug4046376;

730 extern const char Cyrixlnstead[];

732 #endi f
734 #if defined(_KERNEL)
736 |/ *

737 * This structure is used to pass arguments and get return val ues
cpuid_insn() routine.

738 * fromthe CPU D instruction in
*/

739

740 struct cpuid_regs {

741 ui nt 32_t cp_eax;
742 ui nt32_t cp_ebx;
743 ui nt 32_t cp_ecx;
744 ui nt 32_t cp_edx;
745

b
__unchanged_portion_omtted_

uint_t feature);
uint_t feature);
720 extern bool ean_t conpare_x86_featureset (void *setA, void *setB);
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