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CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

22 /Copyright (c) 2013, Ira Cooper. Al rights reserved.

23

24 |*

25 #endif /* | codereview */

26 */Copyright (c) 1989, 2010, Oracle and/or its affiliates. All rights reserved.
27 *

29 /* Copyright (c) 1984, 1986, 1987, 1988, 1989 AT&T */

30 /* Al Rights Reserved =[]

32 /*

33 * University Copyright- Copyright (c) 1982, 1986, 1988

34 * The Regents of the University of California

35 * Al Rights Reserved

36 *

37 * University Acknow edgnent- Portions of this docunent are derived from
38 * software devel oped by the University of California, Berkeley, and its
39 */contri but ors.

40 *

42 #i
43 #i
44 #i
45 #i
46 #i
47 #i
48 #i
49 #i
50 #i
51 #i
52 #i
53 #i
54 #i
55 #i
56 #i
57 #i
58 #i
59 #i

ncl ude <sys/types. h>

ncl ude <sys/sysnacros. h>
ncl ude <sys/param h>

ncl ude <sys/systm h>

ncl ude <sys/cred_i npl . h>
ncl ude <sys/policy. h>
ncl ude <sys/vnode. h>

ncl ude <sys/errno. h>

ncl ude <sys/kmem h>

ncl ude <sys/user.h>

ncl ude <sys/proc. h>

ncl ude <sys/syscall.h>
ncl ude <sys/debug. h>

ncl ude <sys/atom c. h>
ncl ude <sys/ucred. h>

ncl ude <sys/prsystm h>
ncl ude <sys/nodctl . h>
ncl ude <sys/avl.h>
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112

114
115
116
117

119
120
121
122
123
124
125

#i ncl ude <sys/door. h>

#i ncl ude <c2/ audit. h>

#i ncl ude <sys/zone. h>

#i ncl ude <sys/tsol /Il abel.h>
#i ncl ude <sys/sid. h>

#i ncl ude <sys/idmap. h>

#i ncl ude <sys/kl pd. h>

#i ncl ude <sys/varargs. h>

#i ncl ude <sys/sysconf.h>

#i ncl ude <util/qgsort.h>

/* Ephereral |Ds Zones specific data */
{

typedef struct epheneral _zsd
ui d_t m n_ui d;
ui d_t I ast _ui d;
gid_t m n_gi d;
gid_t | ast _gi d;
kmut ex_t eph_l ock;

cred_t *eph_nobody;
} epheneral _zsd_t;
static void crgrphol d(credgrp_t *);
#def i ne CREDGRPSZ(ngrp) (sizeof (credgrp_t) + ((ngrp - 1) * sizeof (gid_t)))

static kmutex_t
static zone_key_t

ephener al _zone_nut ex;
ephener al _zone_key;

static struct knem.cache *cred_cache;
static size_t crsize = 0;
static int audoff = 0;
ui nt 32_t ucr edsi ze;
cred_t *ker ed;
static cred_t *dumycr;

int rstlink; /* link(2) restricted to files owned by user? */

static int get_c2audit_| oad(void);
#defi ne CR_AU NFQ( c) (auditinfo_addr_t *)((audoff == 0) ? NULL : \
((char *)(c)) + audoff)

#def i ne REMOTE_PEER_CRED( c) ((c)->cr_gid == -1)

#defi ne Bl N_GROUP_SEARCH_CUTCFF 16
static bool ean_t hasephids = B_FALSE;

static epheneral _zsd_t *
get _epheneral _zsd(zone_t *zone)

epheneral _zsd_t *eph_zsd;

eph_zsd = zone_get speci fi c(epheneral _zone_key, zone);
if (eph_zsd !'= NULL)

return (eph_zsd);
}

mut ex_ent er (&ephener al _zone_nut ex) ;
eph_zsd = zone_get speci fi c(epheneral _zone_key, zone);
if (eph_zsd == NULL) {
eph_zsd = kmem zal | oc(si zeof (epheneral _zsd_t), KM SLEEP);
eph_zsd->m n_ui d = MAXUI D,
eph_zsd->l ast _uid = | DVAP_WK__MAX_UI D
eph_zsd->nmin_gid = MAXU D;
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126 eph_zsd->l ast_gid = | DVAP_WK__MAX G D

127 mut ex_i ni t (&ph_zsd->eph_l ock, NULL, MJTEX_DEFAULT, NULL);
129 /*

130 * nobody is used to map SID containing CRs.
131 */

132 eph_zsd- >eph_nobody = crdup(zone->zone_kcred);
133 (voi d) crsetugi d(eph_zsd->eph_nobody, U D NOBODY, G D _NOBODY);
134 CR_FLAGS( eph_zsd->eph_nobody) = 0;

135 eph_zsd- >eph_nobody- >cr _zone = zone;

137 (voi d) zone_setspecific(epheneral _zone_key, zone, eph_zsd);
138

139 mut ex_exi t (&ephener al _zone_nut ex) ;

140 return (eph_zsd);

141 }

143 static cred_t *crdup_flags(const cred_t *, int);

144 static cred_t *cralloc_flags(int);

146 /*

147 * This function is called when a zone is destroyed

148 */

149 static void

150 /* ARGSUSED */

151 destroy_epheneral _zsd(zoneid_t zone_id, void *arg)

152 {

153 epheneral _zsd_t *eph_zsd = arg;

154 if (eph_zsd != NULL)

155 mut ex_dest r oy( &ph_zsd- >eph_| ock) ;

156 crfree(eph_zsd->eph_nobody) ;

157 kmem free(eph_zsd, sizeof (epheneral _zsd_t));
158 }

159 }

163 /*

164 * Initialize credentials data structures.

165 */

167 void

168 cred_init(void)

169 {

170 priv_init();

172 crsize = sizeof (cred_t);

174 if (get_c2audit_load() > 0) {

175 #ifdef _LP64

176 /* assure audit context is 64-bit aligned */
177 audof f = (crsize +

178 sizeof (int64_t) - 1) & ~(sizeof (int64_t) - 1);
179 #el se /* _LP64 */

180 audof f = crsi ze;

181 #endif /* _LP64 */

182 crsize = audoff + sizeof (auditinfo_addr_t);
183 crsize = (crsize + sizeof (int) - 1) & ~(sizeof (int) - 1);
184 }

186 cred_cache = knem cache_create("cred_cache", crsize, O,
187 NULL, NULL, NULL, NULL, NULL, 0);

189 /*

190

191

* dummycr is used to copy initial state for creds.
*/
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192 dumycr = cralloc();

193 bzer o(dumycr, crsize);

194 dumycr->cr_ref = 1;

195 dumycr->cr_uid = (uid_t)-1;

196 dummycr->cr_gid = (gid_t)-1;

197 dummycr->cr_ruid = (uid_t)-1;

198 dumycr->cr_rgid = (gid_t)-1;

199 dumycr->cr_suid = (uid_t)-1;

200 dummycr->cr_sgid = (gid_t)-1;

203 /*

204 * kcred is used by anything that needs all privileges; it’'s
205 * also the tenplate used for crget as it has all the conpatible
206 * sets filled in.

207 *

208 kcred = cralloc();

210 bzero(kcred, crsize);

211 kcred->cr_ref = 1;

213 /* kcred is never freed, so we don’t need zone_cred_hold here */
214 kcred- >cr _zone = &zone0;

216 priv_fillset (&R _LPRI V(kcred));

217 CR_| PRI V(kcred) = *priv_basic;

219 /* Not a basic privilege, if chown is not restricted add it to 10 */
220 if (!rstchown)

221 priv_addset (&R_|I PRI V(kcred), PRIV_FILE CHOM_SELF);
223 /* Basic privilege, if link is restricted renove it fromI0 */
224 if (rstlink)

225 priv_del set (&R | PRI V(kcred), PRIV_FILE LI NK_ANY);
227 CR_EPRI V(kcred) = CR PPRI V(kcred) = CR | PRI V(kcred);

229 CR_FLAGS(kcred) = NET_MAC_AWARE;

231 /*

232 * Set up credentials of pO.

233 *

234 ttoproc(curthread)->p_cred = kcred;

235 curthread->t_cred = kcred;

237 ucredsi ze = UCRED_SI ZE;

239 mut ex_i ni t (& pheneral _zone_nut ex, NULL, MJUTEX_DEFAULT, NULL);
240 zone_key_creat e( &pheneral _zone_key, NULL, NULL, destroy_epheneral _zsd);
241 }

243 | *

244 * Allocate (nearly) uninitialized cred_t.

245 */

246 static cred_t *

247 cralloc_flags(int flgs)

248 {

249 cred_t *cr = kmem.cache_all oc(cred_cache, flgs);

251 if (cr == NULL)

252 return (NULL);

254 cr->cr_ref = 1; /* So we can crfree() */

255 cr->cr_zone = NULL;

256 cr->cr_|l abel = NULL;

257 cr->cr_ksid = NULL;
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258 cr->cr_kl pd = NULL;

259 cr->cr_grps = NULL;

260 return (cr);

261 }

263 cred_t *

264 crall oc(void)

265 {

266 return (cralloc_flags(KM SLEEP));

267 }

269 /*

270 * As cralloc but prepared for ksid change (if appropriate).

271 */

272 cred_t *

273 cral |l oc_ksi d(void)

274 {

275 cred_t *cr = cralloc();

276 i f (hasephids)

277 cr->cr_ksid = kcrsid_alloc();

278 return (cr);

279 }

281 /*

282 * Allocate a initialized cred structure and crhold() it.

283 * Initialized neans: all ids 0, group count O, L=Full, E=P=I=10
284 =/

285 cred_t *

286 crget(void)

287 {

288 cred_t *cr = knem cache_al |l oc(cred_cache, KM SLEEP);

290 bcopy(kcred, cr, crsize);

291 cr->cr_ref = 1;

292 zone_cred_hol d(cr->cr_zone);

293 if (cr->cr_label)

294 | abel _hol d(cr->cr_| abel );

295 ASSERT(cr->cr _kl pd == NULL);

296 ASSERT( cr->cr_grps == NULL);

297 return (cr);

298 }

300 /*

301 * Broadcast the cred to all the threads in the process.

302 * The current thread's credentials can be set right away, but other
303 * threads nust wait until the start of the next systemcall or trap.
304 * This avoids changing the cred in the middle of a systemcall.

305 *

306 * The cred has already been held for the process and the thread (2 holds),
307 * and p->p_cred set.

308 *

309 * p->p_crlock shouldn’t be held here, since p_lock nmust be acquired.
310 */

311 void

312 crset(proc_t *p, cred_t *cr)

313

314 kt hread_i d_t t;

315 kt hread_i d_t first;

316 cred_t *oldcr;

318 ASSERT(p == curproc); /* assunes p_lwpcnt can’t change */
320 /*

321 * DTrace accesses t_cred in probe context. t_cred nust always be
322 * either NULL, or point to a valid, allocated cred structure.
323 */
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}
| *

* Rel ease previous hold on a cred structure.

t = curthread;
oldcr = t->t_cred,;

t->t_cred = cr; /* the cred is held by caller for this thread */
crfree(oldcr); /* free the old cred for the thread */
/*

* Broadcast to other threads, if any.
*
if (p->p_lwecnt > 1) {
mut ex_ent er (&p- >p_I ock) ;
first = curthread;
for (t = first->t_forw t !=first; t =
t->t_pre_sys = 1; /* so syscall
mut ex_exi t (&p->p_| ock);

/* to keep thread |list safe */

>t _forw)
|

t->t
will get new cred */

a hold on a cred structure.

oi d
crhol d(cred_t *cr)

ASSERT(cr->cr_ref != Oxdeadbeef && cr->cr_ref = 0);
atomi c_add_32(&cr->cr_ref, 1);

Free it if refcnt == 0.

* |f cred uses |label different fromzone |abel, free it.

S
voi d

crfree(cred_t *cr)
357 {

}
| *

ASSERT(cr->cr_ref != Oxdeadbeef && cr->cr_ref != 0);
if (atom c_add_32_nv(&cr->cr_ref, -1) == 0) {
ASSERT(cr != kcred);
if (cr->cr_|label)
| abel _rel e(cr->cr_label);
if (cr->cr_klpd)
crkl pd_rel e(cr->cr_kl pd);
if (cr->cr_zone)
zone_cred_rel e(cr->cr_zone);
if (cr->cr_ksid)
kcrsid_rel e(cr->cr_ksid);
if (cr->cr_grps)
crgrprel e(cr->cr_grps);

kmem cache_free(cred_cache, cr);

* Copy a cred structure to a new one and free the ol d one.

*
*
*/

cred_t

The new cred will have two references.
and one for the thread.

One for the calling process,

*

crcopy(cred_t *cr)
383 {

cred_t *newcr;

newcr = cralloc();
bcopy(cr, newcr, crsize);
if (newcr->cr_zone)
zone_cred_hol d( newcr - >cr _zone);
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390 if (newcr->cr_| abel)

391 | abel _hol d(newcr - >cr _| abel ) ;

392 if (newcr->cr_ksid)

393 kcrsi d_hol d( newcr - >cr _ksi d);

394 if (newcr->cr_klp

395 crkl pd_hol d( newcr - >cr _kl pd) ;

396 if (newcr->cr_grps)

397 crgr phol d( newcr - >cr_grps) ;

398 crfree(cr);

399 newcr->cr_ref = 2; /* caller gets two references */
400 return (newcr);

401 }

403 /*

404 * Copy a cred structure to a new one and free the ol d one.
405 * The new cred will have two references. One for the calling process,
406 * and one for the thread.

407 * This variation on crcopy uses a pre-allocated structure for the
408 * "new' cred.

409 */

410 void

411 crcopy_to(cred_t *oldcr, cred_t *newcr)

412 {

413 credsid_t *nkcr = newcr->cr_ksid;

415 bcopy(ol dcr, newcr, crsize);

416 if (newcr->cr_zone)

417 zone_cred_hol d( newcr - >cr _zone) ;

418 if (newcr->cr_| abel)

419 | abel _hol d(newcr->cr_| abel );

420 if (newcr->cr_kl pd)

421 crkl pd_hol d( newcr - >cr _kl pd) ;

422 if (newcr->cr_grps)

423 crgr phol d( newcr ->cr_grps);

424 if (nkcr) {

425 newcr - >cr _ksi d = nkcr;

426 kcrsi dcopy_to(ol der->cr_ksid, newcr->cr_ksid);
427 } else if (newcr->cr_ksid

428 kcrsi d_hol d( newcr - >cr _ksi d) ;

429 crfree(ol dcr);

430 newcr->cr_ref = 2; /* caller gets two references */
431 }

433 | *

434 * Dup a cred struct to a new held one.

435 * The old cred is not freed.

436  */

437 static cred_t *
438 crdup_flags(const cred_t *cr, int flgs)
{

439

440 cred_t *newcr;

442 newcr = cralloc_flags(flgs);

444 if (newcr == NULL)

445 return (NULL);

447 bcopy(cr, newcr, crsize);

448 if (newcr->cr_zone)

449 zone_cred_hol d( newcr - >cr _zone) ;
450 if (newcr->cr_|abel)

451 | abel _hol d(newcr - >cr _| abel ) ;
452 if (newcr->cr_kl pd)

453 crkl pd_hol d( newcr - >cr _kl pd) ;
454 if (newcr->cr_ksid)

455 kecrsi d_hol d( newcr - >cr _ksi d) ;
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456 if (newcr->cr_grps)

457 crgr phol d( newcr - >cr _grps) ;
458 newcr->cr_ref = 1;

459 return (newcr);

460 }

462 cred_t *
463 crdup(cred_t *cr)

464 {

465 return (crdup_flags(cr, KM SLEEP));

466 }

468 [ *

469 * Dup a cred struct to a new held one.

470 * The old cred is not freed.

471 * This variation on crdup uses a pre-allocated structure for the
472 * "new' cred.

473 *

474 void

475 crdup_to(cred_t *oldcr, cred_t *newcr)

476 {

477 credsid_t *nkcr = newcr->cr_ksid;

479 bcopy(ol dcr, newcr, crsize);

480 if (newcr->cr_zone)

481 zone_cred_hol d(newcr - >cr _zone) ;
482 if (newcr->cr_|abel)

483 | abel _hol d(newcr - >cr _| abel ) ;
484 if (newcr->cr_kl pd

485 crkl pd_hol d( newcr - >cr _kl pd);
486 if (newcr->cr_grps)

487 crgrphol d( newcr - >cr _grps);

488 if (nkcr) {

489 newcr - >cr _ksid = nkcr;

490 kcrsi dcopy_to(ol der->cr_ksid, newcr->cr_ksid);
491 } else if (newcr->cr_ksid)

492 kcrsi d_hol d(newcr - >cr _ksi d);
493 newcr->cr_ref = 1;

494 }

496 /[ *

497 * Return the (held) credentials for the current running process.
498 */

499 cred_t *

500 crgetcred(void)

501 {

502 cred_t *cr;

503 proc_t *p;

505 p = ttoproc(curthread);

506 mut ex_ent er (&p->p_crl ock);

507 crhold(cr = p->p_cred);

508 mut ex_exi t (&p->p_crl ock);

509 return (cr);

510 }

512 /*

513 * Backward conpatibility check for suser().

514 * Accounting flag is now set in the policy functions; auditing is
515 * done through use of privilege in the audit trail.

516 */

517 int

518 suser(cred_t *cr)

519 {

520 return (PRIV_POLICY(cr, PRIV_SYS SUSER COVPAT, B FALSE, EPERM
521 == 0);

NULL)
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522 }
524 | *

525 * Determ ne whether the supplied group id is a nmenber of the group
526 * described by the supplied credentials.

527 */

528 int

529 ?rouprrenber(gi d_t gid, const cred_t *cr)

530

531 if (gid == cr->cr_gid)

532 return (1);

533 return (supgroupnenber(gid, cr));

534 }

536 /*

537 */As groupnmenber but only check against the suppl enental groups.
538 *

539 int

540 supgroupnenber (gid_t gid, const cred_t *cr)

541 {

542 int hi, |o;

543 credgrp_t *grps = cr->cr_grps;

544 const gid_t *gp, *endgp;

546 if (grps == NULL)

547 return (0);

549 /* For a small nunber of groups, use sequentials search. */
550 if (grps->crg_ngroups <= Bl N.GROUP_SEARCH CUTOFF) {

551 endgp = &gr ps- >crg_groups[ gr ps- >crg_ngroups] ;

552 for (gp = grps->crg_groups; gp < endgp; gp++)

553 if (*gp == gid)

554 return (1);

555 return (0);

556 }

558 /* We use binary search when we have many groups. */

559 lo = 0;

560 hi = grps->crg_ngroups - 1;

561 gp = grps->crg_groups;

563 do {

564 int m=(lo + hi) / 2

566 if (gid > gp[mM)

567 lo =m+ 1,

568 else if (gid < gp[n)

569 hi =m- 1;

570 el se

571 return (1);

572 } while (lo <= hi);

574 return (0);

575 }

577 |*

578 * This function is called to check whether the credentials set
579 * "scrp" has permission to act on credentials set "tcrp". It enforces the
580 * perm ssion requirenments needed to send a signal to a process.
581 * The same requirenents are inposed by other systemcalls, however.
582 *

583 * The rules are:

584 * (1) if the credentials are the same, the check succeeds

585 * (2) if the zone ids don’t match, and scrp is not in the gl obal zone or
586 * does not have the PRI V_PROC ZONE privilege, the check fails
587 * (3) if the real or effective user id of scrp matches the real or
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588 * user id of tcrp or scrp has the PRIV_PROC OMER privilege, the check
589 * succeeds
590 * (4) otherwi se, the check fails
591 */

592 int

593 hasprocpernm(const cred_t *tcrp, const cred_t *scrp)

594 {

595 if (scrp == tcrp)

596 return (1);

597 if (scrp->cr_zone != tcrp->cr_zone &&

598 (scrp->cr_zone ! = gl obal _zone ||

599 secpol i cy_proc_zone(scrp) != 0))

600 return (0);

601 if (scrp->cr_uid == tcrp->cr_ruid ||

602 scrp->cr_ruid == tcrp->cr_ruid ||

603 scrp->cr_uid == tcrp->cr_suid ||

604 scrp->cr_ruid == tcrp->cr_suid ||

605 I PRI V_POLI CY(scrp, PRI V_PROC OMNER, B _FALSE, EPERM "hasprocperni))
606 return (1);

607 return (0);

608 }

610 /*

611 * This interface replaces hasprocperm it works |ike hasprocperm but
612 * additionally returns success if the proc_t’'s match

613 * It is the preferred interface for npbst uses.

614 * And it will acquire p_crlock itself, so it assert’s that it shouldn’t
615 * be hel d.

616 */

617 int

618 prochasprocperm(proc_t *tp, proc_t *sp, const cred_t *scrp)

619 {

620 int rets;

621 cred_t *tcrp;

623 ASSERT( MUTEX_NOT_HELD( & p- >p_cr | ock));

625 if (tp == sp)

626 return (1);

628 if (tp->p_sessp != sp->p_sessp && secpolicy_basic_proc(scrp) != 0)
629 return (0);

631 mut ex_ent er (& p->p_crl ock);

632 crhold(tcrp = tp->p_cred);

633 mut ex_exi t (& p->p_crl ock);

634 rets = hasprocpernm(tcrp, scrp);

635 crfree(tcrp);

637 return (rets);

638 }

640 /*

641 * This routine is used to conpare two credentials to determne if
642 * they refer to the same "user". |f the pointers are equal, then
643 * they nust refer to the sane user. Oherw se, the contents of
644 * the credentials are conpared to see whether they are equivalent.
645 *

646 * This routine returns O if the credentials refer to the same user,
647 * 1 if they do not.

648 */

649 int

650 crcnp(const cred_t *crl, const cred_t *cr2)

651 {

652 credgrp_t *grpl, *grp2;
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654 if (crl == cr2)

655 return (0);

657 if (crl->cr_uid == cr2->cr_uid &&

658 crl->cr_gid == cr2->cr_gid &&

659 crl->cr_ruid == cr2->cr_ruid &&

660 crl->cr_rgi d == cr2->cr_rgid &&

661 crl->cr_zone == cr2->cr _zone &&

662 ((grpl = crl->cr_grps) == (grp2 = cr2->cr_grps) ||
663 (grpl !'= NULL && grp2 != NULL

664 grpl->crg_ngroups == grp2- >crg_ngroups &&
665 bcnp(grpl- >crg_groups, grp2->crg_groups,
666 grpl->crg_ngroups * sizeof (gid_t)) == 0))) {
667 return (!priv_isequal set (&CR CEPRI V(cr1), &CR CEPRIV(cr2)));
668 }

669 return (1);

670 }

672 | *

673 * Read access functions to cred_t.

674 */

675 uid_t

676 crgetui d(const cred_t *cr)

677 {

678 return (cr->cr_uid);

679 }

681 uid_t

682 crgetruid(const cred_t *cr)

683 {

684 return (cr->cr_ruid);

685 }

687 uid_t

688 crgetsuid(const cred_t *cr)

689 {

690 return (cr->cr_suid);

691 }

693 gid_t

694 crgetgid(const cred_t *cr)

695 {

696 return (cr->cr_gid);

697 }

699 gid_t

700 crgetrgid(const cred_t *cr)

701 {

702 return (cr->cr_rgid);

703 }

705 gid_t

706 crgetsgid(const cred_t *cr)

707 {

708 return (cr->cr_sgid);

709 }

711 const auditinfo_addr_t *

712 crgetaui nfo(const cred_t *cr)

713 {

714 return ((const auditinfo_addr_t *)CR_AU NFQ(cr));
715 }

717 auditinfo_addr_t *

718 crgetaui nfo_nodi fiabl e(cred_t *cr)

719 {

11
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720 return (CR_AU NFQ(cr));

721 }

723 zonei d_t

724 crgetzoneid(const cred_t *cr)

725 {

726 return (cr->cr_zone == NULL ?

727 (cr->cr_uid == -1 ? (zoneid_t)-1 : GLOBAL_ZONEI D)
728 cr->cr_zone->zone_id);

729 }

731 projid_t

732 crgetprojid(const cred_t *cr)

733 {

734 return (cr->cr_projid);

735 }

737 zone_t *

738 crgetzone(const cred_t *cr)

739 {

740 return (cr->cr_zone);

741 }

743 struct ts_label _s *

744 crgetl abel (const cred_t *cr)

745 {

746 return (cr->cr_| abel ?

747 cr->cr_| abel :

748 (cr->cr_zone ? cr->cr_zone->zone_sl abel NULL) ) ;
749 }

751 bool ean_t

752 crisrenote(const cred_t *cr)

753 {

754 return (REMOTE_PEER CRED(cr));

755 }

757 #define BADU D(x, zn) ((x) '=-1 & !'VALID UD((x), (zn)))
758 #define BADGA D(x, zn) ((x) '=-1 & !'VALID A D((x), (zn)))
760 int

761 crsetresuid(cred_t *cr, uid_t r, uid_t e, uid_t s)

762 {

763 zone_t *zone = crgetzone(cr);

765 ASSERT(cr->cr_ref <= 2);

767 if (BADU D(r, zone) || BADUI D(e, zone) || BADU D(s, zone))
768 return (-1);

770 if (r !=-1)

771 cr->cr_ruid =r;

772 if (e!=-1)

773 cr->cr_uid =

774 if (s!=-1)

775 cr->cr_suid = s;

777 return (0);

778 }

780 int

781 crsetresgid(cred_t *cr, gid_t r, gid_t e, gid_t s)

782 {

783 zone_t *zone = crgetzone(cr);

785 ASSERT(cr->cr_ref <= 2);
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852 }
787 if (BADA D(r, zone) || BADGA D(e, zone) || BADA D(s, zone))
788 return (-1); 854 void
855 crsetprojid(cred_t *cr, projid_t projid)
790 if (r !=-1) 856 {
791 cr->cr_rgid =r; 857 ASSERT(projid >= 0 & projid <= MAXPRQJI D) ;
792 if (el=-1) 858 cr->cr_projid = projid;
793 cr->cr_gid = e; 859 }
794 if (s!=-1)
795 cr->cr_sgid = s; 861 /*
862 * This routine returns the pointer to the first element of the crg_groups
797 return (0); 863 * array. It can nove around in an inplenentation defined way.
798 } 864 * Note that when we have no grouplist, we return one elenent but the
865 * caller should never reference it.
800 int 866 */
801 crsetugid(cred_t *cr, uid_t uid, gid_t gid) 867 const gid_t *
802 { 868 crgetgroups(const cred_t *cr)
803 zone_t *zone = crgetzone(cr); 869 {
870 return (cr->cr_grps == NULL ? &cr->cr_gid : cr->cr_grps->crg_groups);
805 ASSERT(cr->cr_ref <= 2); 871 }
807 if (!'VALID UD(uid, zone) || !VALID G D(gid, zone)) 873 int
808 return (-1); 874 crgetngroups(const cred_t *cr)
875 {
810 cr->cr_uid = cr->cr_ruid = cr->cr_suid = uid; 876 return (cr->cr_grps == NULL ? O : cr->cr_grps->crg_ngroups);
811 cr->cr_gid = cr->cr_rgid = cr->cr_sgid = gid; 877 }
813 return (0); 879 void
814 } 880 fredercred(const cred_t *cr, prcred_t *pcrp)
881
816 static int 882 pcrp->pr_euid = cr->cr_uid;
817 gi dcnp(const void *vl, const void *v2) 883 pcrp->pr_ruid = cr->cr_ruid,
818 { 884 pcrp->pr_suid = cr->cr_suid,;
819 gid_t gl = *(gid_t *)vi; 885 pcrp->pr_egid = cr->cr_gid;
820 gid_t g2 = *(gid_t *)v2; 886 pcrp->pr_rgid = cr->cr_rgid;
887 pcrp->pr_sgid = cr->cr_sgid,
822 if (gl < g2) 888 pcrp->pr_groups[0] = 0; /* in case ngroups == 0 */
823 return (-1); 889 pcrp->pr_ngroups = cr->cr_grps == NULL ? O : cr->cr_grps->crg_ngroups;
824 else if (gl > g2)
825 return (1); 891 if (pcrp->pr_ngroups != 0)
826 el se 892 bcopy(cr->cr_grps->crg_groups, pcrp->pr_groups,
827 return (0); 893 si zeof (gid_t) * pcrp->pr_ngroups);
828 } 894 }
830 int 896 static int
831 {crsetgroups(cred_t *cr, int n, gid_t *grp) 897 {cred2ucaud(const cred_t *cr, auditinfo64_addr_t *ainfo, const cred_t *rcr)
832 898
833 ASSERT(cr->cr_ref <= 2); 899 audi ti nfo_addr _t *ai;
900 au_tid_addr_t tid;
835 if (n > ngroups_max || n < 0)
836 return (-1); 902 if (secpolicy_audit_getattr(rcr, B_TRUE) != 0)
903 return (-1);
838 if (cr->cr_grps != NULL)
839 crgrprele(cr->cr_grps); 905 ai = CR_AU NFQ(cr); /* caller makes sure this is non-NULL */
906 tid = ai->ai _termd,;
841 if (n>0) {
842 cr->cr_grps = kmem al | oc( CREDGRPSZ(n), KM SLEEP); 908 ainfo->ai _auid = ai->ai _auid;
843 bcopy(grp, cr->cr_grps->crg_groups, n * sizeof (gid_t)); 909 ai nfo->ai _mask = ai->ai _nask;
844 cr->cr_grps->crg_ref = 1; 910 ai nf o->ai _asid = ai->ai _asid;
845 Cr->cr_grps->crg_ngroups = n;
846 gsort(cr->cr_grps->crg_groups, n, sizeof (gid_t), gidcnp); 912 ainfo->ai _ternmd.at_type = tid.at_type;
847 } else { 913 bcopy(&id.at_addr, &ainfo->ai_termd.at_addr, 4 * sizeof (uint_t));
848 cr->cr_grps = NULL;
849 } 915 ainfo->ai _ternid.at_port.at_major = (uint32_t)getmajor(tid.at_port);
916 ainfo->ai _ternmid.at_port.at_mnor = (uint32_t)getmnor(tid.at_port);
851 return (0);
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918 return (0);

919 }

921 void

922 cred2ucl abel (const cred_t *cr, bslabel _t *|abel p)

923 {

924 ts_l abel _t *tslp;

926 if ((tslp = crgetlabel (cr)) != NULL)

927 bcopy( & sl p->tsl _| abel, |abelp, sizeof (bslabel_t));
928 }

930 /*

931 * Convert a credential into a "ucred". Allowthe caller to specify
932 * and aligned buffer, e.g., in an nblk, so we don’t have to allocate
933 * menory and copy it twice.

934 *

935 * This function may call cred2ucaud(), which calls CRED(). Since this
936 * can be called froman interrupt thread, receiver’s cred (rcr) is needed
937 */to determ ne whether audit info should be included.

938 *

939 struct ucred_s *

940 cred2ucred(const cred_t *cr, pid_t pid, void *buf, const cred_t *rcr)
941 {

942 struct ucred_s *uc;

943 uint32_t real sz = ucredmni nsize(cr);

944 ts_label _t *tslp = is_system|abel ed() ? crgetlabel (cr) NULL;
946 /* The structure isn't always conpletely filled in, so zero it */
947 if (buf == NULL) {

948 uc = kmem zal | oc(real sz, KM SLEEP);

949 } else {

950 bzero(buf, realsz);

951 uc = buf;

952

953 uc->uc_si ze = real sz;

954 uc->uc_pid = pid;

955 uc->uc_projid = cr->cr_projid;

956 uc->uc_zonei d = crgetzoneid(cr);

958 i f (REMOTE_PEER CRED(cr)) {

959 /*

960 * Other than | abel, the rest of cred info about a

961 * renote peer isn't available. Copy the |abel directly
962 * after the header where we generally copy the prcred.
963 * That’s why we use sizeof (struct ucred_s). The other
964 * offset fields are initialized to 0.

965 */

966 uc->uc_l abel off = tslp == NULL ? O : sizeof (struct ucred_s);
967 } else {

968 uc->uc_credof f = UCRED CRED OFF;

969 uc->uc_privoff = UCRED PRI V_OFF;

970 uc->uc_audof f = UCRED_AUD_OFF;

971 uc->uc_| abel off = tslp == NULL ? 0 : UCRED LABEL_OCFF;
973 cred2prcred(cr, UCCRED(uc));

974 cred2prpriv(cr, UCPRIV(uc));

976 if (audoff == 0 || cred2ucaud(cr, UCAUD(uc), rcr) != 0)
977 uc->uc_audoff = 0;

978 1

979 if (tslp !'= NULL)

980 bcopy( &t sl p->tsl _| abel, UCLABEL(uc), sizeof (bslabel_t));
982 return (uc);

983 }
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985 /*

986 * Don’'t allocate the non-needed group entries.
987 * must match the code in cred2ucred;
988 * minimal size of the ucred.

1015 */
1016 struct ucred_s *
1017 pgetucred(proc_t *p)

1039 cred_t *
1040 crnetadjust(cred_t *cr)

1041 {

1042 if (cr->cr_uid == 0 & cr->cr_ruid !'= 0) {
1043 cr = crdup(cr);

1044 cr->cr_uid = cr->cr_ruid;

1045 return (cr);

1046 }

1047 return (NULL);

1048 }

Not e:

if

1018 {

1019 cred_t *cr;

1020 struct ucred_s *uc;

1022 mut ex_ent er (&p->p_crl ock);

1023 cr = p->p_cred;

1024 crhold(cr);

1025 mut ex_exi t (&p->p_crl ock);

1027 uc = cred2ucred(cr, p->p_pid, NULL, CRED());
1028 crfree(cr);

1030 return (uc);

1031 }

1033 /*

1034 * If the reply status is NFSERR_EACCES,

1035 * root (no root net access). Check the real uid,
1036 * neke that the uid instead and retry the call.
1037 * Private interface for NFS.

1038 */

this function
they nust agree about the

it

isn't

989 */

990 uint32_t

991 ucredmi nsize(const cred_t *cr)

992 {

993 int ndiff;

995 if (cr == NULL)

996 return (ucredsize);

998 i f (REMOTE_PEER CRED(cr))

999 if (is_system.labeled())

1000 return (sizeof (struct ucred_s) + sizeof
1001 el se

1002 return (sizeof (struct ucred_s));

1003 }

1005 if (cr->cr_grps == NULL)

1006 ndi ff = ngroups_max - 1; /* Needs one for
1007 el se

1008 ndi ff = ngroups_max - cr->cr_grps->crg_ngroups;
1010 return (ucredsize - ndiff * sizeof (gid_t));

1011 }

1013 /*

1014 * Get the "ucred" of a process.

it may be because we are

root

(bsl abel _t));

prcred_t

16
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1050 /*

1051 * The reference count is of interest when you want to check

1052 * whether it is ok to nodify the credential in place

1053 */

1054 uint _t

1055 crgetref(const cred_t *cr)

1056 {

1057 return (cr->cr_ref);

1058 }

1060 static int

1061 get_c2audit_l oad(void)

1062 {

1063 static int gotit =0

1064 static int c2audi t _| oad

1066 if (gotit)

1067 return (c2audit_| oad)

1068 c2audit_| oad = 1; /* set default val ue once */
1069 if (rmod_sysctl (SYS_CHECK_EXCLUDE, "c2audit") != 0)

1070 c2audit_load = 0

1071 gotit++

1073 return (c2audit_| oad)

1074 }

1076 int

1077 get _audit_ucrsize(void)

1078 {

1079 return (get_c2audit_load() ? sizeof (auditinfo64_addr_t) : 0)
1080 }

1082 /*

1083 * Set zone pointer in credential to indicated value. First adds a
1084 * hold for the new zone, then drops the hold on previous zone (if any)
1085 * This is done in this order in case the old and new zones are the
1086 * sane

1087 */

1088 voi d

1089 crsetzone(cred_t *cr, zone_t *zptr)

1090 {

1091 zone_t *oldzptr = cr->cr_zone

1093 ASSERT(cr != kcred)

1094 ASSERT(cr->cr_ref <= 2)

1095 cr->cr_zone = zptr

1096 zone_cred_hol d(zptr);

1097 if (oldzptr)

1098 zone_cred_rel e(ol dzptr);

1099 }

1101 /*

1102 * Create a new cred based on the supplied | abe

1103 */

1104 cred_t *

1105 newcr ed_from bsl abel (bsl abel _t *bl abel, uint32_t doi, int flags)
1106 {

1107 ts_label _t *Ibl = |abelalloc(blabel, doi, flags)

1108 cred_t *cr = NULL;

1110 if (I'bl I'= NULL) {

1111 if ((cr = crdup_flags(dumycr, flags)) != NULL) {
1112 cr->cr_label = Ibl

1113 } else {

1114 | abel _rel e(lbl)

1115 }

17

18
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1116 }

1118 return (cr);

1119 }

1121 /*

1122 * Derive a new cred fromthe existing cred, but with a different |abel
1123 * To be used when a cred is being shared, but the |abel needs to be changed
1124 * by a caller without affecting other users

1125 */

1126 cred_t *

1127 copycred_from tsl abel (const cred_t *cr, ts_label t *label, int flags)
1128 {

1129 cred_t *newcr = NULL

1131 if ((newcr = crdup_flags(cr, flags)) != NULL) {

1132 if (newcr->cr_label != NULL)

1133 | abel _rel e(newcr->cr_| abel )

1134 | abel _hol d( | abel ) ;

1135 newcr - >cr_| abel = | abel

1136 }

1138 return (newcr)

1139 }

1141 /*

1142 * Derive a new cred fromthe existing cred, but with a different |abel
1143 */

1144 cred_t *

1145 copycred_from bsl abel (const cred_t *cr, bslabel _t *bl abel
1146 uint32_t doi, int flags)

1147 {

1148 ts_label _t *Ibl = |abelalloc(blabel, doi, flags)

1149 cred_t *newcr = NULL

1151 if (I'bl I'= NULL) {

1152 newcr = copycred_fromtslabel (cr, Ibl, flags)
1153 | abel _rel e(lbl);

1154 }

1156 return (newcr)

1157 }

1159 /*

1160 * This function returns a pointer to the kcred-equivalent in the current zone
1161 */

1162 cred_t *

1163 zone_kcred(voi d)

1164 {

1165 zone_t *zone

1167 if ((zone = CRED()->cr_zone) != NULL)

1168 return (zone->zone_kcred)

1169 el se

1170 return (kcred);

1171 }

1173 bool ean_t

1174 val i d_epheneral _ui d(zone_t *zone, uid_t id)

1175 {

1176 epheneral _zsd_t *eph_zsd

1177 if (id <= 1DVAP_WK__MAX Ul D)

1178 return (B_TRUE);

1180 eph_zsd = get_epheneral _zsd(zone)

1181 ASSERT(eph_zsd != NULL)
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1182 nmenbar _consuner () ;

1183 return (id > eph_ zsd- >mn_uid & id <= eph_zsd->l ast _uid);
1184 }

1186 bool ean_t

1187 val i d_epheneral _gi d(zone_t *zone, gid_t id)

1188 {

1189 epheneral _zsd_t *eph_zsd;

1190 if (id <= | DMAP_WK__ WGD)

1191 return (B_TRUE);

1193 eph_zsd = get _epheneral _zsd(zone);

1194 ASSERT(eph_zsd != NULL);

1195 menbar _consuner () ;

1196 return (id > eph_zsd- >mn_gid & id <= eph_zsd->l ast_gid);
1197 }

1199 int

1200 eph_uid_all oc(zone_t *zone, int flags, uid_t *start, int count)
1201 {

1202 epheneral _zsd_t *eph_zsd = get_epheneral _zsd(zone);
1204 ASSERT(eph_zsd !'= NULL)

1206 mut ex_ent er (&eph_zsd- >eph_| ock) ;

1208 /* Test for unsigned integer wap around */

1209 if (eph_zsd->last_uid + count < eph_zsd->last_uid) {
1210 nmut ex eX|t(&eph zsd- >eph_| ock) ;

1211 return (-1

1212 }

1214 /* first call or idmap crashed and state corrupted */
1215 if (flags !'= 0)

1216 eph_zsd->m n_ui d = eph_zsd->| ast _ui d;

1218 hasephi ds = B_TRUE;

1219 *start = eph_zsd->last_uid + 1;

1220 at omi c_add_32( &ph_zsd->l ast _ui d, count);

1221 mut ex_exi t (&eph_zsd- >eph_l ock) ;

1222 return (0);

1223 }

1225 int

1226 eph_gid_all oc(zone_t *zone, int flags, gid_t *start, int count)
1227 {

1228 epheneral _zsd_t *eph_zsd = get_epheneral _zsd(zone);
1230 ASSERT(eph_zsd !'= NULL)

1232 nmut ex_ent er (&eph_zsd- >eph_| ock) ;

1234 /* Test for unsigned integer wap around */

1235 if (eph_zsd->last_gid + count < eph_zsd->last_gid) {
1236 mut ex_exi t (&eph_zsd- >eph_| ock) ;

1237 return (-1);

1238 1

1240 /* first call or idmap crashed and state corrupted */
1241 if (flags !'= 0)

1242 eph_zsd->m n_gi d = eph_zsd- >l ast _gi d;

1244 hasephi ds = B_TRUE;

1245 *start = eph_zsd->last_gid + 1;

1246 atom c add _32(&eph_zsd->l ast_gid, count);

1247 mut ex_exi t (&eph_zsd- >eph_| ock) ;
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1248 return (0);

1249 }

1251 /*

1252 * | MPORTANT. The two functions get_epheneral _data() and set_epheneral _data()
1253 * are project private functions that are for use of the test systemonly and
1254 * are not to be used for other purposes.

1255 */

1257 void

1258 get _epheneral _data(zone_t *zone, uid_t *min_uid, uid_t *last_uid,
1259 gid_t *mn_gid, gid_t *last_gid)

1260 {

1261 epheneral _zsd_t *eph_zsd = get _epheneral _zsd(zone);

1263 ASSERT(eph_zsd ! = NULL);

1265 mut ex_ent er (&eph_zsd- >eph_| ock) ;

1267 *mn_uid = eph_zsd->m n_ui d;

1268 *|last _uid = eph_zsd->l ast _ui d;

1269 *min_gid = eph_zsd->ni n_gid;

1270 *|last _gid = eph_zsd->l ast_gi d;

1272 mut ex_exi t (&eph_zsd- >eph_l ock) ;

1273 }

1276 void

1277 set _epheneral _data(zone_t *zone, uid_t mn_uid, uid_t last_uid,

1278 gid_t min_gid, gid_t |ast_gid)

1279 {

1280 epheneral _zsd_t *eph_zsd = get_epheneral _zsd(zone);

1282 ASSERT(eph_zsd != NULL);

1284 mut ex_ent er (&eph_zsd- >eph_| ock) ;

1286 if (mn_uid != 0)

1287 eph_zsd->m n_uid = m n_uid;

1288 if (last_uid !'= 0)

1289 eph_zsd->l ast_uid = | ast_uid;

1290 if (mn_gid!=0)

1291 eph_zsd->mn_gid = mn_gid;

1292 if (last_gid !'= 0)

1293 eph_zsd->l ast_gid = |l ast_gid;

1295 mut ex_exi t (&eph_zsd- >eph_| ock) ;

1296 }

1298 /

1299 If the credential user SID or group SIDis mapped to an epheneral
1300 ID, map the credential to nobody.

1301 */

1302 cred_t *

1303 crget mapped(const cred_t *cr)

1304 {

1305 epheneral _zsd_t *eph_zsd;

1306 /*

1307 * Soneone incorrectly passed a NULL cred to a vnode operation
1308 * either on purpose or by calling CRED() in interrupt context.
1309 */

1310 if (cr == NULL)

1311 return (NULL);

1313 if (cr->cr_ksid !'= NULL) {
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1314 if (cr->cr_ksid- >kr _Sidx[KSID_USER] . ks_id > MAXUI D) {
1315 eph_zsd = get_epheneral _zsd(crgetzone(cr));
1316 return (eph_zsd->eph_nobody);

1317 }

1319 if (cr->cr_ksid->kr_sidx[ KSID GROUP].ks_id > MAXU D) {
1320 eph_zsd = get_ephereral _zsd(crgetzone(cr));
1321 return (eph_zsd->eph_nobody);

1322 }

1323 }

1325 return ((cred_t *)cr);

1326 }

1328 /* index should be in range for a ksidindex_t */

1329 void

1330 crsetsid(cred_t *cr, ksid_t *ksp, int index)

1331 {

1332 ASSERT(cr->cr_ref <= 2);

1333 ASSERT(i ndex >= 0 && i ndex < KSID ) COUNT) ;

1334 if (cr->cr_ksid == NULL && ksp == NULL)

1335 return

1336 cr->cr_ksid = kcrsid_setsid(cr->cr_ksid, ksp, index)
1337 }

1339 voi d

1340 crsetsidlist(cred_t *cr, ksidlist_t *ksl)

1341 {

1342 ASSERT(cr->cr_ref <= 2);

1343 if (cr->cr_ksid == NULL && ksl == NULL)

1344 return;

1345 cr->cr_ksid = kcrsid_setsidlist(cr->cr_ksid, ksl)

1346 }

1348 ksid_t *

1349 crgetsid(const cred_t *cr, int i)

1350 {

1351 ASSERT(i >= 0 & i < KSI D_COUNT);

1352 if (cr->cr_ksid !'= NULL && cr->cr_ksid->kr_sidx[i].ks_donai n)
1353 return ((ksid_t *)&cr->cr_ksid->kr_sidx[i]);
1354 return (NULL);

1355 }

1357 ksidlist_t *

1358 crgetsidlist(const cred_t *cr)

1359 {

1360 if (cr->cr_ksid !'= NULL)

1361 return (cr->cr_ksid->kr_sidlist);

1362 return (NULL)

1363 }

1365 /*

1366 * Interface to set the effective and permtted privileges for
1367 * a credential; this interface does no security checks and is
1368 * intended for kernel (file)servers creating credentials with
1369 * specific privileges

1370 *

1371 int

1372 crsetpriv(cred_t *cr, ...)

1373 {

1374 va_list ap;

1375 const char *privnm

1377 ASSERT(cr->cr_ref <= 2)

1379 priv_set_PA(cr);

21
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1381 va_start(ap, cr);

1383 while ((privnm= va_arg(ap, const char *)) != NULL) {
1384 int priv = priv_getbynanme(privnm O0);
1385 if (priv <0)

1386 return (-1);

1388 priv_addset (&R PPRI V(cr), priv)

1389 priv_addset (&CR_EPRI V(cr), priv)

1390 1

1391 priv_adjust_PA(cr);

1392 va_end(ap)

1393 return (0);

1394 }

1396 /*

1397 * Interface to effectively set the PRIV_ALL for

1398 * a credential; this interface does no security checks and is
1399 * intended for kernel (file)servers to extend the user credentials
1400 * to be ALL, like either kcred or zcred

1401 */

1402 voi d

1403 crset _zone_privall(cred_t *cr)

1404 {

1405 zone_t *zone = crgetzone(cr)

1407 priv_fillset(& R _LPRIV(cr));

1408 CR EPRIV(cr) = CR PPRIV(cr) = CRIPRIV(cr) = CR LPRI V(cr);
1409 priv_intersect(zone—>zone_pr|vset &CR LPRIV(cr))
1410 priv_intersect(zone—>zone_privset, &CR_EPRI V(cr));
1411 priv_intersect(zone->zone_privset, &R I PRI V(cr));
1412 priv_intersect(zone->zone_privset, &R PPRIV(cr))
1413 }

1415 struct credkl pd *

1416 crgetcrkl pd(const cred_t *cr)

1417 {

1418 return (cr->cr_kl pd)

1419 }

1421 void

1422 crsetcrkl pd(cred_t *cr, struct credklpd *crkl pd)

1423 {

1424 ASSERT(cr->cr_ref <= 2)

1426 if (cr->cr_klpd !'= NULL)

1427 crkl pd_rel e(cr->cr_kl pd)

1428 cr->cr_klpd = crkl pd

1429 }

1431 credgrp_t *

1432 crgrpcopyin(int n, gid_t *gidset)

1433 {

1434 credgrp_t *nmem

1435 size_t sz = CREDGRPSZ(n)

1437 ASSERT(n > 0)

1439 mem = kmem al | oc(sz, KM SLEEP);

1441 if (copyin(gidset, mem >crg_groups, sizeof (gid_t) * n)) {
1442 knmem free(mem sz)

1443 return (NULL)

1444

1445 mem >crg_ref =1
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1446 Mem >Crg_ngroups = n

1447 gsort (mem >crg_groups, n, sizeof (gid_t), gidcnp)
1448 #endif /* | codereview */

1449 return (nem;

1450 }

1452 const gid_t *
1453 crget ggroups(const credgrp_t *grps)

1454 {

1455 return (grps->crg_groups)

1456 }

1458 voi d

1459 crsetcredgrp(cred_t *cr, credgrp_t *grps)

1460 {

1461 ASSERT(cr->cr_ref <= 2)

1463 if (cr->cr_grps != NULL)

1464 crgrprel e(cr->cr_grps)

1466 cr->cr_grps = grps

1467 }

1469 void

1470 crgrprel e(credgrp_t *grps)

1471 {

1472 if (atom c_add_32_nv(&grps->crg_ref, -1) == 0)
1473 kmem free(grps, CREDGRPSZ(grps->crg_ngroups))
1474 }

1476 static void

1477 crgrphol d(credgrp_t *grps)

1478 {

1479 atom c_add_32(&grps->crg_ref, 1)
1480 }

23




