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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
*/

28 /*
29 * Legacy encode/ decode routines for door clients and servers.
*/

32 #if !defined(_KERNEL) && !defined(_FAKE_KERNEL)
33 #include <errno. h>

34 #include <string. h>

35 #include <strings. h>

36 #el se

37 #include <sys/types. h>

38 #include <sys/sunddi . h>

39 #include <sys/errno. h>

40 #endi f

42 #incl ude <snb/wi ntypes. h>

42 #incl ude <snbsrv/wi ntypes. h>
43 #incl ude <snbsrv/snb_share. h>
44 #incl ude <snbsrv/snb_door. h>
45 #incl ude <snbsrv/alloc. h>

46 #i ncl ude <snbsrv/ snbi nfo. h>

48 snb_dr _ctx_t *
49 snb_dr_decode_start(char *ptr, int size)

50 {

51 smb_dr_ctx_t *ctx = MEM MALLOC(" CommonDoor", sizeof (snmb_dr_ctx_t));
52 if (ctx) {

53 ctx->start_ptr = ctx->ptr = ptr;

54 ctx->end_ptr = ptr + size;

55 ctx->status = O;

56

57 return (ctx);

58

}
__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved.

26 */

28 /*

29 * This file was originally generated using rpcgen.

30 */

32 #if !defined(_KERNEL) && !defined(_FAKE_KERNEL)
33 #include <stdlib. h>

34 #endif /* | _KERNEL */

35 #include <snb/wi ntypes. h>

35 #include <snmbsrv/w ntypes. h>

36 #include <snbsrv/snb_sid. h>

37 #include <snbsrv/snb_xdr. h>

38 #include <snbsrv/snb_t oken. h>

40 static bool _t snb_privset_xdr(XDR *, snb_privset_t *);
41 static bool _t snb_sid_xdr(XDR *, snb_sid_t *);

43 static bool _t
44 snb_privset_hel per_xdr (XDR *xdrs, char **privs)
{

45
46 uint32_t pos, len;

47 uint32_t cnt;

48 bool _t rc;

49 snmb_privset _t *p;

51 if (xdrs->x_op == XDR_DECODE) {

52 pos = xdr_get pos(xdrs);

54 if (!xdr_bool (xdrs, &rc))

55 return (FALSE);

57 if (!'xdr_uint32_t(xdrs, &cnt))
58 return (FALSE);

60 rc = xdr_setpos(xdrs, pos);
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62 if (rc == FALSE)

63 return (FALSE);

64 } else {

65 if (*privs == NULL)

66 return (FALSE);

68 p = (snmb_privset_t *)(uintptr_t)*privs;
69 cnt = p->priv_cnt;

70 }

72 len = sizeof (snb_privset_t)

73 - sizeof (snb_luid_attrs_t

74 + (cnt * sizeof (snb_luid_attrs_t));

76 if (!xdr_pointer(xdrs, privs, len, (xdrproc_t)snb_privset_xdr))
77 return (FALSE);

79 return (TRUE);

80

}
__unchanged_portion_omtted_



new usr/src/lib/snbsrv/ Makefile 1

R R R R

1133 Sun Mar 18 01:13:03 2018
new usr/src/lib/snmbsrv/ Makefile
1575 untangle libmrpc ... (snbsrv)

R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions

11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.
24 # Copyright 2013 Nexenta Systems, Inc. All rights reserved.

25 #

27 include ../ Makefile.lib

29 SUBDIRS =\

30 I'i bf ksmbsrv \
31 I'ibm sve \

32 libmrpc \

32 i bsmb \

33 I'i bsmbns \

34 i bsnbrp

36 include ./

5

kefile.subdirs

39 libmrpc: |ibsnb

38 libsnbns: |ibsnb

39 libmsvc: |ibsnb |ibsnbns

41 libm svc: libsnb libmrpc Iibsnbns
40 |i bf ksnbsrv: |ibsnb
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.

23 # Use is subject to license terns.

24 #

25 # Copyright 2013 Nexenta Systems, Inc. All rights reserved.

26 #

25 #ident "%Z%4W6 % % %E% SM "

28 #

29 # Common targets for snbsrv Makefiles

30 #

32 %ndr.c: $(NDLDI R)/ % ndl

33 $(NDRGEN) -Y $(ANSI _CPP) $(CPPFLAGS) $<

32 $(NDRGEN) -Y $(CO) $<

35 pics/ % o: $( SRC) / conmon/ snbsrv/ % ¢

36 $(COWPILE.c) -0 $@ $<

37 $( POST_PROCESS_O)

39 pics/%o := CPPFLAGS += - $(ROOTSMBHDRDI R)/ ndl
41 . KEEP_STATE:

43 all: $(LIBS)

45 lint: lintcheck
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

*

21/

22 * Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2014 Nexenta Systems, Inc. Al rights reserved.
*
/

26 /| *
27 * dient side for the DSSETUP RPC servi ce.
28 *

30 #include <string. h>

31 #include <strings. h>

32 #include <smb/w ntypes. h>

32 #include <snmbsrv/w ntypes. h>

33 #include <snbsrv/libsnb. h>

34 #include <snbsrv/ndl/dssetup.ndl >
35 #include <snmbsrv/libnlsvec. h>

37 int

38 dssetup_get _donai n_i nfo(ds_pri mary_domai n_i nfo_t *ds_i nfo)

39 {

40 dsset up_DsRol eGet Pri maryDomai nlnfo_t arg;

41 struct dssetup_DsRol ePri maryDom nfol *info;

42 snb_donai nex_t di;

43 m svc_handl e_t handl e;

44 int opnum

45 int rc;

47 if (!snb_domain_getinfo(&di))

48 return (-1);

50 if (ndr_rpc_bind(&andl e, di.d_dci.dc_nane, di.d_prinary.di_nbnane,
51 MLSVC_ANON_USER, "DSSETUP") != 0)

52 return (-1);

54 opnum = DSSETUP_OPNUM DsRol eGet Pri mar yDomai nl nf o;

55 bzero(&arg, sizeof (dssetup_DsRol eGetPrimaryDonainlnfo_t));
56 arg.level = DS_ROLE_BASI C_| NFORVATI ON,

58 rc = ndr_rpc_call (&andl e, opnum &arg);

59 if ((rc!=0) || (arg.status !=0) || arg.info == NULL) {

60 ndr _r pc_unbi nd( &andl e) ;
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61
62

return (-1);

}
info = &rg.info->ru.infol;

if (info->nt_domain == NULL ||
info->dns_domain == NULL ||
info->forest == NULL) {
ndr _r pc_unbi nd( &handl e) ;
return (-1);

}

bcopy(info, ds_info, sizeof (ds_primary_domain_info_t));

ds_i nfo->nt_donain = (uint8_t *)strdup((char *)info->nt_domain);
ds_i nfo->dns_donain = (uint8_t *)strdup((char *)info->dns_domain);
ds_info->forest = (uint8_t *)strdup((char *)info->forest);

ndr _r pc_unbi nd( &andl e) ;
return (0);

}
__unchanged_portion_omtted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /| *
23 * Copyright (c) 2008, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.

*/

27 |*
28 * Active Directory Setup RPC interface used by Wndows 2000.
*/

31 #include <synch. h>
32 #include <strings.h>
33 #include <stdlib.h>
34 #include <netdb. h>

36 #include <libnmrpc/libmrpc. h>

37 #include <snmbsrv/|ibsnb. h>

36 #include <snbsrv/Ilibmrpc. h>

38 #include <snbsrv/Ilibnm svc. h>

39 #include <snbsrv/ndl/dssetup. ndl >
40 #i ncl ude <snbsrv/snbi nfo. h>

41 #i ncl ude <snbsrv/ nnpi pes. h>

43 int dssetup_get_domai n_i nfo(ds_prinmary_donmai n_info_t *);

45 static int dssetup_DsRol eGet Pri maryDomai nl nfo(void *, ndr_xa_t *);

46 static uint32_t dssetup_nenber_server(ds_primary_domain_info_t *, ndr_xa_t *);
47 static uint32_t dssetup_standal one_server(ds_prinmary_domain_info_t *,

48 ndr_xa_t *);

50 static ndr_stub_table_t dssetup_stub_table[] = {

51 { dssetup_DsRol eGet Pri mar yDomai nl nf o,

52 DSSETUP_OPNUM DsRol eCet Pri mar yDonai nl nfo },
53 {0}

54 };

__hnchanged_port ion_omtted_
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information:

Portions Copyright [yyyy] [name of copyright owner]

CDDL HEADER END

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
*
*
*
*/

22 /*

23 * Copyright (c) 2009, 2010, Oracle and/or its affiliates. Al
24 * Copyright 2013 Nexenta Systens, i
*/

27 | *
28 *
*/

30 #incl ude
31 #incl ude
32 #incl ude
33 #incl ude
34 #incl ude
33 #incl ude
35 #incl ude
36 #include
37 #include

40 #defi
41 #defi
42 #defi

44 #defi
45 #defi

47 #defi
48 #defi

50 /

[4)]
&)
* Ok R R R R Ok R Ok Ok *

Event

ne
ne
ne

ne
ne

ne
ne

rights reserved.

Inc. Al rights reserved.

Log Service RPC (LOGR) interface definition.
<sys/ ut snane. h>

<uni std. h>

<strings. h>

<libmrpc/libmrpc. h>

<snbsrv/libsnmb. h>

<snbsrv/libmrpc. h>

<snbsr v/ nnpi pes. h>

<smbsrv/libm svc. h>
<snbsrv/ ndl / event | og. ndl >
LOGR_FVWD +1
LOGR_REW -1
LOGR_RECORD_SI GNATURE 0x654C664C
LOGR_PRI ( p) ((p) & LOG_PRI MASK)
LOGR_WNSTRLEN( S) ((strlen((S)) + 1) * sizeof (smb_wchar_t))

LOGR_MSG DWORD OFFSET 12
LOGR_MBG WORD OFFSET 4

READ fl ags for EventLogRead

EVENTLOG_SEEK_READ

The read operation proceeds fromthe record specified by the
dwRecor dOf f set i
EVENTLOG_SEQUENTI AL_READ.

paranmeter. This flag cannot be used with

EVENTLOG_SEQUENTI AL_READ
The read operation proceeds sequentially fromthe |last call
ReadEvent Log function using this handle.

to the
This flag cannot be used
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125

126 #define EVENTI D_SEVERI TY_SUCCESS

* with EVENTLOG SEEK_READ.
*
* |f the buffer is |arge enough, nore than one record can be read at
* the specified seek position; you nust specify one of the follow ng
* flags to indicate the direction for successive read operations.
*
* EVENTLOG_FORWARDS_READ
* The log is read in chronological order. This flag cannot be used
* W th EVENTLOG_BACKWARDS_READ.
*
* EVENTLOG_BACKWARDS_READ
* The log is read in reverse chronol ogical order. This flag cannot be
* used with EVENTLOG_FORWARDS_READ.
*
/
#def i ne EVENTLOG_SEQUENTI AL_READ 0x0001
#def i ne EVENTLOG_SEEK_READ 0x0002
#def i ne EVENTLOG_FORWARDS_READ 0x0004
#def i ne EVENTLOG_BACKWARDS_READ 0x0008
/*
* The types of events that can be | ogged.
*
#def i ne EVENTLOG_SUCCESS 0x0000
#def i ne EVENTLOG_ERROR _TYPE 0x0001
#def i ne EVENTLOG_WARNI NG_TYPE 0x0002
#def i ne EVENTLOG | NFORMATI ON_TYPE 0x0004
#def i ne EVENTLOG_AUDI T_SUCCESS 0x0008
#def i ne EVENTLOG_AUDI T_FAI LURE 0x0010

/

I T T T T

*

*/

Event ldentifiers

Event identifiers uniquely identify a particular event. Each event
source can define its own nunbered events and the description strings
to which they are napped. Event viewers can present these strings to
the user. They should hel p the user understand what went w ong and
suggest what actions to take. Direct the description at users solving
their own problens, not at adm nistrators or support technicians.
Make the description clear and concise and avoid cul ture-specific
phrases.

The followi ng diagramillustrates the format of an event identifier.
3322222222221111111111
10987654321098765432109876543210

B R e +
| Sev| O R| Facility | Code |
B e e e e e e e e eeea—aan +
Sev
Indicates the severity. This is one of the follow ng val ues:
00 - Success
01 - Infornational
10 - Warning
11 - Error
C
I ndi cates a custonmer code (1) or a system code (0).
R
Reserved bit.
Facility
Facility code.
Code

Status code for the facility.

0x00000000
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128
129

131
132

134
135
136
137
138

140
141
142
143
144
145
146

147 }

#def i
#def i
#def i

#def i
#def i

stati
stati
stati
stati
stati

stati

ne EVENTI D_SEVERI TY_I NFO 0x40000000

ne EVENTI D_SEVERI TY_WARNI NG 0x80000000

ne EVENTI D_SEVERI TY_ERROR 0xC0000000

ne EVENTI D_SYSTEM CODE 0x00000000

ne EVENTI D_CUSTOVER_CODE 0x20000000

c int logr_s_EventLogd ose(void *, ndr_xa_t *);

c int logr_s_EventLogQueryCount(void *, ndr_xa_t *);

c int logr_s_EventLogCGetd destRec(void *, ndr_xa_t *);

c int logr_s_EventLogOpen(void *, ndr_xa_t *);

c int logr_s_EventLogRead(void *, ndr_xa_t *);

c ndr_stub_table_t logr_stub_table[] = {
{ logr_s_Event LogC ose, LOGR_OPNUM Event LogCl ose },
{ logr_s_Event LogQueryCount, LOGR_OPNUM _Event LogQuer yCount },
{ logr_s_EventLogGet O dest Rec, LOGR OPNUM Event LogCet O dest Rec },
{ I ogr_s_Event LogOpen, LOGR_OPNUM Event LogQOpen },
{ logr_s_Event LogRead, LOGR_OPNUM Event LogRead },
{0}

__unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

*

21/

22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 Nexenta Systems, Inc. Al rights reserved.
*
/

26 #ifndef _LIBM.SVC H
27 #define _LI BALSVC H

29 #include <uuid/uuid. h>
29 #include <sys/param h>
30 #include <sys/types. h>
31 #include <sys/uio.h>

32 #include <sys/ksynch. h>
33 #incl ude <uui d/ uui d. h>

35 #include <tine.h>

36 #include <stdio. h>

37 #include <string. h>
38 #include <sysl og. h>
39 #include <netdb. h>

40 #include <libuutil.h>

42 #incl ude <snb/wi ntypes. h>
43 #include <libmrpc/libmrpc. h>

39 #include <snbsrv/w ntypes. h>

45 #incl ude <snbsrv/hash_tabl e. h>

46 #incl ude <snbsrv/snb_t oken. h>

47 #include <snbsrv/snb_privil ege. h>
48 #incl ude <snbsrv/snmb_share. h>

49 #i ncl ude <snbsrv/snb_xdr. h>

50 #include <snbsrv/snb_dfs. h>

51 #include <snbsrv/libsnb. h>

47 #include <snbsrv/libnlrpc. h>

48 #include <snbsrv/ndl /| sarpc. ndl >

53 #ifdef __cplusplus
54 extern "C' {
55 #endif

57 uint32_t |sa_l ookup_nane(char *, uintl6_t, snmb_account_t *);
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58 uint32_t |sa_|lookup_sid(snmb_sid_t *, snmb_account_t *);

60 /*
61 * SMB domain APl to discover a domain controller and obtain donain
62 * information.

*/

65 extern boolean_t snb_| ocate_dc(char *, snb_donmi nex_t *);
66 uint32_t snb_ddi scover_dns(char *, snb_domai nex_t *);

67 extern void snb_ddi scover _bad_dc(char *);

68 extern void snb_ddi scover_refresh(void);

69 extern int snb_ddi scover_wait (void);

71 extern int dssetup_check_service(void);

72 extern void dssetup_cl ear _domai n_i nfo(void);

73 extern void nlsvc_disconnect(const char *);

74 extern int nmlsvc_init(void);

75 extern void msvc_fini(void);

76 extern DWORD ml svc_netl ogon(char *, char *);

77 extern void nmisvc_join(snb_joininfo_t *, snmb_joinres_t *);

79 extern void snb_| ogon_donumi n(snb_l ogon_t *, snb_token_t *);
80 extern uint32_t snb_decode_krb5_pac(snb_token_t *, char *, uint_t);
81 extern bool ean_t snb_t oken_set up_conmon(snb_t oken_t *);

84 /*

85 * The maxi mum nunber of domamins (NT limt).
86 */

87 #define M.SVC_DOVAI N_MAX 32

89 #define MLSVC_ANON_USER "1 PC$"

91 char *nm svc_i pc_name(int ipc_type, char *usernane);

93 /*

94 * Passthrough negotiation and authentication interface.

95 *

96 * NT supports two forns of password: a Lanman (case-insensitive)

97 * password and an NT (case-sensitive) password. |f either of the

98 * passwords is not available its pointer and |l ength should be set
99 * to zero. The session key and vc nunmber are required to validate
100 * the encrypted passwords.

101 */

103 void m svc_nt_password_hash(char *result, char *password);

104 int nlsvc_encrypt_nt_password(char *password, char *key, int keylen, char

105 int outmax);

107 #define SMB_AUTOHOVE_FI LE "snmbaut ohone”

108 #define SMB_AUTOHOVE_PATH "letc"

110 typedef struct snb_autohome {

111 struct snb_aut ohone *ah_next;

112 uint32_t ah_hits;

113 tinme_t ah_tinestanp;

114 char *ah_nane; /* User account nanme */

115 char *ah_pat h; /* Hone directory path */

116 char *ah_cont ai ner; /* ADS contai ner distinguished nane */

117 } snb_aut ohone_t;
____unchanged_portion_onitted_

130 int srvsvc_net_renote_tod(char *, char *, struct tinmeval *, struct tm*);

133 /*
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134 * Aclient_t is created while binding a client connection to hold the
135 * context for calls made using that connection.

136 *

137 * Handles are RPC call specific and we use an inheritance mechanismto
138 * ensure that each handle has a pointer to the client_t. Wen the top
139 * level (bind) handle is rel eased, we close the connection.

140 */

141 typedef struct mrpc_handl e nm svc_handle_t;

141 typedef struct nlsvc_handle {

142 ndr _hdi d_t handl e;

143 ndr_client_t *clnt;

144 } m svc_handle_t;

143 /* msvc_client.c */

144 void ndr_rpc_init(void);

145 void ndr_rpc_fini(void);

146 uint32_t ndr_rpc_bind(m svc_handle_t *, char *, char *, char *, const char
147 voi d ndr_rpc_unbi nd(m svc_handl e_t ™ *);

150 int ndr_rpc_call(msvc_handle_t *, int, void *);

151 voi d ndr_rpc_set_nonul T (m svc_handle_t *);

152 int ndr_rpc_get_ssnkey(m svc_handle_t *, unsigned char *, size_t);

153 void *ndr_rpc_mal l oc(m svc_handl e _t *, size t);

154 ndr_heap_t *ndr_rpc_get heap(m svc_handl e_t *);

155 voi d ndr_rpc_release(m svc_handle_t *);

156 bool ean_t ndr_i s_nul | _handl'e(m svc_handl e_t *);

157 bool ean_t ndr_i s_bi nd_handl e(m svc_handl e_t *);

158 voi d ndr_i nherit_handl e(m svc_handle_t *, ni svc_handl et *);

148 void ndr_rpc_status(m svc_handle_t *, int, uint32_t);

150 /* These three get info about the connected client. */

151 bool ean_t ndr_is_adm n(ndr_xa_t *);

152 bool ean_t ndr_i s_poweruser (ndr_xa_t *);

153 int32_t ndr_native_os(ndr_xa_t *);

155 /* SRVSVC */

156 int srvsvc_net_renote_tod(char *, char *, struct tineval *, struct tm*);
158 /* SVCCTL service */

159 /*

160 * Calculate the w de-char equivalent string length required to

161 */store a string - including the term nating null w de-char.

162 *

163 #define SVCCTL_WNSTRLEN(S) ((strlen((S)) + 1) * sizeof (snmb_wchar_t))
165 /* An AVL-storable node representing each service in the SCM dat abase. */
166 typedef struct svcctl_svc_node {

167 uu_avl _node_t sn_node;

168 char *sn_nane; /* Service Nane (Key) */
169 char *sn_fnri; /* Display Name (FMRI) */
170 char *sn_desc; /* Description */

171 char *sn_state; /* State */

172 } svcctl_svc_node_t;

__unchanged_portion om tted_
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1/*

22 /*
23 *

=
[N

B A T

-~

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2009, 2010, Oracle and/or its affiliates. Al rights reserved.

24 */ Copyright 2013 Nexenta Systens, Inc. Al rights reserved.
25 *

27 | *

28 */ Local Security Authority RPC (LSAR) server-side interface.
29 *

31 #include <unistd. h>

32 #include <strings.h>

33 #include <pwd. h>

34 #include <grp. h>

36 #include <libnmrpc/libmrpc. h>
37 #include <snbsrv/|ibsnb. h>

37 #include <snbsrv/Ilibmrpc. h>

38 #include <snbsrv/Ilibnm svc. h>

39 #include <snbsrv/ndl/Isarpc.ndl >
40 #include <lsalib.h>

41 #i ncl ude <snbsrv/ snbi nfo. h>

42 #incl ude <snbsrv/ nnpi pes. h>

43 #include <snbsrv/ntlocal e. h>

45 struct |ocal _group_table {

46 WORD si d_nane_use;

47 WORD donai n_i X;

48 char *sid;

49 char *nane;

50

b
__unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 59 *

5816 Sun Mar 18 01: 13: 04 2018 60 * The client points to this top-level handle so that we know when to
new usr/src/lib/snbsrv/libm svc/common/ m sve_client.c 61 * unbind and teardown the connection. As each handle is initialized it
1575 untangle libmrpc ... (snbsrv) 62 * will inherit a reference to the client context.

IR E SR SR RS RS E SRR R RS R R R SRR R SRR RS EEEEEEEREEEEEEEEEEESE] 63 *

1/* 64 * Returns O or an NT_STATUS: (failed in...)

2 * CDDL HEADER START 65 *

3 * 65 * Returns O or an NT_STATUS:

4 * The contents of this file are subject to the terms of the 66 * NT_STATUS_BAD_NETWORK_PATH (get server addr)

5 * Common Devel opnent and Distribution License (the "License"). 67 * NT_STATUS_NETWORK_ACCESS_DENI ED (connect, aut h)

6 * You may not use this file except in conpliance with the License. 68 * NT_STATUS_BAD NETWORK_NANVE (tcon)

7 0* 69 * RPC_NT_SERVER_TQO BUSY (open pi pe)

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 70 * RPC_NT_SERVER_UNAVAI LABLE (open pi pe)

9 * or http://ww. opensol aris.org/os/licensing. 68 * NT_STATUS_BAD_NETWORK_NANE (tcon, open)

10 * See the License for the specific |anguage governi ng perm ssions 71 * NT_STATUS_ACCESS_DENI ED (open pipe)

11 * and limtations under the License. 72 * NT_STATUS_| NVALI D_PARAVETER (rpc bind)

12 = 71 *

13 * When distributing Covered Code, include this CDDL HEADER in each 73 * NT_STATUS_| NTERNAL_ERROR (bad args etc)

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 74 * NT_STATUS_NO_MEMORY

15 * |f applicable, add the follow ng below this CODL HEADER, wth the 75 */

16 * fields enclosed by brackets "[]" replaced with your own identifying 76 DWORD

17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 77 ndr_rpc_bind(m svc_handl e_t *handl e, char *server, char *domain,

18 * 78 char *usernane, const char *service)

19 * CDDL HEADER END 79 {

20 */ 80 struct smb_ctx *ctx = NULL;
80 ndr_client_t *clnt = NULL;

22 | * 81 ndr _service_t *svc;

23 * Copyright (c) 2007, 2010, Oacle and/or its affiliates. Al rights reserved. 82 DWORD st at us;

24 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved. 83 int fd=-1;

25 */ 83 int rc;

27 | * 85 if (handle == NULL || server == NULL || server[0] == "'\0" ||

28 * Cient NDR RPC interface. 86 domain == NULL || usernane == NULL

29 */ 87 return (NT_STATUS_| NTERNAL_ERRCR);

31 #include <sys/types. h> 89 /* In case the service was not regi stered */

32 #include <sys/errno. h> 90 if ((svc = ndr_svc_| ookup_nane(service)) == NULL)

33 #include <sys/fcntl.h> 91 return (NT_STATUS_| NTERNAL_ERROR) ;

34 #include <tine. h>

35 #include <strings. h> 93 /*

36 #include <assert.h> 94 * Sone callers pass this when they want a NULL session.

37 #include <errno. h> 95 * Todo: have callers pass an enpty string for that.

38 #include <thread. h> 96 */

39 #include <sysl og. h> 97 if (strcnp(username I\/LSVC ANON_USER) == 0)

40 #i ncl ude <synch. h> 98 username = "";

42 #include <libnrpc/libmrpc. h> 100 /*

43 #incl ude <netsnb/ snbfs_api.h> 101 * Setup snbfs library handle, authenticate, connect to
102 * the I PC$ share. This will reuse an existing connection

45 #include <snbsrv/|ibsnb. h> 103 * if the driver already has one for this conbination of

44 #incl ude <snbsrv/libsnbns. h> 104 * server, user, dommin. It may return any of:

45 #include <snbsrv/Ilibmrpc. h> 105 * NT_STATUS_BAD NETWORK_PATH (get server addr)

46 #include <snbsrv/libnl svc. h> 106 * NT_STATUS_NETWORK_ACCESS_DENI ED (connect aut h)

47 #include <snbsrv/ndl/srvsvc. ndl > 107 * NT_STATUS_BAD_NETWORK_NANE (tcon)

47 #include <libsnbrdr.h> 108 */

48 #i nclude <m svc. h> 109 status = snbrdr_ctx_new(&ctx, server, domain, usernane);
110 if (status != NT_STATUS SUCCESS) {
111 sysl og(LOG ERR, "ndr _rpc_bind: snbrdr_ctx_new'

51 /* 112 "(Srv=0% Domr% User=%), % (Ox%)",

52 * This call nust be nade to initialize an RPC client structure and bind 113 server, donmmin, usernane,

53 * to the renpte service before any RPCs can be exchanged with that service. 114 x|l ate_nt _status(status), status);

54 * 116 /* Tell the DC Locator this DC failed. */

55 * The nmisvc_handle_t is a wapper that is used to associate an RPC handl e 117 snb_ddi scover _bad_dc(server);

56 * with the client context for an instance of the interface. The handle 118 goto errout;

57 * is zeroed to ensure that it doesn't look like a valid handle - 119 }

58 * handle content is provided by the renove service.
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115 /* 147 /*
116 * If the error is one where changing to a new DC 148 * This does the pipe open and O W RPC bi nd.
117 * mght help, try looking for a different DC. 149 * Handl es pipe open retries.
122 * Open the named pi pe. 169 * Fill in the caller’s handle.
118 */ 150 */
119 switch (status) { 151 status = nlrpc_cl h_bi nd(handl e, svc);
120 case NT_STATUS BAD NETWORK_PATH: 152 if (status !'= 0)
121 case NT_STATUS_BAD_NETWORK_NAME: 153 sysl og(LOG DEBUG, "ndr_rpc_bind: "
122 /* Look for a new DC */ 154 "mrpc_clh_bind, % (0x%)"
123 snmb_ddi scover _bad_dc(server); 155 xl ate_nt_status(status), st at us);
124 fd = snb_fh_open(ctx, svc->endpoint, O RDWR); 156 switch (status) {
125 if (fd <0) { 157 case RPC_NT_SERVER TOO BUSY:
126 rc = errno; 158 /* Look for a new DC */
127 sysl og(LOG DEBUG, "ndr_rpc_bind: " 159 snmb_ddi scover _bad_dc(server);
128 "snb_fh_open (%) err=%", 171 bzer o( &andl e- >handl'e, sizeof (ndr_hdid_t));
129 svc->endpoi nt, rc); 172 handl e->clnt = clnt;
130 switch (rc)
131 case EACCES: 174 /*
132 status = NT_STATUS_ACCESS DEN ED; 175 * Do the & W RPC bi nd.
133 br eak; 176 */
124 defaul t: 177 rc = ndr_clnt_bind(clnt, service, &clnt->binding);
135 status = NT_STATUS_BAD_ NETWORK_NAME; 178 switch (rc)
125 br eak; 179 case NDR _DRC_FAULT_QUT_OF_ MEMORY:
126 } 180 status = NT_STATUS_NO_MEMORY;
127 return (status); 160 br eak;
138 goto errout; 182 case NDR_DRC_| FAULT APl _SERVI CE_I NVALID: /* not registered */
128 } 183 Sstatus = NT_STATUS | NTERNAL_ERROR,
184 br eak;
130 /* 161 defaul t:
131 * Setup the RPC client handle. 186 if (NDR_DRC_IS FAULT(rc)) {
132 */ 187 status = NT_STATUS_I NVALI D_PARAMETER,;
133 = p clh_create(handl e, ctx); 162 br eak;
134 |f ( = 0) 163 }
135 sysl 0g(LOG ERR, "ndr_rpc_bind: mrpc_clh_create: rc=%", rc); 164 ctx = mrpc_clh free(handl e);
136 smbrdr_ctx_free(ctx); 190 /* FALLTHROUGH *
137 switch (rc) { 191 case NDR_DRC OK:
138 case ENOVEM 192 return (NT_STATUS_SUCCESS);
139 return (NT_STATUS_NO_MEMORY) ; 193 }
140 case EI NVAL:
141 return (NT_STATUS | NVALI D_PARAMETER) ; 195 sysl og(LOG DEBUG, "ndr _rpc_bi nd:
142 defaul t: 196 "ndr_clnt_bind, % (0x%)"
143 return (NT_STATUS_| NTERNAL_ERROR) ; 197 x| ate_nt_stat us(st atus), stat us);
144 if ((clnt = malloc(sizeof (ndr_client_t))) == NULL) {
145 status = NT_STATUS NO NEMORY; 199 errout:
146 goto errout; 200 handl e->cl nt = NULL;
144 } 201 if (clnt !'= NULL)
148 bzero(clnt, sizeof (ndr_client_t)); 202 ndr _heap_destroy(cl nt->heap);
203 free(clnt);
150 cl nt->handl e = &handl e- >handl e; 204 }
151 clnt->xa_init = ndr_xa_init; 165 if (ctx !'= NULL) {
152 cl nt->xa_exchange = ndr_xa_exchange; 206 if (fd!=
153 clnt->xa_read = ndr_xa_read; 207 (v0| d) snb_fh_close(fd);
154 cl nt->xa_preserve = ndr_xa_preserve; 166 snbrdr_ctx_free(ctx);
155 cl nt->xa_destruct = ndr_xa_destruct; 167 }
156 clnt->xa_rel ease = ndr_xa_rel ease; 168 }
157 cl nt->xa prlvate = ctx;
158 clnt->xa_fd = fd; 170 return (status);
171 }
160 ndr _svc_bi ndi ng_pool _i ni t (&l nt->bi nding_l i st,
161 cl nt - >bi ndi ng_pool, NDR_N_BI NDI NG_PCQL) ; 173 /*
174 * Unbind and cl ose the pipe to an RPC service
163 if ((clnt->heap = ndr_heap_create()) == NULL) { 175 * and cl eanup the snb_ct x.
164 status = NT_STATUS_NO MEMORY; 215 * Unbind and cl ose the pipe to an RPC service.
165 goto errout; 176 *
145 } 177 * The heap may or may not be destroyed (see mirpc_clh_free)
217 * |f the heap has been preserved we need to go through an xa rel ease.
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218 * The heap is preserved during an RPC call because that's where data
219 * returned fromthe server is stored.

220 *

221 * Otherwise we destroy the heap directly.

178 */

179 void

180 ndr _rpc_unbi nd(m svc_handl e_t *handl e)

181 {

182 struct smb_ctx *ctx;

226 ndr_client_t *clnt = handl e->clnt;

227 struct smb_ctx *ctx = clnt->xa_private;
184 ctx = mrpc_clh_free(handl e);

185 if (ctx !'= NULL)

186 snbrdr_ctx_free(ctx);

229 if (clnt->heap_preserved)

230 ndr_cl nt_free_heap(clnt);

231 el se

232 ndr _heap_destroy(cl nt - >heap);
234 (void) snb_fh_close(clnt->xa_fd);

235 smbrdr_ctx_free(ctx);

236 free(clnt);

188 ) bzero(handl e, sizeof (msvc_handle_t));
189

__unchanged_portion_omtted_
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429 | *

430 * A few nore hel per functions for RPC services.

431 */

433 [ *

434 * Check whether or not the specified user has adm nistrator privileges,
435 * j.e. is a nenber of Domain Adm ns or Adm nistrators.

436 * Returns true if the user is an adm nistrator, otherw se returns fal se.
437 *

438 bool ean_t

439 ndr_i s_adm n(ndr_xa_t *xa)

440 {

441 smb_netuserinfo_t *ctx = xa->pi pe->np_user;

443 return (ctx->ui_flags & SMB_ATF_ADM N) ;

444 }

446 [ *

447 * Check whether or not the specified user has power-user privil eges,
448 * i.e. is a nenber of Domain Adm ns, Adm nistrators or Power Users.
449 * This is typically required for operations such as nmanagi ng shares.
450 * Returns true if the user is a power user, otherw se returns false.
451 =

452 bool ean_t

453 ndr _i s_poweruser (ndr_xa_t *xa)

454 {

455 smb_netuserinfo_t *ctx = xa->pi pe->np_user;

457 return ((ctx->ui_flags & SMB_ATF_ADMN) ||

458 (ctx->ui _flags & SMB_ATF_POAERUSER) ) ;

459 }

461 int32_t

462 ndr _native_os(ndr_xa_t *xa)

463 {

464 smb_netuserinfo_t *ctx = xa->pi pe->np_user;

466 return (ctx->ui_native_os);

467 }
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/*
* CDDL HEADER START
*
* The contents of this file are subject to the terns of the
* Common Devel opnent and Distribution License (the "License").
* You may not use this file except in conpliance with the License.
*
* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.
* See the License for the specific |anguage governi ng perm ssions
* and limtations under the License.
*
* \When distributing Covered Code, include this CDDL HEADER in each
* file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
* |f applicable, add the follow ng below this CDDL HEADER, with the
* fields enclosed by brackets "[]" replaced with your own identifying
* information: Portions Copyright [yyyy] [name of copyright owner]
*
* CDDL HEADER END
*
/
/*
* Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.
* Copyright 2013 Nexenta Systens, Inc. Al rights reserved.
*/
/*
* Message Service
#i ncl ude <sysl og. h>
#i ncl ude <stdlib. h>
#i nclude <l'ibm rpc/libmrpc. h>
#i ncl ude <snbsrv/libsnb. h>
#i ncl ude <snbsrv/1ibmrpc. h>
#incl ude <snbsrv/libm svc. h>
#i ncl ude <snbsrv/ndl/nsgsvc. ndl >
#i ncl ude <snbsrv/snbi nfo. h>
#i ncl ude <snbsrv/ nnpi pes. h>
static int msgsvcsend_NetrSendMessage(void *, ndr_xa_t *);
static ndr_stub_table_t nsgsvcsend_stub_table[] = {
nsgsvcsend_Net r SendMessage, MSGSVCSEND_OPNUM Net r SendMessage },
{0}

b
__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /*

23 * Copyright (c) 2007, 2010, Oacle and/or its affiliates. Al rights reserved.

24 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved.
*/

27 | *
28 * NETR Samlogon and Samlogoff RPC client functions.
29 =/

31 #include <stdio. h>
32 #include <strings.h>
33 #include <stdlib.h>
34 #include <tine.h>

35 #include <alloca. h>
36 #include <unistd. h>
37 #include <netdb. h>
38 #include <thread. h>

40 #include <libnmrpc/libmrpc. h>

41 #include <snbsrv/|ibsnb. h>

41 #include <snbsrv/|ibnrpc. h>

42 #include <snbsrv/Ilibnm svc. h>

43 #incl ude <snbsrv/ndl/netl ogon. ndl >
44 #incl ude <snbsrv/netrauth. h>

45 #i ncl ude <snbsrv/ snbi nfo. h>

46 #i ncl ude <snbsrv/snb_t oken. h>

47 #include <m svc. h>

49 #define NETLOGON_ATTEMPTS 2

51 static uint32_t netlogon_|l ogon(snb_|l ogon_t *, snb_token_t *);

52 static uint32_t netr_server_sam ogon(m svc_handle_t *, netr_info_t *, char *,
53 snmb Iogon t *, smb_token_t *)

54 static void netr_invalidate_chain(void);

55 static void netr_interactive_sam ogon(net r_info_t *, snb_logon_t *,

56 struct netr_logon_infol *);

57 static void netr_network_sanl ogon(ndr_heap_t *, netr_info_t *,

58 smb_l ogon_t *, struct netr_logon_info2 *);

59 static void netr_setup_identity(ndr_heap_t *, snb_logon_t *,

60 netr_logon_id_t *);

new usr/src/lib/snmbsrv/libm svc/ common/ netr_l ogon. ¢

static bool ean_t netr_isadm n(struct netr_validation_info3 *);

static uint32_t netr_setup_domain_groups(struct netr_validation_info3 *,
smb_ids_t *);

static uint32_t netr_setup_token_info3(struct netr_validation_info3 *,
snmb_t oken_t *);

static uint32_t netr_setup_token_wi ngrps(struct netr_validation_info3 *,

smb_token_t *);
/*
* Shared with netr_auth.c
*/
extern netr_info_t netr_gl obal _info;

static nmutex_t netl ogon_nutex;

static cond_t netlogon_cv;

static bool ean_t netlogon_busy = B_FALSE;
static bool ean_t netlogon_abort = B_FALSE;

/*

* Hel per for Kerberos authentication

*/

ui nt 32_t

snb_decode_krb5_pac(snb_token_t *token, char *data, uint_t |en)

84 {

85 struct krb5_validation_info info;

86 ndr _buf _t *nbuf;

87 uint32_t status = NT_STATUS NO MEMORY;

88 int rc;

90 bzero(& nfo, sizeof (info));

92 /* Need to keep this until we’'re done with & nfo */
93 nbuf = ndr_buf _i nit (&TYPEI NFQ(netr _interface));

94 if (nbuf == NULL)

95 goto out;

97 rc = ndr_buf_decode(nbuf, NDR_PTYPE_PAC,

98 NETR_OPNUM decode_kr b5_pac, data, |en, & nfo);
99 if (rc !'= NDR_DRC_OK)

100 status = RPC_NT_PROTOCO._ERROR;

101 goto out;

102 }

104 status = netr_setup_token_i nfo3(& nfo.info3, token);
106 /* Deal with the "resource groups"? */

109 out:

110 if (nbuf !'= NULL)

111 ndr _buf _fi ni (nbuf);

113 return (status);

114 }

__unchanged_portion_omtted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /*

23 * Copyright (c) 2009, 2010, Oacle and/or its affiliates. Al rights reserved.

24 * Copyright 2014 Nexenta Systems, Inc. Al rights reserved.
*/

Be careful about returning null handles to the application. Use of a
nul | handl e may crash the donain controller if you attenpt to use it.

27 | *
28 * Security Accounts Manager RPC (SAMR) client-side interface.
29 =
30 * The SAMis a hierarchical database:
31 * - If you want to talk to the SAM you need a SAM handl e.
32 * - If you want to work with a domain, use the SAM handl e.
33 * to obtain a domain handle.
34 * - Use donmin handles to obtain user handles etc.

*
35 x

*

*

/

40 #incl ude <stdio. h>

41 #include <strings. h>
42 #include <stdlib. h>

43 #i ncl ude <unistd. h>

44 #incl ude <netdb. h>

45 #i ncl ude <sys/param h>

47 #include <libmrpc/libmrpc. h>
48 #include <snbsrv/|ibsnb. h>

48 #include <snbsrv/libnrpc. h>
49 #include <snbsrv/|ibnl svc. h>
50 #incl ude <snbsrv/snbinfo. h>

51 #include <snbsrv/ntaccess. h>
52 #include <snbsrv/snb_sid. h>

53 #include <samib. h>

55 static DWORD sanr _connect2(char *, char *, char *, DWORD, mnlsvc_handle_t *);
56 stati c DWORD sant _connect4(char *, char *, char *, DWORD, msvc_handle_t *);
57 stati c DWORD sanr_connect5(char *, char *, char *, DWORD, misvc_handle_t *);

59 typedef DWORD (*sanr _connop_t)(char *, char *, char *, DWORD,
60 m svc_handle_t *);

new usr/src/lib/snmbsrv/libm svc/ common/sanr _clnt.c

62 static int sanr_setup_user_i nfo(WORD, struct sanr_QueryUserinfo *,
63 uni on sanr_user_info *);

65 /*

66 * sanr_open

67 *

68 * Wapper round sanr_connect to ensure that we connect using the server
69 * and domain. W default to the resource domain if the caller doesn't
70 * supply a server name and a domai n nane.

71 *

72 * |f username argument is NULL, an anonynous connection will be established.
73 * COtherw se, an authenticated connection will be established.

74 *

75 * On success 0 is returned. Gtherwise a -ve error code.

76 */

77 DWORD

78 sanr_open(char *server, char *donmin, char *usernane, DWORD access_mask,
79 m svc_handl e_t *sant _handl e)

80 {

81 snb_domai nex_t di;

82 DWORD st at us;

84 if (server == NULL || domain == NULL) {

85 if (!snmb_domain_getinfo(&di))

86 return (NT_STATUS_| NTERNAL_ERROR);

87 server = di.d_dci.dc_nane;

88 domain = di.d_primary.di _nbnaneg;

89 }

91 if (username == NULL)

92 username = M.SVC ANON USER;

94 status = sanr_connect (server, domain, usernane, access_nask,

95 sanr _handl e) ;

97 return (status);

98

__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

15 * |f applicable, add the follow ng below this CODL HEADER, wth the

16 * fields enclosed by brackets "[]" replaced with your own identifying

17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 *

19 * CDDL HEADER END

*/

22 /| *
23 * Copyright (c) 2009, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved.

*/

25

27 | *

28 * Security Accounts Manager RPC (SAMR) server-side interface.
29 =

30 * The SAMis a hierarchical database:

31 * - If you want to talk to the SAM you need a SAM handl e.

32 * - If you want to work with a domain, use the SAM handl e.
33 * to obtain a domain handle.

34 * - Use donain handles to obtain user handles etc.

35 */

37 #include <strings.h>

38 #include <unistd. h>

39 #include <netdb. h>

40 #include <assert.h>

41 #incl ude <grp. h>

42 #include <libnrpc/libmrpc. h>
43 #include <snbsrv/libsnb. h>

43 #include <snbsrv/libnmrpc. h>
44 #include <snbsrv/libnl svc. h>
45 #incl ude <snbsrv/ snbi nfo. h>

46 #i ncl ude <snbsrv/ nnpi pes. h>

47 #include <snbsrv/ndl/sanrpc. ndl >
48 #include <samib. h>

50 /*

51 * The keys associated with the various handl es di spensed by the SAMR
52 * server. These keys can be used to validate client activity.

53 * These val ues are never passed over the wire so security shouldn't
54 * be an issue.

55 *

56 typedef enum {

57 SAMR_KEY_NULL = 0,

58 SAVR_KEY_CONNECT,

59 SAMR_KEY_DOVAI N,

60 SAVR_KEY_USER,
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1/*

21/
22 *

26 /*

29 #i
30 #i
31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i
46 #i
47 #i

=
[N
NN
-~

23 *
*/

27 %
*/

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.
Copyright 2013 Nexenta Systens, Inc. Al rights reserved.

Printing and Spooling RPC service.

ncl ude <sys/types. h>

ncl ude <sys/stat.h>

ncl ude <sys/utsnane. h>

ncl ude <sys/atom c. h>

ncl ude <uni std. h>

ncl ude <stdlib. h>

ncl ude <strings. h>

nclude <fcntl. h>

ncl ude <errno. h>

ncl ude <libmrpc/libmrpc. h>
ncl ude <snbsrv/libsnb. h>

ncl ude <snbsrv/libmrpc. h>

ncl ude <snbsrv/libm svc. h>

ncl ude <smnbsrv/snb. h>

ncl ude <snbsrv/ ndl/spool ss. ndl >
ncl ude <snbsrv/ndl /w nreg. ndl >
ncl ude <smb/nterror. h>

ncl ude <snbsrv/snbi nfo. h>

ncl ude <snbsrv/ nnpi pes. h>

ncl ude <nisvc. h>

49 #ifdef HAVE_CUPS

51 #define SPOOLSS_PRI NTER "Postscript"”
53 typedef struct snmb_spool {

54 list_t sp_list;

55 int sp_cnt;

56 rw ock_t sp_rw ;

57 int sp_initialized;

58 } snb_spool _t;

__unchanged_portion_onitted_
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1/*

22 *
23 *
24 *

*

=
[N

B A T

-~

Copyri ght 2015 Nexenta Systens, Inc. All
/

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al
rights reserved.

27 #ifndef _LIBSMB_H
28 #define _LI BSMB_H

30 #ifdef __cplusplus

31 extern "C' {

32 #endif

34 #include <sys/types. h>

35 #i
36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i

47 #i
48 #i
49 #i

51 #i
52 #i
53 #i
54 #i
51 #i
52 #i
55 #i
56 #i
57 #i
58 #i
57 #i

ncl ude <sys/list.h>
ncl ude <sys/avl.h>
ncl ude <arpa/inet.h>
ncl ude <net/if.h> /* LI FNAMBI Z */
ncl ude <netdb. h>

ncl ude <stdlib. h>
ncl ude <libscf. h>
ncl ude <libshare. h>
ncl ude <uui d/ uui d. h>
ncl ude <synch. h>

ncl ude <stdarg. h>

ncl ude <snb/nterror. h>
ncl ude <snb/ ntstatus. h>
ncl ude <snb/w ntypes. h>

ncl ude <snbsrv/string. h>
ncl ude <snbsrv/snb_i dmap. h>
ncl ude <snbsrv/ net bi os. h>
ncl ude <snbsrv/snb_share. h>
ncl ude <snb/nterror. h>

ncl ude <snb/ nt st atus. h>

ncl ude <snbsrv/snb_door. h>
ncl ude <snbsrv/all oc. h>

ncl ude <snbsrv/ hash_tabl e. h>
ncl ude <snbsrv/ msgbuf. h>
ncl ude <snbsrv/w ntypes. h>

rights reserved.

59
60
61

new usr/src/lib/snbsrv/libsnb/comon/libsnb. h

#i ncl ude <snbsrv/snb_xdr. h>
#i ncl ude <snbsrv/snbi nfo. h>
#i ncl ude <snbsrv/ntifs. h>

#def i
#def i
#def i
#def i

/* Max value length of all

#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i

ne
ne
ne
ne

ne

ne
ne
ne
ne
ne

ne
ne
ne
ne
ne

ne
ne
ne

t ypedef

SMB_VARSMB DI R "/var/snb"
SMB_VARRUN DI R "/var/run/snb"
SMB_CCACHE_FI LE "ccache"”

SMB_CCACHE_PATH SMB_VARRUN DIR "/" SMB_CCACHE_FI LE

MAX_VALUE_BUFLEN

SMBD_FMRI _PREFI X
SVBD_DEFAULT_| NSTANCE_FMRI
SVBD_PG_NANE
SMBD_PROTECTED PG _NANE
SVBD_EXEC_PG_NANE

SMBD_SMF_OK
SMBD_SMF_NO_MEMORY
SMBD_SMF_SYSTEM ERR
SMBD_SMF_NO_PERM SS| ON
SMBD_SMF_| NVALI D_ARG

SCH_STATE_ UNINI'T
SCH_STATE_I NI TI ALI ZI NG
SCH_STATE_INIT

NFRO BhWNRO

struct snb_scfhandl e {
scf _handl e_t

SMB properties */
512

"net wor k/ smb/ server"
"svc: / network/snmb/ server: defaul t"”

/* no nmenory for data structures */
/* systemerror, use errno */
/* no perm ssion for operation */

*scf _handl e;

int scf_state;

scf_service_t
scf _scope_t
scf _transaction_t

*scf _service;
*scf _scope;
*scf _trans;

scf_transaction_entry_t *scf_entry;

scf _propertygroup_t

scf _i nstance_t
scf_iter_t
scf _iter_t

} smb_scfhandle_t;

__unchanged_portion_omtted_

*scf _pg;

*scf _i nstance;
*scf_inst_iter;
*scf _pg_iter;
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/
*

21/

22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 Nexenta Systems, Inc. Al rights reserved.
*
/

26 #include <assert. h>

27 #include <sysl og. h>

28 #incl ude <door. h>

29 #include <fcntl. h>

30 #include <string. h>

31 #include <strings. h>

32 #include <stdlib.h>

33 #include <unistd. h>

34 #include <errno. h>

35 #incl ude <sys/nmman. h>

36 #i nclude <snb/wi ntypes. h>

37 #include <snmbsrv/|ibsnb. h>
37 #include <snbsrv/wi ntypes. h>
38 #include <snbsrv/snb_door. h>

40 static int snmb_door_call (uint32_t, void *, xdrproc_t, void *, xdrproc_t);
41 static int snb_door_call _private(int, snmb_doorarg_t *);

42 static int snb_door_encode(snb_doorarg_t *, uint32_t);

43 static int snb_door_decode(snb_doorarg_t *);

44 static void snb_door_sethdr(snmb_doorhdr_t *, uint32_t, uint32_t);

45 static bool ean_t snb_door_chkhdr (snb_doorarg_t *, snb_doorhdr_t *);
46 static void snb_door_free(door_arg_t *arg);

48 /*

49 * Gven a SID, make a door call to get the associated nane.

50 *

51 * Returns O if the door call is successful, otherw se -1.

52 *

53 * If 0 is returned, the lookup result will be available in a_status.
54 * NT_STATUS_SUCCESS The SID was nmapped to a nane.

55 * NT_STATUS_NONE_MAPPED The SID could not be napped to a nane.
56 */

57 int

mb_| ookup_si d(const char *sid, |sa_account_t *acct)

60 int rc;

new usr/src/lib/snmbsrv/libsnb/ common/snb_doorclnt.c

62 assert((sid !'= NULL) && (acct != NULL));

64 bzero(acct, sizeof (lsa_account_t));

65 (void) strlcpy(acct->a_sid, sid, SMB_SID STRSZ);

67 rc = snb_door_cal | (SMB_DR_LOOKUP_SI D, acct, |sa_account_xdr,
68 acct, |sa_account_xdr);

70 if (rc!=0)

71 sysl og(LOG DEBUG "snb_I| ookup_sid: %i);

72 return (rc);

73

__unchanged_portion_onitted_
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274 HHAHHHHHHHHH P H R R R
275 # This creates a tarfile one can use to update a test machine.

277 do_tar() {

278 git_rev='git rev-parse --short=8 HEAD
279 files="

280 |ib/sve/ manifest/ network/snb/ server. xm

281 usr/ kernel / drv/ $arch64/ snbsrv

282 usr/ kernel / kndb/ $ar ch64/ snbsrv

283 usr/lib/fs/snb/ $arch64/1ibshare_snb.so.1

284 usr/lib/fs/snb/libshare_snb.so.1

285 usr/lib/libsnbfs.so.1

286 usr/1i b/ mdb/ kv $ar ch64/ snbsrv. so

287 usr/lib/reparse/libreparse_snb.so.1

288 usr/lib/security/pamsnb_passwd. so. 1

289 usr/lib/snbsrv/dtrace

290 usr/lib/libmrpc.so.1

290 usr/lib/smbsrv/libnmrpc. so.
291 usr/lib/snmbsrv/libnl svc. so.
292 usr/lib/smbsrv/libsnb.so.1
293 wusr/lib/snmbsrv/libsnbns.so.1
294 usr/1i b/ smbsrv/ snmbd

295 usr/ sbin/ devfsadm

296 usr/sbi n/ smbadm

297 usr/ sbi n/ snbst at

298 "

(SN

300 (cd $ROOT && tar cfj ../../snbsrv-${git_rev}.tar.bz2 $files)
301 }
__unchanged_portion_onitted_
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1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.
23 # Copyright 2015 Nexenta Systems, Inc. Al rights reserved.
#

26 include ../../../Makefile. master

28 HDRS= alloc.h \
29 cp_uni code. h \
30 cp_usascii.h \
31 hash_t abl e. h \
32 mac_cifs. h \
33 nai | slot.h \
34 nbuf . h \
35 msgbuf . h \
36 ndr. h \
36 net bi os. h \
37 netrauth. h \
38 nnpi pes. h \
39 ntaccess. h \
40 ntifs.h \
41 ntlocale. h \
42 snb_sid. h \
43 snmb. h \
44 snb_door. h \
45 snb_dfs. h \
46 smb_fsops. h \
a7 snb_i dmap. h \
48 snb_inet. h \
49 smb_ioctl.h \
50 smb_kproto. h \
51 smb_kstat. h \
52 smb_ktypes. h \
53 snmb_privilege.h \
54 smb_share. h \
55 snb_signing. h \
56 snmb_t oken. h \
57 smb_vops. h \
58 smb_xdr. h \
59 smbi nfo. h \
60 smb2. h \

new usr/ src/uts/comon/ snbsrv/ Makefile

61 smb2_kproto. h \
62 string.h \
63 svrapi . h \
64 wi nioctl.h \
65 w nsvc. h

66 wi nsvc. h \
67 wi ntypes. h

67 NDLHDRS= dsset up. ndl \
68 event | og. ndl \
69 Il srpc. ndl \
70 | sar pc. ndl \
71 nsgsvc. ndl \
74 ndrtypes. ndl \
72 net df s. ndl \
73 net | ogon. ndl \
77 rpcpdu. ndl \
74 sanr pc. ndl \
75 security. ndl \
76 spool ss. ndl \
77 srvsvc. ndl \
78 svcct | . ndl \
79 wi nreg. ndl \
81 ROOTDI R= $( ROOT)/ usr/incl ude/ snbsrv
82 NDLDI R= $( ROOTDI R)/ ndl

83 ROOTHDRS= $( HDRS: %=$( ROOTDI R)/ % $( NDLHDRS: %$( ROOTDI R) / ndl / %
84 CHECKHDRS= $( HDRS: % h=% check)

86 $(ROOTDIR) /% %

87 $(INS.file)

89 $(NDLDIR)/ % ndl /%

90 $(INS.file)

92 $(ROOTDIR) $(NDLDI R):

93 $(INS. dir)

95 . KEEP_STATE:

97 . PARALLEL: $( CHECKHDRS)

99 install_h: $(ROOTDIR) $(NDLDI R) $(ROOTHDRS)
101 check: $(CHECKHDRS)
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new usr/src/uts/comon/ snbsrv/ ndl / dsset up. nd
1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License")
6 * You may not use this file except in conpliance with the License
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved
26 */
28 #ifndef _DSSETUP_NDL_
29 #define _DSSETUP_NDL_
31 /*
32 * Active Directory Service Setup
33 *
34 * Oiginally this interface contained a nunber of operations, as |isted
35 * below, but due to a buffer overflow security issue, all operations
36 * except DsRol eGet PrimaryDonai nl nfo have been deprecated (MS04-011)
37 */
39 #include <libmrpc/ndrtypes. ndl >
37 #include "ndrtypes.ndl"
42 #defi ne DSSETUP_OPNUM DsRol eGet Pri mar yDomai nl nf o 0x00
43 #defi ne DSSETUP_OPNUM DsRol eDnsNaneToFl at Nanme 0x01
44 #define DSSETUP_OPNUM DsRol eDcAsDc 0x02
45 #define DSSETUP_OPNUM DsRol eDcAsRepl i ca 0x03
46 #defi ne DSSETUP_OPNUM DsRol eDenot eDc 0x04
47 #define DSSETUP_OPNUM DsRol eCGet DcOper at i onPr ogr ess 0x05
48 #defi ne DSSETUP_OPNUM DsRol eGet DcOper ati onResul t's 0x06
49 #define DSSETUP_OPNUM DsRol eCancel 0x07
50 #define DSSETUP_OPNUM DsRol eSer ver SaveSt at eFor Upgr ade 0x08
51 #defi ne DSSETUP_OPNUM DsRol eUpgr adeDownl evel Server 0x09
52 #define DSSETUP_OPNUM DsRol eAbort Downl evel Server Upgr ade Ox0Oa
54 | *
55 * DS roles
56 */

57 #define DS_ROLE_STANDALONE WORKSTATION 0

58 #define DS_ROLE_MEMBER WORKSTATI ON
59 #define DS_ROLE_STANDALONE SERVER
60 #define DS_ROLE_MEMBER SERVER

WN -

new usr/src/ uts/comon/ snbsrv/ ndl / dsset up. nd

61 #define
62 #define

64 /*

DS_ROLE_BACKUP_DC 4
DS_ROLE_PRI MARY_DC 5

65 * DS role flags

66 */

67 #define
68 #define
69 #define
70 #define

72 [ *

DS_ROLE_PRI MARY_DS_RUNNI NG
DS_ROLE_PRI MARY_DS_M XED_MODE
DS_ROLE_UPGRADE_| N_PROGRESS
DS_ROLE_PRI MARY_DOVAI N_GUI D_PRESENT

73 * DS rol e upgrade

74 |
75 #define
76 #define

78 | *

81 #define
82 #define
83 #define

85 /*

DS_ROLE_NOT_UPGRADI NG 0
DS_ROLE_UPGRADI NG 1

79 * DS role previous
*/

DS_ROLE_PREVI OUS_UNKNOWN
DS_ROLE_PREVI OUS_PRI MARY
DS_ROLE_PREVI OUS_BACKUP

N O

86 * DS role state

87 */

88 #define
89 #define
90 #define

92 /*

DS_ROLE OP_I DLE
DS_ROLE_OP_ACTI VE
DS_ROLE_OP_NEEDS_REBOOT

NP O

93 * DS role information levels

94 =/

95 #define
96 #define
97 #define

99 struct

DS_ROLE_BASI C_| NFORVATI ON
DS_ROLE_UPGRADE_STATUS
DS_ROLE_OP_STATUS

WN -

dssetup_uui d {
DWORD

dat al;

WORD dat a2
WORD dat a3

BYTE dat a4[ 8]

b
__unchanged_portion_onitted_

0x00000001
0x00000002
0x00000004
0x01000000
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new usr/src/uts/comon/ snbsrv/ ndl /event| og. ndl

1575 untangle libmrpc ... (snbsrv)

LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
26 */

28 #ifndef _M.SVC LOGR NDL_
29 #define “M.SVC_LOGR_NDL_

31/

*
hkkkkkkkkkkhkkhkkhkkhkk kA kA hkhkkkkkkkkkkkkhkkhkkhkkkkhkkkkkkkkkkkkkkkkkkkkkk Kk *
*

* Event |og RPC (EVENTLOG) interface definition.
*

hkkkkkkkkhkkhkk kK kK kK kK kK hkkkkkkkkkkkkkkkkhkkhkkkkhkkkkkkkkkkkkkkkkkkkk Kk k Kk %

*/

39 #include <libmrpc/ndrtypes. ndl >
37 #include "ndrtypes.ndl"

41 #define LOGR _OPNUM Event LogCl ose 0x02
42 #define LOGR_OPNUM Event LogQuer yCount 0x04
43 #define LOGR_OPNUM Event LogCet O dest Rec 0x05
44 #define LOGR_OPNUM Event LogOpen 0x07
45 #define LOGR_OPNUM Event LogRead 0x0A
47 #define LOGR_MAXENTRYLEN 800

50 CONTEXT_HANDLE(| ogr _handl e) |ogr_handle_t;

52 struct logr_string {

| engt h;
WORD al | osi ze;
LPTSTR str;

L nchanged_portion_onmitted_
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new usr/src/uts/comon/snbsrv/ndl /Il srpc. ndl
1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
*

28 #i

/
fndef _ML.SVC LLSR NDL

29 #define “M.SVC_LLSR_NDL_

31/

w
~
L I I

LLSRPC interface.
0x50 takes the 3a handle + DWORD, returns 2 DWORDs

0x3c

Ox3f list of services?

0x3d unknown

Ox3e unknown

Ox4f

0x4d

Ox4e

0x01 cl oses the handl e obtained via 0x00
0x3b cl oses the handl e obtained via 0x3a

/

46 #include <libnlrpc/ndrtypes.ndl >

44 #include "ndrtypes. ndl "

48 #define LLSR_OPNUM Qpen 0x00
49 #define LLSR OPNUM O ose 0x01
50 #define LLSR_OPNUM Connect O0x3a
51 #define LLSR OPNUM Di sconnect 0x3b
52 #define LLSR OPNUM Unknown3c 0x3c
53 #define LLSR_OPNUM Unknown3d 0x3d
54 #define LLSR_OPNUM Unknown3e 0x3e
55 #define LLSR_OPNUM Unknown3f 0x3f
56 #define LLSR_OPNUM Unknown4d 0x4d
57 #define LLSR_OPNUM Unknown4e Ox4e
58 #define LLSR_OPNUM Unknown4f Ox4f

59 #define LLSR_OPNUM Unknown50 0x50

new usr/src/uts/comon/snbsrv/ndl /11 srpc. ndl
62 CONTEXT_HANDLE(I | sr_handle) |lsr_handle_t;

65 OPERATI ON( LLSR_OPNUM Open)
66 struct |lsr_Open
|

67 N LPTSTR host nane;

68 (e8]} I'l sr_handl e_t open_handl e;
69 (e8]} DWORD st at us;

70 }

__hnchanged_port ion_omtted_
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new usr/src/uts/comon/snbsrv/ndl /| sarpc. nd
1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License")
6 * You may not use this file except in conpliance with the License
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved
23 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved
24 */
26 #ifndef _M.SVC LSA NDL

27 #define _M.SVC_LSA_NDL_

29 /*

30 * Local Security Authority RPC (LSARPC) interface definition.

31 *

32 * Nanes containing a backslash ("\') are known as qualified or conposite
33 * names. The string preceding the backslash is assuned to be the domain
34 * pane and the string follow ng the slash is assumed to be nanme to be
35 * resolved within that donain.

36 *

37 * Nanes that do not contain a backslash are known as isol ated nanes
38 * An isolated nane nay be a single |abel, such as john, or may be in
39 * user principal nane (UPN) form such as john@xanple.com

40 */

42 #include <libnlrpc/ndrtypes.ndl >

41 #include "ndrtypes.ndl "

45 #define LSARPC_COPNUM C oseHandl e 0x00

46 #define LSARPC_OPNUM Del et e 0x01

47 #define LSARPC_OPNUM EnunPri vil eges 0x02

48 #define LSARPC_OPNUM QuerySecuri t yQbj ect 0x03

49 #define LSARPC_OPNUM Set Securit yChj ect 0x04

50 #define LSARPC_OPNUM I ChangePasswor d 0x05

51 #define LSARPC_OPNUM QpenPol i cy 0x06

52 #define LSARPC_OPNUM Queryl nf oPol i cy 0x07

53 #define LSARPC_OPNUM Set | nf oPol i cy 0x08

54 #define LSARPC_OPNUM C ear Audi t Log 0x09

55 #define LSARPC_OPNUM Cr eat eAccount 0x0a

56 #define LSARPC_OPNUM Enuner at eAccount s 0x0b

57 #define LSARPC_OPNUM Creat eTrust edDonai n 0x0c

58 #define LSARPC_COPNUM Enunilr ust edDonai n 0x0d

59 #define LSARPC_OPNUM LookupNanes 0x0e

60 #define LSARPC_OPNUM LookupSi ds 0xOf

new usr/src/uts/comon/snbsrv/ndl /| sarpc. nd

126

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

LSARPC_OPNUM Cr eat eSecr et
LSARPC_OPNUM_QpenAccount
LSARPC_OPNUM_EnunPri vsAccount
LSARPC_OPNUM_AddAccount Pri vs
LSARPC_OPNUM_RenoveAccount Pri vs
LSARPC_OPNUM_Get Account Quot a
LSARPC_OPNUM Set Account Quot a
LSARPC_OPNUM_Get Syst emAccessAccount
LSARPC_OPNUM Set Syst emAccessAccount
LSARPC_OPNUM_(penTr ust edDonai n
LSARPC_OPNUM _Quer yl nf oTr ust edDomai n
LSARPC_OPNUM Set i nf oTr ust edDonai n
LSARPC_OPNUM OpenSecr et
LSARPC_OPNUM Set Secr et

LSARPC_OPNUM Quer ySecr et
LSARPC_OPNUM_LookupPri vVal ue
LSARPC_OPNUM_LookupPri vNanme
LSARPC_OPNUM_LookupPri vDi spl ayNane
LSARPC_OPNUM Del et eQbj ect
LSARPC_OPNUM_EnumAccount sW t hUser Ri ght
LSARPC_OPNUM EnumAccount Ri ght's
LSARPC_OPNUM_AddAccount Ri ght s
LSARPC_OPNUM RenpveAccount Ri ght s
LSARPC_OPNUM_Quer yTr ust edDomai nl nf o
LSARPC_OPNUM_Set Tr ust edDormai nl nf o

/* W ndows 2000 */

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

LSARPC_OPNUM Del et eTr ust edDomai n
LSARPC_OPNUM St or ePri vat eDat a
LSARPC_OPNUM Ret ri evePri vat eDat a
LSARPC_OPNUM QpenPol i cy?2
LSARPC_OPNUM_Get Connect edUser
LSARPC_OPNUM_Quer yI nf oPol i cy?2
LSARPC_OPNUM Set | nf oPol i cy2
LSARPC_OPNUM_Quer yTr ust edDomai nl nf oByNane
LSARPC_OPNUM_Set Tr ust edDomai nl nf oByNane
LSARPC_OPNUM _Enunilr ust edDonmai nsEx
LSARPC_OPNUM Cr eat eTr ust edDomai nEx
LSARPC_OPNUM Cl oseTr ust edDonai nEx
LSARPC_OPNUM Quer yDomai nl nf oPol i cy
LSARPC_OPNUM_Set Donai nl nf oPol i cy
LSARPC_OPNUM_QpenTr ust edDorrai nBy Name
LSARPC_OPNUM Test Cal |

LSARPC_OPNUM LookupSi ds2
LSARPC_OPNUM_LookupNanes2

LSARPC_OPNUM _Cr eat eTr ust edDomai nEx2

/* Wndows 2000 SP3 */

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

LSARPC_CPNUM CredWite
LSARPC_OPNUM Cr edRead
LSARPC_OPNUM Cr edEnuner at e
LSARPC_OPNUM Cr edW i t eDonai nCr eds
LSARPC_OPNUM_Cr edReadDomai nCr eds
LSARPC_OPNUM _Cr edDel et e
LSARPC_OPNUM _Cr edGet Tar get | nf o
LSARPC_OPNUM Cr edPr of i | eLoaded
LSARPC_OPNUM LookupNanes3
LSARPC_OPNUM _Cr edGet Sessi onTypes
LSARPC_OPNUM Regi st er Audi t Event
LSARPC_OPNUM GenAudi t Event
LSARPC_OPNUM_Unr egi st er Audi t Event
LSARPC_OPNUM_Quer yFor est Trust | nf o
LSARPC_OPNUM_Set For est Tr ust | nf o
LSARPC_OPNUM_Cr edRenane
LSARPC_OPNUM_LookupSi ds3
LSARPC_OPNUM LookupNanes4

0x10
Ox11
0x12
0x13
0x14
0x15
0x16
ox17
0x18
0x19
Ox1la
Ox1b
Ox1lc
Ox1d
Ox1le
Ox1f

0x20
0x21
0x22
0x23
0x24
0x25
0x26
0x27
0x28

0x29
Ox2a
0x2b
0x2c
0x2d
Ox2e
Ox2f

0x30
0x31
0x32
0x33
0x34
0x35
0x36
0x37
0x38
0x39
Ox3a
0x3b

0x3c
0x3d
Ox3e
0x3f

0x40
0x41
0x42
0x43
0x44
0x45
0x46
0x47
0x48
0x49
Ox4a
Ox4b
Ox4c
0x4d



new usr/src/ uts/comon/ snbsrv/ ndl /| sarpc. ndl

127 #define LSARPC_OPNUM OpenPol i cySce Ox4e

129 /* Wndows Server 2003 */

130 #define LSARPC OPNUM Adt Regi st er Securi t yEvent Sour ce Ox4f

131 #define LSARPC_OPNUM Adt Unr egi st er Securi tyEvent Source  0x50

132 #define LSARPC_OPNUM Adt Report SecurityEvent 0x51

134 /* Wndows Vista */

135 #define LSARPC_OPNUM CredFi ndBest Credenti al 0x52

136 #define LSARPC_OPNUM Set Audi t Pol i cy 0x53

137 #define LSARPC_OPNUM Quer yAudit Pol i cy 0x54

138 #define LSARPC_OPNUM Enuner at eAudi t Pol i cy 0x55

139 #define LSARPC_OPNUM Enuner at eAudi t Cat egori es 0x56

140 #define LSARPC_OPNUM Enuner at eAudi t SubCat egori es 0x57

141 #define LSARPC_OPNUM LookupAudi t Cat egor yNane 0x58

142 #define LSARPC_OPNUM LookupAudi t SubCat egor yNane 0x59

143 #define LSARPC OPNUM Set Audit Security Ox5a

144 #define LSARPC_OPNUM Quer yAudit Security 0x5b

145 #define LSARPC_OPNUM Cr edReadByTokenHandl e 0x5c¢

146 #define LSARPC_OPNUM CredRestoreCredential s 0x5d

147 #define LSARPC_OPNUM Cr edBackupCredenti al s Ox5e

149 /*

150 * Lookup levels. Level 1 appears to nmean only |ook on the local host and
151 * level 2 neans forward the request to the PDC. On the PDC it probably
152 * doesn't matter which | evel you use but on a BDC a |level 1 |ookup will
153 * fail if the BDC doesn’t have the info whereas a level 2 |ookup will also
154 * check with the PDC.

155 *

156 #define LSA_LOOKUP_WKSTA 1 /* Wndows NT 3.1 */
157 #define LSA_LOOKUP_PDC 2

158 #define LSA LOOKUP_TDL 3

159 #define LSA LOOKUP_GC 4 /* Wndows 2000 */
160 #define LSA LOOKUP_XFORESTREFERRAL 5 /* Wndows XP */
161 #define LSA LOOKUP_XFORESTRESCOLVE 6

162 #define LSA LOOKUP_RODCREFERRALTOFULLDC 7 /* Wndows Vista */
164 /*

165 * Nanme/ SI D | ookup flags

166 */

167 #define LSA LOOKUP_NAME_NOT_SPN 0x00000001

168 #define LSA LOOKUP_NAVE_MAYBE_XFOREST 0x00000002

169 #define LSA LOOKUP_NAME_I N_DBVI EW 0x00000004

171 /*

172 * Nare/ SI D | ookup options

173 *

174 * 0x00000000 Lookup i sol ated nanmes both locally and in donains/forests.
175 * 0x80000000 Lookup isol ated nanmes (except for UPNs) only in the |ocal
176 */ account database. Do not |ookup UPNs.

177 *

178 #define LSA_LOOKUP_OPT_ALL 0x00000000

179 #define LSA LOOKUP_OPT_LOCAL 0x80000000

181 /*

182 * dient revision

183 *

184 * 0x00000001 Client does not understand DNS nanmes or forests.

185 * 0x00000002 dient understands DNS names and forests.

186 *

187 * Notes:

188 * 0 neans the same as 1

189 * Anything greater than 2 neans the sanme as 2

190 */

191 #define LSA CLI ENT_REVI SI ON_NT 0x00000001

192 #define LSA CLI ENT_REVI S| ON_AD 0x00000002

new usr/src/uts/comon/snbsrv/ndl /| sarpc. ndl

194 /| *

195 * Definition for a SID. The ndl conpiler won't allow a typedef of
196 * a structure containing variable size nmenbers.

197 *

198 struct mslsa_sid {

199 BYTE Revi si on;

200 BYTE SubAut hCount ;

201 BYTE Aut hori ty[ 6];

202 Sl ZE_| S( SubAut hCount)

203 DWORD SubAut hori t y[ ANY_SI ZE_ARRAY] ;
204

b
__unchanged_portion_omtted_
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new usr/src/uts/comon/snbsrv/ ndl / nsgsvc. ndl
1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
26 */
28 #ifndef _MBGSVC NDL_
29 #define _MSGSVC_NDL_
31 /*
32 * Message Service
33 *
35 #include <libnrpc/ndrtypes. ndl >
33 #include "ndrtypes. ndl"
37 #define MSGSVCSEND_OPNUM Net r SendMessage 0x00
39 struct nmsgsvc_uuid {
40 DWORD  datal;
41 WORD dat a2;
42 WORD dat a3;
43 BYTE dat a4[ 8] ;
44 }

’ nchanged_portion_omitted_




new usr/src/ uts/comon/ snbsrv/ ndl / net df s. ndl 1 new usr/ src/ uts/ comon/ snbsrv/ ndl / net df s. ndl

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 MD datal,

12452 Sun Mar 18 01:13:06 2018 62 WORD dat a2
new usr/ src/ uts/ comon/ snbsrv/ ndl / net df s. ndl 63 WORD dat a3;
1575 untangle libmrpc ... (snbsrv) 64 BYTE dat a4[ 8] ;
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE] 65 ’

1/* __unchanged_portion_onitted_

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

15 * |f applicable, add the follow ng below this CODL HEADER, wth the

16 * fields enclosed by brackets "[]" replaced with your own identifying

17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.

*

/

28 #ifndef _NETDFS NDL_
29 #define _NETDFS_NDL_

31 /*
32 * NT Distributed File Service (NETDFS) RPC interface definition.
33 */

35 #include <libnrpc/ndrtypes. ndl >
33 #include "ndrtypes. ndl"

38 #define NETDFS ABSTRACT UUI D " 4f ¢742€0- 4a10- 11cf - 8273- 00aa004ae673"
39 #define NETDFS_ABSTRACT VERS 3

41 #define NETDFS_TRANSFER UUI D * 8a885d04- 1ceb- 11¢9- 9f 8- 08002b104860"
42 #define NETDFS_TRANSFER VERS 2

44 #define NETDFS_OPNUM GETVER 0x00

45 #define NETDFS_CPNUM ADD 0x01

46 #define NETDFS_OPNUM REMOVE 0x02

47 #define NETDFS_OPNUM SETI NFO 0x03

48 #define NETDFS_OPNUM GETI NFO 0x04

49 #define NETDFS_CPNUM ENUM 0x05

50 #define NETDFS_OPNUM MOVE 0x06

51 #define NETDFS_OPNUM RENANE 0x07

52 #define NETDFS_OPNUM ADDSTDROOT 0x0c

53 #define NETDFS_OPNUM REMSTDROOT 0x0d

54 #define NETDFS_OPNUM ENUVEX 0x15

56 #define DFS MANAGER VERSI ON_NT4 0x01

57 #define DFS_MANAGER VERSI ON V2K 0x02

58 #define DFS_MANAGER VERSI ON_W2K3 0x04

60 struct netdfs_uuid {
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 #deflne NETR ODNUM TrUStDOITHI nLl St 0X13
11376 Sun Mar 18 01:13:06 2018 62 #define NETR_OPNUM Dsr Get DcNane 0x14
new usr/src/uts/comon/ snbsrv/ ndl / netl ogon. ndl 63 #define NETR_OPNUM LogonGet Capabilities 0x15
1575 untangle libmrpc ... (snbsrv) 64 #define NETR_OPNUM LogonSet ServiceBits 0x16
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE] 65 #def|ne NETR O)NUM Logon&tTrustRld 0X17
1/* 66 #define NETR_OPNUM LogonConput eSer ver Di gest 0x18
2 * CDDL HEADER START 67 #define NETR_OPNUM LogonConput ed i ent Di gest 0x19
3 * 68 #define NETR_OPNUM Server Aut henti cat e3 Ox1A
4 * The contents of this file are subject to the terms of the 69 #defi ne NETR_OPNUM Dsr Get DcNanmeEx 0x1B
5 * Common Devel opnent and Distribution License (the "License"). 70 #define NETR_OPNUM Dsr Cet Si t eNane 0x1C
6 * You may not use this file except in conpliance with the License. 71 #define NETR_OPNUM LogonCet Donai nl nf o 0x1D
7 * 72 #define NETR_OPNUM Server Passwor dSet 2 Ox1E
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing. 74 |*
10 * See the License for the specific |anguage governi ng perm ssions 75 * This is not a real NETR OPNUM It’s used to unpack the
11 * and limtations under the License. 76 */st ruct krb5_validation_info found in the Kerberos PAC
12 = 77 *
13 * When distributing Covered Code, include this CDDL HEADER in each 78 #define NETR_OPNUM decode_kr b5_pac 1000
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying 81 struct netr_sid {
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 82 BYTE Revi si on;
18 * 83 BYTE SubAut hCount ;
19 * CDDL HEADER END 84 BYTE Aut hori ty[ 6];
20 */ 85  SIZE_| S( SubAut hCount)
21 | * 86 DWORD SubAut hori t y[ ANY_SI ZE_ARRAY] ;
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved. 87 };
23 * Use is subject to license terns. __unchanged_portion_onitted_
24 *
25 * Copyright 2014 Nexenta Systenms, Inc. Al rights reserved.
*

/

28 #ifndef _M.SVC NETR NDL_
29 #define _M.SVC_NETR_NDL_

31 /*

32 R R R RS R S RS R R RS SR RS R SR R R R R R R R R R R R R R R R R R R R R SRS SRS RS R EEEEEEEESES
33 * ) o
34 * NetLogon RPC (NETR) interface definition.

*

BB KKK KK KA KKK KKK KK ARk kKKK kKKK kKKK AR KA KK IRk k kK Kk kA Kk kR Rk Kk k ok

37 */

39 #include <libnrpc/ndrtypes. ndl >
39 #include "ndrtypes. ndl"

42 #define NETR_OPNUM UasLogon 0x00
43 #defi ne NETR_OPNUM UasLogof f 0x01
44 #define NETR_OPNUM Sanlogon 0x02
45 #define NETR_OPNUM Sanlogof f 0x03
46 #define NETR_OPNUM Ser ver ReqChal | enge 0x04
47 #define NETR_OPNUM Server Aut henti cate 0x05
48 #defi ne NETR_OPNUM Ser ver Passwor dSet 0x06
49 #define NETR_OPNUM Dat abaseDel t as 0x07
50 #define NETR_OPNUM Dat abaseSync 0x08
51 #define NETR_OPNUM Account Del t as 0x09
52 #define NETR_OPNUM Account Sync Ox0a
53 #define NETR_OPNUM Get DCNane 0x0b
54 #define NETR_OPNUM LogonCont r ol 0x0c
55 #defi ne NETR_OPNUM Get AnyDCNane 0x0d
56 #defi ne NETR_OPNUM LogonControl 2 0x0E
57 #define NETR_OPNUM Server Aut henti cat e2 OxO0F
58 #define NETR_OPNUM Dat abaseSync2 0x10
59 #define NETR_OPNUM Dat abaseRedo 0x11

60 #define NETR_OPNUM LogonCont r ol 2Ex 0x12




new usr/ src/ uts/ comon/ snbsrv/ ndl / sant pc. ndl 1

R R R R

39157 Sun Mar 18 01:13:06 2018
new usr/src/uts/comon/ snbsrv/ ndl / sanrt pc. ndl

1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 =

*

CDDL HEADER END
/

23 * Copyright (c) 2007, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved.
*/

27 #ifndef _M.SVC SAM NDL_

28 #define _M.SVC_SAM NDL_

30 /*

31 * Security Accounts Manager RPC (SAMR) interface definition.
*/

34 #include <libnrpc/ndrtypes. ndl >

34 #include "ndrtypes.ndl "

36 /* Wndows NT */

37 #define SAMR_OPNUM Connect 0x00 /* Sanr Connect */
38 #define SAMR_OPNUM O oseHandl e 0x01

39 #define SAMR_OPNUM Set SecObj ect 0x02

40 #define SAVMR_OPNUM Quer ySec(bj ect 0x03

41 #define SAVMR_OPNUM Shut downSanter ver 0x04 /* NotUsedOnWre */
42 #define SAMR_OPNUM LookupDonai n 0x05

43 #define SAMR_OPNUM Enuniocal Donai ns 0x06

44 #define SAVR_OPNUM (penDonai n 0x07

45 #define SAVR_OPNUM Quer yDorai nl nf o 0x08

46 #define SAMR_OPNUM Set Domai nl nf o 0x09

47 #define SAMR_OPNUM Cr eat eDonai nGr oup 0x0a

48 #define SAMR_OPNUM Quer yDonai nGr oups 0x0b

49 #define SAMR_OPNUM Cr eat eDomai nUser 0x0c

50 #define SAMR_OPNUM EnunDonai nUser s 0x0d

51 #define SAMR_OPNUM Cr eat eDomai nAl i as 0x0e

52 #define SAVMR_OPNUM EnunDonai nAl i ases 0xOf

53 #define SAVMR_OPNUM Lookupl ds 0x10 /* Get Ali asMenbership */
54 #define SAMR_OPNUM LookupNanes 0x11

55 #define SAMR_OPNUM LookupDonai nl ds 0x12

56 #define SAVMR_OPNUM QpenG oup 0x13

57 #define SAMR_OPNUM Quer yGroupl nfo 0x14

58 #define SAMR_OPNUM St or eGr oupl nf o 0x15

59 #define SAVMR_OPNUM AddG oupMenber 0x16

60 #define SAMR_OPNUM Del et eDormai nGr oup 0x17
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61 #defi ne SAMR _OPNUM Del et eGr oupMenber 0x18
62 #define SAMR_OPNUM Li st G oupMenber s 0x19
63 #defi ne SAMR_OPNUM Set G oupMerber At tri but es Oxla
64 #define SAMR_OPNUM OpenAl i as 0x1lb
65 #define SAMR_OPNUM A Quer yAl i asl nfo Ox1lc
66 #define SAMR_OPNUM Set Al i asl nfo 0x1d
67 #define SAMR_OPNUM Del et eDorai nAl i as Oxle
68 #define SAMR_OPNUM AddAl i asMenber Ox1f
69 #define SAMR_OPNUM Del et eAl i asMenber 0x20
70 #define SAMR_OPNUM Li st Al i asMenbers 0x21
71 #define SAMR_OPNUM OpenUser 0x22
72 #define SAVR_OPNUM Del et eUser 0x23
73 #define SAMR_OPNUM QueryUser | nfo 0x24
74 #define SAMR_OPNUM Set User | nf 00 0x25 /* SetUserinfo */
75 #define SAMR_OPNUM ChangeUser Passwor dO 0x26 /* ChangeUser Password */
76 #define SAMR_OPNUM Quer yUser G oups 0x27
77 #define SAMR_OPNUM QueryDi spl nfo 0x28 /* QueryDisplnfol */
78 #define SAMR_OPNUM Get Di spl ayEnuni ndex 0x29
79 #define SAMR_OPNUM Test Pri vat eDomai nFunct i ons Ox2a /* NotUsedOnWre */
80 #define SAMR_OPNUM Test Pri vat eUser Funct i ons 0x2b /* NotUsedOnWre */
81 #define SAMR_OPNUM Get User Pwl nf o 0x2c
83 /* Wndows 2000 */
84 #define SAMR OPNUM RenpveMenber Fr onfor ei gnDomai n Ox2d
85 #define SAVR_OPNUM Queryl nf oDomai n2 0x2e
86 #define SAVMR_OPNUM Queryl nf oUser 2 0ox2f
87 #define SAMR_OPNUM_EnunDomai nGr oups 0x30 /* QueryDi splnfo2 */
88 #define SAVMR_OPNUM Get Di spl ayEnum ndex2 0x31
89 #define SAMR_OPNUM Cr eat eUser 0x32
90 #define SAMR_OPNUM Quer yDi spl nf 04 0x33
91 #define SAMR_OPNUM AddMil ti pl eAl i asMenber s 0x34
92 #define SAMR_OPNUM ReroveMul ti pl eAl i asMenber s 0x35
93 #defi ne SAMR_OPNUM ChangeUser CenPasswor d 0x36
94 #define SAVMR_OPNUM ChangePasswor dUser 2 0x37 /* Uni codePasswd */
95 #defi ne SAVMR_OPNUM Get Domai nPwW nf o 0x38
96 #define SAMR_OPNUM Connect 2 0x39 /* Sanr Connect2 */
97 #define SAMR OPNUM Set User | nf o 0x3a /* SetlnfoUser2 */
98 #define SAMR_OPNUM Set Boot Keyl nf or mati on 0x3b
99 #define SAMR_OPNUM GCet Boot Keyl nf or mati on 0x3c
100 #defi ne SAMR_OPNUM Connect 3 0x3d /* Not UsedOnWre */
101 #define SAMR_OPNUM Connect 4 0x3e /* Sanr Connect 4 */

102 #define SAMR_OPNUM ChangeUser Uni codePasswor d3 Oox3f
104 /* Wndows XP and W ndows Server 2003 */

105 #define SAVMR_OPNUM Connect5 0x40 /* Sanr Connect5 */
106 #define SAMR_OPNUM Ri dToSid 0x41

107 #define SAMR_OPNUM Set DSRMPasswor d 0x42

108 #defi ne SAMR_OPNUM Val i dat ePasswor d 0x43

110 /* Wndows Vista */

111 #define SAMR_OPNUM QuerylLocal i zabl eAccount sl nDomai n 0x44

112 #define SAMR_OPNUM Per f or mGener i cOper at i on 0x45

115 /*

116 * Sam account flags used when creating an account. These flags seem
117 * to be very simlar to the USER INFO X flags (UF_XXX) in | maccess. h
118 * but the values are different.

119 */

120 #define SAVR_AF_ACCOUNTDI SABLE 0x0001
121 #define SAMR_AF_HOMVEDI R REQUI RED 0x0002
122 #define SAMR_AF_PASSWD_NOTREQD 0x0004
123 #define SAVMR_AF_TEMP_DUPL| CATE_ACCOUNT 0x0008
124 #define SAVR_AF_NORMAL_ACCOUNT 0x0010
125 #define SAMR_AF_MNS_LOGON ACCOUNT 0x0020
126 #define SAVR_AF_| NTERDOVAI N_TRUST_ACCOUNT 0x0040
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127
128
129
130

133
134
135
136

138
139
140
141
142
143

145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178

180
181
182
183
184
185
186
187
188
189
190
191
192

#defi ne SAMR_AF_WORKSTATI ON_TRUST_ACCOUNT 0x0080
#defi ne SAMR_AF_SERVER TRUST_ACCOUNT 0x0100
#defi ne SAMR_AF_DONT_EXPI RE_PASSWD 0x0200
#def i ne SAMR_AF_ACCOUNT_AUTOLOCK 0x0400

#def i ne SAMR_AF_MACH NE_ACCOUNT_MASK ~ ( \
SAVR_AF_| NTERDOMAI N TRUST _ACCOUNT \
| SAVR_AF_WORKSTATI ON_TRUST_ACCOUNT \
| SAVR_AF_SERVER TRUST_ACCOUNT)

#def i ne SAMR_AF_ACCOUNT_TYPE_MASK (\
SAVR_AF_TEMP_DUPLI CATE_ACCOUNT \
| SAMR AF_NORMVAL_ACCOUNT \
| SAMR_AF_I NTERDOVAI N_TRUST_ACCOUNT \
| SAMR_AF_WORKSTATI ON_TRUST_ACCOUNT \
| SAMR_AF_SERVER TRUST_ ACCCUNT)

/*

* QueryUserInfo UserAlllnfornmation WichFields
*

/

#def i ne SAMR_USER ALL_USERNAME 0x00000001
#defi ne SAMR _USER ALL_FULLNAMVE 0x00000002
#defi ne SAMR_USER_ALL_USERI D 0x00000004
#defi ne SAMR_USER_ALL_PRI MARYGROUPI D 0x00000008
#defi ne SAMR_USER_ALL_ADM NCOMVENT 0x00000010
#defi ne SAMR_USER_ALL_USERCOMVENT 0x00000020
#defi ne SAMR_USER_ALL_HOVEDI RECTORY 0x00000040
#def i ne SAMR_USER_ALL_HOVEDI RECTORYDRI VE 0x00000080
#defi ne SAMR_USER_ALL_SCRI PTPATH 0x00000100
#defi ne SAMR_USER_ALL_PROFI LEPATH 0x00000200
#defi ne SAVMR_USER ALL_WORKSTATI ONS 0x00000400
#defi ne SAMR_USER ALL_LASTLOGON 0x00000800
#defi ne SAMR_USER ALL_LASTLOGOFF 0x00001000
#def i ne SAMR_USER_ALL_LOGONHOURS 0x00002000
#defi ne SAMR_USER_ALL_BADPASSWORDCOUNT 0x00004000
#defi ne SAMR_USER_ALL_L OGONCOUNT 0x00008000
#def i ne SAMR_USER_ALL_PASSWORDCANCHANGE 0x00010000
#def i ne SAMR_USER_ALL_PASSWORDMUSTCHANGE 0x00020000
#defi ne SAVMR _USER ALL_PASSWORDLASTSET 0x00040000
#def i ne SAMR_USER_ALL_ACCOUNTEXPI RES 0x00080000
#defi ne SAMR_USER_ALL_USERACCOUNTCONTROL 0x00100000
#defi ne SAMR_USER_ALL_PARAMETERS 0x00200000
#defi ne SAMR_USER_ALL_COUNTRYCODE 0x00400000
#def i ne SAMR_USER _ALL_CODEPAGE 0x00800000
#def i ne SAMR_USER_ALL_NTPASSWORDPRESENT 0x01000000
#defi ne SAMR_USER_ALL_LMPASSWORDPRESENT 0x02000000
#defi ne SAMR_USER_ALL_PRI VATEDATA 0x04000000
#def i ne SAMR_USER_ALL_PASSWORDEXPI RED 0x08000000
#defi ne SAMR_USER_ALL_SECURI TYDESCRI PTOR 0x10000000
#defi ne SAMR_USER_ALL_ONF_PASSWORD 0x20000000
#defi ne SAVMR_USER_ALL_UNDEFI NED_MASK 0xC0000000
/ *

* Alias Access Mask val ues for SAMR

* Section 2.2.1.6 of Ms-SAMR

*

/
#def i ne SAMR_ALI AS_ACCESS_EXECUTE 0x00020008
#defi ne SAMR_ALI AS_ACCESS WRI TE 0x00020013
#defi ne SAVMR_ALI AS_ACCESS_READ 0x00020004
#defi ne SAMR_ALI AS_ACCESS_ALL_ACCESS 0x000F001F
#defi ne SAMR_ALI AS_ACCESS WRI TE_ACCOUNT 0x00000010
#defi ne SAMR_ALI AS_ACCESS_READ_I NFO 0x00000008
#define SAMR_ALI AS_ACCESS LI ST_MEMBERS 0x00000004
#defi ne SAVMR_ALI AS_ACCESS_REMOVE_MEMBER 0x00000002
#defi ne SAVMR_ALI AS_ACCESS_ADD MEMBER 0x00000001

new usr/ src/ uts/comon/ snbsrv/ ndl / sant pc. ndl

194 #define SAVMR _REVI SI ON_1 1 /* Pre Wndows 2000 */
195 #define SAMR REVI SI ON 2 2 /* W ndows 2000 */
196 #define SAVMR_REVI SI ON_3 3 /* Post W ndows 2000 */
198 /*
199 * Definition for a SID. The ndl conpiler does not allow a typedef of
200 * a structure containing variable size nmenbers.
201 * Note: cast conpatible with snb_sid_t, and code depends on that.
202 */
203 struct sanr_sid {
204 BYTE Revi si on;
205 BYTE SubAut hCount ;
206 BYTE Aut hority[ 6];
207 Sl ZE_I S( SubAut hCount )
208 ) DWORD SubAut hori t y[ ANY_SI ZE_ARRAY] ;
209 };
__unchanged_portion_onitted_
354 /*
355 * SAMPR_USER PASSWORD (in the M5 Net APl) or
356 * struct sanr_user _password (internal use) is
357 * the "clear" formof struct sanr_encr_passwd
358 * (SAMPR_ENCRYPTED_USER PASSWORD in M5 Net).
359 * |t’s not used by ndrgen, but is declared here
360 * to help clarify the relationship between these,
361 * and for the benefit of our client-side code.
362 */
363 #i f ndef NDRGEN
364 #define SAMR_USER PWEN 256
365 struct sanr_user_password {
366 ndr _wchar _t Buf f er [ SAMR_USER_PWLEN] ;
366 snb_wchar _t Buf f er [ SAMR_USER_PW.EN] ;
367 DWORD Lengt h;
368 }

__unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

*

21/
22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.
23 * Copyright 2013 Nexenta Systems, Inc. Al rights reserved.

*

/

26 #i fndef _SPOOLSS NDL_
27 #define _SPOOLSS_NDL_

29 #include <libnlrpc/ndrtypes.ndl >
28 #include "ndrtypes.ndl"

30 #include "security.ndl "

32 #define TABLE_STRING 1

33 #define TABLE_DWORD 2

34 #define TABLE_TI ME 3

35 #define TABLE_DEVMODE 4

36 #define TABLE_SECURI TY_DESCRI PTOR 5

38 #define SPOOLSS_OPNUM EnunPrinters 0x00
39 #define SPOOLSS_OPNUM OpenPrinter 0x01
40 #define SPOOLSS_OPNUM Get Job 0x03
41 #define SPOOLSS_OPNUM Enumiobs 0x04
42 #define SPOOLSS_OPNUM Del et ePrinter 0x06
43 #define SPOOLSS_OPNUM Get Pri nt er 0x08
44 #define SPOOLSS_OPNUM Get PrinterDriver 0x0b
45 #define SPOOLSS_OPNUM Del etePrinterDriver 0x0d
46 #define SPOOLSS_OPNUM St art DocPri nter Ox11
47 #define SPOOLSS_OPNUM St art PagePri nter 0x12
48 #define SPOOLSS OPNUM WitePrinter 0x13
49 #define SPOOLSS_OPNUM EndPagePri nt er 0x14
50 #define SPOOLSS_OPNUM Abort Printer 0x15
51 #define SPOOLSS_OPNUM AddJob 0x18
52 #define SPOOLSS_OPNUM Schedul eJob 0x19
53 #defi ne SPOOLSS _OPNUM Get Pri nt er Dat a Oxla
54 #define SPOOLSS_OPNUM O osePrinter Ox1d
55 #define SPOOLSS_OPNUM AddFor m Ox1le
56 #define SPOOLSS_OPNUM Del et eForm Oox1f
57 #define SPOOLSS_OPNUM EndDocPri nt er 0x17
58 #define SPOOLSS_OPNUM Enuntor ns 0x22
59 #define SPOOLSS_OPNUM EnunPorts 0x23
60 #defi ne SPOOLSS_OPNUM Enumbni t or 0x24

new usr/src/ uts/comon/ snbsrv/ ndl / spool ss. ndl

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

CONTEXT_HANDLE( spool ss_handl e) spool ss_handl e_t;

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_OPNUM
SPOOLSS_GPNUI
SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_COPNUI
SPOOLSS_OPNU
SPOOLSS_GPNU
SPOOLSS_GPNU
SPOOLSS_CPNUI
SPOOLSS_OPNU
SPOOLSS_GPNU
SPOOLSS_GPNU

| Del et ePor t

| CreatePrinterl C

| AddMoni t or

| Del et eMoni t or

| Reset Printer

| Get PrinterDriver2
| FCPN

| Repl yOpenPri nter

| Repl yCl osePri nter
| AddPor t Ex

| RFFPCNEX

| RRPCN

| RFNPCNEX

| OpenPri nt er Ex

| Set Por t

| EnunPri nt er Dat a

| EnunPri nt er Dat aEx

SPOOLSS_GPNU

| EnunPri nt er Key

struct spool ssDevnodeCont ai ner {
YTE DevCont Count ;
S| ZE_| S( DevCont Count )

BYTE *DevMde;

b
____unchanged_portion_onitted_

0x27
0x28
Ox2e
Ox2f

0x34
0x35
0x38
Ox3a
0x3c
0x3d
0x41
0x42
0x43
0x45
0x47
0x48
Ox4f

0x50
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
*

/

28 #ifndef _M.SVC LANVAN_NDL_
29 #define _M.SVC_LANVAN_NDL_

31 /*
32 * LanMan RPC (WKSSVC and SRVSVC) interface definitions.
*/

35 #include <libnrpc/ndrtypes. ndl >
33 #include "ndrtypes. ndl"

37 I*

38 * WARNING The cpp(1l) nmacros in this file are not understood by
39 /usr/bin/cpp. Use /usr/libexec/cpp instead.

40 */

42 | *

43 * TYPE CONSTRUCTOR MACROS FOR | NFORVATI ON RESULTS

Q4 KKK K KKK KKK KKK KKK Kk kKKK kKKK I KKK KKK KKk Kk kA Kk kR KKk kK kK kk

are undi scrimnated about what bufptr really points to.

45 *
46 * This is an explanation of the macros that follow this comrent.
47 *
48 * The LANMAN API’'s | ook sonething |ike this:
49 *
50 * Net XXXGet I nfo (
51 * IN char * servernane,
52 * IN char * XXX _nane,
53 * IN int | evel,
54 * QUT char ** bufptr);
55 *
56 * The bufptr is a pointer-to-pointer (**). The Net XXXGet|nfo() function
57 * malloc()s nenory, and sets *bufptr to the nmenory. The API’s
*
*
*

However, for RPI (Renbte Procedure Interface), this just won't fly.

new usr/src/uts/comon/snbsrv/ ndl/srvsvc. ndl

61 * W have to know what the result data |ooks like in order to

62 * properly (un)marshall it.

63 *

64 * As best we can determne, the MSC devel opers use an RPl that |ooks
65 * Ilkethls(approxumtelylnIDL)

66 *

67 * Renot eNet XXXGet I nfo (

68 * IN char * servernaneg,

69 * IN char * XXX_nane,

70 * IN int | evel ,

71 * QUT union switch(level) {

72 * case(1): XXX_INFO 1 * infol;

73 * case(2): XXX_INFO 2 * info2;

74 * bufptr);

75 *

76 * The level guides the (un)marshalling as it follows the pointer.
77 * DCE(MS) IDL will autonmatically forma structure for the union
78 * which | ooks about like this (nuch as Sun/RPC does):

79 *

80 * struct {

81 * int _keyval ue_;

82 * uni on {

83 * XXX_INFO_1 *infol;

84 * XXX_I NFO_2 *i nfo2;

85 * } _u_;

86 * } bufptr;

87 *

88 * This struct is not made visible to the application. It is purely
89 * an internal (autonmgic) thing. However, ndrgen does not do this.
90 * The ndrgen input MUST remain a valid C header file, and all

91 * struct and union declarations nust be exact, and we (woul d) have
92 * to tediously code sequences like this (approximately NDL)):

93 *

94 = uni on XXXGet I nfo_result_u {

95 * [case(l)] )

96 * XXX_I'NFO_ 1 * infol;

97 * [case(2)] )

98 * XXX_I NFO_2 * i nfo2;

99 ¥ s

100 *

101 ~ struct XXXGetlnfo_result {

102 ~* int I evel ;

103 *

104 * uni on XXXGetInfo_result_u bufptr;

105 * }s

106 *

107 * struct XXXCet | nfo_param { /1 still have to code this one
108 * [in] char * server nane;

109 * [in] ushort | evel ;

110 * [out] struct XXXGetlnfo_result result;

111 * ;

112 *

113 * This is error prone and difficult to wite, and nore difficult
114 * and distracting to read. It is hard to pick through the

115 * necessary evils and see what's really going on. To mtigate
116 * the situation, we have a series of nacros which generate

117 * the tedious code, and are easily recognized as supporting

118 * fluff rather than inportant structures:

119 *

120 * I NFOLRES_DEFI NI TI ON( XXXGet | nf o,

121 * TNFOLRES_UNI ON_ENTRY( XXXGet | nf o, 1)

122 * | NFOLRES_UNI ON_ENTRY( XXXGet I nf o, 2))

123 *

124 * structt XXXCet | nfo_param { /1 still have to code this one
125 * [in] char * server nane;

126 * [in] ushort level ;
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127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171

173
174
175
176

178
179
180

182
183
184
185
186

188
189

191
192

/*

*

B T T I i 2 T N S
-~

[out] struct XXXGetlnfo_result result;

The | NFOLRES_DEFI NI TI ON nacro defines two types:

union ..._ru {...}

struct ... _result { DWORD |l evel; union ..._ru bufptr; }
There is a simlar macro, | NFOLRESBUF_DEFI NI TI ON, which defines
actual space rather than just pointers. It defines:

union ...._rb {...}
typedef union ..._rb ... _rb;

Which is handy in functions because the initial coding sequence
| ooks sonething like:

XXXCet | nf oParam (struct XXXGet | nfo_param *paran) {
XXXCGet I nfo_rb rb;

param >resul t.l evel = param >l evel;
param >resul t.bufptr.nullptr = &b;

/1 for marshalling
/1 anything fits

There are two flavors of Info results. The first is the
single XXX_INFO x result, which the foregoing exanple
uses. The second flavor is when there are nultiple entries
possible. Again, for the sake of guiding the narshalling,
the RPI's use sonething accommdati ng:

struct XXX_INFO 1_result {
unsi gned entriesread;
[size_is(entriesread)]
XXX_INFO 1 * tabl e;
¥
union { XXX_INFO 1 _result *infol; ...}
Notice this is using XXX_INFO 1_result rather than just XXX_INFO 1.
The requirenents fromthis point are nmuch |ike before. Because of

the variable-length value, there is no realistic way to do somnething
i ke | NFOLRESBUF_DEFI NI TI ON.

There are two sets of macros here. | NFOLRES xxx are for the
single result case, and | NFONRES xxx for the nmultiple entry case.

I NFOLRES . ..
Type constructors for single-result case

#def i ne | NFOLRES_DEFI NI TI ON(| NFOPREF, ENTRI ES) \

I NFOLRES_UNI ON( | NFOPREF, ENTRIES) \
I NFOLRES_STRUCT( | NFOPREF)

#def i ne | NFOLRES_UNI ON(| NFOPREF, ENTRIES) \

union | NFOPREF##__ru { \
I NFOLRES_UNI ON_NULLPTR \
ENTRI ES \

}s

#define | NFOLRES_UNI ON_NULLPTR \

DEFAULT char * nul I ptr;

#def i ne | NFOLRES_UNI ON_ENTRY( | NFOPREF, NUM \

CASE(NUM struct | NFOPREF## ##NUM * buf pt r ##NUM

new usr/src/ uts/comon/ snbsrv/ ndl/srvsvc. ndl

194 #define | NFOLRES_STRUCT( | NFOPREF) \

195 struct | NFOPREF##_result { \

196 DWORD | evel; \

197 SW TCH(| evel ) \

198 uni on | NFOPREF##__ru bufptr; \

199 s

201 /*

202 * | NFOLRESBUF._. ..

203 * Type constructors for single-result buffering.
204 */

207 #i fndef NDRGEN
208 #define | NFOLRESBUF_DEFI NI TI ON( | NFOPREF, ENTRIES) \

209 typedef union | NFOPREF## rb { \

210 ENTRI ES \

211 } | NFOPREF## rb;

212 #define | NFOLRESBUF_UNI ON_ENTRY( | NFOPREF, NUM \

213 CASE(NUM struct | NFOPREF##_##NUM  buf ##NUM
214 #el se

215 #define | NFOLRESBUF_DEFI NI TI ON( | NFOPREF, ENTRI ES)
216 #define | NFOLRESBUF_UNI ON_ENTRY( | NFOPREF, NUM

217 #endif

222 | *

223 * I NFONRES.. ..

224 * Type constructors for nultiple-result case
225 */

227 #define | NFONRES RESULT(| NFOPREF, NUM) \

228 struct | NFOPREF## ##NUM#H result { \

229 DWORD entriesread; \

230 SI ZE_| S(entriesread) \

231 struct | NFOPREF##_##NUM *entries; \
232 };

234 #define | NFONRES_DEFI NI TI ON(| NFOPREF, ENTRIES) \
235 I NFONRES_UNI ON( | NFOPREF, ENTRI ES) \

236 | NFONRES_STRUCT( | NFOPREF)

238 #define | NFONRES_UNI ON( | NFOPREF, ENTRIES) \

239 uni on | NFOPREF##__ru { \

240 I NFONRES_UNI ON_NULLPTR \

241 I NFONRES_UNI ON_I NFONRES \

242 ENTRI ES \

243 };

245 #define | NFONRES_UNI ON_NULLPTR \

246 DEFAULT char * nul I ptr;
248 #ifndef NDRGEN

249 #define | NFONRES_UNI ON_I NFONRES \

250 struct msl m.infonres * p;

251 #el se

252 #define | NFONRES_UN ON_| NFONRES

253 #endi f

255 #define | NFONRES_UNI ON_ENTRY( | NFOPREF, NUM) \

256 CASE(NUM struct | NFOPREF##_##NUME#_resul t * buf pt r #NUM

258 #define | NFONRES_STRUCT( | NFOPREF) \
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259 struct | NFOPREF##_result { \

260 DWORD | evel ;

261 SW TCH(| evel ) \

262 uni on | NFOPREF##__ru bufptr; \

263 I

265 #ifndef NDRGEN

266 /*

267 * This just nmakes things a little easier on the stub nodul es:
268 *

269 * XXXCGet | nf oParam (struct XXXGet | nfo_param *paran) {
270 * struct nslm.infonres infonres;

271 *

272 * infonres.entriesread = 0;

273 * infonres.entries = 0;

274 * param >resul t.l evel = param >l evel; /1 for marshalling
275 * param >resul t. bufptr.p = & nfonres;

276 */

277 struct mslminfonres {

278 DWORD entriesread;

279 void * entries;

280 };

__unchanged_portion_onitted_




new usr/src/uts/comon/snbsrv/ndl /svcetl . ndl 1 new usr/ src/ uts/ comon/ snbsrv/ ndl /svcctl . ndl

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 #deflne SVmTL ODNUM @tserv' CeKeyNarTEW 0X15
19461 Sun Mar 18 01:13: 06 2018 62 #define SVCCTL_OPNUM Set Servi ceBitsA 0x16
new usr/src/uts/comon/snbsrv/ndl/svcetl . ndl 63 #defi ne SVCCTL_OPNUM ChangeSer vi ceConfi gA 0x17
1575 untangle libmrpc ... (snbsrv) 64 #define SVCCTL_OPNUM Creat eServi ceA 0x18
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE] 65 #define SVmTL G)NUM Enum’)endentservi CESA Oxlg
1/* 66 #define SVCCTL_OPNUM EnunServi cesSt at usA Oxla
2 * CDDL HEADER START 67 #define SVCCTL_OPNUM OpenSCManager A 0x1b
3 * 68 #defi ne SVCCTL_OPNUM QpenServi ceA Ox1lc
4 * The contents of this file are subject to the terms of the 69 #define SVCCTL_OPNUM QueryServi ceConfi gA Ox1d
5 * Common Devel opnent and Distribution License (the "License"). 70 #define SVCCTL_OPNUM QueryServi ceLockSt at usA Ox1le
6 * You may not use this file except in conpliance with the License. 71 #define SVCCTL_OPNUM Start Servi ceA Oox1f
7 * 72 #define SVCCTL_OPNUM Get Servi ceDi spl ayNaneA 0x20
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 73 #define SVCCTL_OPNUM Get Ser vi ceKeyNaneA 0x21
9 * or http://ww. opensol aris.org/os/licensing. 74 #define SVCCTL_OPNUM Get Curr ent Gr oupSt at eW 0x22
10 * See the License for the specific |anguage governi ng perm ssions 75 #define SVCCTL_OPNUM EnunSer vi ceGr oupW 0x23
11 * and limtations under the License. 76 #define SVCCTL_OPNUM ChangeSer vi ceConfi g2A 0x24
12 * 77 #define SVCCTL_OPNUM ChangeServi ceConfi g2W 0x25
13 * When distributing Covered Code, include this CDDL HEADER in each 78 #define SVCCTL_OPNUM QueryServi ceConfi g2A 0x26
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 80 /* W ndows 2000 */
16 * fields enclosed by brackets "[]" replaced with your own identifying 81 #define SVCCTL_OPNUM QueryServi ceConfi g2wW 0x27
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 82 #define SVOCTL_OPNUM QueryServi ceSt at usEx 0x28
18 * 83 #define SVCCTL_OPNUM EnunSer vi cesSt at usExA 0x29
19 * CDDL HEADER END 84 #define SVCCTL_OPNUM EnunSer vi cesSt at usExW Ox2a
20 */
21 /* 86 /* Wndows XP and W ndows Server 2003 */
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved. 87 #define SVCCTL_OPNUM SendTSMessage 0x2b
23 * Use is subject to license terns.
24 * 89 /* Wndows Vista */
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved. 90 #define SVCCTL_OPNUM Cr eat eServi ce WONB4A 0x2c
26 */ 91 #define SVCCTL_OPNUM Cr eat eServi ceWON64W 0x2d
92 #define SVCCTL_OPNUM_ I Quer ySer vi ceTagl nfo 0x2e
28 #ifndef _M.SVC SVCCTL_NDL_ 93 #define SVCCTL_OPNUM Not i fyServi ceStatusChange 0x2f
29 #define _M.SVC_SVCCTL_NDL_ 94 #define SVCCTL_OPNUM Get Noti f yResul t 0x30
95 #define SVCCTL_OPNUM Cl oseNot i f yHandl e 0x31
31 /* 96 #define SVCCTL_OPNUM Control Servi ceExA 0x32
32 * NT Service Control Services (SVCCTL) RPC interface definition. 97 #define SVCCTL_OPNUM Cont rol Servi ceExW 0x33
33 * This interface provides renpte access to add, renpve, start and 98 #define SVOCTL_OPNUM_ | SendPnPMessage 0x34
34 * stop services. 99 #define SVOCTL_OPNUM Val i dat ePnPSer vi ce 0x35
35 */ 100 #define SVCCTL_OPNUM OpenServi ceSt at usHandl e 0x36
37 #include <libnlrpc/ndrtypes.ndl > 102 CONTEXT_HANDLE(svcct! _handl e) svcctl _handle_t;
35 #include "ndrtypes. ndl "
104 /*
39 /* Wndows NT */ 105 * String definition for the ASCII interface.
40 #define SVCCTL_OPNUM C ose 0x00 106 */
41 #define SVCCTL_OPNUM Control Service 0x01 107 struct svcctl_value {
42 #define SVCCTL_OPNUM Del et eServi ce 0x02 108 DWORD vc_first_is; /* 0 */
43 #define SVCCTL_OPNUM LockSer vi ceDat abase 0x03 109 DWORD vc_length_is;
44 #define SVCCTL_OPNUM QueryServi ceSecurity 0x04 110 SI ZE_I S(vc_l ength_is)
45 #define SVOCTL_OPNUM Set Servi ceSecurity 0x05 111 BYTE val ue[ ANY_SI ZE_ARRAY] ;
46 #define SVCCTL_OPNUM Quer yServi ceSt at us 0x06 112 };
47 #define SVCCTL_OPNUM Set Servi ceSt at us 0x07 __unchanged_portion_onitted_
48 #define SVCCTL_OPNUM Unl ockSer vi ceDat abase 0x08
49 #define SVOCTL_OPNUM Not i f yBoot Confi gSt at us 0x09
50 #define SVCCTL_OPNUM Set Servi ceBits 0x0a
51 #define SVCCTL_OPNUM ChangeSer vi ceConfig 0x0b
52 #define SVCCTL_OPNUM Creat eServi ce 0x0c
53 #defi ne SVCCTL_OPNUM EnunDependent Ser vi ces 0x0d
54 #define SVCCTL_OPNUM EnunSer vi cesSt at us 0x0E
55 #define SVCCTL_OPNUM QOpenManager OxO0F
56 #define SVOCCTL_OPNUM OpenServi ce 0x10
57 #define SVCOCTL_OPNUM QueryServi ceConfig 0x11
58 #define SVCCTL_OPNUM QueryServi ceLockSt at us 0x12
59 #define SVCCTL_OPNUM Start Service 0x13

60 #define SVCCTL_OPNUM Get Servi ceDi spl ayNameW 0x14




new usr/src/ uts/comon/ snbsrv/ ndl / wi nreg. ndl 1 new usr/src/uts/comon/ snbsrv/ ndl / wi nreg. ndl

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 #deflne WNREG ODNUM Enuwal ue OXOa
12197 Sun Mar 18 01:13:06 2018 62 #define W NREG_OPNUM FI ushKey 0x0b
new usr/src/uts/comon/ snbsrv/ ndl / wi nreg. ndl 63 #define W NREG_OPNUM Get KeySec 0x0c
1575 untangle libmrpc ... (snbsrv) 64 #define W NREG_OPNUM LoadKey 0x0d
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE] 65 #deflne WNREG G)NUM l\btlfyChange Oxoe
1/* 66 #define W NREG_OPNUM CpenKey 0x0f
2 * CDDL HEADER START 67 #define W NREG_OPNUM Quer yKey 0x10
3 * 68 #define W NREG_OPNUM Quer yVal ue 0x11
4 * The contents of this file are subject to the terms of the 69 #defi ne W NREG_OPNUM Repl aceKey 0x12
5 * Common Devel opnent and Distribution License (the "License"). 70 #define W NREG_OPNUM Rest or eKey 0x13
6 * You may not use this file except in conpliance with the License. 71 #define W NREG_OPNUM SaveKey 0x14
7 * 72 #define W NREG_OPNUM Set KeySec 0x15
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing. 74 /* Wndows 2000 */
10 * See the License for the specific |anguage governi ng perm ssions 75 #define W NREG OPNUM Cr eat eVal ue 0x16
11 * and limtations under the License. 76 #define W NREG_OPNUM Unl oadKey 0x17
12 = 77 #define W NREG_OPNUM Shut down 0x18
13 * When distributing Covered Code, include this CDDL HEADER in each 78 #define WNREG CPNUM Abor t Shut down 0x19
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 79 #define W NREG_OPNUM Get Ver si on Oxla
15 * |If applicable, add the followi ng below this CDDL HEADER, wth the 80 #define W NREG_OPNUM QOpenHKCC 0x1b
16 * fields enclosed by brackets "[]" replaced with your own identifying 81 #defi ne W NREG_OPNUM OpenHKDD Ox1lc
17 * information: Portions Copyright [yyyy] [name of copyright owner] 82 #define W NREG_OPNUM Quer yMil ti Val ues 0x1d
18 * 83 #define W NREG_OPNUM _Shut downEx Ox1le
19 * CDDL HEADER END
20 */ 85 /* Wndows XP and W ndows Server 2003 */
21 | * 86 #define W NREG OPNUM SavekeyEx Ox1f
22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved. 87 #define W NREG_OPNUM QpenHKPT 0x20
23 * Use is subject to license terns. 88 #define W NREG_OPNUM OpenHKPN 0x21
24 *
25 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved. 90 /* W ndows 2003 SP1 */
26 */ 91 #define W NREG OPNUM QueryMil tiVal ues2 0x22
92 #defi ne W NREG_OPNUM Del et eKeyEx 0x23
28 #ifndef _ML.SVC W NREG NDL_
29 #define _M.SVC_W NREG_NDL_ 94 #define W NREG TYPE_NONE 0
95 #define W NREG SZ 1
31 /* 96 #define W NREG_EXPAND_SZ 2
32 * Wndows Registry (WNREG RPC interface definition. 97 #define W NREG_BI NARY 3
33 * 98 #define W NREG_DWORD 4
34 * The Wndows registry is split into a nunber of hives, which are divided 99 #define W NREG DWORD_BI G_ENDI AN 5
35 * by function. The hive nanes are abbreviated and prefixed by HKEY or HK 100 #define WNREG LI NK 6
36 * 101 #define WNREG MILTI_SZ 7
37 * HKEY_CLASSES_ROOT (HKCR) I nformation about registered applications 102 #define W NREG RESOURCE_LI ST 8
38 * HKEY_CURRENT_USER (HKCU) Settings for the current |ogged in user. 103 #defi ne W NREG_RESOURCE_DESC 9
39 * HKEY_LOCAL_MACH NE (HKLM Settings for all users on the conputer. 104 #define W NREG_RESOURCE_REQ LI ST 10
40 * HKEY_USERS (HKU) HKEY_CURRENT_USER subkeys for user accounts. 105 #define W NREG_QWORD 11
41 * HKEY_CURRENT_CONFIG  (HKCC) Runtinme configuration infornation.
42 * HKEY_PERFORMANCE_DATA (HKPD) Runtime performance data. 107 #define W NREG ACCESS QUERY_VALUE 0x00000001
43 * HKEY_DYN_DATA (HKDD) Runtime data for Wndows 9x applications. 108 #defi ne W NREG ACCESS_SET_VALUE 0x00000002
44 * HKEY_PERFORMANCE TEXT (HKPT) Runtime performance information. 109 #define W NREG ACCESS_CREATE_KEY 0x00000004
45 * HKEY_PERFORMANCE_NLS (HKPN) Runtime performance information. 110 #define W NREG ACCESS ENUMERATE 0x00000008
46 */ 111 #define W NREG_ACCESS_NOTI FY 0x00000010
112 #define W NREG ACCESS_CREATE LI NK 0x00000020
48 #include <libnlrpc/ndrtypes. ndl > 113 #define W NREG_ACCESS_KEY64 0x00000100
46 #include "ndrtypes.ndl" 114 #define W NREG ACCESS KEY32 0x00000200
50 /* Wndows NT */ 116 CONTEXT_HANDLE(wW nreg_handl e) w nreg_handle_t;
51 #define W NREG OPNUM OpenHKCR 0x00
52 #define W NREG_OPNUM OpenHKCU 0x01 118 struct w nreg_string_desc {
53 #define W NREG_OPNUM OpenHKLM 0x02 119 WORD I engt h;
54 #define W NREG_OPNUM OpenHKPD 0x03 120 WORD al | osi ze;
55 #define W NREG_OPNUM (penHKUser s 0x04 121 LPTSTR str;
56 #define W NREG_OPNUM Cl ose 0x05 122 };
57 #define W NREG_OPNUM Cr eat eKey 0x06 __unchanged_portion_omtted_
58 #define W NREG_OPNUM Del et eKey 0x07
59 #define W NREG OPNUM Del et eVal ue 0x08

60 #define W NREG_OPNUM EnunkKey 0x09
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new usr/src/ uts/ comon/ snbsrv/ netrauth. h

1575 untangle libmrpc ... (snbsrv)
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]
1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 *
25 * Copyright 2015 Nexenta Systenms, Inc. Al rights reserved.
*

/

28 #ifndef _SMBSRV_NETRAUTH H
29 #define _SMBSRV_NETRAUTH H

31 /*
32 * NETR renote authentication and | ogon services.
33 */

35 #include <sys/types. h>

36 #i nclude <smb/wi ntypes. h>

36 #include <smbsrv/w ntypes. h>
37 #include <snbsrv/ netbi os. h>
38 #include <snbsrv/ snbinfo. h>
39 #include <netdb. h>

41 #ifdef __cpl usplus
42 extern "C' {

43 #endi f

45 | *

46 * See al so netl ogon. ndl .

47 */

48 #define NETR WKSTA TRUST_ACCOUNT_TYPE 0x02

49 #define NETR_DOVAI N_TRUST_ACCOUNT_TYPE 0x04

51 /*

52 * Negotiation flags for chall enge/response authentication.
53 */

54 #define NETR _NEGOTI ATE_BASE_FLAGS 0x000001FF
55 #defi ne NETR_NEGOTI ATE_STRONGKEY_FLAG 0x00004000
57 #define NETR_SESSKEY64_SZ 8

58 #define NETR_SESSKEY128_SZ 16

59 #define NETR_SESSKEY_ MAXSZ NETR_SESSKEY128_SZ
60 #define NETR_CRED DATA SZ 8

new usr/src/uts/comon/snbsrv/ netrauth. h

61

#defi ne NETR_OWF_PASSWORD SZ 16
/*

* SAM | ogon | evels: interactive and network.

*/
#defi ne NETR_| NTERACTI VE_LOGON 0x01
#defi ne NETR_NETWORK_LOGON 0x02
/*

* SAM | ogon validation |evels.

*

/
#defi ne NETR_VALI DATI ON_LEVEL3 0x03
/*

* Most of these are from "MSV1_0_LM2O_LOGON structure”

* http://nmsdn. mcrosoft.confen-us/library/w ndows/ deskt op/ aa378762
* and a few are fromthe ntddk (ntnsvl_0.h) found nany places.
*

/
#defi ne MBV1_0_CLEARTEXT_PASSWORD ALLOWED 0x00000002
#defi ne MBV1_0_UPDATE LOGON_STATI STI CS 0x00000004
#define MBV1_0_RETURN_USER PARAMETERS 0x00000008
#define MBV1_0_DONT_TRY_GUEST_ACCOUNT 0x00000010
#defi ne MSV1_0_ALLOW SERVER TRUST_ACCOUNT 0x00000020
#defi ne MSV1_0_RETURN_PASSWORD_EXPI RY 0x00000040
/*

* NSVl 0_USE_CLI ENT_CHALLENGE neans the LM response field contains the
* "client challenge™ in the first 8 bytes instead of the LM response.
*

/
#define MSV1_O_USE_CLI ENT_CHALLENGE 0x00000080
#define MSV1_O_TRY_GUEST_ACCOUNT_ONLY 0x00000100
#defi ne MSV1_0_RETURN _PROFI LE_PATH 0x00000200
#define MSV1_0_TRY_SPECI FI ED_ DOVAI N ONLY 0x00000400
#define MSV1_0_ALLOW WORKSTATI ON_TRUST_ACCOUNT  0x00000800
#define MBV1_0_DI SABLE_PERSONAL_FALLBACK 0x00001000
#define MBV1_0_ALLOW FORCE_GUEST 0x00002000
#defi ne MBV1_0_CLEARTEXT_PASSWORD SUPPLI ED 0x00004000
#define MBV1_0_USE DOMAI N_FOR ROUTI NG ONLY 0x00008000
#def i ne MBV1_0_SUBAUTHENTI CATI ON_DLL_EX 0x00100000
/*

* This is a duplicate of the netr_credential

* from netl ogon. ndl .

*

/
typedef struct netr_cred {

BYTE dat a[ NEI'R CRED DATA_S7];
} netr_cred_t;

_unchanged_port ion_omtted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/
*

21/

22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2014 Nexenta Systems, Inc. Al rights reserved.
*
/

26 #ifndef _SVBSRV_SMB_DOCR H
27 #define _SVBSRV_SMB_DOCR_H

29 #include <sys/door. h>

30 #i nclude <snb/wi ntypes. h>

30 #include <snbsrv/wi ntypes. h>
31 #include <snbsrv/snmb_xdr. h>
32 #include <snbsrv/snb_t oken. h>

34 #ifdef __cplusplus
35 extern "C' {
36 #endif

38 #defi ne SMBD_DOOR_NAMVE "/var/run/snbd_door"

40 #define SMB_DOOR_CALL_RETRI ES 3

42 | *

43 * (Opcodes for snbd door.

44 >

45 * SMB_DR NULL is the equivalent of the NULL RPC. It ensures that an
46 * opcode of zero is not misinterpreted as an operational door call
47 * and it is available as a test interface.

48 *

49 * SMB_DR_ASYNC_RESPONSE del i vers the response part of an asynchronous
50 * request and nust be processed as a synchronous request.

51 *

52 * See al so: snb_door hdr_opnane()

53 */

54 typedef enum snb_dopcode {

55 SMB_ DR NULL = 0,

56 SMB_DR_ASYNC_RESPONSE,

57 SMB_DR_USER_AUTH_LOGON,

58 SMB_DR_USER_NONAUTH_LOGON,

59 SMB_DR_USER_AUTH_LOGOFF,

60 SMB_DR_LOOKUP_SI D,
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SMB_DR_LOOKUP_NAME,
SMB_DR_JOI N,
SMB_DR_GET_DCI NFQ,
SMB_DR_VSS_GET_COUNT,
SMB_DR_VSS_GET_SNAPSHOTS,
SMB_DR_VSS_MAP_GMITOKEN,
SMB_DR_ADS_FI ND_HCST,
SMB_DR_QUGTA_QUERY,
SMB_DR_QUOTA_SET,
SMB_DR_DFS_GET_REFERRALS,
SMB_DR_SHR_HOSTACCESS,
SMB_DR_SHR_EXEC,
SMB_DR_NOTT FY_DC_CHANGED

74 } snb_dopcode_t;

__unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 * O 15 SeOeatePagef”ePerllege Oeate a pageflle
7232 Sun Mar 18 01:13: 07 2018 62 * 0:16 SeCreatePermanent Privil ege Create permanent shared objects
new usr/src/uts/comon/ snbsrv/snb_privilege. h 63 * 0:17 SeBackupPrivil ege Back up files and directories
1575 untangle libmrpc ... (snbsrv) 64 * 0:18 SeRestorePrivilege Restore files and directories
LEEE R R R R EEEEEEEEE SRR EEE R REEEE SRR EEEEEEEEEEEEREEEEEEEEEESE] 65 * O: 19 Seshutdomprivilege Shut dom the SySIem
1/* 66 * 0:20 SeDebugPrivil ege Debug prograns
2 * CDDL HEADER START 67 * 0:21 SeAuditPrivilege Generate security audits
3 * 68 * 0:22 SeSystenEnvironnentPrivilege Mdify firmware environnent val ues
4 * The contents of this file are subject to the terms of the 69 * 0:23 SeChangeNotifyPrivil ege Bypass traverse checking
5 * Common Devel opnent and Distribution License (the "License"). 70 * 0:24 SeRenot eShutdownPrivil ege Force shutdown froma renote system
6 * You may not use this file except in conpliance with the License. 71 */
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 73 | *
9 * or http://ww. opensol aris.org/os/licensing. 74 * Privilege nanes
10 * See the License for the specific |anguage governi ng perm ssions 75 */
11 * and limtations under the License. 76 #define SE_CREATE_TOKEN_NAME " SeCr eat eTokenPri vi | ege”
12 * 77 #define SE_ASSI GNPRI MARYTOKEN NAME " SeAssi gnPri maryTokenPri vi | ege”
13 * When distributing Covered Code, include this CDDL HEADER in each 78 #define SE_LOCK_MEMORY_NANVE " SeLockMenoryPrivil ege”
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 79 #define SE_| NCREASE_QUOTA NANMVE "Sel ncreaseQuot aPri vi | ege”
15 * |If applicable, add the followi ng below this CDDL HEADER, wth the 80 #define SE_UNSOLI Cl TED_| NPUT_NAME "SeUnsol i ci tedl nputPrivilege"
16 * fields enclosed by brackets "[]" replaced with your own identifying 81 #define SE_MACH NE_ACCOUNT_NAME " SeMachi neAccount Privi | ege”
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 82 #define SE_TCB_NAME "SeTcbPrivil ege”
18 * 83 #define SE_SECURI TY_NAME "SeSecurityPrivilege"
19 * CDDL HEADER END 84 #define SE_TAKE_OMERSH P_NANVE " SeTakeOaner shi pPrivi | ege”
20 */ 85 #define SE_LOAD DRI VER NAVE "SelLoadDri verPrivil ege"
21 | * 86 #define SE_SYSTEM PROFI LE_NAME "SeSystenProfilePrivilege"
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved. 87 #define SE_SYSTEMII ME_NAMVE "SeSystentimePrivil ege”
23 * Use is subject to license terns. 88 #define SE_PROF_SI NGLE_PROCESS_NANME "SeProfil eSingl eProcessPrivil ege”
24 = 89 #define SE_I NC_BASE PRI ORI TY_NAME "Sel ncreaseBasePriorityPrivilege”
25 * Copyright 2014 Nexenta Systenms, Inc. Al rights reserved. 90 #defi ne SE_CREATE_PAGEFI LE_NAME " SeCr eat ePagefil ePrivil ege”
26 */ 91 #define SE_CREATE_PERMANENT NANE " SeCr eat ePer manent Pri vi | ege"
92 #define SE_BACKUP_NAME " SeBackupPri vi |l ege"
28 #ifndef _SMB PRI VILEGE_H 93 #define SE_RESTORE NAMVE "SeRestorePrivil ege”
29 #define _SMB_PRI VI LEGE_H 94 #define SE_SHUTDOAN_ NAME " SeShut downPri vi | ege"”
95 #define SE_DEBUG NAVE " SeDebugPri vi | ege”
31 #include <snb/wi ntypes. h> 96 #define SE_AUDI T_NAMVE "SeAudi t Privil ege"
31 #include <snmbsrv/w ntypes. h> 97 #define SE_SYSTEM ENVI RONVENT_NANVE " SeSyst enEnvi ronnent Pri vi | ege"
98 #define SE_CHANGE_NOTI FY_NAME " SeChangeNoti fyPrivil ege"
33 #ifdef __cplusplus 99 #define SE_REMOTE_SHUTDOM_NANE " SeRenot eShut downPri vi | ege”
34 extern "C' {
35 #endi f 101 #define SE_M N _LU D 2
102 #define SE_CREATE TOKEN LUl D 2
37 /* 103 #define SE_ASSI GNPRI MARYTOKEN _LUI D 3
38 * Privileges 104 #define SE_LOCK _MEMORY_LUI D 4
39 * 105 #define SE_| NCREASE QUOTA LU D 5
40 * Privileges apply to all objects and over-ride the access controls 106 #define SE_MACHI NE_ACCOUNT LUl D 6
41 * in an object’s security descriptor in a manner specific to each 107 #define SE_TCB LU D 7
42 * privilege. Privileges are still not full defined. Privileges are 108 #define SE_SECURI TY_LU D 8
43 * defined in a set structure (LU D = Locally Unique Identifier). 109 #define SE_TAKE_OMERSHI P_LUI D 9
44 > 110 #define SE_LOAD_DRI VER LU D 10
45 * The default LU D, name and displ ay nanes defined on NT 4.0 are: 111 #define SE_SYSTEM PROFILE_LUI D 11
46 * LU D Privil ege Nane Di spl ay Nane 112 #define SE_SYSTEMII ME_LUI D 12
L A e 113 #define SE_PROF_SI NGLE_PROCESS LU D 13
48 * 0:2 SeCreateTokenPrivilege Create a token object 114 #define SE_I NC_ BASE PRI ORI TY_LU D 14
49 * 0:3 SeAssignPrimaryTokenPrivilege Replace a process |evel token 115 #define SE_CREATE_PAGEFI LE_LUI D 15
50 * 0:4 SeLockMernoryPrivilege Lock pages in menory 116 #define SE_CREATE_PERMANENT LUI D 16
51 * 0:5 SelncreaseQuotaPrivilege I ncrease quot as 117 #define SE_BACKUP_LUI D 17
52 * 0:6 SeMachi neAccount Privil ege Add workstations to domain 118 #define SE_RESTORE LUl D 18
53 * 0:7 SeTchPrivilege Act as part of the operating system 119 #define SE_SHUTDOAN LUI D 19
54 * 0:8 SeSecurityPrivilege Manage auditing and security |og 120 #define SE_DEBUG LU D 20
55 * 0:9 SeTakeOanershi pPrivilege Take ownership of files or other objects 121 #define SE_AUDI T_LU D 21
56 * 0:10 SeLoadDriverPrivilege Load and unl oad device drivers 122 #define SE_SYSTEM ENVI RONMVENT LUl D 22
57 * 0:11 SeSystenProfilePrivilege Profile system performance 123 #define SE_CHANGE_NOTIFY_LU D 23
58 * 0:12 SeSystentinePrivilege Change the systemtine 124 #define SE_REMOTE_SHUTDOWN LUI D 24
59 * 0:13 SeProfil eSingleProcessPrivilege Profile single process 125 #define SE_MAX_LU D 24
60 * 0:14 SelncreaseBasePriorityPrivilege Increase scheduling priority
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127 /*

128 * Privilege attributes

129 */

130 #define SE_PRI VI LEGE_DI SABLED 0x00000000
131 #define SE_PRI VI LEGE_ENABLED BY_DEFAULT 0x00000001
132 #define SE_PRI VI LEGE_ENABLED 0x00000002
133 #define SE_PRI VI LEGE_USED_FOR_ACCESS 0x80000000
135 /*

136 * Privilege Set Control flags

137 */

138 #define PRI VI LEGE_SET_ALL_NECESSARY 1

140 /*

141 * Local User ID (an NT thing, not a Unix U D)
142 * See also: snb_luid_xdr()

143 */

144 typedef struct snmb_luid {
145 uint32_t lo_part;
146 uint32_t hi_part;

147 } snb_luid_t;
__unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /| *
23 * Copyright (c) 2008, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
25 * Copyright (c) 2016 by Del phix. Al rights reserved.
*
/

28 #ifndef _SMB SHARE H
29 #define “SMB_SHARE H

31 #include <sys/param h>

32 #include <snmb/ | nerr. h>

33 #incl ude <snb/wi ntypes. h>

34 #include <snbsrv/string. h>

35 #include <snbsrv/snb_inet. h>
36 #i nclude <snbsrv/hash_table. h>
35 #include <smbsrv/w ntypes. h>
36 #include <smb/|nmerr. h>

38 #if !defined(_KERNEL) && !defi ned(_FAKE_KERNEL)
39 #include <libshare. h>
40 #endif

42 #ifdef __cpl usplus
43 extern "C' {

44 #endif

46 #define SMB_CVOL "/var/snb/cvol "

47 #define SMB_SYSROOT SMB_CVOL "/ w ndows"

48 #define SMB_SYSTEMB2 SMB_SYSROOT "/ systenB2"
49 #define SMB_VSS SMB_SYSTEMB2 "/vss"

51 /* Exported naned pipes are in... */

52 #define SMB_PI PE_DI R "/ var/ snb/ pi pe"

54 | *

55 * Share Properties:

56 *

57 * name Advertised name of the share
58 *

59 * ad-container Active directory container in which the share
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115

117
118
119
120
121
122
123
124
125

* wi |l be published
*
* abe Det er mi nes whet her Access Based Enuneration is applied
* to a share
*
* csc Cient-side caching (CSC) options applied to this share
* di sabl ed The client MJST NOT cache any files
* nmanual The client should not automatically cache every file
* that it opens
* aut o The client may cache every file that it opens
* vdo The client may cache every file that it opens
* and satisfy file requests fromits local cache.
*
* catia CATI A character substitution
*
* guest ok Det er mi nes whet her guest access is allowed
*
* next three properties use access-list a al NFS
*
*ro list of hosts that will have read-only access
*orw l'ist of hosts that will have read/wite access
* none list of hosts that won't be allowed access
*/
#def i ne SHOPT_AD_CONTAI NER "ad- cont ai ner"
#def i ne SHOPT_ABE "abe"
#def i ne SHOPT_NAVE "nang"
#defi ne SHOPT_CSC "csc”
#defi ne SHOPT_CATI A "catia"
#def i ne SHOPT_GUEST "guest ok"
#def i ne SHOPT_RO "ro"
#defi ne SHOPT_RW "rw'
#def i ne SHOPT_NONE "none"
#def i ne SHOPT_DFSROOT "df sroot"
#def i ne SHOPT_DESCRI PTI ON "description”
#defi ne SMB_DEFAULT_SHARE _GROUP "snb"
#def i ne SMB_PROTOCOL_NAVE "snb"
/*
* RAP protocol share related commands only understand
* share nanes in CEM fornat and there is a 13 char size
* limtation
*/
#defi ne SMB_SHARE CEMNAME MAX 13
#def i ne SMB_SHARE_NTNAME_MAX 81
#def i ne SMB_SHARE_CMNT_MAX (64 * MIS_MB_CHAR_ MAX)
/*
* struct SHARE_INFO 1 {
* char shi 1_net nane[ 13]
* char shi 1_pad;
* unsi gned short shil_type
* char *shi 1_remark;
*
*/ }
#define SHARE I NFO 1_SI ZE (SMB_SHARE_CEMNAME_MAX + 1 + 2 + 4)
/*
* Share flags:
*
* There are two types of flags:
*
* - flags that represent a share property
* - other flags set at runtine
*
* Property flags:
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Cient-side caching is disabled for this share

cache | ookup is all owed

transient shares are autohone.

126 *

127 * SMB_SHRF_CSC DI SABLED

128 * SMB_SHRF_CSC MANUAL Manual client-side caching is allowed
129 * SMB_SHRF_CSC _AUTO Aut omatic client-side caching (CSC) is allowed
130 * SMB_SHRF_CSC VDO Aut omati ¢ CSC and | ocal

131 * SMB_SHRF_ACC_OPEN No restrictions set

132 * SMB_SHRF_ACC_NONE "none" property set

133 * SMB_SHRF_ACC RO "ro" (readonly) property set
134 * SMB_SHRF_ACC RW "rw' (read/wite) property set
135 * SMB_SHRF_ACC ALL Al of the access bits

136 * SMB_SHRF_CATI A CATI A character translation on/off
137 * SMB_SHRF_GUEST_ K Quest access on/of f

138 * SMB_SHRF_ABE Access Based Enuneration on/off
139 * SMB_SHRF_DFSROOT Share is a standal one DFS root
140 *

141 * Runtine flags:

142~

143 * SMB_SHRF_TRANS Transi ent share

144 * SMB_SHRF_PERM Per manent share

145 * SMB_SHRF_AUTOHOVE Aut ohone share.

146 * SMB_SHRF_ADM N Adnin share

147 *

148 * Al autohome shares are transient but not all

149 * |IPC$ and drive letter shares (e.g. d$, e$, etc) are transient but
150 * not autohone.

151 */

153 /*

154 * Property flags

155 */

156 #defi ne SMB_SHRF_DFSROOT 0x0001

157 #define SMB_SHRF_CATI A 0x0002

158 #define SMB_SHRF_GUEST_CK 0x0004

159 #define SMB_SHRF_ABE 0x0008

161 #define SMB_SHRF_CSC DI SABLED 0x0010

162 #define SMB_SHRF_CSC_NMANUAL 0x0020

163 #defi ne SMB_SHRF_CSC_AUTO 0x0040

164 #define SMB_SHRF_CSC_VDO 0x0080

165 #define SMB_SHRF_CSC _NMASK 0x00F0

167 #define SMB_SHRF_ACC_OPEN 0x0000

168 #defi ne SMB_SHRF_ACC_NONE 0x0100

169 #define SMB_SHRF_ACC RO 0x0200

170 #define SMB_SHRF_ACC_RW 0x0400

171 #define SMB_SHRF_ACC ALL 0x0F00

173 /*

174 * Runtinme flags

175 */

176 #define SMB_SHRF_ADM N 0x01000000

177 #defi ne SMB_SHRF_TRANS 0x10000000

178 #defi ne SMB_SHRF_PERM 0x20000000

179 #define SMB_SHRF_AUTCHOME 0x40000000

181 #define SMB_SHARE PRI NT "print$"

182 #define SMB_SHARE PRI NT_LEN 6

183 /*
184 * refcnt is currently only used for autohone.

aut ohome needs a refcnt

185 * because a user can map their autohone share fromnore than one client
186 * at the sanme tinme and the share should only be renpved when the | ast
187 * one is disconnected

188 */

189 typedef struct snb_share {

190 char shr _name[ MAXNAMVELEN] ;

191 char shr _pat h[ MAXPATHLEN] ;
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192 char shr_cmt [ SMB_SHARE_CWNT_MAX] ;
193 char shr_cont ai ner [ MAXPATHLEN] ;
194 ui nt 32_t shr_fl ags;

195 ui nt32_t shr_type;

196 ui nt 32_t shr_refcnt;

197 ui nt 32_t shr_access_val ue; /* host
198 uid_t shr_ui d;

199 gid_t shr_gi d;

200 char shr_access_none[ MAXPATHLEN] ;
201 char shr_access_r o[ MAXPATHLEN] ;
202 char shr_access_rw MAXPATHLEN] ;

203 } snb_share_t;

_unchanged_portion_onitted_

return access value */

/* aut ohome only */
/* autohome only */
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al

23 * Copyright 2014 Nexenta Systems, Inc. Al rights reserved.

24 */

26 #ifndef _SMB_SID H

27 #define _SMB_SID H

29 /*

30 * Security ldentifier (SID) interface definition.

31 */

32 #include <smb/wi ntypes. h>
32 #include <snmbsrv/w ntypes. h>

34 #ifdef __cplusplus

35 extern "C' {

36 #endif

38 /*

39 */ Predefined gl obal user RIDs.

40 *

41 #define DOVAI N USER RI D_ADM N (0x000001F4L) /* 500 */
42 #define DOVAI N_USER RI D_GUEST (0x000001F5L) /* 501 */
43 #define DOVAI N_USER Rl D_KRBTGT (0x000001F6L) /* 502 */
45 [ *

46 * Predefined gl obal group RIDs.

47 */

48 #define DOVAI N GROUP_RI D_ADM NS (0x00000200L) /* 512 */
49 #define DOMAI N_GROUP_RI D_USERS (0x00000201L) /* 513 */
50 #define DOVAI N_GROUP_RI D_GUESTS (0x00000202L) /* 514 */
51 #define DOVAI N_ GROUP_RI D_COVPUTERS (0x00000203L) /* 515 */
52 #define DOVAI N GROUP_RI D_CONTROLLERS (0x00000204L) /* 516 */
53 #define DOVAI N_GROUP_RI D_CERT_ADM NS (0x00000205L) /* 517 */
54 #define DOVAI N GROUP_RI D SCHEMA ADM NS (0x00000206L) /* 518 */
55 #define DOVAI N_ GROUP_RI D _EP_ADM NS (0x00000207L) /* 519 */
56 #define DOVAI N GROUP_RI D_GP_CREATOR (0x00000208L) /* 520 */

59 /*
60 *

Predefined | ocal alias RIDs.

rights reserved.
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111

124

*/
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

/*

* Uni versal

*/
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

/*

* SID type indicators (SID _NAVE_USE) .

*/
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

) GUESTS

) PONER_USERS
) ACCOUNT_OPS
) SYSTEM OPS
) PRI NT_OPS

) BACKUP_OPS
) REPLI CATOR

and NT wel | -known SI Ds

NT_NULL_AUTH_SI DSTR
NT_NULL_SI DSTR
NT_WORLD_AUTH_SI DSTR
NT_WORLD_SI DSTR
NT_LOCAL_AUTH_SI DSTR
NT_LOCAL_SI DSTR
NT_CREATOR_AUTH_SI DSTR

NT_CREATOR_OWNER | D_SI DSTR
NT_CREATOR_GROUP_| D_SI DSTR

NT_CREATOR_OWNER_SERVER _| D_SI DSTR
NT_CREATOR_GROUP_SERVER_| D_SI DSTR

NT_OANER_RI GHTS_SI DSTR
NT_GROUP_RI GHTS_SI DSTR
NT_NON_UNI QUE_| DS_SI DSTR
NT_AUTHORI TY_SI DSTR
NT_DI ALUP_SI DSTR
NT_NETWORK_S| DSTR
NT_BATCH_STDSTR
NT_| NTERACTI VE_SI DSTR
NT_LOGON_SESSI ON_SI DSTR
NT_SERVI CE_SI DSTR
NT_ANCNYMOUS_LOGON_SI DSTR
NT_PROXY_SI DSTR
NT_SERVER _LOGON_SI DSTR
NT_SELF_SIDSTR
NT_AUTHENTI CATED USER S| DSTR
NT_RESTRI CTED_CODE_SI DSTR
NT_TERM NAL_SERVER_SI DSTR
NT_LOCAL_SYSTEM S| DSTR
NT_NON_UNI QUE_SI DSTR

NT_BUI LTI N_DOVAI N_SI DSTR

NT_BUI LTI N_CURRENT _OWKER_SI DSTR
NT_BUI LTI N_CURRENT_GROUP_SI DSTR

Si dTypeNul |

Si dTypeUser

Si dTypeG oup
Si dTypeDomnai n
Si dTypeAl i as

Si dTypeWel | KnownG oup
Si dTypeDel et edAccount

Si dTypel nval i

d

Si dTypeUnknown

Si dTypeConput er

Si dTypeLabel

(0x00000220L)
(0x00000221L)
(0x00000222L)
(0x00000223L)
(0x00000224L)
(0x00000225L)
(0x00000226L)
(0x00000227L)
(0x00000228L)

PPPPDPPPPPPPPPPPPPPPPPPDPPPPPPPPP
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138
139
140
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142
143
144

147
148
149

151
152
153
154
155
156
157
158

160
161
162
163
164
165
166
167
168
169
170
171
172
173

175
176
177

180

183
184
185
186
187
188

191
192

"“SECURI TY_ENTERPRI SE_CONTROLLERS_RI D

/*

* |dentifier authorities for various domains.

*

/

#define NT_SI D_NULL_AUTH 0
#define NT_SI D WORLD AUTH 1
#defi ne NT_SI D_LOCAL_AUTH 2
#define NT_SI D_CREATOR AUTH 3
#define NT_SI D_NON_UNI QUE_AUTH 4
#define NT_SI D_NT_AUTH 5
#defi ne NT_SECURI TY_NULL_AUTH {0, 0, 0, 0, O, 0O}
#defi ne NT_SECUR TY_WORLD AUTH {0, 0, 0, 0, O, 1}
#define NT_SECURI TY_LOCAL_AUTH {0, 0, 0, 0, O, 2}
#defi ne NT_SECURI TY_CREATOR_AUTH {0, 0, 0, 0, O, 3}
#define NT_SECURI TY_NON_UNI QUE_AUTH {0, 0, 0, 0, O, 4}
#defi ne NT_SECURI TY_NT_AUTH {0, 0, 0, 0, O, 5}
#def i ne NT_SECURI TY_UNI X_AUTH {0, 0, 0, 0, O, 99}
#define SECURI TY_NULL_RI D (0x00000000L)
#define SECURI TY_WORLD RI D (0x00000000L)
#define SECURI TY_LOCAL_RI D (0X00000000L)
#def i ne SECURI TY_CREATOR OMNER Rl D (0x00000000L)
#def i ne SECURI TY_CREATOR _GROUP_RI D (0x00000001L)
#def i ne SECURI TY_CREATOR OMER_SERVER RI D (0x00000002L)
#defi ne SECURI TY_CREATOR_GROUP_SERVER_RI D (0x00000003L)
#defi ne SECURI TY_OWNER_RI GHTS RI D (0x00000004L)
#defi ne SECURI TY_GROUP_RI GHTS_RI D (0x00000005L)
#def i ne SECURI TY_CURRENT_OWNER_RI D (O0x000002FEL)
#defi ne SECURI TY_CURRENT_GROUP_RI D (0x000002FFL)
#defi ne SECURI TY_DI ALUP_RI D (0x00000001L)
#defi ne SECURI TY_NETWORK_RI D (0x00000002L)
#defi ne SECURI TY_BATCH RI D (0x00000003L)
#defi ne SECURI TY_I NTERACTI VE_RI D (0x00000004L)
#define SECURI TY_LOGON | DS_RID (0x00000005L)
#define SECURI TY_LOGON | DS_RI D_COUNT (3L)
#defi ne SECURI TY_SERVI CE_RI D (0x00000006L)
#defi ne SECURI TY_ANONYMOUS_LOGON_RI D (0x00000007L)
#defi ne SECURI TY_PROXY_RID (0x00000008L)
#defi ne SECURI TY_ENTERPRI SE_CONTROLLERS_RI D (0x00000009L)
#defi ne SECURI TY_SERVER _LOGON RI D
#defi ne SECURI TY_PRI NCl PAL_SELF_RI D (0x0000000AL)
#def i ne SECURI TY_AUTHENTI CATED_USER RI D (0x0000000BL)
#def i ne SECURI TY_RESTRI CTED_CODE_RI D (0x0000000CL)
#defi ne SECURI TY_LOCAL_SYSTEM RI D (0x00000012L)
#defi ne SECURI TY_NT_NON_UNI QUE (0x00000015L)
#def i ne SECURI TY_BUI LTI N_DOVAI N_RI D (0x00000020L)
#defi ne NT_SI D NON_UNI QUE_SUBAUTH 21
/*

* Common definition for a SID.

*/
#defi ne NT_SI D_REVI SI ON 1
#defi ne NT_SI D_AUTH MAX 6
#defi ne NT_SI D_SUBAUTH MAX 15

/*

* Security ldentifier (SID)
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194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233

I T T T T T I N
-~

The security identifier (SID) uniquely identifies a user, group or

a domain. It consists of a revision nunber, the identifier authority,
and a |list of sub-authorities. The revision nunber is currently 1.
The identifier authority identifies which systemissued the SID. The
sub-authorities of a domain SID uniquely identify a domain. A user

or group SID consists of a donain SIDwth the user or group id
appended. The user or group id (also known as a relative id (R D

uni quely identifies a user within a domain. A user or group SID
uniquely identifies a user or group across all domains. The SidType
val ues identify the various types of SID.

1 1 1 1 1 1
5 4 3 2 1 0 9 8 7 6 5 4 3 2 1 0

B T R R T +
| SubAut hori t yCount | Reservedl (SBZ)| Revi si on |
B T T R e e R R O . +
| IdentifierAuthority[0] |
B L T e R T +
| IdentifierAuthority[1] |
B T N N e N e . +
| IdentifierAuthority[?2] |
o m m m e e e e e e e e e e e e e e e e e e e e e mmeeeeaao +
| |
+- - - - - - - - SubAuthority[] - - - - - - - - -+
il |

Note: NT defines the Identifier Authority as a separate

structure (SID_I DENTI FI ER_ AUTHORI TY) containing a literal
definition of a 6 byte vector but the effect is the sane
as defining it as a nmenber val ue.

See al so: snb_sid_xdr()

typedef struct smb_sid {

uint8_t sid_revision;

uint8_t sid_subaut hcnt ;

uint8_t sid_authority[ NT_SI D AUTH MAX];
ui nt32_t si d_subaut h[ ANY_SI ZE_ARRAY] ;

234 } snb_sid_t;

__unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

*

21/

22 * Copyright (c) 2007, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 Nexenta Systems, Inc. Al rights reserved.
*
/

26 #ifndef _SMBSRV_SMB_XDR H
27 #define _SVBSRV_SMB_XDR_

29 #ifdef __cplusplus
30 extern "C' {
31 #endif

33 #include <rpc/xdr.h>

34 #include <sys/param h>

35 #include <sys/avl.h>

36 #include <sys/list.h>

37 #include <snb/wintypes. h>

37 #include <snbsrv/w ntypes. h>
38 #include <snbsrv/snb_sid. h>
39 #include <snbsrv/snbinfo. h>
40 #include <snbsrv/snb_ioctl.h>
41 #include <snbsrv/snb_sid. h>
42 #include <snbsrv/snb_share. h>
43 #incl ude <snbsrv/snb_dfs. h>
44 #incl ude <snbsrv/w ntypes. h>

45 #if defined(_KERNEL) || defi ned(_FAKE_KERNEL)
46 #include <sys/sysnacros. h>

47 #define xdr_int8_t xdr _char
48 #define xdr_uint8_t xdr _u_char
49 #define xdr_int16_t xdr _short

50 #define xdr_uint16_t xdr _u_short

51 #else /* _KERNEL */

52 #include <stddef.h> /* offsetof */
53 #endif /* _KERNEL */

55 /*

56 * null-termnated string

57 * See also: snb_string_xdr()
58 */

59 typedef struct snmb_string {
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60 char *buf;
61 } snmb_string_t;

__unchanged_portion_onitted_



