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ess_list ioctl now provides all scan results properties for wpa/libdl wan
first integration of wpa_s control interface client code

first integration of wpa_s wpa_ie parsing code
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but not included in any packages - this Is intentional.

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel oprent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing pernissions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the followi ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy] [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
22 #
23 # Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
24 # Copyright 2011 Nexenta Systens, Inc. Al rights reserved.
25 #
27 #
28 # Exception List for validate_pkg
29 #
31 #
32 # The following entries are built in the /proto area

#

#

35 usr/include/auth_list.h

36 usr/include/ bsm audit_door _infc.h
37 usr/include/bsm audit_private.h
38 usr/include/ bsm deval | oc. h

39 usr/include/ get xby_door. h

40 usr/incl ude/ passwdutil.h

41 usr/include/priv_utils.h

42 usr/include/rpcsve/ daemon_utils. h
43 usr/include/ rpcsve/ sve_dg_priv.h
44 usr/incl ude/ security/pam.inpl.h
45 usr/incl ude/ sys/cl ock_i npl . h

46 usr/include/sys/ieeefp.h

47 usr/incl ude/ sys/w nl ocki 0. h

48 usr/incl ude/ scsi/ pl ugi ns/ ses/vendor/sun_i npl . h

49 #

50 # Private/lnternal libraries of the Cryptographic Franmework.
51 #

52 |ib/libkcfd. so

53 lib/llib-lelfsign

54 lib/llib-lelfsign.In

55 lib/llib-lkecfd

56 lib/1lib-1kcfd.In

57 usr/include/libel fsign.h

58 usr/lib/Ilib-lIsoftcrypto
59 usr/lib/lIlib-1softcrypto.ln
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60
61

usr/lib/anmd64/11ib-1soft

crypto.ln i 386

usr/lib/sparcv9/llib-lsoftcrypto.ln sparc

#
# The following files are used by the DHCP servi ce,
i enment ation, and the kernel

# standal one’ s DHCP i npl

the
(nfs_dl boot) .

# They contain interfaces which are currently private.
#

usr/incl ude/ dhcp_svc_conf key. h
usr/incl ude/ dhcp_svc_confopt. h
usr/incl ude/ dhcp_svc_private. h

usr/incl ude/ dhcp_synbol .

usr/incl ude/ sys/ sunos_dh
usr/1ib/libdhcpsvc. so
usr/1lib/11ib-1dhcpsve
usr/1ib/Ilib-1dhcpsvc.In
#

# Private MAC driver hea

#
usr/include/inet/iptun.h
usr/incl ude/ sys/ aggr_i np
usr/include/ sys/aggr.h
usr/include/ sys/dl d_i npl
usr/include/sys/dl d_ioc.
usr/include/ sys/dl s_i npl
usr/include/sys/dls.h
usr/include/ sys/mac_clie
usr/include/ sys/mac_clie

h
cp_class.h

der files

I.h

.h
h
.h

nt_inpl.h
nt.h

usr/include/ sys/mac_flow_inpl.h

usr/incl ude/ sys/ mac_i npl
usr/include/ sys/ mac_soft
usr/incl ude/ sys/ mac_st at
#

# Private GLDv3 userland
#

usr/include/libdl adm.inp
usr/include/libdlaggr.h

usr/include/libdlether.h

_ring.h

.h
libraries and headers

I.h

usr/include/libdl flow_inpl.h

usr/include/libdlflowh
usr/include/libdliptun.h
usr/include/libdl mgnt.h
usr/include/libdlsimh
usr/include/libdlstat.h
usr/include/libdlvnic.h

usr/include/libdlw an_inpl.h

usr/include/libdlw an.h
#
# Virtual Network Interf
#

usr/include/sys/vnic.h
usr/include/ sys/vnic_inp
#

# Private |ibipadmlint
#

usr/include/ipadm i prgnt
usr/include/i padm ndpd. h
usr/include/libi padmh
lib/Ilib-1ipadm
lib/Ilib-1ipadmln
I'ib/1ibipadm so

#

# Private |ibsocket head
#
usr/include/libsocket_pr
#

ace Card (VNIO)

I.h
library and header files

.h

er file

iv.h
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174

# | KE and | Psec support library exceptions. The |KE support
# library contains exclusively private interfaces, as does
# 1ibipsecutil. M apologies for the glut of header files here
#

usr/include/errfp.h

usr/incl ude/ikedoor. h

usr/include/ipsec_util.h

usr/1ib/libike.so

usr/lib/and64/|i bi ke. so i 386
usr/1ib/sparcv9/libike.so sparc
usr/1ib/libipsecutil.so

usr/| anmd64/ | i bi psecutil. i 386
parcv9/I|b|psecut|I sparc

lib-1ik

l'i b- Ilke I'n

64/11ib-like.In i 386
9/Ilib-like.ln sparc

psecuti |

psecutil.ln

l'ib-1ipsecutil.In i 386
/11ib-1ipsecutil.In sparc
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usr/include/inet/ip_inpl.h
usr/include/inet/ip_ndp.h
usr/include/inet/ip2mac_inpl.h
usr/include/inet/ip2mac. h
usr/include/inet/raw p_inpl.h
usr/include/inet/tcp_inpl.h
usr/include/inet/udp_inpl.h
usr/include/libmail.h
usr/include/libnwampriv.h
usr/incl ude/ protocol s/ripngd. h
usr/include/s_string.h

usr/incl ude/ sys/ | ogi ndmux_i npl . h
usr/incl ude/ sys/vgareg. h

#

# Sone | Psec headers can't be shipped lest we hit export controls..
#

usr/include/inet/ipsec_inpl.h
usr/include/inet/ipsec_info.h
usr/include/inet/ipsecah.h
usr/include/inet/ipsecesp.h
usr/include/inet/keysock. h
usr/include/inet/sadb. h
usr/include/ sys/shal_consts. h
usr/incl ude/ sys/sha2_consts. h

#

#

# Filtering out directories not shipped

175 #

176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191

usr/4lib i 386

These files contain definitions shared privately between the kerne
and libc. There is no reason for themto be part of a package that
a custoner should ever see. They are installed in the proto area by
the uts build because Iibc and and other conponents, |like truss, are
dependent upon their contents and should not have their own copies

sr/include/sys/libc_kernel.h
sr/incl ude/ sys/synch32. h

These files are installed in the proto area by the build of |ibproc for
the benefit of the builds of cnd/truss, cnd/gcore and cnd/ ptools, which
use |ibproc as their common process-control library. These are not
interfaces for customer use, so the files are excluded from packagi ng
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192 lib/Ilib-1proc

193 lib/llib-lproc.ln

194 1ib/amd64/11ib-1proc.ln i 386

195 lib/sparcv9/llib-lIproc.In sparc

196 usr/include/libproc.h

197 #

198 # Private interfaces for |ibdisasm

199 #

200 usr/include/libdisasmh

201 usr/lib/1lib-1disasm

202 usr/lib/llib-1disasmlIn

203 usr/lib/amd64/11ib-1disasmln i 386
204 usr/lib/sparcv9/llib-1disasmln sparc
205 #

206 # Private interfaces for libraidcfg

207 #

208 usr/include/raidcfg_spi.h

209

usr/include/raidcfg.h

210 usr/lib/libraidcfg.so

211 usr/lib/anmd64/1i braidcfg.so i 386

212 usr/lib/sparcv9/libraidcfg.so sparc

213 usr/lib/llib-lraidcfg

214 usr/lib/llib-lraidcfg.ln

215 usr/lib/amd64/11ib-lraidcfg.In i 386

216 usr/lib/sparcv9/llib-lraidcfg.In sparc

217 #

218 # This file is used for private comunication between mdb, drv/knmdb, and
219 # msc/knmdb. The interfaces described herein are not intended for custoner
220 # use, and are thus excluded from packagi ng

221 #

222 usr/include/sys/ kndb. h

223 #

224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257

# These files are installed in the proto area by the build of |ibdhcpagent
# and |ibdhcputil for the benefit of DHCP-rel ated networki ng conmands such
# as dhcpagent, dhcpinfo, ifconfig, and netstat. These are not interfaces
# for custoner use, so the files are excluded from packagi ng

bdhcpagent . so
bdhcputil.so

i b-1 dhcpagent

i b-1 dhcpagent.|n

i b-1 dhcputi |

i b-1dhcputi

cl ude/ dhcp_| hostconf h
usr/incl ude/ dhcp_i npl . h
usr/include/dhcp_inittab. h
usr/include/ dhcp_stabl e. h
usr/incl ude/ dhcp_synbol _conmmon. h
usr/incl ude/ dhcpagent _i pc. h
usr/incl ude/ dhcpagent _util.h
usr/incl ude/ dhcpnsg. h
usr/1ib/libdhcpagent.so

i
i
|
|
|
|
n

usr/1ib/libdhcputil.so
usr/lib/11ib-1dhcpagent
usr/lib/llib-1dhcpagent.|n
usr/1ib/l1ib-1dhcputi
usr/lib/11ib-1dhcputil.In
#

# These files are installed in the proto area by the build of |ibinstzones
# and |i bpkg

#

usr/lib/Ilib-1instzones
usr/lib/llib-1instzones.|n
usr/lib/l1ib-1pkg
usr/lib/11ib-1pkg.In

#
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258 # Don’t ship header files private to |ibipnmp and in.npathd

259 #

260 usr/include/ipnp_query_inpl.h

261 #

262 # These files are installed in the proto area by the build of |ibinetsvc,
263 # an inetd-specific library shared by inetd, inetadmand inetconv. Only
264 # the shared object is shipped.

265 #

266 usr/include/inetsvc.h

267 usr/lib/libinetsvc.so

268 usr/lib/llib-linetsvc

269 usr/lib/llib-linetsvc.ln

270 #

271 # These files are installed in the proto area by the build of |ibinetutil
272 # a general purpose library for the benefit of internet utilities. Only
273 # the shared object is shipped

274 #

275 lib/libinetutil.so

276 |ib/and64/1i binetutil.so i 386

277 lib/sparcv9/libinetutil.so sparc

278 lib/llib-linetutil

279 lib/Ilib-linetutil.In

280 lib/and64/11ib-linetutil.In i 386

281 lib/sparcv9/llib-linetutil.ln sparc

282 usr/include/libinetutil.h

283 usr/incl ude/ netinet/inetutil.h

284 usr/include/ofnt.h

285 usr/lib/libinetutil.so

286 usr/lib/and64/1ibinetutil.so i 386

287 usr/lib/sparcv9/libinetutil.so sparc

288 usr/lib/llib-linetuti

289 usr/lib/Ilib-linetutil.In

290 usr/lib/amd64/11ib-linetutil.ln i 386

291 usr/lib/sparcv9/llib-linetutil.In sparc

292 #

293 # M scel | aneous kernel interfaces or kernel<->user interfaces that are
294 # consolidation private and we do not want to export at this tine.
295 #

296 usr/include/sys/cryptnod. h

297 usr/incl ude/ sys/dunpadm h

298 usr/include/sys/ontrap.h

299 usr/include/ sys/sysnsg_i npl.h

300 usr/include/sys/vlan.h

301 #

302 # These files are installed in the proto area so |vm can use

303 # them during the build process.

304 #

305 lib/Ilib-1neta

306 lib/Ilib-lnmeta.ln

307 usr/include/sdssc. h

308 usr/lib/llib-Ineta

309 usr/lib/Ilib-Imeta.ln

310 #

311 # non-public pci header

312 #

313 usr/include/sys/pci_inpl.h

314 usr/include/sys/pci_tools.h

315 #

316 # Exception list for RCM project, included by |ibrcmand rcm daenon
317 #

318 usr/include/librcmevent.h

319 usr/include/librcminpl.h

320 #

321 # NDB deliverables that are not yet public

322 #

323 usr/lib/mdb/ proc/ ndb_test. so
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324 usr/1i b/ mdb/ proc/ sparcv9/ ndb_test. so sparc

325 #

326 # SNCA project exception list

327 #

328 usr/include/inet/kssl/kssl.h

329 usr/include/inet/kssl/ksslinpl.h

330 usr/include/inet/kssl/ksslproto.h

331 usr/include/inet/nca

332 #

333 # these are "renoved" fromthe source product build because the only

334 # packages that currently deliver themare renpved

335 # they really should't be in here

336 #

337 etc/sfw

338 #

339 # Entries for the libnech_krb5 synlink, which has been included

340 # for build purposes only, not delivered to custoners

341 #

342 usr/lib/gss/libmech_krb5. so

343 usr/lib/anmd64/ gss/|ibnmech_krb5. so i 386

344 usr/lib/sparcv9/gss/|ibmech_krb5. so sparc

345 usr/lib/libmech_krb5. so

346 usr/lib/anmd64/1i bnech_krb5. so i 386

347 usr/lib/sparcv9/libnech_krb5. so sparc

348 #

349 # Entries for headers from ef code project which user does not need to see
350 #

351 usr/platform sundu/include/sys/fc_plat.h sparc
352 usr/platfornm sundu/include/sys/fcode. h sparc
353 #

354 # Private net80211 headers

355
356
357
358
359
360
361

#

usr/incl ude/ sys/ net 80211_crypto. h
usr/include/ sys/ net80211_ht. h
usr/include/ sys/ net 80211_proto. h
usr/incl ude/ sys/ net 80211. h

#

usr/incl ude/ net/wpa. h

362 #

361

# PPPOE files not delivered to custoners

362 #

363

usr/incl ude/ net/ pppoe. h

364 usr/include/ net/sppptun.h

365 #

366 # Si met

367 #

368 usr/include/net/simet.h

369 #

370 # Bridging internal data structures

371 #

372 usr/include/net/bridge_inpl.h

373 #

374 # User<->kernel interface used by cfgadnf USB only
375 #

376 usr/include/sys/ usb/ hubd/ hubd_i npl . h

377 #

378 # User<->kernel interface used by cfgadnf SATA only
379 #

380 usr/includel/sys/satalsata_cfgadmh i 386
381 #

382 # Private ucred kernel header

383 #

384 usr/include/sys/ucred. h

385 #

386 # Private and/or platformspecific snf(5) files

387 #
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388 lib/librestart.so

389 lib/llib-lrestart

390 lib/llib-lrestart.In

391 lib/and64/11ib-lrestart.In
392 lib/sparcv9/llib-lrestart.In

393 usr/include/libcontract_priv.h
394 usr/include/librestart_priv.h
395 usr/include/librestart.h

396 usr/lib/librestart.so

397 usr/lib/sparcv9/librestart.so
398 |ib/svc/ manifest/platform sundu
399 |ib/svc/ manifest/platform sundv
400 var/svc/ mani f est/ pl at f or ml sun4u
401 var/svc/ mani fest/ pl atform sundv

402 etc/svc/profilel/platformsundv. xm

403 etc/svc/ profil el platform SUNW SPARC- Ent er pri se. xm

404 etc/svc/profilel/platform SUNW Sun-Fire-15000. xni

405 etc/svc/profilelplatform SUNW Sun-Fire-880. xm

406 etc/svc/profile/platform SUNW Sun-Fire-V890. xm

407 etc/svc/profilelplatformSUNW Sun-Fire.xm

408 etc/svc/profilel/platform SUNWU tra-Enterprise-10000. xni
409 etc/svc/profilelplatformSUNW U traSPARC- || e-NetraCT-40. xm
410 etc/svc/profilel/platformSUNW U traSPARC-I1|e-NetraCT-60. xm
411 etc/svc/profile/platform SUNWU traSPARC-11i-Netract.xnl
412 #

413 # Private libuutil files

414 #

415 lib/libuutil.so

416 lib/Ilib-lTuutil

417 lib/Ilib-luutil.In

418 lib/sparcv9/Ilib-lTuutil.ln sparc

419 usr/include/li buuti I _impl.h

420 usr/lib/libuutil.

421 usr/1ib/sparcv9/li buutl l. sparc

422 #

423 # Private Miultidata file.

424 #

425 usr/include/sys/multidata_inpl.h

426 #

427 # The following files are used by wanboot.

428 # They contain interfaces which are currently private.
429 #

430 usr/incl ude/ sys/ wanboot _i npl . h

431 usr/incl ude/ wanboot

432 usr/incl ude/ wanboot util.h

433 #

434 # Even though all the objects built under usr/src/stand are |ater gl ommed
435 # together into a couple of second-stage boot |oaders, we dunp the static
436 # archives and lint libraries into $(ROOT)/stand for internedi ate use
437 # (e.g., for lint, linking the second-stage boot | oaders, i

438 # these are nerely internediate objects, they do not need to be packaged.
439 #

440 stand sparc

441 #

442 # Private KCF header files

443 #

444 usr/include/ sys/crypto/ el fsign.h

445 usr/incl ude/ sys/crypto/inpl.h

446 usr/include/ sys/crypto/ops_inpl.h

447 usr/include/ sys/crypto/ sched_i npl.h

448 #

449 # The following files are installed in the proto area
450 # by the build of libavl (AVL Tree Interface Library)

451 # libavl contains interfaces which are all private interfaces.

452 #
453 lib/libavl.so

i 386
sparc

sparc
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386
i 386

Si nce
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454 |i b/ and64/1i bavl . so i 386
455 | i b/ sparcv9/libavl.so sparc
456 lib/1lib-1av

457 lib/Ilib-lavl.In

458 |ib/and64/11ib-lavl.In i 386
459 |ib/sparcv9/Illib-lavl.In sparc
460 usr/lib/libavl.so

461 usr/|ib/anmd64/1i bavl . so i 386
462 usr/l|b/sparcv9/IibavI.so sparc
463 usr/lib/Ilib-1avl

464 usr/lib/Ilib-lavl.In

465 usr/lib/amd64/11ib-1avl.ln i 386
466 usr/lib/sparcv9/llib-lavl.In sparc
467 #

468 # The following files are installed in the proto area
469 # by the build of libcndutils (Command Utilities Library)
470 # libcndutils contains interfaces which are all private interfaces.

471 #

472 lib/libcndutils. so

473 1ib/amd64/1ibcndutils. so i 386
474 1ib/sparcv9/libcndutils. so sparc
475 lib/I1Tib-lcndutils

476 lib/I1ib-lcndutils.In

477 1ib/amd64/11ib-1cndutils.In i 386
478 lib/sparcv9/llib-lcndutils.In sparc
479 usr/include/libcrdutils.h

480 wusr/lib/libcndutils.so

481 usr/1ib/anmd64/1ibcndutils. so i 386
482 usr/|ib/sparcv9/libcndutils. so sparc
483 usr/lib/Ilib-1cndutils

484 usr/lib/ITib-1cmdutils.In

485 usr/lib/amd64/11ib-1cndutils.In i 386
486 usr/lib/sparcv9/llib-lcndutils.In sparc
487 #

488 # Private interfaces in |ibsec

489 #

490 usr/include/aclutils.h

491 #

492 # USB skel eton driver stays in sync with the rest of USB but doesn’t ship.
493 #

494 kernel / drv/ usbskel i 386
495 kernel / drv/ and64/ usbskel i 386
496 kernel / drv/ sparcv9/ usbskel sparc
497 kernel /drv/usbskel . conf

498 #

499 # Consolidation and Sun private |ibdevid interfaces
500 # Public |ibdevid interfaces provided by devid.h

501 #

502 usr/include/sys/libdevid.h

503 #

504 # The following files are installed in the proto area by the build of
505 # libprtdiag. |libprtdiag contains interfaces which are all private.
506 # Only the shared object is shipped.

507 #

508 usr/platform sundu/lib/llib-1prtdiag sparc
509 usr/platform sundu/lib/Ilib-Iprtdiag.In sparc
510 usr/platform sundv/lib/Ilib-Iprtdiag.In sparc

511 #

512 # The following files are installed in the proto area by the build of
513 # ndesc driver in sundv. These header files are used on in the build
514 # and do not need to be shipped to custoners.

515 #
516 usr/incl ude/ sys/ mlesc. h sparc
517 usr/include/sys/ndesc_inpl.h sparc
518 usr/ pl atfornf sun4v/ i ncl ude/ sys/ mach_descrip. h sparc
519 #
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520 # The following files are installed in the proto area by the build of
521 # libpcp. |libpcp contains interfaces which are all private.

522 # Only the shared object is shipped.

523 #

524 usr/platform sundv/lib/11ib-1pcp.In sparc
525 usr/pl at f or mf SUNW Net r a- CP3060/ i b/11ib-1pcp.In sparc
526 usr/pl atform SUNW Netra-CP3260/1ib/11ib-Ipcp.In sparc
527 usr/pl atform SUNW Netra-T5220/1ib/11ib-Ipcp.In sparc
528 usr/pl atfornm SUNW Netra-T5440/1ib/11ib-Ipcp.In sparc
529 usr/ pl at f or m SUNW SPARC- Ent er pri se-T5120/ 11 b/11ib-1pcp.In sparc
530 usr/pl at f or m SUNW Sun- Bl ade- T6300/ i b/11i b-1pcp.In sparc
531 usr/pl atforn SUNW Sun- Bl ade- T6320/ i b/ I lib-1pcp.In sparc
532 usr/pl atform SUNW Sun- Fire-T200/1ib/11ib-1pcp.In sparc
533 usr/platform SUNWT5140/1ib/I1ib-Ipcp.In sparc
534 usr/pl at f or m SUNW USBRDT- 5240/ 'i b/ 111 b-1pcp.In sparc
535 #

536 # ZFS internal tools and lint libraries

537 #

538 usr/lib/llib-1zfs_jni

539 usr/lib/lIlib-1zfs_jni.ln

540 usr/lib/amd64/11ib-1zfs_jni. In i 386

541 usr/lib/sparcv9/llib-1zfs_jni. sparc

542 usr/lib/llib-1zpool

543 usr/lib/llib-1zpool. i 386

544 usr/Ilb/aerG/IIlbIzpooI I'n i 386

545 usr/lib/sparcv9/llib- Izpool .In sparc

546 #

547 # ZFS JNI headers

548 #

549 usr/include/libzfs_jni_dataset.h

550 usr/include/libzfs_jni_disk.h

551 usr/include/libzfs_jni_diskngt.h

552 usr/include/libzfs_jni_ipool.h

553 usr/include/libzfs_jni_min.h

554 usr/include/libzfs_jni_pool.h

555 usr/include/libzfs_jni property h

556 usr/include/libzfs_jni_util.

557 #

558 # These files are installed in the proto area for Solaris scsi_vhci driver
559 # (for MPAPI support) and shoul d not be shipped

560 #

561 usr/include/sys/ scsi/adapters/ npapi_inpl.h

562 usr/include/sys/scsi/adapters/npapi_scsi_vhci.h

563 #

564 # This library is installed in the proto area by the build of libdisasm and is
565 # only used when buil ding the KMDB di sasm nodul e.

566 #

567 usr/lib/libstanddi sasm so

568 usr/lib/and64/1i bstanddi sasm so i 386

569 usr/lib/sparcv9/libstanddi sasm so sparc

570 #

571 # TSol: tsol doesn't ship lint source, and tsnet isn't for custonmers at all.
572 #

573 lib/libtsnet.so

574 usr/lib/l1ib-Itsnet

575 usr/lib/llib-Itsol

576 #

577 # nss interfaces shared between libnsl and other ON libraries.

578 #

579 usr/include/nss.h

580 #

581 # AT&T AST (ksh93) files which are currently needed only to build OS/ Net
582 # (msgcc&co.)

583 # | i bast

584 usr/lib/libast.so

585 usr/lib/anmd64/1i bast.so i 386
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586 usr/lib/sparcv9/libast.so sparc
587 usr/lib/llib-Iast

588 usr/lib/llib-last.In

589 usr/lib/and64/11ib-last.In i 386
590 usr/lib/sparcv9/llib-last.In sparc
591 # |ibcnd

592 usr/lib/llib-1cnd

593 usr/lib/Ilib-lcmd. In

594 usr/lib/and64/11ib-lcnd.In i 386
595 usr/lib/sparcv9/Illib-lcnd.In sparc
596 # |ibdlI

597 usr/lib/libdll.

598 usr/lib/and64/li de I. i 386
599 usr/lib/sparcv9/libdl I sparc
600 usr/lib/l1ib-1dll

601 usr/lib/Ilib-1dll.In

602 usr/lib/and64/11ib-1dll.In i 386
603 usr/lib/sparcv9/Illib-Idll.In sparc
604 # libpp (a helper library needed by AST' s nsgcc)
605 usr/lib/libpp.so

606 usr/lib/llib-Ipp

607 usr/lib/llib-Ipp.In

608 usr/lib/local e/ C/ LC_MESSAGES/ | i bpp

609 # |ibshell

610 usr/lib/libshell.so

611 usr/|ib/and64/ | i bshel I . i 386
612 usr/lib/sparcv9/libshel I sparc
613 usr/lib/11ib-Ishell

614 usr/lib/llib-1shell.In

615 usr/|ib/amd64/11ib-ishell.ln i 386
616 usr/lib/sparcv9/llib-Ishell.In sparc
617 # |ibsum

618 usr/lib/libsumso

619 usr/lib/and64/1ibsum so i 386
620 usr/lib/sparcv9/libsum so sparc
621 usr/lib/11ib-1sum

622 usr/lib/1lib-IsumlIn

623 usr/lib/and64/11ib-1sumln i 386
624 usr/lib/sparcv9/llib-Isumlin sparc
625 #

626 # This file is used in ONto build DSCP clients. It is not for custoners.
627 #

628 usr/include/libdscp.h sparc

629 #

630 # These files are used by the i SCSI Target and the i SCSI Initiator
631 #

632 usr/include/sys/iscsi_protocol.h

633 usr/include/sys/iscsi_authclient.h

634 usr/include/sys/iscsi_authclientglue.h

635 #

636 # These files are used by the COMSTAR i SCSI target port provider
637 #

638 usr/include/sys/idm

639 usr/include/sys/iscsit/chap.h

640 usr/include/sys/iscsit/iscsi_if.h

641 usr/include/sys/iscsit/isns_protocol.h

642 usr/include/sys/iscsit/radius_packet.h

643 usr/include/sys/iscsit/radius_protocol.h

644 #

645 # libshare is private and the 64-bit sharengr is not delivered.
646 #

647 usr/lib/libshare.so

648 usr/|ib/and64/|ibshare. so i 386
649 usr/lib/sparcv9/libshare. so sparc
650 usr/lib/fs/autofs/libshare_autofs.so

651 usr/lib/fs/autofs/and64/|ibshare_autofs.so i 386

10
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652 usr/lib/fs/autofs/sparcv9/libshare_autofs.so sparc
653 usr/lib/fs/nfs/libshare_nfs.so

654 usr/lib/fs/nfs/and64/1ibshare_nfs. so i 386
655 usr/lib/fs/nfs/sparcv9/libshare_nfs.so sparc
656 usr/lib/fs/snb/libshare_snb.so

657 usr/lib/fs/snb/and64/1i bshare_snb. so i 386
658 usr/lib/fs/snb/sparcv9/libshare_snb. so sparc
659 usr/lib/fs/snbfs/libshare_snbfs.so

660 usr/lib/fs/snbfs/and64/1ibshare_snbfs. so i 386
661 usr/lib/fs/snbfs/sparcv9/libshare_snbfs.so sparc
662 usr/include/libshare_inpl.h

663 usr/include/scfutil.h
664 #
665 # These files are installed in the proto area by the build of libpri for

666 # the benefit of the builds of FMA Iibldom Zeus, picld plugins, and/or
667 # other libpri consuners. However, the libpri interfaces are private to
668 # Sun (Consolidation Private) and not intended for custoner use. So these
669 # files (the symink and the lint library) are excluded from packagi ng
670 #

671 usr/lib/libpri.so sparc

672 usr/lib/llib-1pri sparc

673 usr/lib/llib-lpri.ln sparc

674 usr/lib/sparcv9/libpri.so sparc

675 usr/lib/sparcv9/Illib-lpri.In sparc

676 #

677 # These files are installed in the proto area by the build of |ibds for
678 # the benefit of the builds of sun4v 10 FMA and/or other |ibds

679 # consunmers. However, the libds interfaces are private to Sun

680 # (Consolidation Private) and not intended for custoner use. So these
681 # files (the symink and the lint library) are excluded from packagi ng
682 #

683 usr/lib/libds.so sparc

684 usr/lib/sparcv9/libds. so sparc

685 usr/lib/llib-lds sparc

686 usr/lib/llib-lds.In sparc

687 usr/lib/sparcv9/Ilib-lIds.In sparc

688 usr/lib/libdscfg.so

689 usr/lib/llib-ldscfg.In

690 usr/platform sundv/include/sys/libds.h sparc

691 usr/pl atform sundv/include/ sys/vlds.h sparc

692 #

693 # Private/lnternal u8_textprep header file. Do not ship

694 #

695 usr/include/sys/u8_textprep_data.h

696 #

697 # SQLite is private, used by SMF (svc.configd), idmapd and |ibsnb
698 #

699 usr/include/sqglite

700 usr/lib/libsqlite-native.o

701 usr/lib/libsqglite.o

702 usr/lib/llib-Isqglite.ln

703 usr/lib/snbsrv/libsqlite.so

704 #

705 # Private/lnternal kiconv header files. Do not ship
706 #

707 usr/include/sys/kiconv_big5_utf8.h

708 usr/include/sys/kiconv_cck_common. h

709 usr/incl ude/ sys/ ki conv_cp950hkscs_utf8. h
710 usr/incl ude/ sys/ ki conv_eneal. h
711 usr/incl ude/ sys/ ki conv_enea2. h
712 usr/include/ sys/ ki conv_euckr _utf8.
713 usr/include/ sys/kiconv_euctw_utf8.
714 usr/incl ude/ sys/ ki conv_gbh18030_ut f
715 usr/incl ude/ sys/ ki conv_gb2312_utf8. h
716 usr/incl ude/sys/kiconv_hkscs_utf8.
717 usr/include/sys/kiconv_ja_jis_to_unicode.h

h
h
8.h
h
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718 usr/include/sys/kiconv_ja_unicode_to_jis.h

719 usr/include/sys/kiconv_ja.h

720 usr/include/sys/ ki conv_ko. h

721 usr/include/sys/kiconv_latinl. h

722 usr/include/sys/kiconv_sc.h

723 usr/include/sys/kiconv_tc.h

724 usr/include/sys/kiconv_uhc_utf8.h

725 usr/include/sys/kiconv_utf8_big5.h

726 usr/include/sys/ ki conv_utf8_cp950hkscs. h

727 usr/include/sys/kiconv_utf8_euckr.h

728 usr/include/ sys/ ki conv_utf8 euctw. h

729 usr/incl ude/ sys/ ki conv_ut f 8_gh18030. h

730 usr/include/sys/kiconv_utf8_gh2312. h

731 usr/include/sys/kiconv_utf8_hkscs. h

732 usr/incl ude/ sys/ ki conv_utf8 uhc. h

733 #

734 # At this tine, the ttydefs.cleanup file is only useful on sund4u systens
735 #

736 etc/flash/ postdepl oynent/ttydefs. cl eanup i 386

737 #

738 # This header file is shared only between the power commands and
739 # ppm srn nodul es # and should not be in any package

740 #

741 usr/include/sys/srn.h

742 #

743 # Privatel/lnternal header files of snbsrv. Do not ship
744 #

745 usr/incl ude/ snb

746 usr/incl ude/ snbsrv

747 #

748 # Private/lnternal dtrace scripts of snbsrv. Do not ship
749 #

750 usr/lib/snmbsrv/dtrace

751 #

752 # Private/lnternal (lint) libraries of snbsrv. Do not ship
753 #

754 usr/lib/reparse/llib-Ireparse_snb
755 usr/lib/reparse/llib-lreparse_snb.ln
756 usr/lib/smbsrv/Ilib-1nmrpc

757 usr/lib/smbsrv/Ilib-Imrpc.In

758 usr/lib/smbsrv/I1ib-1msvc

759 usr/lib/smbsrv/I1lib-1msvec.ln

760 usr/lib/smbsrv/Ilib-1snb

761 usr/lib/smbsrv/Ilib-Isnb.In

762 usr/lib/smbsrv/I1ib-Isnmbns

763 usr/lib/smbsrv/I1ib-Isnmbns.|n

764 #

765 #

766 # Private/lnternal 64-bit libraries of snbsrv. Do not ship
767 #

768 usr/lib/snbsrv/and64 i 386
769 usr/|ib/snmbsrv/sparcv9 sparc
771 usr/lib/reparse/ and64/1i breparse_snb. so i 386
772 usr/lib/reparse/ and64/1i breparse_snb. so. 1 i 386
773 usr/lib/reparse/and64/11ib-Ireparse_snb.In i 386
774 usr/lib/reparse/sparcv9/libreparse_snb. so sparc
775 usr/lib/reparsel/ sparcv9/libreparse_snb.so.1 sparc
776 usr/lib/reparsel/sparcv9/llib-lreparse_snb.ln sparc
77 #

778 # Private dirent, extended to include flags, for use by SMB server
779 #

780 usr/include/sys/extdirent.h

781 #

782 # Private header files for vscan service

783 #
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784 usr/include/libvscan. h 850 usr/lib/l1ib-1HBAAPI.In

785 usr/include/sys/vscan. h 851 usr/lib/anmd64/11ib-1HBAAPI.In i 386
786 # 852 usr/lib/sparcv9/Illib-1HBAAPI.In sparc
787 # libvscan is private 853 #

788 # 854 usr/bin/dscfgcli

789 usr/lib/vscan/llib-Ivscan 855 usr/bin/sd_diag

790 usr/lib/vscan/llib-lvscan.In 856 usr/bin/sd_stats

791 # 857 usr/include/nsctl.h

792 # i86hvmis not a full platform It is just a home for paravirtualized 858 usr/include/sys/ncall

793 # drivers. There is no usr/ conponent to this sub-platform but the 859 usr/include/sys/nsc_ddi.h

794 # directory is created in the proto area to keep other tools happy. 860 usr/include/sys/nsc_thread.h

795 # 861 usr/include/sys/nsctl

796 usr/platforni86hvm i 386 862 usr/include/sys/ nskernd. h

797 # 863 usr/incl ude/ sys/unistat

798 # Private sdcard framework headers 864 usr/lib/libnsctl.so

799 # 865 usr/lib/librdc.so

800 usr/include/sys/sdcard 866 usr/lib/libunistat.so

801 # 867 usr/lib/llib-Insctl.In

802 # libsnbfs is private 868 usr/lib/llib-lrdc.In

803 # 869 usr/lib/lIlib-lunistat.In

804 usr/incl ude/ net snb 870 #

805 usr/lib/libsnbfs.so 871 # These files are used by the i SCSI initiator only.
806 usr/lib/anmd64/1ibsnbfs. so i 386 872 # No reason to ship them

807 usr/lib/sparcv9/libsnbfs.so sparc 873 #

808 usr/lib/llib-1snbfs 874 usr/includel/sys/scsi/adapters/iscsi_door.h
809 usr/lib/llib-Isnmbfs.In 875 usr/include/sys/scsi/adapters/iscsi_if.h
810 usr/|ib/amd64/11ib-1 nbfs.ln i 386 876 #

811 usr/lib/sparcv9/Illib-Isnbfs.In sparc 877 # sbd ioctl hdr

812 # 878 #

813 # denp & test program for snbfs (private) ACL support 879 usr/include/sys/stnf_sbd_ioctl.h

814 # 880 #

815 usr/lib/fs/snbfs/chacl 881 # proxy port provider interface

816 usr/lib/fs/snbfs/l|sacl 882 #

817 usr/lib/fs/snbfs/testnp 883 usr/include/sys/pppt_ic_if.h

818 # 884 usr/include/ sys/ pppt_ioctl.h
819 # FCrelated files 885 #

820 kernel / kndb/ fcip i 386 886 # proxy daenon lint library

821 kernel / kndb/ and64/ fci p i 386 887 #

822 kernel / knmdb/ sparcv9/fcip sparc 888 usr/lib/llib-Istnfproxy

823 kernel / kndb/ fcp i 386 889 usr/lib/llib-Istnfproxy.In

824 kernel / kndb/ and64/ f cp i 386 890 usr/lib/amd64/11ib-Istnfproxy.In i 386
825 kernel / kndb/ sparcv9/ fcp sparc 891 usr/lib/sparcv9/llib-Istnfproxy.In sparc
826 kernel /kndb/fctl i 386 892 #

827 kernel / knmdb/ and64/ f ct | i 386 893 # portable object file and dictionary used by |ibfnd_nsg test
828 kernel / kndb/ sparcv9/fctl sparc 894 #

829 kernel / knmdb/ gl ¢ i 386 895 wusr/lib/fmdict/TEST. dict

830 kernel / knmdb/ and64/ ql c i 386 896 usr/lib/local e/ C/ LC_MESSACGES/ TEST. np
831 kernel / kndb/ sparcv9/ql c sparc 897 usr/lib/local e/ C/ LC_MESSAGES/ TEST. po
832 lib/llib-1a5k sparc 898 #

833 lib/Ilib-1a5k.In sparc 899 # Private idmap RPC protocol

834 |ib/sparcv9/llib-1a5k.In sparc 900 #

835 lib/llib-lg_fc sparc 901 usr/include/rpcsvc/idmap_prot.h

836 lib/llib-1g_fc.ln sparc 902 usr/include/rpcsvc/idmap_prot. x

837 lib/sparcv9/llib-lg_fc.In sparc 903 #

838 usr/include/a_state.h sparc 904 # Private idmap directory API

839 usr/include/a5k. h sparc 905 #

840 usr/include/exec.h sparc 906 usr/include/directory.h

841 usr/include/g_scsi.h sparc 907 #

842 usr/include/g_state.h sparc 908 # librstp is private for bridging

843 usr/include/gfc.h sparc 909 #

844 usr/include/l _common. h sparc 910 usr/include/stp_bpdu. h

845 usr/include/l _error.h sparc 911 usr/include/stp_in.h

846 usr/include/romh sparc 912 usr/include/stp_vectors.h

847 usr/include/stgcomh sparc 913 usr/lib/librstp.so

848 usr/include/sys/fibre-channel 914 usr/lib/llib-lrstp

849 wusr/lib/11ib-1HBAAPI 915 usr/lib/Ilib-Irstp.In
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916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935

937
938
939
940
941

943
944
945
946
947
948
949
950
951
952
953
954
955
956

#

# Private nvfru AP

#

usr/include/nvfru.h

#

# vrrp

#

usr/include/libvrrpadm h
usr/lib/libvrrpadm so
usr/1ib/amd64/1ibvrrpadm so i 386
usr/1ib/sparcv9/libvrrpadm so sparc
usr/1ib/Ilib-1vrrpadm
usr/lib/Ilib-1vrrpadml|n
usr/1ib/amd64/11ib-1vrrpadml|n i 386
usr/lib/sparcv9/llib-lvrrpadmln sparc
#

# This is only used during the -t tools build
#

opt/ onbl d/ bi n/i 386/ el fsign i 386

opt/ onbl d/ bi n/ sparc/ el fsign sparc

#

# Private |ibdwarf

#

opt/onbld/lib/i386/1ibdwarf.so i386
opt/onbl d/lib/sparc/libdwarf.so sparc

#
# Private socket filter API
#

usr/include/ sys/sockfilter.h

#

# We don’t actually validate |icense action payl oads, and the |icense
# staging area is provided as a separate basedir for package

# publication. The net result is that everything therein should be

# 1 gnored for packagi ng validation

#

l'i censes

# Libbe is private

F*

usr/include/libbe_priv.h
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the ternms of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing pernissions
11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

22 # Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved.
24 # include gl obal definitions

25 include Makefile.naster

27 #

28 # As pieces are made lint-clean, add themhere so the nightly build
29 # can be used to keep themthat way.

30 #

31 COMMON_SUBDI RS =\

32 cmd/ acct adm \

33 crmd/ asa \

34 crmd/ ant \

35 cmd/ audi o/ audi oct| \

36 cnd/ audi o/ audi ot est \

37 crmd/ audi t \

38 crmd/ audi tconfig \

39 cnd/ auditd \

40 cnd/ audi t reduce \

41 crmd/ audi tstat \

42 crmd/ aut hs '\

43 crd/ aut opush \

44 cnd/ avai | devs \

45 cmd/ avs \

46 cmd/ awk \

47 cmd/ banner \

48 cmd/ bart \

49 cnmd/ basenane \

50 cnd/ bdi ff \

51 cmd/ bfs \

52 cmd/ busstat \

53 cmd/ boot '\

54 cmd/ cal \

55 crd/ captoi nfo \

56 cmd/ cat \

57 cmd/ cdrw \

58 cmd/ cf gadm \

59 cmd/ checkeq \

60 cmd/ checknr '\

new usr/src/ Makefile.lint

61 cmd/ chgrp \

62 cmd/ chrod |\

63 cmd/ chown \

64 cmd/ chroot \

65 cmd/clinfo \

66 cmd/ cnd-crypto \
67 cmd/cnd-inet/lib
68 cmd/ cnd-inet/lib
69 cmd/ cnd-inet/lib
70 cmd/ cnd- i net/ sbi
71 cmd/ cnd- i net/ usr.
72 cmd/ cnd- i net/ usr.
73 cmd/ cnd- i net/ usr.
74 cmd/ cnd- i net/ usr.
75 crd/ cnd- i net/ usr.
76 cmd/ cnd- i net/ usr.
77 cmd/ cnd- i net/ usr.
78 cmd/ cd- i net/ usr.
79 crd/ cnd- i net/ usr.
80 cmd/ cnd- i net/ usr.
81 cmd/ cnd- i net/ usr.
82 cmd/ cnd- i net/ usr.
82 cmd/ cnd- i net/ usr.
83 cmd/ cnd- i net/ usr.
84 cmd/ cnd- i net/ usr.
85 cmd/ cnd- i net/ usr.
86 cmd/ cnd- i net/ usr.
87 cmd/ cnd- i net/ usr.
88 cmd/ col \

89 cmd/ conpress \
90 cmd/ consadm \

91 cnd/ coreadm \

92 cmd/ cpc \

93 cmd/ cpio \

94 cmd/ crypt \

95 cmd/csplit \

96 cmd/ctrun \

97 cmd/ ctstat \

98 crmd/ ctwat ch \

99 cnd/ date \

100 cmd/ dd \

101 cmd/ derof f \

102 cmd/ devet |\

103 cmd/ devf sadm \
104 cmd/ devinfo \

105 cnmd/ devgnt |\
106 cmd/ devprop \
107 cmd/ df s. cnds |\
108 cmd/di ff3\

109 cmd/dis \

110 cmd/ di rnane \
111 cmd/ di skscan \
112 crd/ di spadmin \
113 cmd/ dl adm \

114 cmd/ dl mgntd \
115 crmd/ dtrace \

116 cnd/ du \

117 cmd/ dunpadm \

118 cmd/ dunpces |\

119 cmd/ echo \

120 crd/ ej ect '\

121 cmd/ ermul 64i octl \
122 cmd/ env \

123 cmd/ expand \

124 cmd/fcinfo \

125 cmd/ fdetach \

\
bridged \
dsvcl ockd \

B S
>
—
S
>
o
—

\
sbin/ilbadm\
sbi n/ nwanmadm \
sbi n/ nwancfg \
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191

cmd/ fdf ormat \

cnd/ f di

sk \

crd/ fgrep \

cmd/ fil
cmd/ fil

e\
ebench \

cmd/ find \
cmd/ fthard \
cmd/ fmtmsg \

cmd/ fol
crmd/ fm

d\
\

crd/ format \

cmd/ fs.
cmd/ fs.
crmd/ fs.
crmd/ fs.
cmd/ fs.
cmd/ fs.
crmd/ fs.
crd/ fs.
cmd/ fs.
cmd/ fs.

d/fd \

d/ | of s/ mount \
d/mtfs \

d/ pcfs/ mount \
d/proc \
d/tnpfs \

d/ udf s/ mount \
d/ uf s/ mount '\
d/ uf s/ fsirand\
d/ zfs/fstyp \

cmd/ fwfl ash \
cmd/ fuser \
cmd/ gcore \
cmd/ gennmsg |\
cmd/ get conf '\
cmd/ get devpolicy \
crmd/ getfacl \
cmd/ get opt |\
cnd/ gettext \
crmd/ grep \

crd/ grep_xpg4 \
cmd/ groups \
cmd/ hal t '\

cmd/ head \

crmd/ hostid \
cmd/ host nane \
cmd/ hot plug \
cmd/ hot pl ugd \
crd/ i dmap \
cmd/init \
cmd/intrstat \
crmd/ i pcrm\
cmd/ipcs \
cmd/ i saexec \
cmd/isalist \
cmd/ i scsiadm\
crmd/iscsid \
cmd/iscsitsve \
cmd/isns \
cmd/itadm\
cmd/ kbd \
crd/killall \
cmd/ | dap \
cmd/ | ast \
cmd/ | ast conm \
cmd/ | dapcachengr \
cmd/line \
cmd/ i nk \
cmd/ | ocator \
crd/ | ocal edef \
cmd/ | ockstat \
cmd/ | of i adm \
cmd/ | ogadm \
crd/ | ogger \
cmd/login \
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192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257

cmd/ | ogins \
cmd/ s\
cmd/ | uxadm \
cmd/ I vm \
cmd/ machid \

crd/ makekey \
cnd/ ndb |\

cnd/ nkfifo \
cnd/ nkfile \
crmd/ nknsgs |\
cmd/ nknod \
cmd/ npat hadm \
crd/ modl oad \
crmd/ megf nt \
cmd/ msgid \
cnd/ nt \

cmd/ nmv \

crmd/ ndrpadm \
cmd/ ndnpd |\
cmd/ ndnpstat |\
cmd/ newf orm \
crmd/ newgrp \
cmd/ newt ask \
cmd/ nice \

cmd/ nl \

cmd/ nohup \
cmd/ nscd \

cmd/ od \

cmd/ pagesi ze \
crd/ passwd \
cmd/ pat hchk \
cmd/ pbind \
cmd/ pcidr \
cmd/ pci tool \
cmd/ pf exec \
cmd/ pgrep \
cmd/picl/picld \
crmd/ picl/prtpicl \
crd/ pl ockstat \
cmd/ pool s '\
crd/ power \
crd/ powertop \
cmd/printf \
cmd/ | at encytop \
cmd/ ppgsz \
crmd/ praudit \
cmd/ pretl \
cmd/ priocntl \
cmd/ profiles \
crmd/ prstat \
cmd/ prtconf \
cmd/ prtdiag \
cmd/ prtvtoc \
crmd/ ps \

crd/ psradm \
cmd/ psrinfo \
cmd/ psrset \
cmd/ ptool s \
crmd/ pwek \

cmd/ pwconv |\
cmd/ randi skadm \
crmd/raidctl \
cmd/rcap \
crmd/ rcm daenon \



new usr/src/ Makefile.lint

258 cmd/rctladm\
259 crmd/ renice \
260 cmd/rm\

261 cmd/rodir \
262 cmd/ rnformat \
263 cd/rmt \

264 cmd/roles \
265 cmd/ rpcgen \
266 cmd/ r pcsvc/ rpc. boot parand \
267 cmd/ runat

268 crrd/savecore \
269 cmd/ sbdadm \
270 cmd/ sdpadm \
271 crmd/ sed \

272 crmd/ setpgrp \
273 cmd/ snbi os |\
274 cmd/ sgs \

275 cmd/ snbsrv |\
276 crmd/ smserverd \
277 cmd/ sort \

278 cmd/split \
279 cmd/ srptadm \
280 cmd/ srptsve \
281 cmd/ ssh \

282 cmd/ stat \

283 cmd/ st nf adm \
284 cmd/ stnfsve \
285 cmd/ st msboot \
286 cmd/ streans/strend \
287 cmd/ strings \
288 cmd/ su \

289 crmd/ sul ogin \
290 cmd/ sve \

291 cmd/ swap \

292 cmd/ sync \
293 cmd/ sysevent adm \
294 cmd/ syseventd \
295 cmd/ sysl ogd \
296 cmd/ tabs \
297 cmd/tail \

298 cmd/th_tools \
299 cmd/tip \

300 cmd/ t ouch \
301 cmd/tr \

302 cmd/truss \
303 cmd/tty \

304 crmd/ tzrel oad \
305 crmd/ uadmin \
306 cmd/ ul \

307 cnd/ userattr \
308 cmd/ users \
309 crd/ ut np_updat e \
310 crd/ ut mpd \
311 cmd/ val tool s \
312 cmd/ vrrpadm \
313 cmd/ vt \

314 cmd/wal |\

315 cmd/ who \

316 cmd/ whodo \
317 cmd/ wracct \
318 crmd/ wusbadm \
319 cmd/ xargs \
320 cmd/ xstr \

321 crmd/ yes \

322 crd/ yppasswd \
323 cmd/ zdb \

new usr/src/ Makefile.lint

324 cmd/ zdunp \

325 cmd/ zfs \

326 cmd/ zi nj ect \

327 cmd/ zl ogin \

328 cnmd/ zoneadm \

329 cmd/ zoneadnd \
330 cmd/ zonecfg \

331 cmd/ zonenane \

332 cmd/ zpool \

333 cmd/ zl ook \

334 crmd/ ztest '\

335 l'ib/abi \

336 i b/ audl td _plugins \
337 lib/lib

338 Iib/pyli bbe \

339 I'i b/ brand/snl \
340 I'i b/ brand/ sol ari s10 \
341 I'ib/crypt_nodul es \
342 I'i b/ ext endedFI LE \
343 l'ib/1ibadm\

344 l'ib/libadutils \
345 lib/libadt_jni \
346 lib/libaio\

347 lib/libavl \

348 I'ib/1ibbrand \

349 I'i b/1ibbsdmal | oc \
350 lib/1ibbsm\

351 lib/libc \

352 lib/libc_db \

353 l'ib/libcfgadm\
354 lib/libcmdutils \
355 I'ib/1ibcomputil \
356 l'ib/libcontract \
357 lib/libcryptoutil \
358 lib/libctf \

359 lib/libdevice \
360 l'ib/1ibdevid \
361 i b/1ibdevinfo \
362 I'i b/1ibdhcpagent \
363 I'i b/1ibdhcpdu \
364 I'i b/1'i bdhcpsve \
365 I'ib/1ibdhcputil \
366 lib/libdisasm\
367 i b/1ibdi skngt \
368 I'i b/1ibdl adm\

369 I'ib/1ibdlpi \

370 I'ib/libdoor \

371 lib/libdscfg \

372 lib/libdtrace \
373 lib/libefi \

374 l'ib/libelfsign \
375 lib/libexacct \
376 l'ib/libfcoe \

377 I'ib/1ibgen \

378 I'ib/1ibgrubmgnt \
379 lib/libgss \

380 i b/1ibhotplug \
381 l'ib/1ibidmap \
382 lib/libilb\

383 lib/libinetsve \
384 lib/libinetutil \
385 I'i b/1ibinstzones \
386 I'i b/1ibi padm \

387 lib/libipm \

388 lib/libipm \

389 lib/libipp\
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390 l'ib/1ibipsecutil \
391 lib/libiscsit \
392 lib/1ibknf \

393 l'ib/libkstat \
394 lib/liblgrp \
395 lib/liblm\

396 lib/libmalloc \
397 I'ib/1i bmapmal | oc \
398 i b/1'i bmapi d

399 lib/libmd \

400 lib/libnp \

401 lib/libntmalloc \
402 l'ib/1ibndnp \
403 l'ib/libnsctl \
404 lib/libnsl \

405 lib/libnvpair \
406 I'i b/1'i bnwam

407 I'ib/1libpam\

408 lib/libpctx \
409 lib/libpicl \
410 lib/libpicltree \
411 I'ib/libpkg

412 I'ib/libpool \
413 lib/libproc \
414 l'ib/libpthread \
415 l'ib/libraidcfg \
416 lib/librcm)\

417 lib/librdc \

418 l'ib/libreparse \
419 lib/librestart \
420 lib/librstp \
421 lib/librt \

422 l'ib/libscf \

423 l'ib/libsec \

424 lib/libsecdb \
425 lib/libsendfile \
426 lib/libsip\

427 l'ib/libshare \
428 l'ib/libsldap \
429 lib/libslp \

430 lib/libsnmbfs \
431 I'i b/1i bsnbios \
432 l'ib/libsmedia\
433 lib/libsrpt \
434 lib/libstnf \
435 lib/libsun_im \
436 lib/libsysevent \
437 lib/libthread \
438 l'ib/libtsnet \
439 lib/libtsol \
440 I'ib/1i bumem \
441 lib/libunistat \
442 lib/1ibuuid\
443 lib/libuutil \
444 l'ib/libvrrpadm\
445 I'ib/1ibwanboot \
446 i b/1ibwanbootutil
447 l'ib/1ibxnet \
448 lib/libzfs \

449 lib/libzfs_jni \
450 lib/libzonecfg \
451 lib/libzoneinfo \
452 lib/lvm

453 I'i b/ madv \

454 l'ib/mpss \

455 I'i b/ nanmet oaddr \

\
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456 I'i b/ ncad_addr \
457 lib/nsswitch \
458 I'i b/ pam nodul es \
459 I'i b/ passwdutil \
460 I'i b/ pkes11 \

461 Iib/print \

462 I'i b/ raidcfg_plugins \
463 lib/scsi \

464 l'i b/ smbsrv \

465 lib/fm\

466 I'i b/ udapl \

467 I'i b/ wat chnal | oc \
468 psm\

469 uchbcmd/ basenane \
470 ucbcrd/ bi ff \

471 ucbcrd/ echo \

472 ucbcnd/ groups \
473 ucbcmd/ mkstr \
474 ucbcmd/ printenv \
475 ucbcrd/ sum \

476 ucbcrd/ test \

477 ucbcnd/ users \
478 ucbcnd/ whoam

480 i 386_SUBDI RS= \

481 cmd/ acpi hpd \

482 crd/ bi osdev \

483 cmd/rtc \

484 cmd/ ucodeadm \
485 I'i b/ cf gadm pl ugi ns/ sata \
486 I'i b/ cf gadm pl ugi ns/ sbd \
487 1'i b/ 1i bf di sk

489 spar c_SUBDI RS= \

490 cmd/ dat adm \

491 crmd/ des \

492 cmd/drd \

493 cmd/ fruadm\

494 cmd/ | dmad \

495 crd/ prtdscp \

496 cmd/prtfru \

497 cmd/ sckmd '\

498 cmd/virtinfo \
499 crmd/ vntsd \

500 lib/1ibds \

501 l'ib/libdscp \

502 I|b/||bpr| \

503 lib/libpcp \

504 lib/libtsalarm\
505 lib/libvl2n \

506 i b/ storage \

507 st and

509 LI NTSUBDI RS= $( COMVON_SUBDI RS) $($( MACH) _SUBDI RS)

511 . PARALLEL: $( LI NTSUBDI RS)
513 lint: uts .WAIT subdirs
515 subdirs: $( LI NTSUBDI RS)
517 uts $(LINTSUBDI RS): FRC

518 @d $@ pwd; $(MAKE) lint
520 FRC:
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new usr/src/cnd/ Makefil e. check
wpa_suppl i cant pkg now is created correctly in illunps-gate
wpad renanmed to wpa_supplicant

LR R R R

new usr/src/ cnd/ Makefil e. check

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the ternms of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing pernissions
11 # and limtations under the License.
12 #
13 # When distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
22 # Copyright (c) 2009, 2010, Oracle and/or its affiliates. Al rights reserved.
24 include ../ Mkefile. naster
26 #
27 # Commands providing manifests nust offer a check target. A recursive check
28 # target across all conmmands directories is not currently provided.
29 #
30 MANI FEST_TOPDI RS= \
31 acctadm \
32 audi td \
33 bnu \
34 consadm \
35 coreadm \
36 cron \
37 cved \
38 di spadmi n \
39 drd \
40 dunpadm \
41 fcinfo \
42 fcoesvc \
43 fm \
44 i bd_upgr ade \
45 intrd \
46 iscsid \
47 i scsitsve \
48 kbd \
49 keyserv \
50 | dapcachengr \
51 | dmad \
52 I ms \
53 dl ngnt d \
54 ndnmpd \
55 nscd \
56 opl hpd \
57 pool s \
58 power \
59 rexd \
60 rmvol nmgr \

61 rpcbi nd

62 rpcsvce

63 sa

64 saf

65 scknd

66 sf 880dr d

67 smserverd

68 st nf pr oxy

69 st nfsvc

70 st msboot

71 syseventd

72 sysl ogd

73 ut npd

74 vnt sd

75 ypcend

76 zoneadm

77 zoneadnd

79 MANI FEST_SUBDI RS=

80 boot/scripts

81 cmd-crypto/ scripts

82 cmd-inet/usr.libl/ilbd

83 cmd-inet/usr.lib/in.chargend
84 crmd-inet/usr.lib/in.daytined
85 cmd-inet/usr.lib/in.dhcpd
86 cnmd-inet/usr.lib/in.discardd
87 crmd-inet/usr.lib/in. echod
88 crmd-inet/usr.lib/in.ndpd

89 cmd-inet/usr.lib/in.ripngd
90 cmd-inet/usr.lib/in.tinmed
91 crmd-inet/usr.lib/inetd

92 cmd-i net/usr.lib/ndnsd

93 cnd-inet/usr.lib/slpd

94 cmd-inet/usr.lib/vrrpd

95 cmd-i net/usr.|ib/wpa_supplicant
95 crd-i net/usr.lib/wpa

96 cmd-i net/usr.shin

97 cmd-inet/usr.sbhin/in.ftpd
98 cmd-i net/usr.sbin/in.rdisc
99 cmd-i net/usr. sbin/in.routed
100 cmd-i net/usr.sbin/in.tal kd
101 cnd-i net/usr.shin/ipsecutils
102 cmd-i net/usr. sbin/kssl/ksslcfg
103 crd- i net/usr. sbin/routeadm
104 dcs/ sparc/ sundu
105 df s. cnds/ shar engr
106 fs.dlautofs
107 fs.d/nfs/svc
108 fs.d/ snbcl nt/sve
109 gss/ gssd
110 hal / addons/ net wor k- devi ces
111 hal / hal d/ sol ari s
112 hal t/ snf . $( MACH)
113 hosti d/ snf
114 i dmap/ i dmapd
115 i pf/sve
116 i sns/isnsd
117 kr b5/ kadmi n/ server
118 kr b5/ kr b5kdc
119 kr b5/ kwar n
120 kr b5/ sl ave
121 | p/ cmd/ | psched
122 I vm r pc. ndconmd
123 I v rpc. met ad
124 I vl r pc. met anmedd
125 I vl r pc. met amrhd

e e e

o e e e e e e e e e e o e e e
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126 | vm md_noni t ord \
127 lvm util \
128 picl/picld \
129 pool s/ pool d \
130 print/ bsd-sysv- commands \
131 print/ ppdngr \
132 rcap/ r capd \
133 rpesvce/ rpc. boot par and \
134 sendnmai | /i b \
135 smbsr v/ snbd \
136 ssh/etc \
137 svc/ m | estone \
138 tsol /1 abel d \
139 tsol/tnctl \
140 tsol/tnd \
141 tsol/tsol - zones \
142 vscan/ vscand \
143 xvni i pagent \
144 ypcnd/ yppasswd \
145 ypcnd/ ypupdat ed \
146 zonest at/ zonest atd

148 $( CLOSED _BUI LD) MANI FEST_SUBDI RS += \
149 $(CLOSED) / cnd/ cnd-i net/usr.lib/in.iked

151 DTEST_SUBDI RS= \
152 dtrace/test/tst

154 . KEEP_STATE:

156 # Manifests cannot be checked in parallel, because we are using the gl obal
157 # repository that is in $( SRC)/crrd/svc/seed/gI obal .db. This is a

158 # repository that is built fromthe manifests in this workspace, whereas
159 # the build machine’'s repository may be out of sync with these nanifests.
160 # Because we are using a private repository, svccfg-native nust start up a
161 # private copy of configd-native. W cannot have nultiple copies of

162 # configd-native trying to access gl obal.db sinultaneously.

164 . NO_PARALLEL:
166 check: svccfg_check $(MANI FEST TOPDI RS) $( MANI FEST_SUBDI RS) $( DTEST_SUBDI RS)

168 svccfg_check:

169 @(ECHO) "building requirenents for svccfg check ..."

170 (cd $(SRO)/cnd/ svc/ seed && pwd && $( MAKE) $( NFLAGS) gI obal db)
172 $(MANI FEST_TOPDI RS) $( MANI FEST_SUBDI RS) $( DTEST_SUBDI RS): FRC

173 @d $@ pwd; $(MAKE) check

175 FRC
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new usr/src/cnmd/ cnd-i net/1i b/ nwand/ known_wl ans. ¢
secobj s types now are "wep, psk, eap, pin"
dl adm W an_secnpde_t and dl adm secobj _class_t are not rel ated anynore

LR

__unchanged_portion_omtted_

248 | *

249 * Walk security objects |ooking for one that matches the essid prefix.
250 * Store the key and keynane if a match is found - we use the last match
251 */as the key for the known WLAN, since it is the nost recently updated.
252 *

253 /* ARGSUSEDO */

254 static bool ean_t

255 find_secobj _matching_prefix(dl admhandle_t dh, void *arg,

256 const char *secobj nane)

257 {

258 struct nwand_secobj _arg *nsa = arg;

260 if (strncnp(nsa->nsa_essid_prefix, secobjnane,

261 strlen(nsa->nsa_essid_prefix)) == 0) {

262 nl og(LOG DEBUG "fi nd_secobj _natching_prefix:

263 "found secobj with prefix % : %\n",

264 nsa- >nsa_essi d_prefix, secobjnane);

265 /* Free last key found (if any) */

266 if (nsa->nsa_key != NULL)

267 free(nsa->nsa_key);

268 /* Retrive key so we can get security node */

269 nsa- >nsa_key = nwand_w an_get _key_naned(secobj nane, 0);
270 (void) strlcpy(nsa->nsa_keynane, secobjnane,

271 si zeof (nsa->nsa_keynane));

272 switch (nsa->nsa_key->wk_cl ass) {

273 case DLADM SECOBJ_CLASS ViEP:

274 nsa->nsa secrmde = DLADM W.AN_SECMODE_VEP;
275 nl og(LOG_DEBUG, "fi nd_secobj matchi ng_pr efi x:
276 "got VEP key %", nsa->nsa_keynane);
277 br eak;

278 case DLADM_SECCBJ_CLASS_PSK:

279 nsa- >nsa_secnode = DLADM W.AN SECMODE_PSK;
278 case DLADM SECOBJ_CLASS_ WPA:

279 nsa- >nsa_secnode = DLADM W.AN_ SECMODE_WPA;
280 nl og(LOG DEBUG, "find_secobj_matchi ng_prefix:
281 "got WPA key %", nsa->nsa_keynane);
282 br eak;

283 defaul t:

284 /* shoul dn’t happen */

285 nsa->nsa secm)de = DLADM W.AN_SECMODE_NONE;
286 nl og(LOG_ERR, "find_secobj _matching_prefix:
287 "key class for key % was invalid",

288 nsa- >nsa_keynane) ;

289 break;

290 }

291

292 return (B_TRUE);

293 }

__unchanged_portion_onitted_
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new usr/src/cnd/ cnd-i net/1i b/ nwand/ ncu_phys. ¢
secobj s types now are "wep, psk, eap, pin"
dl adm W an_secnpde_t and dl adm secobj _class_t are not rel ated anynore

LR

__unchanged_portion_omtted_

221 /* not used */
222 #endif /* | codereview */

223 #define WLAN_ENC(sec) \
224 ((sec == DLADM W.AN_SECMODE_PSK ? "WPA" \
221 ((sec == DLADM W.AN_SECMODE_WPA ? "WPA" : \
225 (sec == DLADM W.AN SECMCDE VEP ? "WEP" : "none")))

227 | *

228 * NEED _END should return fal se and when DLADM W.AN_AUTH NONE i s set
229 * (key mgnt =NONE i n wpa_s conf) (!not key_ngnt =\WWPA- NONE)

230

231 #end|f /* 1 codereview */
232 #define NEED_ENC(sec) \

233 (sec == DLADM W.AN _SECMODE_PSK || sec == DLADM W.AN SECMODE V\EP)
224 (sec == DLADM W.AN SECMODE WPA || sec == DLADM W.AN SECMODE_V\EP)

235 #define WRELESS_LAN_| NI T_COUNT 8

237 |*

238 * The variable wireless_scan_|l evel specifies the signal |evel
239 * that we will initiate connections to previously-visited APs
240 * at when we are in the connected state.

241 */

242 dladmw an_strength_t wirel ess_scan_|l evel = DLADM W.AN_STRENGTH_WEAK;

244 | *

245 * The variable wirel ess_scan_interval specifies how often the periodic
246 * scan occurs.

247 */

248 uint64_t wireless_scan_interval = WRELESS _SCAN_| NTERVAL_DEFAULT;

250 /*

251 * The variable wirel ess_autoconf specifies if we use dl admw an_aut oconf ()
252 * to connect.

253 */

254 bool ean_t wirel ess_aut oconf = B_FALSE;

256 /*

257 * The variable wireless_strict_bssid specifies if we only connect
258 * to WLANs with BSSIDs that we previously connected to.

259 */

260 bool ean_t wireless_strict_bssid = B_FALSE;

262 /| *

263 * W need to ensure scan or connect threads do not run concurrently
264 * on any links - otherwi se we get radio interference. Acquire this
265 * lock on entering scan/connect threads to prevent this.

266 */

267 pthread_mutex_t wrel ess_nutex = PTHREAD MUTEX_ | NI Tl ALl ZER,

269 static void
270 scanconnect_entry(void)

271 {
272 (voi d) pthread_nutex_| ock(&wirel ess_nutex);
273 }
__unchanged_portion_onitted_
281 /*

new usr/src/cnd/ cnd-i net/1i b/ nwand/ ncu_phys. ¢

282 * Below are functions used to handl e storage/retrieval of
283 * for a given WLAN. The keys are stored/retrieved using dl
284 * and dl adm get _secobj ().

285 */

287 | *
288 * Convert key hexascii string to raw secobj value. This

keys
adm set _secobj ()

289 * code is very simlar to convert_secobj() in dladmc, it would

290 * be good to have a |ibdladm function to convert val ues.
291 =/
292 static int

293 key_string_to_secobj _val ue(char *buf, uint8_t *obj_val, uint_t *obj_Ienp,

294 dl adm secobj _cl ass_t cl ass)

295 {

296 size_t buf_len = strlen(buf);

298 nl og(LOG DEBUG, "before: key_string_to_secobj_value: buf_len = %",
299 buf _l en);

300 if (buf_len == 0)

301 /* length zero neans "del ete" */

302 return (0);

303 }

305 if (buf[buf_len - 1] == "\n")

306 buf[--buf_len] ='\0;

308 nl og(LOG DEBUG, "after: key_string_to_secobj_value: buf_len = %d",
309 buf _len);

311 if (class == DLADM SECOBJ_CLASS_PSK) {

302 if (class == DLADM SECOBJ_CLASS WPA) {

312 /*

313 * Per | EEE802.11i spec, the Pre-shared key (PSK) |ength should
314 * be between 8 and 63.

315 */

316 if (buf _len <8 || buf_len > 63) {

317 nl og( LOG_ERR,

318 "key_string_to_secobj_value:"

319 " invalid WPA key length: buf_len = %", buf_len);
320 return (-1);

321 }

322 (voi d) mentpy(obj_val, buf, (uint_t)buf_len);

323 *obj _l enp = buf _I en;

324 return (0);

325 }

327 switch (buf_len) {

328 case 5: /* ASCI| key sizes */

329 case 13:

330 (voi d) nmentpy(obj_val, buf, (uint_t)buf_len);

331 *obj | enp = (uint_t)buf_len;

332 break;

333 case 10:

334 case 26: /* Hex key sizes, not preceded by Ox */

335 if (hexascii_to_octet(buf, (uint_t)buf_len, obj_val, obj_I|enp)
336 1=0

337 nl og(LOG_ERR,

338 "key_string_to_secobj_value: invalid WP key");
339 return (-1);

340 }

341 break;

342 case 12:

343 case 28: /* Hex key si zes, preceded by Ox */

344 if (strncnp(buf, "Ox" 2) =0 ||

345 hexascii_to octet(buf + 2, (uint_t)buf_len - 2, obj_val,

346 obj _lenp) 1= 0) {
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347
348
349
350
351
352
353
354
355
356
357

358 }
__unchanged_portion_omtted_

nl og(LOG_ERR,
"key_string_to_secobj _value: invalid WP key");
return (-1);

}
br eak;
defaul t:
sysl og(LOG_ERR,
"key_string_to_secobj_value: invalid WEP key |ength");
return (-1);

}
return (0);

406 nwam error_t

407 nwand_w an_set _key(const char *linknanme, const char *essid, const char *bssid,

408

409 {

410
411
412
413
414
415
416
417
418

420
421
422
423
424
425
426
427

429
430
431
432
433
434
435

437
438
429
439
440
441
442
443
444

446
447
448
449
450
451
452
453
454
455

uint32_t security_node, uint_t keysl ot, char *raw key)
nwand_obj ect _t ncu_obj ;

nwand_ncu_t *ncu;

nwand_l i nk_t *Ii nk;

uint8_t obj val [ DLADM SECOBJ_VAL_MAX] ;

uint_t obj_len = sizeof (obj_val);

char obj _nane[ DLADM SECOBJ_NAME_MAX] ;

dl adm status_t status;

char errnsg[ DLADM STRSI ZE] ;

dl adm secobj _cl ass_t cl ass;

if ((ncu_obj) {= nwand_ncu_obj ect _fi nd(NWAM_NCU_TYPE_LI NK, i nknane))
== NUL

nl og(LOG ERR, "nwarmd_wl an_set _key: could not find object
"for link %", |inknane);
return (NWAM_ENTI TY_NOT_FQOUND) ;
}
ncu = ncu_obj - >nwand_obj ect _dat a;
link = &ncu->ncu_l i nk;
nl og(LOG DEBUG, "nwand_w an_set_key: running for link %", |inknane);
/*
* Nane key object for this WAAN so it can be later retrieved
* (narTe i's unique for each ESSI D/ BSSI D conbi nation).

nwar’rd set _key_| narre(eSS| d, bssid, obj_nane, sizeof (obj_nane));
nl og( LOG_DEBUG, store_key obj _nane is %", obj_nane);

class = (security_node == DLADM W.AN_SECMODE_WEP ?
DLADM SECOBJ_CLASS WEP : DLADM SECOBJ_CLASS PSK) ;
DLADM SECOBJ_CLASS WEP : DLADM SECOBJ_CLASS WPA) ;
if (key_string_to_secobj _ val ue(raw_key, obj_val, &Ob] _len
class) !'=0) {
/* above function logs internally on failure */
nwand_obj ect _r el ease(ncu_obj);
return (NWAM_ERROR_| NTERNAL) ;
}

1* we’ ve val i dated the new key, so renove the old one */
status = dl adm unset _secobj (dl d_handl e, obj_nane,
DLADM OPT_ACTI VE | DLADM OPT_PERSI ST) ;
if (status != DLADM STATUS K && status != DLADM STATUS_NOTFOUND) {
nl og(LOG ERR, "store_key: could not renpve ol d secure object
"'os’ for key: %", obj_nane,
dl adm st at us2str(status, errnsg));
nwand_obj ect _r el ease(ncu_obj);
return (NWAM ERROR_| NTERNAL) ;
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514
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/* if we're just deletlng the key, then we're done */
if (raw_key[0] =="'\0") {

nwand_obj ect _rel ease(ncu_obj);
) return ( NWAM_SUCCESS) ;

status = dl adm set _secobj (dl d_handl e, obj_nane, class,
obj _val, obj_Ien,
DLADM OPT_CREATE | DLADM OPT_PERSI ST | DLADM OPT_ACTI VE) ;
if (status != DLADM STATUS > OK) {
nl og(LOG ERR, "store key coul d not create secure object
"' os’ for key: %", obj_nane,
dl adm st at us2str ( stat us, errnsg));
nwand_obj ect _rel ease(ncu_o j)
return (NWAM ERROR | NTERNAL) ;

}
i nk->nwand_l i nk_wi fi _key = nwand_w an_get _key_naned(obj _nane,
security_node);
(void) strlcpy(link->nwand_|ink_w fi_keynane, obj_naneg,
sizeof (link->nwamd_link_wifi _keynarre));
I'i nk->nwand_l i nk_wi fi _security_node = security_node;
if (security node == DLADM W.AN SECMODE VEP) {
i nk->nwand_| i nk \Mfl _key->wk_idx =
) (keyslot >= T & keyslot <= 4) ? keyslot : 1;

/* 1f link NCU is offline* or online, (re)connect. */
switch (ncu_obj->nwand_obj ect _state) {
case NWAM STATE_ONLI NE:
/* if changing the key of the connected W.AN, reconnect */
if (strcnp(essid, link->nwand_link_wifi_essid) == 0)
nwand Obj ect _set _st at e( N\WAM_OBJECT_TYPE_NCU,
ncu_obj - >nwamd_obj ect _name, NWAM STATE_ONLI NE,
NWAM_AUX_STATE_LI NK_W FI _CONNECTT NG) ;
br eak;

case NWAM STATE OFFLI NE_TO_ONLI NE:
/¥ if we are waiting for the key, connect */
if (ncu_obj->nwand_object _aux_state ==
NWAM AUX_STATE_LI NK_W FI _NEED KEY)
nwand_obj ect _set _st at e( NWVAM_OBJECT_TYPE_NCU,
ncu_obj - >nwand_obj ect _nane,
NWAM STATE_OFFLI NE_TO_ONLI NE,
I\N\AM AUX_ STATE LI NK WFI _CONNECTI NG) ;
br eak;
defaul t:
br eak;

}
nwand_obj ect _rel ease(ncu_obj);

return ( NWAM_SUCCESS) ;
}

/*

* returns NULL if no key was recovered fromlibdladm Passing in
* security node of O nmeans we don’t care what key type it is.

*

dl adm w an_key_t *
?wamd_vm an_get _key_naned(const char *nane, uint32_t security_node)
dl adm status_t status;
char errnsg[ DLADM STRSI ZE] ;
dl adm w an_key_t *cooked_key;
dl adm secobj _class_t cl ass;

if (security_node == DLADM W.AN_SECMODE_NONE)
return (NULL);
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587 defaul t:
524 I* 588 /* shoul dn’t happen */
525 * Newl y-al |l ocated key nust be freed by caller, or by 589 nl og(LOG ERR, "nwand_w an_get_key: invalid class %",
526 * subsequent call to nwand_w an_get_key_named(). 590 cl ass);
527 */ 591 br eak;
528 if ((cooked_key = malloc(sizeof (dladmw an_key_t))) == NULL) { 592 }
529 nl og(LOG_ERR, "nwand_wl an_get _key_naned: nalloc failed"); 593 /* key type mismatch */
530 return (NULL); 594 nl og(LOG_ERR, "nwand_wi an_get _key: key type m snmatch"”
531 } 595 " from secure object "%’ "™, cooked_key->wk_nane);
596 free(cooked_key);
533 /* 597 return (NULL);
534 * Set nane appropriately to retrieve key for this WLAAN. Note that we 598 }
535 * cannot use the actual wk_name buffer size, as it’'s two tinmes too
536 * large for dl adm get_secobj. 600 cooked_key->wk_cl ass = cl ass;
537 */
538 (void) strl cpy(cooked_key- >wk_nane, nanme, DLADM SECOBJ_NAME_MAX) ; 602 #endif /* ! codereview */
539 nl og(LOG DEBUG, "nwand_w an_get _key_| naned: |en = 9%, object = %\n", 603 return (cooked_key);
540 strlen(cooked_key->wk_nane), cooked_key->wk_nane); 604 }
541 cooked_key->wk_| en = si zeof (cooked key->wk_val);
542 cooked_key->wk_idx = 1; 606 static dladmw an_key_t *
607 nwand_w an_get _key(const char *essid, const char *bssid, uint32_t security_npde)
544 /* Try the kernel first, then fall back to persistent storage. */ 608 {
545 status = dl adm get _secobj (dl d_handl e, cooked_key->wk_nane, &cl ass, 609 char keynanme[ DLADM SECOBJ_NAME_MAX] ;
546 cooked_key->wk_val , &cooked_key->wk_| en,
547 DLADM OPT_ACTI VE) ; 611 nwand_set _key_nane(essid, bssid, keyname, DLADM SECOBJ_NAME MAX) ;
548 if (status != DLADM STATUS  OK) {
549 nl og(LOG DEBUG, "nwand_wi an_get key naned: " 613 return (nwand_w an_get _key_naned(keynane, security_node));
550 "dl adm get _secobj (TEMP) faiTled: %" 614 }
551 dl adm 1status2str(status, errnmsg));
552 status = dl adm get _secobj (dl d_handl e, cooked_key->wk_nane, 616 /*
553 &cl ass, cooked key->wk_val, &cooked _key->wk_| en, 617 * Checks if a wireless network can be selected or not. A wreless network
554 DLADM_ 03T PERSI ST) ; 618 * CANNOT be selected if the NCU is DI SABLED, or the NCU is OFFLI NE or
555 } 619 * ONLINE* and has lower priority than the currently active priority-group.
620 * Called with object |ock held.
557 switch (status) { 621 */
558 case DLADM STATUS K: 622 static bool ean_t
559 nl og(LOG DEBUG "nwand_w an_get _key_naned: " 623 wirel ess_sel ection_possi bl e( nwand_obj ect _t obj ect)
560 "dl adm get _secobj succeeded: |en %", cooked_key->wk_|en); 624 {
561 br eak; 625 nwanmd_ncu_t *ncu = obj ect - >nwand_obj ect _dat a;
562 case DLADM STATUS_NOTFOUND:
563 /* 627 if (ncu->ncu_link.nwand_link_nedia != DL_WFI)
564 * We do not want an error in the case that the secobj 628 return (B_FALSE);
565 * is not found, since we then pronpt for it.
566 */ 630 (voi d) pthread_nutex_| ock(&active_ncp_nutex);
567 free(cooked_key); 631 if (object->nwand_object_state == NWAM STATE_DI SABLED | |
568 return (NULL); 632 ((obj ect - >nwand_obj ect _state == NWAM STATE_OFFLI NE | |
569 defaul t: 633 obj ect - >nwand_obj ect _state == NWAM STATE_ O\ILI NE_TO OFFLI NE) &&
570 nl og(LOG ERR, "nwand_w an_get _key_naned: could not get key " 634 ncu->ncu_l i nk. nwarmd_Ti nk_act i vati on_node ==
571 "fromsecure object '%’': %", cooked_key->wk_nane, 635 NWAM_ACTI VATI ON_MODE_PRI ORI Tl ZED &&
572 dl adm status2str(status, errnsg)); 636 (current_ncu_priority_group == | NVALI D_PRI ORI TY_GROUP | |
573 free(cooked_key); 637 ncu->ncu_l i nk. nwand_I i nk_priority_group >
574 return (NULL); 638 current _ncu_priority_group))) {
575 } 639 (void) pthread_mutex_unl ock(&active_ncp_nut ex) ;
640 return (B_FALSE);
577 if (security_node != 0) { 641 }
578 switch (class) { 642 (voi d) pthread_nutex_unl ock(&active_ncp_nut ex);
579 case DLADM SECOBJ_CLASS_VEP:
580 if (security_node == DLADM W.AN_SECMODE_W\EP) 644 return (B_TRUE);
581 return (cooked_key); 645 }
582 break;
583 case DLADM SECOBJ_CLASS_PSK: 647 | *
584 if (security_npde == DLADM W.AN_SECMODE_PSK) 648 * Update the sel ected and/or connected val ues for the
574 case DLADM SECOBJ_CLASS_ WPA: 649 * scan data. |f these change, we need to trigger a scan
575 if (security_npde == DLADM W.AN_SECMODE WPA) 650 * event since the updated val ues need to be conmunicat ed
585 return (cooked_key); 651 * to the CUI.
586 br eak; 652 */
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653 void

654 nwand_set _sel ect ed_connect ed( nwand_ncu_t *ncu, bool ean_t sel ected,

655 bool ean_t connect ed)

656 {

657 nwand_l i nk_t *link = &nicu->ncu_link;

658 nwanmd_wi fi_scan_t *s = & ink->nwand_| i nk_wi fi_scan;

659 int i;

660 bool ean_t trigger_scan_event = B _FALSE;

662 for (i =0; i < s->nwanmd_w fi_scan_curr_num i++) {

663 if (strenp(s- >nwarrd_w1 fi_scan_curr[i].nwy_essid,

664 link->nwand_link_wifi_essid) !=0 |]

665 (link->nwand_link_w fi_bssid[0] !="\0 &&

666 strenmp(s- >nwaer_W| f| _scan_curr[i].nwmv _bssid,

667 l'i nk->nwand_l i nk_wi fi _bssid) != 0))

668 conti nue;

669 if (selected) {

670 if (!'s->nwamd_wi fi_scan_curr[i].nwv_sel ected)

671 trigger_scan_event = B_TRUE,

672 s->nwand_wi fi _scan_curr[i]. nww_sel ected = B_TRUE;
673 } else {

674 if (s->nwanmd_wi fi_scan_curr[i].nwn_sel ected)

675 trigger_scan_event = B_TRUE;

676 ) s->nwand_wi fi _scan_curr[i].nwv_sel ected = B_FALSE;
677

678 if (connected) {

679 if (!s->nwanmd_wi fi_scan_curr[i].nww_connect ed)
680 trigger_scan_event = B_TRUE;

681 s->nwand_wi fi _scan_curr[i].nw_connected = B_TRUE;
682 } else {

683 if (s->nwanmd_wi fi_scan_curr[i].nwwn_connected)

684 trigger_scan_event = B _TRUE;

685 ) s->nwand_wi fi _scan_curr[i].nw_connected = B_FALSE;
686

687 }

689 if (trigger_scan_event || s- >nV\arrd_wi fi_scan_changed) {

690 nwand_event _t scan_event = nwamd_event _init_w an

691 (ncu >ncu_nane, NWAM EVENT_ TYPE_WL.AN SCAN REPORT, connect ed,
692 s->nwand_wi fi _scan_curr, s->nwand_wifi_scan_cur r_nunj ;
693 if (scan_event != NULL) {

694 /* Avoid sending sane scan data nultiple tinmes */
695 s->nwanmd_wi fi _scan_changed = B_FALSE;

696 nwand_event _enqueue(scan_event);

697 }

698 }

699 }

701 /*

702 * Call back used on each known WLAN - if the BSSID is matched, set

703 * the ESSID of the hidden WLAN to the known WLAN nane.

704 */

705 static int

706 Ei nd_bssi d_cb(nwam known_w an_handl e_t kwh, void *data)

707

708 nwand_l i nk_t *link = data;

709 nwam error_t err;

710 nwam val ue_t bssi dval ;

711 char **bssids, *nane;

712 uint_t numbssids, i;

714 if ((err = nwam known_w an_get _prop_val ue(kwh,

715 N\/\AM_KNO/\N_V\LAN_PR(P_BSSI DS, &bssidval)) !'= NWAM SUCCESS) {
716 nl og(LOG ERR, "find_bssid_cb: nwam known_w an_get _prop: %",
717 nwam strerror(err));

718 return (0);

new usr/src/cnd/ cnd-i net/1i b/ nwand/ ncu_phys. ¢

719
720
721
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755
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758
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761
762
763

}

/*

* W nmay have encountered a BSSID for a hidden WLAN before and as a result
* may have a known WLAN entry with this BSSID. Wal k known W.ANs, searching
* for a BSSID match. Called with object |ock held.

*

}
if ((err = nwamval ue_get_string_array(bssidval, &bssids, &wum bssids))
I'= NWAM_SUCCESS)
nl og(LOG ERR, "find_bssid_cbh: nwamval ue_get_string_array: %",
nwam strerror(err));
nwam val ue_free(bssidval);
return (0);

(i =0; i < numbssids; i++) {
if (strcnp(b35|ds[|] I'1 nk->nwanmd_| i nk_wi fi _bssid) == 0) {
if ((err = nwam known_w an_get _nane(kwh, &nane))
I'= NWAM SUCCESS) {

nl og(LOG ERR, "find_bssid_ch: "
nwam known_w an_get _nane: %",
nwam strerror(err));

continue;

(void) strlcpy(link->nwand_|ink_wifi_essid, nane,
si zeof (link->nwand_link_wifi_essid));

free(nane);

nwam val ue_f ree(bssidval);

/* Found ESSID for BSSID so terminate wal k */

return (1);

}
nwam val ue_f ree(bssidval);

return (0);

static void
check_i f _hi dden_wl an_was_vi si ted(nwand_l i nk_t *Ii nk)
756 {

}

(void) nwam wal k_known_w ans(fi nd_bssid_cb, I|ink,
NWAM_FLAG _KNOWN_W.AN_WALK_PRI ORI TY_ORDER, NULL);

nwam error _t ) _
nwand_wl an_sel ect(const char *linknane, const char *essid, const char *bssid,

764 {

765
766
767
768
769

771
772
773
774
775
776
777
778

780
781
782
783
784

uint32_t security_node, bool ean_t add_t o_known_w ans)

nwand_obj ect _t ncu_obj ;

nwand_ncu_t *ncu;

nwand_l i nk_t *link;

char key[ DLADM_ STRSI ZE] ;

bool ean_t found_ol d_key = B _FALSE, found_key = B _FALSE;

if ((ncu Obj = nwand_ncu_obj ect _fi nd(NWAM_NCU_TYPE_LI NK, i nknane))
== NOLL) {
nl og(LG} ERR, "nwanmd_wl an_sel ect: could not find object "
"for link %", |inknane);
return (NVAM ENTI TY_NOT_FOUND) ;
}
ncu = ncu_obj - >nwand_obj ect _dat a;
Ilnk = &ncu->ncu_l i nk;

/*

* |f wireless selection is not possible because of the current
* state or priority-group, then stop.

*/

if (!'wireless_selection_possible(ncu_obj)) {
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nwand_obj ect _r el ease(ncu_obj);
return (NWAM_ENTI TY_I NVALI D STATE)
}

/* unset selected, connected flag for previously connected w an */
nwand_set _sel ect ed_connect ed(ncu, B_FALSE, B_FALSE);

/* Disconnect to allow new selection to go ahead */
(void) dl admw an_di sconnect (dl d_handl e, |ink->nwand_|ink_id);

(void) strlcpy(link->nwand_|ink_wifi_essid, essid,
si zeof (link->nwand_link_w fi_essid));
(void) strlcpy(link- >nwand_| ink_wi fi _bssid, bssid,
sizeof (link->nwarmd_link_wifi_bssid));
l'i nk->nwand_| i nk_wi fi _security_node = securi ty_node;
I'i nk->nwand_| i nk_wi fi _add_t o_known_wl ans = add_t o_known_w ans;

/* If this is a hidden W an, then essid is enpty */
if (link->nwand_link_wfi_essid[0] == "\0")
check_i f _hi dden_wl an_was_vi sited(l1ink);

/* set selected flag for new y-sel ected W.AN */
nwand_set _sel ect ed_connect ed(ncu, B_TRUE, B_FALSE);

/* does this WLAN require a key? If so go to NEED KEY */
if (NEED_ENC(|ink->nwand_link_w fi_security_node)) {
/
First, if a key name may have been specified for a
known WLAN. |If so, use it. Oherwise, try both the
new nwand key narme format (ESSID) and old (ESSI D/ BSSI D) .
The user may have set the key without adding a known WLAN,
so we need to try all these options to save going to
* NEED_KEY state.
*/
if (known_w an_get _keynane(l i nk- >n\/\ami_l ink_wfi_essid,
i nk->nwand_l i nk_wi fi keynarre) == NWAM SUCCESS &&
(1ink- >nwand_| i nk_wi fi_key = nwamd_wl an_get _key_naned
(1'i nk->nwand_l i nk_wi fi _keynane,
I'i nk->nwand_Tink_wifi_security node)) != NULL) {
(voi d) known_w an_get _keysT ot
(l'i nk->nwand_I i nk_wi fi _essid,
& i nk->nwand_| i nk_wi fi_key->wk_i dx);
nl og(LCB DEBUG, "nwanmd_w an_sel ect: got known W.AN "
"key 9%, slot %", |ink->nwamd_|ink_w fi_keyname,
I'i nk- >nV\arrd_I ink_w fi_key->wk_i dx);
found_key = B_TRUE;
} else if ((Iink-=>nwamd_|ink_wifi_key = nwand_w an_get key
(l'ink->nwand_l i nk_wi fi_essid, NULL,
I'i nk->nwand_Ti nk_wi fi _security_| rrode)) I'= NULL)
nV\amd_set _key_narre(l i nk->nwand_I i nk_wi fi_essid, NULL,
I'i nk->nwand_l i nk_wi fi _keynane,
DLADM SECOBJ_NAME_MAX) ;
nl og(LOG_DEBUG "nwand_w an_sel ect: got W.AN key %",
I'i nk-=>nwarmd_| i nk_wi fi _keynane) ;
found_key = B_TRUE;
} else if ((link->nwanmd_|ink _wifi_key = nwand_w an_get key

* Ok Kk kX

(1'ink->nwand_l i nk_wi fi_essid, |ink->nwand_link_wifi_bssid,

I'i nk->nward_Ti nk_wi fi_security_node)) != NULL) {
/*
* Found old key format - prepare to save
* it as new ESSID-onIy key, but don’t
* do it until we're rel eased the object
* lock (since nwand_w an_set_key()
* takes the object |ock).
*/
v

(void) strlcpy(key,
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851 (char *)Ilink->nwand_| i nk_wi fi _key->wk_val,

852 I'i nk->nwand_| i nk_wi fi _key->wk_|en + 1);

853 found_ol d key = B_TRUE,

854 found_key = B_TRUE,

855 nwand_set _key_| nanme(link->nwand_l i nk_wi fi _essid, NULL,
856 | Tnk->nwand_| i nk_wi fi _keyname,

857 DLADM_ SECOBJ NAVE_MAX) ;

858 nl og(LOG DEBUG "nwand_w an_sel ect: got old format "
859 "W.AN key, converting to %"

860 I'i nk->nwamd_| i nk_wi fi _keynane) ;

861 } else {

862 nl og(LOG ERR, "nwand_w an_sel ect: could not "

863 "find key for WLAN ' %" ",

864 I'i nk->nwamd_| i nk_wi fi_essid);

865

866 } else {

867 free(link->nwamd_l i nk_wi fi _key);

868 i nk->nwand_| i nk_wi fi _key = NULL;

869 li nk->nward_| i nk_wi fi _keyname[0] = '\0’;

870 }

872 if (NEED_ENC(Iink->nwanmd_|ink_wi fi_security_node) && !found_key) {
873 nwand_obj ect _set _st at e( NWAM_OBJECT_TYPE_NCU,

874 ncu_obj - >nwand_obj ect _nane,

875 NWAM STATE_OFFLI NE_TO_ONLI NE,

876 NWAM_AUX_STATE_LI NK_W FI _NEED KEY) ;

877 } else {

878 nwand_obj ect _set _st at e( NWVAM_OBJECT_TYPE_NCU,

879 ncu_obj - >nwand_obj ect _name, NWAM STATE_OFFLI NE_TO ONLI NE,
880 NWAM_AUX_STATE_LI NK_W FI _CONNECTI NG) ;

881 }

882 nwand_obj ect _rel ease(ncu_obj);

884 if (found_ol d_key) {

885 (void) nwanmd_w an_set _key(linknane, essid, NULL, security_node,
886 1, key);

887 }

888 return (NWAM_SUCCESS) ;

889 }

891 /*

892 * See if BSSIDis in visited list of BSSIDs for known W.AN. Used for

893 * strict BSSID matching (depends on wireless_strict_bssid property val ue).
894 */

895 static bool ean_t

896 ?ssi d_nmat ch(nwam known_w an_handl e_t kwh, const char *bssid)

897

898 nwam val ue_t bssidsval ;

899 nwamerror_t err;

900 char **bssids;

901 uint_t nelem i;

902 bool ean_t found = B_FALSE;

904 if ((err = nwam known_wi an_get _prop_val ue(kwh,

905 NWAM_KNOAN_W.AN PRGD BSSI DS, &bssidsval)) !'= NWAM SUCCESS) {
906 nl og(LOG ERR, "bssid_match: %", nwamstrerror(err));

907 return (B_FALSE);

908

909 if ((err = nwamval ue_get_string_array(bssidsval, &bssids, &nelemn))
910 I = NWAM_SUCCESS)

911 nwam val ue_free(bssidsval);

912 return (B_FALSE);

913 }

914 for (i =0; i <nelem i++) {

915 if (strcnp(bssid, bssids[i]) == 0) {

916 found = B_TRUE;
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917 br eak;

918 }

919

920 nwam val ue_f ree(bssidsval);
922 return (found);

923 }

925 /* Find nost prioritized AP with strongest signal in scan data. */
926 static int

927 find_best_w an_cb(nwam known_wl an_handl e_t kwh, void *dat a)

928 {

929 nwand_ncu_t *ncu = dat a;

930 nwanmd_| i nk _t *link = &ncu->ncu_link;

931 nwand_wi fi _scan_t *s = &l ink->nwand_l i nk_wifi_scan;

932 nwamerror_t err;

933 char *nane = NULL

934 int i;

935 dl admw an_strength_t curr_strength = 0;

936 dl adm w an_strength_t nax_strength = 0;

937 bool ean_t found = B_FALSE;

939 if ((err = nwam known V\A an_get _nane(kwh, &nane)) != NWAM SUCCESS) {
940 nl og(LOG ERR, " fi nd_best V\Aan_cb: could not | ook up nane: %",
941 nwamstrerror(err))

942 return (0

943 }

945 if (link->nwand_|ink_wifi_connected) {

946 (void) dladmw an_str2strength

947 (l'i nk->nwand_l i nk_wi fi _signal _strength, &curr_strength);
948 1

950 /*

951 * |f we're >= scan |level, don’'t pick another Known WLAN if still
952 * connected (even if a Known WLAN with higher priority is available).
953 * |f the user wants to connect to a different Known WLAN, it can be
954 * done fromthe QU or select-wifi subcommand of nwamadn(1M .

955 */

956 if (curr_strength >= wirel ess_scan_| evel &&

957 l'i nk=>nwand_| i nk_wi fi _connected) {

958 free(nane);

959 return (1);

960 1

962 for (i =0; i < s->nwand_wifi_scan_curr_num i++) {

963 nwamw an_t *cur V\Aan = &(s->nwand_wifi _scan_curr[i]);

964 bool ean_t “b_mat ch = bssi d_mat ch(kwh, cur_w an- >nww_bssi d) ;
966 /*

967 * W need to either match the scanned essid, or in the case
968 * where the essid was not broadcast, match the scanned bssid.
969 *

970 f (strcnp(cur_w an->nww essid, nane) != 0 &&

971 !'(cur_wl an->nww_essid[0] == '\0" && b_match))

972 cont i nue;

973 /*

974 * |f wireless_strict_bssid is specified, need to natch

975 * BSSI D too.

976 */

977 if (wWwreless_strict_bssid & !b_natch)

978 conti nue;

979 /*

980 * Found a match. Since we wal k known W.ANs in

981 * priority order, it’'s guaranteed to be the

982 * nost prioritized. It may not be the strongest though -

11

12

new usr/src/cnd/ cnd-i net/1i b/ nwand/ ncu_phys. ¢
983 * we continue the wal k and record the strength al ong
984 * with the ESSID and BSSID, so that if we encounter
985 * another AP with the sane ESSID but a higher signal strength,
986 * we will choose it - but only if the currently-connected
987 * WLAAN is at or bel ow wirel ess_scan_| evel .
988 */
989 (void) dladmw an_str2strength
990 (cur _wW an->nww_si gnal _strength, &curr_strength);
992 if (curr_strength > max_strength) {
993 (void) strlcpy(link->nwand_link_w fi_essid,
994 cur_w an- >nww_essi d,
995 si zeof (link- >nwandllnk _wifi_essid));
996 /*
997 * Set BSSIDif wireless_strict_bssid is specified or
998 * if this is a hidden WLAN. Store the BSSID here and
999 * then later determine the hidden W.LAN's nane in the
1000 * connect thread.
1001 */
1002 if (wreless_strict_bssid ||
1003 cur_w an->nww_essid[0] == "\0") {
1004 (void) strlcpy(link->nwanmd_|ink_w fi_bssid,
1005 cur _w an- >nww_bssi d,
1006 si zeof (link->nwand_link_w fi_bssid));
1007 }
1008 (void) strlcpy(link->nwanmd_|ink_wi fi_signal _strength,
1009 cur _wW an- >nww_si gnal _strengt h,
1010 sizeof (link->nwand_link_w fi_signal _strength));
1011 I'i nk->nwand_| i nk_wi fi _security_node =
1012 cur _wl an- >nww_security_node;
1013 found = B_TRUE
1014 }
1015 (void) dladmw an_str2strength
1016 (l'ink->nwand_link_wi fi _signal _strength, &mx_strength);
1017
1018 free(nane);
1019 return (found ? 1 : 0);
1020 }

1022 static bool ean_t
1023 nwand_fi nd_known_w an( nwand_obj ect _t ncu_obj)

lock held. */

1024 {

1025 nwand_ncu_t *ncu = ncu_obj - >nwand_obj ect _dat a

1026 int ret;

1028 /*

1029 * Wal k known WLANs, finding |lowest priority (preferred) WAN
1030 * in our scan results

1031 */

1032 (voi d) nwam wal k_known_w ans(fi nd_best_w an_cb, ncu
1033 NWAM FLAG_KNOAN_W.AN WALK_PRI ORI TY_ORDER, &ret);
1035 return (ret == 1);

1036 }

1038 /*

1039 * W.AN scan code for WFI |ink NCUs.

1040 */

1042 /* Create periodic scan event for object. Called with object
1043 void

1044 nwand_ncu_creat e_peri odi c_scan_event (nwand_obj ect _t ncu_obj)
1045 {

1046 nwand_event _t scan_event

1048 if (wWireless_scan_interval == 0) {
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1049 nl og(LOG DEBUG, "nwand_ncu_create_periodi c_scan_event:
1050 "wirel ess_scan_interval set to 0 so no periodic scanning");
1051 return;

1052 }

1053 scan_event = nwand_event _i ni t (NWAM_EVENT_TYPE_PERI ODI C_SCAN,

1054 NWAM OBJECT_TYPE_NCU, 0, ncu_obj - >nwand_obj ect _nane) ;

1055 if (scan_event T= NULL) {

1056 nward_event _enqueue_t i med(scan_event,

1057 wirel ess_scan_interval > W RELESS_SCAN | NTERVAL_M N ?
1058 wirel ess_scan_interval : WRELESS SCAN_| NTERVAL_M N) ;
1059 1

1060 }

1062 /* Handl e periodic scan event (which puts link into WFI_INIT state */
1063 voi d

1064 ?warrd_ncu_handl e_periodi c_scan_event (nwand_event _t event)

1065

1066 nwand_obj ect _t ncu_obj ;

1067 nwanmd_ncu_t *ncu;

1069 ncu_obj = nwand_obj ect _fi nd( N\WAM_OBJECT_TYPE_NCU,

1070 event - >event _obj ect) ;

1071 if (ncu_obj == NULL)

1072 nl og( LOG ERR, "nwand_ncu_handl e_peri odi c_scan_event:

1073 "no obj ect %", event->event_object);

1074 return;

1075 1

1076 ncu = ncu_obj - >nwand_obj ect _dat a;

1078 /* Only rescan if state is offline* or online */

1079 nl og(LOG DEBUG "nwand_ncu_handl e_peri odi c_scan_event: doing rescan..");
1081 if (ncu_obj->nwand_obj ect_state == NWAM STATE_OFFLI NE_TO ONLI NE | |
1082 ncu_obj - >nwand_obj ect _state == NWAM STATE_ONLI NE) {

1083 /* rescan, then create perlodlc scan event */

1084 (voi d) nmand_vw an_scan( ncu->ncu_nane) ;

1085 nwand_ncu_cr eat e_peri odi c_scan_event ( ncu_obj );

1086

1087 nwand_obj ect _r el ease(ncu_obj);

1088 }

1090 static bool ean_t

1091 get_scan_results(void *arg, dladmw an_attr_t *attrp)

1092 {

1093 nwarmd_wi fi _scan_t *s = arg;

1094 const char *linknanme = s->nwand_wi fi _scan_Ii nk;

1095 char essid_nanme[ DLADM STRSI ZE] ;

1096 char bssi d_nanme[ DLADM _STRSI ZE] ;

1097 char strength[ DLADM STRSI ZF] ;

1098 uint_t i, index = 0;

1099 bool ean_t found = B_FALSE;

1101 (void) dladmw an_essi d2str(&attrp->wa_essid, essid_nane);

1102 (void) dl admw an_bssi d2str(&attrp->wa_bssid, bssid_nane);

1103 (void) dladmw an_strength2str(&attrp->wa_strength, strength);
1105 index = s->nwand_w fi _scan_curr_num

1106 if (i ndex == NWAMD_| NAX NUM W.ANS) {

1107 nl og(L&BﬁERR "get_scan_results: truncating WLAN scan results
1108 "for link %: ommiting (%, %)", linknane, essid_nane,
1109 bssi d_nane) ;

1110 return (B_TRUE);

1111 }

1113 (void) strlcpy(s->nwand_wi fi_scan_curr[index].nwwv_essid, essid_nane,
1114 si zeof (s->nwand_wi fi_scan_curr[index].nwv essid));
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1115 (void) strlcpy(s->nwand_wi fi_scan_curr[index].nww_bssid, bssid_name,
1116 si zeof (s->nwanmd_wifi_scan_curr[index].nww _bssid));

1117 (void) strlcpy(s->nwand_wi fi _scan_curr[index].nww_signal _strength,
1118 strength,

1119 si zeof (s—>nwarrd_vm' fi_scan_curr[index].nwy_si gnaI strength));
1120 s->nwanmd_wi fi _scan_curr[index] . nww_securi ty nmode = attrp->wa_ secm)de
1121 s->nwarmd_wi fi _scan_curr[index]. nw_speed = attrp->wa_speed;

1122 s->nwand_wi fi _scan_curr[index].nww _channel = attrp->wa_channel;
1123 s->nwand_wi fi _scan_curr[index].nwwv_bsstype = attrp->wa_bsstype;
1125 I*

1126 * We fill in actual values for selected/ connected/ key |ater when we
1127 * reacquire the object |ock.

1128 */

1129 s->nwand_wi fi _scan_curr[index].nwv sel ected = B FALSE;

1130 s->nwand_wi fi _scan_curr[index].nwwv _connected = B_FALSE;

1131 s->nwarmd_wi fi _scan_curr[index]. nw_have_key = B_FALSE;

1132 s->nwarmd_wi fi _scan_curr[index]. nw_keyi ndex = 1}

1133 s->nwand_wi fi _scan_curr_numt+;

1135 /* Check if this AP was in previous scan results */

1136 for (i =05 i < s->nwand_wi fi_scan_| ast_nun i++)

1137 found = (st rcnp(s >nwarm_vv| fi_scan_last[i].nww essid,

1138 essi d_nane) == &&

1139 strcnp(s- >nwand wi fi_scan_last[i].nww _bssid,

1140 bssid_nane) == 0);

1141 if (found)

1142 br eak;

1143 }

1144 if (!found)

1145 s->nwand_wi fi _scan_changed = B_TRUE;

1147 nl og(LOG DEBUG, "get_scan_results(%, %l): ESSID %, BSSID %",
1148 I'i nknane, index, essid_nane, bssid_name);

1150 return (B_TRUE);

1151 }

1153 /*

1154 * Check if we’'re connected to the expected WLAN, or in the case of autoconf
1155 * record the W.AN we’' re connected to.

1156 */

1157 bool ean_t

1158 nwand_w an_connect ed( nwand_obj ect _t ncu_obj)

1159 {

1160 nwanmd_ncu_t *ncu = ncu_obj - >nwand_obj ect _dat a;

1161 nwand_l i nk_t *link = &cu->ncu_link;

1162 dladmw an_linkattr_t attr;

1163 char essi d[ DLADM STRSI ZF] ;

1164 char bssi d[ DLADM_STRSI ZE] ;

1165 bool ean_t connected = B_FALSE;

1166 int retries = 0;

1168 /*

1169 * This is awful, but some wireless drivers

1170 * (particularly "ath’) will erroneously report

1171 * "disconnected" if queried right after a scan. If we

1172 * see 'down’ reported here, we retry a fewtines to

1173 * make sure it’'s really down.

1174 *

1175 while (retries++ < 4) {

1176 if (dladmw an_get_linkattr(dld_handle, |ink->nwand_link_id,
1177 &attr) != DLADM STATUS_OK) {

1178 attr.la_status = DLADM W.AN_LI NK_DI SCONNECTED;
1179 } else if (attr.la_status == DLADM W.AN LI NK_CONNECTED) {
1180 br eak;



new usr/src/cnd/ cnd-i net/ i b/ nwand/ ncu_phys. c 15

1181
1182

1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208
1209
1210

1212
1213
1214

1216
1217
1218
1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244 }

1246 /*

}
}

if (attr.la_status == DLADM W.AN LI NK_CONNECTED) {
(void) dl adm wl an_essi d2str(&attr.la_w an_attr.wa_essid, essid);
(void) dladmw an_bssid2str(&ttr.la_w an_attr.wa_bssid, bssid);
connected = B_TRUE
nl og(LOG_DEBUG, "nwand_w an connect ed: % connected to % %",

ncu->ncu_nane, essid, bssid

} else {
return (B_FALSE);

}

/*
* |f we’'re using autoconf, we have no control over what we connect to,
* so rather than verifying ESSSID, sinply record ESSI D/ BSSID.
*
/
if (link->nwand_|ink_wifi_autoconf)
(void) strlcpy(link->nwand_Iink_wifi_essid, essid,
si zeof (link->nwand_link_wifi_essid));
(void) strlcpy(link->nwand_|link_wifi_bssid, bssid,
si zeof (link->nwand_link_wifi_bssid));
;*
* Are we connected to expected W.LAN? Not e:
* we'd like to verify BSSID, but we cannot due to CR 6772510.
*
/

if (strcnp(essid, link->nwand_|ink_wifi_essid) == 0) {
/* Update connected signal strength */
(void) dladmw an_strength2str(&ttr.la_w an_attr.wa_strength,
i nk->nwand_| i nk_wi fi _signal _strength);

/* Store current BSSID */
(void) strlcpy(link->nwand_|ink_wi fi_bssid, bssid,
si zeof (link->nwand_|ink_wifi_bssid));

if (attr.la_wan_attr.wa_strength < wirel ess_scan_| evel) {
*

* W&’ re connected, but we’'ve dropped bel ow
* scan threshold. Initiate a scan.
*/
nl og(LOG DEBUG, "nwand_w an_connected: "
"connected but signal under threshold...");
(voi d) nwanmd_w an_scan(ncu->ncu_nane);

-

return (connect ed)
} elseif ( trlen(essid) == 0) {

-

* For hidden WLANs, no ESSID is specified, so we cannot verify
* WLAN nane.
*/
nl og( LOG_DEBUG,
"nwanmd_w an_connect ed: connected to hidden WLAN, cannot
"verify connection details");
return (connected);
} else {
(voi d) nl og(LOG ERR,
nwand_w an_connect ed: wong AP on %; expected % %",
ncu->ncu_nare, |ink->nwanmd_link_wi fi _essi d,
l'i nk->nwand_l i nk_wi fi _bssid);
(void) dl adm w an_di sconnect (dl d_handl e, |ink->nwand_Iink_id);
I'i nk->nwand_l i nk_wi fi _connected = B_FALSE;
return (B_FALSE);
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1247
1248

* WLAN scan thread. Called with the per-link WFi nutex held.

1249 static void *
1250 Wl an_scan_t hread(voi d *arg)

1251 {
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261

1263
1264
1265
1266
1267
1268
1269

1271
1272

1274
1275
1276
1277
1278
1279
1280
1281
1282
1283
1284
1285
1286
1287
1288

1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304
1305
1306
1307

1309
1310

1312

char *linkname = arg;
nwand_obj ect _t ncu_obj ;
nwand_ncu_t *ncu;
nwand_l i nk_t *Ii nk;
dl adm status_t status;
char ‘essi d[ DLADM_ STRSI ZE] ;
char bssi d[ DLADM STRSI ZE] ;
uint32_t now, link_id;
nwanmd_w fi_scan_t s;
int i;
if ((ncu_obj = nwanmd_ncu_obj ect_find( NVAM NCU TYPE_LI NK, |inknarne))
== NULL) {
nl og(LOG ERR, "W an_scan_thread: could not find object
"for link %", l|inknane);
free(linknane);
return (NULL);
}

ncu = ncu_obj - >nwand_obj ect _dat a;
li nk &ncu->ncu_l i nk;

/
is possible nultiple scan threads have queued up waiting for the

bject lock. W try to prevent excessive scanning by limting the

nterval between scans to W RELESS_SCAN_REQUESTED | NTERVAL_M N sec.

= NSEC_TO_SEC(gethrtine());
((now - link->nwand_link_w fi_scan. nwand_wi fi _scan_last_tinme) <
W RELESS_SCAN RECUESTED I NTERVAL_M N)
nl og(LOG DEBUG, "W an_scan_t hread: |ast scan for % "
'was < %l sec ago, ignoring scan request
i nkname, W RELESS_SCAN_REQUESTED _ INTERVAL MN);
nward_obj ect _rel ease(ncu_obj);
free(linknane);
return (NULL);

*
* ot
* 0
*
&/

now
f

}

/*
* Prepare scan data - copy |ink name and copy previous "current"
* scan results fromthe nwand_link_t to the last scan results for
* the next scan so that we can conpare results to find if things
* have changed since |ast tine.
*
/
(void) bzero(é&s, sizeof (nwand_wifi_scan_t));
(void) strlcpy(s.nwand_w fi_scan_link, ncu->ncu_nane,
si zeof (s.nwanmd_wifi_scan_link));
s. nwand_wi fi _scan_| ast _num =
l'i nk->nwand_| Tnk_wi fi _scan. nwamd_wi fi _scan_curr_num
if (s.nwand_wifi_scan_| ast_num > 0)
(void) mencpy(s.nwand_wi fi_scan_| ast,
1i nk->nward_| i nk_wi fi _scan. nwand_wi fi _scan_curr,
s.nwand_wi fi _scan_| ast_num * sizeof (nwamw an_t));

}
link_id = |ink->nwanmd_| i nk_i d;
nwand_obj ect _rel ease(ncu_obj);

nl og(LOG DEBUG, "W an_scan_thread: initiating scan on %",
s. nwand_wi fi _scan_Il i nk);

scanconnect _entry();

16
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1313
1314
1315
1316
1317
1318
1319
1320

1322
1323
1324
1325
1326
1327

1329
1330
1331
1332
1333
1334
1335
1336
1337

1339
1340
1341
1342
1343

1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367

1369
1370
1371
1372
1373
1374
1375
1376
1377
1378

status = dl adm w an_scan(dl d_handl e, link_id, &, get_scan_results);
s. nwand \Mfl scan_l ast _tinme = NSEC_ TO SEC(gethrtlma())
if (!s.nwand_wifi_scan_changed) {
/* Scan may have | ost WLANs, if so this qualifies as change */
s.nwand_wi fi _scan_changed = (s.nwand_wi fi _scan_curr_num!=
s.nwarmd_wi fi _scan_| ast _num;

scanconnect _exit();

if (status != DLADM STATUS_CK) {
nl og(LOG ERR, "W an_scan_t hread: cannot scan link %",
s. nwanmd_wi fi _scan_link);
free(linknane);
return (NULL);
}

if ((ncu_obj = nwand_ncu_object_find( NVAM NCU TYPE_LI NK, |inknane))
== NULL) {
nl og(LOG ERR, "W an_scan_thread: could not find object
"for link % after doing scan", |inknane);
free(linknane);
return (NULL);

}
ncu = ncu_obj - >nwand_obj ect _dat a;
li nk &ncu->ncu_l i nk;

/* For new scan data, add key info from known WANs */
for (i =0; i < s.nwand_wi fi_scan_curr_num i++) {
i f (NEED_ENC(s. nwand_wi fi _scan curr[l] nww_security_node)) {
char keyname[ N\\AM_MAX_VALUE_LEN] ;
dl adm wi an_key_t ¥*key = NULL;

i f (known_w an_get _keynane
(s.nwand_wi fi_scan_curr[i].nwn_essid, keynane)
== NWAM SUCCESS &&
(key = nwand_w an_get _key_naned(keynane,
s.nwanmd_wi fi _scan_curr[i].nwwv_security_node))
I'= NULL) {
s.nwanmd_wi fi _scan_curr[i].nww_have_key =
B _TRUE;
s.nwanmd_wi fi _scan_curr[i].nwmv keyi ndex =
s.nwand_wi fi _scan_curr[i].
nwv_security_node ==
DLADM W.AN SECMODE VEP ?
key->wk_idx : 1;
free(key);

}

}
/* Copy scan data into nwand_link_t */
i nk->nwand_l i nk_wi fi _scan = s;
/* Set selected, connected and send scan event if we’ve got new data */
nwand_set _sel ect ed_connect ed( ncu,
l'ink->nwand_link_w fi_essid[0] !="\0",
i nk->nwand_l i nk_wi fi _connect ed);

If wireless selection is not possible because of the current
state or priority-group, then this was just a scan request.
Not hi ng el se to do.

* ok ok ok ¥
-~

if (!'wireless_selection_possible(ncu_obj)) {
nwand_obj ect _r el ease(ncu_obj);
free(linknane);
return (NULL);
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1380 /*

1381 * Check if WLAN is on our known WLAN list. If no

1382 * previously-visited WANs are found in scan data, set

1383 * new state to NEED _SELECTI ON (provided we're not currently

1384 * connected, as can be the case during a periodic scan or

1385 * monitor-triggered scan where the signal strength recovers.

1386 */

1387 if (!'nwand_find_known_w an(ncu_obj)) {

1388 if (!'nwanmd_w an_connected(ncu_obj)) {

1389 if (link->nwanmd_link_w fi_connected) {

1390 nl og(LOG DEBUG, "W an_scan_t hread: "

1391 "unexpect ed di sconnect after scan");

1392 nwand_obj ect _set _st at e( NWVAM_OBJECT_TYPE_NCU,
1393 ncu_obj - >nwanmd_obj ect _nane,

1394 NWAM_STATE_ONLI NE_TO_ CFFLINE

1395 NWAM_AUX_STATE_DOWN) ;

1396 } else {

1397 nl og(LOG DEBUG, "w an_scan_t hread:

1398 "no known WLANs - ask user");

1399 nwand_obj ect _set _st at e( N\WVAM_OBJECT_TYPE_NCU,
1400 ncu_obj - >nwand_obj ect _nane,

1401 NWAM STATE_OFFLI NE_TO | CNLINE

1402 NWAM_AUX_STATE_LI NK_W FI NEED_SELECTIOW;
1403

1404 } else {

1405 /* still connected. if not online, change to online */
1406 nl og(LOG DEBUG, "w an_scan_thread: still connected to "
1407 "o %", |ink->nwand_|ink_wifi_essid,

1408 I'i nk->nward_| i nk_wifi _bssid);

1409 i f (ncu_obj->nwand_obj ect _state ! = NWAM STATE_ONLI NE) {
1410 nwand_obj ect _set _st at e( NWAM_OBJECT_TYPE_NCU,
1411 ncu_obj - >nwamd_obj ect _nane,

1412 NWAM STATE_OFFLI NE_TO_ONLI NE,

1413 NWAM_AUX_STATE_UP) ;

1414 }

1415

1416 nwand_obj ect _rel ease(ncu_obj);

1418 } else {

1419 nl og(LOG DEBUG, "w an_scan_t hread: found known WAN % %",
1420 i nk->nwand_l i nk_wi fi _essid, |ink->nwanmd_|ink_wi fi_bssid);
1422 if (!'nwanmd_w an_connected(ncu_obj)) {

1423 /* Copy sel ected ESSI D/ BSSI D, unlock, call select */
1424 (void) strlcpy(essid, |ink->nwanmd_|ink_wifi_essid,
1425 sizeof (essid));

1426 (void) strlcpy(bssi d I'i nk->nwanmd_l i nk_wi fi _bssid,
1427 si zeof (bssid));

1428 nwand_obj ect _rel ease( ncu_obj);

1429 (void) nwanmd_wi an_sel ect (1inkname, essid, bssid,

1430 I'1 nk->nwamd_| i nk_wi fi_security_node, B_TRUE);

1431 } else {

1432 /* still connected. if not online, change to online */
1433 nl og( LOG DEBUG, "w an_scan_t hread: still connected to "
1434 ‘known WLAN % 9", |ink->nwand_|ink_w fi_essid,
1435 l'i nk->nvand_| i nk_wi fi _bssid);

1436 i f (ncu_obj - >nwamd_obj ect _state = NWAM _STATE_ONLI NE) {
1437 nwand_obj ect _set _st at e( N\WAM_OBJECT_TYPE_NCU,
1438 ncu_obj - >nwarmd_obj ect _nane,

1439 NWAM STATE_OFFLI NE_TO CNLINE

1440 NWAM_AUX_STATE_UP) ;

1441 }

1442 nwand_obj ect _r el ease(ncu_obj);

1443 }

1444 1
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1445
1446
1447

1449
1450
1451
1452
1453

1455
1456
1457
1458

1460
1461

1463
1464
1465
1466
1467
1468
1469
1470
1471
1472

1474
1475
1476

1478
1479
1480

}

free(linknane);
return (NULL);

nwam error _t )
nwand_w an_scan(const char *|inknane)

{

}
/*

pthread_t wifi_thread,;
char *link = strdup(linknane);

if (link == NULL) {
nl og(LOG ERR, "nwand_w an_scan: out of nenory");
return (NWAM_NO_MEMORY) ;

}

nl og(LOG DEBUG, "nwand_w an_scan: WAN scan for %",
i nk);

if (pthread_create(&w fi_thread, NULL, w an_scan_thread,
link) !'= 0)
nl og(LOG ERR, "nwand_wl an_scan: could not start scan");
free(link);
return (NWAM ERROR | NTERNAL) ;

}

/* detach thread so that it doesn't becone a zonbie */
(void) pthread_detach(wifi_thread);

return ( NWAM_SUCCESS) ;

* WLAN connection code.

*/

static dl adm status_t
do_connect (uint32_t link_id, dladmwan_attr_t *attrp, dladmw an_key_t *key,

1481 {

1482
1483

1485
1486
1487

591
1488

1490
1491

1493
1494

1496
1497

1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509

}

uint_t keycount, uint_t flags)

dl adm st atus_t st at us;
char errnmsg[ DLADM STRSI ZE] ;

scanconnect _entry();
status = dl adm w an_connect (dl d_handle, link_id, attrp,
DLADM WLAN_CONNECT_TI MEQUT_DEFAULT, key, keycount, fl ags,
DLADM W.AN_CONNECT_TI MEQUT_DEFAULT, key, keycount, flags)
scanconnect _exit();

nl og(LOG DEBUG, "nwand_do_connect: dl admw an_connect returned %",
dl adm st atus2str(status, errnsg));

return (status);

static void *
w an_connect _t hread(void *arg)
1498 {

char *linkname = arg;
nwand_obj ect _t ncu_obj ;
nwand_ncu_t *ncu;
nwand_link_t *link;

nwam error_t err;

uint_t keycount;

uint32_t link_id;

dl adm W an_key_t *key = NULL;
dladmw an_attr_t attr;

dl adm status_t status;

bool ean_t autoconf = B_FALSE;
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1511 if ((ncu_obj = nwand_ncu_object_find( NWVAM_NCU_TYPE_LI NK, |i nknane))
1512 == NULL)

1513 nl og(LOG ERR, "w an_connect_thread: could not find object "
1514 "for link %", linknane);

1515 free(linknane);

1516 return (NULL);

1517 }

1519 ncu = ncu_obj - >nwand_obj ect _dat a;

1520 link = &ncu->ncu_l i nk;

1522 if (!wireless_selection_possible(ncu_obj)) {

1523 nl og(LOG DEBUG "W an_connect _thread: % in invalid state or
1524 "has |l ower priority", ncu->ncu_nane);

1525 got o done;

1526 }

1528 /* 1f it is already connected to the required AP, just return. */
1529 if (nwanmd_w an_connected(ncu_obj)) {

1530 nwand_obj ect _set _st at e( NWAM_OBJECT_TYPE_NCU,

1531 ncu_obj - >nwand_obj ect _nane,

1532 ncu_obj - >nwand_obj ect _state, NWAM AUX_STATE_UP) ;

1533 got o done;

1534 }

1536 (void) menmset(&attr, 0, sizeof (attr));

1537 if (dladmw an_str2essid(link->nwand_|ink_w fi_essid, &attr.wa_essid)
1538 ! = DLADM STATUS_OK) {

1539 nl og(LOG ERR, "w an_connect_thread: invalid ESSID ' %" "
1540 "for "%’", link->nwand_|ink_wifi_essid, ncu->ncu_nane);
1541 got o done;

1542

1543 attr.wa_valid = DLADM W.AN_ATTR_ESSI D,

1545 /* note: bssid logic here is non-functional */

1546 if (link->nwand_link_wfi_bssid[0] !="'\0")

1547 if (dladmw an_str2bssid(link->nwand_|ink_wifi_bssid,

1548 &attr. wa_bssid) !'= DLADM STATUS OK)

1549 nl og(LOG ERR, "W an_connect_thread: invalid BSSID ' %' ",
1550 "for "% ", link->nwand_link_wifi_bssid,

1551 ncu- >ncu_nane) ;

1552 } else {

1553 attr.wa_valid | = DLADM W.AN _ATTR BSSI D;

1554 }

1555 }

1557 /* First check for the key */

1558 if (NEED_ENC(link->nwand_link_w fi_security_node)) {

1559 if (link->nwand_link_w fi_key == NULL) {

1560 nl og(LOG ERR, "w an_connect _thread: could not find "
1561 "key for WLAN "%’ ", link->nwand_|ink_wi fi_essid);
1562 nwand_obj ect _set _st at e( NWVAM_OBJECT_TYPE_NCU,

1563 ncu_obj - >nwand_obj ect _nane,

1564 NWAM_STATE_OFFLI NE_TO ONLI NE,

1565 NVWAM_AUX_STATE_LI NK_W FI _NEED KEY);

1566 got o done;

1567

1568 /* Make a copy of the key as we need to unlock the object */
1569 if ((key = calloc(1, sizeof (dladmw an_key_t))) == NULL) {
1570 nl og(LOG ERR, "W an_connect _thread: out of nenory");
1571 got o done;

1572 }

1573 (void) mencpy(key, |ink->nwanmd_|ink_wifi_key,

1574 si zeof (dladmw an_key_t));
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1576 attr.wa_valid | = DLADM WLAN_ATTR_SECMODE; 1640 I'i nk->nwand_l i nk_wi fi _bssid[0] !="\0" ?

1577 attr.wa_secnode = |ink->nwand_|ink_wi fi_security_node; 1641 I'i nk->nwand_| i nk_wi fi _bssid : NULL,

1578 keycount = 1; 1642 |'i nk->nwand_| i nk_wi fi _security_node,

1579 nl og( LOG DEBUG, "w an_connect _thread: retrieved key"); 1643 I'i nk->nwand_| i nk_wi fi _security_node ==

1580 } else { 1644 DLADM W.AN_SECMODE_WEP ?

1581 key = NULL; 1645 (uint_t)link->nwanmd_|ink_wifi_key->wk_idx : 1,

1582 keycount = O; 1646 NEED_ENC(1 i nk- >nwand_| i nk_wi fT _security_node) ?

1583 } 1647 i nk->nwand_l i nk_wi fi _keyname : NULL))
1648 !'= NWAM_SUCCESS)

1585 I* 1649 nl og(LOG ERR, "W an_connect _t hread:

1586 * Connect; only scan if a bssid was not specified. |If it tines out, 1650 "could not add to known W.ANs: %",

1587 * try a second tine using autoconf. Drop the object |ock during the 1651 nwam strerror(err));

1588 * connect attenpt since connecting may take some tine, and access to 1652 }

1589 * the link object during that period would be inpossible if we held the 1653

1590 * | ock. 1654 nwand_set _sel ect ed_connect ed(ncu, B _TRUE, B _TRUE);

1591 */ 1655 nl og( LOG DEBUG, "W an_connect _t hr ead: connect "
1656 "succeeded, setting state online");

1593 I'i nk->nwand_| i nk_wi fi _aut oconf = B_FALSE; 1657 nwand_obj ect _set _st at e( N\WVAM_OBJECT_TYPE_NCU,

1594 link_id = |Tnk->nwand_link_id; 1658 ncu_obj - >nwamd_obj ect _name, NWAM STATE_ONLI NE,
1659 NWAM AUX_STATE_UP) ;

1596 nwand_obj ect _rel ease(ncu_obj); 1660 }

1598 status = do_connect (link_id, &ttr, key, keycount, 0); 1662 done:

702 status = do_connect (link_id, &ttr, key, keycount, 1663 nwand_obj ect _rel ease(ncu_obj);

703 DLADM W.AN_CONNECT. NCBCAN) 1664 done_unl ocked:

1599 if (status != DLADM STATUS X) { 1665 free(linknane);

1600 /* Connect Tailed, try autoconf */ 1666 free(key);

1601 if (!wreless_aut oconf || (status = do_connect(link_id, &attr,

1602 NULL, 0, 0)) != DLADM STATUS OK) { 1668 return (NULL);

1603 nl og(LOG ERR, "w an_connect _thread: connect failed for " 1669 }

1604 "os", |inknane); __unchanged_portion_onitted_

1605 got o done_unl ocked;

1606

1607 if (status == DLADM STATUS CK)

1608 aut oconf = B_TRUE;

1609 1

1611 /* Connect succeeded, reacquire object */

1612 if ((ncu_obj = nwand_ncu_object_find( NWAM_NCU_TYPE_LI NK, Iinknane))

1613 == NULL)

1614 nl og(LOG ERR, "w an_connect_thread: could not find object "

1615 "for link %", linknane);

1616 got o done_unl ocked;

1617 1

1619 ncu = ncu_obj - >nwand_obj ect _dat a;

1620 I'ink = &ncu->ncu_l i nk;

1622 if (autoconf)

1623 i nk->nwand_| i nk_wi fi _aut oconf = B_TRUE;

1625 /

*
1626 * |1f WAN is WEP/ WPA, we would like to test the connection as the key
1627 * may be wong. It is difficult to find a reliable test that works
*

1628 across APs however. Do nothing for now.

1629 *

1630 I'i nk->nwand_l i nk_wi fi _connected = nwand_w an_connect ed(ncu_obj);
1632 if (link->nwand_|ink_wifi_connected) {

1633 if (link->nwand_link_wifi_add_to_known_w ans) {

1634 /* add to known W.ANs */

1635 nl og(LOG DEBUG, "w an_connect_thread: "

1636 "add ' %’ to known W.ANs",

1637 I'i nk->nwamd_| i nk_wi fi_essid);

1638 if ((err = nwam known_w an_add_t o_known_w ans

1639 (1'i nk->nwand_| i nk_wifi_essid
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new usr/src/cnd/ cnd-inet/usr.1ib/ Makefile
wpa_suppl i cant pkg now is created correctly in illunps-gate
wpad renanmed to wpa_supplicant

LR R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the ternms of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing pernissions

11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 1996, 2010, Oracle and/or its affiliates. Al rights reserved.
24 #

26 SUBDI RS= bri dged dhcp dsvcl ockd ilbd in.chargend in.daytined \
27 in.discardd in.echod in.dhcpd in.npathd in.ndpd \

28 in.ripngd in.tined inetd ndnsd ncaconfd pppoe \

29 sl pd vrrpd wanboot wpa_suppl i cant

29 sl pd vrrpd wanboot wpad

31 MSGSUBDI RS= dsvcl ockd ilbd in.dhcpd inetd ncaconfd vrrpd wanboot

33 include ../../Makefile.cmd
34 include ./ Mkefile.lib

36 $( CLOSED_BUI LD) SUBDI RS += \

37 $(CLOSED)/ cnd/ cnd-i net/usr.lib/ike-certutils \

38 $(CLOSED)/ cnd/ cnd-i net/usr.lib/in.iked

40 PCFI LES= dsvcl ockd/ dsvcl ockd. po in.dhcpd/in. dhcpd. po \
41 inetd/inetd. po ncaconfd/ ncaconfd.po vrrpd/vrrpd.po \
42 wanboot / wanboot . po

43 POFI LE= usr.lib.po

45 all: = TARCET= al |

46 install:= TARGET= install

47 cl ean: = TARGET= cl ean

48 cl obber: = TARGET= cl obber

49 lint:= TARCET= | int

50 _nsg: = TARGET= _msg

52 . KEEP_STATE:
54 all clean clobber lint: $(SUBDI RS)
56 install: $(SUBD RS)

57 -$(RV) $(ROOTLIBINET)/in.iked
58 -$(LN) $(1 SAEXEC) $(ROOTLIBINET)/in.iked

new usr/src/cnd/ cd-inet/usr.lib/ Makefile

_msg: $( MSGSUBDI RS)

#

# The reason this rule checks for the existence of the
# Makefile is that some of the directories do not exist
# in our exportable source builds or in QpenSolaris.
#
$

(SUBDIRS): FRC
@f

[ -f $@ Makefile ]; then \
cd $@ pwd; $(MAKE) $( TARGET); \
el se \
true; \
fi
FRC:
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new usr/src/cnd/ cnd-i net/usr.lib/wpa_supplicant/Mkefile
wpa_suppl i cant pkg now is created correctly in illunps-gate
wpad renanmed to wpa_supplicant

LR R R R

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the |license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governi ng perni ssions
11 # and limtations under the License.
12 #
13 # When distributing Covered Code, include this CDDL HEADER i n each
14 # file and include the License file at usr/src/ OPENSOCLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields encl osed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 # Copyright 2012 Sun Mcrosystens, Inc. Al rights reserved.
22 # Use is subject to license terns.

#

25 include ../../../Makefile.cnd

27 SUBDI R= wpa_suppl i cant
28 MANI FEST = wpa_suppl i cant. xm

30 ROOTMANI FESTDI R = $( ROOTSVCNETWORK)

32 all:= TARGET= al |

33 install:= TARCET= install
34 clean: = TARCET= cl ean
35 cl obber: = TARCET= cl obber

37 . KEEP_STATE:
39 all lint clean clobber: $(SUBDIR)
41 include ../ Makefile.lib

43 install: $(SUBDI R) $( ROOTMANI FEST)

45 check: $( CHKMVANI FEST)

47 $(SUBDIR): FRC

48 @d $@ pwd; $(MAKE) $( TARGET)
50 FRC:

52 include ../../../Makefile.targ
53 #endif /* ! codereview */
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new usr/src/cnd/ cnd-i net/usr.lib/wpa_supplicant/wpa_supplicant. xm
wpa_suppl i cant pkg now is created correctly in illunps-gate
wpad renanmed to wpa_supplicant
LR EEEEEEEEEEEEEEEEEEEEESEEEEEEEEEEEEEEEEEERERERERERESRESESESSE]
1 <?xm version="1.0"?>
2 <! DOCTYPE servi ce_bundl e SYSTEM "/usr/share/lib/xm /dtd/service_bundle.dtd. 1">
3 <I--
4 Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
5 Use is subject to |license terns.
7

CDDL HEADER START

9 The contents of this file are subject to the ternms of the
10 Common Devel opment and Distribution License (the "License").
11 You nmay not use this file except in conpliance with the License.

13 You can obtain a copy of the license at usr/src/OPENSOLAR S. LI CENSE
14 or http://ww. opensol aris.org/os/licensing.

15 See the License for the specific |anguage governing perm ssions

16 and limtations under the License.

18 When distributing Covered Code, include this CDDL HEADER i n each

19 file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
20 If applicable, add the follow ng bel ow this CDDL HEADER, with the
21 fields enclosed by brackets "[]" replaced with your own identifying
22 information: Portions Copyright [yyyy] [name of copyright owner]

24 CDDL HEADER END

26 i dent " %986 % Y% YE% SM "

28 NOTE: This service nmanifest is not editable; its contents wll
29 be overwitten by package or patch operations, including

30 operating system upgrade. Make custom zations in a different
31 file.

32 -->

34 <service_bundl e type="nani fest’ nanme=" SUN\Wsupr: wpa_suppl i cant’ >

36 <service

37 name=" net wor k/ wpa_suppl i cant’

38 type=' service’

39 version='1">

40 <singl e_i nstance/ >

41 <dependency

42 name=' crypt osvc’

43 grouping="require_all’

44 restart_on=" none’

45 type='service' >

46 <service_fnri value="svc:/system cryptosvc’ />
47 </ dependency>

49 <I--

50 The wpa service will require the crypto framework for
51 PKCS #11 keystores/certificates configuration

52 -->

54 <l--

55 I f wpa_supplicant crashes for sone reasons,

56 it wll replace any existing file nanmed

57 /var/run/wpa_suppl i cant-global. So we do not need to nanage the
58 cl eanup of the global UN X socket.

59 Socket clients are cleaned up in |ibdlw an.
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110

112
113

117
118
119
120
121
122
123
124
125
126

<l--

>

B=backgr ound

dd=debuggi ng

f=use sysl og

t=print tinestanp

Wewai t for |ibdlw an/dladmto add an interface before doing anything

<exec_net hod

type=' et hod’
name='start’
exec="/usr/lib/inet/wa_supplicant -B -f/var/|og/wpa_supplicant.
ti meout _seconds=' 60’ >
<met hod_cont ext >
<met hod_credenti al
user ="root’
group="root’
l'imt_privil eges=":defaul t’
privil eges="basic, sys_net_confi g, net _rawaccess’
/>

</ met hod_cont ext >

</ exec_net hod>

<exec_net hod

t ype=' net hod’
name=" st op’
exec=":kill"’

ti meout _seconds=’ 60’ >
<met hod_cont ext >
<met hod_credenti al
user =" root’
group='root’
limt_privileges=":default’
;)ri vi | eges=’" basi c, sys_net _confi g, net _rawaccess’
>

</ met hod_cont ext >

</ exec_net hod>

<exec_net hod

t ype=' net hod’
nane="refresh’
exec=":kill"’

ti meout _seconds=’ 60" />

<property_group nanme="general’ type= framework’ >

<l-- to start stop wpad -->
<propval name='action_authorization’ type=astring’
val ue=" sol ari s. snf. manage. wpa' />

</ property_group>

<i nstance nane="default" enabl ed="true">
</instance>

<stability val ue=" External’ />

<t enpl at e>

<common_nane>
<l octext xmi:lang='C >
Wrel ess WPA Suppl i cant
</ 1 oct ext>
</ common_nane>
<docunent at i on>
<manpage title="wpa_supplicant’ section="1M
manpat h="/usr/share/ man’ />
</ docunent ati on>
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127 </tenpl at e>
128 </ service>

130 </service_bundl e>
131 #endif /* ! codereview */
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LR R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/../src/OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governi ng perni ssions

11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/../src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields encl osed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

21 # Copyright 2012 Sun Mcrosystens, Inc. Al rights reserved.

22 # Use is subject to license terns.

23 #

25 PROG = wpa_suppl i cant

26 OBJS = config.o notify.o bss.o eap_register.o ../src/utils/common.o \

27 ../srcl/utils/wpa_debug.o ../src/utils/wpabuf.o . Isrc/utils/os _unix.o \

28 ../src/utils/el oop.o config_file.o ../src/rsn_supp/vvpa o\

29 ../src/rsn_supp/preauth.o ../src/rsn_supp/ pnksa_cache. o \

30 ../src/rsn_supp/ peerkey.o ../src/rsn_supp/wpa_ie.o ../src/comon/wpa_comon.o \
31 ../srcl/eap_peer/eap_tls.o ../src/eap_peer/eap_peap.o \

32 ../src/eap_conmon/ eap_peap_common. o ../src/eap_peer/eap_ttls.o \

33 ../src/eap_peer/eap_nd5.0 ../src/eap_peer/eap_nschapv2.0 \

34 ../src/eap_peer/nschapv2.0 ../src/eapol _supp/eapol _supp_smo \

35 ../src/eap_peer/eap.o ../src/eap_peer/eap_nethods.o ../src/crypto/nms_funcs.o \
36 ../src/eap_conmon/chap.o . ./sr c/ eap_peer/eap_tls_comon.o \

37 ../srcl/crypto/tls_openssl. .Isrcl/crypto/crypto_openssl.o \

38 ../src/crypto/aes-unw ap. o ../src/crypto/md5.0 ../src/crypto/randomo \

39 ctrl_jface. o ctrl_iface_unix.o ../src/utils/base64.0 \

40 ../src/eap_conmon/ eap_conmon. o ../src/crypto/shal.o ../src/cryptol/shal-pbkdf2. o
41 ../src/crypto/shal—tlsprf.o ../src/drivers/driver conmon. o wpa_supplicant.o \
42 events.o blacklist.o wpas_glue.o scan.o main.o ../src/drivers/driver_solaris.o \
43 . ./src/drivers/drivers.o ../src/l2_packet/| 2_packet _solaris.o

45 SRCS = $(OBIS: % 0=% c)

47 LINTME = ./src/drivers/driver_solaris.c

49 include ../../../../Mkefile.cmd

51 MBSGFI LES= $(0BIS)

53 C99MODE = $( C99_ENABLE)

54 CFLAGCS += .Isrc -1../srcl/utils
55 CFLAGS += DCO\JFI G_ BACKEND FI LE \

56 - DCONFI G DRI VER SOLARI S - DEAP_TLS - DEAP_PEAP - DEAP_TTLS - DEAP_MD5 \
57 - DEAP_MSCHAPv2 - DI EEE8021X_EAPOL - DPKCS12_FUNCS - DCONFI G_SMARTCARD \
58 -DEAP_TLS OPENSSL - DCONFI G_CTRL_| FACE - DCONFI G CTRL_| FACE_UNI X \

59 - DCONFI G DEBUG SYSLOG - DLOG HOSTAPD="LOG DAEMON' - DCONFI G_DEBUG FI LE

new usr/src/cnd/ cnd-i net/usr.lib/wpa_supplicant/wpa_supplicant/Makefile
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67
69

71
72

74
75
76
79
81

83
84

86
87

LDLI BS += -1 socket -Idlpi -Idl adm
all install := LDLIBS += -lcrypto -Issl
LI NTFLAGS += -u
. KEEP_STATE:
all: $( PROG)
% o: % c
$(COWPILE.c) -0 $@ $<
$( PROO) : $(0BIS)
$(LINK. c) -0 $@$(OBIS) $(LDLIBS)
$( POST_PRCCESS)
include ../../Makefile.lib
install: al | $(ROCTLI Bl NETPROG)
cl ean:
$(RM $(0BJIS)
include ../../../../Makefile.targ
#endif /* | codereview */



new usr/src/cnd/ cnd-i net/usr. sbin/ Makefile

R R R R

8544 Tue Jun 12 19:54:41 2012

new usr/src/cnd/ cnd-i net/ usr. sbin/ Makefile
renoved wificonfig tool
are /dev/wifi/* devices |inks now deprecated?

LR

CDDL HEADER START

The contents of this file are subject to the ternms of the
Conmmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

HHH HHFHBFHBHHHHHFF TR

SYNCPROG=
DHCPPROG=

syncinit syncl oop syncstat
dhcpconfi g dhtadm pntadm

# EXPORT DELETE START
XMODPROG= wanboot uti |
# EXPORT DELETE END

PROG= 6todrelay arp gettable if_nmpadm\
in.comsat in.fingerd in.rarpd in.rexecd in.rlogind\
in.rshd in.rwhod in.telnetd in.tftpd ipaddrsel \
ndd $( SYNCPROG) $( DHCPPROG) $( XMODPROG)

MANI FEST= rarp.xm telnet.xm comsat.xm finger.xm \
login.xm shell.xm rexec.xm socket-filter-kssl.xn

SVCMETHOD= svc-sockfilter

ROOTFS_PROG= hostconfig route soconfig

SBI NLI NKS= hostconfig route

RPCSVCPROG= hostconfig

AUDI TPROG= in.rexecd in.rlogind in.rshd in.telnetd

PAMPROG= in.rexecd in.rlogind in.rshd in.telnetd

SOCKETPROG= 6todrelay arp gettable hostconfig if_npadmin.consat \
in fingerd in.rarpd in.rexecd in.rlogind in.rshd \
in.rwhod in.telnetd in.tftpd ipaddrsel route

NSLPROG= 6t odrelay arp gettable hostconfig in.consat in.rarpd \
in.rexecd in.rlogind in.rshd in.rwhod in.telnetd \
in tftpd i paddrsel route

CVDPROG= in telnetd

K5PROGS= in.telnetd in.rlogind in.rshd

TSNETPROG= route

DLADMPROG= 6t o4r el ay

DEFAULTFI LES= tel netd. df

PROGSRCS= $( PROG %% c)

Copyright (c) 1990, 2010, Oacle and/or its affiliates. Al rights reserved.
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113
114
115
116
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120
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TFTPDOBJS= intftpd.o tftpsubs.o

OTHERSRC= ..lusr.bin/tftp/tftpsubs.c

K5RLOG NOBJS= in.rlogind. o

K5RSHDOBJ S= in.rshd.o

K5TELNETOBJS= in.telnetd.o

SRCS= $( PROGSRCS)  $( OTHERSRC)

SUBDI RS= boot confchk htable ifconfig ilbadmin.ftpd in.rdisc in.routed \
in. talkd i netadminetconv | padmipnpstat ipgosconf ipsecutils \
kssl / kssl adm kssl / kssl cf g nwamadm nwantfg ping routeadm\
snoop sppptun traceroute
snoop sppptun traceroute wificonfig

MSGSUBDI RS= boot confchk htable ifconfig ilbadmin.ftpd in.routed in.talkd \
inetadm i netconv i padm ipnpstat ipqosconf ipsecutils \
kssl / kssl cf g nwamadm nwantf g rout eadm spppt un snoop
kssl /kssl cfg nwamadm nwancfg rout eadm sppptun snoop wi ficonfig

# As prograns get lint-clean, add themhere and to the 'lint’ target.

# Eventually this hack should go away, and all in PROG shoul d be

# lint-clean.

LI NTCLEAN= 6todrelay arp in.rlogind in.rshd in.telnetd in.tftpd \

i paddrsel route \

in.rarpd i f_npadm $( SYNCP

# Li kewi se, as subdirs get lint-clean, add themhere. Once

# they're all clean, replace the dependency of the lint target

# with SUBDIRS. Also (sigh) deal wth the comented-out build |ines

# for the lint rule.

LI NTSUBDI RS=
inetconv ipnpstat ipgosconf ipsecutils kssl/kssladm\

boot confchk ilbadmin.rdisc in.routed in.talkd i netadm\

kssl / kssl cf g nwamadm nwantf g pi ng rout eadm sppptun traceroute
kssl / kssl cf g nwamadm nwancf g pi ng rout eadm sppptun traceroute \

w ficonfig
# And as prograns are verified not to attenpt to wite into constants,
# -xstrconst should be used to ensure they stay that way.
CONSTCLEAN=

include ../../Mkefile.cmd

ROOTMANI FESTDI R= $( ROOTSVCNETWORK)
$( ROOTMANI FEST) ;= FI LEMODE= 444
include ../ Mkefile.cnd-inet

ROOTSBI NPROG = $( ROOTFS_PROG: %=$( ROOTSBI N) / %)
ROOTUSRSBI NLI NKS = $( SBTNLI NKS: %-$( ROOTUSRSBI N) / %

COVMONOBI S= addr_match. o kcnd. o store_forw creds. o
COMVONSRCS= $( COMMONOBI S: % 0=$( CVDI NETCOVMONDI R) / % c)
SRCS+= $( COVMONSRCS)

#

# Message catal og
#

POFI LES= 6t o4rel ay. po i f _nmpadm po in.consat. po ipaddrsel.po route.po \
soconfi g. po

POFI LE= usr. shin. po

all:= TARCET= al |

install:= TARCET= install

clean: = TARGET= cl ean

cl obber: = TARCET= cl obber

lint:= TARCET= | int

_msg: = TARGET= _nsg

CLOBBERFI LES += $( ROOTFS_PROG) $( PROG)
CLEANFI LES += $( COMMONOBTS) $(K5RLOG NOBJS) $( KSRSHDOBJS) $( TFTPDOBIS)
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184
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CPPFLAGS += - DSYSV - DBSD_COWP - | $( CVDI NETCOMVONDI R)

i ncl ude $(SRC)/1ib/gss_mechs/ mech_kr b5/ Makefil e. mech_kr b5
K5LI1 BS=

# Eventually just plain CFLAGS should be += -v, but not until all in
# PROGS are |lint clean.

$( LI NTCLEAN) = CFLAGS += $( CCVERBGCSE)

$( CONSTCLEAN) = CFLAGS += $( XSTRCONST)

$( SYNCPROG) = LDLI BS += -1dl pi

$( SOCKETPROG) = LDLI BS += -1 socket

$( NSLPROG = LDLI BS += -1Insl

$( AUDI TPROG) = LDLIBS += -l bsm

$( PAMPROG) = LDLI BS += -| pam

$( RPCSVCPROG) = LDLI BS += -Irpcsvc

$( K5PROGS) = LDFLAGS += $( KRUNPATH) \
- L$( ROOT) $( KLI BDI R_DO) - L$( ROOT) $( KLI BDI R_GL)

$( K5PROGS) = K5LI BS= ~ -1 mech_kr b5

$( K5PROGS) = CPPFLAGS += -1 $(SRC)/ head \
-1 $(SRC) / ut s/ conmon/ '\
-1 $( SRC) / ut s/ conmon/ gssapi / nechs/ kr b5/ i ncl ude \
-1$(SRO)/ i b/ gss_nechs/ mech_kr b5/ i ncl ude \
-1$(SRC)/1'i b/ pam nodul es/ kr b5

LDLI BS += $( K5LI BS)

$( TSNETPROG) i= LDLI BS += -|tsnet

$( DLADMPROG) = LDLI BS += -|dl adm

in.rarpd = LDLIBS += -linetutil -Idlpi

i f _nmpadm = LDLIBS += -linetutil -Ilipnp

i f_nmpadm po = XCETFLAGS += -a

route = CPPFLAGS += - DNDEBUG

ndd = LDLI BS += -l dladm -1i padm

gettabl e in.consat = LDFLAGS += $( MAPFI LE. NGB: %- M9

. KEEP_STATE:

. PARALLEL:

all: $(PROG $(ROOTFS_PROG) $( SUBDIRS) THI RDPARTYLI CENSE. ar p

#
# nessage catal og
#

_msg: $(MSGSUBDI RS) $( POFI LE)
$( SYNCPROG)
$(POFILE): $
$(RVM $@
cat $(PCFILES) > $@

% 0: $( OVDI NETCOVMONDI R) / % ¢
$(COWPI LE. C) -0 $@ $<

in telnetd: $(K5TELNETOBJS)
$(LINK. ¢) $(KS5TELNETOBJS) -0 $@ $( LDLI BS)
$( POST_PROCESS)

syncutil:

( POFI LES)

in.rlogind: $(K5RLOG NOBJS) $( COVMONOBIS)
$(LINK. c) $(K5RLOG NOBJS) $( COMMONOBIS) -0 $@ $(LDLI BS)
$( POST_PROCESS)

in.rshd: $(K5RSHDOBJS) $( COWONOBJS)
$(LINK. ¢c) $(K5RSHDOBJS) $( COVMONOBIS) -0 $@ $(LDLI BS)
$( POST_PROCESS)
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190 in.tftpd: $(TFTPDOBJS)

191 $(LINK. c) $(TFTPDOBIS) -0 $@ $(LDLIBS)

192 $( POST_PROCESS)

194 tftpsubs.o: $( OTHERSRC)

195 $(COWPI LE. ¢) $(OTHERSRC) -0 $@

196 $( POST_PROCESS_O)

198 $( ROOTUSRSBI NLI NKS) :

199 -$(RM $@ $(SYMLINK) ../../sbin/$(@) $@

201 install: (PROG) $(ROOTFS_PROG $(SUBDIRS) . WAI T $( ROOTUSRSBI NPROG) \
202 $( ROOTSBI NPROG)  $( ROOTUSRSBI NLI NKS)  $( ROOTETCDEFAULTFI LES) \
203 $( ROOTMANI FEST) $( ROOTSVCMETHOD) THI RDPARTYLI CENSE. ar p

205 THI RDPARTYLI CENSE. arp: arp.c

206 $(SED) -n '/University of California/,/SUCH DAMAGE/ p’ arp.c > $@
208 CLOBBERFI LES += THI RDPARTYLI CENSE. ar p

210 #

211 # The reason this rule checks for the existence of the

212 # Makefile is that some of the directories do not exist

213 # in our exportable source builds.

214 #

215 $(SUBDIRS): FRC

216 @f [ -f $@Nhkeflle 1;

217 cd $@ pwd; $( MAKE) $(TARGET) \

218 else \

219 true; \

220 fi

222 FRC:

224 check: $( CHKMANI FEST)

226 clean: $(SUBDI RS)

227 -$(RM $( CLEANFI LES)

229 cl obber: $(SUBDI RS)

230 -$(RM $(CLEANFI LES) $( CLOBBERFI LES)

232 lint: $(LINTSUBDI RS)

233 $(LINT.c) 6todrelay.c $(LDLIBS) -Isocket -1dladm

234 $(LINT.c) arp.c $(LDLIBS) -Isocket -Insl

235 @ $(LINT.c) in.rexecd.c $(LDLIBS) -I|bsm -Ipam

236 $(LINT.c) -erroff=E_NAVE_USED NOT_DEF2 -errof f =E_NAME_DEF_NOT_USED2 \
237 -1$(SRC) / head -1$(SRC)/ uts/ comon/ \

238 -1 $( SRC) / ut s/ cormon/ gssapi / mechs/ kr b5/ i ncl ude \

239 -1 $(SRC)/ 1 i b/ gss_nmechs/ nech_kr b5/ i ncl ude \

240 -1 $(SRC)/ 1 i b/ pam modul es/ kr b5 \

241 in.rlogind c $ COMONSRCS) $(LDLIBS) -1bsm -I|pam -I|socket -Insl
242 $(LINT.c) -erroff=E_NAME USED NOT_DEF2 -errof f=E_NAME_DEF_NOT_USED2 \
243 -1$(SRC)/ head -1$(SRC)/ ut's/ common/ \

244 -1 $( SRC) / ut s/ cormon/ gssapi / mechs/ kr b5/ i ncl ude \

245 -1 $(SRC)/ i b/ gss_mechs/ nech_kr b5/ i ncl ude \

246 -1 $(SRC) /| i b/ pam_nodul es/ krb5 \

247 in.rshd. c $( COWONSRCS) $(LDLI BS) -1 bsm -1 pam -1 socket -Insl
248 $(LINT.c) -erroff=E_NAVE_USED NOT_DEF2 \

249 -errof f=E_G_OBAL_COULD BE_STATIC2 \

250 -1 $(SRC)/ head -13$(SRCO)Tuts/ common/ \

251 -1 $( SRC) / ut s/ cormon/ gssapi / mechs/ kr b5/ i ncl ude \

252 -1 $(SRC)/ 1 i b/ gss_mechs/ nech_kr b5/ i ncl ude \

253 -1 $(SRC) /1 i b/ pam_nodul es/ krb5 \

254 in telnetd.c $(LDLIBS) -1bsm-I|pam -Isocket -Insl
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255 $(LINT.c) if_npadmc $(LDLIBS) -Isocket -lInsl -lipnp -linetutil
256 $(LINT.c) ipaddrsel.c $(LDLIBS) -Isocket -Insl

257 $(LINT.c) route.c $(LDLI BS) -lsocket -Insl -Itsnet

258 $(LINT.c) syncinit.c $(LDLIBS) -Idl pi

259 $(LINT.c) syncloop.c $(LDLIBS) -Idl pi

260 $(LINT.c) syncstat.c $(LDLIBS) -Idl pi

261 $(LINT.c) -erroff=E_NAME USED_NOT_DEF2 in.rarpd.c $(LDLIBS) \
262 -1 socket -1nsl

263 $(LINT.c) in.tftpd.c ../usr.bin/tftp/tftpsubs.c $(LDLIBS) \
264 -1 socket -1nsl

266 # EXPORT DELETE START
267 EXPORT_SRC:

268 $(RM Makefil e+

269 sed -e "/"# EXPORT DELETE START/,/"# EXPORT DELETE END/ d" \
270 < Makefile > Makefil e+

271 $(RV) Makefile

272 $(M) Makefil e+ Makefile

273 $(CHMOD) 444 Makefile

274 # EXPORT DELETE END




new usr/ src/ cnd/ dl adnf dl adm ¢ 1 new usr/ src/ cnd/ dl adnf dl adm ¢
LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 321 { del ete VI an do del ete VI an,
255013 Tue Jun 12 19:54:42 2012 322 del ete vl an [-t] <link>" },
new usr/src/cnd/ dl adm dl adm ¢ 323 {" show- vl an" do_show_vl an,
renoved wpa. h header file 324 show- vl an [-pP] [-0 <field> ..] [<link>]\n" 1,
updat ed wpa_suppl i cant manifest to use global ctrl interface 325 { "up-vlan" do_up_vl an, NULL 1,
sonme changes to libdiwan, i need to finish ctrl_if integration 326 { "create-i ptun do_create_iptun,
********************************************************** 327 ” Create |ptun [_t] _T <type> "
__unchanged_portion_omtted_ 328 "[-a {local | renot e} =<addr>,...] <link>]" },
329 {" deI ete-iptun” do_del et e ptun,
266 static cnd_t cmds[] = { 330 del et e- |ptun [-t] <link>" },
267 { "renane-link", do_renane_l i nk, 331 {" rmdl fy-iptun” do_nodi fy_i ptun,
268 " rename- | i nk <ol dl i nk> <new i nk>" 1, 332 nodi fy i ptun [-t] -a {local|remte}=<addr>,... <link>" },
269 {" show-l i nk", do_show_| i nk, 333 {" ShOW-I ptun” do_show_i ptun,
270 show-llnk [-pP] [-0 <field> ..] [-s [-i <interval>]] " 334 show-lptun T- pP] [- o<f|e|d>,..] [<link>]\n" },
271 "[<link>]\n" 1, 335 { "up-iptun" do_up_i ptun, NULL I
272 { "create-aggr", do_create_aggr, 336 { "down- |ptun do_down |ptun NULL },
273 " creat e- aggr [-t] [-P <policy>] [-L <npde>] [-T <time>] " 337 {" del ete- phys do_del et e_phys,
274 "[-u <address>]\n" 338 del et e- phys <link>" },
275 "\t\t -| <link>[-1 <link>..] <link>" }, 339 {" showL phys", do_show_phys,
276 {" deI et e- aggr" do_del et e_aggr, 340 show phys [-pP] [-0 <field>..] [-H [<link>]\n"},
277 del ete: aggr [-t] <link>" 1, 341 { "init-phys", do_i ni t _phys, NULL 1,
278 {" add aggr" do_add_aggr, 342 { "showli nknap , do_show_| i nknap, NULL },
279 add- aggr [-t] -1 <link> [-] <link>..] <link>" }, 343 { " cr eate-vnic" do_create_vnic,
280 { "rermve aggr' do_renove_aggr 344 create-vnic [-t] -1 <link>[-m<value> | auto |\n
281 reane aggr [-t] -1 <I|nk>[—| <link>..] <link>" }, 345 "\t\t {factory [-n <slot-id>]} | {random[-r <prefix>]} |\n"
282 { "m)dlfy aggr " do_nodi fy_ aggr 346 "\t\t {vrrp -V <vrid> -A {inet | inet6}} [- v<V|d>[ f11\n
283 nmodi fy aggr [-t] [- <po| icy>] [-L <nmode>] [-T <time>] " 347 "\t\t [-p <prop>=<value>[,...]] <vnic-link>" },
284 "[-u <address>]\n" 348 { "delete-vnic", do_del ete vn| c,
285 "\t\t <li nk>" 1, 349 " del ete- vni ¢ [-t] <vnic-link>" 1,
286 { "show aggr" do_show_aggr, 350 { "showvnic" do_show_vni c,
287 " show—aggr [-pPLx] [-0 <field> ..] [-s [-i <interval>]] " 351 " show vni ¢ [-pP] [-] <Iink>] [-s [-1 <interval >]]
288 "[<link>]\n" }, 352 "[<l'ink>]\n" 1.
289 { "up-aggr", do_up_aggr, NULL 1, 353 { "up-vnic", do_up_vni c, NULL 1,
290 { "scan-wifi" do_scan_wi f| 354 { "create-part"”, do_create_part,
291 " scan- WIfI [-p] [- o<f|e|d>,...] [<link>]" }, 355 " create-part [-t] [-f] -1 <link> [-P <pkey>]\n"
292 {" connect wifi" do_connect _wi fi, 356 "\t\t [-R <root-dir>] <part-link>" 1,
293 connect - wi fi [-e <essid>] [-i <bssid>] [-k <key>, ...]\n" 357 {" deI ete-part” do_del ete_part,
294 "\t\t [-s wep|wpa] [-u <usernanme>]\n" 358 del ete- part [-t] [-R <r oot - di r>] <part-link>"},
293 " connect - wi fi [-e <essid>] [-1 <bssid>] [-k <key> ...] " 359 { " show- part" do_show_part,
294 "[-s wep|wpa]\ n" 360 show part [-pP] [-0 <fiel d> ...][-1 <linkover>]\n"
295 "\t t [-a open|shared] [-b bss|ibss] [-c] [-ma|]blg] " 361 "\t\t [<part-link>]" ,
296 "[-T <time>]\n" 362 {" ShOW-I b", do_show_i b,
297 "\t\t [<I|nk>]" }, 363 show-i b [-p] [-o0 <field> ...] [<link>]\n" 1,
298 {" d| sconnect-w fi" do_di sconnect _wi fi, 364 { "up-part" do_up_part, NULL },
299 di sconnect wifi [-a] [<link>]" 1. 365 {" cr eat e- et her st ub", do_creat e_et her st ub,
300 {" show-vm fi" do_show wi fi, 366 creat e- et her st ub [-t] <link>" 1,
301 shows wi f i [-p] [-0 <fiel d> ...] [<link>]\n" }, 367 { " deI et e- et her st ub” do_del et e_et her st ub,
302 {" set -1inkprop", do_set _l i nkprop, 368 del et e- et her st ub [-t] <link>" },
303 set-1i nkprop [-t] -p <prop>=<value>[,...] <nane>" 1}, 369 {" show- et her st ub” do_show_et her st ub,
304 { "reset-linkprop", do_reset_linkprop, 370 show et her st ub [-t] [<link>]\n" 1,
305 reset-| | nkprop [-t] [-p <prop> ...] <nanme>" 1, 371 { "create-simet" do_creat e_si met, NULL 1,
306 { " show-l i nkprop” do_show_| I nkpr op, 372 { "nodify-si met do_nodi fy_si met, NULL },
307 show-l I nkpr op [-cP] [-o0 <field> ...] [-p <prop>,...] " 373 { "delete-simet", do_del et e_si met NULL 1.
308 "<nanme>\n" 1, 374 { "show si mmet ", do_show_si mmet, NULL 1,
309 {" show- et her" do_show_et her, 375 { "up-simet" do_up_si met, NULL 1,
310 show et her [-px][-0 <fiel d> ...] <link>\n" }, 376 { " cr eate-bri dge do_create_bridge,
311 { "create-secobj" do_creat e _secobj , 377 create-bri dge [-R <root-dir>] [-P <protect>]
312 " create- secobj [-t] [-f <file>] -c <class> <secobj>" }, 378 "[-p <priority>]\n"
313 {" deI et e-secobj " do_del et e_secobj, 379 "\t\t [-m <max-age>] [-h <hello-tinme>] [ d <forward-del ay>]\n"
314 del et e- secob] [-t] <secobj>[,...]" }, 380 "\t\t [-f <force-protocol>] [-] <link>]... <bridge>" },
315 { "show secobj" do_show_secobj, 381 { "nodify-bridge", do_nodi fy_bridge,
316 " show secobj [-pP] [-0 <field> ...] [<secobj> ...]\n" }, 382 " nodi fy- bri dge [-R <root-dir>] [-P <protect>] "
317 { "init-linkprop", do_i nit_Iinkprop, NULL 1, 383 "[-p <priority>]\n"
318 { "init-secobj", do_i nit_secobj, NULL }, 384 "\ttt [-m <max-age>] [-h <hello-time>] [-d <forward-delay>]\n"
319 { "create-vlan", do_create_vl an, 385 "\t\t [-f <force-protocol >] <bridge>" 1,
320 " create-vlan [-ft] -T «li nk> -v <vid> [1ink]" }, 386 { "del ete-bridge", do_del ete_bri dge,
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387 " del et e- bri dge [-R <root-dir>] <bridge>" 1,

388 { " add bri dge", do_add_bri dge,

389 add- brldge [-R <root-dir>] -1 <link>[-1 <link>]...

390 "<bridge>" ,

391 {" rermve bridge", do_renove_bri dge,

392 renove- brldge [-R <root-dir>] -1 <link> [-1 <link>]...

393 "<bri dge>" s

394 { "show bridge", do_show_bri dge,

395 " show-brldge [-p] [-0 <field> ...] [-s [-i <interval>]] "
396 [<br| dge>]\n"

397 show- bri dge -1 [-p] [-o0 <field> ...] [-s [-i <interval>]]"
398 " <bridge>\n"

399 " show- bri dge -f [-p] [-0 <field> ...] [-s [-i <interval>]]"
400 <bri dge>\n"

401 show- bri dge -t [-p] [-o0 <field> ...] [-s [-i <interval>]]"
402 "o<bri dge>\ n" 1.

403 {" show- usage", do_show_usage,

404 show usage [-a] [-d | -F <format>]

405 "[-s <DD/ MM YYYY, HH: MM SS>]\ n"

406 "\t [-e <DD/NMYYYY,HH:MVISS>] -f <logfile> [<link>]" }

407 }

_hnchanged_port ion_omtted_

6254 static void
6255 do_connect_wifi (int argc, char **argv, const char *use)
{

6256
6257
6258
6259
6260
6261
6262
6263
6264
6265
6266
6267
6268 #endi f

6270
6271
6272
6267
6273
6274
6275
6276
6277
6278

6280
6276
6277
6278
6279
6281
6282
6283
6284
6285

6287
6288
6289
6290
6291

int option;

dladmw an_attr_t attr, *attrp

dl adm st atus_t status = DLADM STATUS_ CX;

int ti meout = DLADM W.AN_CONNECT _TI MEOUT DEFAULT;
datal ink_id_t linkid = DATALI NK_ALL_LI NKI D,

dl adm w an_key_t *keys = NULL;

ui nt _t key_count = O;

ui nt _t flags = 0O;

dl adm w an_secnode_t keysecnode = DLADM W.AN_SECMODE_NONE;
char buf [ DLADM STRSI ZE] ;

char identity[128];

/* ! codereview */

opterr = 0;
(voi d) nerrset(&’:lttr 0, sizeof (attr));

while ((option = getopt_long(argc, argv, ":e:ri:a:mb:s:k:
while ((option = getopt_long(argc, argv, ":e:i:a:mb:s:k:
wi fi_longopts, NULL)) != -1) {
switch (option) {
case 'e’:
status = dl adm w an_str2essid(optarg, &attr.wa_essid);

if (status | = DLADM STATUS_(K)
die("invalid ESSID’ %’ optarg);
attr.wa_valid | = DLADM W.AN_ATTR_ESSI D;
/*
* Try to connect without doing a scan.
*/

flags | = DLADM W.AN CONNECT NOSCAN;

break;
case 'i’
status = dl admw an_str2bssid(optarg, &attr.wa_bssid);
if (st atus | = DLADM STATUS O<)
die("invalid BSSID %", optarg);
attr.wa_valid | = DLADM W.AN_ATTR_BSSI D;
br eak;
case 'a':
status = dl admw an_str2aut h(optarg, &attr.wa_auth);

if (status != DLADM STATUS_ OX)

4
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6292 die("invalid authentication node '%' ", optarg);
6294 attr.wa_valid | = DLADM W.AN_ATTR_AUTH;

6295 br eak;

6296 case 'm:

6297 status = dl adm w an_str2node(optarg, &attr.wa_node);
6298 if (st at us ! = DLADM STATUS_OK)

6299 die("invalid mode "% ", optarg);

6301 attr.wa_valid | = DLADM W.AN_ATTR_MODE;

6302 br eak;

6303 case ’

6304 if ((status = dl adm w an_str2bsstype(optarg,

6305 gattr.wa_bsstype)) !'= DLADM STATUS OK) {

6306 die(Tinvalid bsstype '9%’ ", optarg);

6307 }

6309 attr.wa_valid | = DLADM W.AN_ATTR_BSSTYPE;

6310 break;

6311 case 's’:

6312 if ((status = dladmw an_str2secnode(optarg,

6313 g&attr.wa secrmde)) I'= DLADM STATUS O<) {

6314 die(Tinvalid security node ' %’ ", optarg);
6315 }

6317 attr.wa_valid | = DLADM W.AN_ATTR_SECMCDE;

6318 br eak;

6319 case ’

6320 if (parse w an_keys(optarg, &keys, &key_count) < 0)
6321 die("invalid key(s) '%'", optarg);

6323 if (keys[O].wk_class == DLADM SECOB)_CLASS VEP)
6324 keysecnpde = DLADM V\LAN SECMODE_WEP;

6325 else if (keys[O].wk_class == DLADM SECOBJ CLASS ,_PSK)
6326 keysecnode = DLADM W.AN SECMODE_PSK;

6327 #endif /* | codereview */

6328 el se

6329 keysecnode = DLADM W.AN_SECMODE_EAP;

6330 break;

6331 case 'u’:

6332 if (snprintf(identity, 131, "\"%\"", optarg) <= 0)
6333 die("invalid username", optarg);

6324 keysecnode = DLADM W.AN_SECMODE_WPA;

6334 break;

6335 case 'T':

6336 if (strcasecnp(optarg, "forever") == 0) {

6337 tineout = -1;

6338 br eak;

6339 }

6340 if (!str2int(optarg, &imeout) || tinmeout < 0)
6341 die("invalid timout value "%’ ", optarg);
6342 br eak;

6343 case 'c’:

6344 flags | = DLADM W.AN_CONNECT_CREATEI BSS;

6345 flags | = DLADM WLAN_CONNECT_CREATEI BSS;

6346 br eak;

6347 defaul t:

6348 di e_opterr(optopt, option, use);

6349 br eak;

6350 }

6351 1

6353 if (keysecnode == DLADM W.AN_SECMODE_NONE)

6354 if ((attr wa_valid & DLADM WLAN ATTR_SECMODE) ! = 0)

6345 if ((attr.wa valid & DLADM W.AN_ATTR_SECMODE) != 0) {
6355 die("key required for security node ' %' ",
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6356
6348
6357
6358
6359
6360
6361
6362
6363
6364

dl adm W an_secnpde2str (&attr.wa_secnode, buf));

} else {
if ((attr.wa_valid & DLADM WLAN_ATTR_SECMODE) != 0 &&
attr.wa_secnode != keysecnode)
die("inconpatible -s and -k options");
if ((keysecnode == DLADM W.AN_SECMODE_EAP) != 0 &&
identity == NULL)
di e(“user name (-u) required for security node ' %
dl adm W an_secnode2str(&attr.wa_secnode, buf));

6365 #endif /* | codereview */

6366 attr.wa_valid | = DLADM W.AN_ATTR_SECMODE;

6367 attr.wa_secnode = keysecnode;

6368 }

6370 if (optind == (argc - 1)) {

6371 if ((st atus = dl adm nanme2i nf o( handl e, argv[ optl nd], & inkid,
6372 NULL, NULL, NULL)) != DLADM_ STATUS

6373 di e_dl err(st atus, "link % is not vaI id", argv[optind]);
6374 }

6375 } else if (optind !'= argc) {

6376 usage();

6377 1

6379 if (linkid == DATALI NK_ALL_LINKID) {

6380 w an_count _attr_t wcattr;

6382 weattr.we_linkid = DATALINK I NVALI D_LI NKI D

6383 weattr.we_count =

6384 (voi d) dladm wal k dat al i nk_i d(do_count _wW an, handle, &ucattr,
6385 DATALI NK_CLASS_PHYS | DATALI NK_CLASS_SI MNET,

6386 DL_W FI,  DLADM OPT_ACTI VE) ;

6387 if (wcattr. we_count ==

6388 die("no wifi links are available");

6389 } else if (weattr.we_count > 1) {

6390 die("link nanme is required when nore than one wifi
6391 "link is available");

6392

6393 linkid = weattr.wc_linkid;

6394 }

6395 attrp = (attr.wa_valid == 0) ? NULL : &attr;

6353 agai n:

6397 if ((status = dladmw an_connect (handle, linkid, attrp, tineout, keys,
6398 key_count, flags, identity)) != DLADM STATUS OK) {

6355 key_count, flags)) != DLADM STATUS CK) {

6356 if ((flags & DLADM W.AN_CONNECT_NOSCAN) != 0) {

6357 /*

6358 * Try again with scanning and filtering.

6359 */

6360 flags & ~DLADM W.AN_CONNECT_NOSCAN,

6361 goto agai n;

6362 }

6399 if (status == DLADM STATUS_NOTFOUND) {

6400 if (attr wa_valid ==

6401 die("no wifi networks are available");
6402 } else {

6403 die("no wifi networks with the specified "
6404 "criteria are avail able");

6405 }

6406 }

6407 die_dl err(status, "cannot connect");

6408 }

6409 free(keys);

6410 }

__unchanged_portion_omtted_
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7039 static int

7040 convert_secobj (char *buf,

7041

7042 {

7043

7045
7046
7010
7011
7047
7048
7049
7050
7051
7016

7018
7052
7053
7054
7055
7056
7057
7058
7059
7060
7061
7062
7063
7064
7065
7066
7067
7068
7069
7070
7071
7072
7073

7075

7076 }
__unchanged_portion_onitted_

uint_t len, uint8_t *obj_val,
dl adm secobj _cl ass_t cl ass)

uint_t *obj _l enp,

int error = 0;

if (class != DLADM . SECO3J CLASS_VEEP) {

if ((class == DLADM SECOBJ_CLASS PSK) && (len < 8 || len > 63))
if (class == DLADM SECOBJ_CLASS WPA) {

if (len <8 || len > 63)

return (EI NVAL);

(voi d) nent;py(obj _val, buf, | en);

*obj _lenp = len;

return (error);
} else {

if (class == DLADM SECOBJ_CLASS_VEP) {
svmtch (len) {

case 5: /* ASCI | key sizes */
case 13:
(void) mencpy(obj_val, buf, len);
*obj _lenp = len;
br eak;
case 10: /* Hex key sizes, not preceded by O0x */
case 26:
error = hexascii_to_octet(buf, len, obj_val, obj_lenp);
br eak;
case 12: /* Hex key sizes, preceded by 0x */
case 28:

if (strncnmp(buf, "0x", 2) = 0)
return (EINVAL);
error = hexascii_to_octet(buf + 2, len - 2,
obj _val, obj_lenp);
break;
defaul t:
return (EI NVAL);

}
return (error);

}
return (ENCENT);
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150 #

151 # Al the IPv4 and IPv6 interfaces are plunbed before doing any
152 # interface configuration. This prevents errors fromplunb failures
153 # getting mixed in with the configured interface lists that the script
154 # out puts.

155 #

157 #

158 # First deal with /etc/hostname

159 #

160 # Get the list of IPv4d interfaces to configure by breaking

161 # /etc/hostnanme.* into separate args by using "." as a shell separator
162 # character.

163 #

164 int erface nanmes="'echo /etc/hostname.*[0-9] 2>/dev/null*"

165 if [ "$interface_names" != "/etc/hostname.*[0-9]" ]; then

166 ORI G FS="$I FS"

167 | FS="$I FS. "

168 set -- $interface_nanes

169 | FS="$ORI G FS"

170 while [ $# -ge 2 ]; do

171 shift

172 intf_name=$1

173 V\hll e[ $# -gt 1 -a "$2" != "/etc/hostnane" ]; do
174 i ntf_nane="$i ntf_nane. $2"

175 shift

176 done

177 shift

179 # skip IP tunnel interfaces plunbed by net-iptun.
180 if is_iptun $intf_nane; then

181 continue

182 fi

184 read one rest < /etc/hostnane. $i ntf_nane

185 if [ "$one" :iprrp]' t hen

186 ipnp_list= $|pnp||st $i ntf _nane"

187 el se

188 inet_list="$inet_list $intf_name"

189 fi

190 done

191 fi

193 #

194 # Get the list of IPv6 interfaces to configure by br eaki ng
195 # /etc/ hostname6.* into separate args by using " as a shell separator
196 # character.

197 #

198 int erface nanes="'echo /etc/hostname6.*[0-9] 2>/dev/null"'"
199 if [ "S$interface_names" != "/etc/hostname6.*[0-9]" ]; then
200 ORI Gl FS="$I FS"

201 | FS="$I FS. "

202 set -- $interface_nanes

203 | FS="$ORI 4 FS"

204 while [ $# -ge 2 ]; do

205 shift

206 intf_name=$1

207 while [ $# -gt 1 -a "$2" = "/etc/hostname6" ]; do
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208 intf_name="$i ntf_nane. $2"
209 shift

210 done

211 shift

213 # skip I P tunnel interfaces plunbed by net-iptun.
214 if is_iptun $intf_nane; then

215 continue

216 fi

218 read one rest < /etc/hostnane6. $intf_name
219 if [ "$one" —|prrp]; then

220 i pnp6_| 1 st="%i pnp6_| i st $intf_nane"
221 el se

222 inet6_list="%inet6_list $intf_nane"
223 fi

224 done

225 fi

227 #

228 # Create all of the IPv4 | PMP interfaces.
229 #

230 if [ -n "Sipnmp_list" ]; then

231 set -- $ipnp I|st

232 while [ $# - 0]; do

233 if /sbln/lfconflg $1|prrp, then

234 i pnp_creat ed="$i pnp_created $1"

235 el se

236 i pnp_f ai |l ed="8$i pnp_failed $1"

237 fi

238 shift

239 done

240 [ -n "Sipnp_failed" ] & warn_failed_ifs "create |Pv4 | PMP" \
241 "$i pnp_failed"

242 fi

244 #
245 # Step through the IPv4 interface list and try to plunmb every interface.
246 # Cenerate |list of plunbed and failed I Pv4 interfaces.

247 #

248 if [ -n "$inet_list" ]; then

249 set -- $inet_|ist

250 while [ $# -gt 0 ]; do

251 /'sbin/ifconfig $1 plunmb

252 if /sbin/ifconfig $1 inet >/dev/null 2>&1; then
253 i net _pl unmbed="$i net _pl unbed $1"

254 el se

255 inet_failed="$inet_failed $1"

256 fi

257 shift

258 done

259 [ -n "$inet_failed" ] & warn_failed_ifs "plunb IPv4" "$inet_failed"
260 fi

262 # Run autoconf to connect to a WAN if the interface is a wireless one

263 if [ -x /sbin/wificonfig -a -n "$inet_plunbed" ]; then

264 set -- $inet_pl unbed

265 while [ $# -gt 0 ]; do

266 if [ -r /dev/iwifi/$1 ]; then

267 /'sbin/wificonfig -i $1 startconf >/dev/null
268 fi

269 shi ft

270 done

271 fi

262 #



new usr/src/cnd/ sve/ mi | est one/ net - physi cal

263
264
265
266
267

268 i

269
270
271
272
273
274
275
276
277
278
279
280

282
283
284

285 i

286
287
288
289
290
291
292
293
294
295
296
297

299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328

# Step through the I1Pv6 interface |ist and plunb every interface.
# Cenerate list of plunbed and failed IPv6 Interfaces. Each plunbed
# interface will be brought up later, after processing any contents of
# the /etc/hostnane6.* file.
#
if [ -n"S$inet6_list" ]; then
set -- $inet6_list
while [ $# -gt 0 ]; do
/ shi nllfconflg $1 inet6 plunb
if /sbin/ifconfig $1 inet6 >/dev/null 2>&1; then
i net 6_pl unbed="$i net 6_pl unbed $1"
el se
inet6_failed="$inet6_failed $1"
fi
shift
done
[ -n "$inet6_failed" ] & warn_failed_ifs "plunb |IPv6" "$inet6_failed"
fi

#
# Create all of the IPv6 IPMP interfaces.
#
i

f [ -n"S$ipnp6_list" ]; then
set -- $ipnp6_list
while [ $# -gt 0 ]; do
if /shi n/|fc0nf|g $1 |net6 i pnp; then
i pnp6_cr eat ed="$i pnp6_created $1"
el se

fi
shift

i pnp6_fai |l ed="$i pnp6_fail ed $1"

done
[ -n "Sipnp6_failed" ] & warn_failed_ifs "create IPv6 | PMP" \
" $i pnp6_fai | ed”
fi

#
# Finally configure interfaces set up with i padm Any /etc/hostnane*.intf
# files take precedence over ipadm defined configurations except when

# we are in a non-global zone and Layer-3 protection of |IP addresses is
# enforced on the interface by the global zone.

#

f

or showi f_output in ‘/sbin/ipadmshowif -p -o ifname,state,current’; do
intf="echo $show f_output | /usr/bin/cut -f1 -d:
state="echo $showi f_output | /usr/bin/cut -f2 -d:*
current— echo $shOW|f output | /usr/bin/cut -f3 -d:*
if [[ “$state" != "disabled" & $current != *z* ]]; then
#

# skip if not a persistent interface, or if it should get IP
# configuration fromthe global zone ('Z flag is set)
#

conti nue;
elif is_iptun $intf; then
# skip I P tunnel interfaces plunbed by net-iptun

conti nue;
elif [ -f /etc/hostnanme.$intf ] || [ -f /etc/hostnanme6.$intf ]; then
if [[ $current I= *z* ]]: then

echo "found /etc/hostnane. $intf "\

"or /etc/hostname6. $intf, "\

"ignoring ipadm configuration" > /dev/nsgl og
cont i nue;

el se

echo "lgnoring /etc/hostnane*. $intf" > /dev/ msgl og
/sbin/ifconfig $intf unplunmb > /dev/null 2>&1
/sbin/ifconfig $intf inet6 unplunb > /dev/null 2>&1
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329

331
332
333

335
336
337
338
339
340

342
343
344
345
346

348
349
350
351
352
353

355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370

372
373
374

376
377
378
379
380
381

383
384
385

387
388

390
391
392
393
394

fi

# Enabl e the interface managed by ipadm
/ sbin/ipadm enable-if -t $intf
done

#

# Process the /etc/hostnane[6].* files for IPMP interfaces. Processing these
# before non-1PMP interfaces avoids accidental inplicit | PMP group creation.
#
[
[

-n "$ipnp_created" ] &% if_configure inet "IPMP" $ipnp_created
-n "$ipnp6_created" ] & if_configure inet6 "I PMP" $i pnp6_created

#

# Process the /etc/hostnane[6].* files for non-1PMP interfaces.
#

[ -n "$inet_plunbed" ] & if_configure inet "" $inet_plunbed

[ -n "$inet6_plunbed” ] & if_configure inet6 "" $inet6_plunbed
#

# For the IPv4 and IPv6 interfaces that failed to plumb, find (or create)
# | PMP neta-interfaces to host their data addresses.

#

[ -n "$inet_failed" ] && npve_addresses inet

[ -n "$inet6_failed" ] &% nove_addresses inet6

# Run DHCP if requested. Skip boot-configured interface.

i

i

nterface_names="‘echo /etc/dhcp.*[0-9] 2>/dev/null"‘"
f [ "$interface_nanes" != '/etc/dhcp.*[0-9]" ]; then
#

# First find the primary interface. Default to the first

# mterface if not specified. First primary interface found
# "wins". Use care not to "reconfigure" a net-booted interface
# configured using DHCP. Run through the list of interfaces
# again, this tinme trying DHCP.

#

i4d_fail=

firstif=

primry=

ORI G FS="$I FS"

| FS="${I FS}."

set -- $interface_nanes

while [ $# -ge 2 ]; do
shift
[ -z "$firstif" ] & firstif=$1

for i in ‘shcat /etc/dhcp\ $1‘; do
if [ "$i" =primary ]; then
pri mary=$1
br eak
fi
done

[ -n "$primary" ] && break
shift
done

[ -z "$primary” ] && primary="$firstif"
cndl i ne=* shcat /etc/dhcp\. ${primary}*

if [ "$_IN T_NET_I F' 1= "$primary" ]; then
echo "starting DHCP on primary interface $primry"
/sbin/ifconfig $primary auto-dhcp prinary $cndline
# Exit code 4 neans |fc0nf|g timed out waiting for dhcpagent
[ $2!=0] & [ $? !'= 4] && i4d_fail="%i4d_fail S$prinmary"
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395
397

399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414

416
417
418
419
420
421
422

424
425
426
427

428 i

429
430
431
432
433
434
435

437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460

fi

set -- $interface_nanes
while [ $# -ge 2 ]; do
shift
cmdl i ne=* shcat /etc/dhcp\. $1*
if [ "$1" = "S$primary" -a \
"$1" 1= "$ INT_NET_IF" ]; then

echo "starting DHCP on interface $1"
/sbin/ifconfig $1 dhcp start wait O $cndline
# Exit code can’t be tinmeout when wait is 0
[ $2 1= 0] &k i4d_fail="%i4d_fail $1"
fi
shift
done
| FS="$ORI 4 FS"
unset ORI G FS
[ -n "$i4d_fail" ] & warn_failed_ifs "configure |Pv4 DHCP"
fi

# In order to avoid bringing up the interfaces that have

# intentionally been left down, performRARP only if the system

# has no configured hostnane in /etc/nodenane

host nane—"‘ shcat /etc/ nodenane 2>/ dev/ null*"

if [ "$_INIT_NET_STRATEGY" = "rarp" -o -z "$hostnanme" ]; then
“Isbin/ifconfig -adD4 auto-revarp netmsk + broadcast + up

fi

#

# If the /etc/defaultrouter file exists, process it now so that the next
# stage of booting will have access to NFS.
#
i

f [ -f /etc/defaultrouter ]; then
while read router rubbish; do
case "$router" in
THx ) # lgnore coments, enpty lines
*) /Sbl n/route -n add default -gateway $router
esac
done </etc/defaul trouter

—-

If we get here and were not asked to plunb any IPv4 interfaces, |ook
for boot properties that direct us.

- The "network-interface" property is required and indicates the
interface nane.

- The "xpv-hcp" property, if present, is used by the hypervisor
tools to indicate how the specified interface should be configured.
Permitted val ues are "dhcp" and "off", where "off" indicates static
I P configuration.

In the case where "xpv-hcp" is set to "dhcp", no further properties
are required or exam ned.

In the case where "xpv-hcp" is not present or set to "off", the
"host-ip" and "subnet-nask" properties are used to configure
the specified interface. The "router-ip" property, if present,
is used to add a default route.

cn

c="*‘/sbi n/devprop network-interface

if snf_is gIobaI zone && [ -z "$inet Iist" ] & [ -n "$nic" ]; then
hcp=""/sbi n/ devprop xpv- hcp™

case "$hcp" in

“dhep")

TOHHFHHHHBHHFHFHHF TR

“$i 4d_fail "
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461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476

478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498

500
501
502
503
504
505
506
507
508
509
510
511
512

514
515
516
517
518
519
520

522
523

525
526

/sbin/ifconfig $nic plunb 2>/dev/null
[ -n"*/sbin/ifconfig $nic 2>/dev/null‘" ] && (
# The interface is successfully plunbed, so
# modify "inet_list" to force the exit code
# checks to work
i net_list=%nic;
# Gven that this is the only IPv4 interface,
# we assert that it is primary.
echo "starting DHCP on primary interface $primry";
/'sbin/ifconfig $nic auto-dhcp primry;
# Exit code 4 neans ifconfig timed out waiting
# for dhcpagent
[ $21=0] & [ $? 1= 4] &\
i4d_fail="%$i4d_fail $nic";
)
"of f|"")
/ sbin/devprop host-ip subnet-mask router-ip | (
read ip;
read mask;
read router;
[ -n"$ip" ] & [ -n "$mask” ] &&\
/'sbin/ifconfig $nic plunmb 2>/ dev/null
[ -n""/sbin/ifconfig $nic 2>/ dev/null‘" ] && (
# The interface is successfully
# plunbed, so nodify "inet_list" to
# force the exit code checks to work.
inet_list=$nic;
/sbin/ifconfig $nic inet $ip \
net mask $mask broadcast + up 2>/dev/null;
-n "$router” ] &k route add \
) default $router 2>/ dev/null;
)
esac
fi
#
# We tell snf this service is online if any of the following is true:
# - no interfaces were configured for plunmbing and no DHCP fail ures
# - any non-|oopback | Pv4 interfaces are up and have a non-zero address
# - there are any DHCP interfaces started
# - any non-|oopback IPv6 interfaces are up
#
# 1f we weren't asked to configure any interfaces, exit
if [ -z "$inet_list" ] & [ -z "S$inet6_list" ]; then
# Config error if DHCP was attenpted w thout plunbed interfaces
[ -n "$i4d_fail" ] & exit $SMF_EXI T_ERR_CONFI G
exit $SMF_EXI T_OK
fi
# Any non- | oopback I Pv4 interfaces with usabl e addresses up?

if [ -n""/sbin/ifconfig -a4u'" ]; then
/sbin/ifconfig -ad4u | while read intf addr rest; do
[ $intf =inet ] & [ $addr |—127001] &&
[ $addr !'=0.0.0.0 ] & exit $SMF_EXI T_K
done && exit $SMF_EXI T_OK
fi

# Any DHCP interfaces started?
[ -n "*/sbin/ifconfig -a4 dhcp status 2>/dev/null‘" ] && exit $SMF_EXI T_OK

# Any non-| oopback 1Pv6 interfaces up?
if [ -n""/sbin/ifconfig -au6'" ]; then
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527 /sbin/ifconfig -au6 | while read intf addr rest; do

528 [ $intf = inet6 ] & [ $addr != ::1/128 ] && exit $SMF_EXI T_OK
529 done && exit $SMF_EXI T_OK

530 fi

532 # This service was supposed to configure sonething yet didn't. Exit
533 # with config error.
534 exit $SMF_EXI T_ERR_CONFI G




new usr/src/cnd/ sve/ mi | est one/ net wor k- physi cal . xni 1 new usr/src/cnd/ sve/ mi | est one/ net wor k- physi cal . xni 2

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 60 type:’ SerVI Ce'>
5126 Tue Jun 12 19:54:50 2012 61 <service_fnri val ue="svc:/network/ physi cal : nwam />
new usr/src/cnd/ sve/ m | est one/ net wor k- physi cal . xni 62 </ dependency>
renoved wpa. h header file
updat ed wpa_supplicant manifest to use global ctrl interface 64 <exec_net hod
sonme changes to libdiwan, i need to finish ctrl_if integration 65 type=' net hod’
LR EEEEEEEEEEE SRS RS RS SRS RS R R RS ERREEREREEREEEEEEEEEEESEESSE] 66 nan-E:’ Start'
1 <?xm version="1.0"?> 67 exec="/1i b/ svc/ net hod/ net - physi cal’
2 <! DOCTYPE service_bundl e SYSTEM "/usr/share/lib/xm /dtd/service_bundle.dtd. 1"> 68 ti meout _seconds=' 600" />
3 <l--
4  Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved. 70 <exec_net hod
5 Use is subject to license terns. 71 type=' nmet hod’
72 name=" st op’
7 CDDL HEADER START 73 exec=':true’
74 ti meout _seconds="3" />
9 The contents of this file are subject to the terns of the
10 Common Devel opnent and Distribution License (the "License"). 76 <property_group name='startd type='framework’ >
11 You may not use this file except in conpliance with the License. 77 <propval name='duration’ type='astring value=transient’ />
78 </ property_group>
13 You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
14 or http://ww. opensol aris.org/os/licensing. 80 <tenpl at e>
15 See the License for the specific |anguage governing perm ssions 81 <conmon_namnme>
16 and limtations under the License. 82 <l octext xm:lang="C >
83 physi cal network interfaces
18 When distributing Covered Code, include this CDDL HEADER in each 84 </l oct ext >
19 file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 85 </ common_nane>
20 If applicable, add the follow ng below this CDDL HEADER, with the 86 <docunent ati on>
21 fields enclosed by brackets "[]" replaced with your own identifying 87 <manpage title="ifconfig section=" 1M
22 information: Portions Copyright [yyyy] [name of copyright owner] 88 manpat h="/usr/share/ man’ />
89 </ docunent at i on>
24 CDDL HEADER END 90 </tenpl at e>
26 NOTE: This service nanifest is not editable; its contents will 92 </instance>
27 be overwritten by package or patch operations, including
28 operating system upgrade. Make custom zations in a different 94 <i nstance nane=' nwani enabl ed='fal se’ >
29 file.
30 --> 96 <l--
97 wpa_suppl i cant just opens global control interface and waits for
32 <service_bundl e type="mani fest’ name=" SUNWsr: net wor k- physi cal ' > 98 wpa_ctrl to add an interface (could be wired OR wirel ess)
99 -->
34 <service 100 <I--
35 name=" net wor k/ physi cal ’ 101 <dependency
36 type=' service’ 102 name="wpa_suppl i cant’
37 version="1" > 103 grouping="require_all’
104 restart_on=" none’
39 <!-- ifconfig needs |oopback for IPC with dhcpagent --> 105 type='service' >
40 <dependency 106 <service_fnri val ue="svc:/network/wpa_supplicant’ />
41 nanme="1| oopback’ 107 </ dependency>
42 groupi ng="require_al |’ 108 -->
43 restart_on=" none’
44 type='service' > 110 #endif /* ! codereview */
45 <service_fnri val ue="svc:/network/| oopback’ /> 111 <exec_net hod
46 </ dependency> 112 type=' et hod’
113 name="start’
48 <i nstance name='default’ enabl ed="true’ > 114 exec='/1ib/svc/ et hod/ net - nwam start’
115 timeout _seconds=" 120" >
50 <I-- 116 <met hod_cont ext >
51 physi cal : defaul t and physi cal : nwam are nutual | y excl usi ve. 117 <met hod_credenti al user="root’ group='root’
52 Use a one-way dependency for now since two-way exclude_all 118 supp_groups='netadni privil eges='zone’ />
53 does not work; enforcenent of single_instance in the future 119 </ met hod_cont ext >
54 will fix this. 120 </ exec_net hod>
55 -->
56 <dependency 122 <exec_net hod
57 name=" physi cal _nwani 123 type=" net hod’
58 groupi ng="excl ude_al |’ 124 nanme=’ st op’

59 restart_on=' none’ 125 exec="/1i b/ svc/ net hod/ net - nwam st op’
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126
127
128
129
130
131

133
134
135
136
137
138
139
140
141
142

144
145
146
147
148
149
150

152
153
154
155
156
157
158
159
160
161
162
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164
165

167

ti meout _seconds='60" >
<met hod_cont ext >
<met hod_credential user="root’ group='root’

supp_groups="netadni privil eges='zone’ />

</ met hod_cont ext >
</ exec_met hod>

<exec_net hod
type=' et hod’
name="refresh’
exec="/1ib/svc/ met hod/ net - nwam refresh’
ti meout _seconds=' 60" >
<nmet hod_cont ext >
<met hod_credential user="root’ group='root’

supp_groups='netadm privil eges="zone' />

</ met hod_cont ext >
</ exec_net hod>

<property_group name='general’ type='franmework’ >
<l-- to start/stop NWAM services -->
<propval name="action_authorization’ type=astring’
val ue=" sol ari s. snf. manage. nwam />
<propval name='val ue_authorization’ type=astring’
val ue=" sol ari s. snf. manage. nwanm />
</ property_group>

<property_group name=" nwanmd’ type="application’ >
<stability val ue="Unstable’ />
<propval name='debug’ type='bool ean’ val ue='false’ />
<propval name='
<propval nane='condition_check_interval’ type= count’
val ue=’ 120" />
<propval name='

<propval name=
<propval name='val ue_authorization’ type="astring’
val ue="sol aris. snf.val ue. nwam />
</ property_group>

<tenpl at e>
<common_nane>
<l octext xni:lang="C >

autoconf’ type='bool ean’ value='false’ />
<propval name='ncu_wait_tinme’ type= count’ value= 60" />

scan_interval’ type= count’ value= 120" />
<propval name='scan_| evel’ type="astring value=" weak />
<propval name='strict_bssid type= bool ean’ val ue='fal se’
active_ncp’ type='astring’ value= Automatic' />

/>

physi cal network interface autoconfiguration

</ | oct ext >
</ common_nane>
<docunent ati on>
<manpage title=" nwand’ section="1M
manpat h="/ usr/share/ man’ />
<doc_l i nk
name=" Net wor k Aut o- Magi ¢ OpenSol ari s Proj ect

Page’

uri="http://hub. opensol aris. org/ bi n/ vi ew Proj ect

/>
</ docunent ati on>
</tenpl at e>
</instance>

<stability value="Unstable />

187 </ service>

189 </service_bundl e>
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new usr/src/lib/libdl adn Makefile
Fi xed m nor conpile errors

R R R R R R

HEHHBHHHHHFH T TR

CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2005, 2010, Oracle and/or its affiliates. Al rights reserved.

nclude $(SRO)/Iib/ Makefile.lib

HDRS = libdladm h Iibdladm.inpl.h libdllink.h |ibdlaggr.h
libdlw an.h libdlw an_inpl.h libdlvnic.h libdlvlan.h
libdlingnt.h libdlflow. h [ibdlflow.inpl.h libdl stat.h
libdlether.h libdlsimh libdlbridge.h I'ibdliptun.h
libdlib.h

HDRDI R = common

SUBDI RS = $( VACH)

$( BUI LD64) SUBDI RS += $( MACH64)

POFI LE = I'i bdl adm po

MSGFI LES = conmon/ | i bdl adm ¢ common/ | i nkprop. ¢ common/ secobj .

c\
conmon/ |i bdl i nk.c conmon/ i bdl aggr.c common/wpa_ie.c
common/ wpa_i f. ¢ common/libdlw an.c comon/libdlvnic.c
common/ |1 bdl i nk. ¢ common/ | i bdl aggr. c \

common/ | i bdlw an.c comon/libdlvnic.c \
conmon/ | i bdl vlan.c common/libdlmgnt.c \
conmon/ fl owattr.c conmon/fl owprop. c \
common/ propfuncs. ¢ comon/ | i bdl flow. c \
common/ | i bdl stat.c common/flowattr.c \
common/ | i bdl ether.c common/1ibdl simc \
common/ | i bdl bri dge. ¢ conmmon/ i bdl i ptun. c\

common/libdlib.c

XGETFLAGS = -a -x |ibdladm xcl
all := TARCET = all
clean : = TARCET = cl ean

cl obber := TARCET = cl obber
install := TARGET = install
lint := TARCET = lint

. KEEP_STATE:

——— —

——

new usr/src/lib/libdl adm Makefile

61
63
65
67
69

71
72

74

76
77

all clean clobber install lint: $(SUBDI RS)
install_h: $( ROOTHDRS)
check: $( CHECKHDRS)
$( POFI LE) : pofil e_MSGFI LES
_msg: $( MSGDOVAI NPCFI LE)
$( SUBDI RS) FRC
$@ pwd; $(MAKE) $(TARGET)
FRC:
i nclude $(SRC)/ Makefile. g arg
include $(SRC)/1i b/ Makefile.targ
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new usr/src/lib/libdl adn Makefile.com
Fi xed m nor conpile errors

R R R R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions

11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright (c) 2005, 2010, Oracle and/or its affiliates. Al rights reserved.
23 #

25 LI BRARY = |Ibd| adm a

26 VERS =

27 OBJECTS = I|bd| adm o secobj.o linkprop.o libdllink.o Iibdlaggr.o wpa_ie.o \
28 wpa,_| if.olibdlwan.o libdlvnic.o libdlmgnt.o libdlvlian.o Iibdlib.o\
27 OBJECTS = |ibdl adm o secobj.o linkprop.o libdllink.o Iibdlaggr.o \

28 libdlwan.o libdlvnic.o libdlmgnt.o libdlvlian.o Iibdlib. o\

29 flowattr.o fl owprop.o propfuncs.o libdlflow o libdlstat.o \
30 usage.o libdlether.o libdlsimo I|ibdlbridge.o Iibdliptun.o

32 include ../../Makefile.lib

34 # install this library in the root filesystem

35 include ../../Makefile.rootfs

37 LIBS = $(DYNLI B) $( LI NTLI B)

38 LDLIBS += -ldevinfo -lc -linetutil -lsocket -Iscf -lIrcm-Invpair \
39 -lexacct -Insl -lkstat -lcurses -1 pool

41 SRCDIR = ./ commp

42 $(LINTLIB) := SRCS = $(SRCD| R) / $( LI NTSRC)

44 CFLAGS += $( CCVERBCSE)

45 CPPFLAGS += -1$(SRCDI R) - D_REENTRANT

47 . KEEP_STATE:

49 all: $( LI BS)

51 lint: i ntcheck

53 include $(SRC)/Iib/ Makefile.targ
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new usr/src/lib/libdl adm common/1i bdl adm h
noved dl adm secobj _class_t to |ibdl adm

R R R R R R

__unchanged_portion_onitted_

184
185
186
187
188

189
190

192
193
194
195
196
197
198
199

201
202

204

206
207
208

210
211
212

214
215
216
217
218

220
221
222
223
224

226
227
228
229
230

232
233
234
235

237
238
239
240
241
242

typedef enum {
DLADM SECOBJ_CLASS_WEP = 0,
DLADM_SECOBJ_CLASS_PSK,
DLADM SECOBJ_CLASS TLS,
DLADM SECOBJ_CLASS_TTLS,
DLADM_SECOBJ_CLASS_PEAP

} dladm secobj class_t;

#endif /* | codereview */

typedef struct
bool ean_t
uni on {

ds_readonl y;

int dsu_confi d;
nvlist_t *dsu_nvl;
ds_u;
} dladm conf _t;

#define ds_confid
#def i ne ds_nvl

ds_u. dsu_confid
ds_u. dsu_nvl

#defi ne DLADM | NVALI D_CONF 0

/* opaque dl adm handl e to |ibdladm functions */
struct dl adm handl e;
typedef struct dl adm handl e *dl adm handl e_t;

/* open/cl ose handle */
extern dl adm status_t
extern void

dl adm open(dl adm handl e_t *);

dl adm cl ose(dl adm handl e_t);

/*
* retrieve the did file descriptor fromhandl e, only |ibdl adm and
* dlngntd are given access to the door file descriptor.

o/
extern int dl adm dl d_f d(dl adm handl e_t);

typedef struct dladmarg_info {

const char *ai _nane;
char *ai _val [DLADM_NAX_ARG_VALS] ;
uint _t ai _count;

} dladmarg info_t;

typedef struct dladmarg_list {

dl adm arg_i nfo_t al _i nf o[ DLADM_MAX_ARG _CNT] ;
uint_t al _count;
char *al _buf;
} dladmarg_list_t;
typedef enum {
DLADM LOGTYPE_LI NK = 1,
DLADM LOGTYPE_FLOW
} dladm| ogtype_t;
typedef struct dl adm usage {
char du_nare[ MAXLI NKNAMELEN ;
ui nt64_t du_durati on;
ui nt 64_t du_stinme;
ui nt 64_t du_etine;
ui nt 64_t du_i packets;

new usr/src/lib/libdl adm comron/|ibdl adm h

243
244
245
246
247
248

250
251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266

268
269
270
271
272
273
274
275

277
278
279
280
281
282
283
284
285
286
287
288
289

291
292
293
294
295
296
297

299

ui nt 64_t
ui nt 64_t
ui nt 64_t
ui nt 64_t
bool ean_t

} dl adm usage_t;

extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern

extern
extern

extern
extern

extern
extern

extern
extern

extern
extern
extern

extern
extern

extern
extern
extern

extern

#i f def

300 }

301
303

#endi f
#endi f

const char

dl adm st at us_t
const char
const char

ui nt 32_t

bool ean_t

bool ean_t

dl adm st at us_t
const char

dl adm st at us_t
const char

dl adm st at us_t
const char

dl adm st at us_t
const char

dl adm st at us_t
const char

dl adm st at us_t
dl adm st at us_t

voi d
dl adm st at us_t

voi d
dl adm st at us_t

dl adm st at us_t
dl adm st at us_t

dl adm st at us_t
dl adm st at us_t
dl adm st at us_t

dl adm st at us_t
dl adm st at us_t

dl adm st at us_t
dl adm st at us_t
int

dl adm st at us_t

__cpl uspl us

du_r byt es;
du_opackets;
du_obyt es;
du_bandwi dt h;
du_| ast;

*dl adm st at us2str (dl adm st at us t char *);

dl adm set _rootdir(const “char *

*dl adm cl ass2str (datal i nk_cl ass. t, char *);
*dl adm_nedi a2str(ui nt32_t, char *)

dl adm st r 2medi a( const char )5

dl adm val i d_| i nkname(const char *);

dl adm str2interval (char *, uint32_t *);

dl adm str2bw(char *, uint64_t *);

*dl adm bw2str(int64_t, char *);

dl adm str2pri(char *, mac_priority_level _t *);
*dl adm pri 2str(mac_priority_|level _t, char *);
dl adm str2protect(char *, uint32_t *);

*dl adm protect 2str (uint32_t, char *);

dl adm str2i pvdaddr (char *, void *);

*dl adm i pv4addr 2str (void *, char *);

dl adm st r2i pv6addr (char *, void *);

*dl adm i pv6addr 2str (void *, char *);

dl adm parse_fl ow _props(char *, dladmarg_list_t **,
bool ean_t);

dl adm parse_l i nk_props(char *, dladmarg_list_t **,
bool ean_t);

dl adm free_props(dladmarg_list_t *);

dl adm par se_ fI ow attrs(char *, dladmarg_list_t **,
bool ean

dl adm free attrs(dl admarg_list_t *);

dl adm st art _usagel og(dl adm handl e_t, dl adm | ogtype_t,
uint_t);

dl adm st op_usagel og(dl adm handl e_t, dl adm | ogtype_t);
dl adm wal k_usage_res(int (*)(dl adm 1usage_t *, void *),
int, char *, char *, char *, char *, void *);

dl adm wal k _usage_tinme(int (*)(dl adm usage t *, void *),
int, char * “char *, char *, void *

dl adm usage_sumuary(int (*)(dl adm usage_| t *, void *),
int, char *, void *);

dl adm usage dates(int (*)(dladmusage_t *, void *),
int, char *, char *, void *);

dl adm_zone_boot (dladm handl e_t, zoneid_t);

dl adm zone_hal t (dl adm handl e_t, zoneid_t);

dl adm strs2range(char **, uint_t, mac_propval _type_t,
mac_propval _range_t **);

dl adm range2l i st (mac_propval _range_t *, void*,
uint_t *);

dl adm range2$t rs(mac_propval _range_t *, char **);

dl adm | i st2range(void *, uint_t, mac_propval _type_t,
mac_propval _range_t **);

/* _LIBDLADM H */
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new usr/src/lib/1ibdl adm common/1ibdllink.h
secobj s types now are "wep, psk, eap, pin"
dl adm W an_secnpde_t and dl adm secobj _class_t are not rel ated anynore

LR

__unchanged_portion_omtted_

65 /*

66 * Maxi mum si ze of secobj value. Note that it should not be greater than
67 * DLD_SECOBJ_VAL_NAX.

68 */

69 #define DLADM SECOBJ_VAL_NMAX 256

71 | *

72 * Maxi mum si ze of secobj nane. Note that it should not be greater than
* DLD_SECOBJ_NAME_MAX.

74 *|

75 #define DLADM SECOBJ NAME MAX 32

77 #define DLADM MAX_PROP_VALCNT 32
/*

79 * Size of prop_val buffer passed to pd_get function nust be at
80 * |east DLADM PROP_VAL_MAX
*/

81

82 #defi ne DLADM PROP_VAL_MAX 128

84 #define DLADM SECOBJ_CLASS VEP 0
85 #define DLADM SECOBJ_CLASS WPA 1
86 typedef int dl adm secobj _cl ass_t;

84 typedef int (dladmwal kcb_t)(const char *, void *);

86 /* possible flags for ma_flags bel ow */

87 #defi ne DLADM MACADDR USED 0x1
89 typedef enum {

90 DLADM HWGRP_TYPE_RX = 0x1,
91 DLADM_HWGRP_TYPE_TX

92 } dl adm hwgrp_type_t

__unchanged_porti on_oﬁi tted_
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new usr/src/lib/1ibdl adm common/1ibdlw an. c
ess_list ioctl now provides all scan results properties for wpa/libdl w an
first integration of wpa_s control interface client code
first integration of wpa_s wpa_ie parsing code
LR EEEEEEEEE SRS RS RS RS SRS R RE RS SRR R R EEEEEEEEEEEEESEESEE]
1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

Copyright 2009 Sun Mcrosystenms, Inc. Al rights reserved.
Us

*
*
*
*
*
*
*
*
*
*
* \When distributing Covered Code, include this CDDL HEADER i n each
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26 #include <libintl.h>

27 #include <stdio.h>

28 #include <stdlib. h>

29 #include <unistd. h>

30 #include <fcntl. h>

31 #include <stddef.h>

32 #include <string. h>

33 #include <stropts. h>

34 #include <libdevinfo.h>

35 #include <net/if.h>

36 #include <net/if_dl.h>

37 #include <net/if_types. h>
38 #include <libdlpi.h>

39 #include <libdllink.h>

40 #include <libscf.h>

40 #include <libdlw an. h>

41 #include <libdladm.inpl.h>
42 #include <libdlw an_inpl . h>
44 #incl ude <net/wpa. h>

44 static int wpa_instance_create(char *ifnane);
45 static int wpa_instance_del ete(char *ifname);
46 static int wpa_network_config(char *ifnanme, dladmw an_attr_t *attrp,

47 dl adm W an_key_t *keys, boolean_t *create i bss, char *i dentity);
46 static dladm status_t wpa_i nst ance_cr eat e(dl adm_ handi e _t, datalink_i d_t,
47 void *);

48 static dladm status_t wpa_i nst ance_del et e(dl adm handl e_t, datalink_id_t);

n
52 static dladmstatus_t do_get essi d(dl adm handl e_t, datalink_id_t, void *,

int);
54 static dladmstatus_t do_get _| bssi d(dl adm handl e_t, datalink_id_t, void *,
55] int);

49 static dladmstatus_t do_get bsstype(dl adm handl e_t, datalink_id_t, void *,
i
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51 static dladmstatus_t do get si gnal (dl adm handl e_t, datalink_id_t,
nt);

53 static dladmstatus_t do_get _encryption(dl adm handl e_t, datalink_id_t,

56 int)

57 static dladmstatus_t do_get _| i nkst at us(dl adm handl e_t, datalink_id_t,

65 int);
59 static dladmstatus_t do_get rate(dl adm handl e_t, datalink_id_t,
60 static dl admstatus_t do_get _node(dl adm handl e_t, datalink_i d
68 static dladmstatus_t do_get _capabi i ty(dl adm_ handl e _t, datali

69 int);

61 static dl admstatus_t do_get \A.pannde(dl adm handl e_t, datalink_id_t,

62 int);

73 static dl adm status_t do_set _bsstype(dl adm handl e_t, datalink_id_t,

74 dl adm wi an_bsstype_t *);

75 static dl adm status_t do_set _aut hnode(dl adm handl e_t, datalink_id_t,
76 dladmw an_auth_t ™ *);

77 static dl admstatus_t do_set _encryption(dladm | handl e _t, datalink_id_t,
78 dl adm wi an_secnode_t *);

79 static dl admstatus_t do_set _essi d(dl adm handl e _t, datalink_id_t,

80 dladmw an_essid_t *

81 static dladmstatus_t do_set _creat ei bss(dl adm | handl e_t, datalink_id_t,
82 bool ean_t *);

63 static dladmstatus_t do_set _key(dl adm handl e_t, datalink_id_t,

64 dladmw an_key_t *, uint_t)

85 static dladmstatus_t do_set _channel (dl adm handl e_t, dat al i nk_id_t,

86 dl adm Wl an_channel _t *);

65 static dl admstatus_t do_scan(dl adm handl e_t, datalink_id_t, void *,

89 static dladmstatus_t do_connect (dl adm handl e t, datalink_i d t,
*

90 dl adm w an _attr_t *, bool ean_t, void *,
91 int);

66 static dl admstatus_t do_di sc;)nnect(dl adm handl e_t, datalink_id_t,
67 int

68 static bool ean_t find_val _by_nane(const char *, val _desc_t

69 uint_t, uint_t *);

70 static bool ean_t find_nane by val (uint _t, val _desc_t *, uint_t,
71 static void gener at e_essi d(dl adm w an_essi d_t *);

73 static dladmstatus_t dl adm w an_w resul t 2st at us(w dp *

)
74 static dladmstatus_t dl adm w an_val i dat e(dl adm | handl e _t, datalink_id_t);

76 static val _desc_t linkstatus_val s[] = {

77 { "disconnected", DLADM W.AN LI NK_DI SCONNECTED },
78 { "connected" DLADM W.AN_LI NK_CONNECTED }
79 }.

81 static val _desc_t secnode_val s[] = {

82 { "none", DLADM W.AN_SECMCODE_NONE },

83 { "wep", DLADM W.AN_SECMODE_WEP  },

84 { "wpa-psk", DLADM W.AN_SECMODE_PSK  },

85 { "wpa-eap", DLADM W.AN_SECMODE_EAP }

110 { "wpa", DLADM W.AN_SECMODE_WPA }
86 };

__unchanged_portion_omtted_

104 /* capital chars*/
105 #endif /* ! codereview */

106 static val _desc_t auth_val s[] = {

107 { TOPEN", DLADM W.AN_AUTH_OPEN },
108 { "SHARED", DLADM W.AN_AUTH_SHARED 1
129 { "open", DLADM W.AN_AUTH_OPEN 1,

int);
55 static dladmstatus_t do_get _aut hnmode(dl adm handl e_t, datalink_id_t,

int);
64 static dladmstatus_t do_get _ essl i st (dl adm handl e_t, datalink_id_t,
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130

109 };

111 static val _desc_t

112
113
135
136

114 };

{ "shared", DLADM W.AN_AUTH_SHARED }

bsstype_val s[] = {

"hss" DLADM VLAN_BSSTYPE_BSS 1,
{ "ibss", DLADM W.AN_BSSTYPE_| BSS }
{ "ibss", DLADM W.AN_BSSTYPE_| BSS 1,
{ "any", DLADM W.AN_BSSTYPE_ANY }

139 #define W.DP_BUFSI ZE (MAX_BUF_LEN - W FI _BUF_OFFSET)

116 static dl adm status
117 dladmw an_w resul t Zst atus(w dp_t *gbuf)

118 {
119
120
121

123
124
125

127
128

130
131
132

134
135 }

switch (gbuf->wdp_result) {
case W._SUCCESS:
return ( DLADM STATUS_CX) ;
case W._NOTSUPPORTED:
case W._LACK_FEATURE:
return (DLADM STATUS_NOTSUP) ;

case W._READONLY:
return ( DLADM STATUS_PROPRDONLY) ;

defaul t:

}
return (DLADM STATUS_FAI LED);

br eak;

__unchanged_portion_omtted_

208 #define | EEEB0211_RATE Ox7f
183 static void

184 fill

185 {
186

188

190
191
192
216
217
193

195
196
197
198
199
200
201
202
203
204

_wWan_attr(w _ess_conf_t *wlp, dladmw an_attr_t *attrp)

int i;
(void) menset(attrp, 0, sizeof (*attrp));

attrp->wa_essid.we_l ength = wl p->w _ess_conf_essid. W _essid_| ength;

(void) mencpy(attrp->wa_essid. we_bytes, w p->w _ess_conf_essid.w _essid_

attrp->wa_essid. we_| ength);

(void) snprintf(attrp->wa_essid. we_bytes, DLADM W.AN_MAX_ESSI D_LEN,
"o8", W p->w _ess_conf_essid. w _essid_essid);

attrp->wa_valid | = DLADM W.AN_ATTR_ESSI D,

/
Note: SSIDis an array of octets, i.e.,

it is not nul termnated and can, at least in theory,
contain control characters (including nul) and as such,
shoul d be processed as binary data, not a printable string.

* ok kb k%

*the followi ng call has been replaced with the one above:

*(v0| d) snprintf(attrp->wa_essid.we_bytes, DLADM W.AN MAX ESSI D_LEN,
"9s", W p->w _ess_conf_essid. Wl _essid_essid);

*/

206 #endif /* | codereview */

207
208
209

211

(void) mencpy(attrp->wa_bssid.wb_bytes, w p->w _ess_conf_bssi d,
DLADM WLAN _BSSI D_LEN) ;
attrp->wa_val id | = DLADM W.AN_ATTR_BSSI D,

| *
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212
213
214
215
216
217
218
219
220
221

223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
220
221
222
223
244

246
247
248
249
250
226
227
251

230
231
232

253
254

256
257

259
260
261
262
263
264
265

Open/ Shared is sinply not present in the APs beacon. It is a
deficiency of WEP, which WPA fixed by only allow ng open

aut hentication for WA connections. There is si mply no way to tell
whet her an AP is using shared auth or open system auth because a WEP
AP never broadcasts that information.

[net 80211 sets it to 1 (OPEN) by default for scanned nodes]

If wpa_ie is not present and | EEEB0211_CAP_PRI VACY is on => WEP
If wpa_ie is not present and | EEEB0211_CAP_PRI VACY is of f => NONE
/

* ok k ok % ok kb F o

if (Wp->w _ess_conf_wpa_ie_len == 0) {
if (W p->w_ess_conf_caps & | EEEB0211_CAP_PRI VACY) {
attrp->wa_auth = DLADM W.AN AUTH SHARED;
attrp- >Wa_secm)de = DLADM W.AN_SECMODE_V\EP;
} else {
attrp->wa_auth = DLADM W.AN_AUTH_NONE;
attrp->wa_secnode = DLADM W.AN_SECMODE_NONE;

} else {
attrp->wa_auth = DLADM WLAN_AUTH_OPEN;
wpa_par se_wpa_i e(wW p->w _ess_conf_wpa_i e,
W p->w _ess_conf_wpa_ie_len, &attrp->wa_ie);

/ *

* check wpa_ie.c defines

*

/

if (attrp->wa_ie.key_nmgnmt == 0)

attrp->wa_secnode = DLADM W.AN_SECMODE_EAP;
if (attrp->wa_ie. key_ngnt == 2)

attrp->wa_secnode = DLADM W.AN_SECMODE_PSK;

attrp->wa_valid | = DLADM W.AN ATTR AUTH;
attrp->wa_secnode = (W p->wW _ess_conf_wepenabl ed ==
W._ENC WEP ? DLADM W.AN_SECMODE_VEP : DLADM W.AN_SECMODE_NONE) ;
if (W p->w _ess_conf reserved[ 0] > 0)
attrp->wa_secnode = DLADM W.AN SECMODE WPA;
attrp->wa_valid | = DLADM W.AN_ATTR_SECMODE;

/* caps val ues are not nutually-exclusive here */
if (Wp->M_ess_conf_caps & | EEEB0211_CAP_I BSS)
attrp->wa_bsstype = DLADM W.AN BSSTYPE | BSS;
if (W p->w _ess_conf_caps & | EEE80211_CAP_ESS)
attrp- >V\a_bsstype = DLADM W.AN BSSTYPE_BSS;
attrp->wa_bsstype = (W p->wW _ess_conf_bsstype == W._BSS BSS ?
DLADM W.AN_BSSTYPE_BSS :  DLADM W.AN BSSTYPE_| BSS);
attrp->wa_val id | = DLADM W.AN_ATTR_BSSTYPE;

attrp->wa_auth = (w p->w _ess_conf_aut hnbde == 0 ?
DLADM W.AN_AUTH_OPEN : DLADM WLAN_AUTH SHARED)
attrp->wa_valid | = DLADM W.AN_ATTR_AUTH;

attrp->wa_strength = DLADM WLAN_SI GNAL2STRENGTH(W p- >W _ess_conf _sl ) ;
attrp->wa_valid | = DLADM W.AN_ATTR_STRENGTH;

attrp->wa_node = do_convert_node((wW _phy_conf_t *)&w p->w _phy_conf);
attrp->wa_valid | = DLADM W.AN_ATTR_MODE;

(i = 0; i < MAX_SCAN_SUPPORT_RATES; i ++)
W p->wW _supported_rates[i] &= | EEE80211_RATE;
if (Wp->M_supported_rates[i] > attrp->wa_speed)
attrp->wa_speed = W p->w _supported_rates[i];

}
if (attrp->wa_speed > 0)
attrp->wa_valid | = DLADM WLAN_ATTR_SPEED,;

if (i_dladmw an_convert_chan((w _phy_conf _t *)&w p->w _phy_conf,
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268
269
270

272

274
275
276
277
278
279
280
281
282
283
284
285
286

288
289

291
292
293
294

296
297
298

300
301
302
303

305
306
307
308
309

311
253
312
313

315
316

318
319
320
321
322

324
325
326
327
328
329
330
331

}

&al

ttrp->wa_channel))
attrp->wa_valid | = DLADM WLAN_ATTR_CHANNEL;

#define W.DP_BUFSI ZE ~ (MAX_BUF_LEN - W FI _BUF_OFFSET)

#endif /* | co
dl adm st at us_t
dl adm W an_scan(dl adm handl e_t handl e, datalink_id_t linkid, void *arg,

{

bool ean_t

int

ui nt 32
w _ess
w _ess
char

W _lin
dl adm
dl adm |

if ((s

st at us
Si
if (st

if ((s

der evi ew */

(*func)(void *, dladmw an_attr_t *))

i
t count;

_conf _t *W p;
_list_t *W's = NULL;
buf [ W.DP_BUFSI ZE] ;
kstatus_t w _st at us;
W an_attr_t wWattr;
status_t st at us;

tatus = dl admw an_val i date(handl e, |inkid)) != DLADM STATUS_OK)
got o done;

= do_get _l i nkstatus(handl e, linkid, & _status,
zeof (W _status));
atus != DLADM STATUS OK)

got o done;

tatus = do_scan(handl e, linkid, buf, sizeof (buf))) !=

DLADM STATUS_OK)

if (fu

}
wWs =
if (W

got o done;
nc == NULL

) {
status = DLADM STATUS_CX;
got o done;

mal | oc( W.DP_BUFSI ZE) ;

s == NULL
status = DLADM STATUS_NOVEM
got o done;
tatus dl adm W an_get _essl i st (handl e, Iinkid,

n w s, W.DP_BUFSI ZE))
do_get _esslist(handle, linkid, wis, W.DP_BUFSI ZE) )
DLADM STATUS_CK)
got o done;

wWp =ws->w_ess_list_ess;

count

for (i

}
if(w

= wWs->WM _ess_list_num

= 0; i < count; i++, W p++)
fill_wan_attr(wWp, &fattr);
i func(arg, &M attr))

br eak;

il
f (0

_status !'= W._CONNECTED) {

status = do_get_linkstatus(handle, |inkid, & _status,
si zeof (&M _status));
if (status != DLADM STATUS OK)
got o done;
if (W _status == W._CONNECTED)
(voi d) do_disconnect(handle, |inkid, buf, sizeof (buf));
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333 status = DLADM STATUS_CX;
334 done:

335 free(ws);

336 return (status);

337 }

____unchanged_portion_onitted_

380 /*

381 * Callback function used by dl admw an_connect() to filter out unwanted
382 * W.ANs when scanning for available W.ANs. Al ways returns B_TRUE to
383 * continue the scan.

384 */

385 static bool ean_t

386 connect_cb(void *arg, dladmw an_attr_t *attrp)

387 {

388 attr_node_t *nodep;

389 dladmw an_attr _t *fattrp;

390 connect _state_t *statep = (connect_state_t *)arg;

392 fattrp = statep->cs_attr;

393 if (fattrp == NULL)

394 goto append;

396 if ((fattrp->wa_valid & attrp->wa_valid) != fattrp->wa_valid)
397 return (B_TRUE);

399 if ((fattrp->wa_valid & DLADM W.AN ATTR ESSID) != 0 &&

400 mencnp(fattrp->wa_essi d. we_bytes, attrp->wa_essid. we_bytes,
401 attrp->wa_essid.we_l ength) != 0)

342 strncnp(fattrp->wa_essid. we_bytes, attrp->wa_essid. we_bytes,
343 DLADM W.AN MAX_ESSID LEN) != 0)

402 return (B_TRUE);

404 if ((fattrp->wa_valid & DLADM W.AN_ATTR_SECMODE) !'= 0 &&

405 fattrp->wa_secnode != attrp->wa_secnode)

406 return (B_TRUE);

408 if ((fattrp->wa_valid & DLADM WLAN_ATTR_MODE) != 0 &&

409 fattrp->wa_node != attrp->wa_node)

410 return (B_TRUE);

412 if ((fattrp->wa_valid & DLADM W.AN_ATTR_STRENGTH) != 0 &&
413 fattrp->wa_strength != attrp->wa_strength)

414 return (B_TRUE);

416 if ((fattrp->wa_valid & DLADM W.AN_ATTR SPEED) != 0 &&

417 fattrp->wa_speed != attrp->wa_speed)

418 return (B_TRUE);

420 if ((fattrp->wa_valid & DLADM W.AN_ATTR _AUTH) != 0) {

421 attrp->wa_auth = fattrp->wa_auth;

422 attrp->wa_val id | = DLADM WLAN_ATTR_AUTH,

423 }

425 if ((fattrp->wa_valid & DLADM W.AN_ATTR BSSTYPE) != 0 &&

426 fattrp->wa_bsstype != attrp->wa_bsstype)

427 return (B_TRUE);

429 if ((fattrp->wa_valid & DLADM WAN_ATTR BSSID) != 0 &&

430 mencnp(fattrp->wa_bssi d. wo_bytes, attrp->wa_bssid. wb_bytes,
431 DLADM W.AN BSSI D LEN) != 0)

432 return (B_TRUE);

433 append:
434 nodep = mall oc(sizeof (attr_node_t));
435 if (nodep == NULL)

436 return (B_TRUE);
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438 (void) mencpy(&nodep->an_attr, attrp,
439 nodep- >an_next = statep->cs_|ist;

440 statep->cs_list = nodep;

441 st at ep- >cs_count ++;

443 return (B_TRUE);

444 }

388 #define | EEE80211_C WPA 0x01800000

390 static dl adm status

391 do_connect (dl adm | handl e_t handle, datalink_id_t

l'inkid, void *buf, in

392 dladmw an_attr_t *attrp, boolean_t create_ibss, void *keys,

393 uint_t key_count, int tinmeout)

394 {

395 dl adm W an_secnode_t secnode;

396 dl adm W an _aut h_t aut hnode;

397 dl adm w an bsstype t bsst ype;

398 dl adm w an_essi d_t essid;

399 bool ean_t essid_valid = B_FALSE;

400 dl adm status_t st at us;

401 dl adm w an_channel _t channel ;

402 hrtime_t start;

403 w _capability_t *caps;

404 w _linkstatus_t w _stat us;

406 if ((attrp->wa_valid & DLADM WAN ATTR CHANNEL) != 0) {

407 channel = attrp->wa_channel ;

408 status = do_set_channel (handl e, linkid, &channel);
409 if (status T= DLADM STATUS_OK)

410 goto fail;

411 }

413 secnode = ((attrp->wa_valid & DLADM WLAN_ATTR_SECMODE) ! = 0)
414 attrp->wa_secnode : DLADM W.AN SECMODE_NONE;

416 if ((status = do_set_encryption(handle, linkid, &ecnpde)) !=
417 DLADM STATUS_OX)

418 goto fail;

420 aut hnode = ((attrp->wa_valid & DLADM W.AN ATTR_AUTH) != 0) ?
421 attrp->wa_auth : DLADM W.AN_AUTH_OPEN;

423 if ((status = do_set_aut hnode(handl e, linkid, &authnode)) !=
424 DLADM _STATUS_CK)

425 goto fail;

427 bsstype = ((attrp->wa_valid & DLADM W.AN_ATTR BSSTYPE) ! = 0)
428 attrp->wa_bsstype : DLADM W.AN BSSTYPE_BSS;

430 if ((status = do_set_bsstype(handle, linkid, &bsstype)) !=
431 DLADM STATUS_(OK)

432 goto fail;

434 if (secnode == DLADM W.AN_SECMODE_WEP) {

435 if (keys == NULL || key_count == 0 ||

436 key_count > I\/AX __NVEPKEYS)

437 status = DLADM STATUS_BADARG,

438 goto fail;

439

440 status = do_set _key(handl e, linkid, keys, key_count);
441 if (st at us T= DLADM STATUS OX)

442 goto fail;

443 } else if (secnode == DLADM W.AN_SECMODE_WPA) {

444 if (keys == NULL || key_count == 0 ||

t

?

?

sizeof (dladmw an_attr_t));

buf si ze,
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445 key_count > I\/AX _CNVEPKEYS) {

446 status = DLADM STATUS_BADARG

447 goto fal l;

448 }

449 status = do_get_capability(handl e, I|inkid, buf, bufsize);
450 if (stat us ! = DLADM STATUS_ OK)

451 goto fail;

452 caps = (w _capabi Ilty t *)buf;

453 if ((caps >caps & | EEE80211_C WPA) == 0)

454 return (DLADM STATUS NOTSUP) ;

455 1

457 if (create_i bss)

458 status = do_set channel (handl e, linkid, &channel);
459 if (st at us T= DLADM STATUS OK)

460 goto fail;

462 status = do_set _createi bss(handl e, |inkid, &create_ibss);
463 if (st at us T= DLADM STATUS OK)

464 goto fail;

466 if ((attrp->wa_valid & DLADM W.AN_ATTR_ESSI D) == 0) {
467 gener at e_essi d( &essi d) ;

468 essid_valid = B_TRUE;

469 }

470 }

472 if ((attrp->wa_valid & DLADM W.AN ATTR ESSID) != 0) {

473 essid = attrp->wa_essid;

474 essid_valid = B_TRUE;

475 }

477 if (lessid_valid) {

478 status = DLADM STATUS_FAI LED;

479 goto fail;

480 1

482 if ((status = do_set_essid(handle, linkid, &essid)) != DLADM STATUS_CK)
483 goto fail;

485 /*

486 * Because wpa daenpn needs getting essid fromdriver,

487 * we need call do_set_essid() first, then call wpa_instance_create().
488 */

489 if (secnode == DLADM W.AN SECMODE_WPA && keys != NULL)

490 (voi d) wpa_instance_create(handl e, linkid, keys);

492 start = gethrtine();

493 for (; ,) {

494 status = do_get_linkstatus(handle, |inkid, & _status,
495 sizeof (W _status));

496 if (status != DLADM STATUS_CK)

497 goto fail;

499 if (W _status == W._CONNECTED)

500 br eak,

502 (void) poll(NULL, 0, DLADM W.AN_CONNECT POLLRATE);
503 if ((timeout >= 0) && (gethrtime() - start) /

504 NANCSEC >= ti meout)

505 status = DLADM STATUS_TI MEDOUT;

506 goto fail;

507 }

508 }

509 status = DLADM STATUS CK;

510 fail:
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511 return (status);

512 }

446 dl adm status_t

447 dl adm w an_connect (dl adm handl e_t handl e, datalink_id_t linkid,

448 diladmw an_attr_t *attrp, int timeout, void *keys,

449 uint _t key_count, uint_t flags, char *i dent i ty)

516 dladmw an_attr_t *attrp, int timeout, void *keys, uint_t key_count,

517 uint_t flags)

450 {

451 char i f name[ MAXLI NKNAVELEN] ;

452 bool ean_t creat e_i bss;

519 int

520 char buf [ W.DP_BUFSI ZE] ;

521 connect _state_t state = {0, NULL, NULL};

522 attr_node_t *nodep = NULL;

523 bool ean_t create_i bss, set_aut hnode;

524 dladmw an_attr_t **W _list = NULL;

453 dl adm st atus_t st at us;

454 w _linkstatus_t w _status;

455 hrtinme_t start;

456 #endif /* | codereview */

458 if ((status = dladmw an_val i date(handl e, linkid)) != DLADM STATUS OK)
459 return (status);

461 if ((status = dl adm datal i nk_i d2i nfo(handl e, Iinkid, NULL, NULL, NULL,
462 i fname, sizeof (ifnanme))) != DLADM STATUS_CK)

463 goto done;

465 #endif /* | codereview */

466 if ((status = do_get_linkstatus(handle, linkid, & _status,

467 sizeof (w _status))) != DLADM STATUS_CK)

468 goto done;

470 if (W _status == W._CONNECTED)

471 status = DLADM STATUS_| SCONN;

472 goto done;

473 }

475 if (wpa_instance_create(ifnane))

476 goto done;

478 if (wpa_network_config(ifname, attrp, keys, &create_ibss, identity)) {
479 status = DLADM STATUS_BADVAL,;

480 goto done;

481 }

483 /*

484 * DLADM W.AN_CONNECT_CREATEI BSS:

485 * |f this flag is set and the bsstype attribute attr->wa_bsstype is
486 * set to DLADM W.AN _BSSTYPE_| BSS:

487 * |f the essid attribute attr->wa_essid is specified and there exists
488 * no WAN on the discovered WAN with this particular essid, an adhoc
489 * WLAN with essid equal to attr->wa_essid wll be created.

490 * |f the essid attribute is not specified, an adhoc W.AN with a random
491 * essid will be created, irrespective of which WLANs are avail abl e.
492 */

494 /* we will manageth5|n3|de wpa_network config

527 set _authnode = ((attrp !'= NULL) &&

528 “(attrp- >wa_valid & DLADM WAN ATTR MOXDE) != 0);

495 create_i bss = ((flags & DLADM W.AN CONNECT_CREATEI BSS) 1= 0 &&

496 attrp l- NULL && (attrp->wa_valid & DLADM W.AN ATTR BSSTYPE) != 0 &&
530 attrp !'= NULL &&

531 (attrp->wa_valid & DLADM WLAN _ATTR BSSTYPE) != 0 &&
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attrp->wa_bsstype == DLADM WLAN_BSSTYPE_I BSS) ;

if ((create_ibss & attrp !'= NULL &&
if ((flags & DLADM W.AN_CONNECT_NOSCAN) != 0 ||
(create_ibss & attrp !'= NULL &&
(attrp->wa_ valld & DLADM W.AN_ATTR ESSID) == 0)) {
si zeof (buf),

status do_connect (handl e, 1inkid, buf
creat e_i bss, keys, key_count ti neout);

goto done;
}
state.cs_attr = attrp;
state.cs_list = NULL;
state.cs_count = O;
status = dl adm w an_scan(handl e, linkid, &state, connect_cb);

if (status I = DLADM _STATUS_OK)
got o done;

if (state.cs_count == 0) {
if (Icreate_ibss) {
status = DLADM STATUS_NOTFOUND;

got o done;
}
}ol
status = do_connect (handl e, linkid, buf, sizeof (buf),
attrp, create_ibss, keys, key_count, tineout);
) got o done;

start = gethrtine();

status = do_get_|inkstatus(handl e,
si zeof (W _status));
if (status != DLADM STATUS_CK)

linkid, &M _status,

|
if (W _list == NULL)
status = DLADM STATUS_NOVEM
got o done;

if (W _status == W._CONNECTED)
nodep = state.cs_list;
for (i =0; i < state.cs_count; i++) {
_list[i] = &nodep->an_attr;
nodep = nodep- >an_next;

}
gsort(w _list, state.cs_count, sizeof (dladmw an_attr_t *),
attr_conpare);
(i =0; i < state.cs_count; i++)
dl adm W an_attr_t *ap = w _list[i];
status = do_connect (handl e, linkid, buf, sizeof (buf),
ap, create_ibss, keys, key_count, tineout);

if (status == DLADM STATUS_CK)
break;

if (!set_authnmode) {
ap->wa_auth = DLADM W.AN_AUTH_SHARED,;
ap->wa_valid | = DLADM W.AN ATTR AUTH,
status = do_connect (handl e, linkid, buf, sizeof
ap, create_ibss, keys, key_count, tineout);
if (status == DLADM STATUS_CK)
break;

ist = malloc(state.cs_count * sizeof (dladmwan_attr_t *));

attrp,

(buf),

10
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522 (void) poll(NULL, O, DLADM W.AN CONNECT_POLLRATE) ; 615 I = DLADM STATUS_OK)

523 if ((timeout >= 0) 8& (gethrtine() - start) / 616 goto done;

524 NANGCSEC >= tineout) { 617 w _attrp->wa_essid.we_length = wis.wW _essid_| ength;

525 status = DLADM STATUS_ TI MEDOUT; 618 (voi d) mem:py(vw _attrp->wa_essid. we_bytes, Ws.w _essid_essid,

526 goto done; 619 w's.w _essid_| ength);

527 #endif /* | codereview */

528 } 672 (void) strlcpy(w _attrp->wa_essid.we_bytes, ws.w _essid_essid,

529 } 673 DLADM W.AN_ MAX_ESSI D_LEN) ;

531 #endif /* | codereview */ 620 W _attrp->wa_valid | = DLADM WLAN_ATTR_ESSI D;

532 done:

533 if ((status != DLADM STATUS OK) && (status != DLADM STATUS | SCONN)) 622 /* bssid */

534 (voi d) do_disconnect(handle, |inkid, NULL, NULL); 623 i dl adm w an_get _bssi d(handl e, linkid, W _bssid, sizeof (w_
i

f ((status
f

589 (voi d) do_disconnect (handl e, linkid, buf, sizeof (buf)); 677 ((status do_get _bssid(handl e, linkid, buf, sizeof (buf)))
624 I = DLADM STATUS OK)
591 while (state.cs_list !'= NULL) { 625 got o done;
592 nodep = state.cs_list; 626 (void) nentpy(w _attrp->wa_bssid. wb_bytes, W _bssid, DLADM W.AN BSSI D _LE
593 state.cs_list = nodep->an_next;
594 free(nodep); 681 (void) mencpy(wW _attrp->wa_bssid.wb_bytes, buf, DLADM W.AN BSSI D LEN);
595 }
596 free(wl _list); 627 w _attrp->wa_valid | = DLADM W.AN_ATTR _BSSI D;
536 return (status);
537 } 629 if (attrp->la_status == DLADM W.AN LI NK_DI SCONNECTED) {
__unchanged_portion_onitted_ 630 attrp- >I a_valid | = DLADM WLAN_LT NKATTR_W.AN,
631 status = DLADM STATUS_OK;
576 dl adm status_t 632 goto done;
577 dladmw an_get _|inkattr(dl adm handl e_t handle, datalink_id_t |inkid, 633 }
578 dladmw an_linkattr_t *attrp)
579 { 635 /* returned val ues used only in dladm showw fi */
580 W _rssi _t signal ; 636 #endif /* ! codereview */
581 W “bss_type_t bsstype; 637 if ((status = do_get_encryption(handl e, linkid, &encryption,
582 w _aut hnode_t aut hnode; 638 si zeof (encryption))) != DLADM STATUS_ OK)
583 /*"used only in dl adm showwi fi */ 639 goto done;
584 #endif /* | codereview */
585 w _encryption_t encryption; 641 W _attrp->wa_valid | = DLADM W.AN_ATTR_SECMCDE;
586 W rates_t *ratesp = NULL;
587 dladmw an_attr_t *W _attrp; 643 [* 111 FILX MENLLD %)
588 dl adm st at us_t st at us; 644 /*
589 w _bssid_t w _bssi d; 645 * this should be alligned with protocol/scan results,
644 char buf [V\LDP BUFSI ZE] ; 646 * not types of keys used
590 w _essid_t 647 i
591 w _phy_conf _t V\A phy conf; 648 #endif /* ! codereview */
592 W _linkstatus_t w _st atus; 649 switch (encryption) {
650 case W._NOENCRYPTI ON:
594 if (attrp == NULL) 651 w _attrp->wa_secnode = DLADM W.AN_SECMODE_NONE;
595 return (DLADM STATUS BADARG); 652 br eak;
653 case W._ENC VIEP:
597 if ((status = dladmw an_val i date(handl e, linkid)) != DLADM STATUS OK) 654 “w _attrp->wa_secnode = DLADM W.AN_SECMODE_WEP;
598 got o done; 655 br eak;
656 case V\L_ENC_V\PA:
600 (void) nenset(attrp, 0, sizeof (*attrp)); 657 W _attrp->wa_secnode = DLADM W.AN_SECMODE_PSK;
601 W _attrp = &attrp->la_w an_attr; 691 w _attrp->wa_secnode = DLADM W.AN_SECMODE_WPA,
658 br eak;
603 if ((status = do_get_linkstatus(handle, Iinkid, & _status, 659 defaul t:
604 sizeof (W _status))) != DLADM STATUS_CK) 660 W _attrp->wa_valid & ~DLADM W.AN_ATTR_SECMODE;
605 got o done; 661 br eak;
662 }
607 attrp->la_valid | = DLADM W.AN_LI NKATTR_STATUS;
608 if (W_status !'= W CO\INECTED) 664 if ((status = do_get_signal (handle, linkid, &signal, sizeof (signal)))
609 attrp->l a_status = DLADM WLAN_LI NK_DI SCONNECTED; 665 I = DLADM STATUS_CK)
610 el se 666 got o done;
611 attrp->la_status = DLADM WLAN_LI NK_CONNECTED,
668 W _attrp->wa_valid | = DLADM W.AN_ATTR_STRENGTH;
613 /* essid */ 669 W _attrp->wa_strength = DLADM WLAN_S| GNAL2STRENGTH( si gnal ) ;
614 if ((status dl adm W an_get _essi d(handl e, linkid, & s, sizeof (wWs)))

668 if ((status = do_get _essid(handle, linkid, &Ms, sizeof (Ws))) 671 ratesp = mal | oc( W.DP_BUFSI ZE) ;
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if (ratesp == NULL) {
status = DLADM STATUS_NOVEM
got o done;

}

if ((status = do_get_rate(handle, linkid, ratesp, W.DP_BUFSI ZE))
I'= DLADM STATUS_CX)

got o done;
if (ratesp->W _rates_num > 0) {
uint_t~ i, r =0;
for (i =0; i <ratesp->w _rates_nun i++) {

if (ratesp->W _rates_rates[i] > r)
r = ratesp->wW _rates rates[i];

w _attrp->wa_speed = r;
W _attrp->wa_valid | = DLADM_W_AN_ATTR_SPEED,
}

if ((status = do_get_aut hnode(handl e, |inkid, &authnode,
si zeof (authnode))) != DLADM STATUS_CK)
got o done;

w _attrp->wa_valid | = DLADM W.AN_ATTR_AUTH;

switch (authnode) {

case W._OPENSYSTEM
w _attrp->wa_auth = DLADM W.AN_AUTH_OPEN,
br eak;

case W._SHAREDKEY:
w _attrp->wa_auth = DLADM W.AN AUTH SHARED;

br eak;

defaul t:
W _attrp->wa_valid & ~DLADM W.AN_ATTR_AUTH,
br eak;

}

if ((status = do_get_bsstype(handl e, linkid, &bsstype,
si zeof (bsstype))) != DLADM STATUS OK)
got o done;

W _attrp->wa_valid | = DLADM WLAN_ATTR_BSSTYPE;

switch (bsstype) {

case W._BSS_BSS:
\M_attrp >wa_bsstype = DLADM WLAN_BSSTYPE_BSS;
br eak;

case W._BSS | | BSS:
"W _attrp->wa_bsstype = DLADM W.AN BSSTYPE_| BSS;
br eak;

case W._BSS_ANY:
"W _attrp->wa_bsstype = DLADM W.AN BSSTYPE_ANY;

br eak;

defaul t:
w _attrp->wa_valid & ~DLADM W.AN_ATTR_BSSTYPE;
br eak;

}

if ((status = do_get_node(handl e, linkid, &M phy_conf,
si zeof (V\A _phy_conf))) != DLADM STATUS_OK)
got o done;

W _attrp->wa_node = do_convert_node(&M _phy_conf);
w —attrp->wa_valid | = DLADM W.AN ATTR_MODE;
if (W _attrp->wa_node != DLADM W.AN_MODE_NONE)

13
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735 W _attrp->wa_valid | = DLADM W.AN_ATTR_MCDE;
737 attrp->la_valid | = DLADM W.AN_LI NKATTR_W.AN;

738 status = DLADM STATUS_CX;

740 done:

741 free(ratesp);

742 return (status);

743 }

__unchanged_portion_onitted_
791 /* data to string */

793 #endif /* | codereview */

794 const char *

795 dl adm W an_essi d2str(dl adm w an_essid_t *essid, char *buf)
796 {

797 (void) snprintf(buf, essid->we_|length+l, "%", essid->we_bytes);
828 (void) snprintf(buf, DLADM STRSIZE, "%", essid->we_bytes);

798 return (buf);

799

__unchanged_portion_onitted_

820 /*

821 * SECMODE SHOULD NEVER BE PRI NTED, in known-w an.conf and secobj.conf we’ll

822 * secobj_class values, and for scan results wpa_s val ues

823 */

824 #endif /* | codereview */

825 const char *

826 dl adm w an_secnode2str (dl adm w an_secnpde_t *secnode, char *buf)

827 {

828 return (dl admw an_val 2str((uint_t)*secnode, secnpde_vals,
829 VALCNT(secnode_val s), buf));

830 }

832 const char *
833 dl adm W an_strengt h2str (dl adm w an_strength_t *strength, char *buf)

834 {

835 return (dladmw an_val 2str((uint_t)*strength, strength_vals,
836 VALCNT(strengt h_val s), buf));

837 }

839 const char *
840 dl adm W an_node2str (dl adm w an_node_t *node, char *buf)
841 {

842 return (dladmw an_val 2str((uint_t)*node, node_vals,
843 VALCNT( node_val s), buf));
844 }

846 const char *
847 dl adm w an_speed2str (dl adm W an_speed_t *speed, char *buf)

848 {

849 (void) snprintf(buf, DLADM STRSIZE, "%*f", *speed % 2
850 (float)(*speed) / 2);

851 return (buf);

852 }

854 const char *
855 dl adm w an_aut h2str(dl admw an_auth_t *auth, char *buf)

856 {

857 return (dladmw an_val 2str((uint_t)*auth, auth_vals,
858 VALCNT(aut h_val s), buf));

859 }

861 const char *
862 dl adm W an_bsst ype2str(dl adm w an_bsstype_t *bsstype, char *buf)

14
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863 {
864 return (dl admw an_val 2str((uint_t)*bsstype, bsstype_vals,
865 VALCNT( bsst ype_val s), buf));
866 }
868 const char *
869 dl adm w an_| i nkstatus2str(dl admw an_|inkstatus_t *linkstatus, char *buf)
870 {
871 return (dladmw an_val 2str((uint_t)*linkstatus, |inkstatus_vals,
872 VALCNT( |l i nkstatus_val s), buf));
873 }
875 /* string to data */
877 #endif /* | codereview */
878 dl adm status_t
879 dl adm w an_str2essid(const char *str, dladmw an_essid_t *essid)
880 {
881 if (st r[O] == '\0" || strnlen(str, DLADM W.AN MAX ESSID LEN + 2) ==
882 ADM WLAN_MAX_ESSI D _LEN + 2)
851 if (str[O] == "\0" || strlen(str) > DLADM W.AN MAX_ESSI D_LEN - 1)
883 return (DLADM STATUS_BADARQG ;
885 essid->we_| engt h=strnl en(str, DLADM W.AN MAX_ESSI D LEN + 1);
886 (voi d) mencpy(essid->we_bytes, str, essid->we_| engt h);
854 (void) strlcpy(essid->we_bytes, str, DLADM W.AN MAX ESSI D _LEN);
887 return (DLADM STATUS_OX);
888 }
__unchanged_portion_omtted_
991 /* legacy ioctl for W._SCAN and W._DI SASSCCI ATE */
993 #endif /* | codereview */
994 dl adm st atus_t
995 i _dl adm w an_| egacy_i oct | (dl'ladm handl e_t handl e, datalink_id_t Iinkid,
996 w dp_t *gbuf, uint_t id, size t len, uint_t cnd, size_t cndlen)
997 {
998 char I'i nkname[ MAXPATHLEN] ;
999 int fd, rc;
1000 struct strioctl stri;
1001 ui nt 32_t fl ags;
1002 dl adm st at us_t st at us;
1003 ui nt 32_t medi a
1004 char i nk[ NAXLI NKNAMELEN ;
1006 if ((status = dladmdatalink_id2info(handle, |inkid, &flags, NULL,
1007 &nedi a, |ink, MAXLI NKNAMELEN)) != DLADM STATUS OK) {
1008 return (status);
1009 }
1011 if (media != DL_WFI)
1012 return (DLADM STATUS_BADARQG ;
1014 if (!(flags & DLADM OPT_ACTI VE))
1015 return (DLADM STATUS_TEMPONLY) ;
1017 I*
1018 * dl pi _open() is not used here because |ibdlpi depends on I|ibdl adm
1019 * and we do not want to introduce recursive dependencies.
1020 */
1021 (v id) snprintf(linkname, MAXPATHLEN, "/dev/net/%", |ink);
1022 if ((fd = open(linkname, O RDWR)) < 0)
1023 return (dl adm errno2status(errno));
1025 gbuf ->wW dp_type = NET_802_11;
1026 gbuf->Wdp_id =id;
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1027 gbuf->wW dp_l ength = |l en;
1029 stri.ic_tinout =
1030 stri.ic_dp = (char *) gbuf ;
1031 stri.ic_cnd = cnd;
1032 stri.ic_len = cmi en;
1034 if ((rc =ioctl(fd, I_STR &stri)) !'=0) {
1035 if (rc >0) {
1036 /*
1037 * Non-negative return val ue indicates the specific
1038 * operation failed and the reason for the failure
1039 * was stored in gbuf->wdp_result.
1040 */
1041 status = dl adm w an_w resul t 2st at us(gbuf);
1042 } else {
1043 /*
1044 * Negative return value indicates the ioctl failed.
1045 */
1046 status = dl adm errno2status(errno);
1047 }
1048
1049 (void) close(fd);
1050 return (status);
1051 }
1053 static dl adm status_t
1054 do_cnd_i oct| (dl adm handl e_t handle, datalink_id_t |inkid, void *buf,
1055 int buflen, uint_t cnd)
1056 {
1057 w dp_t *gbuf;
1058 dl adm status_t status = DLADM STATUS_ OK;
1060 if ((gbuf = malloc(MAX_BUF_LEN)) == NULL)
1061 return (DLADM STATUS NOVEM ;
1063 (voi d) msrrset(gbuf 0, MAX_BUF_LEN);
1064 status = i _dl adm’ wian | egacy_i oct | (handl e, linkid, gbuf, cnd,
1065 W.DP_BUFSI ZE, W.AN_COWMMAND, sizeof (wi dp_t));
1066 (voi d) mencpy(buf, gbuf->w dp_buf, buflen);
1067 free(gbuf);
1068 return (status);
1069 }
1071 static dl admstatus_t
1072 ?o _scan(dl adm handl e_t handl e, datalink_id_t linkid, void *buf, int buflen)
1073
1074 return (do_cnd_ioctl (handle, linkid, buf, buflen, W._SCAN));
1075 }
1077 static dladm status_t
1078 do_di sconnect (dl adm handl e_t handl e, datalink_id_t linkid, void *buf,
1079 int buflen)
1080 {
1081 char i fname[ MAXLI NKNAMVELEN ;
1082 if ((dladmdatalink_id2info(handl e, linkid, NULL, NULL, NULL, ifnane,
1083 si zeof (ifnane))) != DLADM STATUS OK)
1084 return DLADM STATUS FAI LED;
1085 (void) wpa_i nstance_del et e(ifnane);
959 if (do_ get _wpanode(handl e, 1inkid, buf, buf | en) == 0 &&
960 ((W _wpa_t *)(buf))->wpa_flag > 0)
961 (voi d) wpa_instance_del ete(handl e, |inkid);
1087 return (do_cnd_ioctl (handl e, linkid, buf, buflen, W._D SASSCCl ATE));
1088 }

16



new usr/src/lib/libdl adm cormon/ i bdlw an. c 17

1090 /*

1091 * ’'net80211’ ioctls wappers

1092 * wlan properties are not currenlty nerged into the Brussels framework.

1093 */we shoul d i npl ement a common interface |like this:http://pastebin.com BO5BkQ2
1094 ~*

1096 dl adm status_t

1097 dl adm W an_get _essli st (dl adm handl e_t handl e, datalink_id_t linkid, void *buf,
966 static dl admstatus_t
967 do_get _esslist(dladm handle_t handle, datalink_id_t linkid, void *buf,

1098 int buflen)

1099 {

1100 return (i_dladmw an_paran(handl e, linkid, buf, MAC PROP_W._ESS_ LI ST,
1101 buflen, B_FALSE));

1102 }

1104 dl adm status_t

1105 dl adm W an_get _bssi d(dl adm handl e_t handl e, datalink_id_t linkid, void *buf, int
974 static dl adm status_t
975 do_get _bssi d(dl adm handl e_t handle, datalink_id_t linkid, void *buf, int buflen)

1106 {

1107 return (i_dladmw an_paranm(handl e, linkid, buf, MAC PROP_W._BSSI D,
1108 buflen, B_FALSE));

1109 }

1111 dl adm status_t

1112 dl adm W an_get _essi d(dI adm handl e_t handl e, datalink_id_t linkid, void *buf, int
981 static dl adm status
982 do_get _essi d(dl adm_ handl e_t handle, datalink_id_t linkid, void *buf, int buflen)

1113 {

1114 return (i_dladmw an_paranm(handl e, linkid, buf, MAC PROP_W._ESSI D,
1115 bufl en, B_FALSE));

1116 }

__unchanged_portion_omtted_

1172 dl adm status_t

1173 dl adm w an_set _bsstype(dl adm handl e_t handl e, datalink_id_t |inkid,
1042 static dl adm status_t

1043 do_set _bsstype(dl adm handl e_t handl e, datalink_id_t Iinkid,

1174 dl adm w an_bsstype_t *bsstype)

1175 {

1176 W _bss_type_t i bsstype;

1178 switch (*bsstype) {

1179 case DLADM W.AN_BSSTYPE_BSS:

1180 i bsstype = W._BSS_BSS;

1181 br eak;

1182 case DLADM_V\LAN_BSSTYPE_I BSS:

1183 i bsstype = W._BSS_I BSS;

1184 br eak;

1185 defaul t:

1186 i bsstype = W._BSS_BSS;

1056 i bsstype = W._BSS_ANY;

1187 br eak;

1188 }

1189 return (i_dladmw an_param handl e, |inkid, & bsstype,
1190 MAC PROP_W._BSSTYPE, sizeof (ibsstype), B TRUE));
1191 }

1193 dl adm stat us_t

1194 dl adm w an_set _aut hnode(dl adm handl e_t handl e, datalink_id_t Iinkid,
1063 static dl adm status_t

1064 do_set _aut hnode(dl adm handl e_t handl e, datalink_id_t |inkid,

1195 dl adm w an_aut h_t *aut h)
1196 {
1197 w _aut hnode_t aut h_node;
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1199 switch (*auth)
1200 case DLADM W.AN_AUTH NONE
1201 return (DLADM STATUS K);
1202 #endif /* ! codereview */
1203 case DLADM W.AN_AUTH_OPEN:
1204 auth_node = W._OPENSYSTEM
1205 br eak;
1206 case DLADM WLAN_AUTH_SHARED:
1207 aut h_node = W._SHAREDKEY;
1208 br eak;
1209 defaul t:
1210 return (DLADM STATUS _NOTSUP);
1211 }
1212 return (i_dl admw an_param(handl e, |inkid, &auth_node,
1213 ) MAC_PROP_W._AUTH _MODE, sizeof (auth_node), B_TRUE));
1214

1216 /* should be renamed to a nore appropriate nane since it is only for WP !!*/
1217 dl adm status_t

1218 dl adm w an_set _encrypti on(dl adm handl e_t handl e, datalink_id_t Iinkid,

1070 static dl admstatus_t

1071 do_set _encryption(diadm handl e_t handle, datalink_id_ t |inkid,

1219 dl adm wi an_secnode_t *secnpde)

1220 {

1221 w _encryption_t encryption;

1223 switch (*secnode) {

1224 case DLADM WLAN | SECNDDE NONE:

1225 encryption = W._NCENCRYPTI ON,

1226 br eak;

1227 case DLADM V\LAN SECM]DE VEP:

1228 encryption = W._ENC VEP;

1229 br eak;

1230 case DLADM_V\LAN_SECIVL’DE_PSK:

1083 case DLADM W.AN SECMODE_WPA:

1231 return (0);

1232 defaul t:

1233 return (DLADM STATUS_NOTSUP) ;

1234 }

1235 return (i_dl admw an_paran(handl e, |inkid, &encryption,
1236 MAC_PROP_W._ENCRYPTI ON, si zeof (encryptl on), B_TRUE));
1237 }

__unchanged_portion_onitted_

1273 dl adm status_t

1274 dl adm W an_set _essi d(dl adm handl e_t handl e, datalink_id_t |inkid,
1275 const uint8_t *essid, size_t essid_len)

1126 static dl adm status_t

1127 do_set _essi d(dl adm handl e_t handl e, datalink_id_t Iinkid,

1128 dladm w an_essid_t *essid)

1276 {

1277 w _essid_t i essid;

1279 (void) nenset (& essid, 0, essid_len);

1132 (void) nenset (& essid, 0, sizeof (essid));

1281 if (essid != NULL &% essid_len = 0)

1282 iessid.w _essid_length = essid_len;

1283 (void) nencpy(l essi d. W _essi d_essi d essid,

1284 iessid.wW _essid_|ength);

1134 if (essid != NULL &% essi d->we_byt es[O] 1="\0")

1135 iessid. w _essid_length = strlen(essid->we_bytes);
1136 (void) st rlcpy(iessid.wW _essid_essid, essid->we bytes,
1137 sizeof (iessid.w _essid_essid));

1285 } else {
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1286 return (DLADM STATUS BADARG);

1287

1288 return (i_dladmw an_param handl e, linkid, & essid, MAC PROP_W._ESSI D,
1289 si zeof (iessid), B TRUE));

1290 }

1292 dl adm status_t

1293 do_set _bssi d(dl adm handl e_t handl e, datalink_id_t Iinkid,

1294 dl adm w an_bssid_t *bssi d)

1295 {

1296 W _bssid_t i bssi d;

1298 if (bssid != NULL && bssid->wb_bytes != 0) {

1299 (void) mencpy(ibssid, bssid->wb_bytes, DLADM W.AN_BSSI D_LEN) ;
1300 } else {

1301 return (DLADM STATUS_BADARQG ;

1302

1303 return (i_dl admw an_paranm(handl e, linkid, & bssid, MAC PROP_W._BSS| D,
1304 si zeof (ibssid), B TRUE));

1305 }

1307 dl adm stat us_t

1308 dl adm wi an_set _channel (dl adm handl e_t handl e, datalink_id_t |inkid,

1145 static dl adm status_t

1146 do_set _channel (dl adm handl e_t handl e, datalink_id_t Iinkid,

1309 dl adm wl an_channel _t *channel)

1310 {

1311 w _phy_conf _t phy_conf;

1313 if (*channel > MAX_CHANNEL_NUM

1314 return (DLADM STATUS BADVAL);

1316 (voi d) nenset (&hy_conf, Oxff, sizeof (phy_conf));

1317 phy_conf.w _phy_dsss_conf.w _dsss_channel = *channel ;

1319 return (i_dladmw an_param handl e, |inkid, &phy_conf,

1320 MAC_PROP_W._PHY_CONFI G, si zeof (phy_conf), B_TRUE));

1321 }

1323 dl adm status_t

1161 static dl adm status_t

1324 do_set _creat ei bss(dl'adm handl e_t handl e, datalink_id_t I|inkid,

1325 bool ean_t *create_i bss)

1326 {

1327 W _create_ibss_t cr = (W _create_ibss_t)(*create_ibss);

1329 return (i_dladmw an_param(handl e, linkid, &r, MAC PROP_W._CREATE | BSS,
1330 sizeof (cr), B_TRUE));

1331 }

1333 static void

1334 generate_essi d(dl admw an_essid_t *essid)

1335 {

1336 char ssid_t enp[ DLADM W.AN_MAX_ESSI D _LEN] ;

1337 #endif /* | codereview */

1338 srandon(gethrtine());

1339 snprintf(ssid_tenp, DLADM W.AN_MAX_ESSI D LEN, "I11lunmps-%", random());
1340 (voi d) menctpy(essid->we _bytes, ssid_tenp, 16);

1341 essi d- >we_| engt h=16;

1174 (void) snprintf(essid->we_bytes, DLADM W.AN_MAX_ESSI D LEN, "9%d",
1175 random());

1342 }

1344 dl adm st at us_t

1178 static dl adm status_t

1345 do_get _capability(dl adm handl e_t handle, datalink_id_t linkid, void *buf,
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1346
1347 {
1348
1349
1350 }

20
int buflen)

return (i
buf | en,

_dl adm w an_par an( handl e,
B_FALSE));

linkid, buf, MAC PROP_W._CAPABILITY

__unchanged_portion_onitted_

1360 /

* WPA support routines */

1194 dl adm status_t

1195 dl adm W an_wpa_get _sr(dl adm handl e_t handl e,

1196
1197 {
1198
1199
1200

1202
1203
1204

1206
1207

1209
1210
1211
1212
1213
1214
1215
1216
1217
1218
1219
1220
1221
1222
1223

1225
1226
1227 }

datalink_id_t Iinkid,
dladmw an_ess_t *sr, uint_t escnt, uint_t *estot)
i nt i, n

W _wpa_ess_t *es;

dl adm status_t status;

es = mal | oc(W.DP_BUFSI ZE) ;
if (es == NULL)
return (DLADM STATUS NOMVEM) ;

status = i _dl adm w an_paran( handl e,
W.DP_BUFSI ZE, B_FALSE)

linkid, es, MAC PROP_W. SCANRESULTS

if (status == DLADM STATUS OK) {
n = (es >count > escnt) ? escnt
for (i =0; i <n; i ++) {
(voi d) mencpy(sr[i].we_bssid. wb_bytes,
ADM W.AN BSSI D LEN) ;
sr[l] we_ssid_len = es- >ess[|] ssid_|l en;
(voi d) mem:py(sr[i ].we_ssid. we_bytes, es->ess[i].ssid,
es->ess[1].ssid_len);
sr[]wewpa|elen:es>ess[|]Wpa|elen
(void) nencpy(sr[i].we_wpa_ie, es->ess[i].wpa_ie,
es->ess[1].wpa_ie_len);
srfi].we_freq = es—>ess[i].freq;

es->count;

es->ess[i].bssid,

*estot = n;

}

free(es);
return (status);

1362 dl adm status_t

1363 dl adm wi an_wpa_set _i e(dl adm handl e_t handl e,

1364
1231
1365 {
1366
1367
1368

1370
1371
1372
1373
1374
1375

1377
1378
1379

1381
1382
1383

datalink_id_t linkid,
const uint8_t
uint8_t *wpa_ie,

_wpa_ie_t *ie;
uint_t len;
dl adm status_t

*wpa_ie, size_t wpa_ie_| Ien)
uint_t wpa_ie_|en)

st at us;

if (wpa_ie_len > DLADM W.AN_MAX_WPA | E_LEN)
return ( DLADM_ STATUS BADARG)
len = sizeof (W _wpa_ie_t) + wpa_ie Ien;
ie = malloc(len);
if (ie == NULL)
return (DLADM _STATUS_NOMVEM ;

(void) rrerrset(le 0, len);

ie->wa_ie_len = wa_ie_| Ien

(voi d) mentpy(ie->wa_ie, wpa_i e, wpa_ie_len);

status = i_dl adm w an_par an{ handl e,
len, B TRUE);

free(ie);

linkid, ie, MAC PROP_W._SETCPTIE
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1385
1386 }
__unchanged_portion_omtted_

return (status);

1461 dl adm status_t

1462 dl adm wi an_wpa_set _m ne(dl adm handl e_t handl e, datalink_id_t linkid,

1463 dladmw an_m nme_op_t op, dl admw an_reason_t reason, const uint8_t *bssid)
1330 dl admw an_m nme_op_t op, dl admw an_reason_t reason,

1331 dl adm w an_bssid_t  *bssi d)

1464 {

1465 w_nmne_t nne;

1467 (void) menset (&M me, 0, sizeof (W _nine_t));

1468 switch (op) {

1469 case DLADM WLAN_M_ME_ASSCC:

1470 me.imop = | EEEB0211_M_ME_ASSCC,

1471 br eak;

1472 case DLADM V\LAN M_ME_DI SASSOC:

1473 m nme.imop = | EEE80211_M._ME_DI SASSCC;

1474 br eak;

1475 def aul t

1476 return ( DLADM STATUS BADARG)

1477 }

1478 nl me.imreason = reason;

1479 if (bssid !'= NULL)

1480 mencpy(m me. i m macaddr, bssid, DLADM W.AN BSSI D _LEN);
1348 (void) mencpy(m nme.i mmacaddr, bssid->wb_bytes,
1349 DLADM W.AN_BSSI D_LEN) ;

1482 return (i_dl admw an_paranm(handl e,

1483 sizeof (mne), B_TRUE));

1484 }

1486 /*

1487 * This routine is used for opening a control interface to wpa_supplicant
1488 * global interface ctrl_path, /var/run/wpa_supplicant-global. This path
1489 * is configured in network/wpa_supplicant service manifest.

1490 * networ k/ wpa_suppl i cant service nmust be running.

1355 /*

1356 * routines of create instance

1491 */

1492 static int
1493 wpa_i nstance_create(char *ifnane)
1358 static scf_propertygroup_t *

1359 add_property_group_to_instance(scf_handl e_t *handl e, scf_instance_t *instance,

linkid, &tnme, MAC PROP_W._M.ME,

21

1360 const char *pg_nane, const char *pg_type)

1494 {

1495 struct wpa_ctrl *ctrl_gl obal;

1496 const char *gl obal _path = CTRL_| FACE_GLOBAL;

1498 /*

1499 * When we’ Il have a configuration backend that supports know w ans. conf
1500 * we could add this file direclty in the third paraneter

1501 */

1502 char *interface_add[] = {"interface_add", ifname, """", "solaris",
1503 CTRL_| FACE DIR};

1362 scf_propertygroup_t *pg;

1505 if (ifname == NULL)

1506 return -1;

1364 pg = scf _Pg_ create(handl e);

1365 i1f (pg == NULL)

1366 return (NULL);

1508 ctrl_global = wpa_ctrl _open(gl obal _path);
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1509 if (ctrl_global == NULL) {

1510 return -1;

1368 if (scf_instance_add_pg(instance, pg_nane, pg_type, O,
1369 scf _pg_destroy(pg);

1370 return (NULL);

1511 }

1513 if (wpa_ request(ctrl _global, 5, interface_add))

1514 return -1,

1373 return (pg);

1374 }

1376 static dl adm status_t

1377 add_new property(scf_handl e_t *handl e, const char *prop_nane,
1378 scf_type_t type, const char *val, scf_transaction_t *tx)
1379 {

1380 scf_value_t *value = NULL;

1381 scf _transaction_entry_t *entry = NULL;

1516 wpa_ctrl _close(ctrl_global);

1383 entry = scf_entry_create(handl e);

1384 if (entry == NULL)

1385 goto out;

1518 /* wpa_s now executes wpa_driver_solaris_init */

1387 val ue = scf_val ue_create(handl e);

1388 if (value == NULL)

1389 goto out;

1520 return O;

1391 if (scf_transaction_property_new(tx, entry, prop_nane,
1392 goto out;

1394 if (scf_value_set_fromstring(value, type, val) != 0)
1395 goto out;

1397 if (scf_entry_add_value(entry, value) != 0)

1398 goto out;

1400 return ( DLADM STATUS OK);

1402 out:

1403 if (value !'= NULL)

1404 scf _val ue_destroy(val ue);

1405 if (entry !'S NULL)

1406 scf_entry_destroy(entry);

1408 return (DLADM STATUS FAI LED);

1521 }

1523 static int

1524 wpa_i nst ance_del et e(char *ifnane)

1411 static dl adm status_t

1412 add_pg_net hod(scf_handl e_t *handl e, scf_instance_t *instance,
1413 const char *pg_nane, const char *fl ags)

1525 {

1526 /*struct wpa_ctrl *ctrl_conn;*/

1527 struct wpa_ctrl *ctrl_global;

1415 int rv, size;

1416 dl adm st atus_t status = DLADM STATUS_FAI LED;
1417 char *command = NULL;

1418 scf _transaction_t *tran = NULL;

1419 scf _propertygroup_t *pg;

1421 pg = add_property_group_to_i nstance(handl e, instance,
1422 pg_nane, SCF_GROUP_VETHOD);

pg) !'= 0)

type)
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1423
1424

1426
1427
1428

1430
1431
1432
1433
1434
1435
1436

1529
1530
1531
1532
1533
1438
1439
1440

1535
1536
1442
1443
1444
1445

1538
1447
1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461
1462

1464
1465
1466
1467
1468

1540
1541
1542
1470
1471

1544
1545
1546
1547
1548

out :

if (pg == NULL)
goto out;

tran = scf_transaction_create(handle);
if (tran == NULL)
goto out;

size = strlen(SVC_METHOD) + strlen("
command = nal | oc(size);
if (command == NULL)
status = DLADM STATUS_NOVEM
goto out;

") + strlen(flags) + 1

(void) snprintf(command, size, "% %", SVC _METHOD, fl ags);

const char *global _path = CTRL_I FACE_GLOBAL;
/*char *cfile = NULL;*/
char *interface_renove[] = {"interface_renove", ifnane};
/* char *cnd_di sconnect[] = {"disconnect"}; */
/* int flen, res;*/
do {

if (scf_transaction_start(tran, pg) != 0)

goto out;

if (ifnanme == NULL)
return -1;
if (add_new_property(handl e, SCF_PROPERTY_EXEC,
SCF_TYPE_ASTRI NG, command, tran) != DLADM STATUS CK) {
goto out;

rv = scf_transaction_commt(tran);
switch (rv)

case 1:
status = DLADM STATUS_CX;
goto out;

case 0:
scf _transacti on_destroy_children(tran);
if (scf_pg_update(pg) == -1)

goto out;

break;

case -1:

defaul t:
goto out;

} while %rv == 0);

if (tran !'= NULL)
scf _transaction_destroy_children(tran);
scf _transaction_destroy(tran);

* Cet the instance nanme of the existing control interface.
* Control interface will use the |link name as the UNI X socket fil enane
in CTRL_I FACE_DI R
if (pg !'= NULL)
scf _pg_destroy(pg);

if (cfile == NULL) {
flen = strlen(CTRL_I FACE_DIR) + strlen(ifnane) + 2;
cfile = malloc(flen);
if (cfile == NULL)
return -1;

23
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1549
1550
1551
1552
1473
1474

1476
1477

1479
1480
1481

}

res = snprintf(cfile, flen, "%/ %", CIRL_IFACE_ DR, ifnane);
{

if (res <0 || res >= flen)
free(cfile);
return -1;

if (command != NULL)
free(comuand) ;

return (status);

static dl adm status_t
do_create_instance(scf_handl e_t *handl e, scf_service_t *svc,

1482 {

1483
1484
1485
1486

1488
1489
1490

1492
1493
1494
1495
1496
1497

1499
1500
1501
1502

1504
1505
1506
1507

1509
1510
1511
1512
1553
1514
1554

1556
1517
1518
1519
1520
1521

1558
1523
1524

1526
1527
1528

1560
1561
1530

out :

const char *instance_nane, const char *comand)

dl adm status_t status = DLADM STATUS_FAI LED;
char *buf;

ssize_t max_fnri_len;

scf _i nstance_t *instance;

instance = scf_instance_create(handle);
if (instance == NULL)
goto out;

if (scf_service_add_i nstance(svc, instance_nane, instance) != 0) {
if (scf_error() == SCF_ERROR_EXI STS)
/* Let the caller deal with the duplicate instance */
status = DLADM STATUS_EXI ST;
goto out;

}

if (add_pg_nethod(handl e, instance, "start",
comrand) ! = DLADM STATUS OK) {
goto out;

}

/* enabling the instance */
max_fnri_len = scf _|limt(SCF_LIMT_MAX_FMRI _LENGTH);
if ((buf = malloc(max_fnri_len + 1)) == NULL)

goto out;

if (scf_instance_to_fnri(instance, buf, max_fnri _len + 1) > 0) {
if ((snf_disable_instance(buf, 0) != 0)
(snf_enabl e_i nstance(buf, SMF_TEMPORARY) != 0)) {
goto out;

}
status = DLADM STATUS_COX;
}

ctrl_conn = wpa_ctrl _open(cfile);
if (instance != NULL)

scf _i nstance_dest roy(i nstance);
return (status);

free(cfile);

static dl adm status_t
create_instance(const char *instance_name, const char *conmand)
1525 {

dl adm status_t status = DLADM STATUS_FAIl LED;
scf_service_t *svc = NULL;
scf_handl e_t *handl e = NULL;

if (ctrl_conn == NULL)
return -1,
handl e = scf_handl e_cr eat e( SCF_VERSI ON) ;
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1531 if (handl e == NULL)

1532 goto out;

1563 if (wpa_request(ctrl_conn, 1, cnd_disconnect))

1564 return -1,

1534 if (scf_handl e_bind(handle) == -1)

1535 goto out;

1566 wpa_ctrl _close(ctrl _conn);

1567 */

1537 if ((svc = scf_service_create(handl e)) == NULL)

1538 goto out;

1569 /* renove interface */

1570 ctrl_global = wpa_ctrl_open(gl obal _path);

1571 if (ctrl_global == NULL) {

1572 return -1,

1573 }

1540 if (scf_handl e_decode_fnri(handl e, SERVI CE_NAME, NULL, svc,
1541 NULL, NULL, NULL, SCF_DECODE_FMRI _EXACT) != 0)

1542 goto out;

1544 status = do_create_instance(handl e, svc, instance_nanme, conmand);
1575 if (wpa_ request(ctrl _global, 2, interface_renove))

1576 return -1;

1546 out:

1547 if (svc !'= NULL)

1548 scf _servi ce_destroy(svc);

1578 wpa_ctrl _close(ctrl_global);

1550 if (handle !'= NULL)

1551 (voi d) scf_handl e_unbi nd(handl e) ;

1552 scf _handl e_dest r oy(handl e) ;

1553 }

1580 return O;

1555 return (status);

1581 }

1583 #define MAC2STR(a) (a)[0], (a)[1], (a)[2] (a)[ 3], (a)[4]., (a)[5]
1584 #define MACSTR " %02x: %92x: %02x: %92x: ¥02x:

1558 /*

1559 * routines of delete instance

1560 */

1561 #define DEFAULT_TI MEOUT 60000000

1562 #define |NI T_WAI T_USECS 50000

1586 static int wpa_network_config(char *ifname, dladmw an_attr_t *attrp,
1587 dl adm W an_key_t *keys, boolean_t *create_ibss, char *identity)
1564 static void

1565 wait_until _di sabl ed(scf_handl e_t *handl e, char *fnri)

1566 {

1567 char *state;

1568 useconds_t mex;

1569 useconds_t usecs;

1570 ui nt64_t *cp = NULL;

1571 scf_sinple_prop_t *sp = NULL;

1573 max = DEFAULT_TI MEQUT;

1575 if (((sp = scf_sinple_prop_get(handle, fnri, "stop",

1576 SCF_PROPERTY_TI MEQUT) ) = NULL) &&

1577 ((cp = scf si npl e_prop_next _count (sp)) != NULL) && (*cp != 0))
1578 = (*cp) * 1000000; /* convert to usecs */
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1580 if (sp !'= NULL)

1581 scf _sinpl e_prop_free(sp);

1583 (usecs = INIT_WAI T_USECS; max > 0; nmax -= usecs) {
1584 /* incremental wait */

1585 usecs *= 2;

1586 usecs = (usecs > max) ? nmBX @ USECS;

1588 (voi d) usl eep(usecs);

1590 /* Check state after the wait */

1591 if ((state = snf_get_state(fnri)) != NULL) {
1592 if (strcnp(state, "disabled") == 0)
1593 return;

1594 }

1595 }

1596 }

1598 static dl adm status_t

1599 del et e_i nstance(const char *instance_nane)

1588 {

1589 struct wpa_ctrl *ctrl_conn;

1601 dl adm status_t status = DLADM STATUS_FAI LED;

1602 char *buf ;

1603 ssi ze_t max_fnri_|en;

1604 scf _scope_t *scope = NULL;

1605 scf _service_t *svc = NULL;

1606 scf _handl e_t *handl e = NULL;

1607 scf_instance_t *instance;

1591 char *cfile = NULL;

1592 int i, flen res;

1609 handl e = scf handl e_creat e( SCF_VERSI ON) ;

1610 if (handl e == NULL)

1611 goto out;

1594 char *ap_scan[] = {"ap_scan", "1"};

1595 char *add_network[] = {" add net wor k" };

1596 char *enabl e_network[] = {"enabl e_network", "0"};
1597 char *set_network[] = {"set_network", "0", NULL, NULL };
1598 char *network_props[] = { "ssid", "key mgnt ", "pairw se", "group",
1599 "auth_al g", "proto"};

1600 char *networ k_vaI s[6];

1601 char *hexascii = NULL;

1602 char ap_bssi d[ DLADM W_AN BSSI D LEN*3] ;

1603 char *cmd_bssid[] = { "bssid", "0", ap_bssid };

1613 if (scf_handl e_bind(handle) == -1)

1614 goto out;

1605 if (ifname == NULL)

1606 return -1;

1616 if ((scope = scf_scope_create(handl e)) == NULL)

1617 goto out

1608 for (i=0; i<6; i++)

1609 network_val s[1] = NULL

1619 if ((svc = scf_service create(handl e)) == NULL)

1620 goto out;

1622 if (scf_handl e_get_scope(handl e, SCF_SCOPE_LOCAL, scope) == -1)
1623 goto out;

1625 if (scf_scope_get_service(scope, SERVICE_NAME, svc) < 0)
1626 goto out;

1628 instance = scf_instance_create(handle);
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1629
1630

1632
1633

1635
1636

1638
1639
1640

1642
1643
1644
1645
1646

1648
1649

1651
1652
1653
1654
1611
1612
1613
1656
1657
1614
1615
1616
1617
1618
1619
1620
1621
1622
1623
1659
1660
1624
1625

1627
1628

1630
1631

1633
1634
1635

1637
1638

1640
1641
1642
1643

1645
1646

if (instance == NULL)
goto out;

if (scf_service_get_instance(svc, instance_nanme, instance) != 0) {
scf_error_t scf_errnum = scf_error();

if (scf_errnum == SCF_ERROR NOT_FOUND)
status = DLADM STATUS_CX;

scf _i nstance_dest roy(i nst ance);

goto out;
}
max_fnri_len = scf _|imt(SCF_LIMT_MAX_FMRI _LENGTH);
if ((buf = malloc(max_fnri_len + 1)) == NULL) {
scf _i nstance_dest roy(i nst ance)
goto out;
}

if (scf_instance_to_fnri(instance, buf, max_fnri_len + 1) > 0) {
char *state;

state = snf_get _state(buf);
if (state & (strcnp(state, SCF_STATE_STRI NG_ CNLI NE) == 0 ||
st rcr'rp(st ate, SCF_STATE_STRI NG DEGRADED) == 0))
f (snf_ di sabl’ e_instance(buf, 0) == O)

/*
* Control interface will use the link name as the UN X socket filename
* in CTRL_I FACE_DI R
* Wait for some tine till timeout to avoid
* arace with scf_instance_del ete() bel ow.
*
/

if (cfile == NULL) {
flen = strlen(CTRL_I FACE_DIR) + strlen(ifnane) + 2;
cfile = malloc(flen);
if (cfile == NULL)

return -1;
res = snprintf(cfile, flen, "%/ %", CIRL_IFACE_ DR ifnane);
if (res <0 || res >= flen) {
free(cfile);
return -1;
wai t _until _di sabl ed( handl e, buf);
}
}
}
ctrl _conn = wpa_ctrl _open(cfile);

free(cflle)

if (ctrl_conn == NULL)
return -1;

/* set ap_scan=2 */
if (wpa_request(ctrl_conn, 2, ap_scan))
return -1;

/* add enpty wifi network block */
(void) wpa_request(ctrl_conn, 1, add_network);

/* |l eave bssid out if strict_bssid=fal se?*/

snprintf(ap_bssid, 3 * DLADM WLAN _BSSI D LEN, MACSTR,
MAC2STR(at t r p- >wa_bssi d. wb_bytes));

(void) wpa_request(ctrl_conn, 3, cnd_bssid);

/* ssid string needs to be quoted */
networ k_val s[0] = malloc(attrp->wa_essid.we_length + 3);
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1647
1648
1649
1650
1664
1665
1666
1667

1652
1653
1654
1655
1656
1657
1658
1659
1660
1661
1662
1663
1664
1665
1666
1667

1669
1670
1671
1672
1673

1675
1676
1677
1678
1679
1669

1671

1673
1674
1675

1677
1678

1680
1681
1682
1683

1685
1686

1688
1689

1691
1692
1693
1694
1695

1681

out :

}

28

snprintf(network_val s[O] attrp->wa_essid.we_length + 3, "\"%\"",
attrp->wa_essid. we_bytes);

/* we will add support “for static WEP config. with wpa_s later */

net wor k_val s[ 4] (char*)dl adm w an_aut h2str (&attrp->wa_auth, malloc(5))

if (scf_inst ance_del ete(instance) != 0)
scf _i nstance_dest roy(i nstance);
goto out;

}

/*

if (*create_ibss) {

net wor k_val s[ 1] =" WPA- NONE"
net wor k_val s[ 2] =" NONE";

net wor k_val s 3] =" TKI P";
net wor k_val s[ 5] =" WPA";

* node=1
* frequency=2412

* psk="secret passphrase"
* ssid="test adhoc"

} else {

net wor k_val s
net wor k_val s
net wor k_val s
net wor k_val s

wpa_key_ngnt _t xt (attrp->wa_ie. key_ngnt);
wpa_ci pher _txt(attrp->wa_ie. pairw se_ci pher);
wpa_ci pher _t xt (attrp->wa_i e. group_ci pher);
((attrp->wa_ie.proto == 2) ? "RSN' : "V\PA");

}

for (i=0; i<6; i++) {

set_network[2] = network_props[i];

set _network[3] = network_vals[i];

(void) wpa_request(ctrl_conn, 4, set_network);
ol

set _network[2] = network_props[O0];
set _network[ 3] = network_val s[0];
wpa_request (ctrl _conn, 4, set_network);
free(network_val s[0]);

free(network “val s[4]);

scf _i nstance destroy(l nst ance);

status = DLADM STATUS_CX;
if (svc !'= NULL)
scf _service_destroy(svc);

if (scope !'= NULL)
scf _scope_destroy(scope);

if (handle != NULL) {
(voi d) scf_handl e_unbi nd(handl e) ;
scf _handl e_dest roy(handl e);

}

return (status);

static dl adm status_t
wpa_i nst ance_cr eat e(dl adm handl e_t handl e, datalink_id_t linkid, void *key)
1690 {

dl adm status_t status = DLADM STATUS_FAI LED;

char *conmmand = NULL;

char *wk_nane = ((dl admw an_key_t *)key)->wk_nane;
int si ze;

char i nst ance_nane[ MAXLI NKNAMVELEN] ;

/*
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1682 * |f we use hexascii strings, wpa_s does not require quotation, and 1732 } else {
1683 * we would be able to pass it directly to wpa_request. 1733 cmd_eap[ 3] = "PEAP";
1684 * Currently getsecobj returns the string value, not hexascii 1734 (voi d) wpa_request(ctrl conn, 4, cnd_eap);
1698 * Use the link nane as the instance nane of the network/wpad service. 1735 set _network[2] = "phase2
1685 */ 1736 set _network[3] = "\"auth= MBCHAPV2\ " " ;
1686 hexascii = malloc(keys->wk_|en + 3); 1737 (void) wpa_request(ctrl_conn, 4, set _network);
1687 snpri ntf(hexasu i, keys- Swk_len + 3, "\"%\"", keys->wk_val); 1719 if ((status = delete_instance(instance_nane)) ==
1700 status = dl adm dat al i nk_i d2i nf o(handl e, linki d NULL, NOLL, NULL, 1720 DLADM_ STATUS _OK)
1701 i nstance_name, sizeof (i nstance_name)) 1721 status = create_i nstance(instance_nanme, conmand);
1702 if (status != DLADM STATUS OK) 1738
1703 goto out; 1739 }
1740 }
1689 if (keys->wk_class == DLADM SECOBJ_CLASS PSK) { 1741 (void) wpa_request(ctrl_conn, 2, enabl e_network);
1690 set _network[2] = "psk"; 1742 /*
1691 set _network[ 3] = hexascii ; 1743 * the wpa_s driver interface starts interacting with net80211 nodul e
1692 (void) wpa_request(ctrl_conn, 4, set_network); 1744 */
1693 } else { 1745 #endif /* ! codereview */
1694 char *cnd_eap[] = {"set_network", "0", "eap", NULL};
1695 set_network[2] = "identity"; 1747 wpa_ctrl _close(ctrl_conn);
1696 set_network[3] = identity; 1724 out:
1697 (void) wpa_request(ctrl_conn, 4, set_network); 1725 if (command != NULL)
1698 set _network[2] = "ca_cert"; 1726 free(comuand) ;
1699 set_network[3] = "\"/etc/cert/ca.pem"";
1700 (voi d) wpa_request(ctrl_conn, 4, set_network); 1749 free(hexascii);
1701 */ 1728 return (status);
1702 if (keys->wk_class == DLADM SECOBJ CLASS _TLS) { 1729 }
1703 char il s props[] e eng| ne", "engine_id", "key_id",
1704 "pin", "client _cert I 1731 static dl adm status
1705 char *tl s_val s[] = {"1", "pkcsll", "TODO', hexascii, 1732 wpa_i nst ance_del et e(dl adm handl e_t handle, datalink_id_t Iinkid)
1706 " DEFAULT_PATH‘}; 1733 {
1707 cmd_eap[3] = "TLS"; 1734 char i nst ance_name[ MAXLI NKNAMELEN] ;
1708 (void) wpa_ request(ctrl _conn, 4, cnd_eap);
1709 for (1=0; i<6; i++) { 1736 *
1710 char *cmj_tl s[] = {"set_network", "0", 1737 * Get the instance name of the network/wpad service (the sanme as
1711 tls_props[i], tls_vals[il}; 1738 * the link nane).
1712 (voi d) vvpa request(ctrl conn, 4, cnd_tls); 1739 *
1705 size = strlen(instance_nane) + strlen(" -k ™)+ stri en( wWk_| nams) + 1; 1740 f (dladm datalink_id2info(handle, linkid, NULL, NULL, NULL,
1706 command = nal | oc(size); 1741 i nstance_nane, sizeof (inst ance_nar’re)) | = DLADM STATUS_CX)
1707 if (command == NULL) { 1742 return (DLADM STATUS_FAI LED);
1708 status = DLADM STATUS_NOVEM
1709 goto out; 1751 return O;
1713 } 1744 return (del ete_instance(instance_nane));
1714 } else { 1752 }
1715 set_network[2] = "password"; __unchanged_portion_onitted_
1716 set _network[ 3] = hexascii;
1717 (void) wpa_request(ctrl_conn, 4, set_network);
1718 if (keys->wk_class == DLADM_ SECOBJ _CLASS TTLS) {
1719 cmd_eap[3] = "TTLS";
1720 (void) wpa_r equest(ctrl_conn, 4, cnd_eap);
1721 /* optional
1722 set _network[2] = "anonynous_identity";
1723 set _networ k[ 3] = "DEFAULT_ANONYMOUS";
1724 (void) wpa_request(ctrl_conn, 4, set_network);
1725 set _network[2] = "phase2";
1726 set _network[3] = "\"auth=PAP\"";
1711 (void) snprintf(command, size, "-i % -k %", instance_nanme, wk_nane);
1713 status = create_instance(instance_nane, conmand);
1714 if (status == DLADM STATUS EXI ST) {
1727 I*
1728 * ot her possible values are: aut h=MSCHAPV2 auth
1729 * we do not support autheap=TLS for eap-ttls
1716 * Delete the existing instance and create a new i nstance
1717 * with the supplied argunents.
1730 */
1731 (void) wpa_request(ctrl_conn, 4, set_network);
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first integration of wpa_s control interface client code
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1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governing perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRR R
COONOUITAWNROW©O~NOUTSWN

/
22 #endif /* | codereview */
/*

24 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
25 * Use is subject to license terns.
26 */

28 #ifndef _LI BDLWAN H
29 #define _LI BDLW.AN H

31 /*
32 * This file includes structures, macros and routines used by WAN |ink
33 * admnistration.

*/

36 #include <sys/types. h>
37 #include <sys/un. h>

38 #endif /* | codereview */
39 #include <libdl adm h>
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57 #defi ne DLADM W.AN_CONNECT_TI MEOUT_DEFAULT 10
58 #define DLADM W.AN_CONNECT_CREATEI BSS 0x00000001
60 #define | EEE80211_CAP_ESS 0x0001
61 #define | EEEB0211_CAP_| BSS 0x0002
62 #define | EEE80211_CAP_PRI VACY 0x0010
63 #define | EEEB0211_CAP_RSN 0x0800
64 #define | EEEB0211_ RATE ox7f
65 /* device driver capability, not net80211 ones*/
66 #define | EEE80211_C WPA 0x01800000
68 #define | EEEB0211_Cl PHER VEP 0
69 #define | EEE80211_Cl PHER TKI P 1
70 #define | EEE80211 (@] PHER AES_OCB 2
71 #define | EEE80211_Cl PHER_AES_CCM &
72 #define | EEE80211_Cl PHER _CKI P 4
73 #define | EEE80211_Cl PHER_NONE 5 /* pseudo val ue */
75 #define | EEEB0211_M_ME_ASSCC 1 /* associate station */
76 #define | EEE80211_M.ME_DI SASSCC 2 /* di sassociate station */
77 #define | EEE80211_M.ME_DEAUTH 3 /* deauthenticate station */
78 #define | EEE80211_M.ME_AUTHORI ZE 4 /* authorize station */
79 #define | EEES80211_M.ME_UNAUTHORI ZE 5 /* unaut hori ze station */

81 /* Key Fl ags */

82 #define | EEE80211_KEY_XM T 0x01 /* key used for xmt */

83 #defi ne | EEE80211_KEY_RECV 0x02 /* key used for recv */

84 #define | EEES80211_KEY_GROUP /* key used for WPA group operation */ \
85 0x04

86 #define | EEE80211_KEY_SWCRYPT 0x10 /* host-based encrypt/decrypt */
87 #define | EEEB0211_KEY_SWM C 0x20 /* host -based enmic/demic */

88 #define | EEEB0211_KEY_COVMON /* comon flags passed in by apps */ \
89 (1 EEE80211_KEY_XM T | | EEE80211_KEY_RECV | | EEE80211_KEY_GROUP)

91 #define | EEEB0211_KEY_DEFAULT 0x80 /* default xmt key */

30 #defi ne DLADM W.AN_CONNECT_NOSCAN 0x00000002

93 typedef struct dladmw an_essid {

94 uint32_t we_l ength;

95 uint8_t we_byt es[ DLADM W.AN_MAX_ESSI D LEN ;

33 char we_byt es[ DLADM W.AN_MAX_ESSI D_LEN] ;
96 } dladmw an_essid_t;
_unchanged_portion_onitted_

40 typedef struct dl admw an_ess {
41 d

| adm W an_bssi d_t we_bssi d;
42 dl adm W an_essi d_t we_ssi d;
43 uint_t we_ssid_| en;
44 uint8_t we_wpa_i e[ DLADM W.AN_MAX_WPA | E_LEN ;
45 uint_t we_wpa_ie_l en;
46 int we_freq;

47 } dladmw an_ess_t;

41 | *

42 * General libdlw an definitions and functions.

43 *

44 * These interfaces are ON consolidation-private.

45 * For docunentation, refer to PSARC/ 2006/ 623.

46 */

48 #ifdef _ _cplusplus

49 extern "C'

50 #endi f

52 #define DLADM W.AN_MAX_ESSI D _LEN 32 /* per 802.11 spec */
21 #define DLADM W.AN_MAX_ESSI D_LEN (32 + 1) /* per 802.11 spec */
22 /* max essid length is 32 */
23 /* one nmore for "\0" */
53 #define DLADM W.LAN BSSI D_LEN 6 /* per 802.11 spec */
54 #define DLADM W.AN WPA KEY_ LEN 32 /* per 802.11li spec */
55 #define DLADM W.AN_MAX_WPA_ | E_LEN 40 /* per 802.11li spec */

102 typedef enum {

103 DLADM W.AN_Cl PHER WEP = O,
104 DLADM W.AN_Cl PHER_TKI P,
105 DLADM W.AN_CI PHER_AES_OCB,
106 DLADM W.AN_CI PHER_AES_CCM
107 DLADM W.AN_Cl PHER_CKI P,
108 DLADM W.AN_CI PHER_NONE
109 } dl admw an_ci pher _t;

121
122
123

__unchanged_portion_onitted_

typedef enum {
DLADM W.AN_SECMODE_NONE = 1,
DLADM W.AN_SECMODE_WEP,
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124 DLADM W.AN_SECMODE_PSK,
125 DLADM W.AN_SECVODE_EAP
71 DLADM W.AN_SECMODE_WPA

126 } dl adm w an_secnode_t ;
__unchanged_portion_oni tted

145 | *

146 * auth_alg: list of allowed | EEE 802.11 authentication al gorithms

147 * OPEN = Qpen System aut hentication (required for WPA/ WPA2)

148 * SHARED = Shared Key authentication (requires extern WEP keys)

149 * an AP could have also no auth_alg. this is the only case where key_ngnt =NONE
150 * in wpa_s configuration should be used.

151 *

152 * when DLADM WLAN AUTH NONE is set, DLADM W.AN_SECMODE_NONE shoul d be set too

153 */
154 #endif /* ! codereview */
155 typedef enum {
56 DLADM WLAN_AUTH_NONE,
157 #endi f /* | codereview */
158 DLADM W.AN_AUTH OPEN = 1
159 DLADM W.AN_AUTH_SHARED
160 } dladmw an_aut h_t;

162 typedef enum {
163

DLADM W.AN_BSSTYPE BSS = 0,
91 DLADM W.AN_BSSTYPE BSS = 1,
164 DLADM W.AN_BSSTYPE_| BSS,
165 DLADM W.AN_BSSTYPE_AP

93 DLADM W.AN_BSSTYPE_ANY
166 } dl adm w an bsstype t;
__unchanged_portion_omi tted_

173 typedef uint32_t dl admw an_speed_t;
174 typedef uint32_t dl admw an_channel _t;

176 /*
177 * wa_valid is a bitfield used for indicating the validity of each attribute.
178 * wa_valid may have 0 or nore of the followng bits set:

&/

179

180 #endif /* ! codereview */

181 enum {

182 DLADM W.AN_ATTR_ESSI D = 0x00000001,
183 DLADM W.AN_ATTR BSSI D = 0x00000002,
184 DLADM W.AN_ATTR_SECMODE = 0x00000004,
185 DLADM W.AN_ATTR_STRENGTH = OXOOOOOOOS
186 DLADM W.AN_ATTR_MODE = 0x00000010,
187 DLADM W.AN_ATTR_SPEED = 0x00000020,
188 DLADM W.AN_ATTR_AUTH = 0x00000040,
189 DLADM W.AN_ATTR_BSSTYPE = OXOOOOOOSO,
190 DLADM W.AN_ATTR_CHANNEL = 0x00000100
191 };

193 struct wpa_ie_data {

194 I nt proto

195 int pairw se_cipher;

196 int group_cipher;

197 int key_nmgnt;

198 int capabilities;

199 size_t num pnrki d;

200 const uint8_t *pnkid;

201 int mgnt_group_ci pher;

202 };

204 #endif /* | codereview */
205 typedef struct dladmw an_attr {
206 uint_t wa_valid;
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207 dl adm W an_essid_t wa_essid;

208 dl adm w an_bssi d_t wa_bssi d;

209 dl adm w an_secnode_t wa_ secn‘ode
210 dl adm w an_strength_t wa_strength;
211 dl adm W an_node_t wa_node;

212 dl adm w an_speed_t wa_speed,;

213 dl admw an_aut h_t wa_aut h;

214 dl adm w an_bsst ype_t wa_bsstype;
215 dl adm W an_channel _t wa_channel ;
216 struct wpa_ie_data wa_ie;

217 #endif /* | codereview */
218 } dladmw an_attr_t;

220 enum {

221 DLADM W.AN_LI NKATTR_STATUS = 0x00000001,
222 DLADM W.AN_LI NKATTR_W.AN = 0x00000002
223 };

225 #endif /* | codereview */
226 typedef struct dladmw an_|linkattr {

227 uint_t la_valid;
228 dladm w an_|i nkst atus_t |a_status;
229 dladmw an_attr_t la_ wan_attr;

230 } dladmw an_Tinkattr_t;

232 #define DLADM W.AN_ WEPKEY64_LEN 5 /* per WEP spec */
233 #defi ne DLADM W.AN_WEPKEY128_LEN 13 /* per WEP spec */
234 #define DLADM W.AN_MAX_KEY_LEN 64 /* per WEP/WPA spec */
235 #define DLADM W.AN_MAX_VEPKEYS 4 /* MAX_NVEPKEYS */

236 #define DLADM W.AN_MAX_KEYNAME_LEN 64

238 #endif /* | codereview */
239 typedef struct dl adi\A an_key {

240 ui nt _t wk_i dx

241 uint_t wk_ Ien

242 uint8_t wk val [ DLADM W.AN_MAX_KEY_LEN] ;
243 char wk_nane[ DLADM W.AN_MAX_KEYNANME LEN]
244 dl adm secobj _cl ass_t wk_cl ass;

104 uint _t wk_cl ass;

245 } dladmw an_key_t;

247 #define CTRL_|I FACE_DI R
248 #define CTRL_|I FACE_GLOBAL

"/var/run/wpa_supplicant"”
"/ var/run/ wpa_suppl i cant - gl obal "

250 /*

251 * struct wpa_ctrl - Internal structure for control interface library

252 *

253 * This structure is used by the wpa_supplicant/hostapd control interface
254 * library to store internal data. Programs using the library should not touch
255 * this data directly. They can only use the pointer to the data structure as
256 * an identifier for the control interface connection and use this as one of
257 * the argunents for nost of the control interface |library functions.

258 */

259 struct wpa_ctrl {

260 int s;

261 struct sockaddr _un | ocal ;

262 struct sockaddr _un dest;

263 };

265 #endif /* | codereview */

266 extern dl adm status_t dl admw an_scan(dl adm handl e_t, datalink_id_t, void *,
267 bool ean_t(*)(void *, dladmw an_attr_t *));

107 bool ean_t (*)(void *, dladmw an_attr_t *));

268 extern dladm status_t dl adm w an_connect (dl adm handl e_t, datalink_id_t,

269 dladmw an_attr_t *, int, void *, uint_t, uint_t, char *);

109 dladi\Aan _attr_t *, int, void *, uint_t, uint_t);
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270 extern dl adm status_t dl admw an_di sconnect (dl adm handl e_t, datalink_id_t);
272 | *GET*/
273 extern dl admstatus_t dladmw an_get_|inkattr(dl adm handl e_t, datalink_id_t, dla
275 extern dl adm status_t dl admw an_get _essi d(dl adm handl e_t, datalink_id_t, void *
276 extern dladm status_t dl adm w an_get _bssi d(dl adm handl e_t, datalink_i d t, void *
277 extern dladm status_t dl admw an_get _essl i st (dl adm handl" e_t datalink_id_ t, void
278 extern dladm status_t dl admw an_get _capability(dl adm handle_t, datalink_id_ t, v
280 extern dl adm status_t dl adm W an_set bsstype(dl adm handl e_t, datalink_id_t,
281 dlladm W an_bsst ype *);
282 extern dl adm status_t dl adm W an_set _aut hnDde(dI adm handl e_t, datalink_id_t,
283 dlladm Wl an_aut h_t “)e
284 extern dl adm status_t dl adm wl an_set _encrypt i on(dl adm handl e_t, datalink_id_t,
285 dlladm W an_secnode_t *);
286 extern dl adm status_t dl adm wl an_set _essi d(dl adm | hand| e t, datalink_id_t,
287 const uint8t *, size t)
288 extern dl adm status_t dl adm w an_set _bssi d(dl adm_ hand| e_t, datalink_id_t,
289 diladm w an_bssid_t *);
290 extern dl adm status_t dl adm W an_set _creat ei bss(dl adm handl e_t, datalink_id_t,
291 bool ean _t *),
292 extern dl adm status_t dl adm wl an_set _channel (dl adm handl e_t, datalink_id_t,
293 dlladm W an_channel _t *);
111 extern dl adm status_t dl adm w an_get _| i nkattr(dl adm handl e_t, datalink_id_t,
112 dladm w an_linkattr_t *);
113 /* WPA support routines */
114 extern dl adm status_t dl adm W an_wpa_get _sr(dl adm handl e_t, datalink_id_t,
115 dladmw an_ess_t *, uint_t, uint_t )5
294 extern dladm status_t dl adm w an_wpa_set _i e(dl adm_handl e_t, datalink_id_t,
295 const uint8_t *, size_t);
117 U|nt8t *uint ;
296 extern dl admstatus_t dl admw an_wpa_set Wpa(dl adm handl e_t, datalink_id_t,
297 bool ean_t);
298 extern dladmstatus_t dl admw an_wpa_ del _key(dl adm handl e_t, datalink_id_t,
299 uint_t, const dladmw an_bssid_t *
300 extern dI adm status_t dlladmw an_wpa_. set _key(dl adm handl e_t, datalink_id_t,
301 dl adm Wl an_ci pher _t, const dladmw an_bssid_t *, bool ean_t, uint64_t,
302 uint_t, uint8_t *, ui nt_t);
123 dl adm w an_ci pher _t, const dl admw an_bssid_t *,
124 bool ean_t, uint64_t, uint_t, uint8_t *, wuint_t);
303 extern dladmstatus_t dl admw an_wpa_set _m ne(dl| adm_handl e t, datalink_id_t,
304 dl admw an_m ne_op_t, dladmw an_reason_t, const uint8_t *);
126 dl adm w an_mn ne op
127 dl adm W an_reason_t, "dl admw an_bssid_t *);
306 extern const char *dl adm w an_essi d2str(dl admw an_essid_t *, char *);
307 extern const char *dl adm w an_bssi d2str(dl adm w an_bssid_t *, char *);
308 extern const char *dl adm w an_secnode2str(dl adm w an_secnode_t *, char *);
309 extern const char *dl adm w an_strength2str(dl admw an_strength_t *, char *);
132 extern const char *dl adm w an_ strength2str(dl admw an_strength_t *,
133
310 extern const char *dl admw an m)de25tr(d| adm w an_node_t *, char *);
311 extern const char *dl admw an_speed2str (dl adm w an_speed_t *, char *);
312 extern const char *dl admw an_aut h2str(dl admw an_auth_t *, char *);
313 extern const char *dl adm w an_bsstype2str (dl adm w an_bsstype_t *, char *);
314 extern const char *dl admw an_| i nkstatus2str(dl admw an_|inkstatus_t *, char *);
138 extern const char *dladm w an_| i nkstat us2str(dl admw an_| i nkstatus_t *,
139 char *);
316 extern dl adm status_t dl admw an_str2essid(const char *, dladmw an_essid_t *);
317 extern dl admstatus_t dl admw an_str2bssid(const char *, dladmw an_bssid_t *);
141 extern dl adm status_t dl adm wl an_str2essi d(const char *,
142 dladm W an_essid_t *);
143 extern dl adm status_t dl adm Wl an_st r2bssi d(const char *,
144 diladm w an_bssid_t *);
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318 extern dl adm status_t dl admw an_str2secnode(const char *,

319 dl adm Wl an_secnode_t *);

320 extern dladm status_t dl admw an_str2strength(const char *,

321 dl adm w an_strength_t *);

322 extern dladm status_t dlladmw an_str2nmode(const char *, dl adm w an_node_t
323 extern dl adm status_t dl admw an_str2speed(const char *, dl admw an_speed_
324 extern dladmstatus_t dl admw an_str2auth(const char *, dl admw an_auth_t
149 extern dl adm status_t dl adm wl an_str2node(const char *

150 dlladm W an_node_t *);

151 extern dl adm status_t dl adm Wl an_st r2speed(const char *,

152 diladm Wl an_speed_t *);

153 extern dl adm status_t dl adm W an_str2aut h(const char *,

154 dladmw an_auth_t *);

325 extern dl adm status_t dl admw an_str2bsstype(const char *,

326 dl adm w an_bsstype_t *);

327 extern dladmstatus_t dl admw an_str2linkstatus(const char *,

328 dladmw an_| i nkstatus_t *);

330 /* wpa_i e parsing support routines */

332 /*

333 * wpa_parse_wpa_ie - Parse WPA/RSN | E

334 * @wa_ie: Pointer to WPA or RSN I E

335 * @wa_ie_len: Length of the WPA/RSN | E

336 * @ata: Pointer to data area for parsing results

337 * Returns: 0 on success, -1 on failure

338 *

339 */Parse the contents of WPA or RSN IE and wite the parsed data into data.
340 *

341 extern int wpa_parse_wpa_ie(const uint8_t *wpa_ie, size_t wpa_ie_len,

342 struct wpa_l e_data *data);

344 extern char * wpa_cipher_txt(int cipher);

345

extern char * wpa_key_ngnt_txt(int key_ngnt);

347 /* wpa_supplicant control interface client routines */

349 [ *

350 * wpa_ctrl_open - Open a control interface to wpa_supplicant/hostapd
351 * @trl_path: Path for UN X donmai n sockets;

352 * Returns: Pointer to abstract control interface data or 9%\ULL on failure
353 */

354 extern struct wpa_ctrl * wpa_ctrl_open(const char *ctrl_path);

356 /*

357 * wpa_ctrl_close - Close a control interface to wpa_supplicant

358 * @trl: Control interface data fromwpa_ctrl_open()

359 *

360 * This function is used to close a control interface.

361 */

362 extern void wpa_ctrl_close(struct wpa_ctrl *ctrl);

364 extern int wpa_request(struct wpa_ctrl *ctrl, int argc, char *argv[]);
366 #endif /* | codereview */

367 #ifdef _ cplusplus

368 }

369 #endi f

371 #endif /* _LI BDLW.AN_H */

oF
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____unchanged_portion_onitted_

66 /*

67 * not inplenented:

68 * powernode: Specifies the power managenent node of the WFi |ink.
69 * Possible values are:

70 * off (disable power nanagenent),

71 * max (nmaxi num power savings), and

72 * fast (perfornmance sensitive power nmanagenent).

73 * Default is off.

74 *

75 * radio: Specifies whether the radio is on or off; default is on.
76 */

78 #endif /* | codereview */
79 typedef enum {

80 DLADM W.AN_RADI O ON = 1,
81 DLADM WLAN_RADI O_COFF

82 } dladmw an_radio_t;

84 typedef enum {

85 DLADM W.AN_PM OFF = 1,
86 DLADM W.AN_PM_MAX,

87 DLADM W.AN_PM FAST

88 } dl adm w an_power node_t ;

90 extern dladmstatus_t i_dladmw an_| egacy_i octl (dl adm handl e_t,

91 datalink_id_t, widp_t *, uint_t, size_t, uint_t,

92 size_t);

93 extern dl adm status_t i _dladm w an_par an(dl adm handl e_t, datalink_id_t,

94 void *, mac_prop_id_t, size_t, boolean_t);

95 extern bool ean_t i _dladm w an_convert_chan(w _phy_conf_t *, uint32_t *);
97 #ifdef __cplusplus

98 }

99 #endi f

101 #endif /* _LI BDLWLAN | MPL_H */
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1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRR R
COONOUITAWNROW©O~NOUTSWN

-~

25 #include <stdlib. h>

26 #include <string. h>

27 #include <strings.h>

28 #include <errno. h>

29 #include <ctype. h>

30 #include <stddef.h>

31 #include <sys/types. h>

32 #include <sys/stat.h>

33 #include <sys/dld. h>

34 #include <sys/zone. h>

35 #include <fcntl. h>

36 #i nclude <unistd. h>

37 #include <libdevinfo.h>

38 #include <zone. h>

39 #include <libdllink.h>

40 #i nclude <libdl adm.i npl . h>
41 #include <libdlw an_inpl . h>
42 #include <libdlw an. h>

43 #include <libdl vl an. h>

44 #include <libdl vnic. h>

45 #include <libdlib. h>

46 #include <libintl.h>

47 #include <dl fcn. h>

48 #include <link. h>

49 #include <inet/wifi_ioctl.h>
50 #include <libdl adm h>

51 #include <libdlstat.h>

52 #incl ude <sys/param h>

53 #i nclude <sys/debug. h>

54 #include <sys/dld. h>

55 #include <inttypes. h>

56 #include <sys/ethernet.h>
57 #include <inet/iptun.h>

58 #i nclude <net/wpa. h>

58 #include <sys/sysnacros. h>

Copyright (c) 2006, 2010, Oracle and/or its affiliates. Al rights reserved.
/
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118
119
120
121

229

#i ncl ude <sys/vl an. h>

#i ncl ude <Ii bdl bri dge. h>
#i ncl ude <stp_in. h>

#i ncl ude <netinet/dhcp. h>
#i ncl ude <netinet/dhcp6. h>
#i ncl ude <net/if_types. h>
#i ncl ude <libinetutil.h>
#i ncl ude <pool . h>

/*

* The I'inkprop get() call back.

* pd: pointer to the prop_desc_t

* - propstrp a property string array to keep the returned property.
* Cal I er all ocated.

* - cntp: nunber of returned properties.

*/ Caller also uses it to indicate how nmany it expects.
*

struct prop_desc;
typedef struct prop_desc prop_desc_t;

typedef dladmstatus_t pd_getf_t(dladm handle_t, prop_desc_t *pdp,
datalink_id_t, char **propstp uint_t *cntp,
dat al i nk_ medlat uint_t, uint_t *);

/
The |inkprop set() callback.
- propval : a val _desc_t array which keeps the property values to be set.
- cnt: nunber of properties to be set.
- flags: addi tional flags passed down the systemcall.

pd_set takes val _desc_t given by pd_check(), translates it into

a format suitable for kernel consunption. This may require allocation
of ioctl buffers etc. pd_set() may call another common routine (used
by all other pd_sets) which invokes the ioctl.

* ok Sk Ok ok Ok k% ok

typedef dladmstatus_t pd_setf_t(dl adm handl e_t, prop_desc_t *, datalink_id_t,
val _desc_t *propval, uint_t cnt, uint_t flags,
datal i nk_nedia_t);

/
The |inkprop check() call back.
- propstrp: property string array which keeps the property to be checked.
- cnt: nunmber of properties.
- propval : return value; the property values of the given property strings.

pd_check checks that the input values are valid. It does so by
iteraring through the pd_nodval list for the property. If

the nodifiabl e val ues cannot be expressed as a |list, a pd_check
specific to this property can be used. If the input values are
verified to be valid, pd_check allocates a val _desc_t and fills it
with either a val _desc_t found on the pd_nodval |ist or sonething
generated on the fly.

* Ok ok ok Ok % OF kO ok % %
-~

typedef dladmstatus_t pd_checkf_t(dl adm handle_t, prop_desc_t *pdp,
datalink_id_t, char **propstrp, uint_t *cnt,
uint_t flags, val_desc_t **propval,
datal i nk_nedia_t);

typedef struct link_attr_s {
mac_prop_id_t pp_id;
size_t pp_val si ze;
char *pp_nane;
} link_attr_t;
_unchanged_portion_onitted_

#def i ne MAC_PROP_BUFSI ZE( V) sizeof (dld_ioc_nmacprop_t) + (v) - 1
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gg% /: Supported link properties enunerated in the prop_table[] array are
233 * conputed using the callback functions in that array. To conpute the
234 * property value, nultiple distinct systemcalls nay be needed (e.g.
235 * for wifi speed, we need to issue systemcalls to get desi red/supported
236 * rates). The link_attr[] table enunerates the interfaces to the kernel,
237 * and the type/size of the data passed in the user-kernel interface.
ggg :/aticlink_attr_t link_attr[] = {

240 { MAC_PROP_DUPLEX, si zeof (link_duplex_t),

242 { MAC_PROP_SPEED, sizeof (uint64_t),

244 { MAC_PROP_STATUS, sizeof (link_state_t),

246 { MAC_PROP_AUTONEG sizeof (uint8_t),

248 { MAC_PROP_MTU, sizeof (uint32_t),

250 { MAC_PROP_FLONCTRL, sizeof (link_flowctrl _

252 { MAC_PROP_ZONE, sizeof (dld_ioc_zid_t),

254 { MAC_PROP_AUTOPUSH, si

256 { MAC_PROP_ADV_10GFDX_CAP, sizeof (uint8_t),

258 { MAC_PROP_EN_10GFDX_CAP, sizeof (uint8_t),

260 { MAC_PROP_ADV_1000FDX_CAP, sizeof (uint8_t),

262 { MAC_PROP_EN_1000FDX_CAP, sizeof (uint8_t),

264 { MAC_PROP_ADV_1000HDX_CAP, sizeof (uint8_t),

266 { MAC_PROP_EN_1000HDX_CAP, sizeof (uint8_t),

268 { MAC_PROP_ADV_100FDX_CAP, sizeof (uint8_t),

270 { MAC_PROP_EN_100FDX_CAP, sizeof (uint8_t),

272 { MAC_PROP_ADV_100HDX_CAP, sizeof (uint8_t),

274 { MAC_PROP_EN_100HDX_CAP, sizeof (uint8_t),

276 { MAC_PROP_ADV_10FDX_CAP, sizeof (uint8_t),

278 { MAC_PROP_EN_10FDX_CAP, sizeof (uint8_t),

280 { MAC_PROP_ADV_10HDX_CAP, sizeof (uint8_t),

282 { MAC_PROP_EN_10HDX_CAP, sizeof (uint8_t),

284 { MAC_PROP_W._ESSI D, sizeof (W _linkstatus_t),

286 { MAC_PROP_W._BSSI D, sizeof (W _bssid_ t),

288 { MAC PROP_W._BSSTYPE, sizeof (w _bss_type_t),

290 { MAC_PROP_W.__LI NKSTATUS, sizeof (W _linkstatus_t), "w _linkstatus"},
292 /* Wl _rates_t has variable length */

293 { MAC_PROP_W._DESI RED RATES, sizeof (W _rates_t),

295 /* wl _rates_t has variable length */

"dupl ex"},

"speed"},

"state"},

"adv_aut oneg_cap"},

"ntu'y,
"flowctrl"},

"zone"},

zeof (struct dl autopush), "autopush"},

"adv_10gf dx_cap"},
"en_10gf dx_cap"},
"adv_1000f dx_cap"},
"en_1000f dx_cap"},
"adv_1000hdx_cap"},
"en_1000hdx_cap"},
"adv_100f dx_cap"},
"en_100f dx_cap"},
"adv_100hdx_cap"},
"en_100hdx_cap"},
"adv_10f dx_cap"},
"en_10f dx_cap"},
"adv_10hdx_cap"},
"en_10hdx_cap"},
"essid"},
"bssid"},

"bsstype"},

"desired_rates"},
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296 { MAC_PROP_W._SUPPORTED RATES, sizeof (w _rates_t), "supported_rates"},
298 { MAC_PROP_W._AUTH MODE, sizeof (W _authnode_t), "authnode"},

300 { MAC_PROP_W._ENCRYPTI ON, sizeof (W _encryption_t), "encryption"},
302 { MAC_PROP_W._RSSI, sizeof (W _rssi_t), "signal "},

304 { MAC_PROP_W._PHY_CONFI G, sizeof (W _phy_conf_t), "phy_conf"},

306 { MAC_PROP_W._CAPABI LI TY, sizeof (W _capability_t), "capability"},
308 { MAC_PROP_WL_WPA, sizeof (W _wpa_t), "wpa"},

311 /* w _wpa_ess_t has variable length */

312 { MAC PROP_W._SCANRESULTS, sizeof (W _wpa_ess_t), "scan_results"},
310 { MAC_PROP_W._PONER_MODE, sizeof (W _ps_node_t), "powernode"},

312 { MAC_PROP_W._RADI O, sizeof (dladmw an_radio_t), "w _radio"},
314 { MAC_PROP_W._ESS LI ST, sizeof (W _ess_list_t), "W _ess_list"},

316 { MAC PROP_W._KEY_TAB, sizeof (W _wep_key tab_t), "w _wep_key"},
318 { MAC_PROP_W._CREATE_I BSS, sizeof (W _create_ibss_t), "createibss"},
320 /* wl _wpa_ie_t has variable length */

321 { MAC PROP_W._SETOPTIE, sizeof (W _wpa_ie_t), "set_ie"},

323 { MAC_PROP_W._DELKEY, sizeof (W _del _key_t), "wpa_del _key"},

325 { MAC_PROP_W._KEY, sizeof (W _key_t), "W _key"},

327 { MAC_PROP_W._M_ME, sizeof (W _mne_t), "m e},

329 { MAC_PROP_TAGMODE, si zeof (link_tagnode_t), "tagnode"},
331 { MAC_PROP_I| PTUN_HOPLIM T, sizeof (uint32_t), "hoplimt"},

333 { MAC_PROP_I| PTUN_ENCAPLI M T, sizeof (uint32_t), "encaplimt"},

335 { MAC_PROP_PVI D, sizeof (uintl6_t), "defaul t _tag"},

337 { MAC PROP_LLIMT, sizeof (uint32_t), "learn_limt"},

339 { MAC_PROP_LDECAY, sizeof (uint32_t), "l earn_decay"},

341 { MAC_PROP_RESOURCE, si zeof (mac_resource_props_t), "resource"},
343 { I\/AC PROP_RESOQURCE_EFF, sizeof (mac_resource_props_t),

344 "resource-effective"},

346 { MAC_PROP_RXRI NGSRANGE, sizeof (mac_propval _range_t), "rxrings"},
348 { MAC_PROP_TXRI NGSRANGE, sizeof (mac_propval _range_t), "txrings"},
350 { MAC_PROP_MAX_TX_RI NGS_AVAI L, sizeof (uint_t),

351 "txrings-avail abl e"},

353 { MAC_PROP_MAX RX_RINGS AVAIL, sizeof (uint_t),

354 "rxrings-avail abl e"},

356 { MAC_PROP_MAX_RXHWCLNT_AVAI L, sizeof (uint_t), "rxhwclnt-avail able"},
358 { MAC_PROP_MAX_TXHWCLNT_AVAI L, sizeof (uint_t), "txhwclnt-available"},
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360 { MAC PROP_I B LI NKMODE, sizeof (uint32_t), “1i nknmode"},
362 { MAC_PROP_PRI VATE, 0, "driver-private"}
363 };

____unchanged_portion_onitted_




new usr/src/lib/libdl adm comon/ mapfil e-vers 1
LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES]
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new usr/src/lib/libdl adm comron/ mapfil e-vers
cl eaned |int warnings
LEEE R R R R EE SRR EEEEEEEEEEE RS SRR SRR EEEEEREEREEEEEEEEESE]
1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright (c) 2006, 2010, Oracle and/or its affiliates. Al rights reserved.
23 #
25 #
26 # MAPFI LE HEADER START
27 #
28 # WARNING  STOP NOW DO NOT MODI FY THI'S FI LE.
29 # bj ect versioning nust conply with the rules detailed in
30 #
31 # usr/src/lib/ READMVE. mapfil es
32 #
33 # You shoul d not be neking nodifications here until you’ve read the nost current
34 # copy of that file. If you need hel p, contact a gatekeeper for guidance.
35 #
36 # MAPFI LE HEADER END
37 #

39 $mapfile_version 2

41 SYMBOL_VERSI ON SUNWrivate_1.1 {

42 gl obal :

43 dl adm open;

44 dl adm cl ose;

45 dl adm dl d_fd;

46 dl adm door _fd;

47 dl adm_i nf o;

48 dl adm wal k;

49 dl adm st at us2str;

50 dl adm | i nkst at e2str;

51 dl adm_| i nkdupl ex2str;
52 dl adm set _rootdir;

53 dl admval id_li nknane
54 dl adm mac_wal k;

55 dl adm_i ni t_I i nkprop;

56 dl adm get _Ti nkprop;

57 dl adm get _| i nkpr op_val ues;
58 dl adm set _I i nkprop;

59 dl adm wal k_I i nkpr op;

60 dladmattr_is_|1nkprop;

61 dl adm | i nkprop_i s_set;
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62 dl adm val i d_secobj _nane;
63 dl adm_i nit _secobj;
64 dl adm get _secobj ;
65 dl adm set _secobj ;
66 dl adm unset secobj
67 dl adm wal k_secobj ;
68 dl adm str2interval;
69 dl adm bw2str;
70 dl adm st r2bw,
71 dl adm secobj cl ass2str;
72 dl adm str2secobj cl ass;
73 dl adm aggr _up;
74 dl adm aggr _add;
75 dl adm_ aggr _create;
76 dl adm aggr _del et e;
77 dl adm_aggr _nodi fy,
78 dl adm aggr _r enove;
79 dl adm aggr _| acpnode2str;
80 dl adm aggr _| acpti ner2str;
81 dl adm aggr _nmacaddr 2str;
82 dl adm aggr _pol i cy2str;
83 dl adm aggr _portstate2str;
84 dl adm aggr _str 2l acpnode;
85 dl adm aggr _str 2l acpti ner;
86 dl adm aggr _str2macaddr;
87 dl adm aggr _str 2pol i cy;
88 dl adm aggr _i nf o;
89 dl adm key2li nki d
90 dl adm w an_scan;
91 dl adm W an_connect ;
92 dl adm w an_di sconnect ;
93 dl adm wl an_get _bssi d;
94 dl adm W an_get _essi d;
95 dl adm w an _get _esslist;
96 #endif /* | codereview */
97 dl adm w an_get _linkattr;
98 dl adm w an_set _aut hnode;
99 dl adm w an_set _bsst ype;
100 dl adm w an_set _channel ;
101 dl adm w an_set encrypt i on;
102 dl adm W an_set _essi d;
103 #endif /* ! codereview */
104 dl adm W an_essi d2str;
105 dl adm W an_bssi d2str;
106 dl admw an secm)deZst r;
107 dl adm w an_strengt h2str;
108 dl adm w an_node2str;
109 dl adm W an_speed2str;
110 dl adm w an_aut h2str;
111 dl adm W an_bsstype2str;
112 dl adm W an_| i nkst atus2str;
113 dl adm W an_str 2essi d;
114 dl adm w an_str 2bssi d;
115 dl adm w an strZSeande
116 dl adm W an_str 2st r engt h
117 dl adm W an_st r 2node;
118 dl adm w an_str Zspeed
119 dl adm w an_st r 2aut h;
120 dl adm w anfstersstype;
121 dl adm w an_str 2l i nkst at us;
122 dl adm_i ptun_creat e;
123 dl adm_i pt un_del et e;
124 dl adm_i pt un_nodi fy;
125 dl adm_i pt un_get par ans;
126 dl adm_i pt un_up;
127 dl adm_i pt un_down;
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128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157

93
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185

187
188
189
190
191
192

dl adm i pt un_set 6t o4r el ay;
dl adm_ i pt un_get 6t o4r el ay;
dl adm vl an_creat €;

dl adm vl an_del et €;

dl adm vl an_up;

dl adm vl an_i nf o;

dl adm cl ass2str;

dl adm nedi a2str;

dl adm st r2nedi a;

dl adm renane_l i nk;

dl adm phys_i nf o;

dl adm phys_del et €;

dl adm dev2l i nki d;

dl adm_| i nki d2I egacynane;
dl adm create_datal i nk_i d;
dl adm destroy_datal i nk_i d;
dl adm remap_dat al i nk_i d;
dl adm up_dat al i nk_i d;

dl adm_nane2i nf o;

dl adm dat al i nk_i d2i nf o;
dl adm wal k_dat al i nk_i d;
dl adm creat e_conf;

dl adm open_conf;

dl adm get snap_conf;

dl adm write_conf;

dl adm r enobve_conf;

dl adm destroy_conf;

dl adm get _conf _field;

dl adm set _conf _field;

dl adm unset _conf _fiel d;
dl adm w an_wpa_get _sr;
dl adm w an_wpa_set _i e;
dl adm W an_wpa_set _wpa;
dl adm W an_wpa_del _key;
dl adm W an_wpa_set _key;
dl adm w an_wpa_set _nl ne;
dl adm vni c_create;

dl adm vni c_del et €;

dl adm_vni c_i nfo;

dl adm vni c_str2nacaddrt ype;
dl adm vni c_up;

dl adm wal k_nmacaddr ;

dl adm wal k_hwgr p;

dl adm pri 2str;

dl adm str2pri;

dl adm prot ect 2str;

dl adm str 2protect;

dl adm i pv4addr 2str;

dl adm st r 2i pv4addr;

dl adm i pv6addr 2str;

dl adm st r 2i pv6addr;

dl adm st art _usagel og;

dl adm st op_usagel og;

dl adm wal k_usage_res;

dl adm wal k_usage_ti ne;
dl adm usage_summary;

dl adm usage_dat es;

dl adm zone_boot ;

dl adm zone_hal t;

dl adm f | ow_add;

dl adm fl ow_renove;
dl adm f | ow_par se_db;
dl adm wal k_f | ow,
dladm flow_ init;

dl adm fl ow_i nf o;
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193
194
195
196

198
199

201
202
203
204

206
207
208
209
210
211
212
213
214

216

218
219
220
221
222
223
224
225
226
227
228
229

231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252
253
254
255
256
257

dl adm prefi x| en2nask;
dl adm mask2pr efi xl en;
dl adm st r2prot o;
dl adm proto2str;

dladm free_attrs;
dl adm parse_flow attrs;

dladm flow attr_ip2str;
dladm flow attr_proto2str;
dladm flow attr_port2str;
dladm flow attr_dsfiel d2str;

dl adm free_props;

dl adm parse_l i nk_pr ops;
dl adm get _| i nkprop;

dl adm set _| i nkprop;

dl adm wal k_I i nkpr op;

dl adm parse_f | ow_props;
dl adm get _f | owpr op;

dl adm set _f | owpr op;

dl adm wal k_f | owpr op;

dl adm par sel i nk;

dl adm conti nuous;

dl adm kst at _| ookup;

dl adm get _stats;

dl adm kst at _val ue;

dl adm get _si ngl e_nmac_stat;
dl adm stats_total;

dl adm stats_diff;

dl adm et her _i nf o;

dl adm et her _aut oneg2str;
dl adm et her _pause2str;

dl adm et her _spdx2str;

dl adm et her _i nf o_done;

dl adm si met _creat e;

dl adm si met _nodi fy;

dl adm si mmet _del et €;

dl adm si met _i nf o;

dl adm_si met _up;

dl adm bri dge_str2prot;

dl adm bri dge_prot 2str;

dl adm bri dge_get _properties;
dl adm bri dge_run_properti es;
dl adm bri dge_confi gure;

dl adm bri dge_enabl e;

dl adm bri dge_del et e;

dl adm bri dge_stat e;

dl adm bri dge_get _portli st;
dl adm bridge_free_portlist;
dl adm bridge_set | i nk;

dl adm bri dge_get i nk;

dl adm bridge_l'i nk_st at e;

dl adm val i d_bri dgenane;

dl adm observe_t o_bri dge;

dl adm bri dge_get _f wdt abl e;
dl adm bri dge_free_fwdt abl e;
dl adm bri dge_get _trill nick;
dl adm bridge_free_trillnick;
dl adm bri dge_get _ni ck;

dl adm bri dge_set _ni ck;

dl adm bri dge_get _pri vprop;
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260
261
262
263

265
266
267
268
269

271
272
273
274
275
276

278
279
280
281
282
283
284 };

dl adm | i nk_stat _query;

dl adm | i nk_st at _di f f chai n;
dladm|ink_stat_free;

dladm | ink_stat_query_all;
dladm | i nk_stat_query_all _free;

dl adm fl ow_stat_query;
dladm flow stat_diff;

dl adm fl ow stat_free;

dl adm fl ow_stat _query_all;
dl adm fl ow_stat _query_all _free;
dl adm part _create;

dl adm part _del et e;

dl adm part _i nfo;

dl adm part _up;

dl adm i b_i nfo;

dl adm free_i b_i nfo;

dl adm range2strs;
dl adm st rs2range;
dl adm range2l i st;
dl adm | i st 2r ange;

|l ocal :
* -

__unchanged_portion_onitted_
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__unchanged_portion_omtted_

53 static secobj_class_info_t secobj_class_table[] = {

54 {"wep™, DLD_SECOBJ_CLASS VEP},
55 {"psk". DLD_SECOBJ_CLASS_PSK} |
56 {"eap-tls", DLD_SECOBJ_CLASS_TLS},
57 {"eap-ttls", DLD_SECOBJ_CLASS TTLS},
58 {" peap", DLD_SECOBJ_CLASS_PEAP}
55 {"wpa", DLD SECOBJ_CLASS WPA}

b
__unchanged_portion_omtted_
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1/*

2 * Copyright (c) 2002-2012, Jouni Malinen <j@di.fi>

3 *

4 * This programis free software; you can redistribute it and/or nodify

5 * it under the ternms of the GNU General Public License version 2 as

6 * published by the Free Software Foundati on.

7 *

8 * Alternatively, this software may be distributed under the terms of BSD
9 * |icense.

10 */

12 #incl ude <unistd. h>

13 #include <stdlib. h>

14 #incl ude <stdio. h>

15 #include <strings. h>
16 #incl ude <errno. h>

17 #incl ude <ctype. h>

18 #include <fcntl. h>

19 #include <libdlw an. h>

21 /* | EEE 802.11i */
22 #define PMKID_LEN 16

24 #define WPA_SELECTOR LEN 4
25 #define WPA_VERSI ON 1

26 #define RSN_SELECTOR LEN 4
27 #define RSN_VERSI ON 1

29 #define BIT(x) (1 << (x))

31 /* key_ngnt: */

32 #define WPA_KEY_MGMI_| EEE8021X BI T( 0)

33 #define WPA_KEY_MGMI_PSK BI T(1)

34 #define V\PA KEY I\/GVIT NONE Bl T( 2)

35 #define V\PA KEY NGMT | EEEB021X_NO WPA BI T( 3)
36 #define WPA_KEY_MGMI_WPA_NONE Bl T(4)

38 /* proto: */
39 #define WPA_PROTO WPA BI T(0)
40 #define WPA_PROTO RSN BI T(1)

42 |/ * pairw se: and group: cyphers */
43 #define WPA_Cl PHER_NONE BI T( 0)

44 #define WPA_Cl PHER_WEP40 BI T(1)

45 #define WPA_Cl PHER_ WEP104 BI T(2)
46 #define WPA_Cl PHER TKI P BI T(3)

47 #define WPA_Cl PHER_CCMWP BI T(4)

49 /* not supported by net80211%/

50 #define WPA KEY MGMI_FT_| EEEB021X BI T(5)

51 #define WPA_KEY_MGMI_FT_PSK BI T( 6)

52 #define WPA_KEY_MGMT_| EEE8021X_SHA256 BI T(7)
53 #define WPA_KEY_MGMI_PSK_SHA256 Bl T(8)

54 #define WPA_KEY_MGMI_WPS BI T(9)

56 /* Information El enent |1Ds */

57 #define W.AN_EID SSID 0

58 #define V\LAN El D RSN 48

59 #define V\LAN El D VENDOR_SPECI FI C 221
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61 #define WPA GET_LE16(a) ((uintl6_t) (((a)[
62 #define WPA_GET BE16(a) ((uint16_t) (((a)[
63 #define WPA_PUT_BE16(a, val)

64 do {

65 (a)[0] = ((uintl6_t) (val)) >> 8 \
66 (a)[1] = ((uint16_t) (val)) & Oxff; \
67 } while (0)

70 #define RSN SELECTOR(a, b
71 (((Cuint32_t) (a)
72 (uint32_t) (d))

74 #define WPA_AUTH KEY MGMI_NONE RSN SELECTOR(0x00, 0x50, Oxf2, 0)
75 #define WPA AUTH KEY MGMI_UNSPEC 802 1X RSN SELECTOR(0x00, 0x50, Oxf2, 1)
76 #define WPA AUTH KEY MGMI_PSK_OVER 802 1X RSN SELECTOR(0x00, 0x50, Oxf2, 2)
77 #define WPA_Cl PHER SUI TE_NONE RSN SELECTOR(0x00, 0x50, Oxf2, O0)

78 #define WPA_Cl PHER SUl TE_WEP40 RSN_SELECTOR(0x00, 0x50, Oxf2, 1)

79 #define WPA_Cl PHER SUI TE_TKI P RSN SELECTOR(0x00, 0x50, Oxf2, 2)

80 #define WPA O PHER_SUI TE WRAP RSN_SELECTOR(0x00, 0x50, Oxf2, 3)

81 #define WPA_Cl PHER_SUI TE_COMP RSN_SELECTOR(0x00, Ox50, Oxf2, 4)

82 #define WPA_Cl PHER_SUl TE_WEP104 RSN_SELECTOR(0x00, 0x50, Oxf2, 5)

. ¢, d
) s 221) | (((uint32_t) (b)) << 16) | (((uint32_t) (c))

85 #define RSN AUTH KEY MGMI_UNSPEC 802 1X RSN SELECTOR(0x00, OxOf, Oxac, 1)
86 #define RSN AUTH KEY_MGMI_PSK_OVER 802 _1X RSN SELECTOR(0x00, OxOf, Oxac, 2)

88 #define RSN _AUTH KEY_MGMTI_802_1X SHA256 RSN _SELECTOR(0x00, 0xO0f, Oxac, 5)
89 #define RSN_AUTH_KEY_MGMI_PSK_SHA256 RSN_SELECTOR( 0x00, OXOf Oxac, 6)
90 #define RSN_AUTH_KEY_MGMI_TPK_HANDSHAKE RSN_SELECTOR( 0x00, OXOf Oxac, 7)

92 #define RSN _Cl PHER SU TE_NONE RSN _SELECTOR(0x00, O0x0f, Oxac, O0)

93 #define RSN_CI PHER SUI TE_WEP40 RSN_SELECTOR( OXOO 0x0f Oxac, 1)

94 #define RSN_CI PHER SUI TE_TKI P RSN_SELECTOR(0x00, O0xOf, Oxac, 2)

95 #define RSN_Cl PHER_SUl TE_WRAP RSN_SELECTOR(0x00, OxOf, Oxac, 3

96 #define RSN_Cl PHER_SUl TE_CCMP RSN_SELECTOR(0x00, OxOf, Oxac, 4)

97 #define RSN_Cl PHER_SU TE_WEP104 RSN SELECTCR(OXOO OxOf Oxac, 5)

98 #define RSN_CI PHER SUI TE_AES_128_CMAC RSN_SELECTOR(0x00, O0xOf, Oxac, 6)

100 #define WPA QU _TYPE RSN_SELECTOR(0x00, 0x50, Oxf2, 1)

102 #define RSN _SELECTOR PUT(a, val) WPA PUT BE32((uint8_t *) (a) (vaI ))
103 #define RSN_SELECTOR GET(a) WPA GET BE32((const uint8_t *)

105 #define RSN_NUM REPLAY_COUNTERS 1 0
106 #define RSN_NUM REPLAY_COUNTERS 2 1
107 #define RSN_NUM REPLAY_COUNTERS 4 2
108 #define RSN_NUM REPLAY_COUNTERS_16 3

110 /* | EEE 802.11, 7.3.2.25.3 RSN Capabilities */
111 #define WPA_CAPABI LI TY_PREAUTH BI T(0)
112 #define WPA_CAPABI LI TY_NO_PAI RW SE BI T(1)

114 #define WPA_GET_BE32(a) ((((uint32_t) (a)[0]) << 24) | (((ui
115 (((uint327t) (a)[2]) << 8) | ((uin

117 /* Bl14-Bl15: Reserved */

119 /* WPA |E version 1

120 * 00-50-f2:1 (QUI: QU type)

121 * 0x01 0x00 (version; little endian)

122 * (all following fields are optional:)

123 * Group Suite Selector (4 octets) (default: TKIP)

124 * Pairwi se Suite Count (2 octets, little endian) (default: 1)

125 * Pairwise Suite List (4 * n octets) (default: TKIP)

126 * Authenticated Key Managenent Suite Count (2 octets, little endian)
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127 * (default: 1) 193 return "WEP-104";
128 * Authenticated Key Managenent Suite List (4 * n octets) 194 case WPA_Cl PHER_TKI B
129 * (default: unspec 802.1X) 195 return "TKIP";
130 * WPA Capabilities (2 octets, little endian) (default: 0) 196 case WPA _Cl PHER CCMP:
131 */ 197 return TCOWP";
198 defaul t:
133 #pragma pack(1) 199 return " UNKNOWN' ;
134 struct wpa_ie_hdr { 200 }
135 uint8_t elem.id; 201 }
136 uint8_t len;
137 uint8_t oui [4]; /* 24-bit QU followed by 8-bit OU type */ 203 /**
138 uint8_t version[2]; /* little endian */ 204 * wpa_key_ngnt_txt - Convert key managenment suite to a text string
139 }; 205 * @ey_ngnt: Key managenent suite (WPA_KEY_MGMI_* enum
140 #pragma pack() 206 * @roto: WPA/ WPA2 version (WA _PROTO *)
207 * Returns: Pointer to a text string of the key managenent suite nane
142 /* 1/4: PWKI D 208 */
143 * 2/4: RSN IE 209 char * wpa_key_ngnt _txt(int key_ngnt)
144 * 3/4: one or two RSN |Es + GIK | E (encrypted) 210 {
145 * 4/4: enpty 211 switch (key_mgnt) {
146 * 1/2: GIK I E (encrypted) 212 case WPA_KEY_MGMT_I EEE8021X:
147 * 2/2: enpty 213 return "WPA- EAP";
148 */ 214 case WPA_KEY_ IVG\/IT PSK:
215 return "WPA- PSK";
150 /* RSN | E version 1 216 case WPA_KEY_MGMI_NONE:
151 * 0x01 0x00 (version; little endian) 217 return "NONE';
152 * (all followi ng fi elds are optional ;) 218 case WPA _KEY_| NG\/IT | EEE8021X_NO WPA:
153 * Group Suite Selector (4 octets) (default: CCWP) 219 return "1 EEE8021X";
154 * Pairwise Suite Count (2 octets, little endian) (default: 1) 220 defaul t:
155 * Pairwise Suite List (4 * n octets) (default: CCWP) 221 return " UNKNOMW';
156 * Authenticated Key Managenent Suite Count (2 octets, little endian) 222
157 * (default: 1) 223 }
158 * Authenticated Key Managenent Suite List (4 * n octets)
159 * (defaul t: unspec 802. 1X) 225 static int wpa_cypher_to_bitfield(const uint8_t *s)
160 * RSN Capabilities (2 octets, little endian) (default: 0) 226 {
161 * PMKID Count (2 octets) (default: 0) 227 if (RSN_SELECTOR GET(s) == WPA_Cl PHER SUI TE_NONE)
162 * PWKID List (16 * n octets) 228 return WPA_Cl PHER_NONE;
163 * Managenent G oup C pher Suite (4 octets) (default: AES-128-CVAC) 229 if (RSN_SELECTOR _GET(s) == WPA_Cl PHER SUl TE_WEP40)
164 */ 230 return WPA_Cl PHER VEP40;
231 i f (RSN_SELECTOR GET(s) == WPA Cl PHER SUI TE_TKI P)
166 #pragma pack(1) 232 return WPA Cl PHER TKI P;
167 struct rsn_ie_hdr { 233 if (RSN_SELECTOR GET(s) == WPA_Cl PHER_SUI TE_CCWP)
168 uint8_t elemid; /* WAN El D RSN */ 234 return WPA _Cl PHER CCVP;
169 uint8_t len; 235 i f (RSN_SELECTOR GET(s) == WPA_Cl PHER SUl TE_WEP104)
170 uint8_t version[2]; /* little endian */ 236 return WPA _Cl PHER WEP104;
171 }; 237 return O;
172 #pragma pack() 238 }
174 /* local functions prototypes */ 240 static int wpa_key_ngnt _to_bitfield(const uint8_t *s)
241 {
176 static int wpa_parse_wpa_i e_wpa(const uint8_t *wpa_ie, size_t wpa_ie_len, 242 if (RSN_SELECTOR GET(s) == WPA_AUTH KEY_MGMI_UNSPEC 802_1X)
177 struct wpa_ie_data *data); 243 return WPA_KEY IVGMT | EEES021X;
178 static int wpa_parse_wpa_ie_rsn(const uint8_t *rsn_ie, size_t rsn_ie_len, 244 if (RSN_SELECTOR GET(s) == WPA AUTH KEY_MGMI_PSK_OVER 802_1X)
179 struct wpa_ie_data *data); 245 return WPA_KEY lvGMr PSK;
180 /** 246 i f (RSN_SELECTOR GET(s) == WPA AUTH_KEY_MGMTI_NONE)
181 * wpa_ci pher_txt - Convert cipher suite to a text string 247 return V\PA_KEY_I\/G\/IT_V\PA_NO\JE
182 * @i pher: G pher suite (WPA _ClPHER * enum 248 return O;
183 * Returns: Pointer to a text string of the cipher suite name 249 }
184 */
185 char * wpa_ci pher _txt(int cipher) 251 static int wpa_parse_wpa_ie_wpa(const uint8_t *wpa_ie, size_t wpa_ie_len,
186 { 252 struct wpa_i e_data *dat a)
187 switch (cipher) { 253 {
188 case WPA_CI PHER_NONE: 254 const struct wpa_ie_hdr *hdr;
189 return "NONE"; 255 const uint8_t *pos;
190 case WPA_Cl PHER WEP40: 256 int left;
191 return "WEP-40"; 257 int i, count;
192 case WPA Cl PHER VEP104:
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260
261
262
263
264
265
266
267

269
270
271
272

274
275
276
277
278

280

282
283
284
285
286
287
288

290
291

293
294
295
296
297
298
299
300
301

303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321

323
324

nenset (data, 0, sizeof(*data));

dat a- >proto = V\PA PROTO_WPA,

dat a- >pai rwi se_ci pher = WPA_Cl PHER TKI P;
dat a- >gr oup_ci pher = WPA_Cl PHER _TKI P;
dat a- >key_ngnt V\PA KEY_MGMT_| EEE8021X;
dat a- >capabi | i t| es = 0;

dat a- >pnki d = NULL;

dat a- >num pnkid = O;

dat a- >ngnt _gr oup_ci pher = 0;

if (wa_ie_ len == 0) {
/* No WPA IE - fail silently */
return -1,

}

if (wpa_ie_len < sizeof (struct wpa_ie_hdr)) {
printf("wpa_parse_wpa_ie_wpa: ie len too short %u",
(unsi gned | ong) wpa_ie_len);
return -1;

}
hdr = (const struct wpa_ie_hdr *) wpa_ie;

if (hdr->elemid != WAN_EI D_VENDOR SPECI FI C | |
hdr->len '= wpa_ie_len - 2 |
RSN_SELECTOR_GET( hdr - >oui) !'= WPA_OUI _TYPE ||
WPA_GET LE16(hdr >version) != WPA_VERSION) {
printf("wpa_parse_wpa_ie_wpa: malformed ie or unknown version");

return -2,
}
pos (const uint8_t *) (hdr + 1);
left = wpa_ie_len - sizeof (*hdr);

if (left >= V\PA_SELECTCR_LEN) {
dat a- >gr oup_ci pher = wpa_cypher _to_bitfi el d(pos);
pos += WPA_SELECTOR_LEN,
left -= WPA_SELECTOR _LEN
} else if (left > 0)
printf("wpa_parse_wpa_i e_wpa:
left);

return -3;

e length misnatch, % too nuch",

}

if (left >=2) {
dat a- >pai rwi se_ci pher = 0;
count = WPA_GET_LE16( pos);

pos += 2;
left -= 2;
if (count == 0 || left < count * WPA SELECTOR LEN) {

printf("wpa_parse_wpa_i e_wpa: ie count botch (pairw se)\
, count % left %", count, left);
return -4;

for (i =0; i < count; i++) {
dat a- >pai rwi se_ci pher | = wpa_cypher_to_bitfield(pos);
pos += WPA_SELECTOR LEN,
left -= WPA_SELECTOR_LEN;

}

} else if (left == 1) {
printf("wpa_parse_wpa_ie_wpa: ie too short (for key nmgnt)");
return -5;

}

if (left >=2) {
dat a- >key_ngnt = 0;
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343
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360
361
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363
364

366
367
368
369
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372
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376
377
378
379
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382
383
384
385

387
388
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count = WPA_GET_LE16( pos);

pos += 2;

left -= 2;

if (count == || left < count * WPA_SELECTOR LEN) {
printf("wpa_parse_wpa_i e_wpa: ie count botch (key

, count % left %", count, left);

return -6;

}

for (i =0; i < count; i++) {

dat a- >key_ngnt

pos += WPA SELECTOR_LEN;

left -= WPA_
} else i% (left == 1) {

printf("wpa_parse_wpa_i e_wpa:

return -7,

}

if (left >=2) {
dat a- >capabilities
pos += 2;
left -= 2;

}

if (left > 0) {

printf("wpa_parse_wpa_i e_wpa:

- ignored", left

return O;

| **

* wpa_parse_wpa_i e_rsn - Parse RSN

@lata: Pointer to structure that
Returns: 0 on success, <0 on fail

'-P:(-:(-x-x-x-
-~

struct wpa_|

SELECTOR_LEN;

= WPA_CET_LE16( pos) ;

)

IE

@sn_ie: Buffer containing RSN | E
@sn_ie_len: RSN IE buffer length (includi

ure

atic int wpa_parse_wpa_ie_rsn(const uint8 t *rsn_ie, size_t

i e_data *data)

const struct rsn_ie_hdr *hdr;

const uint8_t *pos;
int left;
int i, count;

menset (data, 0, sizeof(*data));

data->proto = V\PA PROTO_RSN;
dat a- >pai rwi se_ci pher = WPA |

Cl PHER_CCWVP;

dat a- >gr oup_ci pher = WPA_Cl PHER_CCVP;
dat a- >key_ngnt V\PA KEY_MGMT_| EEES021X;

dat a- >capabi | i tl es = 0;

dat a- >prki d = NULL;

dat a- >num pnkid = O;

dat a- >ngnt _gr oup_ci pher = 0;

if (rsn_ie_len == {
/* No RSN IE - fail
return -1,

}

silently */

if (rsn_ie_len < sizeof(struct rsn_ie_hdr)) {
printf("wpa_parse wpa_ie_rsn: ie len too short

(unsi gned | ong)
return -1;

rsn_ie_len);

| = wpa_key_mgnt _to_bitfiel d(pos);

ie has % trailing bytes \

rsn_ie_len,

% u"

ngnt )\

ie too short (for capabilities)");

ng | E nunber and |l ength octets)
will be filled in with parsed data
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391 }

393 hdr = (const struct rsn_ie_hdr *) rsn_ie;

395 if (hdr->elem.id != WAN_EI D RSN ||

396 hdr->len T=rsn_ie_len - 2

397 WPA_GET_LE16( hdr->Version) = RSN VERSION) {

398 printf("wpa_parse_wpa_ie_rsn: malformed ie or unknown version");
399 return -2;

400 }

402 pos (const uint8_t *) (hdr + 1);

403 left = rsn_ie_len - sizeof (*hdr);

405 if (left >= RSN SELECTOR LEN) {

406 dat a- >gr oup_ci pher = wpa_cypher _to_bitfiel d(pos);

407 pos += RSN_SELECTOR_LEN,

408 left -= RSN SELECTO? LEN;

409 } elseif (left > 0) {

410 printf("wpa_parse_wpa_ie_rsn: ie length m smatch, % too nuch",
411 left);

412 return -3;

413 1

415 if (left >=2)

416 dat a- >pai rwi se_ci pher = 0;

417 count = WPA_CET_LE16( pos);

418 pos += 2;

419 left -= 2;

420 if (count == 0 || left < count * RSN_SELECTOR LEN) {

421 printf("wpa_parse_wpa_ie_rsn: ie count botch (pairw se)\
422 , count % left %", count, left);

423 return -4;

424 }

425 for (i =0; i < count; i++) {

426 dat a- >pai rwi se_ci pher | = wpa_cypher_to_bitfiel d(pos);
427 pos += RSN _SELECTOR_LEN,

428 left -= RSN_SELECTOR_ LEN

429 }

430 } elseif (left == 1)

431 printf("wpa_parse_wpa_ie_rsn: ie too short (for key ngnt)");
432 return -5;

433 }

435 if (left >=2) {

436 dat a- >key ngnt = O;

437 count WPA_GET_LE16( pos);

438 pos += 2;

439 left -= 2;

440 if (count == 0 || left < count * RSN_SELECTOR _LEN)

441 printf("wpa_parse_wpa_ie_rsn: ie count botch (key mgnt)\
442 , count % left %", count, left);

443 return -6;

444 }

445 for (i =0; i < count; i++) {

446 dat a- >key_ngnt | = wpa_key_ngnt _to_bitfiel d(pos);

447 pos += RSN SELECTOR LEN,

448 left -= RSN _SELECTOR _LEN;

449 }

450 } else if (left == 1) {

451 printf("wpa_parse_wpa_ie_rsn: ie too short (for capabilities)");
452 return -7;

453 }

455 if (left >= 2)

456 dat a- >capabiliti es = WPA_GET_LE16( pos) ;
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457 pos += 2;

458 left -= 2;

459 }

461 if (left >=2) {

462 dat a- >num pnki d = WPA_GET_LE16( pos) ;

463 pos += 2;

464 left -= 2;

465 if (left <(|nt) dat a- >num prki d * PMKI D_LEN)

466 printf(" wpa_par se_wpa_| ie_rsn: PWID underflow "
467 T(num prki d=% u | ef t =%l) "

468 (unsi gned | ong) data- >num_pnki d,
469 left);

470 dat a- >num pnkid = O;

471 return -9;

472 } else {

473 dat a- >pnki d = pos;

474 pos += data >num pnki d * PMKI D_LEN;

475 left -= data->numpnkid * PMVKID_LEN,

476 }

477 }

479 if (left > 0)

480 printf("wpa_parse_wpa_ie_rsn: ie has % trailing bytes \
481 - ignored", left);

483 return O;

484 }

486 int wpa_parse_wpa_ie(const uint8_t *wpa_ie, size_t wpa_ie_len,

487 struct wpa_i e_data *data)

488 {

489 if (wa_ie_len >= 1 & wpa_ie[0] == WAN_EI D_RSN)

490 return wpa_parse_wpa_i e_rsn(wpa_ie, wpa_ie_len, data);
491 el se

492 return wpa_parse_wpa_i e_wpa(wpa_i e, wpa_ie_len, data);
493 }

495 [ *

496 char * wpa_supplicant_ie_txt(char *pos, char *end, const char *proto,
497 const uint8_t *ie, size_t ie_len)
498 {

499 struct wpa_i e_data dat a;

500 int first, ret;

502 ret = os_snprintf(pos, end - pos, "[%-", proto);

503 if (ret <0 || ret >= end - pos)

504 return pos;

505 pos += ret;

507 if (wpa_parse_wpa_ie(ie, ie_len, &data) < 0) {

508 ret = os_snprintf(pos, end - pos, "?1");

509 if (ret <0 || ret >= end - pos)

510 return pos;

511 pos += ret;

512 return pos;

513 1

515 first = 1;

516 if (data key ngm & WPA_KEY_MGMI IEEE8021X) {

517 ret = os_snprintf(pos, end - pos, "U%EAP', first 2 ""
518 if (ret <0 || ret >= end - pos)

519 return pos;

520 pos += ret;

521 first = 0;

522 }
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523 if (data.key_ngnt & WPA_KEY_MGMI_PSK) {

524 ret = os_snprintf(pos, end - pos, "%PSK', first ? ""
525 if (ret <0 || ret >= end - pos)

526 return pos;

527 pos += ret;

528 first = 0;

529 }

530 if (data.key_ngmt & WPA KEY_MGMI_WPA NONE) {

531 ret = os_snprintf(pos, end - pos, "%None", first ? ""
532 if (ret <0 || ret >= end - pos)

533 return pos;

534 pos += ret;

535 first = 0;

536 }

538 pos = wpa_suppl i cant _ci pher_t xt (pos, end, data. pairw se_cipher);
540 if (data.capabilities & WPA_CAPABI LI TY_PREAUTH) ({

541 ret = os_snprintf(pos, end - pos, "-preauth");

542 if (ret <0 || ret >= end - pos)

543 return pos;

544 pos += ret;

545 1

547 ret = os_snprintf(pos, end - pos, "]");

548 if (ret <0 || ret >= end - pos)

549 return pos;

550 pos += ret;

552 return pos;

553 }

555 static const uint8_t * wpa_bss_get_vendor_ie(const struct wpa_bss *bss,
556 {

557 const uint8_t *end, *pos;

559 pos = (const uint8_ t *) (bss + 1);

560 end = pos + bss->ie_len;

562 while (pos + 1 < end) {

563 if (pos + 2 + pos[1] > end)

564 br eak;

565 if (pos[0] == W.AN_EI D VENDOR SPECI FI C && pos[1] >= 4 &&
566 vendor _type == WPA GET_BE32( &pos[2]))
567 return pos;

568 pos += 2 + pos[1];

569 }

571 return NULL;

572 }

574 static const uint8_t * wpa_bss_get_ie(const struct wpa_bss *bss, uint8_t
575

576 const uint8_t *end, *pos;

578 pos = (const uint8_t *) (bss + 1);

579 end = pos + bss->ie_len;

581 while (pos + 1 < end)

582 if (pos + 2 + pos[1] > end)

583 break;

584 if (pos[0] ==ie)

585 return pos;

586 pos += 2 + pos[1];

587 1

9
+);
"y

ui nt32_t
ie)

10
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589 return NULL;

590 }

592 Fornmat one result on one text line into a buffer.

593 int wpa_supplicant_ctrl_iface_scan_result(

594 struct wpa_supplicant *wpa_s,

595{ const struct wpa_bss *bss, char *buf, size_t buflen)
596

597 char *pos, *end;

598 int ret;

599 const uint8_t *ie, *ie2;

601 pos = buf;

602 end = buf + buflen;

604 ie = wpa_bss_get_vendor _i e(bss, WPA_ | E_VENDOR TYPE);
605 if (ie)

606 pos = wpa_supplicant_ie_txt(pos, end, "WPA", ie, 2 + ie[l]);
607 ie2 = wpa_bss_get _i e(bss, WLAN_EI D RSN);

608 if (ie2)

609 pos = wpa_supplicant_ie_txt(pos, end, "WPA2", ie2, 2 + ie2[1]);
610 pos = wpa_suppl i cant _wps_i e_t xt (wpa_s, pos, end, bss);
611 if (lie & !ie2 && bss->caps & | EEEB0211 CAP_ PRI VACY) {
612 ret = os_snprintf(pos, end - pos, "[VWEP]");
613 if (ret <0 || ret >= end - pos)

614 return -1;

615 pos += ret;

616 }

617 if (bss->caps & | EEEB0211_CAP_I BSS) {

618 ret = os_snprintf(pos, end - pos, "[IBSS]");
619 if (ret <0 || ret >= end - pos)

620 return -1;

621 pos += ret;

622

623 if (bss->caps & | EEE80211_CAP_ESS) {

624 ret = os_snprintf(pos, end - pos, "[ESS]");
625 if (ret <0 || ret >= end - pos)

626 return -1;

627 pos += ret;

628 1

630 ret = os_snprintf(pos, end - pos, "\t%",

631 wpa_ssi d_t xt (bss->ssid, bss->ssid_len));
632 if (ret <0 || ret >= end - pos)

633 return -1;

634 pos += ret;

636 ret = os_snprintf(pos, end - pos, "\n");

637 if (ret <0 || ret >= end - pos)

638 return -1,

639 pos += ret;

641 return pos - buf;

642 }

645 int wpa_supplicant _ctrl _iface_scan_results(

646 struct wpa_supplicant *wpa_s, char *buf, size_t buflen)

647 {

648 char *pos, *end;

649 struct wpa_bss *bss;

650 int ret;

652 pos = buf;

653 end = buf + buflen;

654 ret = os_snprintf(pos, end - pos, "bssid / frequency / signal

| evel

/
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655 "flags / ssid\n");

656 if (ret <0 || ret >= end - pos)

657 return pos - buf;

658 pos += ret;

660 dl _list_for_each(bss, &wpa_s->bss_id, struct wpa_bss, list_id) {
661 ret = wpa_supplicant_ctrl_iface_scan_result(wpa_s, bss, pos,
662 end - pos);
663 if (ret <0 || ret >= end - pos)

664 return pos - buf;

665 pos += ret;

666 }

668 return pos - buf;

669 }

670 */

671 #endif /* ! codereview */
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ess_list ioctl now provides all scan results properties for wpa/libdl wan
first integration of wpa_s control interface client code
first integration of wpa_s wpa_ie parsing code
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1/*

2 * Copyright (c) 2002-2012, Jouni Mlinen <j@ui.fi>

3 *

4 * This programis free software; you can redistribute it and/or nodify

5 * it under the terns of the GNU General Public License version 2 as

6 * published by the Free Software Foundation.

7 *

8 * Alternatively, this software may be distributed under the terms of BSD
9 * |icense.

10 */

12 #i ncl ude <uni std. h>

13 #include <stdlib. h>

14 #include <stdio. h>

15 #incl ude <strings. h>

16 #incl ude <errno. h>

17 #include <ctype. h>

18 #include <fcntl.h>

19 #include <sys/socket.h>
20 #include <libdlw an. h>

22 #define WPA_CTRL_RSP " CTRL- RSP-"
24 enum wpa_cnd_f | ags {

25 cli_cnd_flag_none = 0x00,

26 cli_cnd_flag_sensitive = 0x01

27 };

29 struct wpa_cnd {

30 const char *cnd;

31 int (*handl er)(struct wpa_ctrl *ctrl, int argc, char *argv[]);
32 enum wpa_cnd_f | ags fl ags;

33 const char *usage;

34 };

36 /**

37 * wpa_ctrl_request - Send a conmand to wpa_supplicant/hostapd

interface connections and use one of them for conmands and the other one for
receiving event nessages, in other words, call wpa_ctrl_attach() only for

38 * @trl: Control interface data fromwpa_ctrl_open()
39 * @md: Command; usually, ASCI| text, e.g., "PING
40 * @md_len: Length of the cnd in bytes
41 * @eply: Buffer for the response
42 * @eply_len: Reply buffer length
43 * @rsg_ch: Call back function for unsolicited nessages or %NULL if not used
44 * Returns: 0 on success, -1 on error (send or receive failed), -2 on tineout
45 *
46 * This function is used to send conmands to wpa_supplicant/hostapd. Received
47 * response will be witten to reply and reply_len is set to the actual |ength
48 * of the reply. This function will block for up to two seconds while waiting
49 * for the reply. If unsolicited nessages are received, the bl ocking tinme may
50 * be longer.
Bil
52 * meg_cb can be used to register a callback function that will be called for
53 * unsolicited nessages received while waiting for the comrmand response. These
54 * npessages nay be received if wpa_ctrl_request() is called at the sanme tine as
55 * wpa_supplicant/hostapd is sending such a nessage. This can happen only if
56 * the program has used wpa_ctrl_attach() to register itself as a nonitor for
57 * event nessages. Alternatively to msg_ch, prograns can register two control
*
*
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60 * the control interface connection that will be used for event nessages.
61 */

62 static int wpa_ctrl_request(struct wpa_ctrl *ctrl, const char *cnd,

63 size_t cmd_len, char *reply, size_t *reply_|len,

64 void (*msg_cb)(char *msg, size_t len));

66 /* These are tenporary UNI X sockets created for receiving requests nessages*/

67 #define CTRL_I FACE_CLIENT_DIR "/var/run"
68 #define CTRL_I FACE_CLI ENT_PREFI X "wpa_ctrl _"

70 struct wpa_ctrl * wpa_ctrl_open(const char *ctrl _path)
71 {

72 struct wpa_ctrl *ctrl;

73 static int counter = O;

74 int ret;

75 size_t res;

76 int tries = 0;

78 ctrl = mall oc(sizeof (*ctrl));

79 if (ctrl == NULL)

80 return NULL;

81 menmset (ctrl, 0, sizeof(*ctrl));

83 ctrl->s = socket (PF_UNI X, SOCK_DGRAM 0);

84 if (ctrl->s < 0)

85 free(ctrl);

86 return NULL;

87 }

89 ctrl->local.sun_famly = AF_UNIX;

90 count er ++;

91 try_again:

92 ret = snprintf(ctrl->local.sun_path, sizeof(ctrl->local.sun_path),
93 CTRL_I FACE_CLIENT_DIR "/"

94 CTRL_I FACE_CLI ENT_PREFI X "%l- %", (int) getpid(), counter);
95 if (ret <0 || (size_t) ret >= sizeof(ctrl->local.sun_path)) {
96 close(ctrl->s);

97 free(ctrl);

98 return NULL;

99 1

100 tries++;

101 if (bind(ctrl->s, (struct sockaddr *) &ctrl->local,

102 sizeof (ctrl->local)) < 0)

103 if (errno == EADDRI NUSE && tries < 2) {

104 *

105 * getpid() returns unique identifier for this instance
106 * of wpa_ctrl, so the existing socket file nust have
107 * been left by unclean term nation of an earlier run.
108 * Renpve the file and try again.

109 */

110 unlink(ctrl->local.sun_path);

111 goto try_again;

112

113 close(ctrl->s);

114 free(ctrl);

115 return NULL;

116 1

118 ctrl->dest.sun_famly = AF_UNIX;

119 res = strlcpy(ctrl->dest.sun_path, ctrl_path,

120 si zeof (ctrl->dest.sun_path));

121 if (res >= sizeof(ctrl->dest.sun_path)) {

122 close(ctrl->s);

123 free(ctrl);

124 return NULL;

125 }



new usr/src/lib/libdl adm conmon/ wpa_if.c

126 if (connect(ctrl->s, (struct sockaddr *) &ctrl->dest,

127 S|zeof(ctrl—>dest)) < 0) {

128 close(ctrl->s);

129 unlink(ctrl->l ocal . sun_pat h);

130 free(ctrl);

131 return NULL;

132 }

134 return ctrl;

135 }

137 }/oi d wpa_ctrl_cl ose(struct wpa_ctrl *ctrl)

138

139 if (ctrl == NULL)

140 return;

141 unlink(ctrl->local.sun_path);

142 if (ctrl->s >=0)

143 close(ctrl->s);

144 free(ctrl);

145 }

147 static int wpa_ctrl_request(struct wpa_ctrl *ctrl, const char *cnd, size_t cnd_l
148 char *reply, size_t *reply_Ilen,

149 ( void (*nsg_ch) (char *msg, size_t len))

150

151 struct tineval tv;

152 int res;

153 fd_set rfds;

154 const char *_cnd;

155 char *cmd_buf = NULL;

156 size_t _cnd_len;

158 {

159 _cmd = cnd;

160 _cnd_len = cnmd_| en;

161 1

163 if (send(ctrl->s, _cnd, _cnmd_len, 0) < 0) {

164 free(cnd_buf);

165 return -1;

166 }

167 free(cnd_buf);

169 for (;;) {

170 tv.tv_sec = 10;

171 tv.tv_usec = 0;

172 FD _ZERQ( &r f ds) ;

173 FD _SET(ctrl->s, &rfds);

174 res = select(ctrl->s + 1, &fds, NULL, NULL, &tv);

175 if (res <0)

176 return res;

177 if (FD_ISSET(ctrl->s, &fds)) {

178 res = recv(ctrl->s, reply, *reply_len, 0);

179 if (res <0)

180 return res;

181 if (res>0&&reply[0] ='<) {

182 /* This is an unsolicited message from
183 * wpa_supplicant, not the reply to the
184 * request. Use n'sgfcb to report this to the
185 * caller. */

186 if (msg_l cb) {

187 * Make sure the nessage is nul
188 * termnated. */

189 if ((size_t) res == *reply_len)
190 res = (*reply len) - 1;
191 reply[res] ='\0
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192 msg_ch(reply, res);
193

194 continue;

195 }

196 *reply_len = res;

197 break;

198 } else {

199 return -2;

200 }

201

202 return O;

203 }

205 static void wpa_nsg_cb(char *nsg, size_t |en)

206 {

207 snprintf(nsg, len, "%\n");

208 }

210 static int _wpa_ctrl_comand(struct wpa_ctrl *ctrl, char *cnd,
211 {

212 char buf[2048];

213 size_t len;

214 int ret;

216 len = sizeof (buf) - 1;

217 ret = wpa_ctrl request(ctrl cmd, strlen(cmd), buf, & en,
218 wpa_nsg_cb);

219 if (ret == - {

220 prlntf("’% conmand tinmed out.\n", cnd);
221 return -2,

222 } elseif (ret < 0)

223 printf(" %’ command failed.\n", cnd);

224 return -1;

225 }

226 if (print) {

227 buf[len] ="'\0";

228 printf("l’/s" buf)

229

230 return O;

231 }

233 static int wpa_ctrl_command(struct wpa_ctrl *ctrl, char *cnd)
234 {

235 return _wpa_ctrl_command(ctrl, cnd, 1);

236 }

238 /* control interface commands routines */

240 static int wpa_cnd_l evel (struct wpa_ctrl *ctrl, int argc,
241 {

242 char cnd[ 256] ;

243 int res;

245 if (argc '=1) {

246 pri ntf(" alid LEVEL cormand: needs one argunent
247 el)\n");

248 return - l;

249 }

250 res = snprintf(cnd, sizeof(cnd), "LEVEL %", argv[O0]);
251 if (res <0 || (sizet) res >= S|zeof(cmi) - 1) {
252 printf("Too | ong LEVEL command.\n

253 return -1;

254

255 return wpa_ctrl_command(ctrl, cnd);

256 }

int print)

char *argv[])

(debug "
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258 static int wpa_cnd_reassociate(struct wpa_ctrl *ctrl, int argc,

259 char *argv[])

260 {

261 return wpa_ctrl _command(ctrl, "REASSCClI ATE");

262 }

264 static int wpa_cnd_identity(struct wpa_ctrl *ctrl, int argc, char *argv[])
265 {

266 char cnd[ 256], *pos, *end;

267 int i, ret;

269 if (argc < 2) {

270 pri ntf("l nvalid | DENTI TY command: needs two argunents "
271 "(network id and identity)\n");

272 return -1;

273 }

275 end = cnd + sizeof (cnd);

276 pos = cnd;

277 ret = snprintf(pos, end - pos, WPA CTRL_RSP "| DENTI TY- ¥%s: %",
278 argv[0], argv[1]);

279 if (ret <0 || ret >= end - pos

280 printf("Too |ong | DENTITY command.\n");

281 return -1;

282 }

283 pos += ret;

284 for (i =2; i < argc; i++)

285 ret = snprintf(pos, end - pos, " %", argv[i]);

286 if (ret <O || ret >=end - pos

287 printf("Too long | DENTITY command.\n");

288 return -1;

289 }

290 pos += ret;

291 }

293 return wpa_ctrl_command(ctrl, cnd);

294 }

296 static int wpa_cnd_password(struct wpa_ctrl *ctrl, int argc, char *argv[])
297 {

298 char cnd[ 256], *pos, *end;

299 int i, ret;

301 if (argc < 2) {

302 printf("Invalid PASSWORD command: needs two argunents "
303 "(network id and password)\n");

304 return -1;

305 1

307 end = cmd + sizeof (cnd);

308 pos = cnd;

309 ret = snprintf(pos, end - pos, WPA _CTRL_RSP "PASSWORD- %: %",
310 argv[0], argv[1]);

311 if (ret <0 || ret >= end - pos)

312 printf("Too | ong PASSWORD conmand. \ n");

313 return -1;

314 1

315 pos += ret;

316 for (i =2; i <argc; i++) {

317 ret = snprintf(pos, end - pos, " %", argv[i]);

318 if (ret <0 || ret >= end - pos)

319 printf("Too | ong PASSWORD command.\n");

320 return -1;

321 }

322 pos += ret;

323 }
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325 return wpa_ctrl_command(ctrl, cnd);

326 }

328 static int wpa_cnmd_new password(struct wpa_ctrl *ctrl, int argc,
329 char *argv[])

330 {

331 char cnd[ 256], *pos, *end;

332 int i, ret;

334 if (argc < 2) {

335 pri ntf("l nval i d NEW PASSWORD command: needs two argunents
336 "(network id and password)\n");

337 return -1;

338 1

340 end = cmd + sizeof (cnd);

341 pos = cnd;

342 ret = snprintf(pos, end - pos, WPA CTRL_RSP "NEW PASSWORD- %s: %",
343 argv[0], argv[1]);

344 if (ret <0 || ret >= end - pos)

345 printf("Too | ong NEW PASSWORD command. \ n");

346 return -1;

347 }

348 pos += ret;

349 for (i =2; i <argc; i++) {

350 ret = snprintf(pos, end - pos, " %", argv[i]);
351 if (ret <0 || ret >= end - pos)

352 printf("Too | ong NEW PASSWORD command.\n");
353 return -1;

354 }

355 pos += ret;

356 }

358 return wpa_ctrl_command(ctrl, cnd);

359 }

362 static int wpa_cnd_pin(struct wpa_ctrl *ctrl, int argc, char *argv[])
363 {

364 char cnd[ 256], *pos, *end;

365 int i, ret;

367 if (argc < 2) {

368 printf("Invalid PIN command: needs two argunents "
369 "(network id and pin)\n");

370 return -1;

371 }

373 end = cmd + sizeof(cnd);

374 pos = cnd;

375 ret = snprintf(pos, end - pos, WPA CTRL_RSP "PIN ¥%s: %",
376 argv[0], argv[1]);

377 if (ret <0 || ret >= end - pos)

378 printf("Too long PIN command.\n");

379 return -1;

380 1

381 pos += ret;

382 for (i =2; i <argc; i++) {

383 ret = snprintf(pos, end - pos, " %", argv[i]);
384 if (ret <0 || ret >= end - pos)

385 printf("Too long PIN command.\n");

386 return -1;

387 }

388 pos += ret;

389 }
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390 return wpa_ctrl _command(ctrl, cnd);

391 }

393 static int wpa_cnd_passphrase(struct wpa_ctrl *ctrl, int argc,
394 char *argv[])

395 {

396 char cnd[ 256], *pos, *end;

397 int i, ret;

399 if (argc < 2) {

400 printf("lInvalid PASSPHRASE command: needs two argunents "
401 "(network id and passphrase)\n");

402 return -1,

403 }

405 end = cmd + sizeof(cnd);

406 pos = cnd;

407 ret = snprintf(pos, end - pos, WPA_CTRL_RSP " PASSPHRASE-%: %",
408 argv[0], argv[1]);

409 if (ret <0 ]| ret >—end-p s) {

410 printf("Too | ong PASSPHRASE cormmand.\n");

411 return -1;

412 1

413 pos += ret;

414 for (i =2; i <argc; i++) {

415 ret = snprintf(pos, end - pos, " %", argv[i]);
416 |f(ret<0||ret >= end - pos)

417 printf("Too | ong PASSPHRASE command.\n");
418 return -1;

419 }

420 pos += ret;

421 1

423 return wpa_ctrl _command(ctrl, cnd);

424 }

427 static int wpa_cnd_bssid(struct wpa_ctrl *ctrl, int argc, char *argv[])
428 {

429 char cnd[ 256], *pos, *end;

430 int i, ret;

432 if (argc < 2) {

433 printf("lInvalid BSSID coomand: needs two argunents (network "
434 "id and BSSID)\n");

435 return -1,

436 }

438 end = cnd + sizeof (cnd);

439 pos = cnd;

440 ret = snprintf(pos, end - pos, "BSSID");

441 if (ret <0 || ret >=end - pos) {

442 printf("Too | ong BSSID command.\n");

443 return -1;

444 }

445 pos += ret;

446 for (i = 0; i < argc; i++) {

447 ret = snprintf(pos, end - pos, " %", argv[i]);
448 |f(ret<0||ret >= end - pos)

449 printf("Too |ong BSSID comrand.\n");
450 return -1;

451 }

452 pos += ret;

453 }

455 return wpa_ctrl_command(ctrl, cnd);
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456 }

458 {stati c int wpa_cnd_|l og_l evel (struct wpa_ctrl *ctrl, int argc, char *argv[])
459

460 char cnd[ 256], *pos, *end;

461 int i, ret;

463 end = cnd + sizeof (cnd);

464 pos = cnd;

465 ret = snprlntf(pos end - pos, "LOG LEVEL");

466 if (ret <0 || ret > end - pos) {

467 printf("Too long LOG LEVEL command.\n");

468 return -1,

469 }

470 pos += ret;

471 for (i =0; i <argc; i++) {

472 ret = snprintf(pos, end - pos, " %", argv[i]);
473 if (ret <0 || ret >= end - pos)

474 printf("Too |ong LOG LEVEL comrand.\n");
475 return -1;

476 }

477 pos += ret;

478 }

480 return wpa_ctrl _command(ctrl, cnd);

481 }

483 static int wpa_cnd_sel ect_network(struct wpa_ctrl *ctrl, int argc,
484 char *argv[])

485 {

486 char cnd[ 32] ;

487 int res;

489 if (argc < 1) {

490 printf("Invalid SELECT_NETWORK command: needs one argunent
491 "(network id)\n");

492 return -1;

493 }

495 res = snprintf(cmd, sizeof(cnd), "SELECT_NETWORK %", argv[O0]);
496 if (res <0 || (size_t) res >= S|zeof(cnd))

497 return -1,

498 cmd[ si zeof (cnd) - 1] = '\0’;

500 return wpa_ctrl_command(ctrl, cnd);

501 }

504 static int wpa_cnd_enabl e_network(struct wpa_ctrl *ctrl, int argc,
505 char *argv[])

506 {

507 char cnd[ 32] ;

508 int res;

510 if (argc < 1) {

511 pri ntf( I nval i d ENABLE_NETWORK command: needs one ar gunent
512 "(network id)\n");

513 return -1;

514 }

516 res = snprintf(cmd, sizeof(cnd), "ENABLE NETWORK %", argv[O0]);
517 if (res <0 || (size_t) res >= 5|zeof(cnd))

518 return -1,

519 cmd[ si zeof (cnd) - 1] = '\0’;

521 return wpa_ctrl_command(ctrl, cnd);
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522 }

525 static int wpa_cnd_di sabl e_network(struct wpa_ctrl *ctrl, int argc,

526 char *argv[])

527 {

528 char cnd[ 32];

529 int res;

531 if (argc < 1) {

532 printf("Invalid DI SABLE_ NETWORK command: needs one argunent
533 "(network id)\n");

534 return -1,

535 }

537 res = snprintf(cnd, sizeof(cnd), "D SABLE_NETWORK %", argv[O0]);
538 if (res <0 || (size_t) res >= sizeof(cmd))

539 return -1;

540 cmd[ si zeof (cnd) - 1] = '\0’;

542 return wpa_ctrl _command(ctrl, cnd);

543 }

546 static int wpa_cnd_add_network(struct wpa_ctrl *ctrl, int argc,

547 char *argv[])

548 {

549 return wpa_ctrl _command(ctrl, "ADD NETWORK");

550 }

553 static int wpa_cnd_renove_network(struct wpa_ctrl *ctrl, int argc,

554 char *argv[])

555 {

556 char cnd[ 32] ;

557 int res;

559 if (argc < 1) {

560 printf("lInvalid REMOVE_NETWORK command: needs one argunent
561 "(network id)\n");

562 return -1;

563 }

565 res = snprintf(cmd, sizeof(cnd), "REMOVE _NETWORK %", argv[O0]);
566 if (res <0 || (size_t) res >= sizeof(cnd))

567 return -1,

568 cmd[ si zeof (cnd) - 1] = '\0";

570 return wpa_ctrl_command(ctrl, cnd);

571 }

573 static int wpa_cnd_set_network(struct wpa_ctrl *ctrl, int argc,

574 char *argv[])

575 {

576 char cnd[ 256] ;

577 int res;

579 if (argc !'=3) {

580 printf("Invalid SET_NETWORK conmmand: needs three argunents\n"
581 "(network id, variable nane, and value)\n");

582 return -1;

583 }

585 res = snprintf(cnd, sizeof(cnd), "SET_NETWORK % % %",

586 argv[0], argv[1l], argv[2]);

587 if (res <0 || (size_t) res >= sizeof(cmd) - 1) {
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588 printf("Too | ong SET_NETWORK command.\n");

589 return -1;

590 }

591 return wpa_ctrl _command(ctrl, cnd);

592 }

594 static int wpa_cnd_di sconnect (struct wpa_ctrl *ctrl, int argc,

595 char *argv[])

596 {

597 return wpa_ctrl _command(ctrl, " DI SCONNECT");

598 }

600 static int wpa_cnmd_reconnect(struct wpa_ctrl *ctrl, int argc,

601 char *argv[])

602 {

603 return wpa_ctrl_command(ctrl, "RECONNECT");

604 }

606 static int wpa_cnd_scan(struct wpa_ctrl *ctrl, int argc, char *argv[])
607 {

608 return wpa_ctrl _command(ctrl, "SCAN');

609 }

612 static int wpa_cnmd_scan_resul ts(struct wpa_ctrl *ctrl, int argc,

613 char *argv[])

614 {

615 return wpa_ctrl _command(ctrl, "SCAN_RESULTS");

616 }

618 static int wpa_cnd_termi nate(struct wpa_ctrl *ctrl, int argc,

619 char *argv[])

620 {

621 return wpa_ctrl _command(ctrl, "TERM NATE");

622 }

624 static int wpa_cnd_interface_add(struct wpa_ctrl *ctrl, int argc,

625 char *argv[])

626 {

627 char cnd[ 256] ;

628 int res;

630 if (argc < 1) {

631 printf("lInvalid | NTERFACE_ADD command: needs at |east one "
632 "argunent (interface nane)\n"

633 "All argunents: ifname confnane driver ctrl_interface
634 "driver_param bridge_nane\n");

635 return -1;

636 }

638 /*

639 * | NTERFACE_ADD <i f nanme>TAB<conf name>TAB<dri ver >TAB<ctr| _i nt erf ace>TAB
640 * <driver_paranm>TAB<bri dge_nane>

641 */

642 res = snprintf(cnd, sizeof(cnd),

643 "| NTERFACE_ADD %\t %6\t %6\t %6\t %6\t %",

644 argv[ 0],

645 argc > 1 2 argv[1] : "", argc > 2 ? argv[2]
646 argc > 3 ? argv[3] "",argc > 4 ? argv[4]
647 argc > 5 ? argv[5] : "");

648 if (res <0 || (size_t) res >= sizeof(cnd))

649 return -1;

650 cmd[ si zeof (cnd) - 1] = "\0";

651 return wpa_ctrl_command(ctrl, cnd);

652 }
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655 static int wpa_cnd_interface_renove(struct wpa_ctrl *ctrl, int argc,
656 char *argv[])

657 {

658 char cnd[ 128];

659 int res;

661 if (argc '=1) {

662 printf("

[
663 " (i

nterface name)\n");
664 return -1,
665 }
667 res = snprintf(cmd, sizeof(cnd), "INTERFACE_REMOVE %", argv[O0]);
668 if (res <0 || (size_t) res >= sizeof(cnd))
669 return -1;
670 cmd[ si zeof (cnd) - 1] = "\0";
671 return wpa_ctrl_command(ctrl, cnd);
672 }
674 static int wpa_cnmd_ap_scan(struct wpa_ctrl *ctrl, int argc, char *argv[])
675 {
676 char cnd[ 256] ;
677 int res;
679 if (argc !'= 1)
680 printf("lInvalid AP_SCAN command: needs one argunent (ap_scan "
681 "val ue)\n");
682 return -1,
683 }
684 res = snprintf(cnmd, sizeof(cnd), "AP_SCAN %", argv[O0]);
685 if (res <0 || (size_t) res >= sizeof(cnmd) - 1)
686 printf("Too I ong AP_SCAN comand.\n");
687 return -1,
688
689 return wpa_ctrl_command(ctrl, cnd);
690 }
692 static int wpa_cnd_suspend(struct wpa_ctrl *ctrl, int argc, char *argv[])
693 {
694 return wpa_ctrl_command(ctrl, "SUSPEND');
695 }
697 static struct wpa_cnd wpa_commands[] = {
698 { "level", wpa_cnd_| evel,
699 cli_cnd_flag_none,
700 "<debug | evel > = change debug | evel" },
701 { "reassociate", wpa_cnd_reassoci ate,
702 cli_cnd_flag_none,
703 "= force reassociation" },
704 { "identity", wpa_cnd_identity,
705 cli_cnd_fl ag_none,
706 "<network id> <identity> = configure identity for an SSID" },
707 { "password", wpa_cnd_password,
708 cli_cnd_flag_sensitive,
709 "<network id> <password> = configure password for an SSID' },
710 { "new_password", wpa_cnd_new _password,
711 cli_cnd_flag_sensitive,
712 "<network id> <password> = change password for an SSID' },
713 { "pin", wpa_cnd_pin,
714 cli_cnd_flag_sensitive,
715 "<network id> <pin> = configure pin for an SSID" },
716 { "passphrase", wpa_cnd_passphrase,
717 cli_cnd_flag_sensitive,
718 "<network id> <passphrase> = configure private key passphrase\n"
719 " for an SSID' },
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720 { "bssid", wpa_cnd_bssid,

721 cli_cnd_fl ag_none,

722 "<network id> <BSSID> = set preferred BSSID for an SSID" },
723 { "log_level", wpa_cnd_| og_| evel,

724 cli_cnd_fl ag_none,

725 "<l evel > [<tinestanp>] = update the |og |evel/tinmestanp\n"
726 "log_level = display the current log | evel and log options" },
727 { "select_network", wpa_cnd_sel ect _network,

728 cli_cnd_flag_none,

729 "<network id> = select a network (disable others)" },

730 { "enabl e_network", wpa_cnd_enabl e_net work,

731 cli_cnd_flag_none,

732 "<network id> = enable a network" },

733 { "disabl e_network", wpa_cnd_di sabl e_net work,

734 cli_cnd_fl ag_none,

735 "<network id> = disable a network" },

736 { "add_network", wpa_cnd_add_networKk,

737 cli_cnd_fl ag_none,

738 "= add a network" },

739 { "renpve_network", wpa_cnd_renpve_network,

740 cli_cnd_flag_none,

741 "<pnetwork id> = renpve a network" },

742 { "set_network", wpa_cnd_set_network,

743 cli_cnd_flag_sensitive,

744 "<network id> <variabl e> <val ue> = set network variabl es (shows\n"
745 " list of variables when run without argunents)" },

746 { "disconnect", wpa_cnd_di sconnect,

747 cli_cnd_flag_none,

748 "= disconnect and wait for reassociate/reconnect command before\n"
749 " connecting" },

750 { "reconnect", wpa_cnd_reconnect,

751 cli_cnd_fl ag_none,

752 ) "= like reassociate, but only takes effect if already di sconnected"
753 )

754 { "scan", wpa_cnd_scan,

755 cli_cnd_flag_none,

756 "= request new BSS scan" },

757 { "scan_results", wpa_cnd_scan_results,

758 cli_cnd_flag_none,

759 "= get latest scan results" },

760 { "term nate", wpa_cnd_term nate,

761 cli_cnd_flag_none,

762 "= term nate wpa_supplicant" },

763 { "interface_add", wpa_cnd_interface_add,

764 cli_cnd_flag_none,

765 "<i fname> <conf nane> <driver> <ctrl _interface> <driver_paranr\n"
766 " <bridge_name> = adds new interface, all paraneters but <ifnanme>\n"
767 " are optional" },

768 { "interface_renpve", wpa_cnd_interface_renove,

769 cli_cnd_flag_none,

770 "<ifname> = renoves the interface" },

771 { "ap_scan", wpa_cnd_ap_scan,

772 cli_cnd_flag_none,

773 "<val ue> = set ap_scan paraneter" },

774 { "suspend", wpa_cnd_suspend, cli_cnd_flag_none,

775 "= notification of suspend/hibernate" },

776 { NULL, NULL, cli_cnmd_flag_none, NULL }

777 };

779 int wpa_request(struct wpa_ctrl *ctrl, int argc, char *argv[])

780 {

781 struct wpa_cnd *cnd, *match = NULL;

782 int count;

783 int ret = 0;

785 count = O;
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786 cmd = wpa_conmands;

787 while (crmd->cnd) {

788 i{f (strncasecnp(cnd->cnd, argv[0], strlen(argv[0]))
789

790 match = cnd;

791 if (strcasecnp(cnd->cnd, argv[0]) == 0) {
792 /* we have an exact match */

793 count = 1;

794 br eak;

795

796 count ++;

797 }

798 cnd++;

799 }

801 if (count > 1)

802 pri ntf( Anbl guous command ' %’ ; possible commands: "
803 cmd = wpa_commands;

804 whil e (cnd->cnd) {

805 if (strncasecnp(cnd->cnd, arg ,

806 strIen(argv[O])) == 0) {
807 printf(" cmd

808 }

809 cnu++;

810 }

811 printf("\n");

812 ret = 1;

813 } elseif (count == 0) {

814 pri ntf( Unknown command ' %’ \n", argv[O0]);

815 ret = 1;

816 } else {

817 ret = match->handler(ctrl, argc - 1, &argv[1]);
818 }

820 return ret;
821 }
822 #endif /* | codereview */

== 0)

, argv[0]);
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__unchanged_portion_onitted_

523 static nwamerror_t
524 val i d_secnpde(nwam val ue_t val ue)

525 {

526 uint64_t secnode;

528 if (nwam.val ue_get _ui nt 64(val ue, &secnode) != NWAM SUCCESS)
529 return (NVAM_ENTI TY_| NVALI D_VALUE) ;
531 if (secnpde != DLADM W.AN _SECMODE_NONE &&
532 secnode ! = DLADM W.AN_SECMODE_VEP &&
533 secnode ! = DLADM W.AN_SECMODE_PSK &&
534 secnode ! = DLADM W.AN SECMODE_EAP)

538 secnode ! = DLADM W.AN_SECMODE_WPA)

535 return (NWAM_ENTI TY_I NVALI D_VALUE) ;
537 return ( NWAM _SUCCESS) ;

538 }

__unchanged_portion_omtted_
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__unchanged_portion_onitted_

722 struct nwamval ue_entry known_wi an_prop_security_npde_entries[]

723 {

724 { "none", DLADM W.AN_ SECMODE_NONE },
725 { "wep", DLADM W.AN SECMODE ViEP },
726 { "wpa- psk", DLADM W.AN SECMODE PSK },
727 { "wpa-eap", DLADM W.AN SECMODE_EAP },
726 { "wpa", DLADM W.AN SECMODE_WPA },
728 { NULL, 0}

729 };

__unchanged_portion_omtted_
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are /dev/wifi/* devices |inks now deprecated?

LR

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the ternms of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing pernissions

11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

15 # |f applicable, add the follow ng below this CDDL HEADER with the

16 # fields enclosed by brackets "[]" replaced with your own identifying

17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END
20 #
22 # Copyright (c) 1999, 2010, Oracle and/or its affiliates. Al rights reserved.
25 #
26 # /etc/security/auth_attr
27 #
28 # authorizations. see auth_attr(4)
29 #
30 solaris.:::All Solaris Authorizations::hel p=All Sol Aut hsHeader . ht m
31 solaris.grant:::Gant Al Solaris Authorizations::hel p=Pri Adm n. htni
32 #
33 solaris.adnin.idmap.rul es::: Manage ldentity Mapping Rul es:: hel p=I dmapRul es. ht ni
34 #
35 solaris.adm n.wusb. ::: Admini ster Wrel ess USB:: hel p=WJUSBHeader . ht m
36 solaris.adm n.wisb.read::: Read Wrel ess USB Host and Devi ce |nfornation::hel p=\WJ
37 solaris.adnmn.wusb. nodify:::Add or delete information of Wreless USB Device:: he
38 sol aris.adnm n.wusb. host::: Manage Wrel ess USB Host : : hel p=WJSBhost . ht m
39 #
40 solaris.audit.:::Audit Systemw de Managenent:: hel p=Audi t Header . ht ni
41 #
42 sol aris.device.:::Device Allocation::hel p=DevAl | ocHeader. ht m
43 solaris.device.allocate:::Allocate Device::hel p=DevAl | ocate. ht m
44 sol aris.device.config:::Configure Device Attributes:: hel p=DevConfig. htm
45 sol aris.device.grant:::Del egate Device Adm nistration::hel p=DevG ant. htm
46 sol ari s. device.revoke: :: Revoke or Recl ai m Devi ce: : hel p=DevRevoke. ht m
47 sol aris.device.cdrw ::CD R RW Recordi ng Authorizations:: hel p=DevCDRW ht m
48 sol aris.device.nount.:::Device Munt:: hel p=DevMunt. ht m
49 sol aris.device.nount.all options.fixed:::Device Munt Fixed Wth Al Options:: hel
50 sol aris. device.mount. al | opti ons. renovabl e::: Device Munt Renovable Wth Al Opti
51 sol aris.device.nount.fixed:::Device Munt Fixed::hel p=DevMunt. htni
52 sol aris. devi ce. nount.renpvabl e: :: Devi ce Mount Renovabl e: : hel p=DevMunt . ht m
53 #

54 sol aris. dhcpngr.:::DHCP Service Managenent: : hel p=Dhcpngr Header . ht m
55 solaris.dhcpngr.wite:::Mdify DHCP Service Configuration::hel p=DhcpnmgrWite. htm
56 #
57 solaris.file.:::File Operations::hel p=Fi | eHeader. htm
58 solaris.file.chown:::Change File Omner:: hel p=Fi | eChown. ht m
59 solaris.file.owner:::Act as File Omner::hel p=Fi |l eOmer. htm

60 #
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61 sol aris. hotplug.:::Hotplug:: hel p=Hot pl ugHeader . ht m
62 sol aris. hotplug.nodify:::Mdify Hotplug Connections:: hel p=Hot pl ughbdi fy. ht m
63 #
64 solaris.jobs.:::Job Schedul er:: hel p=JobHeader . ht m
65 sol aris.]obs.adm n:::Manage Al |l Jobs:: hel p=Aut hJobsAdmi n. ht m
66 solaris.jobs.grant:::Delegate Cron & At Admi ni stration:: hel p=JobsG ant. htm
67 solaris.)obs.user:::Manage Omed Jobs:: hel p=Aut hJobsUser. ht
68 #
69 solaris.|abel.:::Label Managenent:: hel p=Label Header. ht m
70 solaris.label.file.downgrade:::Downgrade File Label:: hel p=Label Fi | eDowngr ade. ht m
71 solaris.label.file.upgrade:::Upgrade File Label:: hel p=Label Fi | eUpgrade. ht m
72 solaris.label.print:::View Printer Queue at Al Labels:: hel p=Label Print.htm
73 solaris.|abel.range:::Set Label Qutside User Accred Range:: hel p=Label Range. ht ni
74 sol aris. | abel.w n.downgrade: :: Downgrade DragNDrop or CutPaste |nfo::hel p=Label W
75 solaris.label.w n.noview ::DragNDrop or CutPaste wi thout view ng contents:: hel p=
76 sol aris.|abel.w n.upgrade:::Upgrade DragNDrop or CutPaste |nfo::hel p=Label W nUpg
77 #
78 solaris.login.:::Login Control:: hel p=Logi nHeader . ht m
79 solaris.login.enable:::Enable Logins:: hel p=Logi nEnabl e. ht m
80 solaris.login.rempte::: Renpte Login:: hel p=Logi nRenot e. ht m
81 #
82 solaris.mail.:::Mil::hel p=Mail Header. ht m
83 solaris.mail.nailq:::Mil Queue::hel p=Mai | Queue. ht
84 #
85 sol aris. network.::: Network:: hel p=Net wor kHeader . ht m
86 sol aris. network.autoconf.read:::View Network Auto-Mgic Config::hel p=Networ kAut o
87 sol aris. network. aut oconf. sel ect::: Enabl e/ Di sabl e Net work Auto- Magi c Config:: hel p
88 sol aris. network. autoconf.w an::: Create Network Auto-Mgic Config for Known W.ANs
89 sol aris. network. autoconf.wite:::Create Network Auto-Mgic Config:: hel p=Net wor kA
90 solaris.network.ilb.config:::Network | LB Configuration::hel p=Networkl LBconf. htm
91 solaris.network.ilb.enable:::Network |ILB Enabl e Configuration:: hel p=Networkl LBen
92 solaris.network.interface.config:::Network Interface Configuration:: hel p=Network
93 sol aris.network.link.security:::Link Security::hel p=Li nkSecurity.htm
94 solaris.network.w fi.config:::Wfi Config::hel p=WfiConfig.htnl
95 solaris.network.wifi.wep:::Wfi Wep::hel p=WfiWp.htm
94 solaris.network.vrrp:::Adm ni ster VRRP:: hel p=Net wor KVRRP. ht m
95 #
96 solaris.print.:::Printer Managenent:: hel p=Pri nt Header. ht m
97 solaris.print.admn:::Admnister Printer::hel p=PrintAdm n. htm
98 solaris.print.cancel:::Cancel Print Job::hel p=PrintCancel.htm
99 solaris.print.list:::List Jobs in Printer Queue::hel p=PrintList.htnl
100 sol aris. print.nobanner:::Print w thout Banner::hel p=Print NoBanner. htni
101 solaris.print.ps:::Print Postscript::help=PrintPs.htn
102 solaris.print.unlabeled:::Print wthout Label:: hel p=PrintUnl abel ed. ht m
103 #
104 sol aris. profngr.:::Rights::hel p=Prof ngr Header . ht nl
105 sol aris.profnmgr.assign:::Assign Al R ghts:: hel p=Aut hProf ngr Assi gn. ht m
106 sol aris. prof mgr. del egate: :: Assi gn Oamed Ri ghts:: hel p=Aut hPr of ngr Del egat e. ht
107 solaris.profnmgr.wite:::Manage Ri ghts::hel p=Aut hProf ngrWite. htni
108 sol aris. profngr.read:::View Ri ghts:: hel p=Aut hPr of ngr Read. ht m
109 sol aris. profngr.execattr.wite::: Manage Conmands: : hel p=Aut hPr of ngr ExecattrWi te.
110 #
111 solaris.role.:::Rol es:: hel p=Rol eHeader . ht m
112 solaris.role.assign:::Assign All Roles:: hel p=Aut hRol eAssi gn. ht m
113 sol aris.rol e. del egate::: Assign Omed Rol es: : hel p=Aut hRol eDel egat e. ht ni
114 solaris.role.wite:::Manage Rol es:: hel p=Aut hRol eWite. ht m
115 #
116 sol aris.snf.::: SMF Managenent: : hel p=Snf Header . ht nl
117 solaris.snf.nmodify.:::Mdify All SMF Service Properties:: hel p=Snf Modi f yHeader . ht
118 sol aris.snf.nmodify. method::: Mdify Service Methods: : hel p=Snf Modi f yMet hod. ht m
119 sol aris.snf.nodify. dependency::: Mdify Service Dependenci es: : hel p=Snf Modi f yDepen
120 sol aris.snf.nodify.application:::Mdify Application Type Properties:: hel p=Snf Mod
121 sol aris.snf.nodify. franework::: Mdify Franmework Type Properties::hel p=Snf Modi fyF
122 sol aris.snf.manage.::: Manage All SMF Service States:: hel p=Snf ManageHeader . ht m
123 sol aris.snf. manage. al | ocate: :: Manage Device Allocation Service:: hel p=Snf Al |l ocate
124 sol aris.snf. manage. audi t::: Manage Audit Service States:: hel p=Snf ManageAudit. ht m



new usr/src/lib/libsecdb/auth_attr.txt 3

125 sol ari
126 sol ari
127 sol ari
128 sol ari
129 sol ari
130 sol ari
131 sol ari
132 sol ari
133 sol ari
134 sol ari
135 sol ari
136 sol ari
137 sol ari
138 sol ari
139 sol ari
140 sol ari
141 sol ari
142 sol ari
143 sol ari
144 sol ari
145 sol ari
146 sol ari
147 sol ari
148 sol ari
149 sol ari
150 sol ari
151 sol ari
152 sol ari
153 sol ari
154 sol ari
155 sol ari
156 sol ari
157 sol ari
158 sol ari
159 sol ari
160 sol ari
161 sol ari
162 sol ari
163 sol ari
164 sol ari
165 sol ari
166 sol ari
167 sol ari
168 sol ari
169 sol ari
170 sol ari
171 sol ari
172 sol ari
173 sol ari
174 sol ari
175 sol ari
176 sol ari
177 sol ari
178 sol ari
179 sol ari
180 sol ari
181 sol ari
182 sol ari
183 sol ari
184 sol ari
185 sol ari
186 sol ari
187 sol ari
188 #

189 sol ari
190 sol ari
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snf . manage.
snf . manage.
snf . nanage.
snf . nanage.
snf . manage.
snf . manage.
snf . nanage.
snf . manage.
snf . manage.
snf . manage.
snf. manage.
snf . nanage.
snf . manage.
snf . manage.
snf. manage.
snf . nanage.
snf . manage.
snf . manage.
snf . manage.
snf . nanage.
snf . manage.
snf . manage.
snf . manage.
snf . nanage.
snf . manage.
snf . manage.
snf . manage.
snf . nanage.
snf . nanage.
snf . manage.
snf . manage.
snf. manage.
snf . manage.
snf . manage.
snf . manage.
snf. manage.
snf . nanage.
snf . manage.
snf . manage.

snf . val ue.
snf . val ue.
snf . val ue.
snf. val ue.
snf . val ue.
snf . val ue.
snf . val ue.
snf . val ue.
snf . val ue.
snf. val ue.
snf . val ue.
snf . val ue.
snf . val ue.
snf. val ue.
snf.read. s
snf . val ue.
snf. val ue.
snf.read.s
snf . val ue.
snf . val ue.
snf . val ue.
snf. val ue.
snf . val ue.
snf.read. n

.system:::
. system dat

aut of s: : : Manage Aut onount Service States:: hel p=Snf Aut of sSt ate
bi nd: : : Manage DNS Servi ce States:: hel p=Bi ndSt at es. ht m
coreadm : : Manage Cor eadm Servi ce States:: hel p=Snf Cor eadnft at e
cron:::Manage Cron Service States:: hel p=SnfCronSt ates. htni

di scovery. printers.snnp:::Manage Network Attached Device Disc
ext ended- accounting. fl ow: : : Manage Fl ow Extended Accounting Se
ext ended- accounti ng. process: : : Manage Process Extended Account
ext ended- accounting. fl ow : : Manage Task Extended Accounting Se
hal : :: Manage HAL Service States:: hel p=Snf HALSt at es. ht ni

hot pl ug: : : Manage Hot pl ug Servi ce: : hel p=Snf ManageHot pl ug. ht m

i dmap: :: Manage |dentity Mapping Service States:: hel p=Snfldmap
ilb:::Manage Integrated Load Bal ancer Service States::hel p=Sm
i netd::: Manage inetd and inetd managed services States:: hel p=
i psec:::Manage | Psec Service States::hel p=SnflPsecStates. htm
| abel s::: Manage | abel server:: hel p=Label Server. htni

I ocation:::Manage Network Location Service States::hel p=SnfLo
ndns: :: Manage Mul ticast DNS Service States::hel p=Snf MDNSSt at e
name- servi ce- cache: : : Manage Nane Service Cache Daenpbn Service
nwam : : Manage Networ k Auto- Magic Service States:: hel p=Snf NVAM
power : : : Manage Power Managenent Service States:: hel p=Snf Power
snmb: : : Manage SMB Service States:: hel p=Snf SMBSt at es. ht m

smbf s::: Manage SMB Client States:: hel p=Snf SMBFSSt at es. ht m
reparse:::Manage Reparse Service States:: hel p=Snf ReparseSt at e
rmvol nmgr: :: Manage Rmvol ngr Service States: : hel p=Snf Rmvol ngr St
routing:::Manage Routing Service States:: hel p=Snf Routi ngState
rpc. bi nd: : : Manage RPC Program nunber mapper: : hel p=Snf RPCBi nd.
sendnai | : :: Manage Sendnmi|l Service States:: hel p=Snf Sendmai | St
sntp-notify:::Manage Emani|l Event Notification Agent::
snnp-notify:::Manage SNWP Event Notification Agent::

ssh::: Manage Secure Shell Service States:: hel p=SnfSshStates. h
stnf:::Manage STMF Service States:: hel p=Snf STMFSt at es. ht m
system | og: :: Manage Sysl og Service States:: hel p=Snf Sysl ogSt at
tnctl:::Manage Refresh of Trusted Network Parameters::hel p=TN
tnd::: Manage Trusted Network Daenon:: hel p=TNDaenon. ht nl
vrrp:::Manage VRRP Service States:: hel p=Snf VRRPSt at es. ht ni
vscan: :: Manage VSCAN Service States:: hel p=SnfVscanSt ates. htni
vt:::Manage Virtual Consol e Service States::hel p=SnfVtStates.
wpa: : : Manage WPA Service States:: hel p=Snf WhaSt at es. ht nl

ndnp: : : Manage NDWP Servi ce States:: hel p=Snf NDMPSt at es. ht ni
:::Change Val ues of SMF Service Properties:: hel p=Snf Val ueHeade
audit::: Configure the Audit Service:: hel p=SnfVal ueAudit. htm
coreadm : : Change Val ues of SMF Coreadm Properties:: hel p=Snf Val
di scovery. printers.snnp:::Mnage Network Attached Device Disco
ext ended- accounti ng. fl ow : : Change Val ues of Fl ow Extended Acco
ext ended- accounti ng. process: : : Change Val ues of Process Extende
ext ended- accounti ng. t ask: : : Change Val ues of Task Extended Acco
firewall.config:::Change Service Firewall Config::hel p=SnfValu
i dmap: : : Change Val ues of SMF Identity Mapping Service Properti
inetd::: Change val ues of SMF Inetd configuration paramaters::h
i ::: Change Val ues of SMF | Psec Properties:: hel p=Snf Val uel P
:: Change Val ues of MDNS Service Properties:: hel p=Snf Val ue
nwam : : Change Val ues of SMF Network Auto-Magic Properties:: hel
snb: : : Change Val ues of SMB Service Properties:: hel p=Snf Val ueSM
nmb: :: Read permnission for protected SMF SMB Service Properties:
snt p-notify:::Change val ues of Emmil Event Notification Agent
snnp-noti fy::: Change val ues of SNWP Event Notification Agent p
tnf:::Read STMF Provider Private Data::hel p=Snf STMFRead. ht ni
routing::: Change Val ues of SMF Routing Properties::hel p=Snf Val
tnd::: Change Trusted Network Daenon Service Property Values::h
vscan: :: Change Val ues of VSCAN Properties:: hel p=SnfVal ueVscan.
vt:::Change Val ues of Virtual Console Service Properties::help
ndnp: : : Change Val ues of SMF NDMP Service Properties::hel p=SnfV
dnp: :: Read perm ssion for protected SMF NDWP Service Propertie

Machi ne Admi ni stration:: hel p=SysHeader. ht m
e:::Set Date & Tine:: hel p=SysDate. htni
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191 sol ari s. system numi nt enance: : : Enter Mai ntenance (singl e-user) Mde:: hel p=SysMi nt
192 sol ari s. system shut down: : : Shut down the System : hel p=SysShut down. ht nl
193 sol ari s. system power. ::: System Power Managenent: : hel p=SysPower Mynt Header . ht ni
194 sol ari s. system power. suspend. : :: Suspend the System : hel p=SysPower Mynt Suspend. ht m
195 sol ari s. syst em power. suspend. di sk: : : Suspend to Di sk:: hel p=SysPower Mgnt Suspendt oD
196 sol ari s.system power. suspend.ram :: Suspend to RAM : hel p=SysPower Mgnt SuspendToRAM
197 sol aris. system power. brightness::: Control LCD Brightness:: hel p=SysPower Mynt Bri gh
198 sol ari s. system power. cpu::: Manage CPU rel ated power: : hel p=SysCpuPower Mgnt . ht m
199 sol aris.system sysevent.read::: Retrieve Sysevents:: hel p=SysSysevent Read. ht nl
200 sol aris.system sysevent.wite:::Publish Sysevents::hel p=SysSyseventWite. htm
201 #

202 solaris.snf.nodify.stnf:::Mdify STM- Properties:: hel p=Snf STM~Val ue. ht n

203 #

204 sol aris.snf.manage. isns:::Manage i SNS Service States:: hel p=isnsStates. htm

205 solaris.snf.value.isns:::Mdify i SNS Service Property Val ues:: hel p=i snsVal ue. ht m
206 solaris.isnsngr.wite:::Mdify i SNS configuration::hel p=Aut hl SNSngrWite. htmn

207 sol aris. snf.nmanage. wush: : : Manage Wrel ess USB Service:: hel p=Snf WisbSt at es. ht m
208 sol aris. zone.:::Zone Managenent: : hel p=ZoneHeader . ht m

209 sol aris. zone. clonefrom :: C one anot her Zone:: hel p=ZoneC oneFrom ht m

210 sol aris.zone.login:::Zone Login:: hel p=ZonelLogi n. ht m

211 sol aris. zone. manage: : : Zone Depl oynent: : hel p=ZoneManage. ht ni
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1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the ternms of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing pernissions
11 # and limtations under the License.
12 #
13 # When distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
22 # Copyright (c) 1999, 2010, Oracle and/or its affiliates. Al rights reserved.
24 #
25 # lib/libsecdb/ hel p/ aut hs/ Makefile
#

28 include ../../../../Mkefile.master

30 HTMLENTS =\

31 Audi t Header . html \

32 DevAl | ocHeader . htm \

33 DevAl | ocate. htm \

34 DevConfig. htm \

35 DevCDRW ht ml \

36 DevGant. htm \

37 DevRevoke. htm \

38 Hot pl ugHeader . htm \

39 Hot pl ugModi fy. htm \

40 JobHeader . htm \

41 Aut hJobsAdmi n. htm \

42 JobsGrant. htnl \

43 Aut hJobsUser. htm \

44 Logi nEnabl e. html '\

45 Logi nHeader . html \

46 Logi nRenote. htm \

47 Mai | Header. htm '\

48 Mai | Queue. htmd \

49 Pri Admin.htm \

50 Aut hPr of ngr Assi gn. htm \
51 Aut hPr of ngr Del egate. htm \
52 Aut hProf ngr ExecattrWite. htm \
53 Aut hPr of ngr Read. ht ml \
54 Pr of mgr Header . htm \

55 Aut hProf ngrWite. htm \
56 Aut hRol eAssi gn. htm \

57 Aut hRol eDel egate. htnl \
58 Rol eHeader . htm \

59 Aut hRol eWite. htnml \

60 SysDate. htm \

new usr/src/lib/libsecdb/ hel p/auths/ Makefile

61 SysHeader. htm \
62 SysShut down. htm \
63 Al'l Sol Aut hsHeader . html \
64 SysMai nt enance. htm \
65 Dhcpngr Header . html \
66 DhepmgrWite. htm \
67 Bi ndStates. htm \
68 Snf Al l ocate. htnml \
69 Snf Aut of sStates. htm '\
70 Snf Cor eadnt at es. htni |\
71 SnfCronStates. htm \
72 Snf ExAcct Fl owSt at es. html \
73 Snf ExAcct ProcessStates. htm '\
74 Snf ExAcct TaskStates. html \
75 Snf ExAcct Net St ates. htm \
76 Snf Header . htm \
77 SnfILBStates. htnl \
78 SnflnetdStates. htnm \
79 Snfl PsecStates. htm \
80 Snf LocationStates. htm \
81 Snf ManageAudi t. htm \
82 Snf ManageHeader . htm \
83 Snf ManageHot pl ug. htm \
84 Snf MDNSSt at es. html \
85 Snf Modi fyAppl . html \
86 Snf Modi f yDepend. htm \
87 Snf Modi f yFramewor k. htn \
88 Snf Modi f yHeader . html \
89 Snf Modi fyMet hod. ht i\
90 Snf NscdSt ates. html \
91 Snf NADDSt at es. htnl \
92 Snf NDMPSt at es. html \
93 Snf NWAMSt at es. html \
94 Snf Power St ates. htm \
95 Snf Repar seStates. htnl \
96 Snf RoutingStates. htm \
97 Snf Sendnai | States. html |\
98 Snf SshStates. htnl \
99 Snf Sysl ogSt ates. html \
100 Snf Val ueAudi t. html \
101 Snf Val ueCor eadm htm '\
102 Snf Val ueExAcct Fl ow. html \
103 Snf Val ueExAcct Process. htm \
104 Snf Val ueExAcct Task. htm \
105 Snf Val ueExAcct Net . ht ml \
106 Snf Val ueFirewal | . htm \
107 SnfVtStates. htm \
108 Snf Val ueHeader . htm \
109 Snf Val uel netd. htm \
110 Snf Val uel Psec. html \
111 Snf Val ueMDNS. ht mi \
112 Snf Val ueNADD. ht mi \
113 Snf Val ueNDVP. ht m \
114 Aut hReadNDWP. ht Ml \
115 Snf Val ueNWAM ht i\
116 Snf Val ueRout i ng. ht ml \
117 Snf Val ueSMB. ht m \
118 Aut hReadSMB. ht ml \
119 Snf SMBFSSt at es. htm \
120 Snf SMBStates. htm \
121 Snf Val ueVscan. htm \
122 Snf VscanStates. htm \
123 Snf Val ueVt. htm \
124 Snf VRRPSt at es. htnl |\
125 Snf WhaSt ates. htm \
126 Net wor kAut oconf Read. html \
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127 Net wor kAut oconf Sel ect. htm '\
128 Net wor kAut oconf Wan. htm \
129 Net wor kAut oconf Wite. htm \
130 Net wor kI LBconf. htm \

131 Net wor kI LBenabl e. htm \

132 Net wor kHeader . ht m \

133 Net wor KVRRP. ht m  \

134 Net wor kIl nt er f aceConfig. htm \
135 WfiConfig.html \

136 WfiWep. htmd \

135 Li nkSecurity. htm \

136 I dmapRul es. html \

137 Snf I dmapSt ates. htm |\

138 Snf Val uel dmap. htnl \

139 Fil eChown. htm \

140 Fi | eHeader. htm \

141 Fi | eOmer. htm \

142 Label Fi | eDowngr ade. htm \
143 Label Fi | eUpgrade. htm \

144 Label Header. htnm \

145 Label Print.htm \

146 Label Range. htm \

147 Label Server. htm \

148 Label W nDowngr ade. ht m \

149 Label W nNoVi ew. ht m \

150 Label W nUpgr ade. htm \

151 PrintAdmn. htm \

152 PrintCancel . htnl \

153 Print Header. htnml \

154 PrintList.htm \

155 Print NoBanner. htm \

156 PrintPs. htm \

157 Print Unl abel ed. htm \

158 TNDaenon. htm \

159 TNctl.htmd \

160 Val ueTND. ht Ml \

161 SysPower Mgnt Header . ht il \
162 SysPower Mgnt Suspend. html \
163 SysPower Mgnt Suspendt oDi sk. ht mi '\
164 SysPower Mgnt Suspendt oRAM ht ml \
165 SysPower Mgnt Bri ght ness. htm \
166 SysCpuPower Mgnt . ht m \

167 SysSysevent Read. htm \

168 SysSyseventWite. htm \

169 Snf ManageZFSSnap. ht i\

170 Zoned oneFrom htnml \

171 ZoneHeader . htm \

172 ZoneLogin. htnl \

173 ZoneManage. ht ni

175 HELPDI R=$( ROOT)/usr/|i b/ hel p

176 AUTHDI R=$( HELPDI R) / aut hs

177 LOCALEDI R=$( AUTHDI R)/ | ocal e

178 CDI R=$( LOCALEDI R)/ C

179 DI RS=$( HELPDI R) $(AUTHDI R) $(LOCALEDI R) $(CDI R)
180 HELPFI LES=$( HTMLENTS: %$( CDI R) / %

182 NMBGDI R= $( LOCALEDI R)
183 MBGDI RS = $(HELPDI R) $( AUTHDI R) $( LOCALEDI R)
185 NMBGFI LES= $( HTMLENTS)

186 MSGS= $( MBGFI LES: %$( MSGDI R) / %)

188 FI LEMODE= 0444
190 . KEEP_STATE:

new usr/src/lib/libsecdb/ hel p/auths/ Makefile

192 all: $( HTMLENTS)
194 install: all $(DIRS) $(HELPFI LES)
196 _msg: $(MSGDI RS) $( MSGS)

198 $(CDIR)/ % %
199 S(INS.file)

201 $(DIRS):
202

$(INS. dir)
204 $(MBGDIR) /% %
205 S(INS.file)

207 cl ean cl obber lint:
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the ternms of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing pernissions

11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
24 # Copyright 2011 Nexenta Systenms, Inc. Al rights reserved.

25 #

27 <include SUNWs. manl.inc>

28 <include SUNWs. manlminc>

29 <include SUNWSs. nan4. i nc>

30 <include SUNWSs. nan5. i nc>

31 <include SUNWs. man7d. i nc>

32 <include SUNWs. man7fs.inc>

33 set nane=pkg.fnri val ue=pkg:/ SUNW s @ ( PKGVERS)

34 set nanme=pkg. description \

35 val ue="core software for a specific instruction-set architecture"
36 set nane=pkg. summary val ue="Core Sol aris"

37 set nane=info.classification val ue=org. opensol ari s. cat egory. 2008: Syst enl Cor e
38 set nane=variant.arch val ue=$( ARCH)

39 dir path=dev group=sys

40 dir path=etc group=sys
41 dir path=etc/certs group=sys
42 dir path=etc/cron.d group=sys
43 dir path=etc/crypto group=sys
44 dir path=etc/crypto/certs group=sys
45 dir path=etc/crypto/crls group=sys
46 dir path=etc/default group=sys
47 dir pat h=etc/dev group=sys
48 dir pat h=etc/devi ces group=sys
49 dir path=etc/dfs group=sys
50 dir path=etc/dhcp group=sys
51 dir path=etc/fs group=sys
52 dir path=etc/fs/dev group=sys
53 dir path=etc/fs/hsfs group=sys
54 dir path=etc/fs/ufs group=sys
55 dir path=etc/ftpd group=sys
56 dir path=etc/inet group=sys
57 dir path=etc/init.d group=sys
58 dir path=etc/lib group=sys

r

r

pat h=et ¢/ 1 ogadm d gr oup=sys
pat h=etc/ mai | group=nai |

new usr/ src/ pkg/ mani f est s/ SUNWs. nf

$(
di

r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r

ir
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r

ir

pat h=et c/ net group=sys
path=etc/net/ticlts group=sys

pat h=etc/net/ticots group=sys

pat h=etc/ net/ticotsord group=sys

pat h=et c/ opt group=sys

pat h=etc/rc0.d group=sys

path=etc/rcl.d group=sys

path=etc/rc2.d group=sys

path=etc/rc3.d group=sys

pat h=etc/rcS. d group=sys

pat h=et ¢/ rpcsec group=sys

pat h=et ¢/ saf

pat h=et c/ saf / zsnon group=sys

pat h=et ¢/ sasl group=sys

pat h=et ¢/ security group=sys

pat h=et ¢/ security/audit group=sys

pat h=et c/ security/audit/| ocal host group=sys
pat h=etc/ security/auth_attr.d group=sys
pat h=et ¢/ security/dev group=sys

pat h=et ¢/ security/exec_attr.d group=sys
pat h=etc/security/lib group=sys

pat h=etc/ security/prof _attr.d group=sys
pat h=et ¢/ skel group=sys

pat h=et ¢/ svc group=sys

pat h=etc/svc/ profile group=sys

pat h=etc/ svc/ profil e/ site group=sys

pat h=et ¢/ svc/vol atil e group=sys

pat h=et ¢/ sysevent group=sys

pat h=et c/ sysevent/confi g group=sys

pat h=et c/ t m gr oup=sys

pat h=et c/user_attr.d group=sys

pat h=export group=sys

pat h=hone group=r oot nopde=0555

path=lib
path=lib/crypto
pat h=li b/ i net
pat h=li b/ svc
pat h=li b/ svc/ bi n
pat h=li b/ svc/ capture
pat h=li b/ svc/ mani f est group=sys
pat h=li b/ svc/ mani f est/ appl i cati on group=sys
pat h=li b/ svc/ mani f est/ appl i cati on/ menagenent group=sys
pat h=Ii b/ svc/ mani f est/ appl i cati on/security group=sys
pat h=li b/ svc/ mani f est/ devi ce group=sys
pat h=li b/ svc/ mani f est/ m | est one group=sys
pat h=li b/ svc/ mani f est/ net wor k group=sys
pat h=Ii b/ svc/ mani f est/ net wor k/ dns gr oup=sys
pat h=li b/ svc/ mani f est/ net wor k/ i psec group=sys
pat h=li b/ svc/ mani f est/ networ k/ | dap group=sys
pat h=li b/ svc/ mani f est/ net wor k/ routi ng group=sys
pat h=l i b/ svc/ mani f est/ net wor k/ r pc gr oup=sys
pat h=li b/ svc/ mani f est/ net wor k/ shares group=sys
pat h=li b/ svc/ mani f est / net wor k/ ssl gr oup=sys
pat h=Ili b/ svc/ mani f est/ pl at f or m gr oup=sys
sparc_ONLY) dir path=lib/svc/ manifest/platform sund4u group=sys
r path=lib/svc/ manifest/site group=sys
r path=lib/svc/ manifest/system group=sys
r path=lib/svc/ manifest/systenf device group=sys
r path=lib/svc/ manifest/systen fil esystem group=sys
r path=lib/svc/ manifest/system security group=sys
r path=lib/svc/ manifest/system svc group=sys
r path=lib/svc/ et hod
r path=lib/svc/nonitor
r path=lib/svc/seed
r path=lib/svc/share
r path=mmt group=sys



new usr/ src/ pkg/ mani f est s/ SUNWs. nf

127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192

r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r
r

pat h=opt group=sys

pat h=proc group=root node=0555

pat h=r oot group=root npde=0700

pat h=sbi n group=sys

pat h=syst em gr oup=r oot

pat h=syst enf contract group=root npde=0555
pat h=syst enf obj ect group=root npde=0555
pat h=t np group=sys npde=1777

pat h=usr group=sys

pat h=usr/bin

pat h=usr/ bi n/ $( ARCH32)

pat h=usr/ bi n/ $( ARCH64)

pat h=usr/ccs

pat h=usr/ccs/ bin

pat h=usr/ deno

pat h=usr/ ganmes

pat h=usr/ has

pat h=usr/ has/ bi n

pat h=usr/has/lib

pat h=usr/ has/ man

pat h=usr/ has/ man/ manlhas

pat h=usr/kernel group=sys

pat h=usr/kernel /drv group=sys

pat h=usr/ ker nel / dr v/ $( ARCH64) group=sys
pat h=usr/ker nel / exec group=sys

pat h=usr/ ker nel / exec/ $(ARCH64) group=sys
pat h=usr/kernel /fs group=sys

pat h=usr/ ker nel / f s/ $( ARCH64) gr oup=sys
pat h=usr/ker nel / pcbe group=sys

pat h=usr/ ker nel / pcbe/ $( ARCH64) gr oup=sys
pat h=usr/ ker nel / sched group=sys

pat h=usr/ ker nel / sched/ $( ARCH64) gr oup=sys
pat h=usr/kernel / strnmod group=sys

pat h=usr/ ker nel / st r nod/ $( ARCH64) group=sys
pat h=usr/ ker nel / sys group=sys

pat h=usr/ ker nel / sys/ $( ARCH64) gr oup=sys
pat h=usr/ kvm

path=usr/lib

pat h=usr/1i b/ $( ARCH64)

pat h=usr/1ib/audit

pat h=usr/1ib/cl ass

pat h=usr/li b/ cl ass/ FX

pat h=usr/lib/class/IA

pat h=usr/1ib/cl ass/ RT

pat h=usr/1i b/ cl ass/ SDC

pat h=usr/lib/class/ TS

pat h=usr/lib/crypto

pat h=usr/1i b/ devf sadm gr oup=sys

pat h=usr/1i b/ devfsadn | i nknod gr oup=sys

pat h=usr/lib/fs group=sys

pat h=usr/lib/fs/autofs group=sys

pat h=usr/1i b/ fs/ aut of s/ $( ARCH64) group=sys
pat h=usr/1ib/fs/cachefs group=sys
path=usr/lib/fs/ctfs group=sys

pat h=usr/lib/fs/dev group=sys

pat h=usr/lib/fs/fd group=sys

pat h=usr/1ib/fs/hsfs group=sys
path=usr/lib/fs/|ofs group=sys
path=usr/lib/fs/mtfs group=sys

pat h=usr/1ib/fs/nfs group=sys

pat h=usr/1i b/ fs/ nfs/ $( ARCH64) group=sys
pat h=usr/1ib/fs/objfs group=sys

pat h=usr/lib/fs/proc group=sys

pat h=usr/1ib/fs/sharefs group=sys

pat h=usr/1ib/fs/tnpfs group=sys

pat h=usr/1ib/fs/ufs group=sys
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dir path=usr/lib/help

dir path=usr/lib/ hel p/ aut hs

dir path=usr/1ib/hel p/auths/|ocal e
dir path=usr/lib/hel p/auths/|ocal e/C
dir path=usr/lib/hel p/profiles

dir path=usr/lib/help/profiles/locale
dir path=usr/lib/hel p/profiles/locale/C
dir path=usr/lib/iconv

dir path=usr/libl/inet

dir path=usr/lib/inet/$(ARCH32)

dir path=usr/lib/inet/$(ARCH64)

dir path=usr/lib/inet/dhcp

dir path=usr/lib/inet/ dhcp/ nsu

dir path=usr/lib/inet/dhcp/svc

dir path=usr/lib/locale

dir path=usr/lib/locale/C

dir path=usr/lib/local e/ C/LC_ COLLATE
dir path=usr/lib/local e/ ¢/ LC_CTYPE
dir path=usr/lib/local e/ ¢ LC_MESSAGES
dir path=usr/lib/local e/ C LC_MONETARY
dir path=usr/lib/local e/ C/ LC_NUMERI C
dir path=usr/lib/local e/C/LC_TIME
dir path=usr/lib/netsvc group=sys

dir path=usr/lib/pci

dir path=usr/lib/rcm

di r path=usr/lib/rcm nodul es

dir path=usr/lib/rcm scripts

dir path=usr/lib/reparse

dir path=usr/lib/saf

dir path=usr/lib/secure

dir path=usr/lib/secure/ $( ARCH64)

dir path=usr/lib/security

dir path=usr/lib/sysevent

dir path=usr/lib/sysevent/ nodul es

dir path=usr/net group=sys

dir path=usr/net/nls group=sys

dir path=usr/net/servers group=sys
dir path=usr/old

di r path=usr/pl atform group=sys

di r pat h=usr/sadm

di r pat h=usr/sadm bin

dir path=usr/sadminstall

dir path=usr/sadminstall/scripts

dir path=usr/sbin

$(| 386_ONLY) di r pat h=usr/ sbi n/ $( ARCH32)
pat h=usr/ sbi n/ $( ARCH64)

r
dir path=usr/share
di r pat h=usr/share/ doc group=ot her
di r pat h=usr/share/doc/ ksh
di r pat h=usr/share/ doc/ ksh/ i mages
di r pat h=usr/share/ doc/ ksh/i mages/ cal | outs
dir path=usr/share/lib
dir path=usr/share/lib/mailx
di r path=usr/share/lib/pub
di r path=usr/share/lib/tabset
dir path=usr/share/lib/xm group=sys
dir path=usr/share/lib/xnm/dtd group=sys
dir path=usr/share/lib/xm/style group=sys
di r pat h=usr/share/ man
di r pat h=usr/share/ man/ manl
di r pat h=usr/share/ man/ manlm
di r pat h=usr/ shar e/ man/ man4
di r pat h=usr/shar e/ man/ man5
di r pat h=usr/shar e/ man/ nan7d
di r pat h=usr/ share/ man/ man7fs
r

pat h=usr/share/src group=sys
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259 dir path=var group=sys

260 dir path=var/adm group=sys node=0775

261 dir path=var/adnf exacct group=adm owner =adm

262 dir path=var/adnl | og group=adm owner =adm

263 dir path=var/adni streans group=sys

264 dir path=var/audit group=sys

265 dir path=var/cores group=sys

266 dir path=var/cron group=sys

267 dir path=var/ganes

268 dir path=var/idmap group=daenon owner =daenon

269 dir path=var/inet group=sys

270 dir path=var/ld

271 dir path=var/| d/ $( ARCH64)

272 dir path=var/log group=sys

273 dir path=var/l ogadm

274 dir path=var/mai |l group=nail npde=1777

275 dir path=var/mail/:saved group=nail npde=0775

276 dir path=var/ news

277 dir path=var/opt group=sys

278 dir path=var/preserve node=1777

279 dir path=var/run group=sys

280 dir path=var/sadm group=sys

281 dir path=var/sadnm system group=sys

282 dir path=var/sadm system adm n group=sys

283 dir path=var/saf

284 dir path=var/saf/zsnon group=sys

285 dir path=var/spoo

286 dir path=var/spool/cron group=sys

287 dir path=var/spool/cron/atjobs group=sys

288 dir path=var/spool /cron/crontabs group=sys

289 dir path=var/spool /| ocks group=uucp owner=uucp

290 dir path=var/svc group=sys

291 dir path=var/svc/log group=sys

292 dir path=var/svc/ mani fest group=sys

293 dir path=var/svc/ nmanifest/application group=sys

294 dir path=var/svc/ manifest/application/ nanagenent group=sys
295 dir path=var/svc/ manifest/application/print group=sys
296 dir path=var/svc/ manifest/application/security group=sys
297 dir path=var/svc/ manifest/device group=sys

298 dir path=var/svc/ nanifest/n | estone group=sys

299 dir path=var/svc/ manifest/network group=sys

300 dir path=var/svc/ manifest/network/dns group=sys

301 dir path=var/svc/ nanifest/network/ipsec group=sys

302 dir path=var/svc/ manifest/network/|dap group=sys

303 dir path=var/svc/ manifest/network/nfs group=sys

304 dir path=var/svc/ manifest/network/nis group=sys

305 dir path=var/svc/ nanifest/network/routing group=sys
306 dir path=var/svc/ nmanifest/network/rpc group=sys

307 dir path=var/svc/ manifest/network/security group=sys
308 dir path=var/svc/ manif est/network/shares group=sys
309 dir path=var/svc/ manifest/network/ssl group=sys

310 dir path=var/svc/ manifest/platform group=sys

311 $(sparc_ONLY)dir path=var/svc/ manifest/platform sund4u group=sys
312 $(sparc_ONLY)dir path=var/svc/ manifest/platfornm sund4v group=sys
313 dir path=var/svc/ manifest/site group=sys

314 dir path=var/svc/ manifest/system group=sys

315 dir path=var/svc/ nmanifest/systenl devi ce group=sys

316 dir path=var/svc/ manifest/systen fil esystem group=sys
317 dir path=var/svc/ manifest/systen security group=sys
318 dir path=var/svc/ manifest/system svc group=sys

319 dir path=var/svc/profile group=sys

320 dir path=var/tnp group=sys node=1777

321 driver name=dunp pernms="dunp 0660 root sys"

322 driver name=fssnap \

323 policy="ctl read_priv_set=sys_config wite_priv_set=sys_config" \
324 pernms="* 0640 root sys" perms="ctl 0666 root sys"

new usr/ src/ pkg/ mani f est s/ SUNWs. nf

325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390

driver nane=kstat perns="* 0666 root sys"

driver name=ksyns perns="* 0666 root sys"

dri ver nane=l ogi ndnmux

driver nane=ptm cl one_pernms="ptnx 0666 root sys"

driver nane=pts perns="* 0644 root sys" perns="0 0620 root tty" \
perms="1 0620 root tty" perms="2 0620 root tty" perns="3 0620 root tty"
pat h=etc/ .l ogin group=sys preserve=renanmenew

pat h=et ¢/ cert s/ SUNWObj ect CA gr oup=sys

pat h=et ¢/ cert s/ SUNWBol ari sCA gr oup=sys

pat h=et ¢/ cert s/ SUNW SunOS_5. 10 gr oup=sys
path=etc/cron.d/.proto group=sys node=0744

pat h=etc/cron. d/ at.deny group=sys preserve=true

pat h=etc/cron. d/ cron. deny group=sys preserve=true

pat h=et ¢/ cron. d/ queuedef s group=sys

pat h=etc/ crypto/ certs/ CA group=sys

pat h=etc/ crypto/ certs/ SUNW SunOS_5. 10 gr oup=sys

pat h=et c/ crypt o/ knf. conf group=sys preserve=true

pat h=et c/ crypt o/ pkcs1l. conf group=sys preserve=true

pat h=et ¢/ dat emsk gr oup=sys node=0444

pat h=et c/ def aul t/ cron group=sys preserve=true

pat h=et ¢/ def aul t/ devf sadm gr oup=sys preserve=true
path=etc/ defaul t/fs group=sys preserve=true
path=etc/defaul t/init group=sys preserve=true

pat h=et ¢/ def aul t/ keyserv group=sys preserve=true

pat h=et c/defaul t/| ogi n group=sys preserve=true

pat h=et ¢/ def aul t/ nss group=sys preserve=true

pat h=et ¢/ def aul t/ passwd gr oup=sys preserve=true

pat h=et ¢/ def aul t/ su group=sys preserve=true

pat h=et ¢/ def aul t/ sysl ogd group=sys preserve=true

pat h=et c/ defaul t/tar group=sys preserve=true

pat h=et ¢/ def aul t/ ut npd gr oup=sys preserve=true

pat h=et ¢/ dev/ reserved_devnanes group=sys preserve=true
pat h=et c/ devi ce. tab group=root node=0444 preserve=true
pat h=et ¢/ df s/ df st ab group=sys preserve=true

pat h=et ¢/ df s/ f st ypes group=root preserve=true

pat h=et ¢/ df s/ shar et ab group=root nopde=0444 preserve=true
pat h=et ¢/ dgroup. t ab group=sys node=0444 preserve=true

pat h=et ¢/ dhcp/ i ni ttab group=sys preserve=true

pat h=et ¢/ dhcp/inittab6 group=sys preserve=true

pat h=et ¢/ dunpdat es group=sys node=0664 preserve=true

pat h=etc/format. dat group=sys preserve=true

pat h=et ¢/ f s/ dev/ nount npde=0555

pat h=et ¢/ f s/ hsf s/ mount node=0555

pat h=et ¢/ f s/ uf s/ rount node=0555

path=etc/ftpd/ ftpusers group=sys preserve=true

pat h=et c/ group group=sys preserve=true

path=etc/i net/hosts group=sys preserve=true
path=etc/inet/inetd.conf group=sys preserve=true

pat h=et c/i net/i paddrsel.conf group=sys preserve=true

pat h=et c/i net/ net masks group=sys preserve=true

pat h=et c/i net/ net wor ks group=sys preserve=true
path=etc/inet/protocols group=sys preserve=true

pat h=etc/inet/services group=sys preserve=true

pat h=et ¢/ i net / wanboot . conf . sanpl e group=sys node=0444

pat h=et c/i ni t. d/ PRESERVE group=sys npde=0744 preserve=true
path=etc/init.d/ READVE gr oup=sys preserve=true
path=etc/init.d/ cachefs.daenon group=sys npde=0744 preserve=true
pat h=etc/init.d/ldap.client group=sys node=0744

pat h=etc/init.d/ nscd group=sys nopde=0744
path=etc/init.d/sysetup group=sys npde=0744 preserve=true
path=etc/init.d/ufs_quota group=sys npde=0744 preserve=true
path=etc/inittab group=sys preserve=true

pat h=etc/ioctl.syscon group=sys preserve=true

pat h=et ¢/ ksh. kshrc group=sys preserve=renaneol d

pat h=et ¢/ | ogadm conf group=sys preserve=true tinmestanp=19700101T000000Z
pat h=et ¢/ | ogi ndevper m gr oup=sys preserve=true
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pat h=et ¢/ magi ¢ npde=0444

path=etc/mail/mail x.rc preserve=true

path=etc/ mai |l cap preserve=true

pat h=et ¢/ mi ne. types preserve=true

pat h=et ¢/ mttab group=root npde=0444 preserve=true

pat h=et c/ motd group=sys preserve=true

pat h=etc/net/ticlts/hosts group=sys

pat h=etc/net/ticlts/services group=sys preserve=true

pat h=etc/ net/ticots/hosts group=sys

pat h=etc/ net/ticots/services group=sys preserve=true

path=etc/ net/ticotsord/ hosts group=sys

path=etc/ net/ticotsord/ services group=sys preserve=true

pat h=et ¢/ net confi g group=sys preserve=true

pat h=et ¢/ nscd. conf group=sys preserve=true

pat h=et ¢/ nsswi t ch. ad group=sys

pat h=et ¢/ nsswi t ch. conf group=sys preserve=true

pat h=et ¢/ nsswi t ch. dns group=sys

path=etc/ nsswitch.files group=sys

pat h=et c/ nsswi tch. | dap group=sys

pat h=et ¢/ pam conf group=sys preserve=true

pat h=et ¢/ passwd group=sys preserve=true

path=etc/profil e group=sys preserve=true

pat h=et ¢/ proj ect group=sys preserve=true

pat h=et ¢/ rc2. d/ README gr oup=sys

pat h=et ¢/ rc3. d/ READVE gr oup=sys

pat h=et ¢/ rcS. d/ READVE gr oup=sys

path=etc/renote preserve=true

pat h=etc/rpc group=sys preserve=true

pat h=et ¢/ saf / _sactab group=sys preserve=true

pat h=et ¢/ saf / _sysconfi g group=sys preserve=true

pat h=et ¢/ saf / zsmon/ _pnt ab group=sys preserve=true

pat h=et ¢/ security/audit_class group=sys preserve=renanenew

pat h=et ¢/ security/audit _event group=sys preserve=renanenew

pat h=et ¢/ security/audit_warn group=sys npde=0740 preserve=renamenew

path=etc/security/auth_attr group=sys preserve=true \
tinest anp=19700101T000000Z

path=etc/security/auth_attr.d/ SUNWS group=sys

pat h=et c/ security/crypt.conf group=sys preserve=renanenew

pat h=et ¢/ securi ty/dev/audi o node=0400

pat h=et ¢/ security/dev/fd0 npode=0400

pat h=et ¢/ security/dev/sr0 node=0400

pat h=et ¢/ security/ dev/st0 nbde=0400

pat h=et ¢/ security/dev/st1l node=0400

pat h=et c/ security/exec_attr group=sys preserve=true \
ti1nestanmp=19700101T000000Z

pat h=et ¢/ security/ exec_attr.d/ SUN\s group=sys

pat h=et ¢/ securi ty/ knfpolicy.xm

pat h=etc/security/lib/audio_clean group=sys nbde=0555

path=etc/security/lib/fd_clean group=sys npde=0555

pat h=etc/security/lib/sr_clean group=sys npde=0555

pat h=etc/security/lib/st_clean group=sys npde=0555

pat h=et ¢/ security/policy.conf group=sys preserve=true

pat h=et ¢/ security/priv_nanes group=sys preserve=renaneol d

pat h=etc/security/prof _attr group=sys preserve=true \
timest anp=19700101T000000Z

pat h=etc/security/prof_attr.d/ SUNWS group=sys

pat h=et ¢/ shadow gr oup=sys npde=0400 preserve=true

pat h=et c/ skel /. profile group=other preserve=true

pat h=et ¢/ skel /| ocal . cshrc group=sys preserve=true

pat h=et ¢/ skel /| ocal . | ogi n group=sys preserve=true

pat h=et c/ skel /1 ocal . profil e group=sys preserve=true

path=etc/svc/profile/generic_limted_net.xm group=sys nbde=0444

pat h=et c/ svc/ profil e/ generic_open. xml group=sys node=0444

pat h=etc/svc/profil e/inetd_generic.xm group=sys node=0444

pat h=et ¢/ svc/ profil e/inetd_upgrade. xm group=sys npde=0444

pat h=et ¢/ svc/ profil e/ ns_dns. xm group=sys npde=0444
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file path=etc/svc/profile/ns_files.xm group=sys npde=0444

file path=etc/svc/profilel/ns_| dap. xnl group=sys node=0444

file path=etc/svc/profile/ns_nis.xm group=sys node=0444

file path=etc/svc/profile/ns_none.xm group=sys node=0444
$(sparc_ONLY)fil e path=etc/svc/profilelplatform SUNW SPARC- Ent er pri se. xni

group=sys node=0444

$(sparc_ONLY)file path=etc/svc/profile/platform SUNW Sun- Fi re-15000. xm \
group=sys node=0444

$(sparc_ONLY)fil e path=etc/svc/profile/platform SUNW Sun-Fire-880.xm \
group=sys node=0444

$(sparc_ONLY)file path=etc/svc/profile/platformSUNW Sun-Fire.xn group=sys \

node=0444
$(sparc_ONLY)file \

pat h=et c/ svc/ profile/platform SUNWU tra-Enterprise-10000.xm group=sys \

node=0444

$(sparc_ONLY)file \
pat h=etc/ svc/ profile/platformSUNWU traSPARC-11i-Netract.xm group=sys \
node=0444

pat h=et ¢/ svc/ profil e/ pl atformnone.xm group=sys npde=0444

pat h=et ¢/ sysevent/ confi g/ README group=sys npde=0444

pat h=et ¢/ sysevent/ confi g/ SUNW EC_dr, ESC _dr _req, sysevent. conf group=sys
pat h=et ¢/ sysl og. conf group=sys preserve=true

path=etc/ttydefs group=sys preserve=true

pat h=etc/ttysrch group=sys preserve=true

pat h=etc/user_attr group=sys preserve=true tinmestanp=19700101T000000Z
pat h=et c/ user_attr.d/ SUNWS group=sys

pat h=et ¢/ vf stab group=sys preserve=true

pat h=li b/i net/in.npat hd nbode=0555

pat h=li b/inet/ipngntd node=0555

pat i b/inet/netcfgd node=0555

pat /i net/ nwand nbde=0555

pat / svc/ bin/lsvcrun group=sys nopde=0555

pat / svc/ bi n/ nf st scan group=sys nopde=0555

pat / svc/ bin/restore_repository group=sys node=0555

/ svc/ bin/sqglite group=sys npde=0555

/ svc/ bi n/ svc. configd group=sys npbde=0555

/ svc/ bin/svc.ipfd group=sys node=0555

/ svc/ bin/svc.startd group=sys node=0555
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i b/ sve/ mani fest/ m|estone/ multi-user.xm group=sys node=0444

i b/ sve/ mani f est/ m | est one/ nane- servi ces. xnml group=sys node=0444
i b/ sve/ mani fest/ m | est one/ network. xml group=sys node=0444

i b/ sve/ mani fest/ m | estone/singl e-user.xnl group=sys node=0444
i b/ sve/ mani fest/ m | estone/ sysconfig.xnml group=sys node=0444

i b/ sve/ mani f est/ networ k/ dl ngnt. xm group=sys npde=0444

i b/ sve/ mani f est/ network/ dns/client.xm group=sys node=0444

i b/ sve/ mani fest/ network/dns/install.xnml group=sys npde=0444
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

b

b

b

b

b

b

b

b

b

b

b

b

pat b
b
b
b
b
b

:g/svc/nanifest/netmork/forwarding.xn1 group=sys node=0444

b
b
b
b
b
b
b
b
b
b
b
b
b
b
b
b

h
h
h
h
h
h
h
h
h
h
h
h
h
path
path
pat h
path
path
pat h
pat h
pat h
path
pat h
pat h
pat h
path
path
pat h
pat h
path
path
path
pat h
path
path
path

/ svc/ mani f est/ net wor k/ i net d- upgrade. xnl group=sys npde=0444

/ svc/ mani f est/ network/inetd. xm group=sys npde=0444

/ svc/ mani f est/ network/i psec/ike.xm group=sys node=0444

/ svc/ mani f est/ networ k/ i psec/i psecal gs. xm group=sys node=0444
/ svc/ mani f est/ net wor k/ i psec/ manual - key. xm group=sys node=0444
/ svc/ mani f est/ networ k/ i psec/ policy.xm group=sys npbde=0444

/ svc/ mani f est/ networ k/ | dap/ client.xm group=sys node=0444

/ svc/ mani f est/ net wor k/ network-initial.xm group=sys node=0444
/ svc/ mani f est/ net wor k/ network-install.xm group=sys node=0444
/ svc/ mani f est/ net wor k/ net wor k- i pngnt . xml  gr oup=sys node=0444

/ svc/ mani f est/ net wor k/ net wor k- i pgos. xm group=sys node=0444

/ svc/ mani f est/ net wor k/ net wor k- i ptun. xm group=sys node=0444

/ svc/ mani f est / net wor k/ net wor k-1 ocati on. xm group=sys node=0444
/ svc/ mani f est/ net wor k/ net wor k- | oopback. xm group=sys node=0444
/ svc/ mani f est / net wor k/ net wor k- net cf g. xm group=sys node=0444

/ svc/ mani f est / net wor k/ net wor k- net mask. xm gr oup=sys node=0444
/ svc/ mani f est / net wor k/ net wor k- physi cal . xm group=sys node=0444

DODODDDDDDDDDDDDDODDDDDDDDPDDDDDDDDDODDDDODDD®D®DMD®MD®MD®MD®D®T @
°
QD
=1

arc_ONLY)file path=etc/svc/profilel/platformsundv.xm group=sys node=0444

/ svc/ mani fest/m | estone/ multi-user-server.xm group=sys node=0444



new usr/ src/ pkg/ mani f est s/ SUNWs. nf

523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588

file path=lib/svc/ manifest/network/network-routing-setup.xm group=sys \
node=0444

file path=lib/svc/manifest/network/ network-service.xm group=sys node=0444

file pgth =li b/ sve/ mani f est/ net wor k/ routi ng/ | egacy-routing.xm group=sys \
node=0444

/ svc/ met hod/ keymap npde=0555
/ svc/ met hod/ | dap-cl i ent npbde=0555
/ svc/ met hod/ | ogadm upgr ade nbde=0555

T T
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file path=lib/svc/manifest/network/rpc/bind. xm group=sys node=0444

file path=lib/svc/manifest/network/rpc/keyserv.xm group=sys node=0444

file path=lib/svc/ manifest/ network/shares/group. xm group=sys npde=0444

file path=lib/svc/ manifest/ network/shares/reparsed. xnml group=sys node=0444

file path=lib/svc/ manifest/network/socket-filter-kssl.xm group=sys node=0444

file path=lib/svc/manifest/network/ssl/kssl-proxy.xm group=sys node=0444

file path=lib/svc/manifest/systen auditd. xm group=sys node=0444

file path=lib/svc/ manifest/systenm auditset.xnl group=sys npde=0444

file path=lib/svc/manifest/systeni boot-archive-update.xm group=sys node=0444

file path=lib/svc/manifest/systenl boot-archive.xm group=sys node=0444

file path=lib/svc/manifest/systenl boot-config.xm group=sys node=0444

file path=lib/svc/ manifest/system consadm xm group=sys npde=0444

file path=lib/svc/manifest/systeni consol e-1o0gin.xm group=sys node=0444

file path=lib/svc/manifest/systenl coreadm xm group=sys node=0444

file path=lib/svc/manifest/systenicron. xm group=sys node=0444

file path=lib/svc/ manifest/systenl cryptosvc. xml group=sys node=0444

file path=lib/svc/manifest/systenidevice/allocate.xm group=sys node=0444

file path=lib/svc/manifest/systen device/ devi ces-audi 0. xm group=sys node=0444

file path=lib/svc/manifest/systeni device/ devices-1ocal.xm group=sys node=0444

file path=lib/svc/ manifest/systen devi ce/ npxi o-upgrade. xm group=sys npde=0444

file path=lib/svc/ manifest/system early-manifest-inport.xm group=sys \
node=0444

file path=lib/svc/manifest/systenl extended-accounting.xm group=sys node=0444

file path=lib/svc/manifest/system filesystenilocal-fs.xm group=sys npde=0444

file path=lib/svc/ manifest/system filesystem mnimal-fs.xnl group=sys \
node=0444

file path=lib/svc/manifest/systenfilesystenmroot-fs.xm group=sys node=0444

file path=lib/svc/manifest/system filesystemusr-fs.xm group=sys node=0444

$(i 386_ONLY)file path=lib/svc/ manifest/systen hostid.xm group=sys node=0444

file path=lib/svc/ manifest/systeni hotplug. xm group=sys node=0444

file path=lib/svc/manifest/systenlidentity.xm group=sys node=0444

file path=lib/svc/manifest/systenidmap. xm group=sys node=0444

file path=lib/svc/ manifest/system keymap. xm group=sys npde=0444

file path=lib/svc/manifest/systen | ogadm upgrade. xm group=sys node=0444

file path=lib/svc/manifest/systen manifest-inmport.xm group=sys node=0444

file path=lib/svc/manifest/systenl nane-service-cache. xm group=sys node=0444

file path=lib/svc/ manifest/systen pfexecd. xm group=sys npde=0444

file path=lib/svc/manifest/systen rbac. xm group=sys node=0444

file path=lib/svc/manifest/system rntnpfiles.xm group=sys node=0444

file path=lib/svc/manifest/systen sac. xm group=sys node=0444

file path=lib/svc/ manifest/systenm svc/global.xm group=sys node=0444

file path=lib/svc/manifest/systen svc/restarter.xm group=sys node=0444

file path=lib/svc/manifest/systen system| og. xm group=sys node=0444

file path=lib/svc/manifest/systenl utnp. xm group=sys node=0444

file path=lib/svc/ manifest/systenm vtdaenon. xml group=sys npde=0444

file path=lib/svc/nmethod/ boot - archi ve node=0555

file path=lib/svc/nethod/ boot-archi ve-updat e node=0555

file path=lib/svc/nethod/ consol e-10ogi n node=0555

file path=lib/svc/nethod/ devi ces-audi o nbde=0555

file path=lib/svc/nethod/ devi ces-|ocal npde=0555

file path=lib/svc/nethod/ dns-install npde=0555

file path=lib/svc/nethod/fs-1ocal node=0555

file path=lib/svc/nethod/fs-ninimal node=0555

file path=lib/svc/nmethod/fs-root npde=0555

file path=lib/svc/nmethod/fs-usr node=0555

file path=lib/svc/nethod/identity-domai n node=0555

file path=lib/svc/nethod/identity-node nbode=0555

file path=lib/svc/nethod/inetd-upgrade node=0555

file path=lib

file path=lib

file path=lib

pa

new usr/ src/ pkg/ mani f est s/ SUNWs. nf

589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654

# symmetrically, nonglobal.db is not needed in gl obal zones
fi
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pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
86_
pa
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o
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pa

obal
pa

var

th=li b/ svc/ met hod/ mani f est -i nport node=0555
t h=Il'i b/ svc/ net hod/ npxi o- upgr ade node=0555
th=li b/ svc/ met hod/ net-init node=0555

th=li b/ svc/ met hod/ net-install node=0555

t / svc/ met hod/ net -i pngnt  nbde=0555

t / svc/ met hod/ net - i pgos node=0555

t / svc/ met hod/ net - i ptun nmopde=0555

t / svc/ met hod/ net -1 oc node=0555

t / svc/ met hod/ net - | oopback npde=0555

t / svc/ met hod/ net - net mask node=0555

t / svc/ met hod/ net - nwam node=0555

t / svc/ met hod/ net - physi cal nmbde=0555

t / svc/ met hod/ net - rout i ng- set up nbde=0555
t / svc/ met hod/ net - sve nmode=0555

t / svc/ met hod/ rnt npfil es nbde=0555

t / svc/ met hod/ r pc- bi nd nbde=0555

t / svc/ met hod/ svc-al | ocat e nbde=0555

t / svc/ met hod/ svc- audi td nbde=0555

t / svc/ met hod/ svc- audi t set nmbde=0555

t / svc/ met hod/ svc- boot - confi g nbode=0555
t / svc/ met hod/ svc- consadm npde=0555

t / svc/ met hod/ svc-cron node=0555

t / svc/ met hod/ svc-dl ngnt d node=0555

t / svc/ met hod/ svc- f or war di ng nbde=0555
il e path=lib/svc/nmethod/ svc-hostid nbde=0555
/ svc/ met hod/ sve- hot pl ug npde=0555

/ svc/ met hod/ svc- 1 egacy-routing node=0555
/ svc/ met hod/ svc- nscd npde=0555

/ svc/ met hod/ sve-rbac npde=0555

/ svc/ met hod/ sve- sockfilter nobde=0555
/ svc/ met hod/ svc- ut npd node=0555

/ svc/ met hod/ system | og nbde=0555

i b/ sve/ met hod/ vt daenon node=0555

th=li b/ svc/ met hod/ yp nmode=0555

jn gl pien e e ghen g g g Jlen g g g g g S g g g g o

2

L o 1 1 1 ¥ 1 I 1
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== == ===
jm gl pien e g ghen Bl ghen

|.db is not needed I n non-global zones, and it’'s pretty |arge

th=l'i b/ svc/ seed/ gl obal . db group=sys mode=0444 \
i ant. opensol ari s. zone=g| obal

| e path=lib/svc/seed/ nongl obal . db group=sys node=0444 \

DPOWDDDDDDDDDDDDWDDMD®MD®MDMDMDMDDD

var
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa

86
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa
pa

86_
pa
pa

i ant.opensol ari s. zone=nongl obal

th=li b/ svc/ shar e/ READVE npde=0444

th=li b/ svc/ share/ fs_i ncl ude. sh nbde=0444
t h=l'i b/ svc/ share/ipf_i ncl ude. sh node=0444
th=l'i b/ svc/ shar e/ nf st hi story nbde=0444

t h=l'i b/ svc/ shar e/ net _i ncl ude. sh node=0444
th=li b/ svc/ share/ routing_include. sh nbde=0444
t h=l'i b/ svc/ shar e/ snf _i ncl ude. sh node=0444
t h=root/. bashrc group=root preserve=true
th=root/.profil e group=root preserve=true
t h=sbi n/ aut opush npde=0555

_ONLY)fil e path=sbin/bi osdev nbde=0555

t h=sbi n/ boot adm nbde=0555

t h=sbi n/ crypt oadm node=0555

t h=sbi n/ devpr op nbde=0555

t h=sbi n/ dhcpagent npde=0555

t h=sbi n/ dhcpi nfo npde=0555

t h=sbi n/ dl ngntd nbde=0555

t h=sbi n/ f di sk node=0555

t h=sbi n/fi oconpress npde=0555

t h=sbi n/ host confi g node=0555

t h=sbi n/ifconfig nbde=0555
th=sbin/ifparse nbde=0555

th=sbin/init group=sys npde=0555
ONLY)fil e path=sbin/installgrub group=sys npbde=0555
t h=sbi n/i pnpst at npde=0555

t h=sbi n/ mrount nopde=0555

10
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655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720

e pat h=sbi n/mountal | group=sys npde=0555

e pat h=sbi n/ netstrategy npde=0555

e path=sbin/rc0 group=sys node=0744

e path=sbin/rcl group=sys npde=0744

e path=sbin/rc2 group=sys npde=0744

e path=sbin/rc3 group=sys node=0744

e path=sbin/rcS group=sys npde=0744

e pat h=sbi n/route node=0555

e pat h=sbi n/rout eadm npde=0555

e pat h=shi n/ soconfi g node=0555

e path=sbin/su.static group=sys npde=0555
e pat h=sbi n/ sul ogi n node=0555

e pat h=sbi n/ swapadd group=sys node=0744
e pat h=shi n/ sync node=0555

e pat h=shin/tzrel oad node=0555

e pat h=sbi n/uadmi n group=sys node=0555
e pat h=sbi n/ umbunt node=0555

e pat h=sbi n/umountal | group=sys npde=0555
e pat h=sbi n/ uname node=0555
e pat h=sbi n/ wuisbadm node=0555
e pat h=sbi n/ zonename npde=0555
3

e

e

e

3

38

3

3

86_ONLY)fil e path=usr/bin/$(ARCH32)/ant npde=0555
pat h=usr/ bi n/ $( ARCH32) / decr ypt npde=0555
pat h=usr/ bi n/ $( ARCH32) / di gest npde=0555
pat h=usr/ bi n/ $( ARCH32) / ksh93 npde=0555
86_ONLY)fil e path=usr/bin/$(ARCH32)/ newt ask group=sys npde=4555
6_ONLY)file path=usr/bin/$(ARCH32)/ nohup npde=0555
86_ONLY)file path=usr/bin/$(ARCH32)/prctl npde=0555
86_ONLY)file path=usr/bin/$(ARCH32)/ prstat npde=0555
386_ONLY)fil e path=usr/bin/$( ARCH32)/ps npde=0555
e pat h=usr/ bi n/ $( ARCH32) / savecor e node=0555
386_ONLY)file path=usr/bin/$(ARCH32)/set uname node=0555

86_ONLY)fil e path=usr/bin/$(ARCH32)/upti me node=4555
pat h=usr/ bi n/ $( ARCH64) / ant npde=0555

pat h=usr/ bi n/ $( ARCH64) / cr| e npde=0555
pat h=usr/ bi n/ $( ARCH64) / decr ypt node=0555
pat h=usr/ bi n/ $( ARCH64) / di gest npde=0555
pat h=usr/ bi n/ $( ARCH64) / ksh93 npde=0555
pat h=usr/ bi n/ $( ARCH64) / | s npde=0555

pat h=usr/ bi n/ $( ARCH64) / noe npde=0555
pat h=usr/ bi n/ $( ARCH64) / newt ask gr oup=sys npde=4555
pat h=usr/ bi n/ $( ARCH64) / nohup npde=0555
pat h=usr/ bi n/ $( ARCH64) / prct| npde=0555
pat h=usr/ bi n/ $( ARCH64) / pr st at npde=0555
pat h=usr/ bi n/ $( ARCH64) / ps npde=0555

pat h=usr/ bi n/ $( ARCH64) / savecor e npde=0555
pat h=usr/ bi n/ $( ARCH64) / set unane npde=0555
pat h=usr/ bi n/ $( ARCH64) / upt i me node=4555
86_ONLY)fil e path=usr/bi n/ addbadsec nbde=0555
pat h=usr/ bi n/ al i as nbde=0555

pat h=usr/ bi n/ ant npde=0555

pat h=usr/ bi n/ arch node=0555

pat h=usr/bi n/at group=sys node=4755

pat h=usr/bi n/ atq group=sys npde=4755
pat h=usr/ bi n/ at r m gr oup=sys node=4755
pat h=usr/ bi n/ aut hs node=0555

pat h=usr/ bi n/ basenane node=0555

pat h=usr/ bi n/ busst at npde=0555

pat h=usr/ bi n/ capt oi nf o nbde=0555

pat h=usr/ bi n/ cat nmode=0555

pat h=usr/ bi n/ chgrp node=0555

pat h=usr/ bi n/ chrod node=0555

pat h=usr/ bi n/ chown npbde=0555

pat h=usr/ bi n/ ckdat e node=0555

pat h=usr/ bi n/ ckgi d node=0555

fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
f
$
fi
fi
f
$
$
$
$
$
fi
$
$
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
f
f
$
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi
fi pat h=usr/ bi n/ cki nt nmpde=0555

i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
(i
i
i
(i
(i
(i
(i
(i
i
(i
(i
i
i
i
i
i
i
i
i
i
i
i
i
i
:
(i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
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721 file path=usr/bin/ckitem node=0555
722 file path=usr/bin/ckkeywd npde=0555
723 file path=usr/bin/ckpath npode=0555
724 file path=usr/bin/ckrange node=0555
725 file path=usr/bin/ckstr npde=0555
726 file path=usr/bin/cktinme node=0555
727 file path=usr/bin/ckuid nbde=0555
728 file path=usr/bin/ckyorn node=0555
729 file path=usr/bin/clear nbde=0555
730 fil e path=usr/bin/coreadm node=0555
731 file path=usr/bin/cp node=0555

732 file path=usr/bin/cpio nbde=0555

733 file path=usr/bin/crle npde=0555

734 file path=usr/bin/crontab npde=4555
735 file path=usr/bin/crypt node=0555
736 file path=usr/bin/csh nbde=0555

737 file path=usr/bin/ctrun npde=0555
738 file path=usr/bin/ctstat node=0555
739 file path=usr/bin/ctwatch npde=0555
740 file path=usr/bin/date nbde=0555

741 file path=usr/bin/dd node=0555

742 file path=usr/bin/devattr npde=0555
743 file path=usr/bin/devfree node=0555
744 file path=usr/bin/devreserv node=0555
745 file path=usr/bin/dirname node=0555
746 $(i386_ONLY)file path=usr/bin/di skscan node=0555
747 file path=usr/bin/domai nnane node=0555
748 file path=usr/bin/du node=0555

749 file path=usr/bin/dunpcs node=0555
750 file path=usr/bin/dunpkeys node=0555
751 file path=usr/bin/echo node=0555

752 file path=usr/bin/ed node=0555

753 file path=usr/bin/egrep node=0555
754 file path=usr/bin/eject node=0555
755 fil e path=usr/bin/env node=0555

756 file path=usr/bin/expr node=0555

757 file path=usr/bin/fal se node=0555
758 file path=usr/bin/fdetach node=0555
759 file path=usr/bin/fdformat npde=4555
760 file path=usr/bin/fgrep node=0555
761 file path=usr/bin/file nbde=0555

762 file path=usr/bin/find nbode=0555

763 file path=usr/bin/fnt npde=0555

764 file path=usr/bin/fntnsg node=0555
765 file path=usr/bin/fold nbde=0555

766 file path=usr/bin/fsstat npode=0555
767 file path=usr/bin/geniconvtbl npde=0555
768 fil e path=usr/bin/getconf npde=0555
769 file path=usr/bin/getdev node=0555
770 file path=usr/bin/getdgrp node=0555
771 file path=usr/bin/getent npode=0555
772 file path=usr/bin/getfacl npde=0555
773 file path=usr/bin/getopt npode=0555
774 file path=usr/bin/gettext node=0555
775 file path=usr/bin/getvol npde=0555
776 file path=usr/bin/grep node=0555

777 file path=usr/bin/groups node=0555
778 file path=usr/bin/head node=0555

779 file path=usr/bin/hostid node=0555
780 file path=usr/bin/host nane node=0555
781 file path=usr/bin/i286 node=0555

782 file path=usr/bin/iconv node=0555
783 file path=usr/bin/id node=0555

784 file path=usr/bin/infocnp node=0555
785 file path=usr/bin/iostat node=0555
786 file path=usr/bin/isainfo node=0555
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787 file path=usr/bin/isalist nbode=0555

788 file path=usr/bin/itu node=0555

789 file path=usr/bin/kbd npde=0555

790 file path=usr/bin/keyl ogi n node=0555

791 file path=usr/bin/keyl ogout node=0555

792 file path=usr/bin/knfcfg node=0555

793 file path=usr/bin/kvrmstat node=0555

794 file path=usr/bin/line node=0555

795 file path=usr/bin/listdgrp node=0555

796 file path=usr/bin/listusers npde=0555

797 file path=usr/bin/loadkeys npde=0555

798 file path=usr/bin/logger node=0555

799 file path=usr/bin/login node=4555

800 fil e path=usr/bin/logins node=0750

801 file path=usr/bin/ls node=0555

802 file path=usr/bin/m node=0555

803 file path=usr/bin/mach npde=0555

804 file path=usr/bin/nmail group=mail npbde=2511
805 file path=usr/bin/mailx group=nail npde=2511
806 fil e path=usr/bin/makedev npde=0555

807 file path=usr/bin/nesg node=0555

808 fil e path=usr/bin/nkboot nedi a node=0555

809 file path=usr/bin/nkdir npde=0555

810 file path=usr/bin/nkpwdi ct nbde=0555

811 fil e path=usr/bin/nktenp npde=0555

812 fil e path=usr/bin/noe nbde=0555

813 fil e path=usr/bin/nore node=0555

814 file path=usr/bin/npstat npde=0555

815 file path=usr/bin/n npde=0555

816 file path=usr/bin/netstat node=0555

817 file path=usr/bin/newgrp group=sys node=4755
818 fil e path=usr/bin/nice node=0555

819 file path=usr/bin/optisa nbode=0555

820 file path=usr/bin/pagesi ze node=0555

821 fil e path=usr/bin/passwd group=sys npde=6555
822 fil e path=usr/bin/pathchk nbde=0555

823 file path=usr/bin/pax nbde=0555

824 file path=usr/bin/pfexec node=0555

825 fil e path=usr/bin/pg node=0555

826 fil e path=usr/bin/pgrep node=0555

827 file path=usr/bin/pkg2du node=0555

828 fil e path=usr/bin/pktool npde=0555

829 file path=usr/bin/pr node=0555

830 file path=usr/bin/printf node=0555

831 file path=usr/bin/priocntl node=0555

832 file path=usr/bin/profiles node=0555

833 fil e path=usr/bin/projects node=0555

834 file path=usr/bin/putdev node=0555

835 fil e path=usr/bin/putdgrp nbde=0555

836 file path=usr/bin/pwd node=0555

837 file path=usr/bin/renice node=0555

838 fil e path=usr/bin/rm node=0555

839 file path=usr/bin/rndir npde=0555

840 file path=usr/bin/roles npde=0555

841 file path=usr/bin/rpcinfo node=0555

842 file path=usr/bin/runat node=0555

843 file path=usr/bin/script node=0555

844 file path=usr/bin/sed nbode=0555

845 file path=usr/bin/setfacl npde=0555

846 fil e path=usr/bin/setpgrp group=sys npbde=0555
847 file path=usr/bin/settine node=0555

848 fil e path=usr/bin/shconp node=0555

849 file path=usr/bin/strchg group=root npde=0555
850 fil e path=usr/bin/strconf group=root npde=0555
851 file path=usr/bin/stty node=0555

852 file path=usr/bin/su group=sys node=4555
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853 file path=usr/bin/svcprop node=0555

854 file path=usr/bin/svcs node=0555

855 fil e path=usr/bin/tabs node=0555

856 file path=usr/bin/tail npbde=0555

857 file path=usr/bin/tic npde=0555

858 fil e path=usr/bin/tinme node=0555

859 file path=usr/bin/tip nmpde=4511 owner =uucp

860 file path=usr/bin/tpmadm node=0555

861 file path=usr/bin/tput nbde=0555

862 file path=usr/bin/tr node=0555

863 fil e path=usr/bin/true node=0555

864 file path=usr/bin/tty npde=0555

865 file path=usr/bin/tzsel ect nbde=0555

866 fil e path=usr/bin/updatenedi a node=0555

867 file path=usr/bin/userattr npde=0555

868 fil e path=usr/bin/vnstat node=0555

869 file path=usr/bin/which npde=0555

870 fil e path=usr/bin/who node=0555

871 file path=usr/bin/wacct npode=0555

872 file path=usr/bin/wite group=tty npde=2555

873 file path=usr/bin/xargs npde=0555

874 file path=usr/bin/xstr node=0555

875 fil e path=usr/has/bin/edit npde=0555

876 file path=usr/has/bin/sh node=0555

877 file path=usr/has/man/ manlhas/ edit. 1has

878 fil e path=usr/has/man/ manlhas/ ex. lhas

879 fil e path=usr/has/man/ nanlhas/ sh. lhas

880 fil e path=usr/has/man/ manlhas/ vi . lhas

881 file path=usr/kernel/drv/$(ARCH64)/dunp group=sys

882 file path=usr/kernel/drv/$(ARCH64)/fssnap group=sys

883 file path=usr/kernel/drv/$(ARCH64)/kstat group=sys

884 file path=usr/kernel/drv/$(ARCH64)/ksyns group=sys

885 file path=usr/kernel/drv/$(ARCH64) /1 ogi ndmux group=sys

886 file path=usr/kernel/drv/$(ARCH64)/ pt m group=sys

887 file path=usr/kernel/drv/$(ARCH64)/pts group=sys

888 $(i386_ONLY)file path=usr/kernel/drv/dunp group=sys

889 file path=usr/kernel/drv/dunp.conf group=sys

890 $(i386_ONLY)file path=usr/kernel/drv/fssnap group=sys

891 file path=usr/kernel/drv/fssnap.conf group=sys

892 $(i386_ONLY)file path=usr/kernel/drv/kstat group=sys

893 fil e path=usr/kernel/drv/kstat.conf group=sys

894 $(i386_ONLY)file path=usr/kernel/drv/ksyms group=sys

895 fil e path=usr/kernel/drv/ksyns. conf group=sys

896 $(i386_ONLY)file path=usr/kernel/drv/|ogi ndmux group=sys

897 file path=usr/kernel/drv/Ilogi ndnux. conf group=sys

898 $(i386_ONLY)file path=usr/kernel/drv/ptm group=sys

899 file path=usr/kernel/drv/ptmconf group=sys

900 $(i386_ONLY)file path=usr/kernel/drv/pts group=sys

901 file path=usr/kernel/drv/pts.conf group=sys

902 file path=usr/kernel/exec/ $( ARCH64)/javaexec group=sys node=0755
903 file path=usr/kernel/exec/ $( ARCH64)/ shbi nexec group=sys npde=0755
904 $(i386_ONLY)file path=usr/kernel/exec/javaexec group=sys npde=0755
905 $(i386_ONLY)file path=usr/kernel/exec/shbinexec group=sys node=0755
906 file path=usr/kernel/fs/$(ARCH64)/fdfs group=sys node=0755

907 file path=usr/kernel/fs/$(ARCH64)/pcfs group=sys npde=0755

908 $(i386_ONLY)file path=usr/kernel/fs/fdfs group=sys npde=0755

909 $(i386_ONLY)file path=usr/kernel/fs/pcfs group=sys npde=0755

910 file path=usr/kernel/sched/ $( ARCH64)/ FX gr oup=sys npde=0755

911 file path=usr/kernel/sched/ $( ARCH64)/ FX_DPTBL group=sys npde=0755
912 file path=usr/kernel/sched/ $( ARCH64) /| A group=sys npde=0755

913 file path=usr/kernel/sched/ $( ARCH64)/ RT group=sys npde=0755

914 file path=usr/kernel/sched/ $( ARCH64)/ RT_DPTBL group=sys npde=0755
915 $(i386_ONLY)file path=usr/kernel/sched/FX group=sys nopde=0755
916 $(i386_ONLY)file path=usr/kernel/sched/ FX_DPTBL group=sys npde=0755
917 $(i386_ONLY)file path=usr/kernel/sched/| A group=sys node=0755
918 $(i 386_ONLY)fil e path=usr/kernel/sched/ RT group=sys node=0755
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919 $(i386_ONLY)file path=usr/kernel/sched/ RT_DPTBL group=sys npode=0755 985 file path=usr/lib/fs/objfs/munt node=0555
920 file path=usr/kernel/strnod/ $( ARCH64)/crypt nod group=sys node=0755 986 file path=usr/lib/fs/proc/nount npde=0555
921 file path=usr/kernel/strnmod/ $(ARCH64)/rl nod group=sys node=0755 987 file path=usr/lib/fs/sharefs/munt nmbde=0555
922 file path=usr/kernel/strnod/ $(ARCH64)/tel nod group=sys npde=0755 988 file path=usr/lib/fs/tnpfs/mount node=0555
923 $(i386_ONLY)file path=usr/kernel/strnod/cryptnod group=sys node=0755 989 file path=usr/lib/fs/ufs/clri npde=0555
924 $(i386_ONLY)file path=usr/kernel/strnod/rlnod group=sys npde=0755 990 file path=usr/lib/fs/ufs/df npde=0555
925 $(i386_ONLY)file path=usr/kernel/strnod/tel mod group=sys npde=0755 991 file path=usr/lib/fs/ufs/edquota node=0555
926 file path=usr/kernel/sys/$(ARCH64)/acctctl group=sys npde=0755 992 file path=usr/lib/fs/ufs/ff npbde=0555
927 file path=usr/kernel/sys/$(ARCH64)/ exacctsys group=sys node=0755 993 file path=usr/lib/fs/ufs/fsck nbde=0555
928 file path=usr/kernel/sys/$(ARCH64)/sysacct group=sys npde=0755 994 file path=usr/lib/fs/ufs/fsckall npde=0555
929 $(i386_ONLY)file path=usr/kernel/sys/acctctl group=sys node=0755 995 file path=usr/lib/fs/ufs/fsdb nbde=0555
930 $(i386_ONLY)fil e path=usr/kernel/sys/exacctsys group=sys npde=0755 996 file path=usr/lib/fs/ufs/fsirand node=0555
931 $(i386_ONLY)file path=usr/kernel/sys/sysacct group=sys node=0755 997 file path=usr/lib/fs/ufs/fssnap nbde=0555
932 file path=usr/kvm READMVE gr oup=sys 998 file path=usr/lib/fs/ufs/fstyp.so.1l npbde=0555
933 file path=usr/lib/$(ARCH64)/|ibshare.so.1 999 file path=usr/lib/fs/ufs/labelit node=0555
934 file path=usr/lib/audit/audit_record_attr npde=0444 1000 file path=usr/lib/fs/ufs/lockfs node=0555
935 file path=usr/lib/cal prog node=0555 1001 file path=usr/lib/fs/ufs/nkfs nbode=0555
936 file path=usr/lib/class/FX/ FXdi spadm n node=0555 1002 file path=usr/lib/fs/ufs/ncheck node=0555
937 file path=usr/lib/class/FX/ FXpriocntl nbde=0555 1003 file path=usr/lib/fs/ufs/newfs node=0555
938 file path=usr/lib/class/|AlAdi spadm n node=0555 1004 file path=usr/lib/fs/ufs/quot node=0555
939 file path=usr/lib/class/I Al Apriocntl npde=0555 1005 file path=usr/lib/fs/ufs/quota node=4555
940 file path=usr/lib/class/RT/RTdi spadm n node=0555 1006 file path=usr/lib/fs/ufs/quotacheck node=0555
941 file path=usr/lib/class/RT/ RTpriocntl nbde=0555 1007 file path=usr/lib/fs/ufs/quotaoff node=0555
942 file path=usr/lib/class/SDC SDCdi spadnm n nbde=0555 1008 file path=usr/lib/fs/ufs/repquota node=0555
943 file path=usr/lib/class/ SDC/ SDCpri ocnt|l npde=0555 1009 file path=usr/lib/fs/ufs/tunefs node=0555
944 file path=usr/lib/class/ TS/ TSdi spadnm n nbode=0555 1010 file path=usr/lib/fs/ufs/ufsdunp nbde=4555
945 file path=usr/lib/class/ TS/ TSpriocntl npbde=0555 1011 file path=usr/lib/fs/ufs/ufsrestore node=4555
946 file path=usr/lib/devfsadm |inknmod/ SUNW audi o_l i nk.so group=sys 1012 file path=usr/lib/fs/ufs/vol copy node=0555
947 file path=usr/lib/devfsadm |inknod/ SUNWcfg_|ink.so group=sys 1013 file path=usr/lib/getoptcvt npde=0555
948 file path=usr/lib/devfsadn |inknod/ SUNW di sk_| i nk. so group=sys 1014 file path=usr/lib/ hel p/auths/|ocal e/ C Al | Sol Aut hsHeader . ht m
949 file path=usr/lib/devfsadni|inkmod/ SUNWTfssnap_|ink.so group=sys 1015 file path=usr/lib/hel p/auths/| ocal e/ T Audi t Header . ht m
950 file path=usr/lib/devfsadm |inknod/ SUNW.i eeel394_I|ink.so group=sys 1016 file path=usr/lib/hel p/auths/|ocal e/ C/ Aut hJobsAdmi n. ht m
951 file path=usr/lib/devfsadnm |inkmod/ SUNWI ofi _I'ink.so group=sys 1017 file path=usr/lib/hel p/auths/|ocal e/ C Aut hJobsUser. ht n
952 file path=usr/lib/devfsadn |inknod/ SUN\Wd_| i nk.so group=sys 1018 file path=usr/lib/hel p/auths/|ocal e/ C Aut hProf mgr Assi gn. ht m
953 file path=usr/lib/devfsadn |inkmod/ SUNW i sc_Iink.so group=sys 1019 file path=usr/lib/hel p/auths/| ocal e/ C/ Aut hProf ngr Del egat e. ht m
954 file path=usr/lib/devfsadni|inknod/ SUNW i sc_| i nk_$( ARCH).so group=sys 1020 file path=usr/1ib/ hel p/auths/|ocal e/ C/ Aut hProf ngr ExecattrWite. htm
955 file path=usr/lib/devfsadni|inknod/ SUNWport_|ink.so group=sys 1021 file path=usr/lib/hel p/auths/|ocal e/ C Aut hProf ngr Read. ht m
956 file path=usr/lib/devfsadm |inknod/ SUNWrandi sk_|ink.so group=sys 1022 file path=usr/1lib/ hel p/auths/|ocal e/ C Aut hProf mgrWite. htm
957 file path=usr/lib/devfsadm |inknod/ SUNW sgen_|ink.so group=sys 1023 file path=usr/lib/ hel p/auths/| ocal e/ C/ Aut hReadNDWP. ht m
958 file path=usr/lib/devfsadm |inknpd/ SUNWsnp_link.so group=sys 1024 file path=usr/lib/hel p/auths/|ocal e/ C Aut hReadSMB. ht n
959 file path=usr/lib/devfsadm |inknod/ SUNWtape_link.so group=sys 1025 file path=usr/lib/hel p/auths/| ocal e/ T Aut hRol eAssi gn. ht n
960 file path=usr/lib/devfsadn|inknod/ SUN\Wusb_Tink.so group=sys 1026 file path=usr/lib/hel p/auths/|ocal e/ C Aut hRol eDel egat e. ht m
961 $(i386_ONLY)file path=usr/lib/devfsadni i nkmod/ SUNW xen_l i nk. so group=sys 1027 file path=usr/lib/hel p/auths/|ocal e/ C/ Aut hRol eWite. htm
962 file path=usr/lib/diffh nbde=0555 1028 file path=usr/lib/hel p/auths/|ocal e/ C Bi ndSt at es. ht
963 file path=usr/lib/expreserve nbde=0555 1029 file path=usr/1ib/hel p/auths/|ocal e/ C/ DevAl | ocHeader . ht n
964 file path=usr/lib/exrecover node=0555 1030 file path=usr/lib/hel p/auths/|ocal e/ C/ DevAl | ocate. htm
965 file path=usr/lib/fs/cachefs/cachefsd npbde=0555 1031 file path=usr/lib/hel p/auths/|ocal e/ C/ DevConfig. ht m
966 file path=usr/lib/fs/cachefs/cachefsl og nbde=0555 1032 file path=usr/lib/hel p/auths/l|ocal e/ C DevG ant. htm
967 file path=usr/lib/fs/cachefs/cachefspack npde=0555 1033 file path=usr/lib/hel p/auths/|ocal e/ C/ DevRevoke. ht ni
968 file path=usr/lib/fs/cachefs/cachefsstat npde=0555 1034 file path=usr/lib/hel p/auths/|ocal e/ C/ Dhcpngr Header . ht m
969 file path=usr/lib/fs/cachefs/cachefswssize npbde=0555 1035 file path=usr/|ib/hel p/auths/|ocal e/ C/ DhcpngrWite. htm
970 file path=usr/lib/fs/cachefs/cfsadm n nbde=0555 1036 file path=usr/lib/hel p/auths/|ocal e/ C/ Hot pl ugHeader . ht m
971 file path=usr/lib/fs/cachefs/cfsfstype node=0555 1037 file path=usr/1ib/hel p/auths/|ocal e/ C/ Hot pl ughodi fy. ht m
972 file path=usr/lib/fs/cachefs/cfstagchk nbode=0555 1038 file path=usr/lib/hel p/auths/|ocal e/ C | dmapRul es. ht m
973 file path=usr/lib/fs/cachefs/df shares nbde=0555 1039 file path=usr/lib/hel p/auths/|ocal e/ C/ JobHeader. ht nl
974 file path=usr/lib/fs/cachefs/fsck nbde=0555 1040 file path=usr/lib/hel p/auths/|ocal e/ ¢/ JobsG ant. ht m
975 file path=usr/lib/fs/cachefs/nount npde=0555 1041 file path=usr/lib/hel p/auths/local e/ T Li nkSecurity. htn
976 file path=usr/lib/fs/cachefs/share nbde=0555 1042 file path=usr/lib/hel p/auths/|ocal e/ C Logi nEnabl e. ht m
977 file path=usr/lib/fs/cachefs/unpunt npbde=0555 1043 file path=usr/lib/hel p/auths/|ocal e/ C Logi nHeader . ht m
978 file path=usr/lib/fs/cachefs/unshare npde=0555 1044 file path=usr/lib/hel p/auths/|ocal e/ C/ Logi nRenot e. ht m
979 file path=usr/lib/fs/ctfs/nount nbde=0555 1045 file path=usr/lib/hel p/auths/| ocal e/ C/ Net wor kAut oconf Read. ht m
980 file path=usr/lib/fs/fd/ nount npde=0555 1046 file path=usr/lib/hel p/auths/|ocal e/ C Net wor kAut oconf Sel ect . ht m
981 file path=usr/lib/fs/hsfs/fstyp.so.1 npde=0555 1047 file path=usr/|ib/hel p/auths/|ocal e/ C/ Networ kAut oconf W an. ht m
982 file path=usr/lib/fs/hsfs/labelit npbde=0555 1048 file path=usr/lib/hel p/auths/|ocal e/ C/ Net wor kAut oconf Wite. htmn
983 file path=usr/lib/fs/Iofs/nount nbde=0555 1049 file path=usr/lib/hel p/auths/|ocal e/ C/ Net wor kHeader . ht m
984 file path=usr/lib/fs/mtfs/munt node=0555 1050 file path=usr/1ib/hel p/auths/local e/ C/ Networkl LBconf. htni
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1051 file path=usr/lib/hel p/auths/|ocal e/ C Networ kl LBenabl e. ht m
1052 file path=usr/lib/hel p/auths/|ocal e/ C/ Networkl nterfaceConfig. htm
1053 file path=usr/lib/hel p/auths/|ocal e/ T Net wor kVRRP. ht n

1054 file path=usr/lib/hel p/auths/|ocal e/ C/ Pri Adm n. htni

1055 file path=usr/lib/hel p/auths/|ocal e/ C Prof ngr Header . ht m

1056 file path=usr/lib/hel p/auths/|ocal e/ C Rol eHeader . ht m

1057 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Al locate. htm

1058 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Aut of sSt at es. ht ni
1059 file path=usr/lib/hel p/auths/|ocal e/ C Snf Cor eadnftt at es. ht m
1060 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf CronSt at es. ht m

1061 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf ExAcct Fl owSt at es. ht m
1062 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf ExAcct Net St at es. ht
1063 file path=usr/lib/hel p/auths/|ocal e/ C Snf ExAcct ProcessSt at es. ht nl
1064 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf ExAcct TaskSt at es. ht m
1065 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Header . ht n

1066 file path=usr/lib/hel p/auths/|ocal e/ C/ SnflLBStates. htmn

1067 file path=usr/lib/hel p/auths/|ocal e/ C/ SnflPsecStates. htni
1068 file path=usr/lib/hel p/auths/|ocal e/ C/ SnfldmapSt at es. ht
1069 file path=usr/lib/hel p/auths/|ocal e/ C SnflnetdStates. htn
1070 file path=usr/1ib/hel p/auths/|ocal e/ C/ SnfLocationStates. htm
1071 file path=usr/1ib/hel p/auths/|ocal e/ C/ Snf MDNSSt at es. ht m

1072 file path=usr/lib/hel p/auths/|ocal e/ C Snf ManageAudi t. ht
1073 file path=usr/lib/hel p/auths/| ocal e/ T Snf ManageHeader . ht m
1074 file path=usr/1ib/ hel p/auths/|ocal e/ C/ Snf ManageHot pl ug. ht m
1075 file path=usr/1lib/ hel p/auths/|ocal e/ C Snf ManageZFSSnap. ht m
1076 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Modi fyAppl . ht m

1077 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Modi f yDepend. ht m
1078 file path=usr/lib/hel p/auths/|ocal e/ T Snf Modi f yFranewor k. ht n
1079 file path=usr/lib/hel p/auths/|ocal e/ C Snf Modi f yHeader . ht ni
1080 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Modi f yMet hod. ht ni
1081 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf NADDSt at es. ht m

1082 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf NDMPSt at es. ht

1083 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf NWAMGt at es. ht mi

1084 file path=usr/|ib/hel p/auths/|ocal e/ C/ Snf NscdSt at es. ht m

1085 file path=usr/lib/hel p/auths/|ocal e/ C Snf Power St at es. ht n
1086 file path=usr/lib/hel p/auths/l|ocal e/ T Snf Repar seSt at es. ht nl
1087 file path=usr/lib/hel p/auths/|ocal e/ T Snf Routi ngSt at es. ht nl
1088 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf SMBFSSt at es. ht ni
1089 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf SMBSt at es. ht

1090 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Sendnai | St at es. ht m
1091 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf SshSt ates. ht m

1092 file path=usr/lib/hel p/auths/|ocal e/ C Snf Sysl ogSt at es. ht ni
1093 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf VRRPSt at es. ht m

1094 file path=usr/lib/hel p/auths/|ocal e/ C Snf Val ueAudi t . ht m

1095 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Val ueCor eadm ht ni
1096 file path=usr/lib/hel p/auths/|ocal e/ C SnfVal ueExAcct Fl ow. ht m
1097 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val ueExAcct Net . ht m
1098 file path=usr/lib/hel p/auths/| ocal e/ C Snf Val ueExAcct Process. ht n
1099 file path=usr/lib/hel p/auths/l|ocal e/ T Snf Val ueExAcct Task. ht
1100 file path=usr/lib/hel p/auths/|ocal e/ C/ SnfVal ueFi rewal | . ht m
1101 file path=usr/lib/ hel p/auths/|ocal e/ C Snf Val ueHeader . ht n
1102 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val uel Psec. ht m

1103 file path=usr/lib/hel p/auths/|ocal e/ C Snf Val uel dnap. ht m

1104 file path=usr/lib/hel p/auths/|ocal e/ C/ SnfVal uel netd. ht m

1105 file path=usr/|ib/hel p/auths/|ocal e/ C SnfVal ueNDNS. ht m

1106 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val ueNADD. ht

1107 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val ueNDVP. ht

1108 file path=usr/lib/hel p/auths/|ocal e/ C/ SnfVal ueNWAM ht ni

1109 file path=usr/lib/hel p/auths/|ocal e/ C SnfVal ueRout i ng. ht ni
1110 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val ueSMB. ht m

1111 file path=usr/lib/hel p/auths/| ocal e/ C/ Snf Val ueVscan. ht m

1112 file path=usr/1ib/ hel p/auths/|ocal e/ C/ Snf Val ueVt . ht m

1113 file path=usr/lib/ hel p/auths/|ocal e/ C SnfVscanSt at es. ht ni
1114 file path=usr/lib/hel p/auths/|ocal e/ C/ Snf Vt St at es. ht m

1115 file path=usr/lib/ hel p/auths/| ocal e/ T Snf WaSt at es. ht

1116 file path=usr/lib/hel p/auths/| ocal e/ T SysCpuPower Mgnt . ht m
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1117 file path=usr/lib/ hel p/auths/|ocal e/ C/ SysDate. ht n

1118 file path=usr/lib/hel p/auths/| ocal e/ C/ SysHeader . ht m

1119 file path=usr/1ib/ hel p/auths/|ocal e/ C/ SysMi nt enance. ht n

1120 file path=usr/lib/ hel p/auths/|ocal e/ C/ SysPower Mgnt Bri ght ness. ht nl
1121 file path=usr/lib/hel p/auths/|ocal e/ C SysPower Mgnt Header . ht m

1122 file path=usr/lib/hel p/auths/| ocal e/ T SysPower Mgnt Suspend. ht m
1123 file path=usr/1ib/ hel p/auths/| ocal e/ C/ SysPower Mgnt Suspendt oDi sk. ht m
1124 file path=usr/1ib/ hel p/auths/|ocal e/ C/ SysPower Mgnt Suspendt oRAM ht m
1125 file path=usr/lib/ hel p/auths/|ocal e/ C SysShut down. ht m

1126 file path=usr/lib/hel p/auths/|ocal e/ C/ SysSysevent Read. ht m

1127 file path=usr/lib/hel p/auths/|ocal e/ T/ SysSyseventWite. htnl

1128 file path=usr/lib/hel p/auths/|ocal e/C/ WfiConfig.htm

1129 file path=usr/lib/ hel p/auths/|ocal e/ C/ WfiWp.htnl

1128 file path=usr/lib/hel p/auths/| ocal e/ C/ Zoned oneFrom ht m

1129 file path=usr/lib/hel p/auths/| ocal e/ T/ ZoneHeader . ht m

1130 file path=usr/lib/hel p/auths/|ocal e/ C ZoneLogi n. ht m

1131 file path=usr/1lib/hel p/auths/|ocal e/ C ZoneManage. ht m

1132 file path=usr/lib/hel p/profiles/local e/ CRtAcctadm htn

1133 file path=usr/lib/help/profiles/locale/CRAI.htm

1134 file path=usr/lib/help/profiles/local e/C Rt AuditCfg. htn

1135 file path=usr/lib/hel p/profiles/locale/C R AuditCrl.htnl

1136 file path=usr/lib/help/profiles/local e/ CRtAuditReview htnmn

1137 file path=usr/lib/hel p/profiles/local e/ C Rt CPUPower Managenent . ht
1138 file path=usr/lib/help/profiles/local e/C Rt ConsUser. htn

1139 file path=usr/lib/hel p/profiles/|ocal e/ C Rt Contractoserver. htni
1140 file path=usr/lib/ hel p/profiles/local e/ C Rt Cronvhgmt. htni

1141 file path=usr/lib/hel p/profiles/local e/C Rt Cryptovhgmt. htm

1142 file path=usr/lib/ hel p/profiles/local e/ C R DHCPNMhgmt . ht ni

1143 file path=usr/lib/hel p/profiles/|ocal e/C Rt Dat Adm n. htm

1144 file path=usr/lib/hel p/profiles/|ocale/ C Rt Default.htm

1145 file path=usr/lib/hel p/profiles/local e/ C Rt Devi cevhgmt . ht m

1146 file path=usr/lib/help/profiles/local e/ C Rt DeviceSecurity.htn
1147 file path=usr/lib/hel p/profiles/|ocal e/ C Rt ExAcct Fl ow. ht ni

1148 file path=usr/lib/hel p/profiles/|ocal e/ C Rt ExAcctNet.htni

1149 file path=usr/lib/hel p/profiles/local e/ T Rt ExAcct Process. htni

1150 file path=usr/lib/help/profiles/local e/ TRt ExAcct Task. ht m

1151 file path=usr/lib/hel p/profiles/local e/ R FTPvhgmt . ht nl

1152 file path=usr/lib/hel p/profiles/|ocale/ CRtFileSyswvhgmt. htmn

1153 file path=usr/lib/help/profiles/locale/CRtFileSysSecurity.htm
1154 file path=usr/lib/hel p/profiles/local e/ C Rt Hot pl ugvhgmt . ht n

1155 file path=usr/lib/hel p/profiles/locale/ CRtIPFilterivgmt.htmn
1156 file path=usr/lib/hel p/profiles/|ocale/ CRtIdmaphgmt. htmn

1157 file path=usr/lib/help/profiles/local e/ C Rt|dnmapNaneRul esvhgmmt . ht ni
1158 file path=usr/lib/hel p/profiles/local e/ CRtlnetdvhgmt. htnl

1159 file path=usr/lib/hel p/profiles/local e/ C Rt Kerberosd nt Mngmmt . ht
1160 file path=usr/lib/hel p/profiles/|ocal e/ C RtKerberosSrvrvhgmt. htm
1161 file path=usr/lib/hel p/profiles/local e/ CRtLogvhgmt. htn

1162 file path=usr/lib/hel p/profiles/local e/C Rt Mai |l Mhgmt . ht m

1163 file path=usr/lib/hel p/profiles/local e/ C Rt Mai nt AndRepai r. ht m
1164 file path=usr/lib/hel p/profiles/|ocal e/C R Medi aBkup. htni

1165 file path=usr/lib/hel p/profiles/locale/ C R MdiaClg.htnl

1166 file path=usr/lib/help/profiles/local e/C Rt Medi aRestore. ht m

1167 file path=usr/lib/hel p/profiles/local e/ C Rt NDMPMhgmt . ht m

1168 file path=usr/lib/hel p/profiles/|ocal e/ C Rt NameServi ceAdmi n. ht ni
1169 file path=usr/lib/hel p/profiles/|ocal e/ C R NameServi ceSecure. htni
1170 file path=usr/lib/hel p/profiles/local e/ C Rt Net Aut oconf Adm n. ht nm
1171 file path=usr/lib/hel p/profiles/local e/ T Rt Net Aut oconf User. htni
1172 file path=usr/lib/hel p/profiles/locale/C R NetlLB. htm

1173 file path=usr/lib/hel p/profiles/|ocale/ C Rt NetlPsec.htm

1174 file path=usr/lib/hel p/profiles/local e/ RtNetLinkSecure. htnmn

1175 file path=usr/lib/hel p/profiles/local e/ C Rt Net Mhgmmt . ht nl

1176 file path=usr/lib/hel p/profiles/local e/C Rt NetCbservability.htn
1177 file path=usr/lib/ hel p/profiles/|ocal e/C Rt NetSecure.htni

1178 file path=usr/lib/hel p/profiles/local e/ Rt NetVRRP. ht

1179 file path=usr/lib/hel p/profiles/local e/C R NetWfiNMgmt.htn

1180 file path=usr/lib/help/profiles/local e/ C R NetWfiSecure. htnl
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1181 file path=usr/lib/hel p/profiles/|ocal e/C R CbAccesshhgmt. htm
1182 file path=usr/lib/hel p/profiles/local e/ C Rt Operator.htn

1183 file path=usr/lib/help/profiles/locale/ CRtPriAdmn.htn

1184 file path=usr/lib/hel p/profiles/|ocal e/ C RtPrntAdm n.htni

1185 file path=usr/lib/hel p/profiles/|ocal e/C Rt ProcManagenent. htm
1186 file path=usr/lib/help/profiles/local e/ Rt Reparsevhgmt . ht ni
1187 file path=usr/lib/hel p/profiles/local e/ C R ReservedProfile.htnl
1188 file path=usr/lib/hel p/profiles/|ocal e/ C Rt R ghtsDel egate. htm
1189 file path=usr/lib/hel p/profiles/|ocal e/ C R SMBFSVMhgmt . ht m
1190 file path=usr/lib/hel p/profiles/local e/ C R SMBvhgmt . ht ni

1191 file path=usr/lib/help/profiles/local e/ RtSoftwarelnstall.htn
1192 file path=usr/lib/help/profiles/local e/ C Rt SysAdm n. htnm

1193 file path=usr/lib/hel p/profiles/local e/ C Rt SysEvMhgmt . ht m
1194 file path=usr/lib/help/profiles/local e/ C Rt SysPower Mgnt . ht m
1195 file path=usr/lib/hel p/profiles/local e/ TRt SysPower Mgnt Bri ght ness. ht nl
1196 file path=usr/lib/help/profiles/local e/ Rt SysPower Mynt Suspend. ht m
1197 file path=usr/lib/hel p/profiles/|ocal e/ C Rt SysPower Mgnt Suspendt oDi sk. ht m
1198 file path=usr/lib/help/profiles/|ocal e/C Rt SysPower Mgnt Suspendt oRAM ht i
1199 file path=usr/lib/help/profiles/local e/ TRt User vnhgmt . ht m

1200 file path=usr/lib/help/profiles/local e/ CRtUserSecurity.htm
1201 file path=usr/lib/hel p/profiles/|ocale/ CRtVscanvhgmt. htm
1202 file path=usr/lib/help/profiles/local e/C Rt ZFSFi | eSysvhgmt . ht m
1203 file path=usr/lib/hel p/profiles/local e/ T Rt ZFSSt oragevhgmt . ht i
1204 file path=usr/lib/help/profiles/local e/C R Zonevhgmt . ht m

1205 file path=usr/lib/hel p/profiles/local e/ C RtZoneSecurity.htm
1206 file path=usr/lib/hotplugd npde=0555

1207 file path=usr/lib/iconv/646da. 8859.t npde=0444

1208 file path=usr/lib/iconv/646de. 8859.t node=0444

1209 file path=usr/lib/iconv/646en.8859.t node=0444

1210 file path=usr/lib/iconv/646es.8859.t node=0444

1211 file path=usr/lib/iconv/646fr.8859.t npde=0444

1212 file path=usr/lib/iconv/646it.8859.t npde=0444

1213 file path=usr/lib/iconv/646sv.8859.t npde=0444

1214 file path=usr/lib/iconv/8859.646.t npde=0444

1215 file path=usr/lib/iconv/8859. 646da.t npde=0444

1216 file path=usr/lib/iconv/8859. 646de.t npde=0444

1217 file path=usr/lib/iconv/8859. 646en.t node=0444

1218 file path=usr/lib/iconv/8859. 646es.t npde=0444

1219 file path=usr/lib/iconv/8859. 646fr.t npde=0444

1220 file path=usr/lib/iconv/8859.646it.t npde=0444

1221 file path=usr/lib/iconv/8859. 646sv.t node=0444

1222 file path=usr/lib/iconv/iconv_data npde=0444

1223 file path=usr/lib/idmapd node=0555

1224 file path=usr/lib/inet/$(ARCH32)/in.iked node=0555

1225 file path=usr/lib/inet/$(ARCH64)/in.iked npde=0555

1226 file path=usr/lib/inet/certdb node=0555

1227 file path=usr/lib/inet/certlocal npde=0555

1228 file path=usr/lib/inet/certrldb node=0555

1229 file path=usr/lib/inet/inetd node=0555

1230 file path=usr/lib/intrd node=0555

1231 file path=usr/libl/isaexec nbde=0555

1232 file path=usr/lib/kssl adm node=0555

1233 $(sparc_ONLY)file path=usr/lib/ld.so

1234 file path=usr/lib/libshare.so.1

1235 file path=usr/lib/ mkekey npode=0555

1236 file path=usr/lib/nmore.help

1237 file path=usr/lib/newsysl og group=sys node=0555

1238 file path=usr/lib/passmgnt group=sys node=0555

1239 file path=usr/lib/pci/pcidr node=0555

1240 file path=usr/lib/pci/pcidr_plugin.so

1241 file path=usr/lib/pfexecd node=0555

1242 file path=usr/lib/pl atexec nbde=0555

1243 file path=usr/|ib/rcm nodul es/ SUNW aggr _rcm so npde=0555

1244 file path=usr/lib/rcm nmodul es/ SUNWcl uster _rcm so node=0555
1245 file path=usr/lib/rcm modul es/ SUNW dunp_rcm so node=0555

1246 file path=usr/lib/rcm nodul es/ SUNWTilesys_rcmso node=0555
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1247 file path=usr/lib/rcm nodul es/ SUNW.i bpart_rcm so node=0555

1248 file path=usr/lib/rcm modul es/ SUNW.i p_anon_rcm so npde=0555

1249 file path=usr/lib/rcm modul es/ SUNW.i p_rcm so nbde=0555

1250 file path=usr/lib/rcm nodul es/ SUNW npxi o_rcm so npde=0555

1251 file path=usr/|ib/rcm nodul es/ SUNW net work_rcm so node=0555

1252 file path=usr/lib/rcm modul es/ SUNW swap_rcm so nbde=0555

1253 $(sparc_ONLY)file path=usr/1ib/rcn modul es/ SUNW ttymux_rcm so npbde=0555
1254 file path=usr/lib/rcm nodul es/ SUNW vl an_rcm so nbde=0555

1255 file path=usr/|ib/rcm nodul es/ SUNW vni c_rcm so nbde=0555

1256 file path=usr/lib/rcm rcmdaenon node=0555

1257 file path=usr/lib/reparsel/reparsed group=sys npde=0555

1258 file path=usr/lib/saf/listen group=sys npde=0755

1259 file path=usr/lib/saf/nlps_server group=sys npode=0755

1260 file path=usr/lib/saf/sac group=sys node=0555

1261 file path=usr/lib/saf/ttynon group=sys npde=0555

1262 file path=usr/lib/sysevent/nodul es/datal i nk_nod. so

1263 file path=usr/lib/sysevent/ nodul es/ devfsadnd_nod. so

1264 file path=usr/lib/sysevent/nodul es/sysevent _conf_nod. so

1265 file path=usr/lib/sysevent/nodul es/sysevent _reg_nod. so

1266 file path=usr/lib/sysevent/syseventconfd nbode=0555

1267 file path=usr/lib/sysevent/syseventd node=0555

1268 file path=usr/lib/utnp_update node=4555

1269 file path=usr/lib/utnmpd node=0555

1270 file path=usr/lib/vtdaenon node=0555

1271 file path=usr/lib/vtinfo node=0555

1272 file path=usr/lib/vtxl ock nbde=0555

1273 file path=usr/sadnm bi n/ puttext npde=0555

1274 file path=usr/sadminstall/mniroot.db group=sys nbde=0444

1275 file path=usr/sadnfinstall/scripts/i.ipsecal gs group=sys npde=0555
1276 file path=usr/sadminstall/scripts/i.kcfconf group=sys npde=0555
1277 file path=usr/sadminstall/scripts/i.knfconf group=sys npbde=0555
1278 file path=usr/sadminstall/scripts/i.nmanifest group=sys nbpde=0555
1279 file path=usr/sadnfinstall/scripts/i.pkcsllconf group=sys npde=0555
1280 file path=usr/sadninstall/scripts/i.rbac group=sys node=0555

1281 file path=usr/sadminstall/scripts/r.ipsecal gs group=sys npode=0555
1282 file path=usr/sadminstall/scripts/r.kcfconf group=sys npbde=0555
1283 file path=usr/sadminstall/scripts/r.knfconf group=sys nbde=0555
1284 file path=usr/sadnminstall/scripts/r.manifest group=sys npde=0555
1285 file path=usr/sadminstall/scripts/r.pkcsllconf group=sys npde=0555
1286 file path=usr/sadminstall/scripts/r.rbac group=sys npde=0555

1287 fil e path=usr/sadnf ugdat es node=0444

1288 $(i386_ONLY)file path=usr/sbin/$(ARCH32)/add_drv group=sys npde=0555
1289 $(i386_ONLY)file path=usr/sbin/$(ARCH32)/ nodi nfo group=sys npde=0555
1290 $(i386_ONLY)file path=usr/sbin/$( ARCH32)/ nodl oad group=sys npde=0555
1291 $(i386_ONLY)fil e path=usr/sbin/$(ARCH32)/ nodunl oad group=sys npde=0555
1292 $(i386_ONLY)file path=usr/sbin/$( ARCH32)/pbi nd group=sys npde=0555
1293 $(i 386_ONLY)file path=usr/sbin/$(ARCH32)/prtconf group=sys npde=2555
1294 $(i386_ONLY)file path=usr/sbin/$(ARCH32)/psrset group=sys npde=0555
1295 $(i386_ONLY)fil e path=usr/sbin/$(ARCH32)/rem drv group=sys npde=0555
1296 $(i386_ONLY)file path=usr/sbin/$(ARCH32)/swap group=sys npde=2555
1297 $(i 386_ONLY)file path=usr/sbin/$(ARCH32)/sysdef group=sys npde=2555
1298 $(i 386_ONLY)file path=usr/sbin/ $( ARCH32)/update_drv group=sys npde=0555
1299 $(i 386_ONLY)file path=usr/sbin/$( ARCH32)/whodo npde=4555

1300 file path=usr/sbin/$(ARCH64)/add_drv group=sys npde=0555

1301 file path=usr/sbin/ $(ARCH64)/ modi nfo gr oup=sys node=0555

1302 file path=usr/sbin/ $( ARCH64)/ nodl oad gr oup=sys node=0555

1303 file path=usr/sbin/ $( ARCH64) / nodunl oad group=sys npde=0555

1304 file path=usr/sbin/$(ARCH64)/ pbi nd group=sys npde=0555

1305 file path=usr/sbin/$(ARCH64)/ prtconf group=sys node=2555

1306 file path=usr/sbin/ $(ARCH64)/ psrset group=sys npde=0555

1307 file path=usr/sbin/$(ARCH64)/rem drv group=sys npde=0555

1308 file path=usr/sbin/$( ARCH64)/swap group=sys npde=2555

1309 file path=usr/sbin/ $( ARCH64)/ sysdef group=sys npde=2555

1310 file path=usr/sbin/ $( ARCH64)/ updat e_drv group=sys npde=0555

1311 file path=usr/sbin/ $( ARCH64) / whodo node=4555

1312 file path=usr/sbin/6todrel ay node=0555
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1313 fil e path=usr/sbin/acctadm node=0555 1379 file path=usr/sbin/nscd node=0555

1314 file path=usr/shin/allocate node=4555 1380 fil e path=usr/sbi n/ nwamadm node=0555

1315 file path=usr/sbin/arp node=0555 1381 file path=usr/sbin/nwancfg node=0555

1316 file path=usr/sbin/audit node=0555 1382 fil e path=usr/sbin/pmadm gr oup=sys npde=0555

1317 fil e path=usr/sbin/auditconfig node=0555 1383 fil e path=usr/sbin/praudit npde=0555

1318 file path=usr/sbin/auditd node=0555 1384 $(i386_ONLY)file path=usr/sbin/prtdiag group=sys npde=2755
1319 file path=usr/sbin/auditrecord node=0555 1385 file path=usr/sbin/prtvtoc group=sys node=0555
1320 fil e path=usr/sbin/auditreduce node=0555 1386 file path=usr/sbin/psradm group=sys node=0555
1321 file path=usr/sbin/auditstat npde=0555 1387 file path=usr/sbin/psrinfo group=sys node=0555
1322 file path=usr/sbin/cfgadm node=0555 1388 file path=usr/sbin/pwk node=0555

1323 file path=usr/sbhin/chroot node=0555 1389 file path=usr/sbhin/pweonv group=sys node=0555
1324 file path=usr/sbin/clear_| ocks nbde=0555 1390 file path=usr/sbin/raidctl npde=0555

1325 fil e path=usr/sbin/clinfo node=0555 1391 file path=usr/sbin/randi skadm node=0555

1326 file path=usr/sbhin/clri node=0555 1392 file path=usr/sbin/rctladm node=0555

1327 file path=usr/sbin/consadm group=sys npde=0555 1393 file path=usr/sbin/root_archive group=sys npde=0555
1328 file path=usr/sbin/cron group=sys npde=0555 1394 file path=usr/sbin/rpcbi nd node=0555

1329 fil e path=usr/sbin/devfsadm group=sys node=0755 1395 $(i386_ONLY)file path=usr/sbin/rtc node=0555

1330 fil e path=usr/sbin/devinfo node=0555 1396 file path=usr/sbin/sacadm group=sys node=4755
1331 file path=usr/sbin/df node=0555 1397 file path=usr/sbhin/setmt node=0555

1332 file path=usr/sbin/df mounts npde=0555 1398 fil e path=usr/sbin/shareall npde=0555

1333 fil e path=usr/sbin/di spadm n node=0555 1399 file path=usr/sbin/sharectl npde=0555

1334 file path=usr/sbin/dm nfo node=0555 1400 fil e path=usr/sbin/sharengr node=0555

1335 fil e path=usr/sbi n/ dunpadm node=0555 1401 file path=usr/sbin/shutdown group=sys node=0755
1336 file path=usr/sbin/eeprom group=sys node=2555 1402 file path=usr/sbin/snmbi os node=0555

1337 file path=usr/sbin/ff npde=0555 1403 fil e path=usr/sbin/stnsboot npde=0555

1338 file path=usr/sbin/fnthard group=sys node=0555 1404 file path=usr/sbin/strace group=sys node=0555
1339 file path=usr/sbin/formt node=0555 1405 file path=usr/sbin/strclean group=sys node=0555
1340 file path=usr/shin/fsck node=0555 1406 file path=usr/sbhin/strerr group=sys node=0555
1341 file path=usr/sbin/fstyp group= sys node=0555 1407 file path=usr/sbin/sttydefs group= sys node=0755
1342 file path=usr/sbin/fuser node=05 1408 fil e path=usr/sbin/svcadm node=05

1343 file path=usr/shin/getdevpolicy group sys node=0555 1409 file path=usr/shin/svccfg node= 0555

1344 file path=usr/sbhin/getmjor group=sys node=0755 1410 file path=usr/sbin/syncinit node=0555

1345 file path=usr/sbin/groupadd group=sys node=0555 1411 file path=usr/sbin/syncl oop node=0555

1346 file path=usr/sbin/groupdel group=sys npde=0555 1412 file path=usr/sbin/syncstat npde=0555

1347 file path=usr/sbin/groupnod group=sys node=0555 1413 fil e path=usr/sbin/syseventadm group=sys npde=0555
1348 file path=usr/sbin/grpck node=0555 1414 file path=usr/sbin/syslogd group=sys npde=0555
1349 file path=usr/sbin/halt npde=0755 1415 file path=usr/sbin/tar npode=0555

1350 fil e path=usr/sbin/hotplug nde=0555 1416 file path=usr/sbin/traceroute node=4555

1351 file path=usr/sbin/idmap node=0555 1417 file path=usr/sbin/trapstat node=0555

1352 file path=usr/sbin/if_nmpadm node=0555 1418 file path=usr/sbin/ttyadm group=sys node=0755
1353 file path=usr/sbin/i keadm node=0555 1419 $(i386_ONLY)fil e path=usr/sbin/ucodeadm node=0555
1354 file path=usr/sbin/ikecert nmbde=0555 1420 file path=usr/sbin/umuntal |l group=sys nopde=0555
1355 fil e path=usr/sbin/inetadm node=0555 1421 file path=usr/sbin/unlink nmode=0555

1356 file path=usr/sbin/inetconv node=0555 1422 file path=usr/sbin/unshareal|l node=0555

1357 file path=usr/sbin/install npde=0555 1423 file path=usr/sbin/useradd group=sys npde=0555
1358 file path=usr/sbin/installboot group=sys npde=0555 1424 file path=usr/sbin/userdel group=sys npde=0555
1359 file path=usr/sbin/ipaddrsel npde=0555 1425 file path=usr/sbin/usernod group=sys npde=0555
1360 file path=usr/sbin/ipsecal gs node=0555 1426 $(sparc_ONLY)file path=usr/sbin/virtinfo node=0555
1361 file path=usr/sbin/ipsecconf npde=0555 1427 file path=usr/sbin/vol copy node=0555

1362 file path=usr/sbin/ipseckey nbde=0555 1428 file path=usr/sbin/wall group=tty npde=2555

1363 fil e path=usr/sbin/keyserv group=sys node=0555 1429 fil e path=usr/sbin/zdunp node=0555

1364 file path=usr/sbin/killall npde=0555 1430 file path=usr/sbin/zic node=0555

1365 file path=usr/sbin/ksslcfg node=0555 1431 file path=usr/share/ doc/ ksh/ COWPATI BI LI TY

1366 file path=usr/sbin/link npode=0555 1432 file path=usr/share/ doc/ ksh/ DESI GN

1367 file path=usr/sbin/locator npde=0555 1433 fil e path=usr/share/ doc/ ksh/ OBSOLETE

1368 file path=usr/sbin/l ofi adm node=0555 1434 file path=usr/share/ doc/ ksh/ READVE

1369 file path=usr/sbin/l ogadm node=0555 1435 file path=usr/share/ doc/ ksh/ RELEASE

1370 file path=usr/sbi n/ makedbm node=0555 1436 file path=usr/share/doc/ ksh/ TYPES

1371 file path=usr/sbin/ nkdeval | oc nbde=0555 1437 file path=usr/share/ doc/ ksh/i mages/ cal | outs/ 1. png
1372 file path=usr/sbin/nkfile node=0555 1438 file path=usr/share/doc/ ksh/inages/call outs/10. png
1373 file path=usr/sbi n/ nknod node=0555 1439 file path=usr/share/doc/ ksh/images/call outs/2.png
1374 file path=usr/sbin/mountall group=sys npde=0555 1440 file path=usr/share/doc/ksh/inmages/call outs/3.png
1375 fil e path=usr/sbin/nmsgi d node=0555 1441 file path=usr/share/ doc/ ksh/i mages/ cal | outs/ 4. png
1376 file path=usr/sbin/nvdir node=0555 1442 file path=usr/share/doc/ ksh/images/callouts/5.png
1377 file path=usr/sbin/ndd node=0555 1443 file path=usr/share/doc/ ksh/images/call outs/6.png
1378 file path=usr/sbin/nlsadm n group=adm node=0755 1444 file path=usr/share/ doc/ksh/images/callouts/7.png
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1445 file path=usr/share/ doc/ ksh/i mages/ cal | outs/8. png

1446 file path=usr/share/doc/ ksh/images/callouts/9.png

1447 file path=usr/share/doc/ ksh/images/tag_bourne. png

1448 file path=usr/share/ doc/ ksh/images/tag_i 18n. png

1449 file path=usr/share/ doc/ ksh/i mages/tag_ksh. png

1450 file path=usr/share/ doc/ ksh/inages/tag_ksh88. png

1451 file path=usr/share/doc/ ksh/images/tag_ksh93. png

1452 file path=usr/share/doc/ ksh/i mages/tag_| 10n. png

1453 fil e path=usr/share/ doc/ ksh/i mages/tag_perf.png

1454 file path=usr/share/ doc/ ksh/ shell _styl egui de. dochook

1455 file path=usr/share/ doc/ ksh/ shel |l _styl egui de. ht n

1456 file path=usr/share/lib/mailx/mailx.hel p

1457 file path=usr/share/lib/ mailx/ mail x. hel p. ~

1458 file path=usr/share/lib/tabset/3101

1459 file path=usr/share/lib/tabset/beehive

1460 file path=usr/share/lib/tabset/hds

1461 file path=usr/share/lib/tabset/hds3

1462 file path=usr/share/lib/tabset/std

1463 file path=usr/share/lib/tabset/stdcrt

1464 file path=usr/share/lib/tabset/teleray

1465 file path=usr/share/lib/tabset/vt100

1466 file path=usr/share/lib/tabset/wse-adds

1467 file path=usr/share/lib/tabset/xerox1720

1468 file path=usr/share/lib/terntap

1469 file path=usr/share/lib/unittab

1470 file path=usr/share/lib/xm/dtd/adt_record.dtd.1

1471 file path=usr/share/lib/xm/dtd/ knfpolicy.dtd

1472 file path=usr/share/lib/xm/dtd/ service_bundl e.dtd.1 group=sys
1473 file path=usr/share/lib/xm/style/adt_record.xsl.1

1474 file path=var/adm acul og node=0600 owner =uucp preserve=true
1475 file path=var/adnm spel | hi st node=0666 preserve=true

1476 file path=var/adm ut npx preserve=true

1477 file path=var/adm wt npx gr oup=adm owner =adm pr eser ve=t r ue
1478 file path=var/|og/authl og group=sys node=0600 preserve=true
1479 file path=var/l og/sysl og group=sys preserve=true

1480 file path=var/sadm systenm adm n/default_java group=sys node=0444
1481 file path=var/saf/zsmon/l og group=sys preserve=true

1482 fil e path=var/spool /cron/crontabs/adm gr oup=sys npde=0600 preserve=true
1483 file path=var/spool/cron/crontabs/root group=sys npbde=0600 preserve=true
1484 hardl i nk path=etc/crypto/certs/ SUNWDbj ect CA \

1485 target=../../../etc/certs/ SUN\\Dbj ect CA

1486 hardl i nk path=etc/rc2.d/ S20sysetup target=../../etc/init.d/sysetup

1487 hardlink path=etc/rc2.d/ S73cachefs. daenon \

1488 target=../../etc/init.d/ cachefs. daenon

1489 hardlink path=etc/rc2.d/ SB9PRESERVE target=../../etc/init.d/ PRESERVE

1490 $(sparc_ONLY)hardlink path=etc/svc/profile/platform SUNW Sun-Fire-V890.xm \

1491 target=./pl atform SUNW Sun- Fi r e- 880. xmi

1492 $(sparc_ONLY) hardlink \

1493 pat h=etc/ svc/ profile/platformSUNW U traSPARC-11e- NetraCT-40. xm \
1494 target=./platform SUNW U traSPARC-I|i-Netract.xm

1495 $(sparc_ONLY) hardlink \

1496 pat h=et ¢/ svc/ profil e/ platform SUNW U traSPARC-11e-NetraCT-60.xm \
1497 target=./platform SUNW U traSPARC-|1i-Netract.xn

1498 hardlink path=sbin/rc5 target=../sbin/rc0

1499 hardl i nk path=sbin/rc6 target=../sbhin/rc0O

1500 hardl i nk path= usr/bln/$(ARCH32)/encrypt target decrypt
1501 hardlink path=usr/bin/ $( ARCH32)/ ksh target =ksh

1502 hardl i nk pat h=usr/ bi n/ $( ARCH32) / mac t ar get dlgest

1503 hardl i nk pat h=usr/bi n/ $( ARCH32) /rksh target =ksh93
1504 hardl i nk path=usr/bi n/ $( ARCH32)/rksh93 tar get =ksh93
1505 $(i 386_ONLY) hardl i nk pat h=usr/ bi n/ $( ARCH32) / w t ar get =upt i me
1506 hardlink path=usr/bi n/ $( ARCH64)/ encrypt target=decrypt
1507 hardlink path=usr/bin/ $( ARCH64)/ ksh tar get =ksh93

1508 hardl i nk path=usr/bi n/ $( ARCH64) / mac t ar get =di gest

1509 hardlink path=usr/bin/ $( ARCH64)/rksh target =ksh93
1510 hardl i nk pat h=usr/bi n/ $( ARCH64) / rksh93 t ar get =ksh93
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1511 hardlink path=usr/bi n/ $( ARCH64)/ w t ar get =upti me

1512 hardlink path=usr/bin/bg target=../../usr/bin/alias

1513 hardlink path=usr/bin/cd target=../../usr/bin/alias

1514 hardl i nk pat h=usr/bin/cksumtarget=../../usr/bin/alias
1515 hardl i nk pat h=usr/bin/cnp target=. .lusr/bin/alias

1516 hardlink path=usr/bin/commtarget=../../usr/bin/alias

1517 hardl i nk pat h=usr/bin/comrand target=../../usr/bin/alias
1518 hardlink path=usr/bin/cut target=../../usr/bin/alias

1519 hardl i nk pat h=usr/bin/decrypt target=../../usr/libl/isaexec
1520 hardlink path=usr/bin/digest target=../../usr/lib/isaexec
1521 hardl i nk path=usr/bin/dispgid target=../../usr/bin/ckgid
1522 hardlink path=usr/bin/dispuid target=../../usr/bin/ckuid
1523 hardl i nk path=usr/bin/edit target=../has/bin/edit

1524 hardl i nk path=usr/bin/encrypt target=../../usr/lib/isaexec
1525 hardlink path=usr/bin/fc target=../../usr/bin/alias

1526 hardlink path=usr/bin/fg target=../../usr/bin/alias

1527 hardl i nk pat h=usr/bin/getopts target=../../usr/bin/alias
1528 hardl i nk path=usr/bin/hash target=../../usr/bin/alias

1529 hardlink path=usr/bin/i386 target=../../usr/bin/i286
/.
/

1530 hardlink path=usr/bin/i486 target=../../usr/bin/i286
1531 hardl i nk path=usr/bin/i860 target=../../usr/bin/i286
1532 hardlink path=usr/bin/i86pc target=../../usr/bin/i286
1533 hardl i nk pat h=usr/ bi n/ i APX286 target:../../usr/bin/i286
1534 hardlink path=usr/bin/jobs target=../../usr/bin/alias
1535 hardlink path=usr/bin/join target=../../usr/bin/alias
1536 hardlink path=usr/bin/kill target=../../usr/bin/alias
1537 hardlink path=usr/bin/ksh target=../../usr/lib/isaexec
1538 hardl i nk path=usr/bin/ksh93 target=../../usr/lib/isaexec
1539 hardlink path=usr/bin/In target=../../usr/bin/cp
1540 hardl i nk pat h=usr/ bi n/| ognanme targetz../../usr/bin/alias
1541 hardl i nk path=usr/bin/m68k target=../../usr/bin/i286
1542 hardl i nk path=usr/bin/mac target=.. / “Jusr/1iblisaexec
1543 hardl i nk pat h=usr/bi n/ nrc68000 target ./..[lusr/bin/i286
1544 hardl i nk pat h=usr/bi n/ nt68010 target=../../usr/bin/i286
1545 hardl i nk pat h=usr/bi n/ nrc68020 target=../../usr/bin/i286
1546 hardl i nk path=usr/bin/ 68030 target=../../usr/bin/i286
1547 hardl i nk pat h=usr/bi n/ nt68040 target=../../usr/bin/i286

s

/.

1548 hardl i nk path=usr/bin/nv target=../. Ju r/bin/cp

1549 hardl i nk pat h=usr/bi n/ newt ask target- .lusr/liblisaexec
1550 hardlink path=usr/bin/nohup target=../. Jusr/1iblisaexec
1551 hardl i nk pat h=usr/ bi n/ page target:../../usr/bin/nore

1552 hardl i nk pat h=usr/bin/paste target=../../usr/bin/alias
1553 hardl i nk pat h=usr/bi n/pdpll target=../../usr/bin/i286

1554 hardl i nk pat h=usr/bin/pfbash target=../../usr/bin/pfexec
1555 hardl i nk pat h=usr/bin/pfcsh target=../../usr/bin/pfexec
1556 hardl i nk pat h=usr/bin/pfksh target=../../usr/bin/pfexec
1557 hardl i nk path=usr/bin/pfksh93 target=../../usr/bin/pfexec
1558 hardl i nk path=usr/bin/pfrksh target=../../usr/bin/pfexec
1559 hardl i nk pat h=usr/bin/ pfrksh93 target=../../usr/bin/pfexec
1560 hardl i nk pat h=usr/bin/pfsh target=../../usr/bin/pfexec
1561 hardlink path=usr/bin/pftcsh target=../../usr/bin/pfexec
1562 hardlink path=usr/bin/pfzsh target=../../usr/bin/pfexec
1563 hardlink path=usr/bin/pkill target=../../usr/bin/pgrep
1564 hardl i nk path=usr/bin/prctl target=../../usr/lib/isaexec
1565 hardl i nk path=usr/bin/print target=../../usr/bin/alias
1566 hardlink path=usr/bin/prstat target=../../usr/lib/isaexec
1567 hardlink path=usr/bin/ps target=../../usr/lib/isaexec

1568 hardlink path=usr/bin/read target=../../usr/bin/alias

1569 hardlink path=usr/bin/red target=../../usr/bin/ed

1570 hardlink path=usr/bin/rev target=../../usr/bin/alias

1571 hardlink path=usr/bin/rksh target=../../usr/lib/isaexec
1572 hardl i nk path=usr/bin/rksh93 target=../../usr/lib/isaexec
1573 hardl i nk pat h=usr/bi n/ savecore target= .lusr/liblisaexec
1574 hardl i nk pat h=usr/bi n/ setunane target= .lusr/liblisaexec
1575 hardl i nk path=usr/bin/sleep target=../../usr/bin/alias
1576 hardlink path=usr/bin/sparc target=../../usr/bin/i286

—~———
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1577
1578
1579
1580
1581
1582
1583
1584
1585
1586
1587
1588
1589
1590
1591
1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615
1616
1617
1618
1619
1620
1621
1622
1623
1624
1625
1626
1627
1628
1629
1630
1631
1632
1633
1634
1635
1636
1637
1638
1639
1640
1641
1642

hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i

target- [N B

hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i
hardl i

nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk

nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk
nk

pat h=usr/bin/sumtarget=../.
pat h=usr/bin/sun target=../..
pat h=usr/bin/sun2 target=../.
pat h=usr/bi n/sun3 target=../.
pat h=usr/bi n/ sun3x target=../.
pat h=usr/bi n/sun4 target=../.
pat h=usr/bi n/ sun4c tar get =./.
pat h=usr/bin/sundd target=../.
pat h=usr/ bi n/ sunde target=../.
pat h=usr/bi n/ sundm target=../.
pat h=usr/bin/tee target=. e
pat h=usr/bin/test target=.. /.
pat h=usr/bi n/touch target=../.
pat h=usr/bin/type target=../
pat h=usr/bi n/u370 target=../
pat h=usr/bin/u3b target=../..
pat h=usr/ bi n/u3b15 target=../.
pat h=usr/bi n/u3b2 target=../
pat h=usr/bi n/u3b5 target=../

pat h=usr/ bi n/uli

pat h=usr/bi n/umask target=../.
pat h=usr/bin/unalias target=../.

pat h=usr/ bi n/ uni

pat h=usr/bin/uptime target=../.
pat h=usr/bin/vax target=../..
pat h=usr/bin/vedit target=.
pat h=usr/bin/w target=../.

pat h=usr/ bi n/ wai
pat h=usr/ bi n/ wc

mt target=../.

q target=../.

t target=../.
target=../.

pat h=usr/ has/ bi n/ ex target=edit

pat h=usr/ has/ bi n/ pf sh target=

pat h=usr/ has/bi n/vedit target=edit

pat h=usr/has/bi n/vi target=edit
pat h=usr/ has/ bi n/ vi ew t arget =edi t
path=usr/lib/fs/hsfs/fstyp target=../

pat h=usr/lib/fs/ufs/dcopy target=../../.
path=usr/lib/fs/ufs/fstyp target=../../.

pat h=usr/ i b/ fs/ufs/quotaon \
/usr/llb/fs/ufs/quotaoff
path usr/liblinet/in.iked target=

pat h=usr/ sadnt bi
pat h=usr/ sadni bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadni bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadn bi
pat h=usr/ sadn bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadni bi
pat h=usr/ sadni bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadn bi
pat h=usr/ sadni bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadni bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi
pat h=usr/ sadnt bi

in/dispgid target
n/ di spuid target
n/ errange target
n/errdate target .
n/errgid target=.. s
n/errint target=../../.

—~————
—~————

n/erritemtarget=../. .
=./../.
n/errstr target=.. I
o]
... lusr/bin/ckuid
.

n/errpath target

n/errtinme target=
n/erruid target=.
n/erryorn target=../.
n/ hel pdate target=../..

n/helpgid target=../../.
n/ hel pint target=../../.

n/helpitemtarget=../..
n/ hel ppath target=../

n/ hel prange target=../..
n/ hel pstr target=../../.

n/helptime target=../..

n/helpuid target=../../.

n/ hel pyorn target=../..

n/val date target=../../.
.lusr/bin/ckgid
n/valint target=../../..
n/val path target=../../.

n/valgid target=../../.

.lusr/bin/alias

[ usr/ bin/i286
.lusr/bin/i286
.lusr/bin/i286
./usr/bin/i286
.lusr/bin/i286
.lusr/bin/i286
.lusr/bin/i286
./usr/bin/i286
.lusr/bin/i286
.Jusr/bin/alias
.lusr/bin/alias
./usr/bin/settinme
.lusr/bin/alias
.lusr/bin/i286
/usr/ bin/i286
./usr/bin/i286
.lusr/bin/i286
.lusr/bin/i286
.lusr/bin/alias
.lusr/bin/alias
.lusr/bin/alias
.lusr/bin/alias
.lusr/liblisaexec
/usr/bin/i286

./ has/ bi n/ edi t
.lusr/libl/isaexec
.lusr/bin/alias
.lusr/bin/alias

./ bi n/ pf exec

./ sbin/fstyp
/.. lusr/lib/fs/ufs/clri
./sbhin/fstyp

.lusr/1iblisaexec

Z -/ usr/bin/ckgid
./ usr/bin/ckuid

. lusr/bin/ ckrange
.l usr/bin/ ckdat e
~lusr/bi n/ ckgi d
. lusr/bin/ckint
.lusr/bin/ckitem
.lusr/bin/ ckpath
[usr/bin/ckstr
.lusr/bin/cktine

.lusr/bin/ckyorn
.. lusr/bin/ckdate
.lusr/bin/ckgid
.l usr/bin/ckint
.lusr/bin/ckitem
.l usr/bi n/ ckpath
/.. lusr/bin/ckrange
.lusr/bin/ckstr
.lusr/bin/cktine
.lusr/bin/ckuid
. [usr/ bin/ckyorn
. lusr/bin/ckdate

[ usr/ bi n/ cki nt
./ usr/bin/ckpath
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1643
1644
1645
1646
1647
1648
1649
1650
1651
1652
1653
1654
1655
1656
1657
1658
1659
1660
1661
1662
1663
1664
1665
1666
1667
1668
1669
1670
1671
1672
1673
1674
1675
1676
1677
1678
1679
1680
1681
1682
1683
1684
1685
1686
1687
1688
1689
1690
1691
1692
1693
1694
1695
1696
1697
1698
1699
1700
1701
1702
1703
1704
1705
1706
1707
1708

hardl i nk pat h=usr/sadn bi n/ val range target=..
hardl i nk pat h=usr/sadni bi n/val str target=.
hardl i nk pat h=usr/sadm bin/valtinme target=../.
hardl i nk pat h=usr/sadm bin/valuid target=../../../usr/bin/ckuid
hardl i nk pat h=usr/sadm bi n/val yorn tar get =../../..lusr/bin/ckyorn
hardl i nk path=usr/shin/add_drv target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbi n/audl'i nks tar get =. / devf sadm
hardl i nk pat h=usr/sbin/consadnd target=../../usr/sbin/consadm
hardl i nk pat h=usr/sbhi n/ deal | ocate target=.. /..lusr/sbin/allocate
hardl i nk pat h=usr/sbhin/devlinks target=./devfsadm
hardl i nk pat h=usr/sbi n/df shares target=../../usr/sbin/df nounts
hardl i nk pat h=usr/sbi n/ di sks target=./devfsadm
hardl i nk pat h=usr/sbi n/drvconfig target=./devfsadm
hardl i nk path=usr/sbin/list_devices target=../../usr/sbin/allocate
hardl i nk pat h=usr/shi n/ nkdevmaps target=../../usr/sbin/nkdevall oc
hardl i nk pat h=usr/sbin/nmodinfo target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbi n/nodl oad target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbi n/ nmodunl oad target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbhin/pbind target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbin/ports target=./devfsadm
hardl i nk pat h=usr/ sbi n/ powerof f target=./halt
hardl i nk path=usr/sbin/prtconf target=../../usr/lib/isaexec
$(sparc_ONLY) hardl i nk pat h=usr/sbin/prtdiag target= .lusr/1ib/platexec
hardl i nk pat h=usr/sbin/psrset target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbi n/reboot target=./halt
hardl i nk path=usr/sbin/remdrv target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbin/rol eadd target=../../usr/sbin/useradd
hardl i nk pat h=usr/sbin/rol edel target=../../usr/sbin/userdel
hardl i nk pat h=usr/sbin/rol enod target=../../usr/sbin/usernod
hardl i nk pat h=usr/sbi n/share target= ..l usr/sbin/sharengr
hardl i nk pat h=usr/shi n/swap target=. 1. lusr/liblisaexec
hardl i nk pat h=usr/sbin/sysdef target=../../usr/lib/isaexec
hardl i nk pat h=usr/sbi n/tapes target=./devfsadm
hardl i nk pat h=usr/sbi n/unshare target=../../usr/sbin/sharengr
hardl i nk pat h=usr/sbhin/update_drv target=../../usr/lib/isaexec
hardl i nk pat h=usr/shi n/whodo target=../../usr/lib/isaexec
| egacy pkg=SUNWsr \
desc="core software for a specific instruction-set architecture" \
name="Core Solaris, (Root)"
| egacy pkg SUNWsu \
desc="core software for a specific instruction-set architecture" \
name="Core Sol ari s, (Usr)
| egacy pkg=SUNW t pr desc="FTP Server Confi guration Files" \
name="FTP Server, (Root)"
icense cr_Sun |icense=cr_Sun
icense lic_CDDL |icense=lic_CDDL
icense usr/src/cnd/ cnd-i net/sbin/ifparse/ TH RDPARTYLI CENSE \
i cense=usr/src/cnd/ cnd-i net/ sbin/ifparse/ TH RDPARTYLI CENSE
cense usr/src/cnd/ cnd-inet/usr.lib/in. pathd/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ cnd-inet/usr.lib/in. npathd/ TH RDPARTYLI CENSE
cense usr/src/cnd/ cnd-i net/ usr. sbi n/ THE RDPARTYLI CENSE. arp \
I'i cense=usr/src/cnd/ cnd-i net/ usr. sbin/ TH RDPARTYLI CENSE. ar p
cense usr/src/crmd/ cmd-i net/usr. sbi n/ THE RDPARTYLI CENSE. rout e \
I'i cense=usr/src/cnd/ cnd-i net/usr. sbin/ TH RDPARTYLI CENSE. r out e
cense usr/src/cnd/ cnd-i net/usr. sbhin/ifconfig/ TH RDPARTYLI CENSE \
i cense=usr/src/cnd/ cnd-i net/usr.sbin/ifconfig/ TH RDPARTYLI CENSE
cense usr/src/cnd/ cnd-inet/usr.sbin/in.ftpd/ LI CENSE \
|'i cense=usr/src/cnd/ cnd-inet/usr.sbin/in.ftpd/ LI CENSE
cense usr/src/cnmd/ cmd-inet/usr. sbin/traceroute/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ cnd-inet/usr. sbin/tracerout e/ TH RDPARTYLI CENSE
cense usr/src/cnd/ cron/ TH RDPARTYLI CENSE \
I'i cense=usr/ src/cnd/ cron/ TH RDPARTYLI CENSE
cense usr/src/cnmd/ csh/ TH RDPARTYLI CENSE \
I'i cense=usr/src/crd/ csh/ TH RDPARTYLI CENSE
cense usr/src/cnd/ eepr om TH RDPARTYLI CENSE \
I'i cense=usr/src/ cnd/ eepr oml TH RDPARTYLI CENSE

... lusr/bin/ckrange
.lusr/bin/ckstr
.[..lusr/bin/cktime

~-
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1730
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1732
1733
1734
1735
1736
1737
1738
1739
1740
1741
1742
1743
1744
1745
1746
1747
1748
1749
1750
1751
1752
1753
1754
1755
1756
1757
1758
1759
1760
1761
1762
1763
1764
1765
1766
1767
1768
1769
1770
1771
1772
1773
1774

l'icense usr/src/cmd/fs.d/ ufs/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ fs. d/ uf s/ TH RDPARTYLI CENSE
I'i cense usr/src/cnd/ nt/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ nt/ TH RDPARTYLI CENSE
l'icense usr/src/cmd/ script/ TH RDPARTYLI CENSE \
i cense=usr/src/cnd/ scri pt/ TH RDPARTYLI CENSE
l'i cense usr/src/cnmd/ sed/ TH RDPARTYLI CENSE \
I'i cense=usr/ src/cnd/ sed/ TH RDPARTYLI CENSE
l'i cense usr/src/cnd/ stat/vnstat/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ stat/vnst at/ TH RDPARTYLI CENSE
I'icense usr/src/cnd/tail/TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/tail/ TH RDPARTYLI CENSE
l'icense usr/src/cnd/tip/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ tip/ TH RDPARTYLI CENSE
l'icense usr/src/cmd/tr/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/tr/ TH RDPARTYLI CENSE
I'i cense usr/src/cnd/ vi/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ vi/ TH RDPARTYLI CENSE
I'i cense usr/src/cmd/ whi ch/ TH RDPARTYLI CENSE \
I'i cense=usr/ src/ cnd/ whi ch/ THI RDPARTYLI CENSE
l'i cense usr/src/cnd/ xstr/ TH RDPARTYLI CENSE \
I'i cense=usr/src/cnd/ xstr/ TH RDPARTYLI CENSE
i cense usr/src/comon/ bzi p2/ LI CENSE | i cense=usr/ src/ common/ bzi p2/ LI CENSE
ink path=bin target=./usr/bin
ink path=etc/ TI MEZONE target=./default/init
i nk pat h=et c/ aut opush target=../sbin/autopush
ink path=etc/cfgadmtarget=../usr/sbin/cfgadm
ink path=etc/clri target=../usr/sbin/clri
ink path=etc/cron target=../usr/sbin/cron
ink path=etc/dcopy target=../usr/sbin/dcopy
ink path=etc/ff target=../usr/sbin/ff
ink path=etc/fmthard target=../usr/sbin/fnthard
ink path=etc/format target=../usr/sbin/format
ink path=etc/fsck target=../usr/sbhin/fsck
ink path=etc/fsdb target=..
ink path=etc/fstyp target=..
ink path=etc/getty target=..
ink path=etc/grpck target=
ink path=etc/halt target=.
ink path=etc/hosts target=./inet/hosts
ink path=etc/inet/ipnodes target=./hosts
ink path=etc/inetd.conf target=./inet/inetd.conf

/usr/ sbin/fsdb
/usr/sbin/fstyp
[usr/lib/saf/ttynmon
. lusr/sbin/grpck

~l'usr/ sbin/ hal t

ink path=etc/init target=../sbin/init
.lusr/sbin/install
ink path=etc/killall target: /usr/sbin/killall
ink path=etc/labelit target=.. /usr/sbl n/ | abelit
ink path=etc/lib/ld. soltarget- /lib/ld.so. 1
ink path=etc/lib/libdl.so.1 target— [../1lib/libdl.so.1
ink path=etc/lib/nss_files.so.1 target /.. 1lib/nss_files.so.1

ink path=etc/log target=..
ink path=etc/nkfs target=..
i nk path=etc/nknod target=../usr/sbin/nknod

i nk path=etc/ nmount target=../sbin/nount

i nk path=etc/nountall tar get =../sbin/muntal

i nk pat h=etc/ ncheck target=../usr/sbin/ncheck

i nk path=etc/ netmasks target=./inet/netnasks
ink path=etc/networks target=./inet/networks

i nk path=etc/protocols tar get =./inet/protocols
ink path=etc/prtconf target=../usr/sbin/prtconf
ink path=etc/prtvtoc target=../usr/sbin/prtvtoc
ink path=etc/rcO target=.. /'sbin/rco

ink path=etc/rcl target=../sbhin/rcl

ink path=etc/rc2 target=../sbhin/rc2

ink path=etc/rc3 target=../sbin/rc3

ink path=etc/rc5 target=../sbhin/rch

ink path=etc/rc6 target=../sbhin/rcé

/var/adn | og

Ii
li
I
I
Ii
li
I
I
li
li
li
I
Ii
li
li
I
Ii
li
li
li
I
link path=etc/install target=
li
I
Ii
Ii
li
I
I [ usr/ sbin/ nkfs
Ii
li
li
I
li
li
li
I
Ii
li
li
I
Ii
li
li
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1810
1811
1812
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pat h=etc/rcS target=../sbhin/rcS

pat h=et c/ reboot target=../usr/sbin/halt
path=etc/security/audit/local host/files target=../../../.
pat h=etc/ services target=./inet/services

pat h=et c/ setmt target=../usr/sbin/setmt

pat h=et ¢/ shut down target=../usr/sbin/shutdown

pat h=et ¢/ sul ogi n target=../sbin/sulogin

pat h=et ¢/ swap target=../usr/sbin/swap

pat h=et ¢/ swapadd target=../sbin/swapadd

pat h=et ¢/ sysdef target=../usr/sbin/sysdef

path=etc/tar target=../usr/sbhin/tar

path=etc/telinit target=../sbin/init

pat h=et ¢/ uadm n target=../sbin/uadm n

pat h=et ¢/ unmount target=../sbin/unount

pat h=et ¢/ unmountal | target=../sbin/unountall

pat h=et ¢/ ut mpx target=../var/adm ut npx

pat h=et ¢/ vol copy target=../usr/sbin/vol copy

pat h=et ¢/ wal | target— [ usr/ sbin/wal |

pat h=et ¢/ whodo target=../usr/sbin/whodo

pat h=et ¢/ wt npx target=../var/adm wt npx

pat h=sbi n/i n. npat hd target=../| i b/inet/in.npathd

pat h=sbi n/jsh target=../usr/bin/ksh93

pat h=sbi n/ pfsh target=../usr/bin/pfexec

pat h=sbi n/ sh target=../usr/bin/$( ARCH32)/ksh93

pat h=sbi n/su target=../usr/bin/su
pat h=usr/adm target=../var/adm

pat h=usr/ bi n/ cachef spack target=../
pat h=usr/ bi n/ cachef sstat target=../
pat h=usr/bin/df target=../sbin/df
pat h=usr/bin/jsh target=ksh93

pat h=usr/ bi n/ pwconv target=../sbin/pwconv
path=usr/bin/rmail target=./nmil

pat h=usr/ bi n/ sh target=$( ARCH32) / ksh93

pat h=usr/bin/strclean target=../shin/strclean
path=usr/bin/strerr target=../sbin/strerr

pat h=usr/bi n/sync target=../../sbin/sync
path=usr/bin/tar target=../shin/tar

pat h=usr/bi n/unane target=../../sbin/unane
pat h=usr/ccs/bin/mt target=../../bin/m

pat h=usr/has/bin/jsh target=sh

pat h=usr/has/lib/rsh target=../bin/sh
path=usr/|i b/ $(ARCH64)/1d.so.1 target=../../.
path=usr/lib/cron target=../../etc/cron.d
pat h=usr/1i b/ devfsadm devfsadnd target=../
pat h=usr/|i b/ enbedded_su target=../bin/su
pat h=usr/lib/fs/dev/munt target=../../../..

./var/audit

i b/ fs/cachefs/cachef spack
i b/ fs/cachef s/ cachef sst at

./1ibl$(ARCH64)/1d.so.1
./ sbi n/ devf sadm

/ etc/fs/dev/ nount

path=usr/lib/fs/hsfs/mount target=../../../../etc/fs/hsfs/nount
pat h=usr/lib/fs/ufs/nount target= JI..1..1.. letclfs/ufs/ mount
path=usr/lib/inet/in. npathdtarget: 1.1, ./1ib/linet/in. npathd
path=usr/lib/ld.so.1 target=../. JIlib/id.so. 1

pat h=usr/ i b/ | ocal e/ POSI X target .1C

path=usr/lib/rsh target=../bin/ ksho3

pat h=usr /| i b/ secure/ 32 target=.

pat h=usr/|i b/ secure/ 64 target =$( ARCH64)

pat h=usr /Il i b/wisbd target=../../sbin/wisbadm

path=usr/mail target=../var/nuil

path=usr/net/nls/listen target=../../lib/saf/listen

pat h=usr/net/nl s/ nl ps_server target=../../lib/saf/nlps_server
pat h=usr/news target=../var/news

pat h=usr/preserve target=../var/preserve

pat h=usr/pub target=./share/lib/pub

pat h=usr/ sbi n/ aut opush target=../../sbhin/autopush

pat h=usr/ sbi n/ bootadm target=../../sbin/bootadm

pat h=usr/sbi n/ cachefsl og target=../1ib/fs/cachefs/cachefslog
pat h=usr/ sbi n/ cachef swssi ze target=../1ib/fs/cachefs/cachefswssize
pat h=usr/sbin/cfsadmn target=../lib/fs/cachefs/cfsadnmn
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1841 |ink path=usr/sbin/cryptoadmtarget=../../sbin/cryptoadm
1842 1ink path=usr/shin/dcopy target=./clri

1843 |ink pat h=usr/sbin/devnm target=./df

1844 |ink path=usr/sbin/dl admtarget=../../sbin/dl adm

1845 |ink path=usr/sbin/dlstat target=../../sbhin/dlstat

1846 |ink path=usr/sbhin/edquota target=../lib/fs/ufs/edquota
1847 1ink path=usr/sbin/fdisk target=../../sbin/fdisk

1848 |ink path=usr/sbin/fioconpress target=../../sbin/fioconpress
1849 |ink path=usr/sbin/flowadmtarget=../../sbin/flowadm

1850 |ink path=usr/shin/flowstat target=../../sbin/flowstat
1851 link path=usr/sbin/fsdb target=./clri

1852 |ink path=usr/sbin/fsirand target=../lib/fs/ufs/fsirand
1853 |ink path=usr/sbin/fssnap target=./clri

1854 1ink path=usr/sbin/hostconfig target=../../sbin/hostconfig
1855 |ink path=usr/shin/ifconfig target=. 1. .1shi n/ifconfig
1856 |ink path=usr/sbin/inetd target=../lib/inet/inetd

1857 link path=usr/sbin/init target=../../sbin/init

1858 $(i 386_ONLY)!ink path=usr/sbin/installgrub target=../../sbin/installgrub
1859 |ink path=usr/sbin/ipadmtarget=../../sbin/ipadm

1860 |ink path=usr/sbin/ipnpstat target=../../sbin/ipnpstat
1861 |ink path=usr/sbin/labelit target=. lclri

1862 |ink path=usr/sbin/lockfs target=../lib/fs/ufs/lockfs
1863 |ink path=usr/shin/nkfs target=. Jclri

1864 |ink path=usr/sbin/mount target=../../sbin/nount

1865 | i nk pat h=usr/sbin/ncheck target= IEf

1866 |ink path=usr/sbin/newfs target=../lib/fs/ufs/newfs

1867 |ink path=usr/shin/quot target= JI1iblfsluf s/ quot

1868 |ink path=usr/sbin/quota target— /1ib/fs/ufs/quota

1869 |ink pat h=usr/sbi n/ quotacheck tar get =../libl/fs/ufs/quotacheck
1870 |ink pat h=usr/sbi n/ quotaoff target= I1ib/fs/ufs/ quot aof f
1871 1ink path=usr/shin/quotaon target=.. Ilib/fs/ufs/ quot aon
1872 link path=usr/shin/repquota target=../lib/fs/ufs/repquota
1873 |ink path=usr/sbin/route target=.. /.. Ishin/route

1874 |ink path=usr/sbin/routeadmtarget=../../sbin/routeadm
1875 |ink path=usr/sbin/sync target=../. - shin/ sync

1876 |ink path=usr/sbin/tunefs target=.. /1iblfs/ufs/tunefs
1877 link path=usr/sbin/tzreload target=../../sbin/tzrel oad
1878 |ink path=usr/sbin/uadnmin target=../. ./ sbi n/ uadmi n

1879 1ink path=usr/sbin/ufsdunp target=.. Jiiblfs/ufs/ uf sdunp
1880 |ink path=usr/sbhin/ufsrestore target=../lib/fs/ufs/ufsrestore
1881 |ink pat h=usr/sbin/umunt target=../../sbin/umount

1882 |ink pat h=usr/sbi n/wisbadm target=../../sbin/wisbadm
1883 |ink path=usr/spool target=../var/spool

1884 link path=usr/src target=./share/src

1885 link path=usr/tnp target=../var/tnp

1886 |ink path=var/ld/32 target=

1887 |ink path=var/|d/ 64 target=%(ARCH64)

1888 #

1889 # The bootadm bi nary needs the etc/release file.

1890 #

1891 depend fnri=rel ease/ nane type=require

1892 #

1893 # intrd and others use the illunps-defaulted perl interpreter
1894

1895 depend fnri=runtine/perl-510 type=require

1896 #

1897 # The | oadkeys binary needs the keytabl es.

1898 #

1899 depend fnri=systent dat a/ keyboar d/ keyt abl es type=require
1900 #

1901 # Depend on term nfo data.

1902 #

1903 depend fnri=systenfdata/term nfo type=require

1904 #

1905 # Depend on zonei nfo data.
1906 #
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1907 depend fnri=systent data/zonei nfo type=require

30
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24012 Tue Jun 12 19:55:13 2012
new usr/ src/ pkg/ mani f est s/ consol i dati on- osnet - osnet - nessage-fil es. nf
renoved wificonfig tool
are /dev/wifi/* devices |inks now deprecated?

LR

H O HHHHHHHFHHFF TR

CDDL HEADER START

The contents of this file are subject to the ternms of the
Conmmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.

set name=pkg.fnri \

val ue=pkg: / consol i dati on/ osnet/ osnet - nessage- fi | es@( PKGVERS)

set name=pkg. description \

val ue="l ocal i zabl e nessage files for the OS Networking consolidation"

set name=pkg. sunmary val ue="Local i zabl e ON nessage fil es"
set name=info.classification\

H*

#
#
#

val ue=or g. opensol ari s. cat egory. 2008: Devel opnent / Syst em

Thi s package shoul d not have automated dependenci es generated because
it provides nessages only.

set name=or g. opensol ari s. nodepend val ue=true
set nanme=vari ant.arch val ue=$( ARCH)

r
r
r
r
r
r
r
r
r
r

ir path=usr/share
r
r
r
r
r
r
r
r
r
r
r

r pat h=usr group=sys
path=usr/lib
pat h=usr/li b/ hel p
pat h=usr/|i b/ hel p/ aut hs
pat h=usr/1ib/ hel p/ auths/| ocal e
pat h=usr/1ib/ hel p/profiles
pat h=usr/li b/ hel p/ profiles/|ocal e
pat h=usr/lib/local e
pat h=usr/lib/locale/C
pat h=usr/li b/l ocal e/ C/ LC_MESSAGES
pat h=usr/li b/l ocal e/ C/ LC_TI ME

pat h=usr/share/lib
pat h=usr/share/|
pat h=usr/share/l
pat h=usr/share/l

ocal e

ocal e/ com

ocal e/ conf sun

ocal e/ com sun/ adm n

|
|
|
pat h=usr/share/| |
| ocal e/ conf sun/ adm n/ pm
|
|
|
|
|

ib/
ib/
ib/
ib/
pat h=usr/share/lib/
pat h=usr/share/lib/ | ocal e/ com sun/ adm n/ pn cl i ent

i b/l ocal e/ com sun/ dhcpngr

i b/l ocal e/ com sun/ dhcpngr/ bri dge

i b/l ocal e/ com sun/ dhcprgr/cli

ib/

ocal e/ com sun/ dhcpngr/cli/comon

pat h=usr/share/l
pat h=usr/share/|
pat h=usr/share/|
pat h=usr/share/ |
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61 dir path=usr/share/lib/local e/ com sun/dhcpmgr/cli/dhcpbatch
62 dir path=usr/share/lib/local e/ com sun/ dhcpngr/cli/dhcpconfig
63 dir path=usr/share/lib/local e/ com sun/dhcpngr/cli/dhtadm
64 dir path=usr/share/lib/local e/ com sun/dhcpmgr/cli/pntadm
65 dir path=usr/share/lib/local e/ com sun/dhcpmgr/client
66 dir path=usr/share/lib/local e/ com sun/dhcpngr/client/SUNbi nfiles
67 dir path=usr/share/lib/local e/ conl sun/dhcpnmgr/client/SUNWiles
68 dir path=usr/share/lib/local e/ com sun/dhcpmgr/client/help
69 dir path=usr/share/lib/local e/ com sun/dhcpmgr/client/hel p/art
70 dir path=usr/share/lib/local e/ com sun/ dhcpngr/conmon
71 dir path=usr/share/lib/local e/ com sun/ dhcpngr/data
72 dir path=usr/share/lib/local e/ com sun/dhcpngr/ ui
73 dir path=usr/share/lib/local e/ com sun/slp
74 file path=usr/lib/hel p/auths/|ocal e/ Al'l Sol Aut hsHeader . ht m
75 file path=usr/lib/hel p/auths/| ocal e/ Audi t Header . ht m
76 file path=usr/lib/hel p/auths/|ocal e/ Aut hJobsAdmi n. ht m
77 file path=usr/lib/hel p/aut hs/| ocal e/ Aut hJobsUser. ht ni
78 file path=usr/lib/hel p/auths/|ocal e/ Aut hProf ngr Assi gn. ht m
79 file path=usr/lib/hel p/auths/| ocal e/ Aut hProf ngr Del egat e. ht m
80 file path=usr/lib/hel p/auths/l|ocal e/ Aut hProf ngr ExecattrWite. htnl
81 file path=usr/lib/hel p/auths/|ocal e/ Aut hProf ngr Read. ht ni
82 file path=usr/lib/hel p/auths/|ocal e/ Aut hProf mgrWite. htm
83 file path=usr/lib/hel p/auths/|ocal e/ Aut hReadNDVP. ht m
84 file path=usr/lib/hel p/auths/|ocal e/ Aut hReadSMB. ht ni
85 file path=usr/lib/hel p/auths/| ocal e/ Aut hRol eAssi gn. ht
86 file path=usr/lib/help/auths/|ocal e/ Aut hRol eDel egat e. ht m
87 file path=usr/lib/hel p/auths/|ocal e/ Aut hRol eWite.htm
88 file path=usr/lib/hel p/auths/l|ocal e/Bi ndSt at es. ht m
89 file path=usr/lib/hel p/auths/|ocal e/ DevAl | ocHeader. ht ni
90 file path=usr/lib/help/auths/|ocal e/ DevAl |l ocate. htm
91 file path=usr/lib/hel p/auths/|ocal e/ DevCDRW ht n
92 file path=usr/lib/hel p/auths/I|ocal e/ DevConfig. htn
93 file path=usr/lib/hel p/auths/local e/ DevG ant. htni
94 file path=usr/lib/hel p/auths/|ocal e/ DevRevoke. ht m
95 file path=usr/lib/hel p/auths/| ocal e/ Dhcpngr Header . ht m
96 file path=usr/lib/hel p/auths/|ocal e/ DhcpmgrWite. htm
97 file path=usr/lib/hel p/auths/|ocal e/FileChown. htn
98 file path=usr/lib/hel p/auths/|ocal e/ FileHeader. htm
99 file path=usr/lib/hel p/auths/l|ocal e/ FileOwmer.htmn
100 file path=usr/lib/hel p/auths/|ocal e/ Hot pl ugHeader . ht m
101 file path=usr/lib/hel p/auths/| ocal e/ Hot pl ughodi fy. ht m
102 file path=usr/lib/hel p/auths/|ocal e/l dmapRul es. ht ni
103 file path=usr/lib/hel p/auths/| ocal e/ JobHeader . ht n
104 file path=usr/lib/hel p/auths/|ocal e/ JobsG ant. ht n
105 file path=usr/lib/hel p/auths/| ocal e/ Label Fi | eDowngr ade. ht n
106 file path=usr/lib/hel p/auths/|ocal e/ Label Fi | eUpgrade. ht n
107 file path=usr/lib/hel p/auths/| ocal e/ Label Header . ht m
108 file path=usr/lib/hel p/auths/|ocal e/ Label Print. htni
109 file path=usr/lib/hel p/auths/| ocal e/ Label Range. ht ni
110 file path=usr/lib/hel p/auths/|ocal e/ Label Server. htnl
111 file path=usr/lib/hel p/auths/|ocal e/ Label W nDowngr ade. ht ni
112 file path=usr/1lib/hel p/auths/| ocal e/ Label WnNoVi ew. ht
113 file path=usr/1ib/hel p/auths/|ocal e/ Label W nUpgr ade. ht m
114 file path=usr/1ib/ hel p/auths/|ocal e/ Li nkSecurity. htm
115 file path=usr/lib/hel p/auths/|ocal e/ Logi nEnabl e. ht nl
116 file path=usr/lib/hel p/auths/| ocal e/ Logi nHeader . ht m
117 file path=usr/lib/hel p/auths/| ocal e/ Logi nRenot e. ht n
118 file path=usr/lib/hel p/auths/| ocal e/ Mai | Header . ht m
119 file path=usr/lib/hel p/auths/|ocal e/ Mai | Queue. ht n
120 file path=usr/lib/hel p/auths/| ocal e/ Net wor kAut oconf Read. ht m
121 file path=usr/lib/hel p/auths/| ocal e/ Net wor kAut oconf Sel ect . ht m
122 file path=usr/1ib/ hel p/auths/|ocal e/ Net wor kAut oconf W an. ht m
123 file path=usr/lib/hel p/auths/|ocal e/ Net wor kAut oconf Wite. htm
124 file path=usr/lib/hel p/auths/| ocal e/ Net wor kHeader . ht m
125 file path=usr/1ib/hel p/auths/| ocal e/ Net wor kil LBconf . ht
126 file path=usr/1ib/hel p/auths/|ocal e/ Networkl LBenabl e. ht
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127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192

DOODODODDDDDDDDDDDDDDDDDDDDDODDDDDDDDDDDDDODDDDDDDDODODDDDODDDODDDDDDDDDDDMDMD D

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Net wor kI nt er f aceConfi g. ht nl
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Net wor KVRRP. ht n

pat h=usr/|i b/ hel p/aut hs/| ocal e/ Pri Adm n. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Pri nt Adm n. ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ Pri nt Cancel . ht m

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Pri nt Header . ht m

pat h=usr /i b/ hel p/auths/| ocal e/ PrintList.htnl

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Pri nt NoBanner . ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ Pri nt Ps. ht ni

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Pri nt Unl abel ed. ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Pr of ngr Header . ht m

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Rol eHeader . ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ Snf Al | ocate. ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf Aut of sSt at es. ht m
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Cor eadnft at es. ht nl
pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf Cr onSt at es. ht n

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf ExAcct Fl owSt at es. ht m
pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Snf ExAcct Net St at es. ht
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf ExAcct ProcessSt at es. ht ni
pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf ExAcct TaskSt at es. ht m
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Header . ht

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Snf | LBSt at es. ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf | PsecSt at es. ht

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf | dnapSt at es. ht nl

pat h=usr/li b/ hel p/ aut hs/| ocal e/ Snf | net dSt at es. ht ni

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Locati onSt at es. ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf MDNSSt at es. ht n

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf ManageAudi t . ht nl

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf ManageHeader . ht ni
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf ManageHot pl ug. ht m
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf ManageZFSSnap. ht n
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Modi f yAppl . ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf Modi f yDepend. ht ni
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Modi f yFr amewor k. ht m
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Modi f yHeader . ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Modi f yMet hod. ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf NADDSt at es. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf NDMPSt at es. ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf NWAMBt at es. ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Snf NscdSt at es. ht n

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Power St at es. ht nl

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Repar seSt at es. ht m
pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Snf Rout i ngSt at es. ht n
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf SMBFSSt at es. ht nl

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf SMBSt at es. ht nl

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Sendmai | St at es. ht m
pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Snf SshSt at es. ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Sysl ogSt at es. ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf VRRPSt at es. ht n

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueAudi t. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueCor eadm ht ni
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Val ueExAcct Fl ow. ht
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Val ueExAcct Net . ht m
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueExAcct Process. ht ni
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueExAcct Task. ht m
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Val ueFi rewal | . ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Val ueHeader . ht

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val uel Psec. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val uel dnap. ht m

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Val uel netd. ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Val ueMDNS. ht m

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Val ueNADD. ht nm

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueNDWVP. ht m

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ Snf Val ueNWAM ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Val ueRout i ng. ht m
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf Val ueSMB. ht nl
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pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf Val ueVscan. ht m

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Snf Val ueVt . ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ Snf VscanSt at es. ht nl

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ Snf Vt St at es. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ Snf WhaSt at es. ht m

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ SysCpuPower Mgnt . ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ SysDat e. ht

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ SysHeader . ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ SysMui nt enance. ht ni

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ SysPower Mgnt Bri ght ness. ht
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ SysPower Mgnt Header . ht nl

pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ SysPower Mgnt Suspend. ht m
pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ SysPower Mynt Suspendt oDi sk. ht m
pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ SysPower Mgnt Suspendt oRAM ht mi
pat h=usr/1i b/ hel p/ aut hs/ | ocal e/ SysShut down. ht nl

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ SysSysevent Read. ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ SysSysevent Wite. ht m

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ TNDaenon. ht m

pat h=usr/1ib/ hel p/auths/| ocal e/ TNct! . htn

pat h=usr/|i b/ hel p/ aut hs/ | ocal e/ Val ueTND. ht m

pat h=usr/ i b/ hel p/ aut hs/| ocal e/ W fi Config. ht m

pat h=usr/|i b/ hel p/ aut hs/| ocal e/ W fi Wp. ht m

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ Zoned oneFrom ht nm

pat h=usr/1i b/ hel p/ aut hs/| ocal e/ ZoneHeader . ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ ZoneLogi n. ht m

pat h=usr/ i b/ hel p/ aut hs/ | ocal e/ ZoneManage. ht m
path=usr/lib/ hel p/profiles/local e/ Rt Acctadm ht nm
path=usr/lib/hel p/profiles/locale/RAI.htm

pat h=usr/li b/ hel p/profiles/local e/ Rt AuditCfg. htn

pat h=usr/lib/hel p/profiles/local e/ RAuditCrl.htn

pat h=usr/|ib/ hel p/profiles/local e/ Rt Audi t Revi ew. ht

pat h=usr/1ib/ hel p/profil es/| ocal e/ Rt CPUPower Managenent . ht n
pat h=usr/li b/ hel p/profiles/|ocal e/ Rt ConsUser. ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt Contract Chserver. htni
pat h=usr/|ib/ hel p/profiles/|ocal e/ Rt Cronvhgmt . ht m

pat h=usr/lib/ hel p/profiles/local e/ Rt Cryptovhgmt . ht m

pat h=usr/lib/ hel p/profiles/l|ocal e/ Rt DHCPMhgmt . ht m

pat h=usr /Il i b/ hel p/profiles/|ocal e/ Rt Dat Adm n. ht m
path=usr/|ib/ hel p/profiles/local e/ Rt Default.htm

pat h=usr/1ib/ hel p/profiles/local e/ Rt Devi cevhgmt . ht m
path=usr/lib/hel p/profiles/local e/ Rt Devi ceSecurity. htm
pat h=usr/li b/ hel p/profiles/|ocal e/ Rt ExAcct Fl ow. ht ni
path=usr/|ib/ hel p/profiles/|ocal e/ Rt ExAcct Net. ht n
path=usr/lib/ hel p/profiles/local e/ Rt ExAcct Process. htnl

pat h=usr/lib/ hel p/profiles/local e/ Rt ExAcct Task. ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt FTPMhgmt . ht n
path=usr/|ib/ hel p/profiles/local e/ Rt Fil eSysvhgmmt. ht n
path=usr/lib/ hel p/profiles/local e/RFileSysSecurity.htn
pat h=usr/li b/ hel p/profiles/|ocal e/ Rt Hot pl ugvhgmt . ht m

pat h=usr/li b/ hel p/profiles/local e/R|PFi|terivhgmt.htm
pat h=usr /Il i b/ hel p/ profiles/local e/ Rt |dmap©hgmt. ht m
path=usr/lib/ hel p/profiles/l|ocal e/ Rt | dnapNaneRul esvhgmt . ht ni
path=usr/lib/ hel p/profiles/local e/Rt|netdvhgmt. htnl

pat h=usr/li b/ hel p/profiles/local e/ Rt|nfoSec. htm

pat h=usr/li b/ hel p/ profiles/|ocal e/ Rt Ker berosCl nt Mngmmt . ht m
pat h=usr/1ib/ hel p/profiles/|ocal e/ Rt Ker ber osSrvr vngmmt . ht m
pat h=usr/lib/ hel p/profiles/local e/ Rt Logvhgmt . ht nl

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt Mai | Mngmmt . ht ni

pat h=usr /Il i b/ hel p/ profiles/|ocal e/ Rt Mai nt AndRepai r. ht m
pat h=usr/|ib/ hel p/profiles/l|ocal e/ Rt Medi aBkup. ht
path=usr/lib/ hel p/profiles/local e/ Rt Medi aCt|g. htm

pat h=usr/lib/ hel p/profiles/|ocal e/ Rt Medi aRest ore. ht m

pat h=usr/li b/ hel p/ profil es/|ocal e Rt NDMPNhgmmt . ht ni
path=usr/1ib/ hel p/profiles/|ocal e/ Rt NaneSer vi ceAdm n. ht m
pat h=usr/lib/ hel p/profiles/local e/ Rt NaneSer vi ceSecure. ht n
pat h=usr/lib/ hel p/profiles/I|ocal e/ Rt Net Aut oconf Adm n. ht m
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pat h=usr /Il i b/ hel p/ profiles/|ocal e/ Rt Net Aut oconf User . ht n
path=usr/lib/ hel p/profiles/local e/ Rt NetlLB. htnl
path=usr/lib/hel p/profiles/local e/ Rt NetlPsec. ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt NetLi nkSecure. htm

pat h=usr/li b/ hel p/ profil es/|ocal e/ Rt Net Mngmt . ht ni
path=usr/lib/ hel p/profiles/local e/ Rt Net Cbservability. htm

pat h=usr/li b/ hel p/profiles/local e/ Rt Net Secure. ht n

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt Net VRRP. ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt Net Wfi Mhgmmt . ht m
path=usr/lib/ hel p/profiles/local e/ Rt Net Wfi Secure. htnl
path=usr/lib/hel p/profiles/local e/ Rt ©bAccessivhgmt . ht m
path=usr/lib/ hel p/profiles/local e/ Rt Obj ect Label Mngmmt . ht

pat h=usr/li b/ hel p/profiles/local e/ Rt Operator.htn

path=usr/|ib/ hel p/profiles/l|ocal e/ Rt QutsideAccred. ht m
path=usr/lib/hel p/profiles/local e/ Rt PriAdm n. htn

pat h=usr/lib/ hel p/profiles/local e/ Rt Prnt Adm n. ht n

pat h=usr /Il i b/ hel p/profiles/|ocal e/ Rt ProcManagenent . ht m
path=usr/|ib/ hel p/profiles/l|ocal e/ Rt Repar sevhgmmt . ht n
path=usr/lib/ hel p/profiles/local e/ Rt ReservedProfile. htmn
path=usr/lib/ hel p/profiles/local e/ Rt Ri ghtsDel egate. htn

pat h=usr/li b/ hel p/ profiles/|ocal e/ Rt SMBFSMhgmt . ht m

pat h=usr/|ib/ hel p/profiles/|ocal e/ Rt SMBVvhgmt . ht nmi
path=usr/lib/ hel p/profiles/local e/ Rt Softwarelnstall.htmn
path=usr/lib/hel p/profiles/local e/ Rt SysAdm n. ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt SysEviMhgmt . ht m

pat h=usr /Il i b/ hel p/ profiles/|ocal e/ Rt SysPower Mgnt . ht m
path=usr/lib/ hel p/profiles/|ocal e/ Rt SysPower Mgnt Bri ght ness. ht n
path=usr/lib/ hel p/profiles/local e/ Rt SysPower Mynt Suspend. ht m
pat h=usr/li b/ hel p/profiles/|ocal e/ Rt SysPower Mgnt Suspendt oDi sk. ht m
pat h=usr/li b/ hel p/ profiles/|ocal e/ Rt SysPower Mgnt Suspendt oRAM ht mi
path=usr/lib/ hel p/profiles/local e/ Rt User Mngmt . ht m
path=usr/lib/hel p/profiles/local e/ Rt User Security. htm

pat h=usr /i b/ hel p/profiles/|ocal e/ Rt Vscanvhgmt . ht m

pat h=usr/li b/ hel p/profiles/|ocal e/ Rt ZFSFi | eSysvhgmt . ht ni

pat h=usr/|ib/ hel p/profiles/|ocal e/ Rt ZFSSt or agevhgmt . ht m

pat h=usr/lib/ hel p/profiles/local e/ Rt Zonevhgmt . ht m
path=usr/lib/hel p/profiles/local e/ Rt ZoneSecurity.htm

pat h=usr /i b/ | ocal e/ ¢ LC_MESSAGES/ AVD. po

path=usr/|ib/| ocal e/ C/ LC_MESSAGES/ DI SK. po

pat h=usr/1i b/l ocal e/ C/ LC_MESSAGES/ FNVD. po

pat h=usr/li b/l ocal e/ G LC_MESSAGES/ FMNOTI FY. po

pat h=usr /i b/ | ocal e/ ¢ LC_MESSAGES/ GMCA. po

path=usr/|ib/l ocal e/ C/ LC_MESSAGES/ | NTEL. po

path=usr/1ib/l ocal e/ C/ LC_MESSAGES/ NXCE. po

path=usr/lib/l ocal e/ C/ LC_MESSAGES/ PCl .

pat h=usr/Ili b/ | ocal e/ ¢ LC_MESSAGES/ PCI EX po

pat h=usr/1ib/| ocal e/ C/ LC_MESSAGES/ SCA1000. po

path=usr/li b/l ocal e/ C/ LC_MESSAGES/ SCA500. po

path=usr/1ib/l ocal e/ C/ LC_MESSAGES/ SCF. po

pat h=usr /i b/ | ocal e/ G LC_MESSAGES/ SENSOR. po

pat h=usr /Il i b/ | ocal e/ ¢ LC_MESSAGES/ SM-. po

pat h=usr/1ib/| ocal e/ C/ LC_MESSAGES/ STORAGE. po

path=usr/lib/l ocal e/ C/ LC_MESSAGES/ SUM. po

pat h=usr/1i b/l ocal e/ C/ LC_MESSAGES/ SUNAU. po

pat h=usr /i b/ | ocal e/ ¢ LC_MESSAGES/ SUMV. po

pat h=usr/1i b/l ocal e/ C/ LC_MESSAGES/ SUNCS. po

pat h=usr/lib/l ocal e/ C/ LC_MESSAGES/ SUNW OST_ADM N. po gr oup=sys
pat h=usr/li b/ | ocal e/ ¢/ LC_MESSAGES/ SUNW OST_LI NFO gr oup=sys

pat h=usr/li b/ | ocal e/ G LC_MESSAGES/ SUNW OST_NETRPC. po gr oup=sys
pat h=usr /i b/l ocal e/ C/ LC_MESSAGES/ SUNW OST_OSCMD. po gr oup=sys
pat h=usr/lib/l ocal e/ C/ LC_MESSAGES/ SUNW OST_OSLI B. po group=sys
path=usr/li b/l ocal e/ C/ LC_MESSAGES/ SUNW OST_SGS. po gr oup=sys
pat h=usr /i b/ | ocal e/ ¢ LC_MESSAGES/ SUNW OST_SYSOSPAM po gr oup=sys
pat h=usr/1i b/ ocal e/ C/ LC_MESSAGES/ SUNW OST_UCBCMD. po gr oup=sys
pat h=usr /i b/ ocal e/ C/ LC_MESSAGES/ SUNW OST_ZONEI NFO. po gr oup=sys
pat h=usr/|ib/ | ocal e/ C/ LC_MESSAGES/ ZFS. po
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323 file path=usr/lib/local e/ C/ LC_MESSAGES/ | i bast group=sys
324 file path=usr/lib/local e/ ¢ LC_ MESSAGES/ | i bcmd group=sys
325 file path=usr/lib/local e/ CLC MESSAGES/ | i bdl|l group=sys
326 file path=usr/lib/local e/ C/LC_MESSAGES/ | i bshel | group=sys
327 file path=usr/lib/local e/ C/ LC_MESSAGES/ | i bsum gr oup=sys
328 file path=usr/lib/local e/ CLC MESSAGES/ nagi ¢ group=sys
329 file path=usr/lib/local e/ C LC_MESSAGES/ mai | x. hel p group=sys
330 file path=usr/lib/local e/ C/ LC_MESSAGES/ nore. hel p group=sys
331 file path=usr/lib/local e/ C/ LC_MESSAGES/ pri v_names group=sys
332 file path=usr/lib/local e/ ¢ LC_MESSAGES/ uxlibc. src group=sys
333 file path=usr/lib/local e/ C/LC Tl ME/ SUNW OST_OSCMD. po gr oup=sys
334 file path=usr/lib/local e/ ¢ LC_TI ME/ SUNW OST_OSLI B. po group=sys
335 file path=usr/share/lib/local e com sun/admi n/ pni cl i ent/ prHel pResour ces. j ava \
336 group=l p
337 file path=usr/share/lib/local e/ conlsun/adm n/ pniclient/pnResources.java \
338 group=l p
339 file \
340 pat h=usr/share/li b/l ocal e/ com sun/ dhcpngr/ bri dge/ Resour ceBundl e. properties
341 file \
342 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/cli/comon/ Resour ceBundl e. properti
343 file \
344 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/cli/dhcpbat ch/ Resour ceBundl e. prope
345 file \
346 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/cli/dhcpconfi g/ Resour ceBundl e. prop
347 file \
348 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/cli/dhtadm Resour ceBundl e. properti
349 file \
350 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/cli/pnt adnl Resour ceBundl e. properti
351 file \
352 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/Opti onDescri ptions. properti
353 file \
354 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/ResourceBundl e. properties
355 file \
356 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/SUNbi nfil es/ Resour ceBundl e
357 file \
358 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/SUNWi | es/ Resour ceBundl e. pr
359 file path=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/art/bannersnct. gif
360 file path=usr/share/lib/local e/ com sun/dhcpngr/client/help/art/dotl.gif
361 file path=usr/share/lib/local e/ com sun/dhcpmgr/client/hel p/art/dot2.gif
362 file path=usr/share/lib/local e/ coml sun/dhcpmgr/client/help/art/folder.gif
363 file path=usr/share/lib/local e/ conlsun/ dhcpnmgr/client/hel p/art/macro2.gif
364 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/art/ macroflow. gif
365 file path=usr/share/lib/local e/ com sun/dhcpmgr/client/help/art/tip2.gif
366 file \
367 pat h=usr/share/lib/l ocal e/ com sun/ dhcprgr/client/hel p/ dhcp_addr _create. htnl
368 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_addr_del . htm
369 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_addr_dup. ht m
370 file path=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_addr_how. ht m
371 file path=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_addr_nod. ht m
372 file
373 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/hel p/ dhcp_addr _mul ti.htm
374 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_addr_ref.htm
375 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_addr_rel.htm
376 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_addr_vi ew. ht m
377 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_addr_wi z. htm
378 file \
379 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_config_w z. ht m
380 file \
381 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/hel p/ dhcp_convert_wi z. htni
382 file \
383 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_export_wi z. ht m
384 file \
385 pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/hel p/ dhcp_i nport_wi z. ht m
386 file \
387 pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_macro_create. htm
388 file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_nacro_del . htm
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389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451

pat h=usr/share/|l
at h=usr/share/l

file ocal e/ com sun/ dhcpngr/cli ent/ hel p/ dhcp_macro_dup. ht m
file p

file path=usr/share/l

file p

file\

|

| ocal e/ coml sun/ dhcpngr/ client/ hel p/ dhcp_nmacr o_how. ht m
| ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_nmacr o_nod. ht m
|

i
i
i
i ocal e/ conml sun/ dhcpngr/ client/hel p/ dhcp_macro_ref. htni

b/
b/ _|
b/ _
at h=usr/share/lib/ B
pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_macro_vi ew. ht m
file\

pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/hel p/ dhcp_nacros_about . ht ni
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_nai n_hl p. htm
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_mai n_how. ht m
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_mai n_i dx. ht m
file\

pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/client/hel p/ dhcp_nai n_nmenus. ht m
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_main_top. htn
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_net _del . ht m
file path=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_net _ref.htn
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_net_w z. htm
file\

~ path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/ dhcp_option_create. htm
f? ! ep;u h=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_option_del . htm
ff | ep\at h=usr/share/lib/l ocal e/ conl sun/ dhcpngr/client/hel p/ dhcp_option_dup. ht ni
ff | ep;u h=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_option_how htni
ff | ep\at h=usr/share/lib/local e/ conl sun/ dhcpngr/client/hel p/ dhcp_option_nod. ht ni
ff | ep>=1t h=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/ dhcp_option_ref. htni
f? | epzat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_option_tags. htm
ff ! ep)at h=usr/share/lib/local e/ com sun/ dhcprgr/client/hel p/ dhcp_opti on_vi ew. ht m
f? | ep?it h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_rel ay_choose. ht m
o ep)’:lt h=usr/share/lib

/1 ocal e/ coml sun/ dhcprgr/client/hel p/ dhcp_rel ay_config. htm
pat h=usr/share/li b/l
\

file ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_rel ay_dis. htm
file

pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_rel ay_enabl e. ht m
file path=usr/share/lib/local e/ com sun/ dhcpngr/client/hel p/dhcp_rel ay_how. htn
file path=usr/share/lib/local e/ com sun/dhcpngr/client/hel p/dhcp_relay_ref.htm
file\

pat h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_rel ay_serv. htm
file\

~ path=usr/share/lib/local e/ conf sun/ dhcpmgr/client/hel p/ dhcp_rel ay_unconfig. ht
ff ! ep\at h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_server_serv. htm
ff ! ep;u h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_server _unconfig. h
o E!p:at h=usr/share/lib/l ocal e/ com sun/ dhcpngr/client/hel p/ dhcp_sol ari s_about. htm

file

pat h=usr/share/li b/l ocal e/ com sun/ dhcpmgr/ common/ Resour ceBundl e. properties
file path=usr/share/lib/local e/ com sun/dhcpngr/ data/ ResourceBundl e. properties
file path=usr/share/lib/local e/ com sun/dhcpngr/ ui/ResourceBundl e. properties
file path=usr/share/lib/local e/ com sun/slp/CientLib_en.properties group=sys
file path=usr/share/lib/local e/ com sun/sl p/ Server_en. properties group=sys
| egacy pkg=SUNWbon arch=all \

desc="l| ocal i zabl e nessage files for the OS-Networking consolidation" \
nanme="Local i zabl e ON nessage files" version=11. 11, REV=2009. 11. 10
l'icense cr_Sun |license=cr_Sun
license lic_CDDL |icense=lic_CDDL
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2299 Tue Jun 12 19:55:14 2012
new usr/ src/ pkg/ mani f est s/ servi ce- net wor k- wpa_suppl i cant . nf
wpa_suppl i cant pkg now is created correctly in illunps-gate
wpad renanmed to wpa_supplicant

LR R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the |license at usr/src/ OPENSOLARI S. LI CENSE

9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governi ng perni ssions

11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER i n each

14 # file and include the License file at usr/src/ OPENSOCLARI S. LI CENSE.

15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the

16 # fields encl osed by brackets "[]" replaced with your own identifying

17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
#

26 set nane=pkg.fnri val ue=pkg:/service/ network/ wpa_suppl i cant @( PKGVERS)

27 set nane=pkg. description \

28 val ue="The service inplenents the | EEEB02.11i (WPA/ WPA2) specification."
29 set nane=pkg. summary val ue="Wrel ess WPA Supplicant"

30 set nane=info.classification \

31 val ue=or g. opensol ari s. cat egory. 2008: Syst emf Har dwar e

32 set name=variant.arch val ue=$( ARCH)

33 dir path=lib

34 dir path=lib/svc

35 dir path=lib/svc/mani fest group=sys

36 dir path=lib/svc/ manifest/network group=sys

37 dir path=usr group=sys

38 dir path=usr/lib

39 dir path=usr/lib/inet

40 dir path=usr/share/ man/ manlm

41 file path=lib/svc/ manifest/network/wpa_supplicant.xm group=sys npde=0444

42 file path=usr/lib/inet/wa_supplicant npde=0555

43 file path=usr/share/ man/ manlnf wpa_suppl i cant.1m

44 | egacy pkg=SUNWipar \

45 desc="The service inplenents the | EEE802. 11i (WPA/ WPA2) specification.” \
46 name="Wrel ess WPA Supplicant, (Root)"

47 | egacy pkg=SUNWwpau \

48 desc="The service inplenents the | EEE802. 11i (WPA/ WPA2) specification.” \
49 name="Wrel ess WPA Supplicant, (Usr)"

50 license cr_Sun |icense=cr_Sun

51 license lic_CDDL |icense=lic_CDDL

52 license usr/src/cnmd/ cnd-inet/usr.|ib/wa_supplicant/TH RDPARTYLI CENSE \
53 I'i cense=usr/src/cnd/ cnd-inet/usr.|ib/wpa_supplicant/TH RDPARTYLI CENSE
54 depend fnri=SUNWS type=require

55 depend fnri =SUNWsd type=require

56 depend fnri=systenilibrary type=require

57 depend fnri=systenilibrary/platformtype=require

58 depend fnri=system |ibrary/processor type=require

59 #endif /* | codereview */
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12294 Tue Jun 12 19:55:15 2012
new usr/src/uts/comon/inet/wfi_ioctl.h

ess_list ioctl now provides all scan results properties for wpa/libdl w an

first integration of wpa_s control interface client code
first integration of wpa_s wpa_ie parsing code

hhkkkkkkkkkkkkkkkk kR AR AR ARk Kk Kk Xk khkkkhkkhkkkkkkkkkkkkk kK k%
1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")

or http://wwm. opensol aris.org/os/licensing.

and limtations under the License.

CDDL HEADER END

-~

/
Copyright 2009 Sun Mcrosystenms, Inc. Al rights reserved.
Use is subject to license terms.

NRNNNNRRRRRRER R R
AWONRPOOONOUIRWNROOO~NOUTDSWN

/
26 /*

27 * Macro and date structures defined for 802.11 wifi config tool.

28 * (no nore used, we should renove then
29 #endif /* | codereview */
*/

32 #ifndef __ WFI_| OCTL_H
33 #define __WFI_I| OCTL_H

35 #include <sys/types. h>

37 #ifdef _ cplusplus
38 extern "C' {
39 #endif

41 #define MAX_KEY_LENGTH 26

28 #define MAX_ESSTD_LENGTH (32 + 1)
29 /* one nore for "\0" */
42 #define MAX_CHANNEL_NUM 99

43 #define MAX_RSSI 15

44 #defi ne MAX_NVEPKEYS 4

45 #define NET_802_11 80211

46 #define MAX_BUF_LEN 65536

47 #define MAX_SCAN SUPPORT RATES 8

49 [ *
50 * ioctls
*/

53 #endif /* ! codereview */

54 #define WLAN_| OCTL_BASE 0x1000

55 #define V\LAN CET_ VERSI ON (WLAN_| OCTL_BASE + 0x0)
56 #define V\LAN SEI' PARAM (WLAN_| OCTL_| BASE + 0x2)
57 #define W_AN G:—F PARAM (WLAN_| ICUTL BASE + 0x3)

You may not use this file except in conpliance with the License.
You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE

See the License for the specific |anguage governing perm ssions

file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying

*

*

*

*

*

*

*

*

*

*

* \When distributing Covered Code, include this CDDL HEADER i n each
*

*

*

* information: Portions Copyright [yyyy] [nane of copyright owner]
*
*
*
*
*
*
*

/* max essid length is 32 */

new usr/src/uts/comon/inet/wfi_ioctl.h

58

114

116
117
118
119
120
121
122
123

#def i ne WLAN_COVMAND (W.AN_| OCTL_BASE + 0x4)

| *

* paraneters
*/

#endi f /* | codereview */

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

W._PARAVETERS BASE 0x2000

W._BSSI D (W._PARAMETERS_BASE + 0x0)

W._ESSI D (W._PARAMETERS_BASE + 0x1)
VL_NODE_NAME (W._PARANETERS_BASE + 0x2)
W._PHY_SUPPORT (W._PARAMETERS BASE + 0x3)
W._PHY_CONFI G (W._PARAVETERS_BASE + Ox4)
W._DOMAI N (W._PARANETERS_BASE + 0x5)
W._POMER _NMODE (W._PARAVETERS_BASE + OX6)
W._TX_POMER (W. PARAMETERS BASE + 0x7)
W._RSS| (W._PARAVETERS_BASE + 0x8)

W._RSS|I _THRESHOLD (W._PARAVETERS BASE + 0x9)
W._ESS_LI ST (W._PARAMETERS BASE + Oxa)
W._BSS_TYPE (W._PARAMETERS BASE + Oxb)
W._CREATE_| BSS (W._PARAMETERS BASE + Oxc)
W._RTS_THRESHOLD (W._PARAVETERS_BASE + 0Xd)
W._SHORT_RETRY (W._PARAMETERS BASE + Oxe)
W._LONG RETRY (W._PARAVETERS_BASE + Oxf)
W._BEACON_PERI OD (W._PARANVETERS_BASE + 0x10)
W._TX_LI FETI ME (W._PARAMETERS BASE + 0x11)
W._RX_LI FETI ME (W._PARAMVETERS BASE + 0x12)
W._FRAG THRESHOLD (W._PARAVETERS BASE + 0x13)
W._VENDOR_| D (V\L PARAVETERS_BASE + 0x14)
W._PRODUCT | D (W._PARAVETERS_BASE + 0x15)
WVL_NUM ANTS (W._PARAMETERS BASE + 0x16)
WL_RX_ANTENNA (W._PARAVETERS_BASE + 0x17)
WL_TX_ANTENNA (W._PARAVETERS_BASE + 0x18)
W._SUPPORTED_RATES (W._PARAMETERS BASE + 0x19)
W._DES| RED_RATES (W._PARAVETERS_BASE + Ox1la)
W._WEP_KEY_TAB (W._PARAMETERS BASE + Ox1b)
W._WEP_KEY_| D (W._PARAVETERS BASE + Ox1lc)
W._VEP_MAPPI NG TAB (W._PARAMETERS BASE + Ox1d)
W._VEP_MAPPI NG LEN (\W._PARAMETERS BASE + Ox1e)
WL_ENCRYPTI ON (W._PARAVETERS_BASE + Ox1f)
W._AUTH MODE (W. PARAMETERS BASE + 0x20)
W._EXCL_UNENC (W._PARAVETERS_BASE + 0x21)
W._RFMON (W._PARAVETERS BASE + 0x22)

WL._RADI O (W._PARAMETERS BASE + 0x23)

WL_LI NKSTATUS (W._PARAVETERS BASE + 0x24)
W._DEV_DEPEND (W._PARAVETERS_BASE + 0x25)

#endif /* | codereview */
/*

* conmands
S

#def i
#def i
#def i
#def i
#def i
#def i

/*

ne
ne
ne
ne
ne
ne

W._COMVAND_BASE 0x3000
W._SCAN (WL_COMVAND_BASE + 0x0)

W._DI SASSOCT ATE (\W._COVMAND_BASE + 0x1)
W._REASSOCI ATE (W._COWVMAND BASE + 0x2)
W._LOAD DEFAULTS (W._COMVAND_BASE + 0x3)
WL_ASSCCI AT (W._COVMAND BASE + 0x4)

* donmi ns
* out dat ed?
#endif /* | codereview */

*/

I* --USA */
#define W._DOVAI N_BASE 0x4000
#define W._DOVAI N_FCC (W._DOVAI N_BASE + 0x0)
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124 /* --Canada */ 190 #define W._PRI V_BASE 0x7000
125 #define W._DOVAI N DOC (W._DOVAI N BASE + 0x1) 191 #define W._PRIV_RW (W._PRI V_BASE + 0x0)
126 /* --Most of Europe */ 192 #define W_PRIV_R (W._PRI V_BASE + 0x1)
127 #define W._DOVAI N_ETSI (W._DOVAI N_BASE + 0x2) 193 #define W._PRI V_W (W._PRI V_BASE + 0x2)
128 /* --Spain */ 194 #define W._PRIV_INT (W._PRIV_BASE + 0x3)
129 #define W._DOVAI N_SPAI N (W._ DOVAI N BASE + 0x3) 195 #define W._PRI V_I NT_ARRAY (W_PRIV_BASE + 0x4)
130 /* --France */ 196 #define W_PRIV_BYTE (W._PRI V_BASE + 0x5)
131 #define W._DOVAI N_FRANCE (W._DOVAI N BASE + 0x4) 197 #define W._PRI V_BYTE_ARRAY (V\L_PRI V_BASE + 0x6)
132 /* --Japan */ 198 #define W._PRI V_STRI NG (W._PRI V_BASE + 0x7)
133 #define W._DOVAI N_MKK (W._DOVAI N BASE + 0x5) 199 #define W._PRI V_STRI NG ARRAY (WL_PRI V_BASE + 0x8)
200 /*
135 /* 201 * return val ues
136 * power node 202 */
137 * not inplenented 203 #define W._SUCCESS 0x0
138 #endif /* | codereview */ 204 #define W._NOTSUPPORTED EI NVAL
139 */ 205 #define W._LACK_FEATURE ENOTSUP
206 #define W._HW ERROR EI O
141 #define W._PM AM 0x0 207 #define W._ACCESS_DEN ED EACCES
142 #define W._PM MPS 0Ox1 208 #define W._RETURN_BASE 0x7000
143 #define W._PM FAST 0x2 209 #define W._READONLY (W._RETURN BASE + 0x1)
144 #define W._PM USER 0x3 210 #define W._WRI TEONLY (W._RETURN BASE + 0x2)
211 #define W._NOAP (W._RETURN BASE + 0x3)
146 /* 212 | *
147 * rates 213 * other val ues
148 */ 214 */
149 #define W._RATE BASI C_SET 0x80 215 #define W._OTHER BASE 0x8000
150 #define W._RATE 1M 2 216 #define W._FHSS (W._OTHER BASE + 0x0)
151 #define W_RATE 2M 4 217 #define W._DSSS (W._OTHER BASE + 0x1)
152 #define W._RATE 5 5M 11 218 #define W._| RBASE (W._OTHER BASE + 0x2)
153 #define W._RATE_6M 12 219 #define W._OFDM (W._OTHER BASE + 0x3)
154 #define W._RATE 9M 18 220 #define W._HRDS (W._OTHER BASE + 0x4)
155 #define W._RATE_11M 22 221 #define W._ERP (W._OTHER BASE + 0x5)
156 #define W._RATE_12M 24
157 #define W._RATE_18M 36 223 /* aligned with wpa_s val ues */
158 #define W._RATE 22M 44 224 #define W._BSS_BSS 0
159 #define W._RATE 24M 48 225 #define W._BSS_IBSS 1
160 #define W._RATE 33M 66 226 #define W._BSS_AP 2
161 #define W._RATE_36M 72 40 #define W_BSS_BSS 1
162 #define W._RATE_48M 96 41 #define W_BSS_|I BSS 3
163 #define W._RATE 54M 108 42 #define W._BSS_ANY 2
164 /* 227 |*
165 * wep operations 228 * field_offset
166 */ 229 */
167 #define W. WEP_OPERATI ON_BASE 0x6000 230 #define WFI_BUF_OFFSET of fsetof (Wl dp_t, w dp_buf)
168 #define W._ADD (W._WEP_OPERATI ON_BASE + 0x0)
169 #define W._DEL (W._WEP_OPERATI ON_BASE + Ox1) 232 | *
170 #define W._NUL (W._WEP_OPERATI ON_BASE + 0x2) 233 * type definationes
171 #define W._IND (W._WEP_OPERATI ON_BASE + 0x3) 234 */
235 typedef boolean_t w _create_ibss_t;
173 #define W._NOENCRYPTI ON Ox0 236 typedef uint8_t W _bssid_t[6];
174 #define W._ENC WEP Ox1 52 typedef char w _bssid_t[6];
175 #define W._ENC WPA 0x2
238 typedef struct W _essid {
177 #endif /* | codereview */ 239 uint32_t w _essid_l ength;
178 #define W._OPENSYSTEM 0x1 240 uint8_t w _essid_essid[32];
179 #define W._SHAREDKEY 0x2 241 } W _essid_t;
56 char w _essid_essid[34];
181 /* 57 }w _essid_t;
182 * linkstatus
183 */ 243 /* there are no consuners for w _nodenane prop */
184 #defi ne W._CONNECTED 0x0 244 #endif /* | codereview */
185 #defi ne W._NOTCONNECTED 0Ox1 245 typedef struct w _nodenane {
246 uint32_t w _nodenane_| engt h;
187 /* 247 char w _nodenane_nane[ 32] ;
188 * prives 59 char w _nodenane_nane[ 34] ;
189 */ 248 } W _nodenane_t;
__unchanged_portion_omtted_
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315 typedef uint32_t w _linkstatus_t;

316 typedef uint32_t w _tx_pwer_t;

317 typedef uint32_t w _rssi_t;

318 typedef uint32_t w _rssi_threshold_t;
319 typedef uint32_t w _bss_type_t;

320 typedef uint8_t w _authnode_t;

132 typedef uint32_t w _authnode_t;

321 typedef uint32_t w _encryption_t;

322 typedef uint32_t w _wep_key_id_t;

323 typedef boolean_t w _radio_t;

324 typedef uint32_t w _rts_threshold_t;
325 typedef uint32_t w _short_retry_t;
326 typedef uint32_t w _long_retry_t;

327 typedef uintl16_t wl _beacon_period._t;
328 typedef uint32_t w _beacon_age_t;

329 typedef uint64_t w _beacon_tsf_t;

139 typedef uint32_t w _beacon_period_t;
330 typedef uint32_t w _tx_lifetine_t;
331 typedef uint32_t w _rx_lifetine_t;
332 typedef uint32_t w _frag_threshold_t;

333 typedef char w _vendor _t[128];
334 typedef char w _product_t[128];
335 typedef uint32_t w _numants_t;
336 typedef uint32_t w _rx_antenna_t;
337 typedef uint32_t w _tx_antenna_t;

339 typedef struct w _rates {

340 uint32_t W _rates_num

341 char W _rates_rates[1];

342 } W _rates_t;

344 | *

345 * Macro and data structures defined for 802. 11i.

346 */

348 typedef struct w _wpa_ie {

349 ui nt 32_t wpa_i e_| en;

350 ui nt8_t wpa_i e[ 1]; /* it’s the head of wpa_ie */

351 } W _wpa_ie_t;

353 typedef struct w _wpa {

354 ui nt 32_t wpa_f | ag;
355 } W _wpa_t;

357 typedef struct W _capability {
358 ui nt32_t caps;

359 } W _capability_t;

361 typedef uintl1l6_t w _ess_caps;

363 /*

364 * WPA/ RSN get/set key request.

365 * ik_type : wep/tkip/aes

366 * ik_keyix : should be between 0 and 3, 0 will be used as default key.
367 * ik_keylen: key length in bytes.

368 * ik_keydata and ik_keylen include the DATA key and M C key.

369 */i k_keyrsc/ik_keytsc: rx/tx seq nunber.

370 *

371 #pragma pack(1)
372 typedef struct w _key {

373 uint8_t i k_type;
374 uint8_t i k_pad;
376 uint16_t i k_keyi x;
377 ui nt 8_t i k_keyl en;

new usr/src/uts/comon/inet/wfi_ioctl.h

378 ui nt 8_t i k_flags;

380 uint8_t i k_macaddr[ 6] ;

381 ui nt 64_t i k_keyrsc;

382 ui nt 64_t i k_keytsc;

384 /* [ | EEE80211_KEYBUF_SI ZE+| EEE80211_M CBUF_SI ZE] */
385 uint8_t i k_keydat a[ 32] ;

386 } w _key_t;

_key_t;
387 #pragma pack()

389 typedef struct w _del _key {

390 uint8_t i dk_keyi x;

391 uint8_t i dk_macaddr [ 6] ;
392 } W _del _key_t;

394 /*

395 * structure for W._M_LME state nani pul ati on request.

396 * imop: operations include auth/deauth/assoc/di sassoc,
397 * imreason: 802.11 reason code

398 */

399 typedef struct w _nmine {

400 uint8_t imop;

401 uint16_t i mreason;

402 ui nt 8_t i m_macaddr[ 6] ;
403 } W _nmne_t;

405 /*

406 * beacon, probe response

407 */

409 #pragma pack(1)
410 #endif /* | codereview */
411 typedef struct w _ess_conf {

412 ui nt 32_t w _ess_conf _| engt h;

413 w _essid_t W _ess_conf _essid;

414 W _bssid_t W _ess_conf _bssi d;

415 w _beacon_peri od_t w _ess_conf_beacon_peri od;
416 w _beacon_t sf _t W _ess_conf _beacon_t sf;
417 w _beacon_age_t w _ess_conf _beacon_age;
154 char w _ess_conf_reserved[ 2] ;

155 W _bss_type_t w _ess_conf_bsstype;

156 W _aut hnode_t w _ess_conf _aut hnode;

157 bool ean_t W _ess_conf_wepenabl ed;

418 W _rssi_t w _ess_conf_sl;

419 char w _support ed_r at es[ MAX_SCAN_SUPPORT_RATES] ;
420 #endif /* | codereview */

421 uni on {

422 W _fhss_t w _phy_f hss_conf;

423 W _dsss_t w _phy_dsss_conf;

424 w _of dm t w _phy_of dm conf;

425 W _erp_t W _phy_erp_conf;

426 } W _phy_conf;

427 /* ieee80211_node capinfo != ieee80211com caps */
428 w _ess_caps w _ess_conf _caps;

429 ui nt 32_t w _ess_conf_wpa_ie_| en;
430 uint8_t w _ess_conf_wpa_i e[ 40] ;
159 char w _supported_rat es[ MAX_SCAN_SUPPORT_RATES] ;

431 } w _ess_conf _t;
432 #pragma pack()
433 #endif /* | codereview */

435 typedef struct w _ess_list {

436 uint32_t W _ess_list_num

437 W _ess_conf_t w _ess_list_ess[1];
438 } w _ess_list_t;
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440 typedef struct w _wep_key {

441 uint32_t w _wep_|l ength;
442 char w _wep_key[ MAX_KEY_LENGTH] ;
443 uint32_t w _wep_operation;

444 } W _wep_key_t;
445 typedef w _wep_key_t w _wep_key_tab_t [ MAX_NWEPKEYS] ;

447 typedef struct wep_mapping {

448 uint32_t W _wep_map_i ndex;

449 bool ean_t W _wep_map_wepon;

450 char W _wep_nap_nac_addr[ 6] ;
451 char w _wep_map_reserved| 2] ;
452 W _wep_key_t w _wep_map_wepkey;

453 } wep_nappi ng_t;
454 typedef wep_mapping_t wep_mapping_tab_t[1];

456 typedef struct w _priv_param {

457 char w _priv_nange[ 8];

458 uint32_t W _priv_type;
459 uint32_t w _priv_size;
460 char W _priv_val ue[ 1];

461 } W _priv_paramt;
463 typedef struct w _dev_depend {

464 uint32_t w _dev_depend_num
465 uint32_t w _dev_depend_ret_idx;
466 priv_paramt w _dev_depend_priv[1];

w
467 } W _dev_depend_t;
469 typedef struct wan_ver {

470 uint32_t w _ver_nmgjor;
471 uint32_t w _ver_m nor;
472 } w an_ver_t;

474 typedef struct wdp {

475 uint32_t w dp_| ength;
476 uint32_t w dp_type;
477 uint32_t wdp_result;
478 uint32_t wdp_id;

479 uint32_t w dp_buf[1];
480 } wdp_t;

482 #ifdef __cpl uspl us

483 }

484 #endi f

486 #endif /* __ WFI_I OCTL_H */
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37539 Tue Jun 12 19:55:16 2012
new usr/src/uts/comon/io/dl d/dld_drv.c
secobj s types now are "wep, psk, eap, pin"
dl adm W an_secnpde_t and dl adm secobj _class_t are not rel ated anynore

LR

__unchanged_portion_omtted_

1160 /* ARGSUSED */

1161 static int

1162 drv_i oc_secobj _set(void *karg, intptr_t arg, int nbde, cred_t *cred, int *rvalp)
1163 {

1164 dl d_i oc_secobj _set _t *ssp = karg;

1165 dl d_secobj _t *sobj p, *objp;

1166 int err;

1168 sobj p = &ssp->ss_obj;

1170 if (sobjp->so_class == DLD_SECOBJ_CLASS TLS)

1170 if (sobjp->so_class != DLD_SECOBJ_CLASS_VEP &%

1171 sobj p->so_cl ass ! = DLD_SECOBJ_CLASS_WPA)

1171 return (EINVAL);

1173 if (sobjp->so_nane[ DLD_SECOBJ_NAME_MAX - 1] !='\0" ||

1174 sobj p->so_| en > DLD_SECOBJ_VAL_MAX)

1175 return (EINVAL);

1177 rw_enter (&Jrv_secobj _| ock, RWWRI TER);

1178 err = nmod_hash_find(drv_secobj_hash, (r'md hash_key_t) sobj p- >so_nane,
1179 (nod_hash_val _t *) &obj p);

1180 if (err == 0) {

1181 if ((ssp->ss_flags & DLD SECOBJ_OPT_CREATE) != 0) {
1182 rw_exit (&drv_secobj _| ock);

1183 return (EEXI ST);

1184 }

1185 } else {

1186 ASSERT(err == MH_ERR_NOTFOUND) ;

1187 if ((ssp->ss_flags & DLD_ SECOBJ_OPT _CREATE) == 0) {
1188 rw_exit(&drv_secobj | ock);

1189 return (ENCENT);

1190 }

1191 obj p = knem cache_al | oc(drv_secobj _cachep, KM SLEEP);
1192 (void) strlcpy(objp->so_name, sobjp->so_nane,

1193 DLD_SECOBJ_NAME_NAX) ;

1195 VERI FY(nod_hash_i nsert (drv_secobj _hash,

1196 (nmod_hash_key_t ) obj p- >so_nane, (nod_hash_val _t)objp) == 0);
1197 1

1198 bcopy(sobj p->so_val, objp->so_val, sobjp->so_len);

1199 obj p->so_l en = sobj p->so_| en;

1200 obj p->so_cl ass = sobj p->so_cl ass;

1201 rw_exit(&drv_secobj _| ock);

1202 return (0);

1203 }

__unchanged_portion_omtted_
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new usr/ src/ uts/comon/i o/ mac/ mac. ¢
ess_list ioctl now provides all scan results properties for wpa/libdl w an
first integration of wpa_s control interface client code
first integration of wpa_s wpa_ie parsing code
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1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governing perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
/

NRERRRERRRR R
COONOUITAWNROW©O~NOUTSWN

22 /*

23 * Copyright (c) 2005, 2010, O acle and/or its affiliates. Al rights reserved.
24 */

26 /*

27 * MAC Services Mdul e

28 *

29 * The GLDv3 franmework | ocking - The MAC | ayer

30 K e e e e e e e e e meeemmmmmmeeem e mmm—————a

31 *

32 * The MAC layer is central to the G.D framework and can provide the | ocking
33 * franmework needed for itself and for the use of MAC clients. MAC end points
34 * are fairly disjoint and don't share a lot of state. So a coarse grained

35 * multi-threading scheme is to single thread all create/ nodify/delete or set
36 * type of control operations on a per mac end point while allow ng data threads
37 * concurrently.

38 *

39 * Control operations (set) that nodify a mac end point are always serialized on
40 * a per nac end point basis, W have at nost 1 such thread per mac end point
41 * at a tinme.

42 *

43 * Al other operations that are not serialized are essentially multi-threaded.
44 * For exanple a control operation (get) like getting statistics which may not
45 * care about reading values atomcally or data threads sending or receiving
46 * data. Mostly these type of operations don't nodify the control state. Any
47 * state these operations care about are protected using traditional |ocks.

48 *

49 * The perineter only serializes serial operations. It does not inply there

50 * aren’t any other concurrent operations. However a serialized operation may
51 * sometinmes need to neke sure it is the only thread. In this case it needs

52 * to use reference counting nmechanisnms to cv_wait until any current data

53 * threads are done.

54 *

55 * The mac layer itself does not hold any |ocks across a call to another |ayer.
56 * The perinmeter is however held across a down call to the driver to make the
57 * whole control operation atomic with respect to other control operations.

58 * Also the data path and get type control operations may proceed concurrently.
59 * These operations synchronize with the single serial operation on a given mac

new usr/ src/uts/comon/i o/ mac/ mac. ¢ 2
60 * end point using regular |ocks. The perinmeter ensures that conflicting
61 * operations like say a nmac_nulticast_add and a mac_nulticast_renove on the
62 * same mac end point don't interfere with each other and al so ensures that the
63 * changes in the nmac layer and the call to the underlying driver to say add a
64 * multicast address are done atomically w thout interference froma thread
65 * trying to delete the sane address.
66 *
67 * For exanple, consider
68 * mac_nul ticst_add()
69 *
70 * mac_perineter_enter(); serialize all control operations
71 *
72 * grab list |ock protect agai nst access by data threads
73 * add to |ist
74 * drop list lock
75 *
76 * call driver’s m _nulticst
77 *
78 * mac_perinmeter_exit();
79 *
80 *
81 * To lessen the nunber of serialization |ocks and sinplify the |ock hierarchy,
82 * we serialize all the control operations on a per mac end point by using a
83 * single serialization lock called the perimeter. We allow recursive entry into
84 * the perimeter to facilitate use of this mechanismby both the mac client and
85 * the MAC layer itself.
86 *
87 * MAC client neans an entity that does an operation on a mac handl e
88 * obtained froma mac_open/nmac_client_open. Similarly MAC driver neans
89 * an entity that does an operation on a nmac handl e obtained froma
90 * mac_register. An entity could be both client and driver but on different
91 * handles eg. aggr. and should only nmake the corresponding mac interface calls
92 * j.e. mac driver interface or mac client interface as appropriate for that
93 * mac handl e.
94 *
95 * General rules.
96 L
97 *
98 * R1. The lock order of upcall threads is natually opposite to downcal |
99 * threads. Hence upcalls nust not hold any |ocks across |layers for fear of
100 * recursive lock enter and |ock order violation. This applies to all |ayers.
101 *
102 * R2. The perinmeter is just another lock. Since it is held in the down
103 * direction, acquiring the perimeter in an upcall is prohibited as it would
104 * cause a deadl ock. This applies to all layers.
105 *
106 * Note that upcalls that need to grab the nac perineter (for exanple
107 * mac_notify upcalls) can still achieve that by posting the request to a
108 * thread, which can then grab all the required perinmeters and [ ocks in the
109 * right global order. Note that in the above exanple the mac |ayer iself
110 * won’t grab the mac perineter in the mac_notify upcall, instead the upcall
111 * to the client nmust do that. Please see the aggr code for an exanple.
112 *
113 * MAC client rules
114 % --eeeeeiiee -
115 *
116 * R3. A MAC client may use the MAC provided perineter facility to serialize
117 * control operations on a per mac end point. |t does this by by acquring
118 * and hol ding the perineter across a sequence of calls to the nmac |ayer.
119 * This ensures atomcity across the entire block of mac calls. In this
120 * model the MAC client nust not hold any client |ocks across the calls to
121 * the mac layer. This nodel is the preferred sol ution.
122 ~*
123 * R4. However if a MAC client has a lot of global state across all mac end
124 * points the per mac end point serialization nmay not be sufficient. In this
125 * case the client may choose to use global |ocks or use its own serialization.
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To avoi d deadl ocks, these client |ayer |ocks held across the mac calls
in the control path nust never be acquired by the data path for the reason
nmenti oned bel ow.

(Assunme that a control operation that holds a client |lock blocks in the
mac | ayer waiting for upcall reference counts to drop to zero. |If an upcall
data thread that holds this reference count, tries to acquire the sanme
client lock subsequently it will deadl ock).

A MAC client nay follow either the R3 nodel or the R4 nodel, but can't
m x both. In the former, the hierarchy is Perim-> client |locks, but in
the latter it is client locks -> Perim

R5. MAC clients must make MAC calls (excluding data calls) in a cv_wait’able
context since they may block while trying to acquire the perineter.

In addition some calls may bl ock waiting for upcall refcnts to cone down to
zero.

R6. MAC clients must make sure that they are single threaded and all threads
fromthe top (in particular data threads) have finished before calling
mac_client_close. The MAC framework does not track the nunber of client
threads using the mac client handle. Also mac clients nust make sure

they have undone all the control operations before calling mac_client_close.
For exanpl e mac_uni cast_renove/ mac_nul ti cast _renove to undo the correspondi ng
mac_uni cast _add/ mac_nul ti cast _add.

MAC framework rul es

R7. The mac |l ayer itself nust not hold any mac | ayer |ocks (except the nac
perinmeter) across a call to any other layer fromthe mac layer. The call to
any other layer could be via m_* entry points, classifier entry points into
the driver or via upcall pointers into |ayers above. The nac perineter nmay
be acquired or held only in the down direction, for e.g. when calling into
a m_* driver enty point to provide atonmicity of the operation.

R8. Since it is not guaranteed (see R14) that drivers won't hold | ocks across
mac driver interfaces, the MAC | ayer nust provide a cut out for control
interfaces |like upcall notifications and start themin a separate thread.

R9. Note that |ocking order also inplies a plunbing order. For exanple
VNICs are allowed to be created over aggrs, but not vice-versa. An attenpt
to plunb in any other order nust be failed at mac_open tinme, otherwise it
could |l ead to deadl ocks due to inverse |ocking order.

R10. MAC driver interfaces nust not block since the driver could call them
in interrupt context.

R11. Wal kers nust preferably not hold any | ocks while calling wal ker

cal I backs. Instead these can operate on reference counts. In sinple
cal I backs it may be ok to hold a lock and call the callbacks, but this is

harder to maintain in the general case of arbitrary call backs.
R12. The MAC | ayer nust protect upcall notification callbacks using reference
counts rather than hol ding | ocks across the cal |l backs.

R13. G ven the variety of drivers, it is preferable if the MAC | ayer can make
sure that any pointers (such as mac ring pointers) it passes to the driver
remain valid until mac unregister tinme. Currently the nac |ayer achieves

this by using generation nunbers for rings and freeing the mac rings only

at unregister time. The MAC | ayer nust provide a |layer of indirection and
must not expose underlying driver rings or driver data structures/pointers
directly to MAC clients.

MAC driver rules

new usr/src/uts/comon/i o/ mac/ mac. c
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R14. 1t would be preferable if MAC drivers don’t hold any | ocks across any
mac call. However at a mininmumthey nust not hold any |ocks across data
upcal | s. They nust al so make sure that all references to mac data structures
are cleaned up and that it is single threaded at mac_unregister tine.

R15. MAC driver interfaces don’t block and so the action may be done
asynchronously in a separate thread as for exanple handling notifications.
The driver nust not assune that the action is conplete when the call
returns.

R16. Drivers must maintain a generation nunber per Rx ring, and pass it
back to mac_rx_ring(); They are expected to increnent the generation
nunber whenever the ring's stop routine is invoked.

See comments in mac_rx_ring();

R17 Similarly m _stop is another synchronization point and the driver nust
ensure that all upcalls are done and there won't be any future upcall
before returning fromm _stop.

R18. The driver may assunme that all set/nodify control operations via
the mi_* entry points are single threaded on a per mac end point.

Lock and Perinmeter hierarchy scenarios

i_mac_inpl _lock -> m _rw.lock -> srs_lock -> s_ring_lock[i_mac_tx_srs_notify]
ft_lock -> fe_lock [mac_fl ow_| ookup]

m _rw_lock -> fe_l ock [mac_bcast _send]

srs_lock -> mac_bw_| ock [mac_rx_srs_drain_bw

cpu_l ock -> mac_srs_g_lock -> srs_lock -> s_ring_l ock [mac_wal k_srs_and_bi nd]
i_dls_devnet _| ock -> mac layer |ocks [dl s_devnet_renane]

Perineters are ordered P1 -> P2 -> P3 fromtop to bottomin order of nac
client to driver. In the case of clients that explictly use the mac provided
perinmeter mechanismfor its serialization, the hierarchy is

Perimeter -> mac |ayer |ocks, since the client never holds any |ocks across
the mac calls. In the case of clients that use its own | ocks the hierarchy
is Cient locks -> Mac Perim-> Mac layer |ocks. The client never explicitly
calls mac_perimenter/exit in this case.

Subf | ow creation rules

o In case of a user specified cpulist present on underlying link and flows,
the flows cpulist nust be a subset of the underlying |ink.

o In case of a user specified fanout node present on link and flow, the
subfl ow fanout count has to be less than or equal to that of the
underlying link. The cpu-bindings for the subflows will be a subset of

the underlying link.

o In case if no cpulist specified on both underlying link and flow, the
underlying link relies on a MAC tunable to provide out of box fanout.

The subflow will have no cpulist (the subflow w |l be unbound)

o In case if no cpulist is specified on the underlying link, a subflow can
carry either a user-specified cpulist or fanout count. The cpu-bi ndi ngs
for the subflow will not adhere to restriction that they need to be subset
of the underlying link.

0 In case where the underlying link is carrying either a user specified
cpulist or fanout node and for a unspecified subflow, the subflow wll be
created unbound.

o While creating unbound subflows, bandw dth npde changes attenpt to
figure a right fanout count. In such cases the fanout count wll override
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the unbound cpu- bi ndi ng behavi or.

o In addition to this, while cycling between flow and |ink properties, we
inpose a restriction that if a link property has a subflow with
user-specified attributes, we will not allow changing the link property.
The admi nistrator needs to reset all the user specified properties for the
subfl ows before attenpting a |ink property change.

Sone of the above rules can be overridden by specifying additional comrand
line options while creating or nodifying |ink or subflow properti es.

/

ncl ude <sys/types. h>

ncl ude <sys/conf. h>

ncl ude <sys/id_space. h>

ncl ude <sys/esunddi. h>

ncl ude <sys/stat.h>

ncl ude <sys/ nkdev. h>

ncl ude <sys/stream h>

ncl ude <sys/strsun. h>

ncl ude <sys/strsubr.h>

ncl ude <sys/dl pi.h>

ncl ude <sys/list.h>

ncl ude <sys/ nodhash. h>

ncl ude <sys/ mac_provi der. h>
ncl ude <sys/mac_client_inpl.h>
ncl ude <sys/mac_soft_ring. h>
ncl ude <sys/ mac_stat. h>

ncl ude <sys/mac_i npl . h>

ncl ude <sys/ mac. h>

ncl ude <sys/dls. h>

ncl ude <sys/dld. h>

ncl ude <sys/nodctl . h>

ncl ude <sys/fs/dv_node. h>
ncl ude <sys/thread. h>

ncl ude <sys/proc. h>

ncl ude <sys/callb. h>

ncl ude <sys/cpuvar. h>

ncl ude <sys/atom c. h>

ncl ude <sys/bitmap. h>

ncl ude <sys/sdt. h>

ncl ude <sys/mac_fIl ow. h>

ncl ude <sys/ddi _intr_inpl.h>
ncl ude <sys/disp. h>

ncl ude <sys/sdt. h>

ncl ude <sys/vnic. h>

ncl ude <sys/vnic_inpl.h>
ncl ude <sys/vl an. h>

ncl ude <inet/ip.h>

ncl ude <inet/ip6.h>

ncl ude <sys/exacct. h>

ncl ude <sys/exacct_inpl.h>

#i ncl ude <inet/nd. h>

#i ncl ude <sys/ethernet. h>

#i ncl ude <sys/ pool . h>

#i ncl ude <sys/pool _pset. h>

#i ncl ude <sys/cpupart.h>

#i nclude <inet/wifi_ioctl.h>

#i ncl ude <net/wpa. h>

#def i ne | MPL_HASHSZ 67 I* prime */
kmem cache_t *i _mac_i npl _cachep;
nod_hash_t *i _mac_i npl _hash;
krw ock_t i _mac_i npl _I ock;
uint _t i _mac_i npl _count;
static kmem cache_t *mac_ring_cache;

st

atic id_space_t *m nor _i ds;
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m nor _count ;
mac_pool _event _reg;

static uint32_t
static pool _event_cb_t

/*
* Loggi ng stuff. Perhaps mac_| oggi ng nterval could be broken into
* mac_flow log_interval and mac_link_log_interval if we want to be
* able to schedule themdifferently.

*/

ui nt _t mac_| oggi ng_i nterval ;

bool ean_t mac_fl ow | og_enabl e;

bool ean_t mac_l i nk_| og_enabl e;

tinmeout _id_t mac_| oggi ng_ti mer;

/* for debuggl ng, see MAC DBG PRT() in mac_inpl.h */
int mac_dbg = 0;

#defi ne MACTYPE_KMODDI R " mac"

#defi ne MACTYPE_HASHSZ 67

static nmod_hash_t *i _mact ype_hash;

/*

* i_mactype_| ock synchronizes threads that obtain references to mactype_t

* structures through i_nactype_getplugin().

*/

static knmutex_t i _mactype_l ock;

/*

* mac_t x_percpu_cnt

*

* Nunber of per cpu |ocks per mac_client_inpl_t. Used by the transmt side

* in mac_tx to reduce lock contention. This is sized at boot time in mac_init.
* mac_tx_percpu_cnt_max is settable in /etc/systemand nust be a power of 2.
* Per cpu |l ocks may be disabled by setting mac_tx_percpu_cnt_max to 1.

*/

int mac_tx_percpu_cnt;

int mac_tx_percpu_cnt_max = 128;

/*

* Call back functions for the bridge nodule. These are guaranteed to be valid
* when holding a reference on a Iink or when holding mp->m _bridge_|l ock and
* m _bridge_link is non-NULL.

*/

mac_bridge_tx_t mac_bridge_tx_cb;

mac_bridge_rx_t mac_bridge_rx_cb;

mac_bridge_ref_t mac_bridge_ref_cb;

mac_bridge_ls_t mac_bridge_ls_cb;

static int i_mac_constructor(void *, void *, int)

static void I _mac_destructor(void *, void *);

static int i _mac_ring_ctor(void *, void *, int);

static void i —mac _ring_dtor(void *, void *),

static mbl k_t *mac_rx_classify(mac_inpl _t *, mac_resource_handle_t, nblk_t *);
void mac_tx_client_flush(mac_client_inpl_t *);

void mac_tx_client _block(mac_client_inpl _ Tt
static void mac_rx_ring_qui esce(mac_ring_t *, uint_t);
static int mac_start_group_and_rings(mac_group_t *);
static void mac_stop_group_and_rings(mac_group_t *);
static void mac_pool _event _cb(pool _event _t, int, void *);

typedef struct netinfo_s {
I'ist_node_t ni _link;
void~ *ni _record;
int ni _size;
int ni _type;

} netinfo_t;
__unchanged_| port| on_om tted_
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2845 [ *

2846 * Checks the size of the value size specified for a property as

2847 * part of a property operation. Returns B TRUE if the size is

2848 * correct, B_FALSE ot herwi se.

2849 */

2850 bool ean_t

2851 mac_prop_check_size(mac_prop_id_t id, uint_t valsize, boolean_t is_range)

2852 {

2853 uint_t mnsize = 0;

2855 if (is_range)

2856 return (val size >= sizeof (mac_propval _range_t));
2858 switch (id) {

2859 case MAC PROP_ZONE:

2860 m nsi ze = sizeof (dld_ioc_zid_t);
2861 br eak;

2862 case MAC_PROP_AUTOPUSH:

2863 if (valsize = 0)

2864 m nsi ze = sizeof (struct dlautopush);
2865 br eak;

2866 case MAC_PROP_TAGVODE:

2867 m nsi ze = sizeof (link_tagnode_t);
2868 br eak;

2869 case MAC_PROP_RESOURCE:

2870 case MAC_PROP_RESOURCE EFF:

2871 m nsize = sizeof (mac_resource_props_t);
2872 br eak;

2873 case MAC_PROP_DUPLEX:

2874 m nsi ze = sizeof (link_duplex_t);
2875 br eak;

2876 case MAC_PROP_. SPEED

2877 m nsize = sizeof (uint64_t);

2878 br eak;

2879 case NAC_PRCP_STATUS:

2880 m nsi ze = sizeof (link_state_t);
2881 br eak;

2882 case MAC_PROP_AUTONEG

2883 case MAC_PROP_EN_AUTONEG

2884 m nsi ze = sizeof (uint8_t);

2885 br eak;

2886 case MAC_PROP_MIU:

2887 case MAC PROP_LLIMT:

2888 case MAC_PROP_LDECAY:

2889 m nsi ze = sizeof (uint32_t);

2890 br eak;

2891 case MAC_PROP_FLOWCTRL:

2892 m nsi ze = sizeof (link_flowctrl_t);
2893 br eak;

2894 case MAC PR(JD ADV_10GFDX_CAP:

2895 case MAC_PROP_EN T0GFDX_CAP:

2896 case MAC_PROP_ADV_1000HDX_CAP:

2897 case MAC_PROP_EN T000HDX_CAP:

2898 case MAC_PROP_ADV_100FDX_CAP:

2899 case MAC_PROP_EN 100FDX_CAP:

2900 case MAC_PROP_ADV_100HDX_CAP:

2901 case MAC_PROP_EN TOOHDX_CAP:

2902 case MAC_PROP_ADV_10FDX_CAP:

2903 case MAC_PROP_EN 10FDX_CAP:

2904 case MAC_PROP_ADV_10HDX_CAP:

2905 case MAC_PROP_EN T0OHDX_CAP:

2906 case MAC_PROP_ADV_100T4_CAP:

2907 case MAC_PROP_EN 100T4_CAP:

2908 mnsize = sizeof (uint8_t);

2909 br eak;

2910 case MAC_PROP_PVI D:
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2911 m nsize = sizeof (uintl6_t);

2912 br eak;

2913 case MAC_PROP_I PTUN_HOPLIM T:

2914 m nsi ze = sizeof (uint32_t);

2915 br eak;

2916 case MAC_PROP_I PTUN_ENCAPLIM T:

2917 m nsi ze = sizeof (uint32_t);

2918 br eak;

2919 case MAC_PROP_MAX_TX_RI NGS_AVAI L:

2920 case MAC_PROP_MAX_RX_RI NGS_AVAI L:

2921 case MAC_PROP_MAX_RXHWCLNT_AVAI L:

2922 case MAC_PROP_MAX_TXHWCLNT_AVAI L:

2923 mnsi ze = sizeof (uint_t);

2924 br eak;

2925 case MAC_PROP_W._ESSI D:

2926 m nsi ze = sizeof (W _linkstatus_t);
2927 br eak;

2928 case MAC PROP_W._BSSI D:

2929 m nS| ze = sizeof (w _bssid_t);
2930 br eak

2931 case MAC PR()D W._BSSTYPE:

2932 m nsi ze = sizeof (W _bss_type_t);
2933 br eak;

2934 case MAC_PROP_ V\L LI NKSTATUS:

2935 m nsize = sizeof (W _linkstatus_t);
2936 br eak;

2937 case MAC PRCP W.__DESI RED_RATES:

2938 m nsize = sizeof (w _rates_t);
2939 br eak;

2940 case MAC_PROP_W._SUPPORTED_RATES:

2941 m nsi ze = sizeof (W _rates_t);
2942 br eak;

2943 case MAC PROP_W._AUTH MODE:

2944 m nsi ze = sizeof (W _authnode_t);
2945 br eak;

2946 case MAC_PROP_! V\L ENCRYPTI ON:

2947 m nsi ze = sizeof (W _encryption_t);
2948 br eak;

2949 case NAC_PRCP_V\L_RSSI :

2950 m nsi ze = sizeof (W _rssi_t);
2951 br eak;

2952 case MAC PR(]D W._PHY_CONFI G

2953 m nsi ze = sizeof (W _phy_conf _t);
2954 br eak;

2955 case MAC PROP_W. CAPABI LI TY:

2956 m nsize = sizeof (W _capability_t);
2957 br eak;

2958 case MAC_PROP_! V\L WPA:

2959 m nsi ze = sizeof (W _wpa_t);

2960 br eak;

2962 case MAC_PROD_V\L_SCANRESULTS:

2963 m nsi ze = si zeof (W _wpa_ess_t);
2964 br eak

2961 case MAC_ PRCP W._PONER_MODE:

2962 m nsi ze = sizeof (W _ps_node_t);
2963 br eak;

2964 case MAC PROP_W. RADI O

2965 m nsize = sizeof (W _radio_t);
2966 br eak;

2967 case MAC PROP_! V\L ESS_LI ST:

2968 m nsize = sizeof (w _ess_ list_t);
2969 br eak;

2970 case MAC PR(P W._KEY_TAB:

2971 m nsi ze = sizeof (W _wep_key tab_t);
2972 br eak;

2973 case MAC PROP_W._CREATE_| BSS:
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m nsi ze = sizeof (W _create_ibss_t);
break;

case MAC_PROP_W._SETOPTI E:
m nsize = sizeof (W _wpa_ie_t);
br eak;

case MAC_PROP_W. _DELKEY:
m nsize = sizeof (W _del _key_t);
br eak;

case MAC_PROP_W._KEY:
m nsi ze = sizeof (W _key_t);
br eak;

case MAC_PROP_W._M.ME:
m nsize = sizeof (W _nlne_t);
br eak;

}

return (val size >= minsize);

}

____unchanged_portion_onitted_
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23381 Tue Jun 12 19:55:23 2012
new usr/src/uts/comon/i o/ net 80211/ net 80211. ¢
updat ed |ibdl adm public interface
prevented usr.|ib/wpa_supplicant from being checked with |int

LR

__unchanged_portion_omtted_

188 /*

189 * Notify state transition event nmessage to WPA daenon
190 */

191 void

192 ieeeB80211_notify(ieee8021lcomt *ic, wpa_event_type event)
193 {

194 if ((ic->c_flags & | EEE80211_F WPA) == 0)

195 return; /* Not running on WPA node */
194 ic->c_eventg[ic->c_evg_tail] = event;

195 ic->c_evqg_tail ++;

196 if (ic->c_evg_tail >= MAX EVENT) ic->ic_evqg_tail = 0;
198 [* async */

199 (void) tinmeout(ieee80211_event_thread, (void *)ic, 0);
200 }

__unchanged_portion_omtted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 60 StatIC VOId V\A get encrypt(struct |eee8021100m *1 VOId *)1

57762 Tue Jun 12 19:55:24 2012 61 static void W _get_rssi(struct ieee8021lcom*, void *);

new usr/src/uts/comon/i o/ net 80211/ net 80211 _i octl.c 62 static int W _set_phy(struct ieee8021lcom*, const void *);
ess_list ioctl now provides all scan results properties for wpa/libdl wan 63 static int w _get_phy(struct ieee8021lcom*, void *);

first integration of wpa_s control interface client code 64 static void w _get_capability(struct ieee8021llcom™*, void *);
first integration of wpa_s wpa_ie parsing code 65 static int W _set_wpa(struct ieee8021lcom*, const void *);
LR EEEEEEEEE SRS RS RS RS SRS R RE RS SRR R R EEEEEEEEEEEEESEESEE] 66 statlc V0|d V\A_get_\l\lpa(struct IeeeBOleCOm *' Vold *)’

1/* 67 static void w _get_scanresul ts(struct ieee8021lcom*, void *);

2 * Copyright 2010 Sun M crosystens, Inc. Al rights reserved. 67 static void w _get_esslist(struct ieee8021lcom*, void *);

3 * Use is subject to license terns. 68 static int W _set_wepkey(struct ieee8021lcom*, const void *);

4 */ 69 static int W _set_optie(struct ieee8021lcom*, const void *);

70 static int W _set_del key(struct ieee80211lcom *, const void *);

6 /* 71 static int w_set_nlnme(struct ieee8021llcom*, const void *);

7 * Redistribution and use in source and binary forms, with or w thout 72 static int W _set_wpakey(struct ieee8021lcom*, const void *);

8 * nodification, are pernitted provided that the follow ng conditions 73 static void W _get_suprates(struct ieee8021lcom™*, void *);

9 * are net: 74 static int W _set_createi bss(struct ieee80211lcom*, const void *);
10 * 1. Redistributions of source code nust retain the above copyright 75 static void w _get_createi bss(struct ieee8021lcom®*, void *);
11 = notice, this list of conditions and the follow ng disclainer.

12 * 2. Redistributions in binary formnust reproduce the above copyright 77 static size_t
13 = notice, this list of conditions and the follow ng disclainmer in the 78 wifi_strnlen(const char *s, size_t n)
14 * docunentation and/or other materials provided with the distribution. 79 {
15 * 3. The nanme of the author may not be used to endorse or pronpte products 80 size_t i;
16 * derived fromthis software without specific prior witten perm ssion.
17 * 82 for (i =0; i <n & s[i] !'="\0"; i+4)
18 * Alternatively, this software nay be distributed under the terns of the 83 /* noop */;
19 * GNU General Public License ("GPL") version 2 as published by the Free 84 return (i);
20 * Software Foundati on. 85 }
21 % __unchanged_portion_onitted_
22 * THS SOFTWARE | S PROVI DED BY THE AUTHOR ‘“AS IS’ AND ANY EXPRESS OR
23 * | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED WARRANTI ES 698 #define WFI_HAVE _CAP(in, flag) (((in)->in_capinfo & (flag)) ? 1 : 0)
24 * OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED. 699 #define W FI _HAVE_HTCAP(i n) (((in)->n_htcap '=0) 2 1 : 0)
25 * I N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,
26 * | NCI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG BUT 701 /*
27 * NOT LIMTED TO PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, 702 * Call back function used by ieee80211_iterate_nodes() in
28 * DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY 703 * wifi_cfg_esslist() to get info of each node in a node table
29 * THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT 704 * arg output buffer, pointer to wl _ess_|ist_t
30 * (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OF 705 * in each node in the node table
31 * THIS SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE. 706  */
32 */ 707 static void
708 wifi_read_ap(void *arg, struct ieee80211_node *in)
709 {
35 #include <sys/param h> 710 W _ess_list_t *aps = arg;
36 #include <sys/types. h> 711 i eee80211comt *ic = in->in_ic;
37 #include <sys/errno. h> 712 struct ieee80211_channel *chan = in->in_chan;
38 #include <sys/strsun. h> 713 struct ieee80211 rateset *rates = &(in->in_rates);
39 #include <sys/policy. h> 714 w _ess_conf_t *conf;
40 #i ncl ude <i net/comon. h> 715 uint8_t *end;
41 #include <inet/nd. h> 716 uint_t i, nrates;
42 #include <inet/m.h>
43 #incl ude <sys/note. h> 718 end = (uint8_t *)aps - WFI_BUF_OFFSET + MAX_BUF_LEN -
44 #incl ude <sys/mac_provider. h> 719 sizeof (W _ess_list_t);
45 #include <inet/wi fi_ioctl.h> 720 conf = &aps->wW _ess_l|ist_ess[aps->wW _ess_list_nuni;
46 #include "net80211_i npl.h" 721 if ((uint8_t *)conf > end)
722 return;
48 static int W _set_essid(struct ieee8021lcom*, const void *);
49 static void w _get_essid(struct ieee8021lcom™*, void *); 724 conf->w _ess_conf _l ength = sizeof (struct w _ess_conf);
50 static int w _set_bssid(struct ieee80211com*, const void *);
51 static void w _get_bssid(struct ieee8021lcom™*, void *); 726 /* skip newy allocated NULL bss node */
52 static int W _set_bsstype(struct ieee8021llcom*, const void *); 727 if (I EEE80211_ADDR _EQ(i n->i n_macaddr, ic->i c_macaddr))
53 static void w _get_bsstype(struct ieee8021lcom™*, void *); 728 return;
54 static void w _get_linkstatus(struct ieee8021lcom?*, void *);
55 static int Wl _set_desrates(struct ieee8021llcom*, const void *); 730 conf->wW _ess_conf_essid.w _essid_length = in->in_esslen;
56 static void w _get_desrates(struct ieee8021lcom*, void *); 731 bcopy(in->in_essid, conf->w _ess_conf_essid.wW _essid_essid,
57 static int w _set_aut hnode(struct ieee80211lcom™*, const void *); 732 I n->in_esslen);
58 static void w _get_aut hnbde(struct ieee8021lcom?*, void *); 733 bcopy(in->in_bssid, conf->wW _ess_conf_bssid, | EEE80211_ADDR LEN);
59 static int w _set_encrypt(struct ieee8021lcom?*, const void *);
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conf->wW _ess_conf_beacon_period = in->in_intval;
conf->w _ess_conf_beacon_t sf = in->in_tst anp.tsf;
conf->w _ess_conf_beacon_age = in->i n_rstanp;
conf->wW _ess_conf_wepenabl ed =
(in->in_capinfo & | EEEB0211_CAPI NFO_PRI VACY ?
W._ENC_WVEP : V\L_NCENCRYPTI N) ;
conf->wW _ess_conf_bsstype =
(| n->in capl nfo & | EEE80211_CAPI NFO ESS ?
BSS BSS : W._BSS | BSS);
conf - >V\A _ess conf sl = wfl_getr53| (in);

conf->W _ess_conf_caps = in->in_capinfo;
/* authnode is set to IEEE80211 _AUTH OPEN = 1 by default */

if (in->in_wpa_ie == NULL)
conf->wW _ess_conf_wpa_ie_len = 0;
} else {
conf->wM _ess_conf_wpa_ie_len = in->n_wpa_ie[1] + 2;
bcopy(in->in_wpa_ie, conf->w _ess_conf_wpa_i e,
conf->wW _ess_conf_wpa_ie_|l en);

conf->wW _ess_conf _reserved[0] = (in->in_wpa_ie == NULL? 0 : 1);

/* physical (FH, DS, ERP) paraneters */
if (I EEE80211_| S CHAN A(chan) || | EEE80211_ IS CHAN T(chan)) {
w _ofdmt *ofdm =
(W _ofdm t *)&((conf >V\A _phy_conf).w _phy_ofdm conf);
of dm >w _of dm subt ype = W._COFDM
of dm >w _of dm frequency = chan >ich_freq;
of dm >wl _of dm ht _enabl ed = W FlI _HAVE_HTCAP(i n);
} else {
switch (in->in_phytype) {
case | EEE80211_T_FH {
w _fhss_t *fhss = (w fhsst *)
&( (conf ->wl phy conf).w _phy_fhss_conf);

fhss->w _fhss_subtype =
fhss->w _fhss_channel =i

fhss->W _fhss_dwel I time = in->in_fhdwel | ;
br eak;

W._FHSS;

}
case | EEE80211_T_DsS:
w _dsss_t *dsss = (W _dsss_t *)
&( (conf - >w phy conf).w _phy_dsss_conf);

dsss->W _dsss_subt ype

dsss->W _dsss_channel

dsss->w _dsss_have_short _preanbl e = WFI _HAVE_CAP(i n,
| EEES0211_CAPI NFO_SHORT_PREAMBLE) ;

dsss->w _dsss_agility_enabled = WFI HAVE_CAP(i n,
| EEE80211_CAPI NFO_CHNL_AG LI TY) ;

dsss->w _dsss_have_pbcc = dsss->wl dsss _pbcc_enable =
W FI _HAVE_CAP(l n, | EEE80211_CAPI NFO ) PBCO) ;

br eak;

W._DSSS;

}
case | EEE80211 T _OFDM {
W _erp_t *erp = (W _erp_t *)
&( (conf->w _phy_conf).w _phy_erp_conf);

erp->wW _erp_subtype = W._ERP;

erp->wW _erp_channel = ieee80211_ chan2| eee(ic, chan);

erp->wW _erp_have_short_preanbl e = WFI _HAVE_CAP(i n,
| EEE80211_CAPI NFO_SHORT _PREAMBLE) ;

erp->w _erp_have_agility = erp->w _erp_agility_enabled =

W FI _HAVE_CAP(in, |EEE80211_CAPI NFO CHNL_AG LI TY);

i eee80211_chan2i eee(ic, chan);

i eee80211_chan2i eee(ic, chan);
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erp->wW _erp_have_pbcc = erp->w _erp_pbcc_enabl ed =
W FI_HAVE_CAP(in, |EEE80211_CAPI NFO PBCO);
erp->w _erp_dsss ofdm enabl ed =
W FI_HAVE_CAP(i n, | EEE80211_CAPI NFO_DSSSOFDM) ;
erp->w _erp_sst enabl ed = WFl_FAVE = CAP(i n,
| EEE80211_CAPI NFO SHCRT SLOTTI ME) ;
erp->w _erp_ht_enabl ed = WFI _HAVE HTCAP(| n);
br eak;
} I* case IEEE80211_T_G:DM */
} /* switch in->in_phytype */
}

/* supported rates */

nrates = MN(rates->ir_nrates, MAX_SCAN_SUPPORT_RATES);
/*

* The nunber of supported rates m ght exceed

* MAX_SCAN_SUPPORT_RATES. Fill in highest rates
* first so userland conmand coul d properly show
* maxi num speed of AP
*
for (i =0; i < nrates; i++)
conf->W _supported_rates[i] =
rates->ir_rates[rates->r_nrates - i - 1];
}

aps->w _ess_| i st_num++;

__unchanged_portion_onitted_

1139 /*

1132 * To be conpatible wt
1133 * we use a different |
1134 */

drivers/tools of OpenSol aris. org,
to f

h
D ilter out those APs of WPA node.

1135 static int

1136 wifi

1137 {
1138
1139
1140
1141
1142
1143
1144

1146
1147
1148
1149
1150
1151
1152

1154
1155
1156
1157
1158
1159
1160
1161
1162
1163
1164
1165
1166
1167

_cfg_scanresul ts(struct ieee8021lcom *ic, uint32_t cnd, nblk_t **np)

mbl k_t *onp;
V\A dp_t *outp;
w _wpa_ess_t *sr;
i eee80211_node_t *in;
i eee80211_node_table_t *nt;
int len, ap_num= 0;
int err = 0;

if ((omp = wifi_getoutmsg(*np, cnd, MAX_BUF_LEN - WFI_BUF OFFSET)) ==
NULL) {
return (ENOVEM ;

}

outp = (Wdp_t *)onp->b_rptr;

sr = (W _wpa_ess_t *)outp->wW dp_buf;
sr->count = O;

switch (cnd) {
case WLAN_CET_PARAM
i eee80211 _dbg( | EEE80211_MSG WPA, "wifi _cfg_scanresults\n");
nt = & c->i c_scan;
IEEE80211 NODE LCX:K( nt);
in = list_head(&nt->nt node)
while (in !'= NULL)
/* filter out non-WPA APs */
if (in->n_wpa_ie == NULL) {
in = list_next(&nt->nt_node, in);
continue;

}
bcopy(in->i n_bssid, sr->ess[ap_nuni.bssid,
| EEE80211_. ADDR . LEN) ;
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1168 sr->ess[ap_nuni.ssid_len = in->in_esslen;
1169 bcopy(in->in_essid, sr->ess[ap_nuni.ssid,
1170 in->i n_essl en);

1171 sr->ess[ap_nuni.freq = in->in_chan->ich_freq;
1173 len = in->n_wpa_ie[l] + 2;

1174 bcopy(in->in_wpa_ie, sr->ess[ap_nuni.wpa_ie, len);
1175 sr->ess[ap_nun].wpa_ie_len = |len;

1177 ap_num ++;

1178 in = 1ist_next(&nt->nt_node, in);

1179 }

1180 | EEEB0211_NODE_UNLOCK(nt) ;

1181 sr->count = ap_num

1182 out p->wW dp_Il ength = WFI _BUF_OFFSET +

1183 of fset of (W _wpa_ess_t, ess) +

1184 sr->count * sizeof (struct wpa_ess);

1185 onp->b_wptr = onp->b_rptr + outp->w dp_| engt h;
1186 br eak;

1187 case WLAN_SET_PARAM

1188 out p->w dp_result = W._READONLY;

1189 err = EINVAL;

1190 br eak;

1191 defaul t:

1192 ieee80211_err("wifi_cfg_scanresults: unknown crmand %\n", cnd);
1193 out p->wW dp_result = W._NOTSUPPORTED,;

1194 err = ElINVAL;

1195 br eak;

1196 }

1198 freensg(*np);

1199 *np = onp;

1200 return (err);

1201 }

1203 /*

1140 * Manually control the state of AUTH | DEAUTH | DEASSOC | ASSCC
1141 */

1142 static int

1143 wifi_cfg_setm me(struct ieee8021lcom *ic, uint32_t cnd, nblk_t **np)
1144 {

1145 nbl k_t *onp;

1146 w dp_t *outp;

1147 wdp_t *inp = (Wdp_t *)(* )->b rptr;

1148 wW_nmne_t *mMne = (WM_mnme_t *)inp- >V\Adp buf ;
1149 int err = 0;

1151 if ((omp = wifi_getoutmsg(*np, cnd, 0)) == NULL)
1152 return (ENOVEM ;

1153 outp = (Wdp_t *)onp->b_rptr;

1155 switch (cnd) {

1156 case WLAN_CET_PARAM

1157 outp->w dp_result = W._WRI TEO\LY;
1158 err = EI NVAL;

1159 br eak;

1160 case W.AN_SET_PARAM

1161 err = w _set_nmme(ic, mne);

1162 br eak;

1163 defaul t:

1164 i eee80211_err (" wfl _cfg_del key: unknown command %\ n", cnd);
1165 out p->W dp_result = W._NOTSUPPORTED,;
1166 err = EINVAL;

1167 br eak;

1168 1
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1170 freemsg( np) ;
1171 *np = onp;
1172 return (err);
1173 }

1175 static int
1176 wifi_cfg_getset(struct ieee8021llcom*ic, nblk_t **np,

ui nt32_t cnd)

MBLKL(np1));

1177 {

1178 nbl k_t *npl = *np;

1179 wdp_t *wp = (Wdp_t *)nmpl->b_rptr;

1180 int err = 0;

1182 ASSERT(ic !'= NULL && npl != NULL);

1183 | EEE80211_LOCK_ASSERT(i c) ;

1184 if (MBLKL(npl) < W FI_BUF_OFFSET) {

1185 i eee80211 err("wifi _cfg_getset: "
1186 "“invalid input buffer, size=%l\n",
1187 return (EINVAL);

1188 1

1190 switch (wp- >V\A dp_id) {

1191 /* Commands

1192 case V\L_SCAN

1193 err = wfi_cmd_scan(ic, npl);

1194 br eak;

1195 case W__| LOAD DEFAULTS

1196 err = wfi_cnd_| oaddefaul ts(ic, npl);
1197 br eak;

1198 case W._DI SASSCCI ATE:

1199 err = w fi_cnd_di sassoc(ic, npl);
1200 br eak;

1201 /* Paraneters */

1202 case W._ESSI D

1203 err = wifi_cfg_essid(ic, cmd, np);
1204 br eak;

1205 case W._BSSI D:

1206 err = wifi_cfg_bssid(ic, cnd, np);
1207 br eak;

1208 case W._NODE_NAME:

1209 err = wifi_cfg_nodenanme(ic, cnd, np);
1210 br eak;

1211 case W._PHY_CONFI G

1212 err = wfi_cfg_phy(ic, cnd, np);

1213 br eak;

1214 case W._VEP_ KEY TAB:

1215 err = wifi_cfg_wepkey(ic, cnd, np);
1216 br eak;

1217 case W._WVEP_ KEY | D

1218 err = wifi_cfg_keyid(ic, cmd, np);
1219 br eak;

1220 case V\L_AUTH_NODE:

1221 err = \Mfi _cfg_authnmode(ic, cnd, np);
1222 bre

1223 case W._| ENCRYPTI O\

1224 err = wfi_cfg_encrypt(ic, cnd, nmp);
1225 br eak;

1226 case W._BSS TYPE

1227 err = wifi_cfg_bsstype(ic, cnd, nmp);
1228 br eak;

1229 case W._CREATE_| BSS:

1230 err = wfi_cfg_createibss(ic, cnd, np);
1231 br eak;

1232 case W._DESI RED RATES:

1233 err = wifi_cfg desrates(ic, cmd, np);
1234 break

1235 case W__LI NKSTATUS
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1236 err = wifi_cfg_linkstatus(ic, cnmd, np);
1237 break;

1238 case W._ESS_LI ST:

1239 err = wifi_cfg_esslist(ic, cnd, nmp);
1240 br eak;

1241 case W._SUPPORTED RATES:

1242 err = wifi_cfg_suprates(ic, cnd, np);
1243 br eak;

1244 case W._RSSI:

1245 err = wfi_cfg_rssi(ic, cnd, np);
1246 br eak;

1311 /*

1312 * WPA | CCTLs

1313 */

1314 case W._CAPABI LI TY:

1315 err = wifi_cfg_caps(ic, cnd, np);
1316 br eak;

1317 case W._WPA:

1318 err = wfi_cfg_wa(ic, cnd, np);
1319 br eak;

1320 case W._KEY:

1321 err = wfi_cfg_wpakey(ic, cnd, np);
1322 br eak;

1323 case W._DELKEY:

1324 err = wifi_cfg_del key(ic, cnd, np);
1325 br eak;

1326 case W._SETOPTI E:

1327 err = wfi_cfg_setoptie(ic, cnd, np);
1328 br eak;

1329 case W._SCANRESULTS:

1330 err = wfi_cfg_scanresults(ic, cnd, np);
1331 br eak;

1332 case W._M.ME:

1333 err = wifi_cfg_setmnme(ic, cnd, nmp);
1334 br eak;

1247 defaul t:

1248 wi fi_setupout nsg(npl, 0);

1249 wp->wi dp_result = W._ LACK FEATURE;
1250 err = ENOTSUP;

1251 break;

1252 }

1254 return (err);

1255 }

__unchanged_portion_onitted_

1384 static void
1385 W _get _essid(struct ieee8021lcom *ic, void *w dp_buf)

1386 {

1387 char *essid;

1388 w _essid_t ow_essid;

1390 essid = (char *)ic->ic_des_essid;

1391 if (essid[0] =="'\0")

1392 essid = (char *)ic->ic_bss->in_essid;
1394 bzero(&ow_essid, sizeof (V\A essid_t));

1395 ow essid. W _essid_|ength = wifi_strnlen((const char *)essid,
1396 | EEEB0211_NWD_LEN);

1397 bcopy(essid, ow_essid. w _essid _essid,

1398 ow_essi d. w “essid_| engt h);

1399 bcopy(&w essid, w dp_buf, si zeof (W _essid_t));
1400 }

__unchanged_portion_onitted_
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1468 static void

1469 W _get_bsstype(struct ieee8021lcom *ic, void *w dp_buf)

1470 {
1471 W _bss_type_t ow opnode;
1473 switch (ic->ic_opnode) {
1474 case | EEE80211_M STA:
1475 ow_opnode = W._BSS_BSS;
1476 br eak;
1477 case | EEE80211 M | BSS:
1478 ow_opnode = W._BSS | BSS;
1479 br eak;
1480 defaul t:
1481 ow_opnode = W._BSS_BSS;
1570 ow_opnode = W._BSS_ANY;
1482 br eak;
1483 }
1485 bcopy(&ow_opnode, W dp_buf, sizeof (w _bss_type_t));
1486 }
__unchanged_portion_omtted_
1862 /*
1952 * NMAC _PROP_W._SCANRESULTS
1953 */

1955 static void
1956 W _get _scanresults(struct ieee80211lcom *ic,

1957 {

1958 W _wpa_ess_t *sr;

1959 i eee80211_node_t *in;

1960 i eee80211_node_table t *nt;

1961 int ap_num

1962 int len;

1964 = (W _wpa_ess_t *)w dp_buf;

1965 sr >count = 0;

1966 ap_num = O;

1968 i eee80211_dbg(| EEE80211_NMSG WPA, "w _get _scanrelults\n");
1970 nt = & c->i c_scan;

1971 | EEE80211_NODE L@K( nt);

1972 in = list_head(&nt->nt node);

1974 while (in !'= NULL) {

1975 /* filter out non-wpa APs */

1976 if (in->in wpale—— NULL)

1977 in = 1ist_next(&nt->nt_node, in);
1978 conti nue;

1979 }

1980 bcopy(in->in_bssid, sr->ess[ap_nuni.bssid,
1981 | EEE8021T_ADDR  LEN) ;

1982 sr->ess[ap_nunj.ssid_|l en = in->in_esslen;
1983 bcopy(in->in_essid, sr->ess[ap_nuni. ssid,
1984 in->in_esslen);

1985 sr->ess[ap_nuni.freq = in->in_chan->ich_freq;
1987 len = in->in_wpa_ie[l] + 2;

1988 bcopy(in->in_wpa_ie, sr->ess[ap_nun].wpa_ie, len);
1989 sr->ess[ap_num .wpa_ie_len = len;

1991 ap_numt+;

1992 in = 1list_next(&nt->nt_node, in);

1993 }
1994 | EEE80211_NODE_UNLOCK(nt ) ;

void *wl dp_buf)
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1995 sr->count = ap_num
1997 }

1999 /*

1863 * MAC_PROP_W._ESS LI ST
1864 */

1865 static void
1866 W _get_esslist(struct ieee8021llcom *ic, void *w dp_buf)

1867 {
1868 W _ess_list_t *ess_list;
1870 ess_list = (W _ess_list_t *)w dp_buf;
1872 ess_list->w _ess_list_num= 0;
1873 i eee80211_iterate_nodes(& c->ic_scan, wifi_read_ap, ess_list);
1875 }
__unchanged_portion_ontted_
1935 /*
1936 * MAC_PROP_W._SETOPTIE
1937 */

1938 static int
1939 W _set_optie(struct ieee8021lcom *ic, const void *w dp_buf)

1940 {
1941 int err = 0;
1942 char *ie;
1943 W _wpa_ie_t *ie_in = (W _wpa_ie_t *)w dp_buf;
1945 if (ic-> c_opnode != | EEE80211_M STA)
1946 ieee80211_err ("W _set_optie: opnode err\n");
1947 err = ElI NVAL;
1948 return (err);
1949 }
1950 if (ie_in->wa_ie |len > | EEEB0211_MAX OPT_IE) {
1952 i eee80211_err("w _set_optie: optie is too long\n");
1954 err = EINVAL;
1955 return (err)
1956 }
1958 ie = ieee80211_mal | oc(ie_in->wpa_ie_len);
1959 (voi d) nencpy(|e ie_in->wa_ie, ie_in->wa_ie_len);
1960 if (ic->c_opt_ie !'= NULL) {
1961 |eeeSOle_dbg(lEEE80211_NBG_BRUSSELS
1962 "W _set_optie: ic_opt_ie !'= NULL\n")
2099 "w _set_optie:ic_opt_ie! =NULL\n")
1963 i eee80211_free(ic->ic_opt_ie)
1964 }
1965 ic->ic_opt_ie = ie;
1966 ic->ic_opt_ie_len = ie_in->wa_ie_len
1968 return (err)
1969 }
__unchanged_portion_onitted_
2000 /*
2001 * MAC_PROP_W._M.ME
2002 */

2004 static int

2005 W _set _nl ne(struct ieee80211lcom *ic, const void *W dp_buf)
2006 {

2007 int err =0
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2008
2009
2010

2012
2013
2149
2150

2015
2016
2017
2018
2019
2020
2021
2022
2023
2024

2026
2027
2028
2029

2031
2032
2033
2034
2035
2036
2037
2038
2039
2040
2041
2042
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2177
2044
2045
2046
2047
2048
2049
2050
2051
2052
2053
2054
2055
2056
2057
2058
2059
2060
2061
2062
2063
2064
2065
2066
2067
2068
2069
2070

uint32_t flags;
i eee80211 _node t *in
w_mme_t *mme = (W_nnme_t *)wdp_buf;

i eee80211_dbg(| EEE80211_MSG WPA, "W _set _m ne: op=%l <%> \n",
m me->i m op, ieee80211 nmacaddr_sprintf(m ne->i m macaddr));
i eee80211_dbg(| EEE80211_MSG WPA, "W _set _mine: "
"op=%\n", nlme->i mop);

switch (mnme->i mop) {
case | EEE80211_M_ME_DI SASSCC:
case | EEE80211_M.ME_DEAUTH:
if (ic-> c_opnmpde == | EEE80211_M STA) {
/*

* Mask ic_flags of | EEE80211_ F WPA to disable
* jeee80211_notify tenporarily

*

flags = ic->ic_flags;

ic->c_flags & ~I EEE80211_F_WPA;

| EEE80211_UNLOCK(i c)

i eee80211_new state(ic, |EEE80211_S INIT
m me- >i m reason)

| EEE80211_LOCK(i c)

ic->ic_flags = flags;

br eak;
case IEEE80211 MLME_ASSCC:
if (ic->ic opnnde ! = | EEEB0211_M STA) {

i eee80211_err("wifi _cfg_setm nme: opnode err\n")
err = ElINVAL;

br eak;
}
if (ic->ic_flags & | EEEB0211_F DESBSSI D) {
in = ieee80211_find_node(& c->ic_scan
ic->ic_des_bssid);
} else if (ic->ic_des_esslen = 0) {
if (ic->c_des_esslen !=0) {
/*
* Desired ssid specified; nust match both bssid and
* ssid to distinguish ap advertising nultiple ssid’s.
*

/
in = ieee80211_find_node_w th_ssid(& c->ic_scan
m me- >i m_macaddr
i c->ic_des_esslen
i c->i c_des_essid)

* Normal case; just match bssid
*
/
in = ieee80211_find_node(& c->ic_scan,
m me- >i m macaddr) ;

}
if (in == NULL)
i eee80211_err("w fi_cfg_setn ne
"no mat ched node\n");
err = ElI NVAL;
br eak;

}
| EEEB0211_UNLOCK(i c);
i eee80211_sta_join(ic, in);
| EEE80211_LOCK(ic);
br eak;
defaul t:
err = ElI NVAL;



new usr/src/uts/comon/i o/ net 80211/ net 80211 _i octl.c 11

2071 br eak;
2072 }
2074 return (err);
2075 }
__unchanged_portion_onitted_
2234 | *
2235 * Typically invoked by drivers in response to request for
2236 * information or to change settings fromthe userland.
2237 *
2238 * Return value should be checked by WFI drivers. Return 0
2239 * on success. Otherwi se, return non-zero value to indicate
2240 * the error. Driver should operate as bel ow when the return
2241 * error is:
2242 * ENETRESET Reset wireless network and re-start to join a
2243 * WLAN, ENETRESET is returned when a configuration
2244 * paranmet er has been changed.
2245 * When acknow edge a M | OCTL nessage, this error
2246 * is ignored
2247 *|
2249 | *
2250 * Not i npl enent ed:
2251 * MAC_PROP_W._POWER MODE
2252 * MAC_PROP_W._RADI O,
2253 */
2255 #endif /* | codereview */
2256 /* ARGSUSED */
2257 int
2258 i eee80211_setprop(void *ic_arg, const char *pr_nanme, mac_prop_id_t w dp_pr_num
2259 uint_t wdp_|l ength, const void *w dp_buf)
2260 {
2261 int err = 0;
2262 struct ieee8021llcom *ic = ic_arg;
2264 ASSERT(ic !'= NULL);
2265 | EEE80211_LOCK(i c);
2267 switch (W dp_pr_num {
2268 /* mac_prop_id */
2269 case MAC_PROP_W._ESSI D
2270 err = W _set_essid(ic, wdp_buf);
2271 br eak;
2272 case MAC_PROP_W._BSSI D:
2273 err = wW _set_bssid(ic, w dp_buf);
2274 br eak;
2275 case MAC _PROP_W._PHY_CONFI G
2276 err = wW _set_phy(ic, wdp_buf);
2277 br eak;
2278 case MAC_ PRCP W._KEY_TAB:
2279 err = w _set_wepkey(ic, wdp_buf);
2280 br eak;
2281 case MAC | PRGD W._AUTH_MCDE:
2282 err = w _set_aut hnmode(ic, w dp_buf);
2283 br eak;
2284 case MAC_ PRCP WL_ENCRYPTI ON:
2285 err = w _set_encrypt (ic, wdp_buf);
2286 br eak;
2287 case MAC PROP_W. BSSTYPE:
2288 err = W _set_bsstype(ic, w dp_buf);
2289 br eak;
2290 case MAC_ PRCP W._DESI RED_RATES:
2291 err = wl _set_desrates(ic, w dp_buf);

2292

br eak;
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2293 case MAC_ PROD WL_WPA:

2294 err = w _set_wpa(ic, wdp_buf);
2295 br eak;

2296 case MAC_PROP_W._KEY:

2297 err = w _set_wpakey(ic, w dp_buf);
2298 br eak

2299 case MAC | PRCP W._DELKEY:

2300 err = wl _set_del key(ic, wdp_buf);
2301 br eak;

2302 case MAC_PROP_W._SETOPTI E:

2303 err = W _set_optie(ic, wdp_buf);
2304 br eak;

2305 case MAC _PROP_W._M.ME:

2306 err =W _set_mnme(ic, wdp_buf);
2307 br eak;

2308 case MAC_ PRCP W._CREATE_| BSS:

2309 err = w _set_createi bss(ic, wdp_buf);
2310 br eak;

2311 case MAC_PROP_W._LI NKSTATUS:

2312 case MAC_PROP_W._ESS LI ST:

2313 case MAC_PROP_W._SUPPORTED RATES:

2314 case MAC_PROP_W._RSSI :

2315 case MAC _PROP_W._CAPABI LI TY:

2382 case MAC_PROP_W._SCANRESULTS:

2383 ieee80211_err("i eee80211_setprop: opnode err\n");
2384 err = EINVAL;

2385 br eak;

2316 defaul t:

2317 i eee80211 err("i eee80211_set prop: opnode not support\n");
2318 err = ENOTSUP,

2319 br eak;

2320 }

2322 | EEE80211_UNLOCK(i c);

2324 return (err);

2325 }

2327 |* ARGSUSED */

2328 int

2329 ieeeB80211_getprop(void *ic_arg, const char *pr_name, mac_prop_id_t w dp_pr_num
2330 uint_t widp_length, void *w dp_buf)

2331 {

2332 int err = 0;

2333 struct ieee8021lcom*ic = ic_arg;

2335 ASSERT(ic !'= NULL);

2336 | EEE80211_LOCK(i c);

2338 switch (W dp_pr_num {

2339 /* mac_prop_id */

2340 case MAC_PROP_W._ESSI D

2341 w _get _essid(ic, w dp_buf);

2342 br eak;

2343 case MAC PROP_W._BSSI D:

2344 w _get _bssid(ic, w dp_buf);

2345 br eak;

2346 case MAC_ PRCP W._PHY_CONFI G

2347 err = w _get_phy(ic, wdp_buf);
2348 br eak;

2349 case MAC_PROP_W._AUTH_MODE:

2350 w _get_aut hnode(ic, W dp_buf);
2351 br eak;

2352 case NAC_PRCP_V\L_ENCRYPTI [0\3

2353 w _get _encrypt (ic, w dp_buf);
2354 br eak;
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2355 case MAC_PROP_W._BSSTYPE:

2356 w _get _bsstype(ic, w dp_buf);
2357 br eak;

2358 case MAC_PROP_W._DESI RED_RATES:

2359 W _get _desrates(ic, wdp_buf);
2360 br eak;

2361 case MAC_PROP_W._LI NKSTATUS:

2362 W _get _linkstatus(ic, w dp_buf);
2363 br eak;

2364 case MAC PROP_W._ESS LI ST:

2365 W _get_esslist(ic, wdp_buf);
2366 br eak;

2367 case MAC_PR(P_V\L_SUPPO?T ED_RATES:

2368 W _get _suprates(ic, wdp_buf);
2369 br eak;

2370 case MAC PROP_W._RSSI :

2371 w _get _rssi(ic, wdp_buf);

2372 br eak;

2373 case MAC_PROP_W._CAPABI LI TY:

2374 w _get _capability(ic, wdp_buf);
2375 br eak;

2376 case MAC_PROP_W._WPA:

2377 w _get _wpa(ic, w dp_buf);

2378 br eak;

2449 case MAC PROP_W._SCANRESULTS:

2450 w _get _scanresul ts(ic, w dp_buf);
2451 br eak;

2379 case MAC _PROP_W._CREATE_| BSS:

2380 W _get_createi bss(ic, wdp_buf);
2381 br eak;

2382 case MAC PROP_W._KEY_TAB:

2383 case MAC_PROP_W._KEY:

2384 case MAC_PROP_W._DELKEY:

2385 case MAC_PROP_W._SETOPTIE

2386 case MAC_PROP_W._M.ME:

2387 |eee80211 _err("ieee80211_setprop: opnode err\n");
2388 err = EINVAL;

2389 br eak;

2390 defaul t:

2391 i eee80211_err("i eee80211_set prop: opnode not support\n");
2392 err = ENOTSUP;

2393 br eak;

2394 }

2396 | EEE80211_UNLOCK(i c) ;

2398 return (err);

2399 }

2401 void i eee80211_propinfo(void *ic_arg, const char *pr_nane,
2402 mac_prop_id_t w dp_pr_num nac_prop_i nfo_handl e_t prh)
2403 {

2404 _NOTE( ARGUNUSED( pr _nane, ic_arg));

2406 /*

2407 * By default perm ssions are read/wite unless specified
2408 * otherw se by the driver.

2409 */

2411 switch (\M dp_pr_num

2412 case PROP_W._LI NKSTATUS:

2413 case NAC PROP_W._ESS LI ST:

2414 case MAC_PROP_W._SUPPORTED RATES:

2415 case MAC_PROP_W. _RSSI :

2416 case MAC_PROP_W._CAPABI LI TY:

2490

case MAC_PROP_W._SCANRESULTS:
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2417
2418
2419

2420 }
__unchanged_portion_omtted_

case MAC_PROP_W._CREATE_I BSS:
mac_prop_i nfo_set_pern(prh,
}

MAC_PROP_PERM READ) ;

14
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new usr/ src/uts/ comon/ net/ Makefile
ess_list ioctl now provides all scan results properties for wpa/libdl w an
first integration of wpa_s control interface client code
first integration of wpa_s wpa_ie parsing code

hhkkkkkkkkkkkkkkkk kR AR AR ARk Kk Kk Xk khkkkhkkhkkkkkkkkkkkkk kK k%

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel oprent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing pernissions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the followi ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy] [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.
22 # Use is subject to license terns.
23 #
24 # uts/conmon/ net/ Makefile
25 #

#

i

include global definitions

27 include ../../../Makefile.naster

29 HDRS= af .h if.h if_arp.h if_dl.h if_types.h route.h pfkeyv2.h pfpolicy.h \
30 ppp- conp. h ppp_defs. h pppio.h vjconpress. h sppptun.h pppoe.h radi x. h \
31 simet.h bridge.h bridge_inpl.h trill.h

31 wpa. h simmet.h bridge.h bridge_inpl.h trill.h

33 ROOTDI RS= $( ROOT) / usr/i ncl ude/ net
35 ROOTHDRS= $( HDRS: %=$( ROOT) / usr /i ncl ude/ net/ %
37 CHECKHDRS= $( HDRS: % h=% check)

39 $(ROOTDIRS)/ % %
40 $(INS.file)

42 . KEEP_STATE:
44 . PARALLEL: $( CHECKHDRS)
46 install_h: $(ROOTDIRS) $( ROOTHDRS)

48 $(ROOTDI RS) :
49 $(INS. dir)

51 check: $( CHECKHDRS)
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new usr/src/uts/comon/sys/dld.h
secobj s types now are "wep, psk, eap, pin"
dl adm W an_secnpde_t and dl adm secobj _class_t are not rel ated anynore

LR

__unchanged_portion_omtted_

120 /*

121 * Secure objects ioctls

122 * 1.\EP Static key in 64 hex-digits

123 * 2. WPA 256-bit preshared key in 64 hex-digits

124 * 3. User password string for EAP nethods (except EAP-TLS) in 64 hex-digits
125 * 4.Client Private key PKCS#11 keystore PIN

126 #endif /* ! codereview */

127 */

128 typedef enum {

129 DLD_SECOBJ_CLASS_VEP = 0,
130 DLD_SECOBJ_CLASS PSK,

131 DLD_SECOBJ_CLASS_TLS,

132 DLD_SECOBJ_CLASS_TTLS,
133 DLD_SECOBJ_CLASS_PEAP
122 DLD_SECOBJ_CLASS VEP = 1,
123 DLD_SECOBJ_CLASS_WPA

134 } dld_secobj_class_t;
__unchanged_portion_omtted_
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136 #define MAXLI NKPROPNAVE 256 /* max property nane |len */
138 /*

139 * Public properties.

140 *

141 * Note that there are 2 sets of paraneters: the *_EN * values are
142 * those that the Adninistrator configures for autonegotiation. The
143 * _ADV_* values are those that are currently exposed over the wire.
144 */

145 typedef enum {

146 MAC_PROP_DUPLEX = 0x00000001,
147 MAC_PROP_SPEED,

148 MAC_PROP_STATUS,

149 MAC_PROP_AUTONEG,

150 MAC_PROP_EN_AUTONEG,

151 MAC_PROP_MTU,

152 MAC_PROP_ZONE,

153 MAC_PROP_AUTOPUSH,

154 MAC_PROP_FLOWCTRL,

155 MAC_PROP_ADV_ lOOOFDX CAP,
156 MAC_PROP_EN _T000FDX_CAP,

157 MAC_PROP_ADV_1000HDX_CAP,
158 MAC_PROP_EN_T000HDX_CAP,

159 MAC_PROP_ADV_100FDX_CAP,

160 MAC_PROP_EN_T00FDX_CAP,

161 MAC_PROP_ADV_100HDX_CAP,

162 MAC_PROP_EN_T00HDX_CAP,

163 MAC_PROP_ADV_10FDX_CAP,

164 MAC_PROP_EN_TOFDX_CAP,

165 MAC_PROP_ADV_10HDX_CAP,

166 MAC_PROP_EN_T10HDX_CAP,

167 MAC_PROP_ADV_100T4_CAP,

168 MAC_PROP_EN_100T4_CAP,

169 MAC_PROP_| PTUN_HCOPLI M T,

170 MAC_PROP_| PTUN_ENCAPLI M T,
171 MAC_PROP_W._ESSI D,

172 MAC_PROP_W._BSSI D,

173 MAC_PROP_W._BSSTYPE,

174 MAC_PROP_W._LI NKSTATUS,

175 MAC_PROP_W._DESI RED_RATES,
176 MAC_PROP_W._SUPPORTED RATES,
177 MAC_PROP_W._AUTH_MODE,

178 MAC_PROP_W._ENCRYPTI ON,

179 MAC_PROP_W._RSSI ,

180 MAC_PROP_W._PHY CONFI G

181 MAC_PROP_W._CAPABI LI TY,

182 MAC_PROP_W._WPA,

183 MAC_PROP_W._SCANRESULTS,

183 MAC_PROP_W._POWER MODE,

184 MAC_PROP_W._RADI O

185 MAC_PROP_W._ESS LI ST,

186 MAC_PROP_W._KEY_TAB,

187 MAC_PROP_W._CREATE | BSS,

188 MAC_PROP_W__SETOPTTE,

189 MAC_PROP_W._DELKEY,

190 MAC_PROP_W._KEY,

191 MAC_PROP_W._M_ME,

192 MAC_PROP_TAGVODE,

193 MAC_PROP_ADV_10GFDX_CAP,

new usr/ src/ uts/ comon/sys/ mac. h

194 MAC_PROP_EN_10GFDX_CAP,

195 MAC_PROP_PVI D,

196 MAC_PROP_LLIMT,

197 MAC_PROP_LDECAY,

198 MAC_PROP_RESOURCE,

199 MAC_PROP_RESOURCE_EFF,

200 MAC_PROP_RXRI NGSRANGE,

201 MAC_PROP_TXRI NGSRANGE,

202 MAC_PROP_MAX_TX_RI NGS_AVAI L,
203 MAC_PROP_MAX_RX_RI NGS_AVAI L,
204 MAC_PROP_MAX_RXHWCLNT_AVAI L,
205 MAC_PROP_MAX_TXHWCLNT_AVAI L,
206 MAC_PROP_| B_L| NKMODE,

207 MAC_PROP_PRI VATE = -1

208 } mac_prop_id_t;
_unchanged_portion_onitted_
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1/*
* Copyright 2010 Sun Mcrosystens, Inc. All
* Use is subject to license terns.
*
/

rights reserved.

Copyright (c) 2001 Atsushi Onoe
Copyright (c) 2002-2005 Sam Leffler,
Al rights reserved.

Errno Consulting

Redi stribution and use in source and binary fornms, with or without

nodi fication, are permtted provided that the follow ng conditions

are met:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunentation and/or other materials provided with the distribution.

3. The nanme of the author may not be used to endorse or pronpte products
derived fromthis software without specific prior witten perm ssion.

NRERRRERRRER R
COONOUIAWNROWOON® HWN

N
[
L I I I R I S I T R R

22 Alternatively, this software may be distributed under the terms of the
23 GNU General Public License ("GPL") version 2 as published by the Free

24 Sof t war e Foundat i on.

25

26 THI'S SOFTWARE | S PROVI DED BY THE AUTHOR ‘*AS | S’ AND ANY EXPRESS OR

27 I MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES
28 OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE ARE DI SCLAI MED.
29 I'N NO EVENT SHALL THE AUTHOR BE LI ABLE FOR ANY DI RECT, | NDI RECT,

30 I NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT
31 NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
32 DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY

33 THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT

34 (1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY QUT OF THE USE OF
35 THI' S SOFTWARE, EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAMAGE.

36 */

38 #ifndef _SYS NET80211 H

39 #define _SYS NET80211 H

41 #include <sys/nmac. h>

42 #include <sys/nmac_provider. h>

43 #incl ude <sys/ethernet. h>

44 #incl ude <sys/net80211_proto. h>
45 #incl ude <sys/net80211_crypto. h>
46 #include <sys/net80211_ht. h>

47 #include <net/wpa. h>

48 | *

49 * | EEE802. 11 kernel support nodul e

50 */

52 #ifdef __cplusplus

53 extern "C' {

54 #endif

56 /* ic_caps */

57 #define | EEEB0211_C_VEP 0x00000001 /* CAPABI LITY: WEP avail able */
58 #define | EEE80211_C TKIP 0x00000002 /* CAPABILITY: TKIP available */
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#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i
#def i
#def i

ne
ne
ne
ne
ne

ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne
ne

ne
ne
ne

| EEE80211_C_AES

| EEE80211_C_AES_CCM

| EEE80211_C CKI P
| EEE80211_C _FF
| EEE80211_C_TURBCP

| EEE80211_C_| BSS
| EEE80211_C_PMGT

| EEE80211_C_HOSTAP
| EEE80211_C_AHDEMD

| EEE80211_C_SWRETRY

| EEE80211_C TXPMGT
| EEE80211_C _SHSLOT

| EEE80211_C SHPREAMBLE
I EEE80211_C MONI TOR
| EEE80211_C TKIPM C

| EEE80211_C_WPAL
| EEE80211_C_WPA2
| EEE80211_C_WPA

| EEE80211_C BURST
| EEE80211_C_WVE
| EEE80211_C WDS

/* 0x10000000 reserved */
#defi ne | EEEB0211_C_BGSCAN
#def i ne | EEEB0211_C TXFRAG

/* XXX protection/barker? */

#define | EEE80211_C CRYPTO

0x00000004
0x00000008
0x00000010
0x00000040
0x00000080
/* CAPABI LI TY
0x00000100
0x00000200
0x00000400
0x00000800
0x00001000
0x00002000
0x00004000
0x00008000
0x00010000
0x00020000
0x00800000
0x01000000
0x01800000
/* CAPABI LI TY
0x02000000
0x04000000
0x08000000

0x20000000
0x40000000

0x0000001f

/

*

CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:

AES OCB avail */
AES CCM avail */
CKI P avail abl e */
ATH FF avail */

Turbo avail able */

CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:

+WPA2 avai |
CAPABI LI TY:
CAPABI LI TY:
CAPABI LI TY:

CAPABI LI TY:
CAPABI LI TY:

CAPABI LI TY:

I BSS avail able */
Power ngnt */
HOSTAP avail */
a d Adhoc Deno */
sSwtx retry */
tx power ngnt */
short slottime */
short preanble */
noni tor node */
TKIP M C avail */
WPAL avail */
WPA2 avail */

*

/

frame bursting */
WVE avail */
4-addr support */

bg scanning */
tx fragments */

crypto alg's */

A-MPDU tx */
A-MBDU tx */

/* CAPABI LI TY: HT operation */

CONF: ATH FF enabl ed */
CONF: ATH Turbo enabled */
/* CONF: bursting enabled */

/* CONF: privacy enabled */
/* CONF: 11g w/o 1lb sta's */

scan only */
scanni ng */

STATUS: active scan */

start

I BSS */

mgnt enabl e */

/* CONF: des_bssid is set */
CONF: enabl e WWE use */

*/

swtx retry enabled */
fixed rate */

| BSS creation enable */
use short

preanble */

/*
* ic_htcaps: HT-specific device/driver capabilities
*
* NB: the |low 16-bits are the 802.11 definitions, the upper
* 16-bits are used to define s/w driver capabilities.
*
/
#def i ne | EEE80211_HTC_AMPDU 0x00010000 /* CAPABI LI TY:
#defi ne | EEEB0211_HTC_ AMSDU 0x00020000 /* CAPABI LI TY:
/* NB: HT40 is inplied by | EEE80211_HTCAP_CHW DTH40 */
#def i ne |1 EEEB0211_HTC_HT 0x00040000
/* ic_flags */
/* NB: bits Ox4c avail able */
#defi ne | EEEB0211_F_FF 0x00000001 /*
#def i ne | EEE80211_F_TURBOP 0x00000002 /*
#defi ne | EEEB0211_F_BURST 0x00000004
/* NB: this is intentionally setup to be | EEE80211_CAPI NFO PRI VACY */
#define | EEEB0211_F_PRI VACY 0x00000010
#def i ne | EEE80211_F_PUREG 0x00000020
#define | EEEB0211_F_SCANONLY 0x00000040 /* CONF:
#define | EEEB0211_F_SCAN 0x00000080 /* STATUS:
#defi ne | EEE80211_F_ASCAN 0x00000100 /*
#def i ne | EEEB0211_F_SI BSS 0x00000200 * STATUS:
/* NB: this is intentionally setup to be | EEE80211_CAPI NFO_SHORT_SLOTTI ME */
#defi ne | EEE80211_F_SHSLOT 0x00000400
/* STATUS: use short slot time */
#def i ne | EEEB0211_F_PMGTON 0x00000800 /* CONF: Power
#def i ne | EEE80211_F_DESBSSI D 0x00001000
#define | EEE80211_F_WWVE 0x00002000 /*
#define | EEE80211_F_BGSCAN 0x00004000
/* CONF: bg scan enabled (???)
#def i ne | EEE80211_F_SWRETRY 0x00008000 /* CONF:
#defi ne | EEEB0211_F_TXPOW FI XED 0x00010000 /* TX Power :
#define | EEE80211_F_| BSSON 0x00020000 /* CONF:
#defi ne | EEEB0211_F_SHPREAMBLE 0x00040000 /* STATUS:
#def i ne | EEE80211_F_DATAPAD 0x00080000 /*

CONF: do alignment pad */
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125 #define | EEE80211_F_USEPROT 0x00100000
126 #define | EEE80211_F_USEBARKER  0x00200000
127 | * STATUS:
128 #define | EEEB0211_F_TI MUPDATE = 0x00400000
129 #define | EEE80211_F WPAl 0x00800000
130 #define | EEE80211_F WPA2 0x01000000
131 #define | EEE80211_F WPA 0x01800000
132 #define | EEE80211_F DROPUNENC  0x02000000
133 #define | EEE80211_F_ COUNTERM 0x04000000
134 #define | EEE80211_F HI DESSI D 0x08000000
135 #define | EEE80211_F NOBRI DGE 0x10000000
136 #define | EEEB0211_F_WWEUPDATE = 0x20000000
138 /* ic_flags_ext */

139 #define | EEEB0211_FEXT_NONHT_PR 0x00000001
140 #define | EEE80211_FEXT_INACT ~ 0x00000002
141 /* 0x00000006 reserved */

142 #define | EEE80211_FEXT_BGSCAN  0x00000008
143

144 #define | EEE80211_FEXT_ERPUPDATE 0x00000200
145 #define | EEE80211_FEXT_SWBM SS 0x00000400
146 #define | EEE80211_FEXT_PROBECHAN 0x00020000
147 #define | EEE80211_FEXT_HT 0x00080000
148 #define | EEE80211_FEXT_AMPDU_TX 0x00100000
149 #define | EEE80211_FEXT_AMPDU_RX 0x00200000
150 #define | EEE80211_FEXT_AMSDU_TX 0x00400000
151 #define | EEE80211_FEXT_AMSDU_RX 0x00800000
152 #define | EEE80211_FEXT_USEHT40 0x01000000
153 #define | EEE80211_FEXT_PUREN 0x02000000
154 #define | EEE80211_FEXT_SHORTG 20 0x04000000
155 #define | EEE80211_FEXT_SHORTGA 40 0x08000000
156 #define | EEEB0211_FEXT_HTCOVPAT 0x10000000
158 /*

159 * Channel attributes (ich_flags)

160 * bits 0-3 are for private use by drivers
161 */

162 #define | EEE80211_CHAN TURBO 0x00000010
163 #define | EEE80211_CHAN_CCK 0x00000020
164 #define | EEE80211_CHAN OFDM 0x00000040
165 #define | EEE80211_CHAN 2GHZ 0x00000080
166 #define | EEE80211_CHAN 5GHZ 0x00000100
167 #define | EEE80211_CHAN_PASSI VE 0x00000200
168 #define | EEE80211_CHAN DYN 0x00000400
169 #define | EEEB0211_CHAN GFSK 0x00000800
170 #define | EEE80211_CHAN_GSM 0x00001000
171 #define | EEE80211_CHAN STURBO  0x00002000
172 #define | EEE80211_ CHAN HALF 0x00004000
173 #define | EEE80211_CHAN QUARTER 0x00008000
174 #define | EEE80211_CHAN HT20 0x00010000
175 #define | EEE80211_CHAN_HT40U 0x00020000
176 #define | EEE80211_CHAN HT40D 0x00040000
177 #define | EEEB0211_CHAN DFS 0x00080000
178 #define | EEEB0211_CHAN 4MSXM T 0x00100000
179 #define | EEE80211_CHAN NOADHOC 0x00200000
180 #define | EEE80211_CHAN_NOHOSTAP 0x00400000
181 #define | EEE80211_CHAN 11D 0x00800000
183 #define | EEE80211_CHAN_HT40

184 #define | EEE80211_CHAN_HT

186 #define | EEEB0211_CHAN NMAX 255

187 #define | EEE80211_CHAN BYTES 32

188 #define | EEE80211_CHAN_ANY Oxffff

189 #define | EEE80211_CHAN_ANYC \

190 ((struct ieee80211_channel

/* STATUS: enable full

use barker

e N e e

* ok ok ok ok ok % ok kb % ok ok k% k% ok ¥

(1 EEE80211_CHAN_HT40U |
(| EEE80211_CHAN HT20 |

3

/* STATUS: protection enabled */

preanble */

/* STATUS: update beacon tim */
/* CONF: WPA enabled */

WPA2 enabl ed */

WPA/ WPA2 enabl ed */
drop unencrypted */

hi de SSID in beacon */
dis. internal
updat e beacon wre */

—~——— — — —
* Ok ok ok % ok F
T

STATUS:

STATUS:
CONF:

* ok

—_~—

sta inact handling */

bgscan conpl etion */
/* STATUS
do bnmiss in s/w*/
probe passive chan */
HT supported */
A-MPDU t x supported */
A-MPDU t x supported */
A-MSDU t x supported */
A-MBDU t x supported */
20/ 40 use enabl ed */

short G
short d
HT vendor

in HT20 *
in HT40 */

/
/
/
/
/
/
/
/
/
/
/
/ QUl’s */

* Ok ok ok Ok OF F b % O

Turbo channel */

CCK channel */

OFDM channel */

2 GHz spectrum channel . */

5 GHz spectrum channel */
Only passive scan allowed */
Dynam ¢ CCK- OFDM channel */
GFSK channel (FHSS PHY) */
900 MHz spectrum channel */
1la static turbo channel only */
Hal f rate channel */

Quarter rate channel */

HT 20 channel */

HT 40 channel w ext above */
HT 40 channel w ext bel ow */
DFS required */

4ms limt on frame length */
adhoc node not al | owed */
hostap node not all owed */
802.11d required */

| EEE80211_CHAN_HT40D)
| EEEB0211_CHAN_FT40)

/* howmany( | EEE80211_CHAN_MAX, NBBY)
/* token for *

‘any channel’’ */

*) | EEE80211_CHAN_ANY)

TKI P count er neasures */

bridge */

non- HT sta present */

update ERP el ement */

11ln wo legacy sta's */
/
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192
193
194
195

197
198

200
201
202
203
204
205
206
207
208
209

211
212

214

216
217
218
219
220

222
223
224
225
226

228
229

231
232

234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250
251
252

254
255
256

#define | EEEB0211_| S CHAN 2GHZ(_c) \
(((_c)->ich_flags & | EEE80211_CHAN 2GHZ) != 0)
#define | EEEB0211_| S_CHAN 5GHZ( _c) \
(((_c)->ich_flags & | EEE80211_CHAN 5GHZ) != 0)
#defi ne | EEE80211_NODE_CHWJPDATE 0x0400 /* 11n channel wi dth change */
#def i ne | EEE80211_NODE_HASHSI ZE 32
#define | EEEB0211_NODE_AUTH 0x0001 /* authorized for data */
#def i ne | EEE80211_NCODE_QOS 0x0002 /* QoS enabled */
#defi ne | EEE80211_NODE_ERP 0x0004 /* ERP enabl ed */
/* NB: this nust have the sane val ue as | EEE80211_FCl1_PWR MGT */
#define | EEEB0211_NODE_PWR MGT 0x0010 /* power save node enabled */
#def i ne | EEE80211_NODE_AREF 0x0020 /* authentication ref held */
#def i ne | EEES80211_NODE_HT 0x0040 /* HT enabled */
#def i ne | EEEB0211_NODE_HTCOWPAT 0x0080 /* HT setup w vendor QUI's */
#define | EEEB0211_NODE_AMPDU_RX 0x0400 /* AWPDU rx enabled */
#define | EEEB0211_NODE_AMPDU_TX 0x0800 /* AWPDU tx enabled */
#def i ne | EEE80211_NODE_AMPDU \
(1 EEE8021T1_NCODE_AMPDU_RX | | EEE80211_NODE_AMPDU_TX)
#define | EEEB0211_FI XED RATE_NONE 0
#def i ne WWE_QUI 0xf 25000
#defi ne WE_OUl _TYPE 0x02
#defi ne WWVE_I NFO_OUI _SUBTYPE 0x00
#defi ne WWE_PARAM OUI _SUBTYPE  0x01
#defi ne WWE_VERSI ON
/* WME stream cl asses */
#defi ne WWE_AC_BE 0 /* best effort */
#defi ne WWE_AC_BK 1 /* background */
#defi ne WWE_AC VI 2 /* video */
#defi ne WE_AC VO 3 /* voice */
#def i ne MAX_EVENT 16
#defi ne MAX_| EEEB0211STR 256
/* required for "arn’ driver */
#defi ne MAX_RSSI 15
#endi f /* | codereview */
/* For | EEE80211_RADI OTAP_FLAGS */
#defi ne | EEE80211_RADI OTAP_F_CFP 0x01
/* sent/received during CFP */
#defi ne | EEEB0211_RADI OTAP_F_SHORTPRE 0x02
/* sent/received with short preanble */
#defi ne | EEE80211_RADI OTAP_F_WEP 0x04
/* sent/received with WEP encryption */
#define | EEE80211_RADI OTAP_F_FRAG 0x08
/* sent/received with fragmentation */
#defi ne | EEEB0211_RADI OTAP_F_DATAPAD 0x20
/ *
* frame has paddi ng between 802. 11
* header and payload (to 32-bit
* boundary
*/
#defi ne | EEEB0211_RADI OTAP_F_FCS 0x10 /* frame includes FCS */
#defi ne | EEEB0211_RADI OTAP_F_BADFCS 0x40 /* does not pass FCS check */
#defi ne | EEE80211_RADI OTAP_F_SHORTG 0x80 /* HT short @ */
/*
* Aut hentication node.
* auth_al gs shoul d be only OPEN SHAREDY LEAP
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257 * see | EEE80211_AUTH ALG * in net80211 proto.h
258 * NONE/ 8021X/ AUTQO' WPA refer to key_nmgnt protocol s!
259 #endif /* | codereview */
260 */
261 enum i eee80211_aut hnode {
262 | EEE80211_AUTH_NONE =0,
263 | EEE80211_AUTH_OPEN =1, /* open */
264 | EEES80211_AUTH SHARED = 2, /* shared-key */
265 | EEE80211_AUTH_8021X =3, [* 802.1x */
266 | EEE80211_AUTH_AUTO = 4, /* auto-sel ect/accept */
267 /* actually, this is never used */
232 /* NB: these are used only for ioctls */
268 | EEE80211_AUTH_WPA =5 /* WPA/RSN w 802. 1x/ PSK */
269 };
__unchanged_portion_onitted_
279 #endif /* | codereview */
280 #define | EEES80211_S MAX (| EEE80211_S RUN+1)
282 #define WPA_DOOR "/var/run/ wpa_door"
284 [ *
285 * WPA State machine events
286 *
287 typedef enum {
288 EVENT_ASSCC,
289 EVENT_DI SASSCC,
290 EVENT_SCAN_RESULTS = 3
291 } wpa_event _type;
293 typedef struct w _events {
294 wpa_event _type event;
295 } W _events_t;
298 #endif /* | codereview */
299 /*
300 * 802.11 rate set.
301 */
302 #define | EEEB0211_RATE MAXSI ZE 15 /* max rates we'll handle */
303 #define | EEE80211_RATE S| ZE 8 /* 802.11 standard */
304 #define | EEE80211_XRATE_SI ZE (1 EEE80211_RATE_MAXSI ZE - | EEE80211_RATE_SI ZE)
305 /* size of extended supported rates */
306 struct ieee80211_rateset {
307 uint8_t ir_nrates;
308 uint8_t ir_rates[| EEE80211_RATE_MAXSI ZE] ;
309 };
311 /*
312 * 802.11n variant of ieee80211 rateset. |nstead
313 * legacy rates the entries are MCS rates. W define
314 * the structure such that it can be used interchangeably
315 */wth an i eee80211_rateset (nodulo structure size).
316 *
317 #define | EEE80211_HTRATE_MAXSI ZE 127
319 struct ieee80211_htrateset {
320 ui nt 8_t rs_nrates;
321 uint8_t rs_rates[| EEE80211_HTRATE_MAXSI ZE] ;
322 };
324 #define | EEE80211_RATE_MCS 0x80
326 /*
327 * Channels are specified by frequency and attributes.
328 */
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329
330
331
332

334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351

353
354
355
356

358
359

361
362
363
364
365
366
367
368

370
371

373
374
375

377
378

struct ieee80211_channel {
uint 16_t
ui nt 32_t

b

struct ieee80211_device_stats {
ui nt 32_t
ui nt 32_t
ui nt32_t
ui nt 32_t
ui nt 32_t
ui nt32_t
ui nt32_t
ui nt 32_t
ui nt 32_t
ui nt 32_t
ui nt 32_t
ui nt 32_t
ui nt 32_t
ui nt 32_t
ui nt32_t
ui nt 32_t

be

struct ieee80211_crypto_state;

ich_freq; /* setting in Mz */
ich_flags; /* see below */
s_tx_frags;

s_tx_bytes;

s_tx_ntast;

s_tx_fail ed
s_tx_retries;
s_rts_success;
s_rts_failure;
s_ack_failure;
s_rx_frags;
s_rx_bytes;
s_rx_nctast;
s_rx_dups;
s_fcs_errors;
S_wep_errors;
s_t x_nobuf;

s_t x_unknownngt;

typedef struct ieee80211_node_tabl e i eee80211_node_table_t;
typedef struct ieee80211 node i eee80211 node_t;
typedef struct ieee8021lcom i eee8021lcom t;

struct ieee80211_node_table {
struct ieee80211lcom

const char

*nt_ic; /* back reference */

*nt _nane; /* for debugging */

/* For node inactivity processing */

int

int

voi d

ui nt32_t
kmut ex_t
kmut ex_t

int
struct ieee80211_node
list_t

list_t
be

#def i ne | EEE80211_TI D_SI ZE
#def i ne | EEEB0211_NONQOS_TI D

nt_inact_timer;
nt_inact_init;
(*nt tlmsout)(s

/* inactivity timer */
/
o
nt _scangen; /
/
/

*

* initial node inact setting */
uct ieee80211 node_table *);

* gen# for timeout scan */

* on nt_scangen */

* on node table */

nt _scanl ock;
nt _nodel ock;

nt _keyi xmax; /*
**nt _keyi xmap; /*

keyi xmap size */
key ix -> node map */

nt _nod /* information of all nodes */
nt hash[ | EEE80211_NODE_HASHSI ZE] ;

(WE_NUM TID+1) /* WE TID s +1 for non- QS */
WVE_NUM TI D /* index for non-QoS sta */

380 /*

381 * Node specific information. Note that drivers are expected

382 * to derive fromthis structure to add device-specific per-node

383 * state. This is done by overriding the ic_node_* nethods in

384 * the ieee8021lcom structure.

385 */

386 struct ieee80211_node {

387 struct ieee8021lcom *in_ic;

388 struct ieee80211_node_t abl e *in_table;

390 ui nt 8_t i n_aut hnode; /* authentication algorithm?*/
391 ui nt16_t in_flags; /* special purpose state */
392 uint16_t i n_associ d; /* assoc response */

393 uint16_t i n_t xpower ; /* current transmit power */
394 uint16_t in_vlan; /* vlan tag */



new usr/ src/ uts/comon/sys/ net 80211. h

QoS is not enabled. index 1-16 is used
1-16 corresponds to TID 0-15.

n_t xseqs[ | EEE80211_TI D_SI ZE] ;

n_rxseqs[ | EEE80211_TI D_SI ZE] ;

n_rxfragstanp; /* time stanp of last rx frag */
in_rxfrag; /* rx frag reassenbly *
n_scangen; /* gen# for tineout scan */
n_refcnt;

in_rstanp;
in_rssi;

/* recv tinmestanp */
/* recv ssi */

i n_macaddr [ | EEE80211_ADDR_LEN] ;
i n_bssi d[ | EEE80211_ADDR LEN| ;

e */
dat a[ 8] ;
tsf;

/* fromlast rcv’d beacon */
in_intval; /* beacon interval */
i n_capi nf o; /* capabilities */
in_esslen;
in_essid[ I EEE80211_NW D_LEN] ;
in_rates; /* negotlated rate set */
*in_chan; [* XXX mul tiple uses */
i n_phytype;
i n_f hdwel | ; /* FH only */
i n_f hi ndex /* FH only */
in_erp; /* ERP from beacon/ probe resp */
in_timoff; /* byte offset to TIMie */
in_dtimperiod; /* DTIMperiod */
in_dtimcount; /* DTIMcount for |ast bcn */

*in_chal | enge;
i n_ucast key;
*in_wpa_ie;
*in_wre_i e;

/* shared-key chal |l enge */
/* uni cast key */

/* captured WPA/RSN ie */
/* captured WE ie */

*in_htcap_ie; /* captured HTCAP ie */

i n_ht cap; /* HT capabilities */

i n_ht param /* HT parans */

in_htctl chan; /* HT control channel */

i n_ht 2ndchan; /* HT 2nd channel */

i n_ht opnode; /* HT operating node */

i n_htsthbc; /* HT */

in_reqcw, /* requested tx channel width */
in_chw, ;* negoti ated channel width */

et in_htrates; * negotiated ht rate set */

395 /*

396 * Tx/ Rx sequence nunber.
397 * index 0 is used when
398 * when QoS is enabl ed.
399 */

400 uint16_t

401 ui nt 16_t

402 cl ock_t

403 nbl k_t

404 ui nt 32_t

405 ui nt 32"t

407 /* hardware */

408 ui nt 32_t

409 uint8_t

411 /* header */

412 ui nt8_t

413 ui nt 8t

415 /* beacon, probe respons
416 uni on {

417 uint8_t

418 ui nt 64_t

419 } in_tstanp;

420 ui nt16_t

421 uint16_t

422 ui nt 8_t

423 uint8_t

424 struct ieee80211_rateset
425 struct ieee80211 channel
426 enum i eee80211_phyt ype
427 ui nt16_t

428 uint8_t

429 uint8_t

430 ui nt16_t

431 uint8_t

432 uint8_t

434 ui nt32_t

435 struct ieee80211_key
436 uint8_t

437 uint8_t

439 /* 11n state */

440 uint8_t

441 ui nt16_t

442 uint8_t

443 ui nt 8_t

444 uint8_t

445 ui nt 8_t

446 ui nt8_t

447 ui nt 8_t

448 uint8_t

449 struct ieee80211_htrates
450 struct ieee80211_tx_anpd
451 struct ieee80211 rx_anpd
453 /* others */

454 int32_t

455 int16_t

456 int16_t

457 int32_t

459 l'ist_node_t

460 list_node_t

uin_tx anpdu[WVE NUM_AC] ;

u in_rx_anpdu[ WE_NUM TI D]

in_fails; /* failure count to associate */
in_inact; /* inactivity mark count */
in_inact_reload; /* inactivity reload value */
in_txrate /* index to in_rates[] */

i n_node; /* el enent of nt->nt_node */

i n_hash; /* el enment of nt->nt_hash */
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461 };

463 [ *

464 * WWE/ WWM support .

465 */

466 struct wneParans {

467 ui nt 8_t wep_acm

468 uint8_t wrep_ai f sn;

469 ui nt 8_t wrep_| ogcwnmi n; /* 1og2(cwmn) */

470 uint8_t wep_| ogcwnax; /* | og2(cwrax) */

471 uint8_t wiep_t xopLim t;

472 ). ui nt 8_t wrep_noackPol i cy; /* 0 (ack), 1 (no ack) */
473

474 #define | EEEB0211_TXOP_TO US(_t xop)
475 #define | EEE80211_US_TO TXOP(_us)

477 struct chanAccParans {

478 ui nt8_t cap_i nf o;

((_txop) <<5)
((_us) >>5)

/* version of the current set */

479 struct wreParams cap_ wmeParams[VWE NUM_AC] ;

480 };

482 struct ieee80211_wne_state {
483 uint_t wre_flags;

484 #define WVE_F_AGGRMODE 0x00000001

/* STATUS: WWE agressive node */

485 uint_t wre_hipri_traffic; /* VI/VO frames in beacon interval */

486 uint_t wne_hi pri_switch_thresh; /* agressive node switch thresh */
487 uint_t wre_hipri_swtch_hysteresis;

488 /* agressive node switch hysteresis */
489 struct wreParans wne_parans[4]; /* from assoc resp for each AC */

490 struct chanAccParans wre_wreChanParans; /* WWE parans applied to self */
491 struct chanAccParans wne_wneBssChanPar ans;

492 /* WME parans bcast to stations */
493 struct chanAccParans wre_chanParans; /* paranms applied to self */

494 struct chanAccParans wne_bssChanParans; /* parans bcast to stations */
495 int (*wre_update)(struct ieee8021lcom *);

496 };

498 struct ieee8021llcom {

499 mac_handl e_t i c_mach;

501 /* Initialized by driver */

502 uint8_t i c_macaddr [ | EEE80211_ADDR_LEN];

503 ui nt 32_t i c_caps; /* capabilities */

504 ui nt 32_t i c_htcaps; /* HT capabilities */

505 enum i eee80211_phytype ic_phytype; /* XXX wong for multi-nobde */
506 enum i eee80211_opnode i c_opnode; /* current operation node */
507 enum i eee80211_state ic_state; /* current 802.11 state */
508 struct ieee80211_channel i c_sup_channel s[ | EEEB0211_CHAN MAX+1];
509 struct ieee80211 rateset i c_sup_rates[| EEE80211_MODE_MAX] ;

510 enum i eee80211_phynode ic_curnode; /* OPT current node */
511 struct ieee80211_channel *i c_curchan; /* OPT current channel */
512 struct ieee80211_channel *ic_ibss_chan; /* OPT bss channel */
513 ui nt 8_t ic_maxrssi; /* maxi mum hardware RSSI */
515 /* INITI ALI ZED by | EEE80211, used/overridden by driver */

516 uint16_t i c_nodecaps; /* set of npde capabilities */
517 ui nt 8_t i c_chan_active[ | EEE80211_CHAN BYTES] ;

518 enum i eee80211_pr ot node i c_pr ot node; /* 802.11g protection node */
519 uint16_t ic_bintval; /* beacon interval */

520 uint16_t ic_lintval; /* listen interval */

521 uint16_t ic_txpowimt; /* global tx power limt */
522 ui nt8_t i c_bm sst hreshol d;

523 uint16_t ic_rtsthreshol d;

524 uint16_t i c_fragthreshol d;

525 uint8_t ic_fixed_rate; /* value of fixed rate */

526 int32_t ic_des_esslen; /* length of desired essid */
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528
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543
544

546
547
548
549
550
551
552

554

556
557
558
559

561
562
563
564
565
566
567
568

571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592

ui nt 8_t i c_des_essid[| EEEB0211_NW D LEN];

uint8_t i c_des_bssi d[ | EEE80211_ADDR LEN] ;

struct ieee80211_channel *ic_des_chan; /* desired channel */
voi d *ic_opt_ie; /* user-specified |IEs */

ui nt16_t ic_opt_| |e|en /* length of ic_opt_ie */
uint8_t i c_ni cknane[ | EEE80211_NW D ) LEN] ;

ui nt16_t ic_timlen; /* ic_timbitmap size (bytes) */
ui nt 8_t *|ct|mb|tmap /* powersave stations w data */

timeout _id_t i c_wat chdog_t 1 ner;
/* Cipher state/configuration. */

struct ieee80211 crypto_state ic_crypto
const struct ieee80211_cipher *ic_cipher s[ | EEE80211_Cl PHER_MAX] ;

/* watchdog tinmer */

kmut ex_t i c_door| ock;
char i c_wpadoor [ MAX_| EEE80211STR] ;

wpa_event _type
ui nt 32_t

i c_event q[ MAX_EVENT] ;
i c_evg_head, 1c_evq_| talI

/* Runtime states */

ui nt32_t ic_flags; /* statel/conf flags */

ui nt 32_t ic_flags_ext; /* extended state flags */
struct ieee80211_node *ic_bss; /* information for this node */
struct ieee80211 device_stats ic_stats;

ic_scan; /* STA: scan candi dates */
ic_sta; /* AP:stations/|BSS: nei ghbors */

struct ieee80211 node_table
struct ieee80211_node_table

struct ieee80211_wne_state ic_wne; /* WWVE/ WM state */

ic_ampdu_rxmax; /* A-MPDU rx limt (bytes) *
int i c_anpdu_ densny /* A-MPDU density */
i
i

int c_anmpdu_limt; /* AAMPDU tx limt (bytes) */
int 'c_am;du_lim't; /* A-MBDU tx limt (bytes) */
uint16_t ic_sta_assoc; /* stations associated */
uint 16_t ic_ht_sta_assoc; /* HT stations associated */
uint16_t ic_ht40_sta_assoc; /* HT40 station associated */
uint8_t i c_curhtprotnode; /* HTINFO bss state */
enum i eee80211_prot node ic_htprotnode; /* HT protection node */
int ic_lastnonerp; /* last time nonERP sta noted */
int i c_lastnonht; /* last time non-HT sta noted */
int i c_beaconm ss; /* beacon nmiss counter */
;* cal I back functions */

*

* Functions initialized by driver before calling i eee80211_attach()

* Those nust be initialized are marked with M andatory)

*

* jc_xmt - [M transmt a nanagenent or null data frane
* return O on success, hon-zero on error

* ic_wat chdog - [Q periodic run function, enabled by

* i eee80211_st art _wat chdog()

* jc_set_tim [Q set/clear traffic indication map

* ic_set_shortslot [Q enabl e/ di sabl e short slot timing

* ic_node_newassoc - driver specific operation on a newy

* associ ated or re-assoced node

*

/
int (*ic_xmt)(ieee8021lcomt *, nblk_t *, uint8_t);
voi d (*i c_wat chdog) (void *);
voi d (*ic_set_tim(ieee8021lcomt *,

i eee80211_node_t *, int);

voi d (*ic_set shortslot)(leee80211comt *oint);
voi d (*i c_node_newassoc) (i eee80211_node t *, int);
/*

* Functions initialized by ieee80211_attach(), driver could
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640
641

642 };

643
644

646
647

649
650

652
653

655
656

658

#def i ne
#defi ne

extern
extern
#defi ne
#defi ne

#def i ne

| *

* override these functions after calling i eee80211_attach()
*
* jc_reset - reset
* jc_recv_ngnt - handl e recei ved nmanagenent franes
* jc_send_ngnt - construct and transmt mmnagenent frames
* ic_newstate - handle state transition
* ic_node_alloc - allocate a new BSS info node
* ic_node_cl eanup - cleanup or free nenory spaces of a node
* ic_node_free - free a node
* ic_node_getrssi - get node’'s rssi
*
/
int (*ic_reset) (i eee8021llcomt *);
voi d (*ic_recv rrgm)(l eee80211comt *,
*, ieee80211_ node ot
|nt |nt uint32_t);
int (*ic_send rrgnt)(l eee80211comt N
i eee80211_node_t *, int, int);
int (*ic_newstate) (i eee80211com t =y
enum | eee80211_state, int);
struct ieee80211_node  *(*ic_node_alloc)(i eee8021lcom to*);
voi d (*i c_node_cl eanup) (i eee80211_node_t *);
voi d (*i c_node free)(l eee80211 _node_t *);
uint8_t (*ic_node_getrssi)(const ieee80211 node ot *);
voi d (*i c_set_channel ) (i eee80211comt *);
/*
* 802.11n ADDBA support. A sinple/generic inplenmentation
* of A-MPDU tx aggregation is provided; the driver nay
* override these nethods to provide their own support.
* A-MPDU rx re-ordering happens automatically if the
* driver passes out-of-order frames to ieee80211_i nput
* froman assocated HT station.
*
/
voi d (*ic_recv_action)(ieee80211 node_t *,
const uint8_t *, const uint8_t *);
int (*ic_send_acti on)(| eee80211 _node_t *,
int, int, uint16_t[4]);

/* start/stop doing A-MPDU tx aggregatlon for a station */

int (*i c_addba_request) (i eee80211_node_t *,
struct ieee80211 tx_anpdu *,
int, int, int);

int (*i c_addba responsé)(i eeeB80211_node_t *,
struct i eee80211_t x_anpdu *,
, int, int);
voi d (*i c addba stop)(l eee80211 node_t *,
struct i eee80211_tx_anpdu *);
kmut ex_t i c_genl ock;
voi d *ic_private; /* ieee80211 private data */
i c_nw_keys ic_crypto.cs_nw _keys
i c_def _t xkey i c_crypto.cs_def_txkey

const char *ieee80211_state_nane[| EEE80211_S MAX] ;
const char *ieee80211_wne_acnanes[];

| EEE80211_RATE( _i x) \
(in->in_rates.ir_rates[(_ix)] & | EEEB0211_RATE_VAL)

nst ate, ar

i eee80211_new_state(_ic g)
( (_nstat e)

I( (_ic)->ic_newstat e)(( _ic),

i eee80211_mmcaddr _sprintf(_addr) \
ether_sprintf((struct ether_addr *)(_addr))

\
(_arg)))

10
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Node reference counting definitions.

initialize the reference count to 1

add a reference

renove a reference

renmove a reference and return new val ue
reference count for printing (only)

*

*

* jeee80211_node_initref

* i eee80211_node_i ncref

* jeee80211_node_decr ef

* i eee80211 _node_decref _nv
* jeee80211 node_refcnt

*

#i ncl ude <sys/atomc. h>

#define i eee80211_node_initref(_in) \
(_in)->in_refcnt = 1)
#define i eee80211_node_i ncref (_in) \
atomic_inc_uint(& _in)->in_refcnt)
#define i eee80211_node_decref (_in) \

atom c_dec_ui nt (& _i n)->i n_r efcnt)
#def i ne i eee80211_node_decref _nv(_in)
atomi c_dec_uint_nv(&_in)- >|n _refcnt)
#define i eee80211 _node_refcnt (_in)
(_in)->in_refcnt
typedef void ieee80211_iter_func(void *, ieee80211_node_t *);
/* Initialization */
voi d i eee80211_attach(i eee80211lcomt *);
voi d i eee80211_det ach(i eee80211lcomt *);
voi d i eee80211_nedi a_i nit (i eee8021lcomt *);
int i eee80211 ioctl (i eee80211lcomt *, queue_t *, nmblk_t *);
voi d i eee80211_regi st er _door (i eee80211comt *, const char *, int);
/* Protocol Processing */
int ieee80211 input(ieee8021lcomt *,
int32_t, uint32_t);
nbl k_t *i eee80211_encap(| eee8021lcom_t *,

mbl k_t *, ieee80211_node_t *,

mbl k_t *, ieee80211_node_t *);

nmbl k_t *i eee80211_beacon_al | oc(i eee80211lcomt *,
struct ieee80211_beacon_of fsets *);
int i eee80211_beacon_updat e(i eee80211lcomt *,

i eee80211_node_t *,
i eee80211_node_t *,

struct ieee80211 beacon_offsets *, nblk_t *, int);
voi d i eee80211_beacon_m ss(i eee8021lcomt *);
voi d i eee80211_begi n_scan(i eee80211comt *, bool ean_t);
voi d i eee80211_next _scan(i eee80211lcomt *);
voi d i eee80211_end_scan(i eee80211comt *);
voi d i eee80211_cancel _scan(i eee80211lcomt *);

voi d i eee80211_sta_j oi n(i eee80211lcomt *, ieee80211_node_t *);
voi d i eee80211 sta_| eave(i eee80211lcomt *, ieee80211 node t *);
bool ean_t i eee80211_i bss_merge(i eee80211_node_t *);

/* Node Operation */

i eee80211_node_t *ieee80211_ref_node(i eee80211_node_t *);

voi d i eee80211_unref _node(i eee80211_node_t **);

voi d i eee80211_node_aut hori ze(i eee80211_node_t *);

voi d i eee80211_node_unaut hori ze(i eee80211_node_t *)

i eee80211_node_t *i eee80211_al | oc_node(i eee80211com_t *,
i eee80211_node_table_t *, const uint8_t *);

voi d i eee80211_free_node(i eee80211_node_t *);

voi d i eee80211_node_t abl e_r eset (i eee80211 node_tabl e _t*);

voi d i eee80211 iterate_nodes(i eee80211_node_table_t *, i eeeSOlefi ter_func *,
void *);

i eee80211_node_t *ieee80211_find_node(i eee80211_node_table_t *,
const uint8_t *);

i eee80211_node_t *i eee80211_find_node_with_ssid(i eee80211_node_table_t *,
const uint8 t *, uint32_t, const uint8_t *)s

i eee80211_node_t *i eee80211 find_t xnode(i eee80211lcomt *,
const uint8_t daddr[| EEE80211_ADDR LEN]);

11
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763 mac_prop_i nfo_handl e_t);

766 struct ieee80211_channel *ieee80211_find_channel (i eee80211lcomt *, int, int);
767 const struct ieee80211 rateset *ieee80211_get_suprates(ieee802llcomt *,

768 struct ieee80211_channel *);

770 [* HT */

772 #ifdef __cplusplus

773 }

774 #endif

776 #endif /* _SYS NET80211_H */

i eee80211_node_t *ieee80211_find_rxnode(i eee8021lcomt *,
const struct ieee80211 frane *);
/* Crypto */
extern struct ieee80211_key *ieee80211_crypto_encap(i eee8021lcomt *, mnblk_t
extern struct ieee80211 key *ieee80211 crypto_decap(i eee80211lcomt *, nbl k_t
int);
extern int ieee80211 crypt o ne\/\key(l eee80211comt *, int, int,
struct ieee80211_key *);
extern int ieee80211 crypto_del key(i eee80211comt *, struct ieee80211 key *);
extern int ieee80211 crypto_setkey(ieee8021lcomt *, struct ieee80211 key *,
const uint8_t macaddr[| EEE80211_ADDR LEN]);
/* Hel per Functions */
int ieee80211_stat (i eee8021lcomt *ic, uint_t stat, uint64_t *val);
uint32_t ieee80211_chan2i eee(i eee8021lcomt 5 struct i eee80211_channel *);

enum i eee80211_phynode i eee80211_chan2node(i eee8021lcomt *,

struct 1 eee80211_channel *);
uint32_t ieee80211_ieee2nmhz(uint32_t, uint32_t);
voi d i eee80211 reset_chan(ieee8021lcomt *);

voi d i eee80211 dunp_pkt(const uint8_t *, int32_t, int32_t, int32_t);

voi d i eee80211_wat chdog(void *);

voi d i eee80211_start_wat chdog(i eee8021lcomt *, uint32_t);

voi d i eee80211_st op_wat chdog(i eee8021lcomt *);

int ieee80211 classify(struct ieee8021lcom*, mblk_t *,
struct ieee80211 node *);

int ieee80211_hdrsize(const void * ;

int ieee80211_hdrspace(i eee80211comt *, const void *);

int i eee80211_anyhdrsi ze(const void *);

int ieee80211_anyhdrspace(i eee80211lcomt *, const void *);

void *i eee80211_mual | oc(size_t);

voi d i eee80211_free(void *);

int ieee80211_setprop(void *, const char *, nmac_prop_id_t, uint_t,
const void *);

int i eee80211_getprop(void *, const char *, mac_prop_id_t, uint_t, void *);

voi d i eee80211_propi nfo(void *, const char *, mac_prop_id_t,

12
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__unchanged_portion_omtted_

786 #define BCM QU 0x4c9000 /* Broadcom QU */

787 #define BCM QU _HTCAP 51 /* pre-draft HTCAP ie */
788 #defi ne BCM OUI _HTI NFO 52 /* pre-draft HTINFO ie */
790 #define WPA_QUI 0xf 25000

791 #define WPA_OUI _TYPE 0x01

792 /[ #define WPA_VERSI ON 1 /* current supported ver
792 #define WPA_VERSI ON 1 /* current supported version */
794 #define | EEE80211_CHALLENGE_LEN 128

796 #define | EEE80211_RATE BASI C 0x80

797 #define | EEE80211_RATE_VAL ox7f

799 /* EPR information elenment flags */

800 #define | EEE80211_ERP_NON_ERP_PRESENT 0x01

801 #define | EEE80211_ERP_USE_PRGTECTI ON 0x02

802 #define | EEE80211_ERP_LONG PREAMBLE 0x04

804 #define | EEE80211_AUTH ALG OPEN 0x0000

805 #define | EEE80211_AUTH ALG SHARED 0x0001

806 #define | EEE80211_AUTH ALG LEAP 0x0080

809 enum {

810 | EEE80211_AUTH _OPEN REQUEST =1,

811 | EEE80211_AUTH_OPEN_RESPONSE =2

812 };

__unchanged_portion_omtted_




