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The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
/

Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.

Copyright (c) 2013 by Del phix. Al rights reserved.

This file contains functions for address managenent such as creating
an address, deleting an address, enabling an address, disabling an
address, bringing an address down or up, setting/getting properties
on an address object and |isting address information

for all addresses in active as well as persistent configuration.
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58 #define SIN6(a)

ncl ude <sys/types. h>
ncl ude <sys/socket. h>
ncl ude <netdb. h>

ncl ude <inet/ip.h>

ncl ude <string. h>

ncl ude <strings. h>

ncl ude <assert. h>

ncl ude <sys/socki o. h>
ncl ude <errno. h>

ncl ude <uni std. h>

ncl ude <stropts. h>

ncl ude <zone. h>

ncl ude <netinet/in.h>
ncl ude <arpa/inet.h>
nclude <fcntl. h>

ncl ude <ctype. h>

ncl ude <dhcpagent _util.h>
ncl ude <dhcpagent _i pc. h>
ncl ude <i padm ndpd. h>
ncl ude <l 1 bdl adm h>

ncl ude <libdllink.h>
ncl ude <libdliptun. h>
ncl ude <ifaddrs. h>

ncl ude "libi padm.inpl.h

((struct sockaddr_in6 *)a)
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#define SIN(a) ((struct sockaddr_in *)a)

static i padmstatus_t i _i padm create_addr (i padm handl e_t, ipadm addrobj _t,

static ipadmstatus_t i pgldm 2r2e212 e_dhcp(i padm handl e_t, ipadm addrobj _t,

static ipadmstatus_t i_i pgldnmt_ggl 22 é_dhcp(| padm handl e_t, ipadm addrobj _t,
bool ean_t)

static ipadmstatus_t i _i padm get :db’_addr(i padm handl e_t, const char *,

const char *, nvlist t **),
static i padmstatus_t i padm op dhcp(i padm addrobj _t, dhcp_i pc_type_t,
static ipadmstatus_t i padm validate cr eat e_addr (i padm handl e_t,
i padm addr obj_ _t, uint32_t);
static i padmstatus_t i _i padm addr perS| st _nvl (i padm handle_t, nvlist_t *,
ui nt32_t
static i padmstatus_t _i padm | get _ def aul t _prefixlen(struct sockaddr_storage *,
uint32_t *);
static i padmstatus_t i _i padm_ get _static_addr_db(i padm handl e_t,

i padm addrobj _t);
static bool ean_t i _ipadm.is_user_aobj name_val id(const char *);
/*
* Cal | back functions to retrieve property values fromthe kernel. These
* functions, when required, transiate the values fromthe kernel to a format
* suitable for printing. They also retrieve DEFAULT, PERM and POSSI BLE val ues
* for a given property.
*
static ipadmpd_getf_t i_ipadmget_prefi xI en, i padm get _addr _fl ag,
i _ipadm get_zone, i_i padm get _broadcast ;
/*
* Cal I back functions to set property values. These functions translate the
* values to a format suitable for kernel consunption, allocate the necessary
* joctl buffers and then invoke ioctl().
*/
static i padmpd_setf_t i_ipadmset_prefixlen, i_ipadmset_addr_fl ag,
i _i padm set_zone;
/* address properties description table */

i padm prop_desc_t |padm addrprop_table[] = {
{ "broadcast", NULL, |PADMPROP_CLASS ADDR, MOD PROTO NONE, O,
{ "broadcast", |PADMPROP_CLASS_ADDR, MOD PROTO NONE, O,
NULL, NULL, i_ipadm get broadcast },

{ "deprecated", NULL, |PADVMPROP_CLASS_ADDR, MOD PROTO _NONE, O,
{" depr ecat ed", | PADMPROP_CLASS ADDR, MOD_PROTO NONE, 0,
_i padm set_addr fl ag, i_ipadm get_onoff,
i “i padm get _addr _flag },

"prefixlen", NULL, | PADVMPROP_CLASS ADDR, MOD PROTO NONE, O,
"prefixlen”, | PADVPROP_ CLASS_ADDR, MOD_PROTO_NONE, ~ 0,

i_i padm_ set _prefixlen, i_ipadmget_prefixlen,

i _i padm get _prefixlen },

)

"private", NULL, |PADMPROP_CLASS ADDR, MOD PROTO NONE, O,
"private", | PADMPROP_CLASS ADDR,  MOD PROTO NONE, O,
i _ipadm set_addr_flag, i_ipadmget_onoff, i_ipadmget_addr_flag },

e

"transmt", NULL, | PADVPROP_CLASS ADDR, MOD PROTO NONE, O,
"transmt", | PADMPROP_CLASS ADDR, MOD_PROTO NONE, O,
i _ipadm set_addr_flag, i_ipadmget_onoff, i_ipadmget_addr_flag },

e

"zone", NULL, |PADVMPROP_CLASS ADDR, MOD_PROTO NONE, O,
"zone", IPADNPRCP CLASS ADDR, MOD PROTO NONE, O,
i i padm set_zone, NULL, i _ipadmget_zone },

e
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120 { NULL, NULL, 0, O, 0, NULL, NULL, NULL }
119 { NULL, 0, 0, O, NULL, NULL, NULL }
121 };

123 static i padmprop_desc_t up_addrprop = { "up", NULL, | PADVMPROP_CLASS ADDR,
122 static i padmprop_desc_t up_addrprop = { "up", IPADNPRGD CLASS_ADDR,

124 MOD_PROTO NONE, 0, NULL, NULL, NULL };
126 /*

127 * Hel per function that initializes the ‘ipadm.ifnane’, ‘ipadm aobjnanme’, and
128 * ‘ipadmatype’ fields of the given ‘ipaddr’

129 */

130 void

131 i _i padm.init_addr (i padm addrobj _t ipaddr, const char *ifnaneg,

132 ( const char *aobj nane, ipadm addr_type_t atype)

133

134 bzero(ipaddr, sizeof (struct ipadmaddrobj_s));

135 (void) strlcpy(ipaddr->i padm.ifnane, ifnane,

136 si zeof (1 paddr->i padm.ifnane));

137 (void) strlcpy(ipaddr->i padm aobj name, aobj nare,

138 si zeof (1 paddr->i padm aobj nane));

139 i paddr - > padm at ype = atype;

140 }

__unchanged_portion_omtted_

1374 static ipadmprop_desc_t *

1375 i _i padm get _addr prop_desc(const char *pnane)

1376

1377 int i;

1379 for (i = 0; ipadmaddrprop_table[i].ipd_name != NULL; i++)

1380 if (strcnp(pname, ipadmaddrprop_table[i].i pd narre) =0 ||
1381 (i padm addrprop_table[i].ipd_old _nane !=

1382 strcmp(pnane, | padm addr prop_t abl e[ i].ipd_ oI d_nane) == 0))
1379 if (strcnp(pnanme, ipadm addrprop_table[i].ipd_nane) == 0)
1383 return (& padm addrprop_table[i]);

1384 }

1385 return (NULL);

1386

__unchanged_portion_onitted_
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You may not use this file except in conpliance with the License.
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Copyright (c) 2013 by Del phix. Al rights reserved.
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calls the callback function, of the form"‘ipadmprop_wfunc_t’ , for every
property in the table.

26 /*
27 * This file contains routines that are used to nodify/retrieve protocol or
28 * interface property values. It also hoI ds all the supported properties for
29 * both IP interface and protocols in ‘ipadmprop_desc_t'. Follow ng protocols
30 * are supported: IP, IPv4, |Pv6, TCP, SCTP, UDP and | C\P.
31 *
32 * This file also contains wal kers, which wal ks through the property table and
*
*
*

/

37 #include <unistd. h>

38 #include <errno. h>

39 #include <ctype. h>

40 #include <fcntl. h>

41 #include <strings.h>

42 #include <stdlib.h>

43 #include <netinet/in.h>
44 #include <arpal/inet.h>
45 #incl ude <sys/socki o. h>
46 #include <assert.h>

47 #include <libdllink.h>
48 #i ncl ude <zone. h>

49 #include "libi padm.i npl .
50 #include <inet/tunables. h>

52 #define | PADM_NONESTR "none"
53 #define DEF_METRI C_VAL 0 /* default netric value */
55 #define A _CNT(arr) (sizeof (arr) / sizeof (arr[0]))

57 static ipadmstatus_t i _ipadmvalidate_if (i padmhandl e_t, const char *,
58 uint_t, uint_t);
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60 /*

61 * Callback functions to retrieve property values fromthe kernel. These

62 * functions, when required, translate the values fromthe kernel to a format
63 * suitable for printing. For exanple: boolean values will be translated

64 * to on/off. They also retrieve DEFAULT, PERM and PGCSS| BLE val ues for

65 * a given property.

66 */

67 static ipadmpd_getf_t i_ipadmget_prop, i_ipadmget_ifprop_flags,
68 i _ipadmget_ntu, i_ipadmget_netric,

69 i _i padm get _usesrc, i_i padm get_forwarding,
70 i _i padm get _ecnsack, i _i padm get_host nodel ;
72 | *

73 * Callback function to set property values. These functions translate the
74 * values to a format suitable for kernel consunption, allocates the necessary
75 * ioctl buffers and then invokes ioctl()

*/

76

77 static ipadmpd_setf_t i_ipadmset_prop, i_ipadmset_ntu,

78 i _i padmset_ifprop_flags,

79 i _i padm set _nmetric, i_ipadm set_usesrc,

80 i _i padm set _forwarding, i_ipadmset_eprivport,
81 i _i padm set_ecnsack, 1_ipadm set_host nodel ;

83 /* array of protocols we support */

84 static int protocols[] = { MOD_PROTO | P, MOD_PROTO RAW P,

85 MOD_PROTO TCP, MOD_PROTO_UDP,

86 MOD_PROTO_SCTP };

88 /*

89 * Supported | P protocol properties.

90 */

91 static |padm prop_ desc_t ipadm.ip_prop_table[] = {

92 {" ‘arp”, NULL, |PADVPROP_CLASS | F, MOD PROTO. I PV4, 0,

91 { "arp", | PADVMPROP_CLASS | F, MOD_PROTO | PV4, 0,

93 i _ipadm set _ifprop_flags, i_ipadm get _onoff

94 i _ipadmget _ifprop_flags },

96 { "forwarding", NULL, |PADVPROP_CLASS MDIF, MOD PROTO. | PV4, 0,
95 { "forwarding", | PADI\/PR(]3 CLASS_MODI F,, MOD_PROTO_| PV4, 0,

97 i_i padm_ set _forwardi ng, i_i padm get_onoff,

98 i _i padm get _forwarding },

100 { "netric", NULL, |PADMPROP_CLASS |F, MOD_PROTO_ I PV4, O,

99 { "metric", |PADMPROP_CLASS |F, MOD _PROTO |PV4, O,

101 i _ipadmset_nmetric, NULL, i_ipadmget_netric },

103 { "nmtu", NULL, |PADVPROP_CLASS |F, MOD PROTO | PV4, O,

102 { "mu", | PADI\/PR(J3 CLASS_| F, NDD_PROTO_I PV4, 0,

104 i_ipadmset_ntu, i_i padm_get _ntu, i_i padm_get _ntu },

106 { "exchange_routes", NULL, |PADMPROP_CLASS |F, MOD_PROTO | PV4, O,
105 { "exchange_routes" IPADNPRCP CLASS_I F, MOD_PROTO | PV4, "0,
107 i _i padm set _i fpr op_flags, i_ipadmget_onoff,

108 i _ipadmaget _ifprop_flags },

110 { "usesrc", NULL, |PADMPROP_CLASS |F, MOD_PROTO I PV4, O,

109 { "usesrc", IPADI\/PR(JD CLASS_| F, MOD_PROTO | PV4, "0,

111 i _i padm set _usesrc, NULL, iii padm get _usesrc },

113 { "ttl", NULL, |PADVPROP_CLASS MODULE, MOD _PROTO | PV4, O,

112 { "ttl", | PADVPROP_CLASS MODULE, MOD_PROTO | PV4, O,

114 i _i padm set _prop, i_ipadmget_prop, i_ipadmget_prop },
116 { "forwarding", NULL, |PADMPROP_CLASS MODIF, MOD PROTO | PV6, O,
115 { "forwarding", |PADMPROP_CLASS MODI F, MOD_PROTO | PV6, O,
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e

}s

i _i padm set _forwarding, i_ipadm get_onoff,
i_ipadm get _forwarding },
"hoplimt", NULL, |PADMPROP_CLASS MODULE, MOD_PROTO | PV6, O,
“hoplimt", | PADMPROP_CLASS_MODULE, MOD_PROTO | PV6, O,
i _i padm set _prop, i_ipadmget_prop, i_i padmget_prop },

"metric", NULL, |PADMPROP_CLASS |F, MOD_PROTO | PV6, O,

metrl c", | PADMPROP_CLASS_| F, MOD_PROTO | PV6, O,
i padm set_metric, NULL, i_ipadmget netric },
"mtu", NULL, |PADVMPROP_CLASS |F, MOD PROTO | PV6, O,

"nmtu", | PADMPROP_CLASS | F, MOD_PROTO I PV6, O,
i_ipadmset_ntu, i_ipadmaget_ntu, i_ipadmaget_ntu },

"nud", NULL, | PADMPROP_CLASS |F, MOD PROTO | PV6, O,
"nud", | PADMPROP_CLASS_ | F, MOD_| PROTO I PV6, O,
i _ipadmset _ifprop_flags, i_ipadm get_onoff,
i_ipadmget _ifprop_flags },

"exchange_routes", NULL, | PADMPROP_CLASS |F, MOD_PROTO | PV6, O,
"exchange_r out es", IPADIVPRO3 CLASS_| F, MOD_PROTO | PV6, 0,

i _ipadmset _ifprop_flags, i_ipadmget_onoff,

i _i padm get _i fprop_fl ags }

"usesrc", NULL, | PADWMPROP_CLASS |F, MOD PROTO | PV6, O,
"usesrc", | PADNPRO3 CLASS I F, MOD PROTO I PV6, 0,
i i padm set _usesrc, NULL, i _i padm get _usesrc },

"host nodel ", NULL, | PADMPROP_CLASS MODULE, MOD PROTO | PV6, O,
"host nodel ", | PADMPROP_CLASS_MODULE, MOD_PROTO | PV6, 0,

i _i padm set _host nodel, i _i padm get _hostnodel |

i _i padm_get _host nodel },

"host nodel ", NULL, | PADMPROP_CLASS MODULE, MOD PROTO | PV4, O,
"host nodel ", IPADNPRCP CLASS_MODULE, MOD_PROTO | PV4, "0,

i i padm set _hostnodel, i _i padm get_host nodel |

i i padm_get _host nodel },

NULL, NULL, 0, O, 0O, NULL, NULL, NULL }
NULL, O, 0, 0, NULL, NULL, NULL }

/* possible values for TCP properties ‘ecn’ and ‘sack’ */

static const char *ecn_sack_vals[] = {"never"

"passive", "active", NULL};

/* Supported TCP protocol properties */
static ipadmprop_desc_t ipadmtcp_prop_table[] = {

{ "ecn", NULL,

{

{
{

P ]

A

~1 PADMPROP_CLASS_MODULE, - MOD_PROTO _TCP, O,
"ecn", | PADMPROP_CLASS_MODULE, MOD_PROTO TCP, 0,
i _i padm set _ecnsack, i _i padm get _ecnsack, i _i padm_get _ecnsack },

"extra_priv_ports", NULL, |PADMPROP_CLASS MODULE, MOD_PROTO TCP,
"extra_priv_ports", |PADMPROP_CLASS MODULE, MOD_PROTO_TCP,

| PADVPROP_MULVAL, i _i padm set_eprivport, i_i padm get_prop,

i _ipadmget_prop },

"| argest _anon port" NULL, | PADMPROP_CLASS _MODULE, MOD_PROTO TCP, O,
" argest anon_port", | PADMPROP_CLASS_MODULE, MOD PROTO TCP, O,
_I padm set _prop, i_| padm get _prop, i_i padm get_prop },
"max_buf", " _max_buf", | PADMPROP_CLASS MODULE, MOD PROTO TCP, O,
"recv_maxbuf", IPADNPR(P CLASS_MODULE, “MOD_PROTO TCP, O,
i _ipadm set_prop, i_i padmget_prop, i_i padmget_prop },

"recv_buf", "recv_maxbuf",

| PADMPROP_CLASS_MODULE, MOD_PROTO TCP, 0,
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i _i padm set _prop, i_ipadmget_prop, i_ipadmget_prop },

{ "sack", NULL, |PADMPROP_CLASS MODULE, MOD_PROTO TCP, O,
{" Sack" | PADMPROP_CLASS_MODULE, MOD_PROTO_TCP, O,

_i padm set _ecnsack, i_i padm get_ecnsack, i _i padm_get _ecnsack },
{ "send_buf", "send_nmaxbuf", | PADMPROP_CLASS MODULE, MOD_PROTO TCP, O,
{" send maxbuf " | PADVPROP._| O_ASS MODULE, MOD_PROTO TCP, O,
_i padm_ set _prop, i_ipadmget_prop, i_ipadm get_prop }
{ "smallest_anon_port", NULL, |PADMPROP_CLASS MODULE, MOD_PROTO TCP, O,
{ "smal | est_anon_port", IPADNPRCP CLASS_MODULE, MOD_PROTO TCP, 0O,
i _i padm set _prop, i _i padm get _prop, i_i padmget_prop },
{ "smallest_nonpriv_port”, NULL, | PADMPROP_CLASS MODULE, MOD PROTO TCP,
0, i_ipadmset_prop, i_ipadmget_prop, i_ipadmget_prop },
{ "snallest_nonpriv_port", | PADMVPROP_CLASS MODULE, MOD_PROTO TCP, O,
i _i padm set_prop, i_ipadmget_prop, i_ipadmget_prop },

NULL, NULL, 0, O, O, NULL, NULL, NULL }
NULL, 0, O, O, NULL, NULL, NULL }

P ]

/* Supported UDP protocol properties */
static i padm prop_desc_t ipadmudp_prop_table[] = {
ROP

I

{ "extra_priv_ports", NULL, |PADWP CLASS_MODULE, MOD_PROTO_UDP,
{ "extra_priv_ports", | PADMPRCP CLASS_MODULE, MD PROTO_ UDP,

| PADVPROP_MULVAL, i _i padm set_eprivport, i_i padm get_prop,

i _i padm get _prop },

{ "largest_anon_port", NULL, |PADMPROP_CLASS_MODULE, MOD _PROTO UDP, O,
{ "l argest _anon_port" IPADNPRCP CLASS_MODULE, MOD_PROTO_UDP, O,

i _I padm set _prop, i_| padm get _prop, i_i padm_get _prop },
{ "max_buf" _max_buf", | PADMPROP_CLASS MODULE, MOD PROTO UDP, O,
{ "recv rraxbuf IPADNPRCP CLASS_MODULE, MOD_PROTO _UDP, O,

i _i padm_ set _prop, i_ipadmget_prop, i_ipadm get_prop }
{ "recv_buf", "recv_maxbuf", |PADMPROP_CLASS_MODULE, MOD_PROTO UDP, O,
{ "send_ rraxbuf | PADMPROP. CLASS MODULE, MOD_PROTO UDP, 0,

i _i padm_ set _prop, i_ipadmget_prop, i_ipadm get_prop }
{ "send_buf", "send_maxbuf", |PADMPROP_CLASS_MODULE, MOD_PROTO UDP, O,
{ "smallest_anon_port", IPAD!VPR(]3 CLASS MODULE, MOD_PROTO _UDP, 0,

i _i padm set _prop, i _ipadm get _prop, i _i padm get _prop },
{ "smal |l est_anon_port", NULL, | PADMPROP_CLASS MODULE, MOD PROTO UDP, O,
{ "smallest_nonpriv_port", | F‘ADI\/PR(]3 CLASS MODULE, MOoD_PROTO UDP, O,

i _i padm set_prop, i_i padmget_prop, i_ipadmget_prop },

{ "smal I est _nonpriv_port", NULL, |PADVMPROP_CLASS MODULE, MOD_PROTO_UDP,
0, i_i padm set_prop, i _i padm get _prop, i_i padmget_prop },

{ NULL, NULL, O, 0, O, NULL, NULL, NULL }
{ NULL, 0, 0, 0, NULL, NULL, NULL }

/* Supported SCTP protocol properties */
static i padm prop_desc_t ipadmsctp_prop_table[] = {

{ "extra_priv_ports", NULL, | PADMPROP_CLASS MODULE, MOD_PROTO_SCTP,
{ "extra_priv_ports", |PADMPROP_CLASS MODULE, MOD_PROTO_SCTP,

| PADMPROP_MULVAL, i _i padm set_eprivport, i_i padm get_prop,

i _i padm get _prop },

{ "largest_anon_port", NULL, |PADMPROP_CLASS MODULE, MOD PROTO SCTP, O,
{ "largest_anon_port", |PADMPROP_CLASS MODULE, MOD_PROTO SCTP, O,
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221 i _i padm set _prop, i_ipadmget_prop, i_ipadmget_prop },

223 { "max_buf", "_max_buf", | PADMPROP_CLASS MODULE, MOD_PROTO SCTP, O,

216 {" recv maxbuf ™ IPADNPRO:’ CLASS_MODULE, “MOD_PROTO_SCTP, O,

224 _i padm_ set _prop, i_ipadmget_prop, i_ipadmget_prop },

226 { "recv_buf", "recv_maxbuf", | PADMPROP_CLASS MODULE, MOD_PROTO_SCTP,

219 {" send maxbuf " | PADMPROP_ CLASS MODULE, MOD_PROTO_SCTP, 0,

227 _i padm_ set _prop, i_ipadmget_prop, i_ipadmget_prop },

229 { "send_buf", "send_maxbuf", |PADMPROP_CLASS MODULE, MOD_PROTO SCTP,

222 { "small est_anon_port", IPADNPRCP CLASS_MODULE, MoD_PROTO_SCTP, O,

230 i _i padm set _prop, i _i padm get _prop, i_i padmget_prop },

232 { "smallest_anon_port", NULL, |PADVMPROP_CLASS_ MODULE, MOD PROTO SCTP, O,
225 { "small est_nonpriv_port", | PADI\/PR(JD CLASS_MODULE, MoD_PROTO SCTP, O,
233 i _i padm set_prop, i_i padmget_prop, i_i padmget_prop },

235 { "smallest_nonpriv_port", NULL, |PADMPROP_CLASS MODULE, MOD PROTO SCTP,
236 0, i_ipadmset_prop, i_ipadmget_prop, i_ipadmget_prop },

238 { NULL, NULL, 0, 0, O, NULL, NULL, NULL }

228 { NULL, 0, 0, 0, NULL, NULL, NULL }

239 };

241 [* Supported | CMP protocol properties */
242 static i padm prop_desc_t i padm icnmp_prop_table[] = {

243 { "max_buf", "_nmax_buf", | PADMPROP_CLASS MODULE, MOD_PROTO RAW P, O,
233 {" recv maxbuf ™ IPADNPRO:’_CLASS_IV[DULE, MOD_PROTO_RAW P, 0,

244 _i padm_ set _prop, i_ipadmget_prop, i_ipadmget_prop },

246 { "recv_buf", "recv_maxbuf", |PADMPROP_CLASS MODULE, MOD PROTO RAW P, O,
236 { "send_maxbuf", | PADMPROP_ CLASS MODULE, MOD_PROTO RAW P, 0,

247 i _i padm set _pr op, i_ipadmget_prop, i_ipadmget_prop },

249 { "send_buf", "send_maxbuf", |PADMPROP_CLASS MODULE, MOD_PROTO RAW P, O,
250 i i padm set _prop, i_i padm get _prop, i _i padmget_prop },

252 { NULL, NULL, 0, 0, O, NULL, NULL, NULL }

239 { NuULL, 0, 0, 0, NULL, NULL, NULL }

253 };

255 [ *

256 * A dummy private property structure, used while handling private
257 * protocol properties (properties not yet supported by |ibipadm.
258 */

259 static ipadmprop_desc_t ipadmprivprop =

260 { NULL, NULL, I PADMPROP_CLASS_MODULE, MOD_PROTO_NONE, O,
246 static ipadmpr op_desc t i padm privprop =\

247 { NULL, | PADVPROP_CLASS_MODULE, MOD_PROTO_NONE, O,
261 i _ipadm set_prop, i_ipadmget_prop, i_i padmget_prop };
263 /*

264 * Returns the property description table, for the given protocol
265 */

266 static ipadmprop_desc_t *

267 i _i padm get _propdesc_tabl e(uint_t proto)

268 {

269 switch (proto) {

270 case MOD_PROTO | P:

271 case MOD_PROTO | Pv4:

272 case MOD_PROTO_| PV6:

273 return (|padm|p prop_table);
274 case MOD_PROTO_RAW

275 return (|padm|cnp prop_table);

276 case MOD_PROTO_TCP:
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277 return (i padmtcp_prop_table);

278 case MOD_PROTO_UDP:

279 return (i padm udp_prop_table);

280 case MOD_PROTO_SCTP:

281 return (i padmsctp_prop_table);

282 }

284 return (NULL);

285 }

287 static ipadmprop_desc_t *

288 i{_i padm get _prop_desc(const char *pnane, uint_t proto, int *errp)
289

290 int err = 0;

291 bool ean_t mat ched_nanme = B_FALSE;

292 i padm prop_desc_t *ipdp = NULL, *ipdthbl;

294 if ((ipdtbl = i_ipadmget_propdesc_table(proto)) == NULL) {
295 err = EINVAL;

296 goto ret;

297 }

299 for (ipdp = ipdtbl; ipdp->ipd_name != NULL; ipdp++) {
300 if (strcnp(pnane, ipdp->ipd_nane) == 0 ||

301 (i pdp->i pd_ol d_nanme != NULL &&

302 strcnp(pname, ipdp->ipd_ol d_nane) == 0)) {
286 if (strcnp(pnane, ipdp->i pd_nane) == 0) {

303 mat ched_name = B_TRUE;

304 if (ipdp->ipd_proto == proto)

305 br eak;

306 }

307 }

309 if (ipdp->ipd_name == NULL) {

310 err = ENOENT

311 /* |f we mat ched nane, but failed protocol check */
312 if (matched_nane)

313 err = EPROTO

314 i pdp = NULL;

315 }

316 ret:

317 if (errp !'= NULL)

318 *errp = err;

319 return (ipdp);

320 }

__unchanged_portion_omtted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
/

NRERRRERRRER R
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22 * Copyright (c) 2010, Oacle and/or its affiliates. Al rights reserved.

23 * Copyright (c) 2013 by Del phix. Al rights reserved.
*
/

26 #ifndef _LIBI PADM | MPL_H
27 #define _LI Bl PADM | MPL_H

29 #ifdef _ cplusplus
30 extern "C' {
31 #endif

33 #include <sys/socket. h>

34 #include <net/if.h>

35 #include <libipadm h>

36 #include <libdl adm h>

37 #include <i padm.i pngnt . h>
38 #include <inet/tunabl es. h>
39 #include <netinet/in.h>

40 #i nclude <pt hread. h>

41 #include <libinetutil.h>

42 #include <libsocket_priv.h>

44 #define | PADM STRSI ZE 256

45 #define | PADM ONSTR "on"

46 #define | PADM OFFSTR "of f"

47 #define ARP_MOD_NAME "arp"

48 #define | PADM LOG CAL_SEP v

49 #define |1 PV6_M N_MIU 1280 /* rfc2460 */

51 /* mask for flags accepted by |ibipadm functions */
52 #define | PADM COWON OPT _MASK (1 PADM OPT_ACTI VE | | PADM OPT_PERSI ST)

54 /* QOpaque library handle */
55 struct ipadm handle {

56 I nt i ph_sock; /* socket to interface */
57 int i ph_ sock6 /* socket to interface */
58 int i ph_door fd /* door descriptor to ipngntd */
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59 int i ph rtsock; /*
60 dl adm handl e_t i ph_dl h; /*
61 ui nt 32_t i ph_flags [*
62 pt hread_nut ex_t i ph_l| ock; /*
63 zonei d_t i ph_zonei d; /*
64 };
__unchanged_portion_onitted_

94 #define ipadmstatic_addr i padm addr _|
95 #define ipadm static_ananme i padm_addr

96 #define ipadmstatic_prefixlen ipadm addr

routing socket */

handle to libdladmlibrary */
internal flags */

lock to set door_fd */

zonei d where handl e was opened */

u.
_u.
—u.
_u.
u.
_u.
—u.
_u.
u.
_u.
—u.

i padm st ati c_addr_s. i padm addr

i padm stati c_addr_s. i padm ahnane

i padm static_addr_s. i padm prefixlen
i padm stati c_addr_s. i padm dst addr

i padm st ati c_addr _s. i padm dhnane

i padm.ipv6_intfid_s.ipadmintfid

i padm.ipv6_intfid s.|padm_i ntfidlen
i padm.i pv6_intfid_s.ipadm statel ess
i padm i pv6_intfid_s.i padm st at ef ul

i padm dhcp_s. i padm primary

i padm dhcp_s. i padm wai t

97 #define ipadm static_dst_addr i padm_addr
98 #define ipadm static_dnanme i padm addr _|
99 #define ipadmintfid i padm_addr
100 #define ipadm.intfidlen i padm_addr
101 #define i padm statel ess i padm_addr
102 #define i padm st at ef ul i padm addr _|
103 #define ipadmprimary i padm_addr
104 #define ipadmwait i padm_addr
106 /*
107 * Data structures and cal |l back functions related to property nmanagenent
108 */
109 struct ipadm prop_desc;

110 typedef struct ipadm prop_desc ipadm prop_desc_t;

112 /* property set() callback */

113 typedef ipadmstatus_t ipadmpd_setf_t(ipadmhandle_t, const void *,

114 i padm prop_desc_t *, const void *, uint_t,

116 /* property get() callback */

uint_t);

117 typedef ipadmstatus_t ipadm pd_ getf _t(ipadm_handl e_t, const void *,
uint_t, ui nt _t);

118 i padm prop_desc_t *, char *, uint_t *,

120 struct |padm prop_desc {

121 char *i pd_nane; /*
122 char *ipd_ol d_nane; [/*
123 uint_t i pd_cl ass; /*
124 uint_t i pd_proto; /*
125 uint_t i pd_f1lags; /*
126 i padm pd_setf_t *ipd_set; /*
127 i padm pd_getf_t *ipd_get_range; /*
128 i padm pd_getf_t *ipd_get; /*
129 }

_hnchanged_port ion_omtted_

property name */

for backward conpatibility */

prop. class - global/perif/both */
protocol to which property bel ongs */
see bel ow */

set call back function */

get range cal |l back function */

get val ue call back function */
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1'\" te

2 .\" Copyright (c) 2012, Joyent, Inc. Al Rights Reserved

3 .\" Copyright (c) 2013 by Del phix. Al rights reserved.

4 .\" The contents of this file are subject to the terms of the Common Devel opnent
5 .\" You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE or http:
6 .\" Wen distributing Covered Code, include this CDDL HEADER in each file and In
7 .TH | PADM 1M "May 14, 2012"

8 . SH NAME

9 ipadm\- configure | P network interfaces and protocol properties.

10 . SH SYNOPSI S

11 . LP

12 . nf

13 \fBipadm fR create-if [\fB-t\fR \flinterface\fR

14 . fi

16 . LP

17 .nf

18 \fBipadm fR disable-if [\fB-t\fR \flinterface\fR

19 . fi

21 .LP

22 .nf

23 \fBipadm fR enable-if [\fB-t\fR] \flinterface\fR

24 . fi

26 .LP

27 .nf

28 \fBipadm fR delete-if \flinterface\fR

29 .fi

31 .LP

32

. nf
33\¥Bipadn\fR showif [[\fB-p\fR \fB-o\fR\fIfieldfR,...]] [\flinterface\fR]
i

36 .LP
. nf

38 \fBipadmM fR set-ifprop [\fB-t\fR \fB-p\fR \flprop\fR=<\flvalue\fR[,...]>\fB-m
fi

41 . LP
. nf

43 \fBipadmfR reset-ifprop [\fB-t\fR \fB-p\fR\flprop\fR\fB-mfR \flprotocol\fR
i

46 . LP

47 . nf

48 \fBi padm f R show-ifprop [[\fB-c\fRI\fB-o\fR \flfield\fR,...]] [\fB-p\fR \flprop
49 [\flinterface\fR]

50 .fi

52 .LP

53 . nf

54 \fBi padm fR create-addr [\fB-t\fR] \fB-T\fR static [\fB-d\fR]

55 \fB-a\fR {local |renpte}=\fladdr\fR[/\flprefixlen\fR],... \fladdrobj\fR
56 .fi

58 .LP
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59
60
61

63
64
65
66

67 .f

107

109
110
111
112

114
115
116
117

119
120
121
122

124

. nf
\fBi padm fR create-addr [\fB-t\fR] \fB-T\fR dhcp [\fB-WfR \flseconds\fR | forev
i

.LP

. nf

\fBi padm fR create-addr [\fB-t\fR] \fB-T\fR addrconf [\fB-i\fR \flinterface-id\f
[\fB-p\fR {stateful | statel ess}={yes|no},..] \fladdrobj\fR

i

.LP

. nf
\f Bi padm f R down-addr [\fB-t\fR] \fladdrobj\fR
fi

.LP
. nf
\ fBi padm f R up-addr [\fB-t\fR] \fladdrobj\fR
i

.LP
. nf
\f Bi padm fR di sabl e-addr [\fB-t\fR] \fladdrobj\fR
fi

. LP
. nf
\?Bipadn\fR enabl e-addr [\fB-t\fR] \fladdrobj\fR
i

.LP
. nf
\fBipadm fR refresh-addr [\fB-i\fR] \fladdrobj\fR
i

. LP
. nf
\fBi padm fR del ete-addr [\fB-r\fR] \fladdrobj\fR
fi

.LP
. nf
\fBi padm f R showaddr [[\fB-p\fR] \fB-o\fR\fIfield\fR[,...]] [\fladdrobj\fR]
Cfi

.LP
. nf
\fBi padm fR set-addrprop [\fB-t\fR \fB-p\fR \flprop\fR=<\flvalue\fR[,...]> \fla
i

. LP
. nf
\fBi padm fR reset-addrprop [\fB-t\fR] \fB-p\fR \flprop\fR=<\flvalue\fR[,...]> \f
i

.LP
. nf
\;Bipadn\fR show addrprop [[\fB-c\fR \fB-o\fR \flfield\fR,...]1] [\fB-p\fR \flp
i

.LP
. nf
\fBipadm fR set-prop [\fB-t\fR \fB-p\fR \flprop\fR +|-]=<\flvalue\fR[,...]> \fl
fi

.LP
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125
126

. nf
\fBipadm fR reset-prop [\fB-t\fR \fB-p\fR\flprop\fR \flprotocol\fR

127 .fi

129

.LP

130 . nf

131

\'f Bi padm f R showprop [[\fB-c\fR \fB-o\fR\fIfield\fR[,...]] [\fB-p\fR \flprop\

132 . fi

134
135
136

138
139
140
141
142
143
144
145
146
147

. SH DESCRI PTI ON

. sp
.LP

The \fBi padm fR conmand is a stable replacenment for the \fBifconfig\fR(1M and
\fBndd\ fR(1M commands. It is used to create IP interfaces and to confgure IP
addresses on those interfaces. It is also used to get, set or reset properties
on interfaces, addresses and protocols.

.LP

For subcommands that take an \fladdrobj\fR, the \fladdrobj\fR specifies a

uni que address on the system It is made up of two parts, delimted by a '/’.

The first part is the nane of the interface and the second part is a string up
to 32 characters long. For exanple, "lo0/v4" is a |oopback interface

addr obj nane.

148 . LP

149
150

152

153 .
154 .

155

156 .

157
158
159
160
161
162
163
164
165
166
167
168
169
170

172

174
175
176
177

For subcormmands that take a \flprotocol\fR this can be one of
the followi ng values: ip, ipv4, ipv6, icnp, tcp, sctp or udp.

. SH SUBCOMVANDS

The foll owi ng subcommands are supported:

.ne 2

. na

\fB\fBcreate-if\fR [\fB-t\fR] \flinterface\fRfR

.ad

.sp .6

.RS 4n

The \fBcreate-if\fR subconmmand is used to create an IP interface that will
handl e both | Pv4 and | Pv6 packets. The interface will be enabled as part of
the creation process. The IPv4 interface will have the address 0.0.0.0.
The 1 Pv6 interface will have the adress ::.

Sp
The \fB-t\fR option (also \fB--tenporary\fR) neans
that the creation is tenporary and will not be persistent across reboots.

.sp
. RE

.sp
.ne 2

.na
\fB\fBdisable-if\fTR[\fB-t\fR] \flinterface\fRfR
d

178 .a

179
180
181
182
183
184
185

187

189
190

.sp .6
.RS 4n
The \fBdi sabl e-i f\fR subcommand is used to disable an IP interface.

Sp
The \fB-t\fR option (also \fB--tenporary\fR) means
that the disable is tenporary and will not be persistent across reboots.
.sp

.RE

.sp
.ne 2
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191
192
193
194
195
196
197
198
199
200

202 .

204
205
206
207

. na
\fB\fBenable-i f\fR [\fB-t\fR] \flinterface\fRfR

.ad

.sp .6

.RS 4n

The \fBenabl e-i f\fR subconmand is used to enable an IP interface.

Sp
The \fB-t\fR option (also \fB--tenporary\fR) means
that the enable is tenporary and wll not be persistent across reboots.
-Sp

RE

.sp
.ne 2

. na
\fB\fbdelete-if\fR \flinterface\fRfR
d

208 . al

209
210
211
212

214

216
217
218
219

.sp .6

. RS 4n

The \fBdel ete-if\fR subconmand is used to pernanently delete an IP interface.
.sp

. RE

.sp
.ne 2

. ha
\fg\sthow-if\fR [[\fB-p\fR \fB-o\fR\fIfield\fR[,...]] [\flinterface\fR\fR

220 . al

221
222
223
224

.sp 6

RS 4

The \sthow-lf\fR subcommand is used to show the current IP interface
configuration.

225 .s

226
227

p
The \fB-p\fR option (also \fB--parsable\fR) prints
the output in a parsable format.

228 .s

229
230
231
232
233
234
235
236
237
238
239

p
The \fB-o\fR option (also \fB--output\fR) is used
to select which fields will be showmn. The field value can be one of the
fol |l owi ng nanes:
.sp
.ne 2
. nha
.RS 4n
\f BALL\fR
.ad
.RS 4n
Display all fields

240 . RE

242
243

.sp
.ne 2

244 . na

245
246
247
248

\ f Bl FNAME\ f R

.ad

. RS 4n

The nane of the interface

249 . RE

251
252

.sp
.ne 2

253 .na

254
255
256

\ f BSTATE\ f R
.ad
. RS 4n
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257 The state can be one of the follow ng val ues
258 .sp

259 .ne 2

260 .na

261 . RS 4n

262 ok - resources for the interface have been all ocated
263 .sp

264 offline - the interface is offline

265 .sp

266 failed - the interface’s datalink is down
267 .sp

268 down - the interface is down

269 .sp

270 disabled - the interface is disabled

271 . RE

272 . RE

274 .sp

275 .ne 2

276 .na

277 \ f BCURRENT\ f R

278 . ad

279 . RS 4n

280 A set of single character flags indicating the follow ng
281 .sp

282 .ne 2

283 .na

284 . RS 4n

285 b - broadcast (mutually exclusive with 'p’)
286 . br

287 m - nulticast

288 . br

289 p - point-to-point (rutually exclusive with 'b")
290 . br

291 v - virtual interface
292 . br

293 |1 - | PMP

294 . br

295 s - | PMP standby

296 . br

297 i - I PMWP inactive

298 . br

299 V - VRRP

300 . br

301 a - VRRP accept node
302 . br

303 4 - |Pv4

304 . br

305 6 - IPv6

306 . RE

307 .RE

309 .sp

310 .ne 2

311 .na

312 \ f BPERSI STENT\ f R

313 . ad

314 . RS 4n

315 A set of single character flags showi ng what configuration wll
316 next time the interface is enabl ed
317 .sp

318 .ne 2

319 .na

320 . RS 4n

321 s - | PMP standby

322 .br

be used the
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323 4 - 1pPv4
324 . br

325 6 - IPV6
326
327
328

R

330 . RE

332 .sp

333 .ne 2

334 .na

335 \fB\fBset-ifprop\fR [\fB-t\fR] \fB-p\fR \flprop\fR=<\flvalue\fR,...]>\fB-mMfR
336 . ad

337 .sp .6

338 . RS 4n

339 The \fBset-ifprop\fR subcommand is used to set a property’s value(s) on the IP
340 interface

341 .sp

342 The \fB-t\fR option (also \fB--tenporary\fR) neans

343 that the setting is tenmporary and will not be persistent across reboots

344 .sp

345 The \fB-p\fR option (also \fB--prop\fR) specifies the property name and

346 val ue(s). The property nane can be one of the follow ng

347 .sp

348 .ne 2

349 .na

351 . RS 4n

353 \fBarp\fR
354 . ad

355 . RS 4n

356 Enables ("on") or disables ("off") ARP.
357 . RE

359 .sp

360 .ne 2

361 .na

362 \fBexchange_routes\fR

363 . ad

364 . RS 4n

365 Enables ("on") or disables ("off") the exchange of routing data
366 . RE

368 .sp

369 .ne 2

370 .na

371 \fBforwardi ng\fR

372 . ad

373 . RS 4n

374 Enables ("on") or disables ("off") IP forwarding
375 .RE

377 .sp

378 .ne 2

379 .na

380 \fBnetric\fR

381 . ad

382 . RS 4n

383 Set the routing netric to the nuneric value. The value is treated as extra
384 hops to the destination

385 . RE

387 .sp
388 .ne 2
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389
390
391
392
393
394

396
397

398 .

399
400
401
402

.na
\fBnmtu\fR

.ad

.RS 4n

Set the maximumtransm ssion unit to the nuneric val ue.
. RE

.sp
.ne 2

na
\ f Bnud\ f R

.ad

.RS 4n

Enabl es ("on") or disables ("off") neighbor unreachability detection.

403 . RE

405
406

407 .

408
409
410
411
412

.sp
.ne 2

na
\ f Busesrc\fR

.ad

. RS 4n

I ndi cates which interface to use for source address selection. A value
"none" may al so be used.

413 . RE

414

416
417
418
419

421
422

424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442

444 |

446 .
447 .

448
449
450

451 .
452 .

453
454

. RE

.sp

The \fB-m fR option (also \fB--nodul e\fR) specifies which protocol
the setting applies to.

.sp

. RE
. RE

.sp
.ne 2

.na
\fB\fBreset-ifprop\fR [\fB-t\fR] \fB-p\fR\flprop\fR\fB-mfR \flprotocol\fR \fl
.ad

.sp .6

.RS 4n

The \fBreset-ifprop\fR subcommand is used to reset an IP interface’s property
value to the default.

.sp
The \fB-t\fR option (also \fB--tenporary\fR) neans
that the disable is tenporary and will not be persistent across reboots.

.sp
The \fB-p\fR option (also \fB--prop\fR) specifies the property nane.
See the \fBset-ifprop\fR subcommand for the |list of property nanes.
.sp

The \fB-m fR option (also \fB--mdul e\fR) specifies which protocol
the setting applies to.

.sp

\fB\fBshow i fprop\fR [[\fB-c\fRI\fB-o\fR\fIfiel d\fR,...]] [\fB-p\fR\flprop\fR
fl

[
interface\fRI\fR

Bshow i f prop\f R subcomrand is used to display the property val ues
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455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471

473
474
475
476
477
478
479
480

482
483
484
485
486
487
488

for one or all of the IP interfaces.

.sp
The \fB-c\fR option (also \fB--parsable\fR) prints
the output in a parsable format.

.sp
The \fB-o\fR option (also \fB--output\fR) is used

to select which fields will be shown. The field value can be one of the
foll owi ng nanes:

.sp

.ne 2

. na

.RS 4n

\f BALL\f R

.ad

.RS 4n

Display all fields

. RE

.sp
.ne 2

. na
\ f Bl FNAME\ f R

.ad

. RS 4n

The nane of the interface
. RE

.sp
.ne 2

.na
\ f BPROPERTY\ f R

.ad

. RS 4n

The nane of the property

489 . RE

491
492
493
494
495
496
497

.sp
.ne 2

.na
\f BPROTO f R

. al
.RS 4n
The nane of the protocol

498 . RE

500
501
502
503
504
505
506
507

509
510
511
512
513
514
515
516

518
519
520

.sp
.ne 2

.nha
\ f BPERM f R

.ad

. RS 4n

If the property is readable ("r") and/or witable ("w').
.RE

.sp
.ne 2

.na
\ f BCURRENT\ f R

.ad

. RS 4n

The val ue of the property
.RE

.sp
.ne 2
.na
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521
522
523
524

\ f BPERSI STENT\ f R

.ad

. RS 4n

The persistent value of the property

525 . RE

527
528
529
530
531
532
533

.Sp
.ne 2

.na
\ f BDEFAULT\ f R

.ad

. RS 4n

The default value of the property

534 . RE

536
537

.sp
.ne 2

538 .na

539
540
541
542

\ f BPCSSI BLE\ f R

.ad

.RS 4n

The possi bl e values for the property

543 . RE

544 .

RE

546 .s

547
548
549

p
The \fB-p\fR option (also \fB--prop\fR) is used
to specify which properties to display. See the \fBset-ifprop\fR
subcommand for the |ist of property names.

550 .s

551
552
553

555

557
558
559
560
561

p
The \fB-m fR option (also \fB--modul e\fR) specifies which protocol
to display.
.sp

. RE

.sp

.ne 2

na

\fB\f Bcr eat e- addr\fR [\fB-t\fR] \fB-T\fR static [\fB- d\fR] \\
\fB-a\fR {local [rempte}=\fladdr\fR[/\flprefixlen\fR],... \fladdrobj\fRfR

562 . br

563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580

582

\fB\fBcreate-addr\fR [\fB-t\fR] \fB-T\fR dhcp [\fB-wWfR \flseconds\fR | forever

. br

\fB\fBcreate-addr\fR [\fB-t\fR] \fB-T\fR addrconf [\fB-i\fR \flinterface-id\fR]
[\fB-p\fR {stateful | statel ess}={yes|no},..] \fladdrobj\fRfR

.ad

.sp .6

. RS 4n

The \fBcreate-addr\fR subcommand is used to set an address on an IP interface.

The address will be enabl ed but can disabl ed using the \fBdisable-addr\fR

subcomrand. This subcommand has three different forms, depending on the

value of the \fB-T\fR option.

Sp
The \fB-t\fR option (also \fB--tenporary\fR) neans
that the address is tenporary and will not be persistent across reboots.

Sp
The \fB-T\fR static option creates a static addrobj. This takes the follow ng
options:
. RS 4n

The \fB-d\fR option (also \fB--down\fR) neans the address is down.

583 .s

584
585
586

p
The \fB-a\fR option (also \fB--address\fR) specifies the address.
The "local" or "renpte" prefix can be used for a point-to-point interface.
In this case, both addresses nust be given.
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587
588
589

591

593
594
595

597
598
599

601

603
604
605

607
608
609
610
611
612

614 .

615

617
618
619
620
621
622
623
624
625
626
627
628
629

631

633
634
635
636
637
638
639
640
641
642
643
644
645

647

649
650

O herwi se, the equal sign ("=") should be omtted and the address shoul d be
provi ded by itself and with no second address.

-Sp
.RE

The \fB-T\fR dhcp option causes the address to be obtained via DHCP.
This takes the follow ng options:
.RS 4n

The \fB-wAfR option (also \fB--wait\fR) gives the tinme, in seconds,
that the command shoul d wait to obtain an address.
.sp

. RE

The \fB-T\fR addrconf option creates an auto-configured address.
This takes the follow ng options:
. RS 4n

The \fB-i\fR option (also \fB--interface-id\fR) gives the interface IDto
be used.

sp
The \fB-p\fR option (also \fB--prop\fR) indicates which nethod of
aut o-configuration shoul d be used.

- Sp

RE
. RE

.sp
.ne 2

.na
\fB\fBdown-addr\fR [\fB-t\fR] \fladdrobj\fRfR

.ad

.sp .6

. RS 4n

The \ fBdown-addr\fR subconmand is used to down the address. This will
stop packets from being sent or received.

.sp
The \fB-t\fR option (also \fB--tenporary\fR) neans

that the down is tenporary and will not be persistent across reboots.
.sp

. RE

.sp
.ne2

\fg\fBup addr\fR [\fB-t\fR \fladdrobj\fRfR

.sp .6

RS 4n

The \ f Bup-addr\f R subconmand is used to up the address. This will
enabl e packets to be sent and received.

.sp
The \fB-t\fR option (also \fB--tenporary\fR) neans

that the up is tenporary and will not be persistent across reboots.
.sp

. RE

.sp
.ne 2

651 . na

652

\fB\f Bdi sabl e-addr\fR [\fB-t\fR] \fladdrobj\fRfR

10
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653 . ad

654 .sp .6

655 . RS 4n

656 The \fBdi sabl e-addr\fR subcommand is used to disable the address

657 .sp

658 The \fB-t\fR option (also \fB--tenporary\fR) neans

659 that the disable is temporary and will not be persistent across reboots
660 .sp

662 . RE

664 .sp

665 .ne 2

666 .na

667 \fB\fBenabl e-addr\fR [\fB-t\fR] \fladdrobj\fRfR

668 . ad

669 .sp .6

670 . RS 4n

671 The \fBenabl e-addr\fR subcommand is used to enabl e the address
672 .sp

673 The \fB-t\fR option (also \fB--tenporary\fR) neans

674 that the enable is tenporary and will not be persistent across reboots
675 .sp

677 .RE

679 .sp

680 .ne 2

681 .na

682 \fB\fBrefresh-addr\fR [\fB-i\fR \fladdrobj\fR fR

683 . ad

684 .sp .6

685 . RS 4n

686 The \fBrefresh-addr\fR subcommand is used to extend the | ease for DHCP

687 addresses. It also restarts duplicate address detection for Static addresses

688 .sp
689 The \fB-i\fR option (also \fB--informfR) neans

690 that the network configuration will be obtained from DHCP without taking
691 a | ease on the address

692 .sp

694 . RE

696 .sp
697 .ne 2

698 .na

699 \fB\fBdel ete-addr\fR [\fB-r\fR] \fladdrobj\fRfR

700 . ad

701 .sp .6

702 .RS 4

703 The \fBdel et e-addr\fR subcommand del etes the given address

704 .sp

705 The \fB-r\fR option (also \fB--release\fR) is used for DHCP-assigned
706 addresses to indicate that the address should be rel eased

707 .sp

709 . RE

711 .sp
712 .ne 2
713

715 . ad
716 .sp .6
717 . RS 4n

718 The \fBshow addr\fR subcommand is used to show the current address properties

. ha
714 \fB\fBshowaddr\fR [[\fB-p\fR] \fB-o\fR\flIfield\fR,...]] [\fladdrobj\fRI\fR

11
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719 .sp

720 The \fB-p\fR option (also \fB--parsable\fR) prints
721 the output in a parsable format

722 .sp

723 The \fB-o\fR option (also \fB--output\fR) is used
724 to select which fields will be shown. The field value can be one of the
725 foll owi ng nanes

726 .sp

727 .ne 2

728 .na

729 . RS 4n

730 \fBALL\fR

731 . ad

732 . RS 4n

733 Display all fields

734 .RE

736 .sp

737 .ne 2

738 .na

739 \ f BADDROBJ\ f R

740 . ad

741 . RS 4n

742 The nane of the address
743 . RE

745 .sp
746 .ne 2

747 .na

748 \f BTYPE\ f R

749 . ad

750 . RS 4n

751 The type of the address. It can be "static", "dhcp" or "addrconf"
752 .RE

754 .sp
755 .ne 2

756 .na

757 \f BSTATE\fR

758 . ad

759 . RS 4n

760 The state of the address. It can be one of the follow ng val ues
761 .sp

762 .ne 2

763 .na

764 . RS 4n

765 di sabl ed s see the \fBdisabl e-addr\fR subcommand

766 .sp

767 down - see the \fBdown-addr\fR subcommand

768 .sp

769 duplicate - the address is a duplicate

770 .sp

771 inaccessible - the interface for this address has failed
772 .sp

773 ok - the address is up

774 .sp

775 tentative - duplicate address detection in progress

776 . RE

777 .RE

779 .sp

780 .ne 2

781 .na

782 \ f BCURRENT\ f R
783 . ad

784 . RS 4n

12
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785
786
787
788
789
790
791
792
793
794
795
796

797 .

798

799 .
800 .

802
803
804
805
806
807
808
809

810 .
811 .
812 .
813 .

814

815 .

816

p
817 .

818

A set of single character flags indicating the follow ng:
.sp

.ne 2

.na

.RS 4n

U- up

. br

u - unnunbered (matches another |ocal address)

. br

p - private, not advertised to routing

t - tenporary |Pv6 address

d - deprecated (not used for outgoing packets)

.sp
.ne 2

.na
\ f BPERSI STENT\ f R
.ad

. RS 4n

A set of single character flags showing the configuration which will be used
when the address is enabl ed.

- private, not advertised to routing

d - deprecated (not used for outgoing packets)

819 . RE

820

822
823
824
825
826
827
828
829
830

832

834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850

. RE

.sp
.ne 2

.na
\ f BADDR f R
.ad

. RS 4n
The address
. RE

.RE
.RE

.sp
.ne 2

.na
\fg\stet-addrprop\fR [\fB-t\fR] \fB-p\fR \flprop\fR=<\flvalue\fR[,...]> \fladdr
. al

.sp .6

. RS 4n

The \fBset - addrprop\fR subconmmand is used to set a property’s value(s) on the
addr obj .

.sp
The \fB-t\fR option (also \fB--tenmporary\fR) neans
that the setting is tenporary and will not be persistent across reboots.

.sp
The \fB-p\fR option (also \fB--prop\fR) specifies the property nane and
val ue(s). The property name can be one of the follow ng:

.sp
.ne 2

new usr/src/ man/ manlni i padm 1m

851
853

855
856
857
858

. ha
. RS 4n

\ f Bbroadcast\fR

.ad

. RS 4n

The broadcast address (read-only)

859 . RE

861
862
863
864
865
866
867
868
869

871
872

873 .

874
875
876
877

.sp
.ne 2

.na
\ f Bdepr ecat ed\ f R
.ad

.RS 4n

The address should not be used to send packets but can still receive packets.

Can be "on" or "off
. RE

.sp
.ne 2

na
\fBprefixlen\fR
.ad

. RS 4n

The nunber of bits in the I Pv4 netmask or |Pv6 prefix.

878 . RE

880
881
882
883
884
885
886
887
888

890
891
892
893
894
895
896
897
898

900
901
902
903
904
905
906
907

909

910 .

912
913
914
915
916

.sp
.ne 2

.na
\fBprivate\fR
.ad

. RS 4n

The address is not advertised to routing.
Can be "on" or "off".

.RE

.sp
.ne 2

. na

\fBtransmt\fR

.ad

. RS 4n

Packets can be transmitted.
Can be "on" or "off".

.RE

.sp
.ne 2

.nha
\fBzone\ f R

.ad

.RS 4n

The zone the addrobj is in.
.RE

. RE
RE

.sp
.ne 2

.na
\fB\fBreset-addrprop\fR [\fB-t\fR] \fB-p\fR \flprop\fR \fladdrobj\fR fR

.ad

14



new usr/src/ man/ manlni i padm 1m 15

917
918
919
920
921
922
923
924
925
926
927

929

931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955

957
958

959 .

960
961
962
963

.sp .6

. RS 4n

The \fBreset-addrprop\fR subcommand is used to reset an addrobj’s property
value to the default.

.sp
The \fB-t\fR option (also \fB--tenmporary\fR) neans
that the disable is temporary and will not be persistent across reboots.

.sp
The \fB-p\fR option (also \fB--prop\fR) specifies the property nane.
See the \fBset-addrprop\fR subconmand for the |ist of property nanmes.
.sp

.RE

.sp
.ne 2

.na
\ f B\ f Bshow addrprop\fR [[\fB-c\fRI\fB-o\fR \fIfield\fR,...]] [\fB-p\fR \flprop\
.ad

.sp .6

.RS 4n

The \ f Bshow addr prop\f R subconmmand is used to display the property val ues
for one or all of the addrobjs.

.sp

The \fB-c\fR option (also \fB--parsable\fR) prints

the output in a parsable format.

.sp

The \fB-o\fR option (also \fB--output\fR) is used

to select which fields will be shown. The field value can be one of the
fol | owi ng nanes:

.sp

.ne 2

.na

.RS 4n

\fBALL\fR

.ad

. RS 4n

Display all fields

. RE

.sp
.ne 2

na

\ f BADDROBJ\ f R

. al
.RS 4n
The nane of the addrobj

964 . RE

966
967
968
969
970
971
972

.sp
.ne 2

.na
\ f BPROPERTY\ f R

.ad

.RS 4n

The nane of the property

973 . RE

975
976
977
978
979
980
981
982

.sp
.ne 2

.na
\ f BPERM f R

.ad

. RS 4n

If the property is readable ("r") and/or witable ("w').
.RE
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984
985
986
987
988
989
990
991

993
994
995
996
997
998
999
1000

1002
1003
1004
1005
1006
1007
1008
1009

1011
1012
1013
1014
1015
1016
1017

.sp
.ne 2

.na
\ f BCURRENT\ f R

.ad

. RS 4n

The val ue of the property
.RE

.sp
.ne 2

.na
\ f BPERSI STENT\ f R

.ad

. RS 4n

The persistent value of the property
. RE

.sp
.ne 2

.na
\ f BDEFAULT\ f R

.ad

.RS 4n

The default val ue of the property
. RE

.sp
.ne 2

. na

\ f BPOSSI BLE\ f R

. al
.RS 4n
The possi bl e values for the property

1018 . RE

1019

1021
1022
1023
1024
1025

1027

1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045
1046
1047
1048

. RE

.sp
The \fB-p\fR option (also \fB--prop\fR) is used

to specify which properties to display. See the \fBset-addrprop\fR
subcommand for the |ist of property names.

.sp

. RE

.sp
.ne 2

.na
\fg\stet—prop\fR [VfB-t\fR] \fB-p\fR \flprop\fR +|-]=<\flvalue\fR[,...]> \flpro
a

.sp .6

. RS 4n

The \fBset-prop\fR subconmand is used to set a property’ s value(s) on the
prot ocol .

.sp
The \fB-t\fR option (also \fB--tenporary\fR) neans
that the setting is tenporary and will not be persistent across reboots.

.sp
The \fB-p\fR option (also \fB--prop\fR) specifies the property nane and

val ue(s). The optional [+]-] syntax can be used to add/renove val ues fromthe
current list of values on the property.

The property nanme can be one of the follow ng:

s

.ne 2
. ha



new usr/src/ man/ manlni i padm 1m

1050 . RS 4n

1052 \fBecn\fR

1053 . ad

1054 . RS 4n

1055 Explicit congestion control (TCP-only)

1056 Can be "never", "passive" or "active".

1057 . RE

1059 \fBextra_priv_ports\fR

1060 . ad

1061 . RS 4n

1062 Additional privileged ports (SCTP, TCP or UDP)

1063 . RE

1065 \f Bf orwardi ng\f R

1066 . ad

1067 . RS 4n

1068 Packet forwar di ng i s enabl ed.

1069 Can be "on" or "off"

1070

1072 \fBhoplinmit\fR

1073 . ad

1074 . RS 4n

1075 The 1Pv6 hoplimt.

1076 . RE

1078 \f Bl argest _anon_port\fR

1079 . ad

1080 . RS 4n

1081 Largest epheneral port (SCTP, TCP or UDP)

1082 . RE

1084 \ f Bmax_buf\fR

1083 \f Brecv_maxbuf\fR

1085 . ad

1086 . RS 4n

1087 Maxi mum receive or send buffer size (1cawe, SCTP, TCP, or UDP). This also
1088 sets the upper limt for the \fBrecv_buf\fB and \stend buf\fB properties.
1086 Receive buffer size (ICWP, SCTP, TCP or UDP)

1089 . RE

1091 \fBrecv_buf\fR

1092 . ad

1093 . RS 4n

1094 Default receive buffer size (ICW, SCTP, TCP, or UDP). The maxi mum val ue for
1095 this property is controlled by the \fBmax_buf\fR property.
1096 . RE

1098 \fBsack\fR

1099 .a

1100 . RS 4n

1101 Sel ecti ve acknow edgement (TCP)

1102 Can be "active", "passive" or "never"

1103

1105 \fBsend_buf\fR

1096 \fBsend_maxbuf\fR

1106 . ad

1107 . RS 4n

1108 Default send buffer size (I CMP, SCTP, TCP, or UDP). The maxi num val ue for
1109 this property is controlled by the \fBnmax_buf\fR property.
1099 Send buffer size (ICWMP, SCTP, TCP or UDP)

1110

. RE

17
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1112
1113
1114
1115

\fBsnal | est _anon_port\fR
.ad

.RS 4n
Snal | est

epheneral port (SCTP, TCP or UDP)

1116 . RE

1118
1119
1120
1121

\fBsmal | est _nonpriv_port\fR
. ad

.RS 4n
Snmal | est

non-privileged port (SCTP, TCP or UDP)

1122 . RE

1124
1125
1126
1127
1128

1130

1131

1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144

\fBttI\fR

.ad

. RS 4n

The 1Pv4 tine-to-live.
. RE

RE
.RE

.sp
.ne 2

.na
\fB\fBreset-prop\fR [\fB-t\fR] \fB-p\fR \flprop\fR \flprotocol\fRfR
.ad

.sp .6

.RS 4n

The \fBreset-prop\fR subcommand is used to reset
value to the default.

a protocol's property

.sp
The \fB-t\fR option (also \fB--tenporary\fR) neans
that the disable is temporary and will not be persistent across reboots.

1145 .s

1146
1147
1148

1150

1152
1153
1154
1155

p
The \fB-p\fR option (also \fB--prop\fR) specifies the property nane.
See the \fBset-prop\fR subcommand for the list of property nanes.
.sp

.RE

.sp
.ne 2

. ha
\fg,\sthow-prop\fR [[\fB-c\fRI\fB-o\fR\fIfield\fR[,...]] [\fB-p\fR \flprop\fR,.

1156 . a

1157
1158
1159
1160

.sp .6

. RS 4n

The \ f Bshow prop\fR subcommand is used to display the property val ues
for one or all of the protocols.

1161 .s

1162
1163

p
The \fB-c\fR option (also \fB--parsable\fR) prints
the output in a parsable format.

1164 .s

1165
1166
1167
1168
1169
1170
1171
1172
1173
1174
1175

p
The \fB-o\fR option (also \fB--output\fR) is used
to select which fields will be showmn. The field value can be one of the
foll owi ng nanes:
.sp
.ne 2
. na
. RS 4n
\fBALL\f R
.ad
.RS 4n

Display all fields

1176 . RE
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1178
1179
1180
1181
1182
1183
1184

.sp
.ne 2

.na

\f BPROTO f R

.ad

. RS 4n

The nane of the protocol

1185 . RE

1187
1188
1189
1190
1191
1192
1193

.sp
.ne 2

.na
\ f BPROPERTY\ f R

.ad

. RS 4n

The nane of the property

1194 .RE

1196
1197
1198
1199
1200
1201
1202
1203

1205
1206
1207
1208
1209
1210
1211
1212

1214
1215
1216
1217
1218
1219
1220
1221

1223
1224
1225
1226
1227
1228
1229
1230

1232
1233
1234
1235
1236
1237
1238
1239
1240

1242

.sp
.ne 2

.na
\ f BPERM f R

.ad

.RS 4n

If the property is readable ("r") and/or witable ("w').
. RE

.sp
.ne 2

. ha
\ f BCURRENT\ f R

. al
.RS 4n

The val ue of the property
.RE

.sp
.ne 2

.na
\ f BPERSI STENT\ f R

.ad

. RS 4n

The persistent value of the property
.RE

.sp
.ne 2

.na

\ f BDEFAULT\ f R

.ad

. RS 4n

The default value of the property
. RE

.sp
.ne 2

. na

\ f BPOSSI BLE\ f R

.ad

. RS 4n

The possi bl e values for the property
. RE

.RE

.sp

19
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1243 The \fB-p\fR option (also \fB--prop\fR) is used

1244 to specify which properties to display. See the \fBset-prop\fR
1245 subconmmand for the list of property nanes.

1246 .sp

1248 . RE

1250 . SH SEE ALSO

1251 .sp

1252 . LP

1253 \fBifconfig\fR(1M, \fBdladmM fR(1M, \fBndd\fR(1M, \fBzonecfg\fR(1M,

1254 \fBarp\fR(1M, \fBcfgadm fR(1M, \fBif_nmpadm fR(1M, \fBnssw tch.conf\fR(4),
1255 and \fBdhcp\fR(5).
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governi ng perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]
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/
21 /*

22 * Copyright (c) 1991, 2010, Oacle and/or its affiliates. Al rights reserved.

23 * Copyright (c) 2013 by Del phix. Al rights reserved.
*
/

25 /* Copyright (c) 1990 Mentat Inc. */

27 #include <sys/types. h>

28 #include <sys/stream h>
29 #include <sys/stropts. h>
30 #include <sys/strlog. h>
31 #include <sys/strsun. h>
32 #define _SUN TPl VERSI ON 2
33 #include <sys/tihdr. h>

34 #include <sys/tinod. h>

35 #include <sys/ddi.h>

36 #include <sys/sunddi . h>
37 #include <sys/strsubr.h>
38 #include <sys/suntpi.h>
39 #include <sys/xti_inet.h>
40 #include <sys/cmm_err. h>
41 #incl ude <sys/kmem h>

42 #include <sys/cred. h>

43 #incl ude <sys/policy. h>
44 #include <sys/priv. h>

45 #include <sys/ucred. h>

46 #include <sys/zone. h>

48 #i ncl ude <sys/socki o. h>

49 #include <sys/socket. h>

50 #i nclude <sys/socketvar.h>
51 #include <sys/vtrace. h>

52 #include <sys/sdt.h>

53 #i ncl ude <sys/debug. h>

54 #include <sys/isa_defs. h>
55 #incl ude <sys/random h>

56 #include <netinet/in.h>

57 #include <netinet/ip6.h>
58 #include <netinet/icnp6. h>
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#i

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

#i
#i

#i

#i

B

st
st
st
st

st
st
st
st
st
st

st
st
st
st
st
st
st
st

st

ncl ude <netinet/udp. h>

ncl ude <inet/common. h>

ncl ude <inet/ip.h>

ncl ude <inet/ip_inpl.h>
ncl ude <inet/ipsec_inpl.h>
ncl ude <inet/ip6.h>

nclude <inet/ip_ire.h>
nclude <inet/ip_if.h>

ncl ude <inet/ip_multi.h>
ncl ude <inet/ip_ndp. h>

ncl ude <inet/proto_set.h>
ncl ude <inet/m b2. h>

ncl ude <inet/nd. h>

ncl ude <inet/optcom h>

ncl ude <inet/snnpcom h>
ncl ude <inet/kstatcom h>
ncl ude <inet/ipclassifier.h>

ncl ude <sys/tsol /| abel.h>
ncl ude <sys/tsol/tnet.h>

ncl ude <inet/raw p_inpl.h>

ncl ude <sys/disp. h>

Synchroni zati on notes:

RAWP is MI and uses the usual kernel synchronization primtives. W use
conn_l ock to protect the icnp_t.

Pl unbi ng not es:
ICMP is always a device driver. For conpatibili
it is possible to I_PUSH "icnp", but that resul
dummy nodul e.

/

y with m bopen() code
s in pushing a passthrough

-

atic void
atic void

i cnp_addr _req(queue_t *q, nblk_t *np);

icnp_tpi _bind(queue_t *q, nblk_t *np);

atic void icnp_bind_proto(icnp_t *icnp);

atic int icnp_build_hdr_tenplate(conn_t *, const in6_addr_t *,
const in6_addr_t *, uint32_t);

atic void icnp_capability_req(queue_t *q, nblk_t *np);

atic int icnp_cl ose(queue_t *q, int flags);

atic void icnp_cl ose_free(conn_t *);

atic void i cnp_t pi _connect (queue_t *qg, nblk_t *nmp);

atic void i cnp_t pi _di sconnect (queue_t *q, nblk_t *np);

atic void icnp_err_ack(queue_t *q, nmblk_t *np, t_scalar_t t_error,
int sys_error);

atic void icnp_err_ack_prinm(queue_t *qg, nblk_t *np, t_scalar_t primtive,
t_scalar_t tlierr, int sys_error);

atic void icnmp_icnp_input(void *argl, nblk_t *np, void *arg2,
ip_recv_attr_t *)

atic void icnp

*

ip_recv_attr_|

atic void icnp_info_req(queue_t *q, nblk_t *np);

atic void icnp_input(void *, mblk_t *, void *, ip_recv_attr_t *);

atic conn_t *icnp_open(int famly, cred_t *credp, int *err, int flags);

atic int i cnmp_openv4(queue_t *q, dev_t *devp, int flag, int sflag,
cred_t *credp);

i cnp_openv6(queue_t *q, dev_t *devp, int flag, int sflag,
cred_t *credp);

atic boolean_t icnp_opt_allow udr_set(t_scalar_t level, t_scalar_t nanme);

c icrrp_error_i pvé(conn_t *connp, nblk_t *np,
t ;
c

atic int

int icnp_opt_set(conn_t *connp, uint_t optset_context,

int level, int nanme, uint_t inlen,



new usr/src/uts/comon/inet/ip/icnp.c

124 uchar _t *invalp, uint_t *outlenp, uchar_t *outvalp,

125 void *thisdg_attrs, cred_t *cr);

126 int icn'p_opt_get(conn_t *connp, int level, int nane,

127 uchar _t *ptr);

128 static int i cnp_out put neV\.dst(conn t *connp, nblk_t *data_np, sin_t *sin,
129 sin6_t *sin6, cred_t *cr, pid_t pid, ip_xnmt_attr_t *ixa);
130 static nmbl k_t *i crrp_prepend_hdr(conn_t *, ip_xmt_attr_t *, const ip_pkt_t
131 const in6_addr_t *, const in6_addr_t uint32_t, nblk_t *, int *);

132 static nmbl k_t *i cnp_prepend_header _tenpl ate(conn_t *, ip_xmt_attr_t *,
133 mbl k_t *, const 1n6_addr_t *, uint32_t, int *);
134 static int i cnp_snnp_set (queue_t *q, t_scal ar_t level, t_scalar_t nane,

135 uchar _t *ptr, int len);

136 static void icnp_ud_err(queue_t *q, mblk_t *np, t_scalar_t err);
137 static void i cnp_t pi _unbi nd(queue_t *q, nblk_t *np);

138 static void icnmp_wput (queue_t *q, nblk_t *np);

139 static void i cnp_wput _fal | back(queue_t *q, nblk_t *np);

140 static void i cnp_wput _ot her (queue_t *q, nblk_t *np);

141 static void i cnmp_wput _i ocdat a(queue_t *q, nblk_t *np);

142 static void icnmp_wput _restricted(queue_t *q, nblk_t *np);

143 static void icmp_ul p_recv(conn_t *, nblk_t *, uint_t);

145 static void
146 static void

*rawi p_stack_i
raw p_stack_fi

nit(netstacki d_t stackid,
ni (netstacki d_t stackid,

netstack_t *ns);
void *arg);

148 static void *rawi p_kstat _init(netstackid_t stackid);
149 static void rawi p_kstat _fini (netstackid_t stackid, kstat_t *ksp);
150 static int raw p_kstat “updat e(kstat _t *kp, int rw)
151 static void raw p_st ack_shut down( net st acki d_t st acki d, void *arg);

153 /* Common routines for TPl and socket nodule */

154 static conn_t *rawi p_do_open(int, cred_t *, int *, int);

155 static void raw p_do_cl ose(conn_t *);

156 static int rawi p_do_bi nd(conn_t *, struct sockaddr *, socklen_t);
157 static int rawi p_do_unbi nd(conn_t *);

158 static int

159 cred_t *, pid_t);

161 int raw p_get socknane(sock_| ower _handl e_t, struct sockaddr *,
162 socklen_t *, cred_t *);

163 int raw p_get peer nane(sock_| ower _handl e_t, struct sockaddr *,
164 socklen_t *, cred_t *);

166 static struct nndulelnfou:np nod_info = {

167 5707, "icnp", 1, INFPSZ, 512, 128

168 };
__unchanged_portion_omtted_

216 static int

217 icnp_set_buf _prop(netstack_t *stack, cred_t *cr, mod_prop_info_t *pinfo,
218 const char *ifnane, const void *pval, uint_t flags)

219 {

220 return (nod_set_buf_prop(stack->netstack_i cnp->is_propinfo_tbl,
221 stack, cr, pinfo, ifnane, pval, flags));

222 }

224 static int

225 icnp_get _buf _prop(netstack_t *stack, nod_prop_info_t *pinfo, const char *ifnane,
226 void *val, uint_t psize, uint_t flags)

227 {

228 return (mod_get_buf _prop(stack->netstack_icnp->is_propinfo_tbl, stack,
229 pinfo, ifname, val, psize, flags));

230 }

232 | *

233 * Al of these are alterable,
234 *

within the min/nmax values given, at run tine.

raw p_do_connect (conn_t *, const struct sockaddr *, socklen_t,
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235 * Note: All those tunables which do not start with
236 * therefore are public. See PSARC 2010/ 080.

237 */

238 static nmod_prop_info_t icnp_propinfo_tbl[] = {
239 /* tunable - 0 */

"i cnp_”

{0},

240 { "_woff_extra", MOD_PROTO RAW P,

241 “mod_set _ui nt 32 mod_get _ui nt 32,

242 {0, 71287 32}, {32} T,

244 { "_ipva_ttl", MOD_PROTO RAW P,

245 nmod_set _ui nt 32, nod_get _ui nt 32,

246 {1, 255, 255}, {255} },

248 { i pv6_hoplimt", MOD_PROTO RAW P,

249 “nod_set _ui nt 32 mod_get _ui nt 32,

250 {0, "1 PV6_NMAX_ HCPS 1 PV6_ DEFAULT __HOPS},
251 {1 PV6_DEFAULT_HOPS} 1},

253 { " _bsd_conpat”, MOD_PROTO RAW P,

254 nod_set _bool ean, nod_get _bool ean,

255 {B_TRUE}, {B_TRUE} },

257 { "send_buf", MOD PROTO RAW P,

258 icnp_set_buf_prop, icnp_get_buf_prop,
241 { "send_naxbuf", MOD_PROTO RAW P,

242 mod_set _ui nt 32, nod_get _uint 32,

259 {4096, 65536, 8192} {8192} 1},

261 { "_xmt_lowat", MOD_PROTO RAW P,

262 nod_set _ui nt 32, nod_get uint 32,

263 {0, 65536, 1024} {1024} 1},

265 { "recv_buf", MOD_PROTO RAW P,

266 i cnp_set _buf _prop, icnp_ get buf_prop,
249 { "recv_maxbuf", MOD_PROTO RA

250 mod_set _ui nt 32, nod_get _ui nt 32

267 {4096, 65536, 8192} {8192} 1},

269 { "max_buf", MOD_PROTO RAW P,

253 { "_max buf MOD_PROTO_RAW P,

270 “nod_set UI nt 32, nod_get _ui nt 32,

271 {65536, ULP_ MAX BUF, 256*1024}, {256*1024} },
255 {65536, 1024*1024*1024, 256*1024},
273 { "_pntu_discovery", MOD _PROTO RAW P,

274 mod_set _bool ean, nod_get _bool ean,

275 {B_FALSE}, {B_FALSE} },

277 { "_sendto_ignerr", MOD_PROTO RAW P,

278 nod_set _bool ean, nod_get _bool ean,

279 {B_FALSE}, {B_FALSE} },

281 { "?", MOD_PROTO RAWP, NULL, nod_get_all prop,
283 { NULL, 0, NULL, NULL, {0}, {0} }

284 }

_hnchanged_port ion_omtted_

are Committed

{256 * 1024} },

{oy 1.

and
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License

*

*

*

*

*

*

*

*

*

*

* Wen distributing Covered Code, include this CDDL HEADER i n each
* file and include the License file at usr/src/ OPENSOLARI S. LI CENSE
* |f applicable, add the follow ng below this CDDL HEADER, with the
* fields enclosed by brackets "[]" replaced with your own identifying
* information: Portions Copyright [yyyy] [nane of copyright owner]

*
*
*
*
*
*
*
*

CDDL HEADER END
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21/

22 Copyright (c) 1991, 2010, Oracle and/or its affiliates. Al rights reserved
23 Copyright (c) 1990 Mentat Inc

24

Copyright (c) 2013 by Del phix. Al rights reserved
/

28 * This file contains the interface control functions for IP
*/

31 #include <sys/types. h>

32 #include <sys/stream h>
33 #include <sys/dl pi.h>

34 #include <sys/stropts. h>
35 #include <sys/strsun. h>
36 #i nclude <sys/sysnacros. h>
37 #include <sys/strsubr.h>
38 #include <sys/strlog. h>
39 #include <sys/ddi.h>

40 #i ncl ude <sys/sunddi . h>
41 #include <sys/cmm_err. h>
42 #include <sys/kstat.h>

43 #incl ude <sys/debug. h>

44 #incl ude <sys/zone. h>

45 #incl ude <sys/sunldi.h>
46 #include <sys/file.h>

47 #incl ude <sys/ bitmap. h>
48 #i ncl ude <sys/cpuvar. h>
49 #include <sys/tinme. h>

50 #include <sys/ctype. h>

51 #include <sys/knmem h>

52 #include <sys/systm h>

53 #i ncl ude <sys/param h>

54 #include <sys/socket.h>
55 #include <sys/isa_defs. h>
56 #include <net/if.h>

57 #include <net/if_arp. h>
58 #include <net/if_types. h>
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8846
8847
8848
8849

#
#
#
#
#
#
#i
#i
#i
#i
#i

#

#

#

#

#

#

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

#
#
#
#
#
#

#
#

#
#

#
#
/*

| *

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude

ncl ude
ncl ude

ncl ude
ncl ude

<net/if_dl.h>
<net/route. h>
<sys/ socki 0. h>
<netinet/in.h>
<netinet/ip6. h>
<netinet/icnp6. h>
<netinet/ignp_var. h>
<sys/policy. h>
<sys/ et hernet. h>
<sys/cal | b. h>
<sys/ md5. h>
<inet/common.h> /* for various inet/m.h and inet/nd.h needs */
<inet/m.h>

<i net/nd. h>

<i net/tunabl es. h>

<i net/arp. h>

<inet/ip_arp. h>

<inet/m b2. h>

<inet/ip.h>

<inet/ip6. h>

<inet/ip6_asp. h>

<inet/tcp. h>

<inet/ip_multi.h>

<inet/ip_ire.h>

<inet/ip_ftable.h>

<inet/ip_rts.h>

<inet/ip_ndp. h>

<inet/ip_if.h>

<inet/ip_inpl.h>

<inet/sctp_ip. h>

<inet/ip_netinfo.h>

<inet/ilb_ip.h>

<netinet/ignp. h>
<inet/ip_listutils.h>
<inet/ipclassifier.h>
<sys/mac_client.h>
<sys/dl d. h>

<sys/ mac_f | ow. h>

<sys/system nf 0. h>
<sys/ boot conf . h>

<sys/tsol /tndb. h>
<sys/tsol/tnet.h>

<inet/raw p_inpl.h> /* needed for icnp_stack_t */
<inet/udp_inpl.h> /* needed for udp_stack_t */

The character which tells mhere the ill_name ends */
#defi ne | Pl F_SEPARATOR CHAR

IPioctl function table entry */
typedef struct ipft_s {
int

1 pft_cnd;
pfi_t ipft_pfi;
I nt ipft_mn_size
int ipft_flags;
} oipft_t;
__unchanged_portion_onitted_
/*
* process the SIOC{SET| GET} PROP ioctl’'s
*
/
/* ARGSUSED */
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8850 static void 8898 if (pinfo == NULL) {
8851 ip_sioctl_getsetprop(queue_t *q, nblk_t *np) 8910 /* search for given property in respective protocol propinfo table */
8852 { 8911 for (pinfo = ptbl; pinfo->npi_nane !'= NULL; pinfo++) {
8853 struct iocblk *iocp = (struct iochlk *)mp->b_rptr; 8912 if (strcnp(pinfo->npi _nane, pioc->npr_name) == 0 &&
8854 bl k_t *mpl = np->b_cont; 8913 pi nfo >np| _proto == pi oc->npr_proto)
8855 nmod_i oc_prop_t *pioc; 8914 br eak
8856 nmod_prop_info_t *ptbl = NULL, *pinfo = NULL; 8915 }
8857 i p_stack_t *| pst; 8916 if (pinfo->nmpi _name == NULL) {
8857 icnp_stack_t *is; 8899 m ocnak(qg, mp, 0, ENCENT);
8858 tcp_stack_t *tcps; 8900 return;
8859 sctp_stack_t *sct ps; 8901 }
8860 udp_stack_t *us;
8858 net stack_t *st ack; 8903 set = (iocp->ioc_cnd == SI OCSETPROP) ? B_TRUE : B_FALSE;
8862 voi d *cbarg; 8904 if (set & pinfo->npi_setf !'= NULL) {
8859 cred_t *cr; 8905 cr = meg_getcred(np, NULL);
8860 bool ean_t set; 8906 if (cr == NULL)
8861 int err; 8907 cr = iocp->ioc_cr;
8908 err = pinfo->npi _setf(stack, cr, pinfo, pioc->npr_ifnane,
8863 ASSERT( g- >q_next == NULL); 8926 err = pinfo->npi _setf(cbarg, cr, pinfo, pioc->npr_ifnane,
8864 ASSERT(CONN_Q(Q) ) ; 8909 pi oc->npr _val, pioc->npr_flags);
8910 } else if (!set && pinfo->npi_getf !'= NULL) {
8866 if (!getset_ioctl_checks(m)) { 8911 err = pinfo->npi _getf(stack, pinfo, pioc->npr_ifnane,
8867 m ocnak(q, nmp, O, EINVAL); 8929 err = pinfo->npi _getf(cbarg, pinfo, pioc->npr_ifnane,
8868 return; 8912 pi oc->npr_val, pioc->npr_val size, pioc->npr_flags);
8869 } 8913 } else {
8870 i pst = CONNQ_TO_ I PST(Qq); 8914 err = EPERM
8871 stack = ipst->i ps_netstack; 8915 }
8872 pioc = (nod_ioc_prop_t *)mpl->b_rptr;
8917 if (err 1=0) {
8874 switch (pioc- >err _proto) { 8918 m ocnak(qg, mp, 0, err);
8875 case MOD_PROTO 8919 } else {
8876 case MOD_PROTO_ I PV4 8920 if (set)
8877 case MOD_ PROTO | PV6: 8921 m ocack(q, mp, 0, 0);
8878 ptbl = ipst->ips_propinfo_thl; 8922 el se /* For get, we need to return back the data */
8883 cbarg = 1pst; 8923 m ocack(qg, np, iocp->ioc_count, 0);
8879 br eak; 8924 }
8880 case MOD_PROTO_RAW P: 8925 }
8881 ptbl = stack->netstack_i cnp->is_propinfo_tbl;
8886 I's = stack->netstack_icnp; 8927 /*
8887 ptbl = is->is_propinfo_thl; 8928 * process the | egacy ND GET, ND SET ioctl just for {i p| 6} f orwar di ng
8888 cbarg = is; 8929 * as several routing daemons have unfortunat el y used th "unpubl i shed’
8882 br eak; 8930 * but well-known ioctls.
8883 case MOD_PROTO TCP: 8931 */
8884 ptbl = stack->netstack_tcp->tcps_propinfo_tbl; 8932 /* ARGSUSED */
8891 tcps = stack->netstack_tcp; 8933 static void
8892 ptbl = tcps->tcps_propinfo_tbl; 8934 i p_process_| egacy_nddprop(queue_t *q, nblk_t *np)
8893 charg = tcps; 8935 {
8885 br eak; 8936 struct iochlk *iocp = (struct iocblk *)np->b_rptr;
8886 case MOD_PROTO_UDP: 8937 nbl k_t *mpl = np->b_cont;
8887 ptbl = stack->netstack_udp->us_propinfo_tbl; 8938 char *pnane, *pval, *buf;
8896 us = stack->netstack_udp; 8939 ui nt _t buf si ze, proto;
8897 ptbl = us->us_propinfo_thl; 8940 nmod_prop_info_t *pinfo = NULL;
8898 charg = us; 8958 nmod_prop_info_t *ptbl = NULL, *pinfo = NULL;
8888 br eak; 8941 i p_stack_t *| pst;
8889 case MOD_PROTO_SCTP: 8942 int err = 0;
8890 ptbl = stack->netstack_sctp->sctps_propinfo_tbl;
8901 sctps = stack->netstack_sctp; 8944 ASSERT( CONN_Q(q));
8902 ptbl = sctps->sctps_propinfo_tbhl; 8945 i pst CONNQ_TO | PST( q);
8903 cbarg = sctps;
8891 br eak; 8947 if (iocp->oc_count == 0 || npl == NULL) {
8892 defaul t: 8948 m ocnak(g, np, 0, EINVAL);
8893 m ocnak(q, nmp, 0, EINVAL); 8949 return;
8894 return; 8950 }
8895 }
8952 mpl->b_datap->db_linf-1] = "\0"; /* Force null termnation */
8897 pi nfo = nod_prop_l ookup(pthbl, pioc->npr_nane, pioc->npr_proto); 8953 pval = buf = pnanme = (char *)npl->b_rptr;
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8954 buf si ze = MBLKL(npl);

8956 if (strcnp(pnanme, "ip_forwarding") == 0) {

8957 pnane = "forwarding";

8958 proto = MOD_PROTO | PV4;

8959 } else if (strcnp(pnanme, "ip6_forwarding") == 0) {

8960 pnane = "forwarding";

8961 proto = MOD_PROTO | PV6;

8962 } else {

8963 m ocnak(q, nmp, O, EINVAL);

8964 return;

8965 }

8967 pi nfo = nod_prop_| ookup(i pst->i ps_propinfo_tbl, pnane, proto);
8985 ptbl = ipst->ips_propinfo_thbl;

8986 for (pinfo = ptbl; pinfo->npi_nane != NULL; pinfo++) {

8987 if (strcnp(pinfo->nmpi_narme, pname) == 0 &&

8988 pi nf o- >npi _proto == prot o)

8989 break;

8990 }

8992 ASSERT( pi nf o- >npi _name ! = NULL);

8969 switch (iocp->ioc_cnmd) {

8970 case ND_GET:

8971 if ((err = pinfo- >np| _getf(ipst->ips_netstack, pinfo, NULL, buf,
8972 buf si ze, 0)) ==

8996 if ((err = pinfo->npi _getf(i pst, pinfo, NULL, buf, bufsize,
8997 0)) ==0) {

8973 m ocack(q, np, iocp->ioc_count, 0);

8974 return;

8975

8976 br eak;

8977 case ND_SET:

8978 /*

8979 * puffer will have property nane and value in the foll ow ng
8980 * format,

8981 * <property name>'\0’ <property value>\0", extract them
8982 */

8983 whil e (*pval ++)

8984 noop;

8986 if (!*pval || pval >= (char *)npl->b_wptr) {

8987 err = EINVAL;

8988 } elseif ((err = pinfo- >np| setf(lpst >j ps_net stack, NULL,
8989 pinfo, NULL, pval, 0)) == 0) {

9013 } else if ((err = pinfo->npi setf(lpst, NULL, pinfo, NULL,
9014 pval, 0)) == 0)

8990 mocack(q, mp, 0, 0);

8991 return;

8992

8993 br eak;

8994 defaul t:

8995 err = ElI NVAL;

8996 br eak;

8997 }

8998 m ocnak(qg, nmp, 0, err);

8999 }

__unchanged_portion_omtted_
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3942 inject sanity into ipadmtcp buffer size properties

3943 _snd_lowat _fraction tcp tunable has no effect

Revi ewed by: Adam Levent hal <ahl @lel phi x. con»

Revi ewed by: Peng Dai <peng. dai @el phi x. con>

IR R R R R R R RS R R RS R RS R SRR R RS R R R R R REREREEEEEEEEE]
1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensolaris.org/os/licensing.

* See the License for the specific |anguage governi ng perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

/
21 /*

22 * Copyright (c) 1991, 2010, Oacle and/or its affiliates. Al rights reserved.

23 * Copyright (c) 2013 by Del phix. Al rights reserved.
*
/

25 /* Copyright (c) 1990 Mentat Inc. */

27 #include <inet/ip.h>

28 #include <inet/ip6.h>

29 #include <inet/ip_if.h>

30 #include <inet/ip_ire.h>

31 #include <inet/ipclassifier.h>
32 #include <inet/ip_inpl.h>

33 #include <inet/tunables.h>

34 #include <sys/sunddi.h>

35 #include <sys/policy.h>

37 /* How long, in seconds, we allow frags to hang around. */
38 #define | P_REASM TI MEQUT 15

39 #define | PV6_REASM TI MEOUT 60
41 | *
42 * Set ip{,6} forwarding values. If the value is being set on anill,
43 * find the ill and set the value on it. On the other hand if we are nodifyi g
44 * global property, nodify the global value and set the value on all the ills
*

46 /* ARGSUSED */
47 static int
48 ip_set_forwardi ng(netstack_t *stack, cred_t *cr, mod_prop_| |nfo t *pinfo,

47 ip_set _forwardi ng(void *cbarg, cred_t *cr, mod_prop_info_t *pinfo,
49 const char *ifname, const void* pval, uint_t flags)

50

51 char *end;

52 unsi gned | ong new_val ue;

53 bool ean_t per_ill, isv6;

54 ill_wal k_context_t ctx;

55 il I_t il

56 i tack_t *i pst st ack->net st ack_i p;

tack_t *i pst (i p_stack_t *)cbarg;
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58 if (flags & MOD_PROP_DEFAULT) {
59 new_val ue = pinfo->prop_def_bval ;
60 } else {
61 if (ddl st rt oul (pvaI &end, 10, &new value) != 0 ||
62 1="\0")
63 return (EINVAL) ;
64 if (new.value !'= B_TRUE & new_val ue ! = B_FALSE)
65 return (EI NVAL);
66 }
68 per_ill = (ifnane !'= NULL && ifnane[0] !="\0");
69 /*
70 * if it’s not per ill then set the global property and bring all the
71 * ills up to date with the new gl obal val ue.
72 */
73 if (lper_ill)
74 pi nf o->prop_cur_bval = (new_value == 1 ? B_TRUE : B_FALSE);
76 i sv6 = (pinfo->npi_proto == MOD_PROTO | PV6 ? B TRUE : B FALSE);
77 rw enter (& pst->ips_ill_g_lock, RWREADER);
78 if (isve6)
79 i1l = ILL_START WALK V6(&ctx, ipst);
80 el se
81 ill = I LL_START_WALK V4(&ctx, ipst);
83 for (; ill = NULL; ill =1ill_next(&tx, ill)) {
84 /*
85 * if the property needs to be set on a particul ar
86 * interface, look for that interface.
87 */
88 if (per_ill && strcnp(ifnane, ill->ill_nane) != 0)
89 conti nue;
90 (void) ill forward _set(ill, new_value != 0);
91 }
92 rw exit(& pst->ips_ill_g_lock);
94 return (0);
95 }

97 static int
98 i p_get_forwardi ng(netstack_t *stack, nmod_prop_info_t *pinfo,
97 ip_get _forwarding(void *cbarg, mod_prop_info_t *pinfo, const
99 void *pval, uint_t pr_size, uint_t flags)

{

const char *ifnaneg,
char *ifnane,

101 bool ean_t val ue;

102 ill_wal k_context_t ctx;

103 ill_t il

104 i p_stack_t *ipst = stack->netstack_ip;

103 i p_stack_t *ipst = (| p_stack_t *)cbarg;

105 bool ean_t get _def = (flags & MOD_PROP_DEFAULT);

106 bool ean_t get perm = (flags & MOD_PRCP_PERM) ;

107 bool ean_t i sv6;

108 size_t nbytes = O;

110 if (get perrr) {

111 nbytes = snprintf(pval, pr_size, "%", MOD_PROP_PERM RW;
112 goto ret;

113 } else if (get_def)

114 nbytes = snprintf(pval, pr_size, "%", pinfo->prop_def_bval);
115 goto ret;

116 }

118 /*

119 * if per interface value is not asked for return the current
120 * gl obal val ue
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121 */

122 if (ifname == NULL || ifname[0] == '"\0") {

123 nbytes = snprintf(pval, pr_size, "%l", pinfo->prop_cur_bval);
124 goto ret;

125 }

127 i sv6 = (pinfo->npi_proto == MOD_PROTO | PV6 ? B_TRUE : B_FALSE);
128 rw_enter (& pst->ips_ill_g_lock, RWREADER);

129 if (isve6)

130 i1l = | LL_START_WALK V6(&ctx, ipst);

131 el se

132 i1l = ILL_START WALK V4(&ctx, ipst);

133 for (; ill '= NULL; ill =ill_next(&tx, ill)) {

134 /*

135 * if the property needs to be obtained on a particular
136 * interface, look for that interface.

137 *

138 if (strep(ifname, ill->ill_nanme) == 0)

139 break;

140 1

141 if (ill == NULL)

142 rw exit(& pst->ips_ill_g_lock);

143 return (ENXIO;

144 1

145 value = ((ill->ill_flags & | LLF_ROUTER) ? B_TRUE : B _FALSE);
146 rw exit(& pst->ips_ill_g_lock);

147 nbytes = snprintf(pval, pr_size, "%", value);

148 ret:

149 if (nbytes >= pr_size)

150 return (ENOBUFS);

151 return (0);

152 }

154 /*

155 * ‘ip_debug’ is a global variable. So, we will be nodifying the global
156 * variabl e here.

157 *

158 /* ARGSUSED */

159 int

160 i p_set_debug(netstack_t *stack, cred_t *cr, nod_prop_i nfo t *pinfo,
159 i p_set _debug(void *cbarg, cred_t *cr, nod _prop_| info_t *pinfo,

161 const char *ifnanme, const void* pval, uint_t flags)

162 {

163 unsi gned | ong new_val ue;

164 int err;

166 if (cr !'= NULL && secpolicy_net_config(cr, B_FALSE) != 0)

167 return (EPERM;

169 if ((err = nod_uint32_value(pval, pinfo, flags, &new value)) != 0)
170 return (err);

171 i p_debug = (uint32_t)new_val ue;

172 return (0);

173 }

175 /*

176 * ip_debug is a global property. For default, perm ssion and val ue range
177 * we retrieve the value from‘pinfo’. However for the current value we
178 * retrieve the value fromthe gl obal variable ‘ip_debug’

179 */

180 /* ARGSUSED */

181 int

182 i p_get _debug(netstack_t *stack, nmod_prop_info_t *pinfo, const char *ifnane,

181 i p_get _debug(void *cbarg, nod_prop_info_t *pinfo, const char *ifnang,
183 void *pval, uint_t psize, uint_t flags)
184 {
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185 bool ean_t get _def = (flags & MOD_PROP_DEFAULT);

186 bool ean_t get perm = (flags & MOD_PROP_PERM;

187 bool ean_t get _range = (flags & MOD_PROP_ POSSI BLE) ;

188 size_t nbytes;

190 bzero(pval, psize);

191 if (get_perm

192 nbytes = snprintf(pval, psize, "%", MOD_PROP_PERM RW ;
193 else if (get_range)

194 nbytes = snprintf(pval, psize, "%-%",

195 pi nf o->prop_m n_uval , pi nfo->prop_max_uval);

196 else if (get_def)

197 nbytes = snprintf(pval, psize, "%", pinfo->prop_def_uval);
198 el se

199 nbytes = snprintf(pval, psize, "%", ip_debug);

200 if (nbytes >= psize)

201 return (ENOBUFS);

202 return (0);

203 }

205 /*

206 * Set the CGIP (nultirouting) filtering status. |If the status is changed
207 * fromactive to transparent or fromtransparent to active, forward the

208 * new status to the filtering nodule (if |oaded).

209 *

210 /* ARGSUSED */

211 static int

212 ip_set_cgtp_filter(netstack_t *stack, cred_t *cr, nod_prop_info_t
211 ip_set_cgtp_filter(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

213 const char *ifnane, const void* pval, uint_t flags)

214 {

215 unsi gned | ong new_val ue;

216 i p_stack_t *i pst = stack->netstack_ip;

215 i p_stack_t *ipst = (ip_stack_t *)cbarg;

217 char *end;

219 if (flags & MOD_PROP_DEFAULT) {

220 new_val ue = pinfo->prop_def_bval ;

221 } else {

222 if (ddi_st rtoul (pval, &end, 10, &new value) !'= 0 ||
223 *end !'="\0" || newvalue>l) {

224 return (EI NVAL);

225 }

226 1

227 if (!pinfo->prop_cur_bval && new value) {

228 cnm_err (CE_NOTE, "IP: enabling CGIP filtering%",
229 |pst—>|p5|p cgtpfllter _ops == NULL ?

230 (rmodul e not |oaded)" : "");

231 }

232 if (pinfo->prop_cur_bval && ! new_val ue) {

233 cnm_err (CE_NOTE, "IP: disabling CGTP filtering%",
234 |pst—>|p3|p cgtpfllter _ops == NULL ?

235 (rmodul e not |oaded)" : "");

236 }

237 if (|pst >|p5|p cgtp_filter_ops != NULL) {

238 res;

239 net st acki d t stacki d = ipst->i ps_netstack->netstack_stacki d;
241 res = ipst->ips_ip_cgtp_filter_ops->cfo_change_state(stackid,
242 new_val ue) ;

243 if (res)

244 return (res);

245 }

246 pi nfo->prop_cur_bval = (new_value == 1 ? B_TRUE : B_FALSE);
247 111 _set_inputfn_, aII(|pst)

248 return (0);

*pi nf o,
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249 }

251 /
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269 i
268 i
270

271 {
272

273

274

273

275

276

277

279
280

282
283

285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301

303
304
305
306

308
309
310
311
312

*

T S ok kK Kk k k F ok ok Ok K K K E

Retrieve the default MIU or mn-nmax MIU range for a given interface.
-- il rrax_frag value tells us the maxi mum MU that can be handl ed by the
datalink. This value is advertised by the driver via DLPI nessages
(DL NOTE_SDU_SI ZE/ DL_I NFO_ACK) .

| _current_frag for the nost be same as ill

link-types will max_frag

il
to begin with. However it is dynamically conputed for some |ink-types
like tunnels, based on the tunnel PMTU.
-- ill_mu is the user set MIU using SIOCSLI FMIU and nust |ie between
(IPV6_M N MU IP_MNMU and ill_nax_frag.
-- ill_user_mtu is set by in.ndpd using SIOCSLI FLNKI NFO and nust |ie between
(IPV6_M N_MU IP_M N_MU) and ill_nmax_frag.
/
t
_get _ntu(netstack_t *stack, nod_prop_| |nfo _t *pinfo, const char *ifnane,
_get mu(v0|d *cbarg, m)d_prop_l nfo_t *pinfo, const char *ifnanme,
void *pval, uint_t psize, uint_t flags)
ill_wal k_context_t ctx;
il _t *il I ;
i p_stack_t *ipst = stack->netstack_ip;
i p_stack_t *ipst = (ip_stack_t *)cbarg;
bool ean_t i sv6;
ui nt32_t max_ntu, def_ntu;
size_t nbytes = 0;
if (!(flags & (MOD_PROP_DEFAULT| MOD_PROP_POSSI BLE)))
return (ENOTSUP);
if (ifname == NULL || ifnanme[0] == '\0")
return (ENOTSUP);
isv6 = (pinfo->npi_proto == MOD_PROTO | PV6 ? B_TRUE : B_FALSE);
rw enter (& pst->ips_ill_g | ock, RWREADER);
if (isveé)
11l = I LL_START_WALK_V6(&ctx, ipst);
el se
i1l = 1LL_START_WALK V4(&tx, ipst);
for (; ill I'= NULL; ill = ilT_next(&tx, ill)) {
if (strcr’rp(lfnan”e i1T->i 1l _nane) == 0)
br eak;
}
if (ill == NuLL) {
rw_exit(& pst->ips_ill_g_lock);
return (ENXIO);
}
max_ntu = ill->1l_max_frag;
def _mtu = ill->ill_current_frag;
rw exit(& pst->ips_ill_g_lock);
if (flags & MOD PROP_DEFAULT) {
nbytes = snprintf(pval, psize, "%", def_ntu);
} else if (flags & MOD_PROP_PGCSSI BLE) {
ui nt 32_t m n_nt u;
mn_mtu =isve ? IPV6_MN_MU : |P_MN_MU;
nbytes = snprintf(pval, psize, "%-%", mn_ntu, max_ntu);

} else {
) return (ENOTSUP);
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314 if (nbytes >= psize)
315 return ( ENOBUFS);
316 return (0);
317 }
__unchanged_portion_onitted_
354 /* ARGSUSED */
355 static int
356 ip_set_src_mul tihom ng(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
355 ip_set_src_nul tihom ng(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,
357 ( const char *ifname, const void* pval, uint_t flags)
358
359 unsi gned | ong new_val ue, ol d_val ue;
360 bool ean_t i sv6;
361 i p_stack_t *ipst = stack->netstack_ip;
360 i p_stack_t *ipst = (ip_stack_t *)cbarg;
362 int err;
364 ol d_val ue = pinfo->prop_cur_uval ;
366 if ((err = nod_uint32_val ue(pval, pinfo, flags, &ew value)) != 0)
367 return (err);
368 pi nf o->prop_cur _uval = new_val ue;
369 1sv6 = (strcnp(pinfo->npi _name, "ip6_strict_src_nultihoning") == 0);
370 ip_set_src_multihom ng_ cormt)n(new value, old_value, isv6, | pst)
371 return (0);
372 }
375 /* ARGSUSED */
376 static int
377 ip_set_hostnodel (netstack_t *stack, cred_t *cr, mod_prop_info_t *pinfo,
376 ip_set_hostnodel (void *cbarg, cred_t *cr, nmod_prop_info_t *pinfo,
378 const char *ifname, const void* pval, uint_t flags)
379 {
380 i p_hostnodel _t new val ue, ol d_val ue;
381 i p_stack_t *ipst = stack->netstack_ip;
380 i p_stack_t *ipst = (ip_stack_t *)cbarg;
382 ui nt 32_t ol d_src_mul ti homi ng;
383 int err;
384 ul ong_t tnp;
385 bool ean_t i sv6;
387 ol d_val ue = pinfo->prop_cur_uval;
389 if ((err = nod_uint32_val ue(pval, pinfo, flags, &np)) !'= 0)
390 return (err);
391 new _val ue = tnp;
392 pi nf o- >prop_cur _uval = new_val ue;
394 switch (old_value) {
395 case | P_WEAK ES:
396 “old_src_nultihoning = 0;
397 br eak;
398 case | P_SRC PRI _ES:
399 “old_src_nultihonming = 1;
400 br eak;
401 case | PﬁSTRCNGfES:
402 ol d_src_mul ti homing = 2;
403 br eak;
404 defaul t:
405 ASSERT(0) ;
406 ol d_src_mul ti homi ng = | P_MAXVAL_ES;
407 br eak;
408 }
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409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446 }

448 | *

449 int

/

* % ok ok

*/

Changes to src_nultihoming nay require ire’'s to be rebound/ unbound,
and al so require generation nunber resets. Changes to dst_mnultihom ng
require a sinple reset of the value.

isve = (pinfo->npi_proto == MOD_PROTO | PV6) ;
if (new_value != old_value) {

switch (new val ue) {

case | P_WEAK_ES:

i p_set _src_nul ti honi ng_comon(0, ol d_src_nultihoning,

isv6, ipst);
if (isve)
I pst->ips_ipv6_strict_dst_multihom ng = 0;
el se
ipst->ips_ip_strict_dst_nultihom ng = O;
br eak;

case | P_SRC_PRI _ES:

i p_set_src_multihom ng_comon(1, old_src_nultihoning,

isv6, 1pst);
if (isve)
I pst->ips_ipv6_strict_dst_multihom ng = 0;
el se
ipst->ips_ip_strict_dst_nultihonm ng = O;
br eak;

case | P_STRONG_ES:

i p_set_src_multihom ng_comon(2, old_src_nultihomn ng,

isve, ipst);
if (isve)
I pst->ips_ipv6_strict_dst_multihomng = 1;
el se
ipst->ips_ip_strict_dst_nultihonmng = 1,
break;

defaul t:

}

return (0);

ARGSUSED */

return (EI NVAL);

450 i p_get _host nodel (netstack_t *stack, nmod_prop_info_t *pinfo, const char *ifnane,
449 ip_get _host nodel (void *cbarg, nmod_prop_info_t *pinfo, const char *ifnane,

451
452 {
453
454
453
455

457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472

void *pval, uint_t

bool ean_t

i p_stack_t

i p_stack_t

i p_host nodel _t

psize, uint_t flags)

i své = (pinfo->npi_proto == MOD_PROTO | PV6) ;
*ipst = stack->netstack_ip;

*ipst = cbharg;

host nodel ;

if (psize < sizeof (hostnodel))
return ( ENOBUFS);
bzero(pval, psize);

if (lisve) {

if (ipst->ips_ip_strict_src_nultihomng == 0 &&
ipst->ips_ip_strict_dst_nultihom ng == 0)

host nodel = | P_VWEAK_ES;
else if (ipst->ips_ip_strict_src_multihomng == 1 &&
ipst->ips_ip_strict_dst_nultihom ng == 0)
host nodel = | P_SRC PRI _ES;
else if (ipst->ips_ip_strict_src_nultihomng == 2 &&
ipst->ps_ip_strict_dst_nultihomng == 1)
host nodel = | P_STRONG ES;
el se
host nodel = | P_MAXVAL_ES;

} else {
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473 if (ipst->ips_ipv6_strict_src_multihoming == 0 &&

474 ipst->ips_ipv6_strict_dst_nultihom ng == 0)

475 host nodel = | P_VWEAK_ES;

476 else if (ipst->ips_ipv6_strict_src_nultihomng == 1 &&
477 ipst->Ips_ipv6_strict_dst_multihomng ==

478 host nodel = | P_SRC PRI _ES;

479 else if (ipst->ips_ipv6_strict_src_nultihomng == 2 &&
480 ipst->Ips_ipv6_strict_dst_nultihomng == 1)

481 host nodel = | P_STRONG _ES;

482 el se

483 host nodel = | P_VAXVAL_ES;

484 1

485 bcopy( &host nodel , pval, sizeof (hostnodel));

486 return (0);

487 }

__unchanged_portion_onitted_
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3942 inject sanity into ipadmtcp buffer size properties

3943 _snd_lowat _fraction tcp tunable has no effect
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governi ng perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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23 * Copyright (c) 2004, 2010, Oracle and/or its affiliates. Al rights reserved.
24 * Copyright (c) 2013 by Del phix. Al rights reserved.

*

/

27 #include <inet/ip.h>

28 #include <inet/ip6.h>

29 #include <inet/sctp/sctp_stack.h>
30 #include <inet/sctp/sctp_inpl.h>
31 #include <sys/sunddi.h>

33 /* Max size |P datagramis 64k - 1 */

34 #define SCTP_MSS_MAX_ | PV4 (1 P_MAXPACKET - (sizeof (ipha_t) +\
35 sizeof (sctp_hdr_t)))
36 #define SCTP_MSS MAX | PV6 (I P_MAXPACKET - (sizeof (ip6_t) + \
37 sizeof (sctp_hdr_t)))

38 /* Max of the above */
39 #define SCTP_MSS_MAX SCTP_MSS_MAX_| PV4

41 | *
42 * returns the current list of listener limt configuration.
*/

44 | * ARGSUSED */
45 static int
46 sctp_listener_conf_get(netstack_t *stack, nmod_prop_info_t *pinfo,

a7 const char *ifnane, void *val, uint_t psize, uint_t flags)
45 sctp_l i stener_conf_get (void *cbarg, mod_prop_info_t *pinfo, const char *ifnaneg,
46 void *val, uint_t psize, uint_t flags)

48 {

49 sctp_stack_t *sctps = stack->netstack_sctp;

48 sctp_stack_t *sctps = (sctp_stack_t *)cbarg;

50 sctp_listener_t *sl;

51 char *pval = val;

52 size_t nbytes = 0, tbytes = O;

53 uint_t si ze;

54 int err = 0;
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56 bzero(pval, psize);

57 size = psize;

59 if (flags & (MOD_PROP_DEFAULT| MOD_PROP_PERM MOD_PROP_PGCSSI BLE) )
60 return (0);

62 mut ex_ent er (&sct ps->sct ps_l i stener _conf _I ock);

63 for (sl = 1ist_head(&sctps->sctps_|istener_conf); sl != NULL;
64 sl = list_next(&sctps->sctps_listener_conf, sl)) {

65 if (psize == size)

66 nbytes = snprintf(pval, size, "%l: %", sl->sl_port,
67 sl->sl _ratio);

68 el se

69 nbytes = snprintf(pval, size, ",%: %", sl->sl_port,
70 sl->sl _ratio);

71 size -= nbytes;

72 pval += nbytes;

73 tbytes += nbytes;

74 if (tbytes >= psize) {

75 /* Buffer overflow, stop copying information */
76 err = ENOBUFS;

77 br eak;

78 }

79 }

81 mut ex_exi t (&sct ps->sctps_| i stener_conf_| ock);

82 return (err);

83 }

85 /*

86 * add a new listener linmt configuration.

87 */

88 /* ARGSUSED */

89 static int

90 sctp_listener_conf_add(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
89 sctp_listener_conf_add(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

91 const char *ifname, const void* pval, uint_t flags)
92
93 sctp_listener_t *new_sl;
94 sctp_listener_t *sl;
95 | ong | port;
96 | ong ratio;
97 char *col on;
98 sctp_stack_t *sctps = stack->netstack_sctp;
97 sctp_stack_t *sctps = (sctp_stack_t *)cbarg;
100 if (flags & MOD_PROP_DEFAULT)
101 return (ENOTSUP);
103 if (ddi_strtol (pval, &colon, 10, & port) !=0 || lport <=0 ||
104 I port > USHRT_MAX || *colon !'=":") {
105 return (EINVAL);
106 }
107 if (ddi_strtol(colon + 1, NULL, 10, &atio) !=0 || ratio <= 0)
108 return (EINVAL);
110 mut ex_ent er (&sct ps->sct ps_l i stener_conf _I ock);
111 for (sl = 1ist_head(&sctps->sctps_|istener_conf); sl != NULL;
112 sl = list_next(&sctps->sctps_listener_conf, sl)) {
113 /* There is an existing entry, so update its ratio value. */
114 if (sl->sl_port == lport) {
115 sl->sl _ratio = ratio;
116 nut ex_exi t (&sct ps- >sct ps_| i st ener _conf _| ock);
117 return (0);
118 }

119 }
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121 if ((new.sl = kmem alloc(sizeof (sctp_listener_t), KM NOSLEEP)) ==
122 NULL) {

123 mut ex_exi t (&sct ps->sctps_| i stener_conf_| ock);
124 return (ENOVEM ;

125 }

127 new_sl ->sl _port = | port;

128 new_ sl ->sl _ratio = ratio;

129 list_insert_tail (&sctps->sctps_|listener_conf, new sl);
130 mut ex_exit (&sct ps->sctps_listener_conf_Il ock);

131 return (0);

132 }

134 /| *

135 * renove a listener linmt configuration.

136 */

137 /* ARGSUSED */

138 static int

139 sctp_listener_conf_del (netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
138 sctp_listener_conf_del (void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

140 const char *ifname, const void* pval, uint_t flags)

141 {

142 sctp_listener_t *sl;

143 | ong | port;

144 sctp_stack_t *sctps = stack->netstack_sctp;

143 sctp_stack_t *sctps = (sctp_stack_t *)cbarg;

146 if (flags & MOD_PROP_DEFAULT)

147 return (ENOTSUP);

149 if (ddi_strtol (pval, NULL, 10, & port) !=0 || Iport <=0 ||
150 I port > USHRT_|

151 return (ETNVAL);

152 }

153 mut ex_ent er (&sct ps->sctps_l i stener_conf _I ock);

154 for (sl = list_head(&sctps->sctps_listener_conf); sl !'= NULL;
155 sl = list_next(&sctps->sctps_listener_conf, sl)) {

156 if (sl->sl_port == lport)

157 l'ist_remove(&sctps->sctps_listener_conf, sl);
158 nut ex_exi t (&sct ps- >sct ps_l i st ener_conf _| ock) ;
159 kmem free(sl, sizeof (sctp_listener_t));

160 return (0);

161 }

162

163 mut ex_exi t (&sct ps- >sctps_| i st ener_conf _| ock);

164 return (ESRCH);

165 }

167 static int
168 sctp_set_buf _prop(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,

169 const char *ifnane, const void *pval, uint t fl ags)

170 {

171 return (nod_set_buf_prop(stack->netstack_sctp->sctps_propinfo_thl,
172 stack, cr, pinfo, ifname, pval, flags));

173 }

175 static int

176 sctp_get_buf _prop(netstack_t *stack, nod_prop_info_t *pinfo, const char *ifnane,

177 void *val, uint_t psize, uint_t flags)

178 {

179 return (nod_get_buf_prop(stack->netstack_sctp->sctps_propinfo_tbl,
180 stack, pinfo, ifnane, val, psize, flags));

181 }

183 /*
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alues given, at run tine.

are Committed and

24} },
b

{ SCTP_RECV_HI WATER} },

184 * Al of these are alterable, within the nmin/mx v
185 *

186 * Note: Al those tunables which do not start with "_
187 * therefore are public. See PSARC 2010/ 080.

188 */

189 nod_prop_info_t sctp_propinfo_tbl[] = {

190 { "_max_init_retr", MOD_PROTO SCTP,

191 nod_set _ui nt 32, nod_get _ui nt 32,

192 {0, 128, 8}, {8} },

194 { " pa_max_retr", MOD_PROTO SCTP,

195 nmod_set _ui nt 32, nod_get _ui nt 32,

196 {1, 128, 10}, {10} },

198 { " pp_max_retr", MOD_PROTO SCTP,

199 nmod_set _ui nt 32, nod_get _ui nt 32,

200 {1, 128, 5}, {5} },

202 { "_cwnd_max", MOD_PROTO _SCTP,

203 “nod_set _ui nt 32, nod_get _uint 32,

204 {128, ULP_MAX_ BUF 1024%¥1024}, {1024*10
187 {128, (1<<30), 1024*1024}, {1024*1024}
206 { "smallest_nonpriv_port", MOD_PROTO SCTP,
207 nmod_set _ui nt 32, nod g _uint 32,

208 {1024, (32* 1024) 1024}, {1024} },

210 { "_ipv4_ttl", MOD_PROTO_SCTP,

211 mod_set _ui nt 32, nod_get _ui nt 32,

212 {1, 255, 64}, {6} B

214 { heartbeat _interval ", MOD_PROTO SCTP,
215 “nod_set _uint32, nod_get _ui nt 32,

216 {0, T1*DAYS, 30*SECCNDS} {30* SECO\IDS} },
218 { initial _nu", MOD_PROTO _SCTP,

219 “nod_set _ui nt 32 mod_get _ui nt 32,

220 {68, 65535, 1500} {1500} },

222 { nt u_probe_interval ", MOD_PROTO SCTP,
223 “nod_set _ui nt32, nod_get _ui nt 32,

224 {0, T1*DAYS, 10M NUTES}, {10*M NUTES} 1},
226 { new secret_interval ", MOD_PROTO _SCTP,
227 “nod_set _ui nt32, nod_get _ui nt 32,

228 {0, T1*DAYS, 2*M NUTES}, {2*M NUTES} 1,
230 /* tunable - 10 */

231 { "_deferred_ack_i nterval", MOD_PROTO_SCTP,
232 “nod_set _ui nt 32, nod_get _ui nt 32,

233 {10*M8, "1*M NUTES 100* s}, {100*MS} },
235 { "_snd_l owat _fraction", MOD PROTO SCTP,
236 nod_set _ui nt 32, nod_get _ui nt 32,

237 {0, 16, 0}, {0} },

239 { "_ignore_path_ntu", MOD PROTO SCTP,

240 mod_set _bool ean, nod_get _bool ean,

241 {B_FALSE}, {B_FALSE} },

243 { "_initial_ssthresh", MOD PROTO SCTP,

244 nod_set _ui nt 32, nod_get _ui nt 32,

245 {1024, UI NT32_MAX, SCTP_RECV_H WATER},
247 { "smallest_anon_port", MOD PROTO SCTP,

248 nmod_set _ui nt 32, nod_get _ui nt 32,
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249 {1024, ULP_MAX_PORT, 32%1024}, {32*1024} },

251 { "largest_anon_port", MOD PROTO SCTP,

252 nod_set _ui nt 32, mod _get _uint32,

253 {1024, ULP_MAX_PORT, ULP_MAX PO?T} { ULP_MAX_PORT} 1},
255 { "send_buf", MOD_PROTO _SCTP,

256 sctp_ set buf _prop, sctp_get_buf_prop,

257 {SCTP_XM T_LOWATER, ULP_MAX BUF, SCTP_XM T_HI WATER},
238 { "send_maxbuf", MOD_PROTO_SCTP,

239 nod_set _ui nt 32, nod_get _uint 32,

240 {SCTP_XM T_ LO/\ATER (1<<30), SCTP_XM T_HI WATER},
258 { SCTP_XM T_HI WATER} },

260 { "_xmt_lowat", MOD PROTO SCTP,

261 “nod_set _ui nt 32, nod_get _uint 32,

262 {SCTP_XM T_ LCV\ATER ULP_MAX_BUF, SCTP_XM T_LOWATER},
245 {SCTP_XM T_LOWATER, (1<<30), SCTP_XM T_LOMATER},
263 { SCTP_XM T_LOWATER} },

265 { "recv_buf", MOD_PROTO_SCTP,

266 sctp_ set buf _prop, sctp_get_buf_prop,

267 {SCTP_RECV_LOMTER, ULP_MAX BUF, SCTP_RECV_H WATER},
248 { "recv_maxbuf™, MOD_PROTO SCTP,

249 mod_set _ui nt 32, nod_get _ui nt 32,

250 {SCTP_RECV_LOWATER, ~ (1<<30), SCTP_RECV_H WATER},
268 { SCTP_RECV_HI WATER} },

270 { "max_buf", MOD_PROTO _SCTP,

253 { "_max_buf " MOD PROTO_SCTP,

271 “nod_set _ui nt 32, nod_get _uint32,

272 {8192, ULP_MAX BUF, 1024*1024}, {1024*1024} },

255 {8192, (1<<30), 1024*1024}, {1024*1024} },

274 /* tunable - 20 */

275 { "_rtt_updates", MOD PROTO SCTP,

276 “nod_set _ui nt 32 mod_get _ui nt 32,

277 {0, 65536, 20}, {20} },

279 { " _ipv6_hoplinit", MOD PROTO SCTP,

280 “nod_set _ui nt 32 mod_get _ui nt 32,

281 {0, 71 PV6_NMAX_ HCPS | PV6_DEFAULT_HOPS}, {I| PV6_DEFAULT_HOPS} 1},
283 { "_rto_mn", MOD_PROTO SCTP,

284 “mod_set _ui nt 32, nod_get _uint32,

285 {500*Ms, 60* SECO\IDS 1* SECO\IDS} {1* SECONDS} },

287 { "_rto_max", MOD_PROTO SCTP,

288 “mod_set ui nt 32, nod_get _uint 32,

289 { 1* SECONDS, 60000* SECONDS, 60* SECCNDS} {60* SECONDS} 1},
291 { "_rto_initial", NDDPROTOSCTP,

292 “mod_set _ui nt 32, nod_get _ui nt 32,

293 { 1* SECONDS, 60000 SECONDS, 3* SEOO\IDS} {3* SECONDS} },
295 { "_cookie_|life", MOD _PROTO_SCTP,

296 “nod_set _ui nt 32 mod_get _ui nt 32,

297 {10*MB, ~60000* SE(IJ\IDS 60* SECO\IDS} {60* SECONDS} },
299 { "_max_in_streans", MOD_PROTO SCTP,

300 mod_set _ui nt 32, " mod _get _ui nt 32,

301 {1, UNT16_MAX, 32}, {32} },

303 { "_initial_out_streanms", MOD _PROTO SCTP,

304 “nod_set _ui nt32, nod get ui nt 32,

305 {1, TUINT16_MAX, 32}, {32} },
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307 { "_shutack_wait_bound", MOD _PROTO SCTP,

308 nod_set _ui nt 32, nod_get _ui nt 32,

309 {0, 300* SECONDS, 60* SECONDS}, {60* SECONDS} },
311 { " _maxburst", MOD_PROTO _SCTP,

312 “nod_set UI nt 32, nod_get _ui nt 32,

313 {2,78, 3, {4},

315 /* tunable - 30 */

316 { "_addi p_enabl ed", MOD PROTO SCTP,

317 nod_set _bool ean, nod_get _bool ean,

318 {B_FALSE}, {B_FALSE} },

320 { "_recv_hiwat_m nnss", MOD PROTO _SCTP,

321 nmod_set _ui nt 32, nod_get _ui nt 32,

322 {1, 65536, 4}, {4} },

324 { "_slowstart_initial", MOD _PROTO SCTP,

325 nod_set _ui nt 32, nod_get _ui nt 32,

326 {1, 16, 4}, {4} },

328 { "_slowstart_after_idle", MOD PROTO SCTP,

329 nmod_set _ui nt 32, nod_get _ui nt 32,

330 {1, 16384, 4}, {4} }.

332 { "_prsctp_enabl ed", MOD_PROTO SCTP,

333 mod_set _bool ean, nmod_get _bool ean,

334 {B_TRUE}, {B_TRUE} },

336 { "_fast_rxt_thresh", MOD _PROTO SCTP,

337 “nod_set _ui nt 32, mod _get _ui nt 32,

338 {1, 10000, 3}, {3} 7T,

340 { "_deferred_acks_max", MOD_PROTO_SCTP,

341 “nod_set _ui nt 32, mod _get _ui nt 32,

342 {17 16, 2}, {2} }.

344 /*

345 * sctp_woff_xtra is the extra space in front of SCTP/IP header
346 * for link layer header. It has to be a nmultiple of 8.
347 */

348 { "_woff_xtra", MOD_PROTO_SCTP,

349 “nod_set _ali gned “nod_get _ui nt 32,

350 {0,7256, 32}, {32} },

352 { "extra_priv_ports", MOD_PROTO SCTP,

353 nmod_set _extra_privports, nod_get_extra_privports,
354 {1, ULP_MAX_PORT, 0}, {0} },

356 { "_listener_limt_conf", MOD_PROTO SCTP,

357 NULL, sctp_lis tener conf _get, {0}, {0} },
359 { "_listener_limt_conf_add", MOD PROTO SCTP,

360 “sctp_listener_conf_add, NULL {0}, {0} },
362 { "_listener_limt_conf_del", MOD PROTO SCTP,
363 “sctp_listener_conf_del, NULL, {0}, {0} },
365 { "?", MOD_PROTO SCTP, NULL, nod_get_allprop, {0}, {0} },
367 { NULL, 0, NULL, NuULL, {0}, {0} }

368 }

_hnchanged_port ion_omtted_
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22 /*
*
*
25 *
*
*
28 /*

30 #i
31 #i
32 #i
33 #i
34 #i
35 #i

CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing

See the License for the specific | anguage governi ng perm ssions

and limtations under the License

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

Copyright (c) 1991, 2010, Oracle and/or its affiliates. Al rights reserved

Copyright (c) 2011, Joyent Inc. Al rights reserved
Copyright (c) 2011 Nexenta Systems, Inc. Al rights reserved

Copyright (c) 2013 by Del phix. Al rights reserved
/

Copyright (c) 1990 Mentat Inc. */

ncl ude <sys/types. h>

ncl ude <sys/stream h>
ncl ude <sys/strsun. h>
ncl ude <sys/strsubr.h>
ncl ude <sys/stropts. h>
ncl ude <sys/strl og. h>

36 #define _SUN TPl _VERSI ON 2

37 #i
38 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i
46 #i
47 #i
48 #i
49 #i
50 #i
51 #i
52 #i
53 #i
54 #i
55 #i

57 #i
58 #i

ncl ude <sys/tihdr.h>
ncl ude <sys/tinod. h>
ncl ude <sys/ddi. h>

ncl ude <sys/sunddi . h>
ncl ude <sys/suntpi.h>
ncl ude <sys/xti _inet.h>
ncl ude <sys/cmm_err. h>
ncl ude <sys/debug. h>
ncl ude <sys/sdt. h>

ncl ude <sys/vtrace. h>
ncl ude <sys/knem h>

ncl ude <sys/ethernet. h>
ncl ude <sys/cpuvar. h>
ncl ude <sys/dl pi.h>

ncl ude <sys/pattr.h>
ncl ude <sys/policy. h>
ncl ude <sys/priv.h>

ncl ude <sys/zone. h>

ncl ude <sys/sunldi.h>

ncl ude <sys/errno. h>
ncl ude <sys/signal.h>
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#i
#i
#i
#i
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#i
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#i
#i
#i
#i
#i
#i
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#i
#i
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ncl ude <sys/socket. h>
ncl ude <sys/socketvar. h>
ncl ude <sys/socki o. h>
ncl ude <sys/isa_defs. h>
ncl ude <sys/ md5. h>

ncl ude <sys/random h>
ncl ude <sys/uio. h>

ncl ude <sys/systm h>

ncl ude <netinet/in.h>
ncl ude <netinet/tcp. h>
ncl ude <netinet/ip6.h>
ncl ude <netinet/icnp6. h>
nclude <net/if.h>

ncl ude <net/route.h>

ncl ude <inet/ipsec_inpl.h>

ncl ude <i net/common. h>
ncl ude <inet/ip.h>

ncl ude <inet/ip_inpl.h>
ncl ude <inet/ip6.h>

ncl ude <inet/ip_ndp. h>
ncl ude <inet/proto_set.h>
ncl ude <inet/m b2. h>

ncl ude <inet/optcom h>
ncl ude <inet/snnpcom h>
ncl ude <inet/kstatcom h>
ncl ude <inet/tcp. h>

ncl ude <inet/tcp_inpl.h>
ncl ude <inet/tcp_cluster.h>
ncl ude <inet/udp_i npl . h>
ncl ude <net/ pf keyv2. h>
ncl ude <inet/ipdrop. h>

ncl ude <inet/ipclassifier.h>
nclude <inet/ip_ire.h>

ncl ude <inet/ip_ftable.h>
nclude <inet/ip_if.h>

ncl ude <inet/ipp_comon. h>
nclude <inet/ip_rts.h>

ncl ude <inet/ip_netinfo.h>
ncl ude <sys/squeue_inpl. h>
ncl ude <sys/squeue. h>

ncl ude <sys/tsol /| abel.h>
ncl ude <sys/tsol/tnet.h>
ncl ude <rpc/ pmap_prot.h>
ncl ude <sys/callo. h>

TCP Notes: aka FireEngi ne Phase | (PSARC 2002/ 433)
(Read the detailed design doc in PSARC case directory)

The entire tcp state is contained in tcp_t and conn_t structure
which are allocated in tandem using ipcl_conn_create() and passing

| PCL_TCPCONN as a flag. W use 'conn_ref’ and ’conn_|lock’ to protect
the references on the tcp_t. The tcp_t structure is never conpressed
and packets always |and on the correct TCP perineter fromthe tinme

eager is created till the tine tcp_t dies (as such the old nmentat
TCP gl obal queue is not used for detached state and no | PSEC checki ng
is required). The global queue is still allocated to send out resets

for connection which have no listeners and IP directly calls
tcp_xmt_listeners_reset() which does any policy check

Protection and Synchroni sati on mechani sm

The tcp data structure does not use any kind of lock for protecting
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its state but instead uses ’'squeues’ for nutual exclusion fromvarious

read and wite side threads. To access a tcp nenber, the thread shoul d

al ways be behi nd squeue (via squeue_enter with flags as SQ FILL, SQ PROCESS,
or SQ NODRAIN). Since the squeues allow a direct function call, caller

can pass any tcp function having prototype of edesc_t as argunent

(different fromtraditional STREAMs nodel where packets come in only
designated entry points). The list of functions that can be directly

called via squeue are |isted before the usual function prototype.

Ref er enci ng:

TCP is MI-Hot and we use a reference based scheme to make sure that the
tcp structure doesn’t di sappear when its needed. Wen the application
creates an outgoi ng connection or accepts an incom ng connection, we
start out with 2 references on 'conn_ref’. One for TCP and one for IP.
The IP reference is just a synbolic reference since ip_tcpclose()

| ooks at tcp structure after tcp_close_output() returns which could
have dropped the | ast TCP reference. So as |long as the connection is
in attached state i.e. !TCP_I S DETACHED, we have 2 references on the
conn_t. The classifier puts its own reference when the connection is
inserted in listen or connected hash. Anytinme a thread needs to enter
the tcp connection perineter, it retrieves the conn/tcp fromqg->ptr
on wite side or by doing a classify on read side and then puts a
reference on the conn before doing squeue_enter/tryenter/fill. For
read side, the classifier itself puts the reference under fanout |ock
to make sure that tcp can't disappear before it gets processed. The
squeue will drop this reference automatically so the called function
doesn’t have to do a DEC_REF.

Openi ng a new connecti on:

The out going connection open is pretty sinple. tcp_open() does the
work in creating the conn/tcp structure and initializing it. The
squeue assignment is done based on the CPU the application

is running on. So for outbound connections, processing is always done
on application CPU which nmight be different fromthe incom ng CPU
being interrupted by the NIC. An optimal way would be to figure out
the NIC <-> CPU binding at listen tine, and assign the outgoing
connection to the squeue attached to the CPU that will be interrupted
for incom ng packets (we know the NI C based on the bind | P address).
This mght seemlike a problemif nore data is going out but the

fact is that in npst cases the transmt is ACK driven transnmit where
the outgoing data normally sits on TCP's xmt queue waiting to be
transmitted.

Accepting a connection:

This is a nore interesting case because of various races involved in
establishing a eager in its own perineter. Read the meta comment on
top of tcp_input_listener(). But briefly, the squeue is picked by

i p_fanout based on the ring or the sender (if |oopback).

Cl osing a connection:

The close is fairly straight forward. tcp_close() calls tcp_close_output()
via squeue to do the close and mark the tcp as detached if the connection
was in state TCPS ESTABLI SHED or greater. In the later case, TCP keep its
reference but tcp_close() drop IP's reference always. So if tcp was

not killed, it is sitting intime_wait list with 2 reference - 1 for TCP
and 1 because it is in classifier’s connected hash. This is the condition
we use to determne that its OKto clean up the tcp outside of squeue
when tine wait expires (check the ref under fanout and conn_l ock and

if it is 2, renpve it fromfanout hash and kill it).

Al t hough cl ose just drops the necessary references and marks the
tcp_detached state, tcp_close needs to know the tcp_detached has been
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* set (under squeue) before letting the STREAM go away (because a

* inbound packet nmight attenpt to go up the STREAM while the close

* has happened and tcp_detached is not set). So a special |ock and

* flag is used along with a condition variable (tcp_closel ock, tcp_closed,
* and tcp_closecv) to signal tcp_close that tcp_close_out() has marked
* tcp_detached.

*

* Special provisions and fast paths:

*

* W nake special provisions for sockfs by marking tcp_i ssocket

* whenever we have only sockfs on top of TCP. This allows us to skip
* putting the tcp in acceptor hash since a sockfs |istener can never
* becorme acceptor and al so avoid allocating a tcp_t for acceptor STREAM
* since eager has already been allocated and the accept now happens
* on acceptor STREAM There is a big blob of comment on top of

* tcp_input_listener explaining the new accept. Wen socket is POP' d,
* sockfs sends us an ioctl to nark the fact and we go back to old

* behaviour. Once tcp_issocket is unset, its never set for the

* life of that connection.

*

* | Psec notes :

*

* Since a packet is always executed on the correct TCP perineter

* all IPsec processing is defered to |IP including checking new

* connections and setting | PSEC policies for new connection. The

* only exception is tcp_xmt_listeners_reset() which is called

* directly fromIP and needs to policy check to see if TH RST

* can be sent out.

*/

/*

* Val ues for squeue switch:

* 1: SQ_NCDRAI N

* 2: SQ_PROCESS

* 3. SQFILL

*/

int tcp_squeue_wput = 2; /* letcl/systens */

int tcp_squeue_flag;

/*

* To prevent nenory hog, limt the nunber of entries in tcp_free_list
* to 1% of available menory / nunber of cpus

*/

uint_t tcp_free_list_max_cnt = 0;

#def i ne TCP_XM T_LOWATER 4096
#def i ne TCP_XM T_HI WATER 49152
#def i ne TCP_RECV_LOWATER 2048
#def i ne TCP_RECV_HI WATER 128000

#define TIDUSZ 4096 /* transport interface data unit size */

/*

* Size of acceptor hash list. It has to be a power of 2 for hashing.

*/

#defi ne TOP_ACCEPTOR FANOUT S| ZE 512

#ifdef _ILP32

#def i ne TCP_ACCEPTOR_HASH( acci d) \
(((uint_t)(accid) >> 8) & (TCP_ACCEPTOR_FANOUT_SI ZE - 1))

#el se

#def i ne TCP_ACCEPTOR_HASH( acci d)

((uint_t)(accid) & (TCP_ACCEPTOR FANOUT_SIZE - 1))

#endi f /* _ILP32 */

| *
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* M ni mum nunber of connections which can be created per |istener.
* when the listener connection count is in effect.

*/

static uint32_t tcp_mn_conn_|listener = 2;

uint32_t tcp_early_abort = 30;

/* TCP Timer control structure */
typedef struct tcpt_s {

pfv_t tcpt _pfv; /* The routine we are to call */

tcep_t *tcpt _tcp; /* The paraneter we are to pass in */
} tept_t;
__unchanged_portion_omtted_
conn_t *
tcp_create_common(cred_t *credp, boolean_t isv6, bool ean_t issocket,
int *errorp)
{
tep_t *tcp = NULL;
conn_t *connp;
zonei d_t zonei d;
tcp_stack_t *tcps;
squeue_t *sqp;
ASSERT(errorp != NULL);
/*
* Find the proper zoneid and netstack.
*
/*/
* Special case for install: mniroot needs to be able to

* access files via NFS as though it were always in the
* gl obal zone.
*
if (credp == kcred && nfs_global _client_only !'= 0) {
zonei d = GLOBAL_ZONEI D;
tcps = netstack_find_by_stacki d( GLOBAL_NETSTACKI D) - >
net st ack_t cp;
ASSERT(tcps !'= NULL);
} else {
netstack_t *ns;
int err;

if ((err = secpolicy_basic_net_access(credp)) != 0) {
*errorp = err;
return (NULL)

}

ns = netstack_find_by_cred(credp);
ASSERT(ns != NULL);

tcps = ns->netstack_tcp;
ASSERT(tcps != NULL);

/*

* For exclusive stacks we set the zoneid to zero

* to make TCP operate as if in the global zone.

*/

if (tcps->tcps_netstack->netstack_stackid !=
GLOBAL_NETSTACKI D)

zonei d = GLOBAL_ZONEI D;
el se
zonei d = crgetzoneid(credp);
}
sqp = | P_SQUEUE_GET((uint_t)gethrtine());
connp = (conn_t *)tcp_get_conn(sqgp, tcps);
/*
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* Both tcp_get_conn and netstack_find_by_cred increnmented refcnt,
* so we drop it by one.
*
/
net st ack_rel e(tcps->tcps_netstack);
if (connp == NULL) {
*errorp = ENOSR
return (NULL);

}
ASSERT( connp->conn_i xa- >i xa_protocol == connp->conn_proto);

connp->conn_sqp = sqp;
connp->conn_initial _sqp = connp->conn_sqp;
connp- >conn_i xa- >i xa_sgp = connp- >conn_sqp;
tcp = connp->conn_tcp;

/*

* Besides asking IP to set the checksum for us, have conn_i p_out put

* to do the follow ng checks when necessary:

*

* | XAF_VERI FY_SOURCE: drop packets when our outer source goes invalid
* | XAF_VERI FY_PMIU: verify PMIU changes

* | XAF_VERI FY_LSO verify LSO capability changes

*/

connp- >conn_i xa->i xa_flags | = | XAF_SET_ULP_CKSUM | | XAF_VERI FY_SOURCE |

| XAF_VERI FY_PMIU | | XAF_VERI FY_LSG,

if (!tcps->tcps_dev_flow ctl)
connp->conn_i xa->i xa_flags | = | XAF_NO_DEV_FLOW CTL;

if (isve) {
connp- >conn_i xa- >i xa_src_preferences = | PV6_PREFER _SRC DEFAULT;
connp- >conn_i pversi on = | PV6_VERSI ON,
connp->conn_fam ly = AF_|I NET6;
tcp->tcp_nmss = tcps->tcps_nss_def _i pv6;
connp->conn_defaul t _ttl = tcps->tcps_ipv6_hoplinit;
} else {
connp- >conn_i pversi on = | PV4_VERS| ON,
connp->conn_fam |y = AF_I NET;
tcp->tcp_nss = tcps->tcps_nss_def _i pv4;
connp->conn_defaul t _ttl = tcps->tcps_ipv4_ttl;

connp->conn_xm t _i pp. i pp_uni cast _hops = connp->conn_defaul t _ttl;

crhol d(credp);

connp->conn_cred = credp;
connp->conn_cpid = curproc->p_pid;
connp->conn_open_tine = ddi _get_| bol t64();

/* Cache things in the ixa w thout any refhold */

ASSERT(! (connp->conn_i xa- >i xa_free_flags & | XA_FREE_CRED));
connp- >conn_i xa- >i xa_cred = credp;

connp->conn_i xa- >i xa_cpi d connp->conn_cpi d;

connp->conn_zonei d = zonei d;

/* conn_al | zones can not be set this early, hence no | PCL_ZONEID */
connp->conn_i xa- >i xa_zonei d = zonei d;

connp->conn_nl p_type = nl pt Singl e;

ASSERT( connp->conn_net stack == tcps- >t cps_net stack);
ASSERT(tcp->tcp_tcps == tcps);

/*

* |f the caller has the process-w de flag set, then default to MAC
* exenpt npbde. This allows read-down to unl abel ed hosts.

*

if (getpflags(NET_MAC AWARE, credp) != 0)
connp->conn_nac_node = CONN_MAC_AWARE;
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2732 }

connp->conn_zone_i s_gl obal = (crgetzoneid(credp) == GLOBAL_ZONEI D) ;

if (issocket)
tcp->tcp_i ssocket = 1;

connp->conn_r cvbuf = tcps->tcps_recv_hiwat;
connp- >conn_sndbuf = tcps->tcps_xm t_hiwat;
if (tcps->tcps_snd_l owat_fraction != 0)
connp- >conn_sndl owat = connp->conn_sndbuf /
tcps->tcps_snd_|l owat _fraction;
} else {
connp- >conn_sndl owat = tcps->tcps_xnmit_| owat;

}

connp->conn_so_t ype = SOCK_STREAM

connp->conn_w of f = connp->conn_ht _i phc_al | ocated +
tcps->tcps_wof f_xtra;

SOCK_CONNI D_I NI T(t cp->t cp_conni d) ;

/* DTrace ignores this - it isn't a tcp:::state-change */
tcp->tcp_state = TCPS_| DLE;

tcp_init_values(tcp, NULL);

return (connp);

__unchanged_portion_omtted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

21/

22 Copyright (c) 1991, 2010, Oracle and/or its affiliates. Al rights reserved.
23 Copyright (c) 2011, Joyent Inc. Al rights reserved.

24 Copyright 2013 Nexenta Systens, Inc. Al rights reserved.

I I T T

Copyright (c) 2013 by Del phix. Al rights reserved.
27 [* Copyright (c) 1990 Mentat Inc. */

29 #include <inet/ip.h>

30 #include <inet/tcp_inpl.h>
31 #include <sys/multidata.h>
32 #include <sys/sunddi.h>

34 /* Max size | P datagramis 64k - 1 */
35 #define TCP_MSS_MAX_| PV4 (I P_MAXPACKET - (sizeof (ipha_t) + sizeof (tcpha_t)))
36 #define TCP_MSS_MAX_| PV6 (| P_MAXPACKET - (sizeof (ip6_t) + sizeof (tcpha_t)))

38 /* Max of the above */

39 #define TCP_MSS_MAX TCP_NMBS_MAX_| PV4
40 #define TCP_XM T_LOMTER 4096

41 #define TCP_XM T_H WATER 49152

42 #define TCP_RECV_LOWATER 2048

43 #define TCP_RECV_H WATER 128000

41 | *

42 * Set the RFC 1948 pass phrase

43 */

44 [* ARGSUSED */

45 static int

46 tcp_set_1948phrase(netstack_t *stack, cred_t *cr, nmobd_prop_info_t *pinfo,
50 tcp_set_1948phrase(void *cbarg, cred_t *cr, nmod_prop_info_t *pinfo,

a7 const char *ifnane, const void* pr_val, uint_t flags)
48

53 tcp_stack_t *tcps = (tcp_stack_t *)cbarg;

49 if (flags & MOD PROP_DEFAULT)

50 return (ENOTSUP);
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/*
* Basically, value contains a new pass phrase. Pass it al ong!
*/
tcp_iss_key_init((uint8_t *)pr_val, strlen(pr_val),
st ack->net st ack_tcp);
tcp_iss_key_init((uint8_t *)pr_val, strlen(pr_val), tcps);
return (0);
}
/*
* returns the current list of listener limt configuration.
*
/* ARGSUSED */

static int
tcp_listener_conf_get(netstack_t *stack, nod_prop_info_t *pinfo,

const char *ifnane, void *val, uint_t psize, uint_t flags)
tcp_listener_conf_get(void *cbarg, nmod_prop_info_t *pinfo, const char *ifnane,

void *val, uint_t psize, uint_t flags)
tcp_stack_t *tcps = stack->netstack_tcp;
tcp_stack_t *tcps = (tcp_stack_t *)cbarg;
tcp_listener_t *tl;
char *pval = val;
size_t nbytes = 0, tbytes = O;
ui nt _t si ze;
int err = 0;
bzero(pval, psize);
size = psize;
if (flags & (MOD_PROP_DEFAULT| MOD_PROP_PERM MOD_PROP_PCSSI BLE) )
return (0);
mut ex_enter (& cps->tcps_| i stener_conf _I ock);
for (tl = list_head(& cps->tcps_listener_conf); tl !'= NULL;
tl = list_next(&cps->tcps_listener_conf, tl)) {
if (psize == size)
nbytes = snprintf(pval, size, "%: %", tl->tl_port,
tl->tl _ratio);
el se
nbytes = snprintf(pval, size, ",%: %", tl->tl_port,
tl->tl _ratio);
size -= nbytes;
pval += nbytes;
tbytes += nbytes;
if (tbytes >= psize) {
/* Buffer overflow, stop copying information */
err = ENOBUFS;
br eak;
}
}
nmut ex_exi t (& cps->tcps_I i stener_conf_| ock);
return (err);
}
/*
* add a new listener limt configuration.
*/
/* ARGSUSED */

static int
tcp_listener_conf_add(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
tcp_listener_conf_add(void *chbarg, cred_t *cr, nmod_prop_info_t *pinfo,
const char *ifnanme, const void* pval, uint_t flags)
{
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112 tcp_listener_t *new_tl;

113 tcp_listener_t *tl;

114 | ong | port;

115 | ong ratio;

116 char *col on;

117 tcp_stack_t *tcps = stack->netstack_tcp;

122 tcp_stack_t *tcps = (tcp_stack_t *)cbarg;

119 if (flags & MOD_PROP_DEFAULT)

120 return (ENOTSUP);

122 if (ddi_strtol (pval, &colon, 10, Sdport) =0 ]| lport <=0 ||
123 Iport>USHRTMAX||*coIonI—’ ") |

124 return (EINVAL);

125 1

126 if (ddi_strtol(colon + 1, NULL, 10, &atio) !=0 || ratio <= 0)
127 return (EINVAL);

129 mut ex_enter (& cps->tcps_l i stener _conf _I ock);

130 for (tl = list_head(& cps->tcps_listener_conf); tl != NULL;
131 tl = list_next(& cps->tcps_|listener_conf, tl)) {

132 /* There is an existing entry, so updat Its ratio value. */
133 if (tl->tl_port == lport) {

134 tl->tl _ratio = ratio;

135 nut ex_exi t (& cps->tcps_| i stener_conf _| ock);
136 return (0);

137 }

138 }

140 if ((new_tl = knmem alloc(sizeof (tcp_listener_t), KM NOSLEEP)) ==
141 NULLY {

142 mut ex_exi t (& cps->tcps_l i stener_conf_I ock);

143 return (ENOVEM) ;

144 }

146 new tl->tl_port = |port;

147 new tl->tl _ratio = ratio;

148 list_insert_tail (& cps->tcps_listener_conf, newtl);

149 mut ex_exi t (& cps->tcps_listener_conf_Il ock);

150 return (0);

151 }

153 /*

154 * renmpve a listener limt configuration.

155 */

156 /* ARGSUSED */
157 static int

158 tcp_listener_conf_del (netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,

163 tcp_listener_conf_del (void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

159 const char *ifnane, const void* pval, uint_t flags)

160 {

161 tcp_listener_t *tl;

162 | ong | port;

163 tcp_stack_t *tcps = stack->netstack_tcp;

168 tcp_stack_t *tcps = (tcp_stack_t *)cbarg;

165 if (flags & MOD PROP_DEFAULT)

166 return (ENOTSUP);

168 if (ddi_strtol (pval, NULL, 10, & port) !=0 || Iport <=0 ||
169 I port > USHRT_MAX) {

170 return (ETNVAL);

171 }

172 mut ex_enter (& cps->tcps_l i stener _conf _I ock);

173 for (tl = list_head(& cps->tcps_listener_conf); = NULL;

tl !
174 tl = list_next(&cps->tcps_listener_conf, tl)) {
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175 if (tl->tl_port == 1lport)

176 list_remove(& cps->tcps_listener_conf, tl);
177 nmut ex_exi t (& cps->tcps_l i stener_conf _| ock);
178 kmem free(tl, sizeof (tcp_listener_t));

179 return (0);

180 }

181

182 mut ex_exi t (& cps->tcps_I i stener_conf _| ock);

183 return (ESRCH);

184 }

186 static int
187 tcp_set_buf _prop(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,

188 const char *ifnanme, const void *pval, uint_t flags)

189 {

190 return (mod_set_buf _prop(stack->netstack_tcp->tcps_propinfo_tbl, stack,
191 cr, pinfo, Tfnane, pval, flags));

192 }

194 static int

195 tcp_get _buf _prop(netstack_t *stack, nod_prop_info_t *pinfo, const char *ifnarme,

196 void *val, uint_t psize, uint_t flags)

197 {

198 return (mod_get_buf _prop(stack->netstack_tcp->tcps_propinfo_tbl, stack,
199 pinfo, ifname, val, psize, flags));

200 }

202 /*

203 * Special checkers for snallest/|argest anonynous port so they don’t

204 * ever happen to be (largest < smallest).

205 */

206 /* ARGSUSED */

207 static int

208 tcp_snal | est _anon_set (netstack_t *stack, cred_t *cr, nmod_prop_info_t *pinfo,
197 tcp_smal | est_anon_set(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

209 const char *ifnanme, const void *pval, uint_t flags)

210 {

211 unsi gned | ong new_val ue;

212 tcp_stack_t *tcps = stack->netstack_tcp;

201 tcp_stack_t *tcps = (tcp_stack_t *)cbarg;

213 int err;

215 if ((err = nod_uint32_val ue(pval, pinfo, flags, &ew value)) != 0)
216 return (err);

217 /* nod_ui nt 32_val ue() + pinfo guarantees we’'re in TCP port range. */
218 if ((uint32_t)new value > tcps->tcps_| argest_anon_port)

219 return ( ERANCE);

220 pi nfo->prop_cur_uval = (uint32_t)new_ val ue;

221 return (0);

222 }

224 |* ARGSUSED */

225 static int

226 tcp_l argest_anon_set(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
215 tcp_l argest_anon_set (void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

227 const char *ifnanme, const void *pval, uint_t flags)

228 {

229 unsi gned | ong new_val ue;

230 tcp_stack_t *tcps = stack->netstack_tcp;

219 tcp_stack_t *tcps = (tcp_stack_t *)cbarg;

231 int err;

233 if ((err = nod_uint32_val ue(pval, pinfo, flags, &ew value)) != 0)
234 return (err);

235 /* nod_ui nt 32_val ue() + pinfo guarantees we’'re in TCP port range. */
236 if ((uint32_t)new value < tcps->tcps_snallest_anon_port)
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237 return (ERANGE)

238 pi nf o- >prop_cur _uval (UI nt 32_t ) new_val ue;

239 return (0);

240 }

242 | *

243 * Al of these are alterable, within the mn/max values given, at run tine.
244 *

245 * Note: Al those tunables which do not start with "_" are Commtted and
246 * therefore are public. See PSARC 2010/ 080.

247 x|

248 nod_prop_| |nfo t tep_ propl nfo_tbl[] ={

249 7* tunable - 0 */

250 { "_time_wait_interval", MOD_PROTO TCP,

251 “nod_set _uint32, nod_get_ui nt 32,

252 { 1* SECONDS, 10%M NUTES, 1*M NUTES} {1*M NUTES} },
254 { "_conn_req_max_q", MOD_PROTO TCP,

255 “nod_set _ui nt32, nod_get _ui nt 32,

256 {1, U NT32_MAX, 128}, {128} },

258 { "_conn_req_max_q0", MOD_PROTO TCP,

259 “nod_set _ui nt 32, mod _get _ui nt 32,

260 {0, TUINT32_MAX, 1024}, {1024} },

262 { "_conn_reg_mn", MOD_PROTO TCP,

263 “nod_set _ui nt 32 mod_get _ui nt 32,

264 {1,71024, 1}, {1} },

266 { "_conn_grace_period", MOD_PROTO TCP,

267 nmod_set _ui nt 32, nod_get _ui nt 32,

268 {0*MS, 20*SECONDS, 0*Ms}, {0*Ms} },

270 { "_cwnd_nax", MOD_PROTO TCP,

271 “nod_set_ui nt 32, nod_get _uint 32,

272 {128, ULP_MAX_ BUF 1024%*1024}, {1024*1024} },
261 {128, (1<<30), 1024*1024}, {1024* 1024} },

274 { "_debug", MOD_PROTO TCP,

275 nmod_set _ui nt 32, nod_get _ui nt 32,

276 {o, 10, 0}, {0} },

278 { "smallest_nonpriv_port", MOD _PROTO TCP,

279 nmod_set _ui nt 32, nod_get _ui nt 32,

280 {1024, (32*1024), 1024}, {1024} },

282 { "_ip_abort_cinterval", MOD _PROTO TCP,

283 nmod_set _ui nt 32, nod_get _ui nt 32,

284 {1* SECONDS, Ul NT32_MAX, 3*M NUTES}, {3*M NUTES} },
286 { "_ip_abort_linterval", MOD_PROTO TCP,

287 nmod_set _ui nt 32, nod_get _ui nt 32,

288 {1* SECONDS, Ul NT32_MAX, 3*M NUTES}, {3*M NUTES} },
290 /* tunable - 10 */

291 { "_ip_abort_interval", MOD _PROTO TCP,

292 nmod_set _ui nt32, nod_get _ui nt 32,

293 {500* M8, Ul NT32 MAX, 5*M NUTES} {5*M NUTES} },
295 { "_ip_notify_cinterval", MOD_PROTO TCP,

296 nmod_set _ui nt 32, nod_get _ui nt 32,

297 {1*SECONDS, Ul NT32 _MAX, 10* SECONDS},

298 {10* SECONDS} },

300 { "_ip_notify_interval", MOD PROTO TCP,

301 nmod_set _ui nt32, nod_get _ui nt 32,
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302 {500*MS, Ul NT32_MAX, 10* SECONDS}, {10* SECONDS}
304 { "_ipv4_ttl" , MOD_PROTO_TCP,

305 mod_set _ui nt 32, nod_get _ui nt 32,

306 {1, 255, 64}, {64} 1,

308 { "_keepalive_interval", MOD PROTO TCP,

309 nmod_set _ui nt 32, nod_get _ui nt 32

310 { 10 SECONDS, 10* DAYS, 2% HQJRS} {2*HOURS} },
312 { "_maxpsz_multiplier", MOD_PROTO TCP,

313 nod_set _ui nt 32, mod _get _ui nt 32,

314 {0,100, 10}, {10} 1,

316 { "_nss_def _i pv4", MOD_PROTO_TCP,

317 “nod_set _ui nt 32 mod_get _ui nt 32,

318 {1, TCP_MBS | MAX | PV4, 536}, {536} 1,

320 { " _mss_max_i pv4", MOD_PROTO TCP,

321 nmod_set _ui nt 32, nod_get _ui nt 32,

322 {1, TCP_MSS_MAX_| PV4, TCP_MSS_MAX_ | Pv4},
323 {TCP_MSS_MAX_I PV4} 1},

325 { "_mss_min", MOD_PROTO TCP,

326 “nod_set ui nt 32, nod_get _ui nt 32,

327 {1, TCP_MSS_MAX, 108}, {108} },

329 { "_naglimdef", MOD PROTO TCP,

330 mod_set _ui nt 32, nod_get _uint

331 {1, 7(64%1024) - 1 (4%1024) - 1} {(4* 1024)-1} },
333 /* tunable - 20 */

334 { "_rexmt_interval _initial", MOD_PROTO TCP,

335 mod_set _ui nt 32, nod_get _ui nt 32,

336 {1*MB, 20* SECO\IDS 1* SECONDS}, {1* SECONDS} },
338 { "_rexmt_interval _max", MOD_PROTO TCP,

339 nod_set _ui nt 32, nod_get _ui nt 32,

340 {1*MS, 2*HOURS, 60*SECONDS}, {60*SECONDS} },
342 { "_rexmt_interval _mn", MOD_PROTO TCP,

343 mod_set _ui nt 32, nod get ui nt 32,

344 {1*M8, 2*HOURS, 400*MS}, {400*MS} },

346 { "_deferred_ack_i nterval ", MOD_PROTO_TCP,

347 mod_set _ui nt 32, nod_get _ui nt 32,

348 {1*M8, T*M NUTES 100* MBS}, {100*MB} 1},

350 { "_snd_l owat _fraction", MOD PROTO TCP,

351 nod_set _ui nt 32, nod_get _ui nt 32,

352 {0, 16, 10}, {10} },

341 {o, 16, 0}, {0} },

354 { "_dupack_fast_retransnmt", MOD PROTO TCP,

355 nod_set _ui nt 32, nod_get _ui nt 32,

356 {1, 10000, 3}, {3} },

358 { "_ignore_path_ntu", MOD PROTO TCP,

359 nod_set _bool ean, nod_get _bool ean,

360 {B_FALSE}, {B_FALSE} },

362 { "smallest_anon_port", MOD PROTO TCP,

363 tcp_smal | est _anon_set, nod_get_ui nt 32,

364 {1024, ULP_MAX_PORT, 32*1024}, {32*1024} },
366 { "largest_anon_port", MOD PROTO TCP,
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{

/*
{u

("

t

{

{

A

* Question: \What default value should | set for tcp_strong_iss?
*/

("

(.

(

(

(-

| *

tcp_| argest _anon_set, nod_get _ui nt 32,
{1024, ULP_MAX_PORT, ULP_MAX_PORT},
{ ULP_MAX_PCRT} "},

send_buf", MOD_PROTO _TCP,

tcp_set buf _prop, tcp_get_buf_prop,

{TCP_XM T_LOWATER, ULP_MAX BUF, TCP_XM T_H WATER},
"send_maxbuf", MOD_PROTO TCP,

mod_set _ui nt 32, nod_get _uint 32,

{TCP_XM T_LOWATER, (1<<30), TCP_XM T_H WATER},
{TCP_XM T_H WATER} },

tunable - 30 */

xmt_lowat", MOD_PROTO TCP,

mod_set_ui nt 32, nod_get _uint 32,

{TCP_ XM T_ LCMATER ULP_MAX_BUF, TCP_XM T_LOWATER},
{TCP_XM T_LOMTER, (1<<30), TCP_XM T_LOWMATER},

{ TCP_XM T_LOWATER} },

recv_buf", MOD_PROTO TCP,

tcp_set _buf_prop, tcp_get_buf_prop,

{TCP_ RECV_LOWATER, ULP_MAX_BUF, TCP_RECV_H WATER},
"recv_maxbuf", MOD_PROTO TCP,

mod_set _ui nt 32, nod_get _uint32,

{ TCP_RECV_LOMTER, (1<<30), TCP_RECV_H WATER},

{ TCP_RECV_HI WATER} },

_recv_hiwat _m nnss", MOD_PROTO_TCP,
“nmod_set _ui nt 32, mod _get_ui nt 32,
{1,765536, 4}, {4} T,

_fin_wait_2 flush_interval", MOD_PROTO TCP,
“nod_set _ui nt 32, nod_get _ui nt 32,
{1*SECONDS, 2* HOURS, GO*SECCNDS}

{60* SECONDS} },

"max_buf", MOD_PROTO TCP,

_max_buf", MOD_PROTO_TCP,

“nod_set _ui nt 32, nod_get _uint 32,

{8192, ULP_MAX_BUF, 1024*1024}, {1024*1024} },
{8192, (1<<30), 1024* 1024}, {1024* 1024} 1},

_strong_iss", MOD_PROTO TCP,

nmod_set _ui nt 32, nod_get _ui nt 32,

{o. 2, 1}, {1} },

rtt_updates", MOD_PROTO TCP,
nod_set _ui nt 32 mod_get _ui nt 32,
{0, 65536, 20}, {20} },

_wscal e_al ways", MOD_PROTO _TCP,

nod_set _bool ean, nod_get _bool ean,
{B_TRUE}, {B_TRUE} },

_tstanp_al ways", MOD_PROTO _TCP,

nod_set _bool ean, nod_get _bool ean,
{B_FALSE}, {B_FALSE} },

_tstanmp_if_wscal e", MOD_PROTO_TCP,

nod_set _bool ean, nod_get _bool ean,
{B_TRUE}, {B_TRUE} },

tunable - 40 */
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{

_rexmt_interval _extra", MOD_PROTO TCP,
mod_set _ui nt 32, nod get ui nt 32,
{0*MB, 2*HOURS, 0*MB}, {0*MB} },

_deferred_acks_max", MOD_PROTO_TCP,
“nod_set _ui nt 32, mod _get _ui nt 32,
{0,716, 2}, {2} },

_slow start_after_idle", MOD_PROTO TCP,
mod_set _ui nt 32, nod get ui nt 32,
{0,716384, 0}, {0} T,

_slow start_initial", MOD_PROTO TCP,
“nod _set _ui nt32, nod _get _uint 32,
{0, 16, 0}, {O} I

sack", MOD_PROTO TCP,
mod set ui nt 32, nod_get _ui nt 32,

0,72, 2}, {2} },

_ipv6_hoplimt", MOD PROTO_TCP,
nod_set _ui nt 32 nmod_get _ui nt 32,

{0, "1 PV6_MAX_ HODS 1 PV6_ DEFAULT __HOPS},
{1 PV6_DEFAULT HCPS} 1,

mes_def _i pv6", MOD_PROTO_TCP,
“nod_set _ui nt 32 mod_get _ui nt 32,
{1, TCP_MBS | NAX | PV6, 1220}, {1220} },

_mss_max_i pv6", MOD_PROTO TCP,
nmod_set _ui nt 32, nod_get _ui nt 32,
{1, TCP_MBS_ MAX | PV6, TCP_MBS | MAX _1 PV6},
{ TCP_MSS_MAX_| PV6} 1},

_rev_src_routes", MOD_PROTO TCP,
mod_set _bool ean, nmod_get _bool ean,
{B_FALSE}, {B_FALSE} },

_local _dack_interval ", MOD_PROTO_TCP,
nmod_set _ui nt 32, nod_get _ui nt 32,
{10*Ms, 500*Ms, 50*Ms}, {50*Ms} },

tunable - 50 */

_local _dacks_max", MOD PROTO TCP,
nmod_set _ui nt 32, nod_get _ui nt 32,
{o, 16, 8}, {8} },

"ecn", MOD_PROTO_TCP,

mod_set _ui nt 32, nod_get _ui nt 32,

{0, 2, 1}, {1} },

_rst_sent_rate_enabl ed", MOD_PROTO TCP,
mod_set _bool ean, nod get bool ean,
{B_ TRUE} {B_TR E} },

_rst_sent_rate", MOD PROTO TCP,
nod_set _ui nt 32 mod_get _ui nt 32,
{0, "UI NT32_MAX, 40}, {40} },

_push_timer_interval", MOD_PROTO TCP,
mod_set _ui nt32, nod_get _ui nt 32,
{0, "100* M8, SO*NS} {50*MB} },

use_snss_as_nss_opt", MOD_PROTO_TCP,
“nod_set _bool ean, nnd_get_bool ean,
{B_FALSE}, {B_FALSE} 1,
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491 { " _keepalive_abort_interval", MOD PROTO TCP,

492 nod_set _ui nt 32, nod_get _ui nt 32,

493 {0, UI NT32_MAX, 8*M NUTES}, {8*M NUTES} },

495 /*

496 * tcp_woff_xtra is the extra space in front of TCP/IP header for
497 * layer header. It has to be a nultiple of 8.
498 */

499 { "_woff_xtra", MOD_PROTO TCP,

500 nod_set _al i gned, nod_get _ui nt 32,

501 {0, 256, 32}, {32} },

503 { "_dev_flow.ctl", MOD_PROTO TCP,

504 nmod_set _bool ean, nod_get _bool ean,

505 {B_FALSE}, {B _FALSE} },

507 { "_reass_tineout", MOD _PROTO TCP,

508 nmod_set _ui nt 32, nod_get _ui nt 32,

509 {0, UI NT32_MAX, 100* SECONDS}, {100*SECONDS} 1},
511 /* tunable - 60 */

512 { "extra_priv_ports", MOD _PROTO TCP,

513 nmod_set _extra_privports, nod_get_extra_privports,
514 {1, ULP_MAX_PORT, 0}, {0} },

516 { "_1948_phrase", MOD PROTO TCP,

517 tcp_set _1948phrase, NULL, {0}, {0} },

519 { "_listener_limt_conf", MOD_PROTO TCP,

520 NULL, tcp_listener_conf_get, {0}, {0} },

522 { "_listener_limt_conf_add", MOD _PROTO TCP,

523 tcp_listener_conf_add, NULL, {0}, {0} },

525 { "_listener_limt_conf_del", MOD_PROTO TCP,

526 tcp_listener_conf_del, NuLL, {0}, {0} },

528 { "_iss_incr", MOD_PROTO TCP,

529 nmod_set _ui nt 32, nod_get _ui nt 32,

530 {1, I1SS_INCR [|SS_INCR},

531 {ISS_INCR} },

533 { "?", MOD_PROTO TCP, NULL, nod_get _allprop, {0}, {0} },
535 { NULL, O, NULL, NULL, {0}, {0} }

536 };

____unchanged_portion_onitted_

i nk
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmon Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

21/

22 Copyright (c) 2005, 2010, Oracle and/or its affiliates. Al rights reserved.
23 Copyright (c) 2011, Joyent Inc. Al rights reserved.

24 Copyright (c) 2013, Omi Tl Conputer Consulting, Inc. Al rights reserved.

I I T T

Copyright (c) 2013 by Del phix. Al rights reserved.
/

28 #ifndef _INET_TCP_I MPL_H

29 #define _INET_TCP_| MPL_H

31 /*

32 * TCP inplenentation private declarations. These interfaces are
33 * used to build the IP nodul e and are not neant to be accessed
34 * by any nodul es except |P itself. They are undocunented and are
35 * subject to change w thout notice.

36 */

38 #ifdef _ cplusplus

39 extern "C' {

40 #endif

42 #ifdef _KERNEL

44 #include <sys/cpuvar. h>

45 #incl ude <sys/cl ock_inpl.h> /* For LBOLT_FASTPATH{, 64} */
46 #include <inet/optcom h>

47 #include <inet/tcp. h>

48 #include <inet/tunables. h>

50 #define TCP_MOD_ID 5105

52 extern struct qinit

tcp_sock_winit;
53 extern struct qinit ini

tcp_wnit;
55 extern sock_downcal I s_t sock_tcp_downcalls;

57 | *

58 * Note that by default, the _snd_lowat_fraction tunable controls the val ue of

new

106

108
109
110
111
112
113
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* the transmt |low water mark. TCP_XM T_LOMTER (and thus the _xmt_| owat
* property) is only used if the adm nistrator has disabled _snd_| owat _fraction
* by setting it to O.
*/
#define TCP_XM T_LOMATER 4096
#defi ne TCP_XM T_HI WATER 49152
#def i ne TCP_RECV_LOWATER 2048
#def i ne TCP_RECV_H WATER 128000
/*
* Bind hash list size and has function. It has to be a power of 2 for
* hashi ng.
*/
#def i ne TCP_BI ND_FANOUT_SI ZE 1024

#define TCP_BI ND_HASH(I port) (ntohs(lport) & (TCP_BIND FANOUT_SIZE - 1))

/*
* This inplenentation follows the 4.3BSD interpretation of the urgent
* pointer and not RFC 1122. Switching to RFC 1122 behavi or woul d cause
* I nconpatible changes in protocols Iike telnet and rlogin.
*

#define TCP_OLD_URP_| NTERPRETATI ON 1

/* TCP option length */

#defi ne TCPOPT_NOP_LEN
#def i ne TCPOPT_MAXSEG _LEN
#defi ne TCPOPT_WS_LEN
#def i ne TCPOPT_REAL_WS_LEN ( TCPOPT_WS_LEN+1)
#defi ne TCPOPT_TSTAMP_LEN 10

#defi ne TCPOPT_REAL_TS_LEN ( TCPOPT_TSTAMP_LEN+2)
#def i ne TCPOPT_SACK_OK_LEN 2

#def i ne TCPOPT_REAL_SACK _OK_LEN ( TCPOPT_SACK_OK_LEN+2)
#def i ne TCPOPT_REAL_SACK_ LEN 4

WhpPE

#def i ne TCPOPT_MAX_SACK_LEN 36

#defi ne TOPOPT_HEADER LEN 2

/* Round up the value to the nearest nss. */

#def i ne MSS_ROUNDUP(val ue, mnss) ((((value) - 1) / (mss) + 1) * (msS))
/*

* Was this tcp created via socket() interface?

*/

#define TCP_I S_SOCKET(tcp) ((tcp)->tcp_i ssocket)

*
* |s this tcp not attached to any upper client?
*/
#define TCP_I S_DETACHED(t cp) ((tcp)->tcp_detached)
/* TCP timers related data strucutres. Refer to tcp_timers.c. */
typedef struct tcp_tinmer_s {
conn_t *connp;
voi d (*tcpt_proc)(void *);
cal lout _id_t tept_tid;
} tep_timer_t;

__unchanged_portion_onitted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

I S I I

21/

22 Copyright (c) 1991, 2010, Oracle and/or its affiliates. Al rights reserved.
23 Copyright (c) 1990 Mentat Inc.

24 Copyright (c) 2013 by Del phix. Al rights reserved.

25 */

27 #include <inet/tunables. h>

28 #include <sys/nmd5. h>

29 #include <inet/common. h>

30 #include <inet/ip.h>

31 #include <inet/ip6.h>

32 #include <netinet/icnp6. h>

33 #include <inet/ip_stack.h>

34 #include <inet/raw p_inpl.h>

35 #include <inet/tcp_stack. h>

36 #include <inet/tcp_inpl.h>

37 #include <inet/udp_inpl.h>

38 #include <inet/sctp/sctp_stack.h>
39 #include <inet/sctp/sctp_inpl.h>
40 #include <inet/tunables. h>

42 nod_prop_info_t *

43 nod_prop_| ookup(rmod_prop_info_t ptbhl[], const char *prop_nane, uint_t proto)

44

45 nmod_prop_info_t *pinfo;

47 /*

48 * Walk the ptbl array |ooking for a property that has the requested
49 * nane and protocol nunber. Note that we assunme that all protocol
50 */tabl es are termnated by an entry with a NULL property nane.

51 *

52 for (pinfo = ptbl; pinfo->nmpi_name != NULL; pi nfo++) {

53 if (strcnp(pinfo->npi_nane, prop_ narre) =0

54 pi nf o- >npi _proto == proto)

55 return (pinfo);

56 }

57 return (NULL);
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static int
prop_pern2const (nmod_prop_i nfo_t *pi nfo)
if (pinfo->nmpi_setf == NULL)
return (MOD_ PRCP PERM_READ) ;
if (pinfo->npi_getf == NULL)
return (MOD_PROP_PERM WRI TE) ;
return (MOD_PROP_PERM RW;
}
/*
* Modifies the value of the property to default value or to the ‘pval’
* specified by the user.
*
/
[ * ARGSUSED */

int
nod_set _bool ean(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,

mod_set _bool ean(voi d *cbarg, cred_t *cr, nod_prop_info_t *pinfo,
“const char *ifname, const void* pval, uint_t flags)
char *end;
unsi gned | ong new_val ue;
if (flags & MOD_PROP_DEFAULT)
pi nf o->prop_cur_bval = pi nfo->prop_def_bval;
return (0);
}
if (ddi_strtoul (pval, &end, 10, &new value) !=0 || *end !="'\0")
return (EINVAL);
if (new_value != B_TRUE & new_val ue ! = B_FALSE)
return (El N\/AL)
pi nf o- >prop_cur_bval = new_val ue;
return (0);
}
/*
* Retrieves property perm ssion, default value, current value or possible
* values for those properties whose value type is boolean_t.
*
/* ARGSUSED */
int
nod_get _bool ean(netstack_t *stack, nod_prop_| |nfo t *pinfo, const char *ifnane,
mod_get _bool ean(voi d *cbarg, nod_prop_info_t *pinfo, const char *ifnane,
void *pval, uint_t psize, uint_t flags)
bool ean_t get _def = (fl ags & MOD_PROP_DEFAULT) ;
bool ean_t get _perm = (flags & MOD_PROP_PERM ;
bool ean_t get _range = (flags & MOD_PROP_ POSSI BLE) ;
size_t nbyt es;
bzero(pval, psize);
if (get_perm
nbytes = snprintf(pval, psize, "%", prop_pern2const(pinfo));
else if (get_range)
nbytes = snprintf(pval, psize, "%, %", B FALSE, B TRUE);
else if (get_def)
nbytes = snprintf(pval, psize, "%", pinfo->prop_def_bval);
el se
nbytes = snprintf(pval, psize, "%", pinfo->prop_cur_bval);
if (nbytes >= psize)
return (ENOBUFS);
return (0);

__unchanged_portion_onitted_
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144 | *

145 * Modifies the value of the property to default value or to the ‘pval’
146 * specified by the user.

147 */

148 /* ARGSUSED */

149 int

150 nod_set_ui nt32(netstack_t *stack, cred_t *cr, nmod_prop_info_t *pinfo,
131 nod_set_ui nt32(void *cbarg, cred_t *cr, nmod_prop_info_t *pinfo,

151 const char *ifnanme, const void *pval, uint_t flags)

152 {

153 unsi gned | ong new_val ue;

154 int err;

156 if ((err = nod_uint32_value(pval, pinfo, flags, &ew value)) != 0)
157 return (err);

158 pi nf o- >prop_cur _uval = (uint32_t)new val ue;

159 return (0);

160 }

162 /*

163 * Rounds up the value to make it nultiple of 8.

164 */

165 /* ARGSUSED */

166 int

167 nod_set_al i gned(netstack_t *stack, cred_t *cr, nmpd_prop_info_t *pinfo,

148 nod_set _al i gned(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

168 const char *ifnanme, const void* pval, uint_t flags)

169 {

170 int err;

172 if ((err = nod_set_uint32(stack, cr, pinfo, ifnane, pval, flags))
153 if ((err = nod_set_uint32(cbarg, cr, pinfo, ifnane, pval, flags))
173 return (err);

175 /* if required, align the value to multiple of 8 */

176 if (pinfo->prop_cur_uval & 0x7) {

177 pi nf o- >prop_cur _uval &= ~0x7;

178 pi nf o- >prop_cur _uval += 0x8;

179 1

181 return (0);

182 }

184 /*

185 * Retrieves property perm ssion, default value, current value or possible
186 * values for those properties whose value type is uint32_t.

187 */

188 /* ARGSUSED */

189 int

190 nod_get _ui nt32(netstack_t *stack, nod_prop_ |nfo t
171 nod_get _ui nt 32(voi d *cbarg, m)d_prop_l nfo_t *pinfo,

*pi nfo,
const char *ifnane,

const char *ifnane,

191 void *pval, uint_t psize, uint_t flags)

192 {

193 bool ean_t get _def = (fl ags & MOD_PROP_DEFAULT) ;
194 bool ean_t get _perm = (flags & MOD_PROP_PERM ;

195 bool ean_t get _range = (flags & MOD_PRCP_ POSSI BLE) ;
196 size_t nbyt es;

198 bzero(pval, psize);

199 if (get_perm

200 nbytes = snprintf(pval, psize, "%", prop_pernRconst(pinfo));
201 else if (get_range)

202 nbytes = snprintf(pval, psize, "%-%"

203 pi nfo >prop_m n_| uval pi nf o- >prop_| max _uval);

204 else if (get_def)

new usr/src/uts/comon/inet/tunables.c

205 nbytes = snprintf(pval,

206 el se

207 nbytes = snprintf(pval,

208 if (nbytes >= psize)

209 return (ENOBUFS);

210 return (0);

211 }

213 /*

214 * The range of the buffer size properti

215 * in the property info structure of the property itself,
216 * bound. The upper bound is the current value of the
217 * in the appropriate protocol property

218 */
219 static void

psi ze, "%", pinfo->prop_def_uval);

psize, "%", pinfo->prop_cur_uval);

es has a static | ower bound configured
and a dynami c upper
"max_buf" property

tabl e.

220 nod_get _buf _prop_range(nod_prop_info_t ptbl[], nmod_prop_info_t *pinfo,

221 uint32_t *mn, uint32_t *maXx)

222 {

223 nmod_prop_i nfo_t *maxbuf _pinfo = nod_prop_| ookup(ptbl, "max_buf",

224 pi nf o- >npi _proto);

226 *m n = pinfo->prop_m n_uval ;

227 *max = maxbuf _pi nf o- >prop_cur _uval ;

228 }

230 /*

231 * Modifies the value of the buffer size property to its default value or to
232 * the value specified by the user. This is simlar to nod_set_uint32() except
233 * that the value has a dynam cally bounded range (see nod_get_buf _prop_range()
234 * for details).

235

236 /* ARGSUSED */

237 int

238 nod_set _buf _prop(nod_prop_info_t ptbl[], netstack_t *stack, cred_t *cr,

239 mod_prop_info_t *pinfo, const char *ifnanme, const void *pval, uint_t flags)
240 {

241 unsi gned | ong new_val ue;

242 char *end;

243 ui nt 32_t mn, nex;

245 if (flags & MOD_PROP_DEFAULT) {

246 pi nf o- >prop_cur _uval = pi nfo->prop_def_uval;

247 return (0);

248 1

250 if (ddi_strtoul (pval, &end, 10, &new value) !=0 || *end != "'\0")
251 return (EI NVAL);

253 nod_get _buf _prop_range(ptbl, pinfo, &mn, &max);

254 if (newvalue < mn || new.value > nax)

255 return (ERANGE);

257 pi nf o- >prop_cur _uval = new_val ue;

258 return (0);

259 }

261 /*

262 * Retrieves property perm ssions, default value, current value, or possible
263 * values for buffer size properties. Wile these properties have integer
264 * values, they have a dynanic range (see nod_get_buf prop range() for

265 * details). As such, they need to be handl ed differently.

266 */

267 int

268 nod get buf prop(n‘od prop_info_t pthl[],
const char *ifnane,

269 nmod_prop_i nfo_t
270 uint_t flags)

*pi nf o,

net stack_t *stack,

void *pval, uint_t psize,
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271 {

272 size_t nbytes;

273 uint32_t mn, max;

275 if (flags & MOD_PROP_PCSSI BLE) {

276 nod_get _buf _prop_range(ptbl, pinfo, &mn, &max);
277 nbytes = snprintf(pval, psize, "%-%", mn, max);
278 return (nbytes < psize ? 0 : ENOBUFS);

279

280 return (nod_get_uint32(stack, pinfo, ifnane, pval, psize, flags));
281 }

283 /[ *

284 * Inplenments /sbin/ndd -get /dev/ip ?, for all the nodul es. Needed for
285 * backward conpatibility with /sbin/ndd.

286 */

287 /* ARGSUSED */

288 int

289 nod_get _al | prop(net stack_t *stack, nod_prop_info_t *pinfo, const char *ifnane,

200 mod_get _al I prop(void *cbarg, nmod_prop_info_t *pinfo, const char *ifnane,

290 void *val, uint_t psize, uint_t flags)

291 {

292 char *pval = val;

293 nmod_prop_info_t *ptbl, *prop;

205 ip_stack_t *| pst;

206 tcp_stack_t *tcps;

207 sctp_stack_t *sct ps;

208 udp_stack_t *us;

209 i cnp_stack_t *is;

294 ui nt _t si ze;

295 size_t nbytes = 0, thytes = 0;

297 bzero(pval, psize);

298 size = psize;

300 switch (pinfo- >rrp| _proto) {

301 case MOD_PROTO |

302 case MOD_PROTO | PV4

303 case MOD_PROTO | PV6:

304 ptbl = stack->netstack_i p->i ps_propinfo_tbl;
220 ipst = (ip_stack_t *)cbarg;

221 ptbl = ipst->ips_propinfo_thl;

305 br eak;

306 case MOD_PROTO RAW P:

307 ptbl = stack->netstack_i cnp->is_propinfo_tbl;
224 Is = (icnp_stack_t *)cbarg;

225 ptbl = is->is_propinfo_thl;

308 br eak;

309 case MOD_PROTO_TCP:

310 ptbl = stack->netstack_tcp->tcps_propinfo_thl;
228 tcps = (tcp_stack_t *)cbarg;

229 ptbl = tcps->tcps_propinfo_thbl;

311 br eak;

312 case MOD_PROTO_UDP:

313 ptbl = stack->netstack_udp->us_propinfo_tbl;
232 us = (udp_stack_t *)cbarg;

233 ptbl = us->us_propinfo_thl;

314 br eak;

315 case MOD_PROTO_SCTP:

316 ptbl = stack->netstack_sctp->sctps_propinfo_tbl;
236 sctps = (sctp_stack_t *)cbarag;

237 ptbl = sctps->sctps_propinfo_thl;

317 br eak;

318 defaul t:

319 return (EINVAL);

320 }
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322 for (prop = ptbl; prop->npi_nanme != NULL; prop++) {

323 if (prop->npi _nane[0] == "\0" ||

324 strcnp(prop->npi _name, "?") == 0) {

325 conti nue;

326 }

327 nbytes = snprintf(pval, size, "% %l %", prop->npi_nane,
328 prop->npi _proto, prop_pern2const(prop));

329 size -= nbytes + 1;

330 pval += nbytes + 1;

331 tbytes += nbytes + 1;

332 if (tbytes >= psize) {

333 /* Buffer overflow, stop copying information */
334 return (ENOBUFS);

335 }

336 }

337 return (0);

338 }

340 /*

341 * Hold a lock while changing *_epriv_ports to prevent multiple

342 * threads fromchanging it at the sane tine.

343 */

344 [* ARGSUSED */

345 int

346 nod_set _extra_privports(netstack_t *stack, cred_t *cr, nod_prop_info_t
267 nmod_set _extra_privports(void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

347 const char *ifnane, const void* val, uint_t flags)
348 {

349 ui nt _t proto = pinfo->npi _proto;

350 tcp_stack_t *tcps;

351 sctp_stack_t *sct ps;

352 udp_stack_t *us;

353 unsi gned | ong new_val ue;

354 char *end;

355 kmut ex_t *| ock

356 uint_t i, nports

357 in_port_t *ports;

358 bool ean_t def = (flags & MOD_PROP_DEFAULT) ;
359 const char *pval = val;

361 if (ldef) {

362 1 f (ddi_strtoul (pval, &end, 10, &new value) != 0 ||
363 *end 1= '\0") {

364 return (EI NVAL);

365 }

367 if (new_value < pinfo->prop_nin_uval ||
368 new_val ue > pinfo->prop_max_uval) {
369 return (ERANGE);

370 }

371 }

373 switch (proto) {

374 case MOD_PROTO TCP:

375 tcps = stack->netstack_tcp;

296 tcps = (tcp_stack_t *)cbarg;

376 lock = &t cps->tcps_epriv_port_| ock;

377 ports = tcps->tcps_g_epriv_ports;

378 nports = tcps->tcps_g_numepriv_ports;
379 br eak;

380 case MOD_PROTO_UDP:

381 us = stack->netstack_udp;

302 us = (udp_stack_t *)cbarg;

382 l ock = &us->us_epriv_port_| ock;

383 ports = us->us_epriv_ports;

*pi nfo,
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384
385
386
387
308
388
389
390
391
392
393
394

396

398
399
400
401
402
403
404
405
406

408
409
410
411
412

414
415
416
417
418
419
420
421
422
423
424
425

427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448

nports = us->us_numepriv_ports;
br eak;

case MOD_ PROTO_SCTP:

defaul t:

}

sct ps st ack- >net st ack_sct p;

sct ps (sctp_stack_t *)cbarg;

l ock = &sctps->sctps_epriv_port_| ock;
ports = sctps->sctps_g_epriv_ports;
nports = sctps->sctps_g_numepriv_ports;
br eak;

return (ENOTSUP);

mut ex_ent er (1 ock) ;

/* if MOD_PROP_DEFAULT is set then reset the ports list to default
{

if (def)

for (i = 0; i < nports; i++)
ports[i] = 0O;

ports[0] = ULP_DEF_EPRI V_PORT1;

ports[1] = ULP_DEF_EPRI V_PORT2;

mut ex_exi t (1 ock);

return (0);
}
/* Check if the value is already in the list */
for (i =0; i < nports; i++)
if (new_value == ports[i])
br eak;
}

if (flags & MOD_PROP_REMOVE) {

} else i

} else {

(i == nports) {
nut ex_exi t (1 ock);

return (ESRCH);

/* Cear the value */
ports[i] = O;
f (flags & MOD_PROP_APPEND) {
if (i = nports)
mut ex_exi t (1 ock);
return (EEXI ST);

}
/* Find an enpty slot */
for (i =0; i < nports; i++) {
if (ports[i] == 0)
br eak;
}
if (i == nports) {

nut ex_exi t (1 ock);
return (EOVERFLOW ;

}
/* Set the new val ue */
ports[i] = (in_port_t)new_ val ue;

If the user used ’assignnment’ nodifier.
For eg:
# i padm set-prop -p extra_priv_ports=3001 tcp

We clear all the ports and then just add 3001.

* Ok ok k% k%

ASSERT(f | ags == MOD_PROP_ACTI VE) ;
for (i =0; i < nports T++)
ports[i] = O;

*/

new usr/src/uts/comon/inet/tunables.c

449 ports[0] = (in_port_t)new_val ue;

450 1

452 mut ex_exi t (1 ock);

453 return (0);

454 }

456 [ *

457 * Note: No |ocks are held when inspecting *_epriv_ports

458 * but instead the code relies on:

459 * - the fact that the address of the array and its size never changes
460 */- the atom ¢ assignnent of the elenents of the array

461 *

462 |/ * ARGSUSED */

463 int

464 nod_get _extra_privports(netstack_t *stack, nod_prop_info_t *pinfo,
465 const char *ifnane, void *val, uint_t psize, uint_t flags)
385 nod_get _extra_privports(void *cbarg, nod_prop_info_t *pinfo, const char *ifnane,
386 void *val, uint_t psize, uint_t flags)

466 {

467 ui nt _t proto = pinfo->npi _proto;

468 tcp_stack_t *tcps;

469 sctp_stack_t *sct ps;

470 udp_stack_t *us;

471 ui nt _t i, nports, size;

472 in_port_t *ports;

473 char *pval = val;

474 size_t nbytes = 0, tbytes = 0;

475 bool ean_t get _def = (flags & MOD_PROP_DEFAULT);
476 bool ean_t get _perm = (flags & MOD_PROP_PERM) ;

477 bool ean_t get _range = (flags & MOD_PRCP_ POSS| BLE) ;
479 bzero(pval, psize);

480 size = psize;

482 if (get_def) {

483 tbytes = snprintf(pval, psize, "%, %", ULP_DEF EPRI V_PORT1,
484 ULP_DEF_EPRI V_PORT2) ;

485 goto ret;

486 } else if (get_perm {

487 tbytes = snprintf(pval, psize, "%", MOD_PROP_PERM RW ;
488 goto ret;

489 }

491 switch (proto) {

492 case MOD_PROTO_TCP:

493 tcps = stack->netstack_tcp;

414 tcps = (tcp_stack_t *)cbarg;

494 ports = tcps->tcps_g_epriv_ports;

495 nports = tcps->tcps_g_numepriv_ports;

496 br eak;

497 case MOD_ PROTO UDP:

498 us = stack->netstack_udp;

419 us = (udp_stack_t *)cbarg;

499 ports = us->us_epriv_ports;

500 nports = us->us_numepriv_ports;

501 br eak;

502 case MOD PROTO_SCTP

503 sctps = stack->netstack_sctp;

424 sctps = (sctp_stack_t *)cbarg;

504 ports = sctps->sctps_g_epriv_ports;

505 nports = sctps->sctps_g_numepriv_ports;

506 br eak;

507 defaul t:

508 return (ENOTSUP);

509 }
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511
512
513
514
515 }

if (get_range) {
tbytes = snprintf(pval, psize,
pi nf o- >prop_max_uval ) ;
goto ret;

"%- %",

517
518
519
520
521
522
523
524
525
526
527
528 }
529
530
531
532
533
534
535 }
__unchanged_portion_onitted_

for (i =0; i < nports; i++) {
if (ports[i] !'=0) {
if (psize == size)
nbytes = snprintf(pval,
el se

nbytes =
size -= nbytes;
pval += nbytes;
tbytes += nbytes;
if (tbytes >= psize)
return (ENOBUFS);

snprintf(pval,

}
return (0);
ret:
if (tbytes >= psize)
return ( ENOBUFS);
return (0);

pi nf o- >prop_m n_uval ,

size, "%", ports[i]);

size, ",%", ports[i]);
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60 #define MOD_PROP_VERSI ON 1

62 /* permission flags for properties */
63 #define MOD_PROP_PERM READ 0x1
64 #define MOD_PROP_PERM VRl TE 0x2

65 #define MOD_PROP_PERM RW

( MOD_PROP_PERM READ| MOD_PROP_PERM WRI TE)

1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

/* npr_flags val ues */

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

NRERRRERRRER R
COONOUITARWNROOO~NOUTDSWN

-~

I S I I

21/

22 Copyright (c) 1991, 2010, Oracle and/or its affiliates. Al rights reserved.
23 Copyright (c) 1990 Mentat Inc.

24 Copyright (c) 2013 by Del phix. Al rights reserved.

25 */

27 #ifndef _| NET_TUNABLES H

28 #define ~I NET_TUNABLES H

30 #include <sys/types. h>
31 #include <net/if.h>

32 #ifdef _KERNEL

33 #include <sys/netstack. h>
34 #endi f

36 #ifdef _ cplusplus

37 extern "C' {

38 #endi f

40 #define MAXPROPNAMELEN 64

42 /*

43 * The ‘nod_ioc_prop_s’ datastructure is used as an | OCTL argunent for

44 * S| OCSETPROP and SI OCGETPRCP ioctls. This datastructure identifies the

45 * protocol (‘npr_proto’) property (‘npr_nanme’), which needs to be nodified
46 * or retrieved (‘npr_valsize’ and ‘npr_val’). If the property applies to an
47 * interface then ‘npr_ifnane’ contains the nane of the interface.

48 *

49 typedef struct nod_ioc_prop_s {

50 uint_t npr _ver si on;

51 ui nt _t mpr _f | ags; /* see bel ow */

52 /* name of the interface (ill) for which property will be applied */
53 char npr _i f name[ LI FNAVSI Z] ;

54 ui nt _t npr _proto; /* see bel ow */

55 char npr _nane[ MAXPROPNAVELEN] ; /* property name */
56 uint_t npr_val si ze; /* size of npr_val
57 char npr_val [1];

58 } nod_ioc_prop_t;

68 #defi1 ne MOD_PROP_ACTI VE 0x01 /* current value of the property */

69 #define MOD_PROP_DEFAULT 0x02 /* default value of the property */

70 #define MOD_PROP_PCSSI BLE 0x04 /* possible values for the property */
71 #defi ne MOD_PROP_PERM 0x08 /* read/wite permission for property */
72 #define MOD_PROP_APPEND 0x10 /* append to nulti-valued property */
73 #define MOD_PROP_REMOVE 0x20 /* renove fromnmulti-valued property */
75 /* npr_proto val ues */

76 #define MOD_PROTO NONE 0x00

77 #define MOD_PROTO | PV4 0x01 /* property is applicable to | PV4 */
78 #defi ne MOD_PROTO | PV6 0x02 /* property is applicable to | PV6 */
79 #define MOD_PROTO RAW P 0x04 /* property is applicable to | CWP */
80 #define MOD_PROTO TCP 0x08 /* property is applicable to TCP */

81 #define MOD_PROTO UDP 0x10 /* property is applicable to UDP */

82 #defi ne MOD_PROTO_SCTP 0x20 /* property is applicable to SCTP */
84 /* property is appllcable to both IPV[4]6] */

85 #define MOD_PROTO | P (MOD_PROTO _| PV4| MOD_PROTO _| PV6)

87 #ifdef _KERNEL

89 typedef struct nod_prop_info_s nod_prop_info_t;

91 /* set/get property call back functions */

92 typedef nmod_prop_setf_t(netstack_t *, cred_t *, nod_prop_info_t *,

91 typedef |nt nmod_prop_setf_t(void *, cred_t *, nod_prop_info_t *,

93 const char *, const void *, uint_t);
94 typedef int nod_prop_getf_t(netstack_t *, nod_prop_info_t *, const char *,
95 void *, uint_t, uint_t);
93 typedef int nmod_prop_getf_t(void *, nod_prop_info_t *, const char *,
94 void *val, uint_t, uint_t);
97 typedef struct nod_propval _uint32_s {
98 ui nt 32_t nmod_propval _umi n;
99 ui nt 32_t nod_propval _umax;
100 ui nt 32_t nod_propval _ucur;
101 } nod_propval _ui nt32_t;
__unchanged_portion_onitted_
130 /* shortcuts to access current/default values */
131 #define prop_m n_uval u. npi _uval . nod_pr opval _umin
132 #define prop_max_uval u. npi _uval . nod_pr opval _umax
133 #define prop_cur_uval u. npi _uval . nrod_propval _ucur
134 #define prop_cur_bval u. npi _bval
135 #define prop_def _uval u_def . npi _def _uval
136 #define prop_def_bval u_def . npi _def _bval
138 #define MS 1L
139 #defi ne SECONDS (1000 * MB)

140 #define M NUTES
141 #define HOURS
142 #define DAYS

(60 * SECONDS)
(60 * M NUTES)
(24 * HOURS)

(1024 * 1024)

146 /* Largest TCP/ UDP/ SCTP port nunber */
147 #define ULP_MAX_PORT (64 * 1024 - 1)

144 #define MB
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149
150
151

153

155
156
157

159
160

162
163
164
165
166
167
168
169
159
160

171

173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190

/* extra privilege ports for upper | ayer protocols, tcp, sctp and udp */
#def i ne ULP_DEF_EPRI V_PORT1 2049
#def i ne ULP_DEF_EPRI V_PORT2 4045

#defi ne ULP_MAX_BUF (1<<30) /* Largest possible send/receive buffer */
/* generic function to set/get global nodule properties */
extern nod_prop_setf_t nod_set_bool ean, npd_set _uint 32,

nod_set _al i gned, nod_set_extra_privports;

extern nmod_prop_getf_t nod_get_bool ean, nod_get _ui nt 32,
nod_get _al | prop, nod_get_extra_privports;

extern int nod_ui nt 32_val ue(const void *, nod_prop_info_t *,
uint_t, unsigned long *);

extern nmod_prop_info_t *nod_prop_| ookup(nod_prop_info_t[], const char *,
uint_t);

extern int nod_set _buf _prop(nmod_prop_info_t[], net stack_t *,
cred_t *cr, nod_prop_info_t *, const char *, const void *, uint_t);

extern int mod_get _buf _prop(nod_prop_info_t[], netstack_t *,

mod_prop_info_t *, const char *, void *, uint_t, uint t)
extern int nod_uint32_val ue(const void *, rmd_prop_i nfo_t *, uint_t,
unsi gned long *);

#endif /* _KERNEL */

/
End- syst em nodel definitions that incl ude the weak/strong end-system
definitions in RFC 1122, Section 3.3.4.5. | P_WEAK ES and | P_STRONG ES
conformto the correspondl ng RFC 1122 definitions. The | P_SRC PRI _ES
host model is similar to | P_WEAK_ES with one additional enhancenent: for
a packet with source S2, destination D2, the route selection algorithm
will first attenpt to find a route for the destination that goes out
through an interface where S2 is configured and marked UP. If such

a route cannot be found, then the best-nmatching route for D2 will be

sel ected, ignoring any m smatches between S2 and the interface addresses
* on the outgoing interface inplied by the route.

* Ok kR Rk k% 3k

*

/

typedef enum {
| P_WEAK_ES = 0,
I P_SRC_PRI _ES,
| P_STRONG _ES,
| P_MAXVAL_ES

} ip_hostrodel _t;
__unchanged_portion_omtted_
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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.
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26 /* Copyright (c) 1990 Mentat Inc. */

28 #include <inet/ip.h>

29 #include <inet/ip6.h>

30 #include <inet/udp_inpl.h>
31 #include <sys/sunddi.h>

33 static int
34 udp_set _buf_prop(netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,

35 const char *ifnanme, const void *pval, uint_t flags)

36

37 return (nod_set_buf_prop(stack->netstack_udp->us_propinfo_tbl, stack,
38 cr, pinfo, ifname, pval, flags));

39 }

41 static int
42 udp_get _buf _prop(netstack_t *stack, nmod_prop_info_t *pinfo, const char *ifnane,

43 void *val, uint_t psize, uint_t flags)

44 {

45 return (nod_get_buf_prop(stack->netstack_udp->us_propinfo_tbl, stack,
46 pinfo, ifname, val, psize, flags));

47 }

49 [ *

50 * Special checkers for smallest/|argest anonynous port so they don’t
51 * ever happen to be (largest < snallest).
*/

53 /* ARGSUSED */

54 static int

55 udp_smal | est _anon_set (netstack_t *stack, cred_t *cr, nod_prop_info_t *pinfo,
38 udp_snal | est_anon_set (void *cbarg, cred_t *cr, nod_prop_info_t *pinfo,

56 const char *ifname, const void *pval, uint_t flags)

57 {
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58 unsi gned | ong new_val ue;

59 udp_stack_t *us = stack->netstack_udp;

42 udp_stack_t *us = (udp_stack_t *)cbarg;

60 int err;

62 if ((err = nod_uint32_value(pval, pinfo, flags, &ew value)) != 0)
63 return (err);

64 /* mod_uint32_val ue() + pinfo guarantees we’'re in UDP port range. */
65 if (new_val ue > us->us Iargest anon_port)

66 return ( ERANGE);

67 pi nfo- >prop_cur_uval = (UI nt 32_t ) new_val ue;

68 return (0);

69 }

71 | * ARGSUSED */
72 static int

73 udp_| argest _anon_set (netstack_t *stack, cred_t *cr, nod_prop_ |nfo _t *pinfo,

56 udp_| argest _anon_set (void *cbarg, cred_t *cr, nmod_prop_info_t *pinfo,

74 const char *ifname, const void *pval, uint_t flags)

75 {

76 unsi gned | ong new_val ue;

77 udp_stack_t *us = stack->netstack_udp;

60 udp_stack_t *us = (udp_stack_t *)cbarg;

78 int err;

80 if ((err = nod_uint32_val ue(pval, pinfo, flags, &ew value)) != 0)
81 return (err);

82 /* mod_uint32_val ue() + pinfo guarantees we’'re in UDP port range. */
83 if (new_val ue < us->us_small est_anon_port)

84 return (ERANGE);

85 pi nfo->prop_cur_uval = (uint32_t)new_val ue;

86 return (0);

87 }

89 /*

92 * Note: Al those tunables which do not start with "_

93 * therefore are public. See PSARC 2010/ 080.
*/

95 nod_prop_info_t udp_ propl nfo_tbl[] ={
0 */

90 * Al of these are alterable, within the mn/max values given, at run tine.
*

are Commtted and

96 7* tunable -

97 { "_woff_extra", MOD_PROTO_UDP,

98 “nod_set _ui nt 32 mod_get _ui nt 32,

99 {0, 256, 32}, {32} },

101 { "_ipv4_ttl", MOD_PROTO _UDP,

102 nmod_set _ui nt 32, nod_get _ui nt 32,

103 {1, 255, 255}, {255} },

105 { i pv6_hoplimt", MOD_PROTO _UDP,

106 “nod_set _ui nt 32 mod_get _ui nt 32

107 {0, I PV6_MAX_HOPS, TPV6 DEFAULT HOPS}, {IPV6_DEFAULT HOPS} },
109 { "small est_nonpriv_port", MOD_PROTO UDP,

110 nmod_set _ui nt 32, nod get ui nt 32,

111 {1024, (32 * 1024), 1023}, {1024} },

113 { "_do_checksunt, MOD_PROTO_UDP,

114 “nod_set _bool ean, nmod_get _bool ean,

115 {B_TRUE}], {B_TRUE} },

117 { "snallest_anon_port", MOD_PROTO_UDP,

118 udp_smal | est _anon set nmod_get _ui nt 32

119 {1024, ULP_NBX_PORT, (32 * 1023)}, {(32 * 1024)} 1},
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121 { "largest_anon_port", MOD_PROTO_UDP,

122 udp_| ar gest _anon set mod get ui nt 32,

123 {1024, ULP_MAX_PORT, ULP_MAX_PORT}, {ULP_MAX_PORT} },
125 { "send_buf", MOD_PROTO_UDP,

126 udp_set buf _prop, udp_get_buf_prop,

127 {UDP_XM T_LOWATER, ULP_MAX BUF, UDP_XM T_H WATER},
108 { "send_maxbuf", MOD_PROTO UDP,

109 mod_set _ui nt 32, nod_get _uint 32,

110 {UDP_XM T_LOWATER, (1<<30), UDP_XM T_HI WATER},

128 {UDP_XM T_H WATER} },

130 { "_xmit_lowat", MOD_PROTO_UDP,

131 “nod_set _ui nt 32, nod_get _uint 32,

132 {0, TULP_MAX_ BUF UDP_XM T LO/\ATER}

115 {0, (1<<30), UDP_XM T_LOMATER},

133 {UDP_XM T LO/\ATER} },

135 { "recv_buf", MOD PROTO UDP,

136 udp_set _buf _prop, udp_get_buf_prop,

137 { UDP_RECV_LOWATER, ULP_MAX_BUF, UDP_RECV_H WATER},
118 { "recv_maxbuf", MOD PROTO UDP,

119 nod_set _ui nt 32, nod_get _uint 32,

120 {UDP_RECV_LOMTER, (1<<30), UDP_RECV_H WATER},
138 { UDP_RECV_HI WATER} },

140 /* tunable - 10 */

141 { "max_buf", MOD_PROTO_UDP,

124 { "_max_buf ¢ MOD_PROTO_UDP,

142 “nod_set UI nt 32, nod_get _ui nt 32,

143 {65536, ULP_MAX_BUF, 2*1024*1024}, {2*1024*1024} },
126 {65536, (1<<30), 2*1024*1024}, {2*1024*1024} },
145 { "_pntu_discovery", MOD_PROTO_UDP,

146 nmod_set _bool ean, nod_get _bool ean,

147 {B _FALSE}, {B FALSE} },

149 { "_sendto_ignerr", MOD_PROTO_UDP,

150 nmod_set _bool ean, nod_get _bool ean,

151 {B _FALSE}, {B FALSE} },

153 { "extra_priv_ports", MOD_PROTO UDP,

154 nmod_set _extra_privports, nod_get_extra_privports,
155 {1, TULP_MAX_PORT, 0}, {0} },

157 { "?", MOD_PROTO UDP, NULL, nod_get_allprop, {0}, {0} },
159 { NULL, O, NULL, NULL, {0}, {0} }

160 };
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