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1/*

* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

*

*

*

*

*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governing perm ssions

* and limtations under the License.
*
*
*
*
*
*
*
*
*

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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23 * Copyright 2013 Nexenta Systenms, Inc. Al rights reserved.
*
/

26 /*

27 * Copyright 2009 Sun M crosystens, Inc. Al rights reserved.

28 * Use is subject to license termns.

29 */

31 /*

32 * Copyright (c) 1984, 1986, 1987, 1988, 1989 AT&T

33 * Al rights reserved.

34 =

35 * Copyright (c) 1987, 1988 M crosoft Corporation.

36 * Al rights reserved.

37 */

39 /*

40 * sul ogin - special login programexec’'d frominit to |let user

41 * come up single user, or go to default init state straight away.
42 *

43 = Expl ain the scoop to the user, pronpt for an authorized user
44 = name or ~D and then pronpt for password or "D. If the password
45 * is correct, check if the user is authorized, if so enter

46 * single user. "D exits sulogin, and init will go to default init state.
47 *

48 = If /etc/passwd is missing, or there’s no entry for root,

49 * go single user, no questions asked.

50 */

52 #include <sys/types. h>

53 #include <sys/stat. h>

54 #incl ude <sys/param h>

55 #include <sys/sysmsg_i npl.h>

56 #i ncl ude <sys/nkdev. h>

57 #include <sys/resource. h>

58 #i
59 #i

ncl ude <sys/uadm n. h>
ncl ude <sys/wait.h>
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#i ncl ude <sys/stermo.h>
#i nclude <fcntl. h>

#i ncl ude <term o. h>

#i ncl ude <pwd. h>

#i ncl ude <shadow. h>

#i ncl ude <stdlib. h>

#i ncl ude <stdio. h>

#i ncl ude <signal . h>

#i ncl ude <si gi nfo. h>
#i ncl ude <ut npx. h>

#i ncl ude <uni std. h>

#i ncl ude <ucontext. h>
#i ncl ude <string. h>

#i ncl ude <strings. h>
#i ncl ude <deflt.h>
#include <limts. h>

#i ncl ude <errno. h>

#i ncl ude <crypt. h>

#i nclude <auth_attr. h>
#i nclude <auth_list.h>
#i ncl ude <nss_dbdefs. h>
#i ncl ude <user_attr.h>
#i ncl ude <sys/vt.h>

#i ncl ude <sys/kd. h>

/*

* Intervals to sleep after failed login

*

/

#i f ndef SLEEPTI ME
#def i ne SLEEPTI ME 4 /* sleeptime before login incorrect nmsg */
#endi f
#defi ne SLEEPTI ME_MAX 5 /* maxi mum sl eeptine */
/*

* the nane of the file containing the login defaults we deliberately

; use the same file as |ogin(1)

*
#define DEFAULT_LOG N "/etc/default/login"
#defi ne DEFAULT_SULOG N "/ et c/ defaul t/sul ogi n"
#def i ne DEFAULT_CONSOLE "/ dev/ consol e"
static char shelI[] = "/sbin/sh";
static char su[] = "/sbin/su.static";
static int sl eeptime = SLEEPTI ME;
static int nchild = 0;
static pid_t pidlist[10];
static pid_t masterpid = 0;
static pid_t originalpid = 0;
static struct sigaction sa;
static struct ternmo ttynodes;
static char *findttyname(int fd);
static char *stripttynane(char *);
static char *sul ogi n_geti nput (char *, int);
static void noop(int);
static void singl e(const char *, char *);
static void mai n_| oop(char *, bool ean_t);
static void par ent handl er () ;
static void ternmhandl er (int);
static void set upsi gs(voi d);
static int pat hcnp(char *, char *);
static void doit(char *, char *);
static void chil dcl eanup(int);
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126 #define ECHOON O
127 #define ECHOOFF 1

129 /* ARGSUSED */

130 int

131 main(int argc, char **argv)

132 {

133 struct spwd *shpw;

134 int passreq = B_TRUE;

135 int fl ags;

136 int fd;

137 char *infop, *ptr, *p;

138 pi d_t pi d;

139 I nt buf si ze;

140 struct stat st;

141 char cttynane[ 100] ;

142 char nanmed! i st [ 500] ;

143 char scratchlist[500];

144 dev_t cttyd;

146 if (geteuid() !'= 0)

147 (void) fprintf(stderr, "%: nust be root\n", argv[O0]);

148 return (EXI T_FAI LURE);

149 }

151 /* Do the magic to determ ne the children */

152 if ((fd = open(SYSMSG 0)) < 0)

153 return (EXI T_FAI LURE);

155 /*

156 * |f the consol e supports the Cl OCTTYCONSOLE ioctl, then fetch

157 * its console device list. |If not, then we use the default

158 * consol e nane.

159

160 if (ioctl(fd, CIOCTTYCONSOLE, &cttyd) == 0) {

161 if ((bufsize = ioctl(fd, C COGETCONSOLE, NULL)) < 0)

162 return (EXIT_FAI LURE);

164 if (bufsize > 0) {

165 if ((infop = calloc(bufsize, sizeof (char))) == NULL)

166 return (EXI T_FAI LURE);

168 if (ioctl(fd, ClOCGETCONSOLE, infop) < 0)

169 return (EXI T_FAI LURE);

171 (void) snprintf(nanmedlist, sizeof (nanmedlist), "% %",

172 DEFAULT_CONSOLE, i nfop);

173 } else

174 (void) snprintf(nanedlist, sizeof (namedlist), "%",

175 DEFAULT_CONSOLE) ;

176 } else {

177 (void) snprintf(nanmedlist, sizeof (nanedlist), "%",

178 DEFAULT_CONSOLE) ;

179 cttyd = NODEV;

180 }

182 I*

183 * The attenpt to turn the controlling termnals dev_t into a string

184 * may not be successful, thus |eaving the variable cttynane as a

185 * NULL. This occurs if during boot we find

186 * the root partition (or some other partition)

187 * requires manual fsck, thus resulting in sulogin

188 * getting invoked. The ioctl for Cl OCTTYCONSCLE

189 * call ed above returned NODEV for cttyd

190 * in these cases. NODEV gets returned when the vnode pointer
*

191

in our session structure is NULL. In these cases it
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* nust be assunmed that the default console is used.
*/See ut s/ cormon/ os/ sessi on. c: cttydev().
(void) strcpy(cttynane, DEFAULT_CONSCLE);
(void) strcpy(scratchlist, nanedlist);
ptr = scratchlist;
while (ptr !'= NULL) {
p = strchr(ptr,
1f (p == NULL) {
if (stat(ptr, &st))
return (EXI T_FAI LURE);
if (st.st_rdev == cttyd
(void) strcpy(cttyname, ptr);

break;

*p++ = N0’ ;
if (stat(ptr, &st))
return (EXIT_FAI LURE) ;
if (st.st_rdev == cttyd) {
(v0| d) strcpy(cttynama ptr);

br eak;

}

ptr =p;
}
/*
* Use the sane value of SLEEPTIME that login(1l) uses. This
* is obtained by reading the file /etc/default/login using
* the def*() functions.

/
if (defopen(DEFAULT_LOGA N) == 0) {
/* ignore case */

flags = defcntl (DC_ GETFLAGS 0);
TURNOFF(fl ags, DC_CAS|
(void) defecntl (DC_ SETFLACS flags);

if ((ptr = defread("SLEEPTIME=")) != NULL)
sleeptime = atoi (ptr);

if (sleept| me < 0 || sleeptime > SLEEPTI ME_MVAX)
sl eeptine = SLEEPTI ME;

(voi d) defopen(NULL); /* cl oses DEFAULT_LOG N */

/*
* Use our own value of PASSREQ separate fromthe one |ogin(1l) uses.
* This is obtained by reading the file /etc/default/sul ogin using
* the def*() functions.
*/

if (def open(DEFAULT suLcd N) == 0) {
((ptr = defread(" PASSREQE )) !: NULL)
if (strenp("NO', ptr) == 0)
passreq = BﬁFALSE;
(voi d) defopen(NULL); /* cl oses DEFAULT_SULOG N */
}

if (passreq == B_FALSE)
singl e(shel I, NULL);
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/*

* if no 'root’ entry in /etc/shadow, give maint. node single

*/user shel | pronpt

*

setspent ();

if ((shpw = getspnam("root")) == NULL) {
(void) fprintf(stderr,

"in shadow password file ***\n\n");

singl e(shel |, NULL);

}
endspent ();
/*

* if no 'root’ entry in /etc/passwd, give maint. nbde single
* user shell pronpt
*
/
set pwent ();
if (getpwnam("root") == NULL)
(void) fprintf(stderr,
"In password file ***\n\n");
singl e(shell, NULL);

endpwent () ;
/* process with controlling tty treated special */
if ((pid = fork()) = (pid_t)0) {
if (pid==-1
return (EXI T_FAI LURE);
el se {
set upsi gs();
nmasterpid = pid;
originalpid = getpid();
/*
* init() was invoked froma console that was not
*/the default console, nor was it an auxiliary.
*
if (cttyname[0] == NULL)
t er mhandl er (0) ;
/* Never returns */

mai n_| oop(cttyname, B_TRUE);
/* Never returns */

mast erp
origina
pidlist

tpid();
getppl a();
++

}
d
pi .

nc ] = original pid;

id = ge
lpid =
[nchild
sa. sa_handl er = chil dcl eanup;
sa.sa_flags = 0;

(void) si genpt yset(&sa sa_mask) ;
(void) sigaction(SIGTERM &sa, NULL)
(void) sigaction(SIGHUP, &sa, NULL);
sa. sa_handl er = parent hand| er;
sa.sa_flags = SA_SI G NFQ,

(void) sigenpt yset (&sa. sa_nask) ;
(void) sigaction(SIGUSRL, &sa, NULL)

sa.sa_handler = SIG |G\,

sa.sa_flags = 0;

(voi d) sigenptyset(&sa.sa_mask);

(v0| d) sigaction(SIGCHLD, &sa, NULL)

* If there isn't a password on root, then don't permt
* the fanout capability of sulogin.
*
/
if (*shpw>sp_pwdp !'="\0") {
ptr = nanedli st;

"\n*** Unable to retrieve ‘root’ entry "

"\n*** Unable to retrieve ‘root’ entry "
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350 }

448 static void

if

while (ptr !'= NULL) {
p:strchr(ptr, B

d0|t(ptr, cttynane);

}
*prt = "\0
d0|t(ptr cttynane);
ptr = p;
}

(pathcnp(cttynams DEFAULT _CONSOLE) !'=0) {
((pid = fork()) == (pid_t)0) {
set upsigs();
mai n_I oop( DEFAULT_CONSCLE, B_FALSE):
} elseif (pid == -1)
return (EXIT FAI LURE)
pidlist[nchild++] = pid

;*
* When parent is all done, it pauses until one of its children
* signals that its tinme to kill the underprivil edged.
*/
(void) wait(NULL);
return (0);
__unchanged_portion_onitted_

449 nui n_| oop(char *devnane, bool ean_t cttyflag)

450 {

451
445
452
453
454
455
456
457
458

460
461
462
463
464
465
466
467

469
470
471
472
473
474
475
476

478
479
480
481
482
483

int fd, fb, i;

int fd, i;

char *user = NULL; /* authorized user */
char *pass; /* password from user */
char *cpass; /* crypted password */
struct spwd spwd;

struct spwd *| shpw, /* | ocal shadow */

char shadoM NSS_BUFLEN_SHADOW ;

FI LE *sysnsgf d;

for (i =0; i <3; i++4)

if

EE

*

*/

(v0| ) close(i);
(cttyflag == B_FALSE) {
if (setsid() == -1)
exi t (EXI T_FAI LURE) ;

((fd = open(devnane, O RDWR)) < 0)
exit (EXI T_FAI LURE) ;

In system mai ntenance node, all virtual console instances

of the svc:/systenfconsol e-1o0gin service are not available
any nore, and only the systemconsole is available. So here
we always switch to the systemconsole in case at the nonent
the active console isn't it.

(void) ioctl(fd, VI_ACTIVATE, 1);

if
if
if

(fd 1= 0)
(void) dup2(fd, STDIN_FILENO);
(fd 1= 1)

(v0| d) dup2(fd, STDOUT_FILENO ;
(fd !=
(v0| d) dup2(fd, STDERR_FILENO) ;
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484 if (fd > 2) 550 (strcnmp(cpass, |shpw >sp_pwdp) != 0)) {

485 (void) close(fd); 551 goto sorry;
552 }

487 /* Stop progress bar and reset console node to text */

488 if ((fb = open("/dev/fb", O RDONLY)) >= 0) { 554 checkaut h:

489 (void) ioctl(fb, KDSETMODE, KD RESETTEXT); 555 /*

490 (void) cl ose(fb) 556 * There is a special case error here as well.

491 } 557 * |f /etc/user_attr is corrupt, getusernan("root")
558 * returns NULL.

493 sysmsgfd = fopen("/dev/sysnsg", "w'); 559 * In this case, we just give access because this is simlar
560 * to the case of root not existing in /etc/passwd.

495 sanitize_tty(fileno(stdin)); 561 */

497 for (;;) { 563 if ((getusernam("root") !'= NULL) &&

498 o { 564 (chkaut hat t r (MAI NTENANCE_AUTH, user) != 1)) {

499 (voi d) printf("\nEnter user name for system" 565 goto sorry;

500 "mai nt enance (control-d to bypass): "); 566

501 user = sul ogi n_geti nput (devname, ECHOON); 567 (void) fprintf(sysnmsgfd, "\nsingle-user privilege "

502 if (user == NULL) { 568 "assigned to % on %.\n", user, devnane);

503 /* signal other children to exit */ 569 (void) sigsend(P_PID, nasterpid, SIGJSR1L);

504 (void) sigsend(P_PID, nasterpid, SIGUSRL); 570 (void) walt(NULL);

505 [* ~D, so straight to default init state * 571 free(user);

506 eX| t (EXI T_FAI LURE) ; 572 free(pass);

507 573 singl e(su, devnane);

508 } V\,hlle(user[o] =="\0"); 574 /* single never returns */

509 (void) printf("Enter % password (control-d to bypass): ",

510 user); 576 sorry:
577 (void) printf("\nLogin incorrect or user % not authorized\n",

512 if ((pass = sul ogin_getinput(devname, ECHOOFF)) == NULL) { 578 user);

513 /* signal other children to exit */ 579 free(user);

514 (void) sigsend(P_PID, masterpid, SIGUSR1); 580 free(pass);

515 /* AD, so straight to default i nit state */ 581 (void) sleep(sleeptinge);

516 free(user); 582 }

517 exit (EXIT_ FAI LURE) ; 583 }

518 1 __unchanged_portion_onitted_

519 |

i

shpw = getspnamr(user, &spwd, shadow, sizeof (shadow));
if

520 (I'shpw == NULL) {

521 /*

522 * the user entered doesn’'t exist, too bad.
523 */

524 goto sorry;

525 }

527 /*

528 * There is a special case error to catch here:

529 * |f the password is hashed with an algorithm

530 * other than the old unix crypt the call to crypt(3c)
531 * could fail if /usr is corrupt or not avail able
532 * since by default /etc/security/crypt.conf wll
533 * have the crypt_ nodul es | ocated under /usr/lib.
534 * O it could happen if /etc/security/crypt.conf
535 * is corrupted.

536 *

537 * If this happens crypt(3c) will return NULL and
538 * set errno to ELIBACC for the former condition or
539 * EINVAL for the latter, in this case we bypass
540 * authentication and just verify that the user is
541 * aut hori zed.

542 */

544 errno = 0;

545 cpass = crypt(pass, |shpw >sp_pwdp);

546 if (((cpass == NULL) && (| shpw>sp_pwdp[0] == "$")) &&
547 ((errno == ELIBACC) || (errno == EINVAL))) {
548 got o checkaut h;

549 } else if ((cpass == NULL) ||




