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"\ te

.\" Copyright (c) 2005, Sun Mcrosystens, Inc. Al Rights Reserved.

.\" The contents of this file are subject to the terns of the Common Devel opnent
.\" You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE or http:
.\" Wen distributing Covered Code, include this CDDL HEADER in each file and in
. TH GETEXECATTR 3SECDB "Mar 31, 2005"

. SH NAME

getexecattr, free_execattr, setexecattr, endexecattr,
mat ch_execattr \- get execution profile entry

. SH SYNOPSI S

.LP

get execuser, getexecprof,

. nf
cc [ \fIflag\fR .. ] \fIfile\fR .. -Isecdb -Isocket -Insl

#i ncl ude <exec_attr. h>
#i ncl ude <secdb. h>

[ \fllibrary\fR ..

\fBexecattr_t *\fR\ fBgetexecattr\fR(\fBvoid\fR);
fi

.LP

.n
\fBvoid\fR \fBfree_execattr\fR(\fBexecattr_t *\fRflep\fR);
fi

.LP
. nf
\fBvoid\fR \ fBsetexecattr\fR(\fBvoi d\fR);
i

.LP
. nf
\fBvoi d\fR \ f Bendexecattr\fR(\fBvoi d\fR);
fi

.LP

. nf

\fBexecattr_t *\fR\fBgete
fl

ecuser\fR(\fBconst char *\fR flusernane\fR \fBconst ¢

\fBconst char *\fRflid\fR \fBint\fR \flsearch_flag\fR);

i

.LP

. nf

\fBexecattr_t *\fR\ fBgetexecprof\fR(\fBconst char *\fR flprofnane\fR, \fBconst c
\fBconst char *\fRflid\fR \fBint\fR \flsearch_flag\fR);

fi

.LP

. nf

\fBexecattr_t *\fR fBmatch_execattr\fR(\fBexecattr_t *\fR flep\fR \fBchar *\fR
\fBchar *\fRfltype\fR \fBchar *\fRflid\fR);
i

. SH DESCRI PTI ON
.sp

.LP

The \fBgetexecattr()\fR function returns a single \fBexec_attr\fR(4) entry.
Entries can cone fromany of the sources specified in the

\fBnsswi tch.conf\fR(4) file.

.sp

.LP

Successive calls to \fBgetexecattr()\fR return either successive
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\fBexec_attr\fR entries or \flINULL\fR Because \fBgetexecattr()\fR al ways
returns a single entry, the \fBnext\fR pointer in the \fBexecattr_t\fR data
structure points to \fINULL\fR

.sp

.LP

The internal representation of an \fBexec_attr\fR entry is an \fBexecattr_t\fR
structure defined in <\fBexec_attr.h\fR> with the follow ng nembers:

.sp

.in +2

. nf

char *nane; /* nane of the profile */

char *type; /* type of profile */

char *policy; /* policy under which the attributes are */
/* relevant*/

char *resl; /* reserved for future use */

char *res2; /* reserved for future use */

char *id; /* unique identifier */

kva_t *attr; /* attributes */

struct execattr_s *next; /* optional pointer to next profile */

Cfi

.in -2

.sp

LP

The \fBfree _execattr()\fR function rel eases nenory. It follows the \fBnext\fR
pointers in the \fBexecattr_t\fR structure so that the entire linked list is
rel eased.

.sp

.L

The \fBsetexecattr()\fR function "rew nds" to the beginning of the enuneration
of \fBexec_attr\fR entries. Calls to \fBgetexecuser()\fR can | eave the
enuneration in an indeterm nate state. Therefore, \fBsetexecattr()\fR should be
called before the first call to \fBgetexecattr()\fR

.sp

LP

The \fBendexecattr()\fR function can be called to indicate that \fBexec_attr\fR
processing is conplete; the library can then close any open \fBexec_attr\fR
file, deallocate any i nternal storage, and so forth.

.sp

.LP

The \fBgetexecuser()\fR function returns a linked list of entries that natch
the \fltype\fR and \flid\fR argunents and have a profile that has been assigned
to the user specified by \flusername\fR, as described in \fBpasswd\fR(4).
Profiles for the user are obtained fromthe list of default profiles in
\fBletc/security/policy.conf\fR (see \fBpolicy.conf\fR(4)) and the
\fBuser_attr\fR(4) database. Only entries in the nane service scope for which
the corresponding profile entry i1s found in the \fBprof_attr\fR(4) database are
returned.

.sp

LP

The \fBgetexecprof ()\fR function returns a linked list of entries that match
the \fltype\fR and \flid\fR arguments and have the profile specified by the
\flprofnane\fR argunent. Only entries in the name service scope for which the
corresponding profile entry is found in the \fBprof _attr\fR database are
returned.

.sp

.LP

Usi ng \fBgetexecuser()\fR and \fBgetexecprof ()\fR, programmers can search for
any \fltype\fR argunment, such as the manifest constant \fBKV_COMWAND\ fR The
arguments are logically AND-ed together so that only entries exactly matching
all of the argunents are returned. Wldcard matching applies if there is no
exact match for an \fBID\fR Any argunent can be assigned the \flINULL\fR val ue
to indicate that it is not used as part of the matching criteria. The \fB\fR
search_flag controls whether the function returns the first match
(\fBCGET_ONE\fR), setting the \fBnext\fR pointer to \fINULL\fR or all matching
entries (\fBGET_ALL\fR), using the \fBnext\fR pointer to create a linked |ist
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128 of all entries that meet the search criteria. See \fBEXAWPLES\fR

129 .sp

130 . LP

131 Once a list of entries is returned by \fBgetexecuser()\fR o

132 \f Bget execprof ()\fR, the conveni ence function \fBnmatch execattr()\fR can be
133 used to identify an individual entry. It returns a pointer to the individual
134 elenent with the same profile name (\flprofname\fR), type name (\fltype\fR),
134 element with the same profile name ( \flprofname\fR), type name ( \fltype\fR),
135 and \flid\fR Function paranmeters set to \fINULL\fR are not used as part of the
136 matching criteria. In the event that nultiple entries neet the matching

137 criteria, only a pointer to the first entry is returned. The

138 \fBkva_mat ch\f R(C3SECDB) function can be used to ook up a key in a key-val ue
139 array.

140 . SH RETURN VALUES

141 .sp

142 . LP

143 Those functions returning data only return data related to the active policy.
144 The \fBgetexecattr()\fR function returns a pointer to a \fBexecattr_t\fRif it
145 successfully enunerates an entry; otherwise it returns \fINULL\fR indicating
146 the end of the enuneration.

147 . SH USAGE

148 .sp

149 .LP

150 The \fBgetexecattr()\fR \fBgetexecuser()\fR and \fBgetexecprof ()\fR functions
151 all allocate nmenory for the pointers they return. This nenory should be

152 deal l ocated with the \fBfree_execattr()\fR call. The \fBmatch_execattr()\fR
152 deal |l ocated with the \fBfree_execattr()\fR call. The \fBnmatch_execattr()\fR(
153 function does not allocate any nmenory. Therefore, pointers returned by this
154 function should not be deall ocated.

155 .sp

156 .LP

157 Individual attributes may be referenced in the \fBattr\fR structure by calling
158 the \fBkva_mat ch\ f R(3SECDB) function.

159 . SH EXAMPLES

160 .LP

161 \fBExaane 1 \fRFind all profiles that have the \fBping\fR comuand.

162 .sp

163 .in +2

164 . nf

165 i f ((execprof =get execpr of (NULL, KV_COWAND, "/usr/ sbin/ping",

166 GET_ONE)) == NULL) {

167 /* do error */

168 }

__unchanged_portion_onitted_




