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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/
*

21/

22 * Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 by Saso Kiselkov. Al rights reserved.
*
/

26 #include <sys/types. h>

27 #include <sys/systm h>

28 #include <sys/sysnacros. h>
29 #include <netinet/in.h>

30 #include "aes_inpl.h

31 #ifndef _KERNEL

32 #include <strings.h>

33 #include <stdlib.h>

34 #include <sys/note. h>

35 #endif /* | _KERNEL */

37 #ifdef __and64

39 #ifdef _KERNEL

40 #i ncl ude <sys/cpuvar. h>

41 #include <sys/x86_archext.h>
42 #incl ude <sys/disp. h>

/* cpu_t, CPU */
/* x86_featureset, X86FSET_AES */

44 [* \Workaround for no XMM kernel thread save/restore */
45 #define KPREEMPT_DI SABLE kpr eenpt _di sabl e()
46 #define KPREEMPT_ENABLE kpr eenpt _enabl e()

48 #el se
49 #incl ude <sys/auxv. h> /* getisax() */
50 #i ncl ude <sys/auxv_386. h> /* AV_386_AES bit */

51 #defi ne KPREEMPT_DI SABLE
52 #defi ne KPREEMPT_ENABLE
53 #endif /* _KERNEL */
54 #endif [/* __and64 */

"optim zed C code v3.0" on the "rijndael hone

[¢)]
©
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poi nted by the NI ST web-site http://csrc.nist.gov/archive/aes/

/* kpreenpt_disabl e(), kpreenpt_enable */
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*

* The following note is fromthe original file:
*/

rijndael -alg-fst.c
@ersion 3.0 (Decenber 2000)
Optimsed ANSI C code for the Rijndael cipher (now AES)

@ut hor Vincent Rijnmen <vincent.rijnmen@sat.kul euven. ac. be>
@ut hor Ant oon Bossel aers <ant oon. bossel aer s@sat . kul euven. ac. be>
@ut hor Paul o Barreto <paul o. barreto@erra.com br>

This code is hereby placed in the public domain.

TH' S SOFTWARE | S PROVI DED BY THE AUTHORS "' AS IS’ AND ANY EXPRESS
OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPOSE
ARE DI SCLAI MED. I N NO EVENT SHALL THE AUTHORS OR CONTRI BUTORS BE
LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL, EXEMPLARY, OR
CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF
SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR PRCOFI TS, OR
BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF LI ABILITY,
WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE
OR OTHERW SE) ARI SING I N ANY WAY OQUT OF THE USE OF TH S SOFTWARE,
EVEN | F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE.

/

B T

#i f defined(sun4u)
/* External assenbly functions: */

extern void aes_encrypt_inpl (const uint32_t rk[], int Nr, const uint32_t pt[4],
4]);

uint32_t ct[

extern void aes_decrypt _inpl (const uint32_t rk[], int Nr, const uint32_t ct[4],

uint32_t pt[4]);

#defi ne AES_ENCRYPT_| MPL(a,
#def i ne AES_DECRYPT_| MPL( a,
#defi ne AES_ENCRYPT_| MPL( a,
#def i ne AES_DECRYPT_I MPL( a,

d) aes_encrypt _i npl (a
d) aes_decrypt _i npl (a,
impl (a
inpl (a

aes_encrypt _|
d, e) aes_decrypt_
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#elif defined(__and64)

/* These functions are used to execute and64 instructions for AVMD or Intel:

extern int rijndael _key_setup_enc_and64(uint32_t rk[],
const uint32_t cipherKey[], int keyBits);

extern int rijndael key_. setup_dec and64(U| nt32_t rk[],
const uint32_t cipherKey[], int keyBits);

extern void aes_encrypt_and64(const ui nt32_t rk[], int Nr,
const uint32_t pt[4], uint32_t ct[4]);

extern void aes_decrypt _and64(const uint32_t rk[], int Nr,
const uint32_t ct[4], uint32_t pt[4]);

/* These functions are used to execute Intel-specific AES-N instructions:

extern int rijndael _key_setup_enc_intel (uint32_t rkJ
const” uint32_t cipherKey[], uint64_t keyBits);

extern int rijndael _key_setup_dec_intel (uint32_t rk|
const uint32_t cipherKey[], uint64_t keyBits

extern void aes_encrypt_intel (const uint32_t rk[], i
const uint32_t pt[4], uint32_t ct[4]);

t Nr,

extern void aes_decrypt _intel (const uint32_t rk[], int Nr,
const uint32_t ct[4], uint32_t pt[4]);

extern void aes_encrypt_intel 8(const uint32_t rk[], int Nr,
const void *pt, void *ct);

extern void aes_decrypt _intel 8(const uint32_t rk[], int Nr,

*/

*/
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126 const void *ct, void *pt);

127 extern void aes_encrypt_chc_intel 8(const uint32_t rk[], int Nr,
128 const void *pt, void *ct, const void *iv);

129 extern void aes_ctr_intel 8(const uint32_t rk[], int Nr,

130 const void *input, void *output, uint64_t counter_upper_BE,
131 uint64_t counter_| ower_LE);

132 extern void aes_xor_intel(const uint8_t *, uint8_t *);

134 static

ine int intel_aes_instructions_present(void);
122 static i

nl
nt intel_aes_instructions_present(void);

136 #ifdef _KERNEL
137 /*

138 * Some form of floating-point acceleration is available, so declare these.
139 * The inplementations will be in a platformspecific assenbly file (e.g.
140 * and64/aes_intel.s for SSE2/ AES-NI).

141 */

142 extern void aes_accel _save(voi d *savestate);

143 extern void aes_accel _restore(voi d *savestate);

144 #endif /* _KERNEL */

124 #define AES_ENCRYPT_I MPL(a, b, c, d, e) rijndael _encrypt(a, b, c, d,
125 #define AES DECRYPT_|MPL(a, b, c, d, e) rijndael _decrypt(a, b, c, d, e)
146 #else /* Generic Cinplenentation */

147 static void rijndael _encrypt(const uint32_t rk[], int Nr, const uint32_t pt[4],
148 uint32_t ct[4]);

149 static void rijndael _decrypt(const uint32_t rk[], int Nr, const uint32_t pt[4],
150 uint32_t ct[4]);

129 #define AES_ENCRYPT_IMPL(a, b, c, d, e) rijndael _encrypt(a, b, c, d)
130 #define AES DECRYPT_|MPL(a, b, c, d, e) rijndael _decrypt(a, b, c, d)
151 #define rijndael _key_setup_enc_raw rijndael _key_setup_enc

152 #define AES_ENCRYPT_I MPL(a, b, c, d) rijndael _encrypt(a, b, c, d)
153 #define AES_DECRYPT_I MPL(a, b, c, d) rijndael _decrypt(a, b, c, d)
154 #endif /* sundu || __and64 */

156 #if defined(_LI TTLE_ENDI AN) && !defined(__and64)

157 #define AES_BYTE_SWAP
158 #endi f

161 #if !defined(__and64)

162 /

163 * Constant tables

164 */

166 /*

167 * TeO[x] = S [x].[02, 01, 01, 03];
168 * Tel[x] = S [x].[03, 02, 01, 01];
169 * Te2[x] = S [x].[01, 03, 02, 01];
170 * Te3[x] = S [x].[01, 01, 03, 02];
171 * Te4d4[x] = S [x].[01, 01, 01, 01];
172~

173 * TdO[x] = Si[x].[0Oe, 09, 0d, Ob];
174 * Td1[x] = Si[x].[0Ob, Oe, 09, 0d];
175 * Td2[x] = Si[x].[0d, Ob, Oe, 09];
176 * Td3[x] = Si[x].[09, 0d, 0b, Oe€];
177 * Td4[x] = Si[x].[01, 01, 01, 01];
178 */

180 /* Encrypt Sbox constants (for the substitute bytes operation) */
182 #ifndef sundu

184 static const uint32_t TeO[256] =
185 {
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186 0xc66363a5U, Oxf87c7c84U,
187 Oxfff2f 20dU, 0xd66b6bbdU,
188 0x60303050U, 0x02010103U,
189 Oxe7f ef e19U, 0xb5d7d762U,
190 0x8f caca45U, 0x1f82829dU,
191 Oxef f af al5U, 0xb25959ebU,
192 Ox4ladadecU, O0xb3d4d467U,
193 0x239c9chf U, O0x53ada4f 7y,
194 0x75b7b7c2U, Oxelfdfdilcy,
195 0x6c36365aU, O0x7e3f 3f41U,
196 0x6834345cU, 0x5laba5f4U,
197 0xe2717193U, Oxabd8d873U,
198 0x0804040cU, 0x95c7c752U,
199 0x30181828U, 0x379696all,
200 0x0e070709U, 0x24121236U,
201 Oxcdebeb26U, 0x4e272769U,
202 0x1209091bU, 0x1d83839el,
203 0x361b1b2dU, Oxdc6e6eb2U,
204 0Oxa45252f 6U, 0x763b3b4dU,
205 0x5229297bU, Oxdde3e33el,
206 0xa65353f 5U, 0xb9d1d168U,
207 0x40202060U, Oxe3fcfclfy,
208 Oxd46a6abeU, 0x8dcbch46U,
209 0x944adadeU, 0x984c4cd4y,
210 0xbbd0d06bU, Oxcb5ef ef 2aU,
211 0x864343c5U, 0x9a4d4dd7y,
212 0x8a4545cf U, 0Oxe9f 9f 910U,
213 0xa05050f 0U, 0x783c3c44U,
214 0xa25151f 3U, Ox5da3a3feU,
215 0x3f 9292adU, 0x219d9dbcU,
216 0x63bcbcdf U, 0x77b6b6c1U,
217 0x20101030U, Oxe5fffflal,
218 0x81lcdcd4cU, 0x180c0cl4U,
219 Oxbe5f 5f elU, 0x359797a2y,
220 0x93c4c457U, O0Oxb5a7a7f 2y,
221 0Oxc86464acU, Oxba5d5de7U,
222 0xc06060a0U, 0x19818198U,
223 0x44222266U, 0x542a2a7eU,
224 0x8c4646¢cal, Oxc7eeee29U,
225 Oxa7dede79U, Oxbc5e5ee2l,
226 0xdbe0e03bU, 0x64323256U,
227 0x924949dbU, 0x0c06060aU,
228 0x9f c2c25dU, 0xbdd3d36eU,
229 0x399191a8U, 0x319595a4Uy,
230 0xd5e7e732U, 0x8bc8c843U,
231 0x018d8d8cU, 0xbld5d564U,
232 0xd86¢c6cb4U, Oxac5656f aU,
233 Oxca6565af U, Oxf47a7a8el,
234 0x6f babad5U, O0xf0787888U,
235 0x381c1c24U, Ox57a6a6f 1y,
236 Oxchbe8e823U, Oxaldddd7cUy,
237 0x964b4bddU, 0x61lbdbddcy,
238 0xe0707090U, Ox7c3e3e42y,
239 0x904848d8U, 0x06030305U,
240 0xc26161a3U, 0x6a35355f U,
241 0x17868691U, 0x99clc158U,
242 0xd9elel38U, Oxebf 8f 813U,
243 0xd26969bbU, 0xa9d9d970U,
244 0x2d9b9bb6U, 0x3clele22U,
245 0x87ceced49U, 0Oxaab555ff U,
246 0x038c8c8f U, 0x59alalf8U,
247 0x65bf bf daU, 0xd7e6e631U,
248 0x824141c3U, 0x299999b0U,
249 0x7bb0b0cbU, 0xa85454fcU,
250 };

____unchanged_portion_onitted_

[

Oxee777799U,
Oxde6f 6f b1U,
Oxce6767a9U,
Ox4dababe6U,
0x89c9c940U,
0x8e4747c9U,
0x5f a2a2f dU,
0xe4727296U,
0x3d9393aeU,
Ooxf 5f 7f 702U,
Oxdle5e534U,
0x62313153U,
0x46232365U,
0x0a05050f U,
0x1b80809bU,
0x7f b2b2cdy,
0x582c2c74U,
Oxb45a5aeeU,
Oxb7d6d661U,
Ox5e2f 2f 71U,
0x00000000U,
0x79blblc8U,
0x67bebed9U,
0xb05858e8U,
Ox4f aaaae5U,
0x66333355U,
0x04020206U,
0x259f 9f bay,
0x804040c0U,
0x70383848U,
Oxaf dada75U,
Oxf df 3f 30eU,
0x26131335U,
0x884444ccU,
Oxfc7e7e82U,
0x3219192bU,
0x9e4f 4f d1U,
0x3b9090aby,
0x6bb8b8d3U,
0x160b0b1dy,
0x743a3adel,
0x4824246¢cU,
Ox43acacef U,
0Oxd3e4e437U,
0x6e373759U,
0x9c4eded2y,
Oxf 3f 4f 407U,
Ox47aeaee9U,
0x4a25256f U,
0x73b4b4c7y,
0xe874749cU,
0x0d8b8hb86U,
0x71b5b5c4U,
Oxf 7f 6f 601U,
Oxae5757f 9U,
0x3ald1ld27U,
0x2b9898b3U,
0x078e8e89U,
0x15878792U,
0x50282878U,
0x09898980U,
0x844242c6U,
0x5a2d2d77U,
0x6dbbbbd6U,

Oxf 67b7b8dU,
0x91c5c554U,
0x562b2b7dU,
Oxec76769aU,
Oxfa7d7d87U,
0xf bf Of 00bU,
0Ox45af af eaU,
0x9bc0c05bU,
0x4c26266aU,
0x83cccc4f U,
Oxf 9f 1f 108U,
0x2al15153f U,
0x9dc3c35eU,
0x2f 9a9ab5sU,
Oxdf e2e23dU,
Oxea75759f U,
Ox34lala2el,
0x5ba0a0f by,
0x7db3b3ceU,
0x13848497U,
Oxcleded2cU,
0xb65b5bedU,
0x7239394bU,
0x85cf cf 4aU,
Oxedf bf b16U,
0x11858594U,
Oxfe7f 7f 81U,
Ox4ba8a8e3U,
0x058f 8f 8aU,
Oxf 1f 5f 504U,
0x42212163U,
Oxbf d2d26dU,
Oxc3ecec2f U,
0x2e171739U,
0x7a3d3d47U,
0xe6737395U,
Oxa3dcdc7f U,
0x0b888883U,
0x2814143cU,
Oxaddbdb76U,
0Ox140a0aleU,
0xb85c5ce4U,
0xc46262a6U,
Oxf 279798bU,
Oxda6d6édb7U,
0x49a9a9e0U,
Oxcf eaea25U,
0x10080818U,
0x5c2e2e72U,
0x97c6c651U,
0x3elf 1f 21U,
0x0f 8a8a85U,
Oxcc6666aaU,
Ox1cOeOel2y,
0x69b9b9d0oU,
0x279e9eb9u,
0x22111133U,
0x339494a7U,
0xc9e9e920U,
Oxabdf df 7aU,
0x1a0d0d17U,
0xd06868b8U,
Ox1eOf Of 11U,
0x2c16163aU
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1151 #elif defined(__and64)

1153 /*

1154 * Expand the 32-bit AES cipher key array into the encryption and decryption
1155 * key schedul es.

1156 *

1157 * Paraneters:

1158 * key AES key schedule to be initialized

1159 * keyarr32 User key

1160 * keyBits AES key size (128, 192, or 256 bits)

1161 */

1162 static void

1163 aes_set upkeys(aes_key_t *key, const uint32_t *keyarr32, int keybits)
1164 {

1165 AES_ACCEL_SAVESTATE( savestate);

1166 aes_accel _enter(savestate);

1168 if (intel_aes_instructions_present()) {

1144 key->flags = | NTEL_AES_N _CAPABLE;

1145 KPREEMPT_DI SABLE;

1169 key->nr = rijndael _key_setup_enc_intel (& key->encr_ks. ks32[0]),
1170 keyarr32, keybits);

1171 key->nr = rijndael _key_setup_dec_intel (& key->decr_ks. ks32[0]),
1172 keyarr32, keybits);

1150 KPREEMPT_ENABLE;

1173 } else {

1152 key->flags = 0;

1174 key->nr = rijndael _key_setup_enc_and64( & key->encr_ks. ks32[0]),
1175 keyarr32, keybits);

1176 key->nr = rijndael _key_setup_dec_and64( & key->decr_ks. ks32[0]),
1177 keyarr32, keybits);

1178 }

1180 aes_accel _exit(savestate);

1181 key->type = AES_32BI T_KS

1182 }

1162 /*

1163 * Encrypt one block of data. The block is assumed to be an array

1164 * of four uint32_t values, so copy for alignment (and byte-order

1165 * reversal for little endian systens mi ght be necessary on the

1166 * input and output byte streans.

1167 * The size of the key schedul e depends on the nunber of rounds

1168 * (which can be conputed fromthe size of the key), i.e. 4*(Nr + 1).
1169 *

1170 * Paraneters:

1171 * rk Key schedul e, of aes_ks_t (60 32-bit integers)

1172 * Nr Nunber of rounds

1173 * pt I nput bl ock (plain text)

1174 * ct Qut put block (crypto text). Can overlap with pt

1175 * flags I ndi cates whether we’'re on Intel AES-N -capable hardware
1176 */

1177 static void

1178 rijndael _encrypt(const uint32_t rk[], int Nr, const uint32_t pt[4],

1179 uint32_t ct[4], int flags)

1180 if (flags & I NTEL_AES N _CAPABLE) {

1181 KPREEMPT_DI SABLE;

1182 aes_encrypt_intel (rk, N, pt, ct);

1183 KPREEMPT_ENABLE;

1184 } else {

1185 aes_encrypt _amd64(rk, Nr, pt, ct);

1186 }

1187 }
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1189 /*
1190 *
1191 ~*
1192 *
1193 *
1194 *
1195 ~*
1196 *
1197 *
1198 *
1199 *
1200 *
1201 *
1202 *

1203 */

Decrypt one bl ock of data. The block is assumed to be an array

of four uint32_t values, so copy for alignnent (and byte-order
reversal for little endian systenms might be necessary on the

i nput and out put byte streans.

The size of the key schedul e depends on the nunber of rounds
(which can be conputed fromthe size of the key), i.e. 4*(Nr + 1).

Par anmet ers:

rk Key schedul e, of aes_ks_t (60 32-bit integers)

Nr Nurmber of rounds

ct I nput bl ock (crypto text)

pt Qut put block (plain text). Can overlap with pt

flags I ndi cates whether we’re on Intel AES-N -capable hardware

1204 static void
1205 rijndael _decrypt(const uint32_t rk[], int N, const uint32_t ct[4],

1206
1207
1208
1209
1210
1211
1212
1213
1214 }

uint32_t pt[4], int flags)
if (flags & I NTEL_AES NI _CAPABLE) {
KPREEMPT_DI SABLE;
aes_decrypt _intel (rk, N, ct, pt);
KPREEMPT_ENABLE;
} else {
) aes_decrypt _anmd64(rk, Nr, ct, pt);

1184 #else /* generic C inplenentation */

1186 /
1187
1188
1189
1190
1191
1192
1193
1194
1195

R S

1196 */

Expand the cipher key into the decryption key schedul e.
Return the nunber of rounds for the given cipher key size.
The size of the key schedul e depends on the nunber of rounds

(whi ch can be conputed fromthe size of the key), i.e. 4*(Nr + 1).
Par anet er s:
rk AES key schedul e 32-bit array to be initialized

ci pher Key User key
keyBits AES key size (128, 192, or 256 bits)

1197 static int

1198 rijndael _key_setup_dec(uint32_t rk[],

1199 {
1200
1201

1203
1204

1206
1207
1208
1209
1210
1211
1212
1213
1214
1215
1216
1217
1218
1219
1220

const uint32_t cipherKey[],

int N, iy s
uint32_t tenp;

/* expand the cipher key: */

Nr = rijndael _key_setup_enc_raw(rk, cipherKey, keyBits);
/* invert the order of the round keys: */

for (i =0, j =4 * N; i <j; i +=4, | -=4){

= umn=-n IIngx;

L e R

o X

oOx ©Ox
+
=

_._.,\__._.,\__._.XF.*
+
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,
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WWTI NN BT
3T@3TNITe
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int keyBits)
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1222 /*
1223 * apply the inverse M xColum transformto all
1224 * round keys but the first and the last:
1225 */
1226 for (i =1; i < Nr; i++) {
1227 rk += 4;
1228 rk[0] = TdO[ Te4[rk[0] >> 24] & Oxff] ~
1229 Td1[ Te4[(rk[0] >> 16) & Oxff] & Oxff] ~
1230 Td2[ Te4[ (rk[0] >> 8) & Oxff] & Oxff] ~
1231 Td3[ Te4[rk[ 0] & Oxff] & Oxff];
1232 rk[1] = TdO[ Te4[rk[1] >> 24] & Oxff] ~
1233 Td1[Te4[(rk[1] >> 16) & Oxff] & Oxff] ~
1234 Td2[ Te4[ (rk[1] >> 8) & Oxff] & Oxff] ~
1235 Td3[ Te4[rk[1] & Oxff] & Oxff];
1236 rk[2] = TdO[ Te4[rk[2] >> 24] & Oxff] ~
1237 Td1[Te4[(rk[2] >> 16) & Oxff] & Oxff] ~
1238 Td2[ Ted[ (rk[2] >> 8) & Oxff] & Oxff] ~
1239 Td3[ Te4[rk[2] & Oxff] & Oxff];
1240 rk[3] = TdO[ Te4[rk[3] >> 24] & Oxff] ~
1241 Td1[ Te4[ (rk[3] >> 16) & Oxff] & Oxff] ~
1242 Td2[ Ted[ (rk[3] >> 8) & Oxff] & Oxff] ~
1243 Td3[ Te4[rk[3] & Oxff] & Oxff];
1244 1
1246 return (Nr);
1247 }
__unchanged_portion_onitted_
1592 #if defined(__and64) && defi ned(_KERNEL)
1593 voi d
1594 aes_accel _enter(voi d *savestate)
1595 {
1596 KPREEMPT_DI SABLE;
1597 aes_accel _save(savestate);
1598 }
1600 void
1601 aes_accel _exit(void *savestate)
1602 {
1603 aes_accel _restore(savestate);
1604 KPREEMPT_ENABLE;
1605 }
1606 #endif /* defined(__and64) && defined(_KERNEL) */
1608 /*
1609 * Encrypt one bl ock using AES.
1610 * Align if needed and (for x86 32-bit only) byte-swap.
1611 *
1612 * Paraneters:
1613 * ks Key schedul e, of type aes_key_t
1614 * pt I nput block (plain text)
1615 * ct Qut put block (crypto text). Can overlap with pt
1616 */
1617 int
1618 aes_encrypt _bl ock(const void *ks, const uint8_t *pt, uint8_t *ct)
1619 {
1620 aes_key_t *ksch = (aes_key_t *)ks;
1622 #ifdef __and64
1623 if (intel_aes_instructions_present())
1624 aes_encrypt _i ntel (&sch->encr_ks. ks32[ 0], ksch->nr,
1625 /* LINTED: pointer alignment */
1626 (uint32_t *)pt, (uint32_t *)ct);
1627 el se
1628 aes_encrypt _anmd64( &sch->encr _ks. ks32[ 0], ksch->nr,

1629 /* LINTED: pointer alignnent */
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1630 (ui nt32_t *)pt, (uint32_t *)ct);
1631 #el se /* 1 __and64 */
1632 #i f ndef AES BYTE_SWAP

1633 if (1S_P2ALI GNED2( pt , ct, sizeof (ui nt 32_t))) {

1642 /* LINTED: pointer alignnent */

1634 AES_ENCRYPT_| MPL( &sch->encr _ks. ks32[ 0], ksch->nr,
1635 “/* LINTED: pointer alignnent */

1636 (uint32_t *)pt, (uint32_t *)ct);

1645 (uint32_t *)pt, (uint32_t *)ct, ksch->flags);
1637 } else {

1638 #endi f

1639 uint32_t buffer[ AES BLOCK_LEN / sizeof (uint32_t)];
1641 /* Copy input block into buffer */

1642 #ifndef AES BYTE_SWAP

1643 bcopy(pt, &buffer, AES BLOCK_LEN);

1645 #el se /* byte swap */

1646 buffer[0] = htonl (*(uint32_t *)(void *)&pt[0]);
1647 buffer[1] = htonl (*(uint32_t *)(void *)&t[4]);
1648 buffer[2] = htonl (*(uint32_t *)(void *)&t[8]);
1649 buffer[3] = htonl (*(uint32_t *)(void *)&pt[12]);
1650 #endif /* byte swap */

1659 #endi f

1652 AES_ENCRYPT_| MPL( &sch- >encr _ks. ks32[ 0], ksch->nr,
1653 “buffer, buffer);

1662 buffer, buffer, ksch->flags);

1655 /* Copy result frombuffer to output block */
1656 #ifndef AES BYTE SWAP

1657 bcopy(&uffer, ct, AES BLOCK_LEN);

1658 }

1660 #el se /* byte swap */

1661 *(uint32_t *)(void *)&t[0] = htonl (buffer[0]);
1662 *(uint32_t *)(void *)&t[4] = htonl (buffer[1]);
1663 *(uint32_t *)(void *)&t[8] = htonl (buffer[2]);
1664 *(uint32_t *)(void *)&t[12] = htonl (buffer[3]);
1665 #endif /* byte swap */

1666 #endif /* | __and64 */

1674 #endif

1668 return (CRYPTO SUCCESS)

1669 }

1672 /*

1673 * Decrypt one bl ock using AES.

1674 * Align and byte-swap if needed.

1675 *

1676 * Paraneters:

1677 * ks Key schedul e, of type aes_key_t

1678 * ct I nput block (crypto text)

1679 * pt Qutput block (plain text). Can overlap with pt

1680 */

1681 int

1682 ?es_decrypt_bl ock(const void *ks, const uint8_t *ct, uint8_t *pt)
1683

1684 aes_key_t *ksch = (aes_key_t *)Kks;

1686 #ifdef __and64

1687 if (intel _aes_instructions_present())

1688 aes_decrypt _i ntel (&sch->decr _ks. ks32[ 0], ksch->nr,
1689 /* LINTED: pointer alignnment */

1690 (uint32_t *)ct, (uint32_t *)pt);
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1691 el se 1752 for (; i + 8 * AES BLOCK_LEN <= | ength; \
1692 aes_decrypt _anmd64( &sch->decr _ks. ks32[ 0], ksch->nr, 1753 i += 8 * AES BLOCK_LEN) \
1693 /* LINTED: pointer alignnment */ 1754 aes_ ## enc_or_dec ## rypt_intel 8( \
1694 (uint32_t *)ct, (uint32_t *)pt); 1755 “&ksch->enc_or_dec ## r_ks. ks32[0], \
1695 #else /* | __and64 */ 1756 ksch->nr, & n[i], &out[i]); \
1696 #ifndef AES BYTE_SWAP 1757 /* finish off the remai nder per-block */ \
1697 if (1S_P2ALI GNED2(ct, pt, sizeof (uint32_t))) { 1758 ECB_LOOP_4P(aes_ ## enc_or_dec ## rypt_intel, \
1695 /[* LINTED: pointer alignnment */ 1759 enc_or _dec, in, out); \
1698 AES_DECRYPT_I| MPL( &sch->decr _ks. ks32[ 0], ksch->nr, 1760 } else { \
1699 “/* LINTED: pointer alignnment */ 1761 ECB_LOOP_4P(aes_ ## enc_or_dec ## rypt_and64, \
1700 (uint32_t *)ct, (uint32_t *) pt)' 1762 enc_or_dec, in, out); \
1698 (uint32_t *)ct, (uint32_t *)pt, ksch->flags); 1763 } \
1701 } else { 1764 _NOTE( CONSTCOND) \
1702 #endi f 1765 } while (0)
1703 uint32_t buffer[ AES BLOCK LEN / sizeof (uint32_t)]; 1766 #endif /* __ and64 */
1705 /* Copy input block into buffer */ 1768 /*
1706 #ifndef AES BYTE_SWAP 1769 * Perform AES ECB encryption on a sequence of blocks. On x86-64 CPUs with
1707 bcopy(ct, &buffer, AES BLOCK_LEN); 1770 * the AES-N extension, this perforns the encryption in increments of 8
1771 * blocks at a tine, exploiting instruction parallelismnore efficiently.
1709 #else /* byte swap */ 1772 * On other platforms, this sinply encrypts the blocks in sequence.
1710 buffer[0] = htonl (*(uint32_t *)(void *)&ct[0]); 1773 */
1711 buffer[1] = htonl (*(uint32_t *)(void *)&ct[4]); 1774 int
1712 buffer[2] = htonl (*(uint32_t *)(void *)&ct[8]); 1775 aes_encrypt_ecb(const void *ks, const uint8_t *pt, uint8_t *ct, uint64_t |ength)
1713 buffer[3] = htonl (*(uint32_t *)(void *)&t[12]); 1776 {
1714 #endif /* byte swap */ 1777 aes_key_t *ksch = (aes_key_t *)ks;
1712 #endi f 1778 uinté4_t i = 0;
1716 AES _DECRYPT_| MPL( &sch- >decr _ks. ks32[ 0], ksch->nr, 1780 #ifdef _ and64
1717 buffer, buffer); 1781 ECB_| NTEL_I MPL(enc, pt, ct);
1715 buffer, buffer, ksch->flags); 1782 #elif def i ned( sun4u)
1783 ECB_LOOP_4P(aes_encrypt_inpl, enc, pt, ct);
1719 /* Copy result frombuffer to output block */ 1784 #else /* Generic C inplenmentation */
1720 #i fndef AES_BYTE_SWAP 1785 ECB_LOOP_3P((voi d) aes_encrypt_block, pt, ct);
1721 bcopy(&buffer, pt, AES BLOCK_LEN); 1786 #endif /* Generic Cinplenmentation */
1722 }
1788 return ( CRYPTO_SUCCESS);
1724 #else [* byte swap */ 1789 }
1725 *(uint32_t *)(void *)&t[0] = htonl (buffer[0]);
1726 *(uint32_t *)(void *)&t[4] = htonl (buffer[1]); 1791 /*
1727 *(uint32_t *)(void *)&t[8] = htonl (buffer[2]); 1792 * Sane as aes_encrypt_ech, but perforns decryption.
1728 *(uint32_t *)(void *)&t[12] = htonl (buffer[3]); 1793 */
1729 #endif /* byte swap */ 1794 int
1730 #endif /* !|__and64 */ 1795 aes_decrypt_ecb(const void *ks, const uint8_t *ct, uint8_t *pt, uint64_t |ength)
1727 #endi f 1796 {
1797 aes_key_t *ksch = (aes_key_t *)ks;
1732 return (CRYPTO_SUCCESS); 1798 uinté4d_t i = 0;
1733 }
1800 #ifdef __ and64
1735 #define ECB_LOOP(ci ph_func) \ 1801 ECB_| NTEL_I MPL(dec, ct, pt);
1736 do { \ 1802 #eli f def i ned(sun4u)
1737 for (; i <length; i += AES BLOCK LEN) \ 1803 ECB_LOOP_4P(aes_decrypt _i mpl, dec, ct, pt);
1738 ci ph_func; \ 1804 #else /* Generic C inplenentation */
1739 _NOTE( CONSTCOND) \ 1805 ECB_LOOP_3P((voi d) aes_decrypt_block, ct, pt);
1740 } while (0) 1806 #endif /* Generic C inplenentation */
1741 #define ECB_LOOP_4P(ci ph_func, enc_or_dec, in, out) \
1742 ECB_LOOP(ci ph_ func(&ksch >enc_or_dec ## r_ks. ks32[ 0], \ 1808 return (CRYPTO_SUCCESS);
1743 ksch->nr, (void *)& n[i], (void *)&ut[i])) 1809 }
1744 #define ECBfLw{?,P(ci ph_func, in, out) \ 1810 #ifdef _ and64
1745 ECB_LOOP( ci ph_func(ksch, (void *)& n[i], (void *)&ut[i])) 1811 #undef ECB_I NTEL_I MPL
1812 #endif /* _ and64 */
1747 #ifdef _ _and64
1748 #define ECB_I NTEL_I MPL(enc_or _dec, in, out) \ 1814 #undef ECB_LOOP
1749 do { \ 1815 #undef ECB_LOOP_4P
1750 if (intel _aes_instructions_present()) { \ 1816 #undef ECB_LOOP_3P
1751 /* first use the accelerated function */ \




new usr/src/ common/ crypt o/ aes/aes_inpl.c

1818 #define CBC_LOOP(enc_func, xor_func) \
1819 do { \
1820 for (; i <length; i += AES BLOCK_LEN) { \
1821 /* copy IV to ciphertext */ \
1822 bcopy(iv, &ct[i], AES_BLOCK_LEN); \
1823 /* XOR IV with plaintext with input */ \
1824 xor_func(&pt[i], &ct[i]); \
1825 /* encrypt counter in output region */ \
1826 enc_func; \
1827 iv =8&t[il]; \
1828 } \
1829 _NOTE( CONSTCOND) \
1830 } while (0)

1831 #define CBC_LOOP_4P(enc_func, xor_func) \
1832 CBC_LOOP(enc_ func(&ksch >encr _ks. ks32[ 0], \
1833 ksch->nr, (void *)&ct[i ] (v0| d *)&ct[i 1), xor_func)

1834 #define CBC_LOOP_3P( enc_func, xor _fu \
1835 CBC_LOOP(enc_func(ksch, (voi d *)&ct[i], (void *)&ct[i]), xor_func)
1837 /*

1838 * Encrypts a sequence of consecutive AES bl ocks in CBC nbde. On x86-64
1839 * with the AES-N extension, the encryption is perforned on 8 blocks at
1840 * a tinme using an optim zed assenbly inplenentation, giving a speed boost
1841 * of around 75% On other platforns, this sinply performs CBC encryption
1842 * in sequence on the bl ocks.

1843 *

1844 * Decryption acceleration is inplenented in the kernel kcf block cipher
1845 * nodes code (cbhc.c), because that doesn't require a conplete hand-tuned
1846 * CBC inplenmentation in assenbly.

1847 */

1848 int

1849 aes_encrypt_cbhc(const void *ks, const uint8_t *pt, uint8_t *ct,

1850 const uint8_t *iv, uint64_t |ength)

1851 {

1852 aes_key_t *ksch = (aes_key_t *)ks;

1853 size_t i = 0;

1855 #ifdef __and64

1856 if (intel_aes_instructions_present())

1857 for (; i +8* AES BLOCK_LEN <= | ength;

1858 i += 8 * AES BLOCK_LEN) {

1859 aes_encrypt _chc_i nt el 8( &sch->encr_ks. ks32[ 0],
1860 ksch >nr, &ct[i], &ct[i], iv);

1861 iv = &t[7 * AES BLOCK_LEN];

1862 }

1863 CBC _LOOP_4P(aes_encrypt _intel, aes_xor_intel);

1864 } else {

1865 CBC_LOOP_4P(aes_encrypt _and64, aes_xor_intel);

1866 }

1867 #elif def i ned( sun4u)

1868 CBC_LOOP_4P(aes_encrypt _i npl, aes_xor _bl ock);

1869 #el se /* Generic Cinplenmentation */

1870 CBC_LOOP_3P((voi d) aes_encrypt_bl ock, aes_xor _bl ock);

1871 #endif /* GCeneric C inplenentation */

1873 return ( CRYPTO_SUCCESS) ;

1874 }

1875 #undef CBC_LOOP

1876 #undef CBC_LOOP_4P

1877 #undef CBC_LOOP_3P

1879 #define CTR_LOOP(enc_func, xor_func)

1880 do {

1881 for (; i <length; i += AES BLOCK LEN)

1882 /* set up counter in output region */

1883 *(uint64_t *)(void *)&utput[i] = counter[O0];

—— e ——
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1884 *(uint64_t *)(void *)&utput[i + 8] = \
1885 htonl | (counter[1] ++); \
1886 /* encrypt counter in output region */ \
1887 enc_func; \
1888 /* XOR encrypted counter with input */ \
1889 xor _func(& nput[i], &output[i]); \
1890 } \
1891 _NOTE( CONSTCOND) \
1892 } while (0)

1893 #define CTR_LOOP_4P(enc_func, xor_func) \
1894 CTR_LOOP(enc_ func(&ksch >encr _ks. ks32[ 0], ksch->nr, \
1895 (void *)&output[i], (void *)&utput[i]), xor_func)

1896 #define CTR LOOP_3P(enc_func, xor_func)

1897 CTR_LOOP(enc_func(ksch, (void *)&utput[i], (void *)&utput[i]),\
1898 xor _func)

1899 /*

1900 * Perforns high-perfornmance counter node encryption and decryption on
1901 * a sequence of blocks. In CTR node, encryption and decryption are the
1902 * sane operatl on, just with the plaintext and ciphertext reversed:

1903 * plaintext CTR( CTR( pl ai nt ext, K)

1904 * Bl ocks al so do not |nterdepend on each ot her, so it is an excellent
1905 * node when hi gh performance is required and data authentication/int egrity
1906 * checking is provided via sone other neans, or isn't necessary.

1907 *

1908 * On x86-64 with the AES-NI extension, this code perforns CIR node

1909 * encryption in parallel on 8 blocks at a time and can provide in

1910 * excess of 3GB/s/core of encryption/decryption performance (<1 CPB).
1911 */

1912 int

1913 aes_ctr_node(const void *ks, const uint8_t *input, uint8_t *output,

1914 uint64_t length, uint64_t counter[2])

1915 {

1916 aes_key_t *ksch = (aes_key_t *)ks;

1917 uinté4_t i = 0;

1919 /1 swap | ower part to host order for conputations

1920 counter[1] = ntohll(counter[1]);

1922 #ifdef __and64

1923 if (intel_aes_instructions_present())

1924 /* first use the wide-register accelerated function */
1925 for (; i + 8 * AES BLOCK_LEN <= | engt h;

1926 i += 8 * AES_BLOCK_LEN)

1927 aes_ctr_intel 8(&sch->encr_ks. ks32[ 0], ksch->nr,
1928 & nput[i], &output[i], counter[O0], counter[1]);
1929 counter[1] += 8;

1930 }

1931 /* finish off the remai nder using the slow per-block nmethod */
1932 CTR_LOOP_4P(aes_encrypt _intel, aes_xor_intel);

1933 } else {

1934 CTR_LOOP_4P(aes_encrypt _and64, aes_xor_intel);

1935 }

1936 #elif def i ned( sun4u)

1937 CTR_LOOP_4P(aes_encrypt _i npl, aes_xor _bl ock);

1938 #else /* Generic Cinplenentation */

1939 CTR_LOCP 3P((v0| d) aes_encrypt_bl ock, aes_xor _bl ock);

1940 #endif /* Generic i mpl ementation */

1942 /'l swap | ower part back to big endian

1943 counter[1] = htonll (counter[1]);

1945 return ( CRYPTO_SUCCESS);

1946 }

1947 #undef

1949 /*

CTR_LOCP

12
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1950 * Allocate key schedul e for AES.

1951 *

1952 * Return the pointer and set size to the nunber of bytes allocated.
1953 * Menory allocated nmust be freed by the caller when done.

1954 *

1955 * Paraneters:

1956 * size Si ze of key schedul e allocated, in bytes

1957 */ knfl ag Fl ag passed to kmem al |l oc(9F); ignored in userland.
1958 *

1959 /* ARGSUSED */

1960 void *

1961 aes_al |l oc_keysched(size_t *size, int knflag)

1962 {

1963 aes_key_t *keysched;

1965 #ifdef _KERNEL

1966 keysched = (aes_key_t *)kmem al | oc(sizeof (aes_key_t), knflag);
1967 #el se /* 1 _KERNEL */

1968 keysched = (aes_key_t *)mall oc(sizeof (aes_key_t));

1969 #endif /* _KERNEL */

1971 if (keysched !'= NULL) {

1972 *size = sizeof (aes_key_t);

1973 return (keysched);

1974 }

1975 return (NULL);

1976 }

1979 #ifdef __ and64

1980 /*

1981 * Return 1 if executing on x86-64 with AES-N instructions, otherw se 0.
1765 * Return 1 if executing on Intel with AES-NI instructions,

1766 * otherwise 0 (i.e., Intel without AES-NI or AMD64).

1982 * Cache the result, as the CPU can't change.

1983 *

1984 * Note: the userland version uses getisax(). The kernel version uses
1985 * global variable x86_featureset.

1986 */

1987 static inline int
1772 static int
1988 intel _aes_instructions_present(void)

1989 {

1990 static int cached_result = -1;

1992 if (cached_result == -1) { /* first time */
1993 #i fdef _KERNEL

1994 cached_result = is_x86_feature(x86_featureset, X86FSET_AES);
1995 #el se

1996 uint_t ui = 0;

1998 (void) getisax(&ui, 1);

1999 cached_result = (ui & AV_386_AES) != 0;
2000 #endif /* _KERNEL */

2001 }

2003 return (cached_result);

2004 }

__unchanged_portion_omtted_
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1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 */
*

25/

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.
*
/

29 #ifndef _AES_| MPL_H
30 #define _AES | MPL_H

32 /*

33 * Common definitions used by AES.
34 */

36 #ifdef _ cplusplus

37 extern "C' {

38 #endi f

40 #include <sys/types. h>
41 #incl ude <sys/crypto/ comon. h>

43 /* Simlar to sysnacros.h IS _P2ALI GNED, but checks two pointers: */
44 #define | S_P2ALI GNED2(v, w, a) \
45 ((Cuintptr_t)(v) | (uintptr_t)(w) & ((uintptr_t)(a) - 1))

47 #define AES_BLOCK_LEN 16 /* bytes */
48 /* Round constant length, in nunber of 32-bit elements: */
49 #define RC_LENGTH (5 * ((AES_BLOCK_LEN) / 4 - 2))

51 #define AES_COPY_BLOCK_UNALI GNED(src, dst) \
48 #define AES_COPY BLOCK(src, dst) \

52 (dst)[0] = (src)[O]; \
53 (dst)[1] = (src)[1]; \
54 (dst)[2] = (src)[2]; \
55 (dst)[3] = (src)[3]; \
56 (dst)[4] = (src)[4]; \
57 (dst)[5] = (src)[5]; \
58 (dst)[6] = (src)[6]; \
59 (dst)[7] = (src)[7]; \
60 (dst)[8] = (src)[8]; \

= m
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(dst)[9] = (src)[9]; \

(dst)[10] = (src)[10]; \

(dst)[11] = (src)[11]; \

(dst)[12] = (src)[12]; \

(dst)[13] = (src)[13]; \

(dst)[14] = (src)[24]; \

(dst)[15] = (src)[15]
#defi ne AES_XOR_BLOCK_UNALI GNED(src, dst) \
#defi ne AES_ XCR BLOCK(src, dst) \

(dst) A= (src)[0]; \

(dst) 1 A= (src)[1]; \

(dst)[2] ~= (src)[2]; \

(dst)[3] ~= (src)[3]; \

(dst)[4] ~= (src)[4]; \

(dst)[5] ~= (src)[5]; \

(dst)[6] ~= (src)[6]; \

(dst)[7] ~= (src)[7]; \

(dst)[8] ~= (src)[8]; \

(dst)[9] ~= (src)[9]; \

(dst)[10] ~= (src)[10]; \

(dst)[11] ~= (src)[11]; \

(dst)[12] ~= (src)[12]; \

(dst)[13] ~= (src)[13]; \

(dst)[14] ~= (src)[14]; \

(dst)[15] ~= (src)[15]
#def i ne AES_COPY_BLOCK_ ALl GNED(src, dst) \

((uint64_t *)(void *)(dst))[0] = ((uint64_t *)(void *)(src))[0]; \

((uint64_t *)(void *)(dst))[1] = ((uint64_t *)(void *)(src))[1]
#defi ne AES_XOR BLOCK_ALI GNED(src, dst) \

((uint64_t *)(void *)(dst ))[O] A= ((uint64_t *)(void *)(src))[0]; \

((uint64_t *)(void *)(dst))[1] ~= ((uint64_t *)(void *)(src))[1]
/* AES key size definitions */

#define AES M NBI TS 128
#define AES_M NBYTES ((AES_M NBI TS) >> 3)
256

#def i ne AES_MAXBI TS
#def i ne AES_MAXBYTES ((AES_MAXBI TS) >> 3)
((AES_M NBI TS) >> 3)

((AES_MAXBI TS) >> 3)
24

#define AES_M N_KEY_BYTES
#def i ne AES_MAX_KEY_BYTES
#def i ne AES 192 KEY BYTES
#def i ne AES_| V_LEN 16

/* AES key schedule may be inplemented with 32- or 64-bit elenents: */
#define AES _32BI T_KS 32

#define AES_64BI T_KS 64

#def i ne MAX_AES_NR 14 /* Maxi mum nunber of rounds */

#defi ne MAX_AES_NB 4 /* Nunber of columms conprising a state */
/*

* Architecture-specific acceleration support autodetection.

* Sonme architectures provide hardware-assi sted accel erati on using floating
* point registers, which need special handling inside of the kernel, so the
*/macros bel ow define the auxiliary functions needed to utilize them

*
#i f defi ned(__and64) && defi ned(_KERNEL)

/*

* Using floating point registers requires tenporarily disabling kernel

* thread preenption, so we need to operate on small-enough chunks to

* prevent scheduling | atency bubbl es.

* A typical 64-bit CPU can sustain around 300-400MB/s/core even in the

* sl owest encryption nodes (CBC), which with 32k per run works out to ~100us
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126 * per run. CPUs with AES-NI in fast nodes (ECB, CTR, CBC decryption) can
127 * easily sustain 3GB/s/core, so the latency potential essentially vanishes.
128 */

129 #define AES_OPSZ 32768

131 #if defined(lint) || defined(__lint)

132 #define AES_ACCEL_SAVESTATE( nane) uint8_t nane[16 * 16 + 8]
133 #else /* lint || __lint */

134 #define AES_ACCEL_SAVESTATE( name) \

135 /* stack space for xmmD--xmml5 and crO (16 x 128 bits + 64 bits) */
136 uint8_ t nanme[16 * 16 + 8] _ attribute_ ((aligned(16)))
137 #endif /* lint || __lint */

139 #el se /* ldefined(__amd64) || !defined(_KERNEL) */

140 /*

141 * Al other accel support

142 */

143 #define AES_OPSZ ((size_t)-1)

144 /* On other architectures or outside of the kernel these get stubbed out */
145 #define AES_ACCEL_SAVESTATE( nane)

146 #define aes_accel _enter(savestate)

147 #define aes_accel _exit(savestate)

148 #endif /* Tdefined(__and64) || !defined(_KERNEL) */

150 typedef union {
151 #ifdef sundu

152 ui nt 64_t ks64[ ((MAX_AES_NR) + 1) * (MAX_AES NB)];
153 #endi f
154 ui nt 32_t ks32[ (( MAX_AES NR) + 1) * (MAX_AES_NB)];

155 } aes_ks_t;

109 /* aes_key.flags value: */
110 #define | NTEL_AES_N _CAPABLE Ox1 /* AES-N instructions present */

157 typedef struct aes_key aes_key_t;
158 struct aes_key {

159 aes_ks_t encr_ks; /* encryption key schedule */

160 aes_ks_t decr_ks; /* decryption key schedule */

161 #ifdef __and64

162 I ong doubl e alignl28; /* Align fields above for Intel AES-NI */
118 in fl ags; /* i npl enent ati on-dependent flags */

163 #endif /* __amd64 */

164 int nr; /* nunber of rounds (10, 12, or 14) */
165 int type; /* key schedule size (32 or 64 bits) */
166 };

168 /

*
169 * Core AES functions.
170 * ks and keysched are pointers to aes_key_t.
171 * They are declared void* as they are intended to be opaque types.
172 * Use function aes_alloc_keysched() to allocate nenory for ks and keysched.
173 */
174 extern void *aes_al |l oc_keysched(size_t *size, int knflag);
175 extern void aes_init_keysched(const uint8_t *cipherKey, uint_t keyBits,
176 voi d *keysched);
177 extern int aes_encrypt_bl ock(const void *ks, const uint8_t *pt, uint8_t *ct)
178 extern int aes_decrypt_bl ock(const void *ks, const uint8_t *ct, uint8_t *pt);
179 extern int aes_encrypt_ecb(const void *ks, const uint8_t *pt, uint8_t *ct,

180 uint64_t length);

181 extern int aes_decrypt_ecbh(const void *ks, const uint8_t *pt, uint8_t *ct,
182 uint64_t |length);

183 extern int aes_encrypt_cbhc(const void *ks, const uint8_t *pt, uint8_t *ct,
184 const uint8_t *iv, uint64_t length);

185 extern int aes_ctr_node(const void *ks, const uint8_t *pt, uint8_t *ct,
186 uint64_t length, uint64_t counter[2]);

\
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188 /*

189 * AES npbde functions.

190 * The first 2 functions operate on 16-byte AES bl ocks.

191 */

192 #if def and64

193 #define AES_COPY_BLOCK aes_copy_intel

194 #define AES_XOR BLOCK aes_xor_intel

195 extern void aes_copy_intel (const uint8_t *src, uint8_t *dst);
196 extern void aes_xor_intel (const uint8_t *src, uint8_t *dst);
197 extern void aes_xor_intel 8(const uint8_t *src, uint 8_t *dst)
198 #el se /* 1 __and64 */

199 #define AES COPY_BLOCK aes_copy_bl ock

200 #define AES XOR BLOCK aes_xor_bl ock

201 #endif /* T__and64 */

140 extern void aes_copy_bl ock(uint8_t *in, uint8_t *out);

141 extern void aes_xor_bl ock(uint8_t *data, uint8_t *dst);

203 extern voi d aes_copy_bl ock(const uint8_t *src, uint8_t *dst);
204 extern void aes_xor_bl ock(const uint8_t *src, uint8_t *dst);

206 /* Note: ctx is a pointer to aes_ctx_t defined in nodes.h */

207 extern int aes_encrypt_contiguous_bl ocks(void *ctx, char *data, size_t |ength,
208 crypto_data_t *out);

209 extern int aes_decrypt_contiguous_bl ocks(void *ctx, char *data, size_t |ength,
210 crypto_data_t *out);

212 #if defined(__and64) && defined(_KERNEL)

213 /*

214 * \Wen AES floating-point acceleration is available, these will be called
215 * by the worker functions to clear and restore floati ng point state and
216 * control kernel thread preenption.

217 */

218 extern void aes_accel _enter(void *savestate);

219 extern void aes_accel _exit(void *savestate);

220 #endif /* __amd64 & KERNEL */

222 | *

223 * The followi ng definitions and declarations are only used by AES FI PS POST
224 */

225 #ifdef _AES | MPL

227 #ifdef _KERNEL
228 typedef enum aes_nech_type {

229 AES_ECB_MECH_T NFO_TYPE, /* SUN_CKM AES_ECB */
230 AES_CBC_MECH_| NFO_TYPE, /* SUN_CKM AES_CBC */
231 AES_CBC PAD_NECH TNFO_TYPE, /* SUN_CKM AES_CBC PAD */
232 AES_CTR_MECH_| NFO_TYPE, /* SUN_OKM AES_CTR */
233 AES_CCM_MECH_| NFO_TYPE, /* SUN_OKM_AES_CCM */
234 AES_GCM_MECH_| NFO_TYPE, /* SUN_CKM AES_GCM */
235 AES_GVAC_NECH | NFO TYPE /* SUN_CKM AES_GVAC */

236 } aes_nech_type_t;
__unchanged_porti on _omitted_
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1/*
2 * CDDL HEADER START 68 if (IS_P2ALI GNED2(dst, data, sizeof (uint64_t))) {
3 * 69 /* Unroll theloopto enabl e efficiency. */
4 * The contents of this file are subject to the terms of the 70 for (; i + 8 * AES BLOCK LEN < length; i += 8 * AES BLmKLEN) {
5 * Common Devel opnent and Distribution License (the "License"). 71 AES XOR BLOCK_ALTGNED( &data[i + 0x00], &dst[i + 0x00]);
6 * You may not use this file except in conpliance with the License. 72 AES_XOR_BLOCK_ALI GNED( &dat a[i + 0x10], &dst[i + 0x10]);
7 * 73 AES_XOR_BLOCK_ALI GNED{ &dat a[i + 0x20], &dst[i + 0x20]);
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 74 AES XOR BLOCK_ALI GNED( &dat a[i + 0x30], &dst[i + 0x30]);
9 * or http://ww. opensol aris.org/os/licensing. 75 AES_XOR_BLOCK_ALI GNED{ &dat a[i + 0x40], &dst[i + 0x40]);
10 * See the License for the specific |anguage governi ng perm ssions 76 AES_XOR_BLOCK_ALI GNED( &dat a[i + 0x50], &dst[i + 0x50]);
11 * and limtations under the License. 77 AES_XOR_BLOCK_ALI GNED( &data[i + 0x60], &dst[i + 0x60]);
12 = 78 AES_XOR_BLOCK_ALI GNED( &dat a[i + 0x70], &dst[i + 0x70]);
13 * When distributing Covered Code, include this CDDL HEADER in each 79 }
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 80 }
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 81 /* Finish the rest in single blocks. */
16 * fields enclosed by brackets "[]" replaced with your own identifying 82 for (; i < length; i += AES BLOCK_LEN)
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 83 AES XOR BLOCK(&data[i], &dst[i]);
18 * 84 }
19 * CDDL HEADER END
20 */ 86 #endif /* | __and64 */
21 /*
22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved. 88 /* Copy a 16-byte AES block from"in" to "out" */
23 * Use is subject to license terns. 89 void
24 | 90 aes_copy_bl ock(const uint8_t *in, uint8_t *out)
25 [ * 37 aes_copy_bl ock(uint8_t *in, uint8_t *out)
26 * Copyright 2015 by Saso Kisel kov. Al rights reserved. 91 {
27 */ 92 if (I'S_P2ALIGNED2(in, out, sizeof (uint32_t))) {
93 AES_COPY_BLOCK_, AL GNED(in, out);
29 #include <sys/types. h> 40 /* LINTED: pointer alignment */
30 #include <sys/sysnacros. h> 41 *(uint32_t *)&ut[0] = *(uint32_t *)& n[0];
31 #incl ude <rmdes/ nodes. h> 42 /* LINTED: pointer alignnent */
32 #include "aes_inpl.h" 43 *(uint32_t *)&ut[4] = *(uint32_t *)& n[4];
33 #i fndef _KERNEL 44 /* LINTED: pointer alignnent */
34 #include <stdlib. h> 45 *(uint32_t *)&out[8] = *(uint32_t *)& n[8];
35 #endif /* | _KERNEL */ 46 /* LINTED: pointer alignnent */
47 *(uint32_t *)&ut[12] = *(uint32_t *)& n[12];
37 #if defined(__and64) 94 } else {
95 AES_COPY_BLOCK_UNALI GNED(i n, out);
39 /* 49 AES_COPY_BLOCK(i n, out);
40 * XORs a range of contiguous AES blocks in ‘data’ with blocks in 'dst’ 96 }
41 * and places the result in ‘dst’. On x86-64 this exploits the 128-bit 97 }
42 * floating point registers (xm) to maxim ze perfornmance.
43 */
44 static void 99 /* XOR a 16-byte AES block of data into dst */
45 aes_xor _range(const uint8_t *data, uint8_t *dst, uint64_t |ength) 100 void
46 { 101 aes_xor_bl ock(const uint8_t *data, uint8_t *dst)
47 uint6é4_t i = 0; 56 aes_xor_bl ock(uint8_t *data, uint8_t *dst)
102
49 /* First use the unrolled version. */ 103 if (I'S_P2ALI GNED2(dst, data, sizeof (uint32_t))) {
50 for (; i + 8 * AES BLOCK LEN <= length; i += 8 * AES_BLOCK_LEN) 104 AES_XOR_BLOCK_ALI GNED( dat a, dst);
51 aes_xor_intel 8(&ata[i], &dIst[i]); 59 /* LINTED: pointer alignnent */
52 /* Finish the rest in single bl ocks. */ 60 *(uint32_t *)&dst[0] ~= *(uint32_t *)&data[O0];
53 for (; i <length; i += AES BLOCK LEN) 61 [* LINTED: pointer alignnent */
54 aes_xor_intel (&ata[i], &dst[i]); 62 *(uint32_t *)&dJst[4] ~= *(uint32_t *)&datal4];
55 } 63 /* LINTED: pointer alignnent */
64 *(uint32_t *)&Ist[8] ~= *(uint32_t *)&data[8];
57 #el se /* 1 __and64 */ 65 /* LINTED: pointer alignnent */
66 *(uint32_t *)&Jst[12] ~= *(uint32_t *)&datal12];
59 /* 105 } else {
60 * XORs a range of contiguous AES blocks in ‘data’ with blocks in 'dst’ 106 AES_XOR BLOCK_UNALI GNED( dat a, dst);
61 * and places the result in ‘dst’. 68 AES_XOR_BLOCK(dat a, dst);
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107 }
108 } 158 /*
159 */Decrypt mul tiple blocks of data according to node.
160 *
110 /* 161 int
111 * Encrypt nmultiple blocks of data according to node. 162 aes_decrypt_contiguous_bl ocks(void *ctx, char *data, size_t |ength,
112 */ 163 crypto_data_t *out)
113 int 164 {
114 aes_encrypt_contiguous_bl ocks(void *ctx, char *data, size_t |ength, 165 aes_ctx_t *aes_ctx = ctx;
115 crypto_data_t *out) 166 int rv = CRYPTO_ SUCCESS
116 { 116 int rv;
117 aes_ctx_t *aes_ctx = ctx;
118 int rv = CRYPTO_SUCCESS;
81 int rv; 169 for (size_t i =0; i <length; i += AES_OPSZ) {
170 size_t opsz = MN(length - i, AES OPSZ);
120 for (size_t i =0; i <length; i += AES OPSZ) { 171 AES_ACCEL_SAVESTATE(savest at e) ;
121 size_t opsz = MN(length - i, AES_OPSZ); 172 aes_accel _enter(savestate);
122 AES_ACCEL_SAVESTATE( savest at e) ;
123 aes_accel _enter(savestate); 174 if (aes_ctx->ac_flags & CTR_ {
175 rv = ctr_node_conti guous_bl ocks(ctx, &data[i], opsz,
125 if (aes_ctx->ac_flags & CTR_MODE) { 176 out, AES_BLOCK LEN, aes_encrypt _bl ock,
126 rv = ctr_node_contiguous_bl ocks(ctx, &data[i], opsz, 177 AES XOR_BLOCK, aes_ctr_node);
127 out, AES BLOCK_LEN, aes_encrypt _bl ock, 119 rv = ctr_node_conti guous_ bl ocks(ctX, data I ength, out,
128 AES XOR _BLOCK, aes_ctr_node); 120 AES BLOCK_ LEN aes_encrypt _bl ock, aes_xor_bl ock) ;
84 rv = ctr_node_contiguous_bl ocks(ctX, data |l ength, out, 178 if (rv == CRYPTO DATA_LEN_
85 AES_BLCCK_LEN aes_encrypt _bl ock, aes_xor_bl ock); 179 rv = CRYPTO ENCRYPTED DATA LEN RANGE;
129 #ifdef _KERNEL 180 #i fdef _KERNEL
130 } else if (aes_ctx->ac_flags & CCM MODE) { 181 } else if (aes_ctx->ac_flags & CCM MODE) {
131 rv = ccmnode_encrypt _conti guous_bl ocks(ctx, &data[i], 182 rv = ccm node_decrypt _conti guous_bl ocks(ctx, &data[i],
132 opsz, out, AES BLOCK _LEN, aes_encrypt_bl ock, 183 opsz, out, AES BLOCK _LEN, aes_encrypt_bl ock,
133 AES_COPY_ BLCBK AES_XOR_BLOCK) ; 184 AES_COPY. BLCBK AES_XOR_BLOCK) ;
88 rv = ccm node_encrypt _conti guous_bl ocks(ctx data, |ength, 125 rv = ccm node_decrypt _conti guous_bl ocks(ctx data, |ength,
89 out, AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock, 126 out, AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock,
90 aes_xor _bl ock); 127 aes_xor _bl ock);
134 } elself (aes ctx->ac_flags & ( GCM_MODE| GVAC_MODE) ) { 185 } elself (aes ctx->ac_flags & ( GCM_MODE| GVAC | ) {
135 gcm node_encrypt _conti guous_bl ocks(ct X, &dat a[i], 186 gcm node_decr ypt _conti guous_bl ocks(ct X, &dat a[i],
136 opsz, out, AES BLOCK_LEN, aes_encrypt_bl ock 187 opsz, out, AES BLOCK_LEN, aes_encrypt_bl ock
137 AES_COPY_ BLOCK, AES_XOR_BLOCK, aes_ctr nDde) 188 AES_COPY_ BLOCK, AES_XOR_BLOCK, aes_ctr nDde)
92 rv = gcm node_encrypt _conti guous_bl ocks(ctx, data, |engt h 129 rv = gcm node_decrypt _conti guous_bl ocks(ctx, data, |engt h
93 out, AES BLOCK_LEN, aes_encrypt _bl ock, aes_copy_bl ock, 130 out, AES BLOCK_LEN, aes_encrypt _bl ock, aes_copy_bl ock,
94 aes_xor _bl ock) ; 131 aes_xor _bl ock) ;
138 #endi f 189 #endif
139 } else if (aes_ctx->ac_flags & CBC_MXDE) { 190 } else if (aes_ctx->ac_flags & CBC |
140 rv = chc_encrypt_contiguous_bl ocks(ctx, &data[i], opsz, 191 rv = chc_decrypt_contiguous_bl ocks(ctx, &data[i],
141 out, AES BLOCK_LEN, aes_encrypt bl ock 192 opsz, out, AES BLOCK LEN, aes_decrypt_bl ock,
142 AES COPY_BLOCK, AES_XOR BLOCK, aes encrypt _cbce); 193 AES_COPY_| BLG:K AES_XOR_BLOCK, aes_decrypt _ ecb
97 rv = chc_encrypt _conti guous_bl ocks(ctx, 194 aes_xor_range) ;
98 data, length, out, AES BLOCK LEN, aes_encrypt_bl ock, 134 rv = cbc_decrypt _contiguous_bl ocks(ctx, data, length, out,
99 aes_copy_bl ock, aes_xor_bl ock); 135 AES BLOCK_LEN, aes_decrypt_bl ock, aes_copy_bl ock,
143 } else { 136 aes_xor _bl ock) ;
144 rv = ecb_ci pher_contiguous_bl ocks(ctx, &data[i], opsz, 195 } else {
145 out, AES BLOCK_LEN, aes_encrypt_bl ock, 196 rv = ech_ci pher_contiguous_bl ocks(ctx, &data[il],
146 aes_encrypt _ech); 197 opsz, out, AES BLOCK_LEN, aes_decrypt_bl ock,
101 rv = ecb_ci pher_contiguous_bl ocks(ctx, data, |ength, out, 198 aes decrypt _ech);
102 AES BLOCK_LEN, aes_encrypt _bl ock); 138 rv = ech_ci pher_conti guous_bl ocks(ctx, data, |ength, out,
147 } 139 AES_BLOCK LEN aes_decrypt _bl ock);
199 Tif (rv == CRYPTO DATA_LEN |
149 aes_accel _exit(savestate); 200 ) rv = CRYPTO ENCRYPTED DATA_LEN RANGE;
201
151 if (rv !'= CRYPTO_SUCCESS)
152 br eak; 203 aes_accel _exit(savestate);
153 }
205 if (rv !'= CRYPTO_SUCCESS)
155 return (rv); 206 br eak;
156 } 207 1
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209 return (rv);
210 }
____unchanged_portion_onitted_
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Witten by Intel Corporation for the OpenSSL project to add support
for Intel AES-N instructions. Rights for redistribution and usage
in source and binary forns are granted according to the OpenSSL

i cense.

Aut hor: Huang Ying <ying. huang at intel dot comr
Vi nodh Gopal <vi nodh. gopal at intel dot conp
Kahr aman Akdemir

Intel AES-NI is a new set of Single Instruction Multiple Data (S| M)
instructions that are going to be introduced in the next generation
of Intel processor, as of 2009. These instructions enable fast and
secure data encryption and decryption, using the Advanced Encryption
Standard (AES), defined by FIPS Publication nunber 197. The
architecture introduces six instructions that offer full hardware
support for AES. Four of them support high performance data
encryption and decryption, and the other two instructions support
the AES key expansion procedure.

Copyright (c) 1998-2008 The OpenSSL Project. Al rights reserved.

Redi stribution and use in source and binary fornms, with or without
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the foll ow ng disclainer.

2. Redistributions in binary formnust reproduce the above copyright
notice, this list of conditions and the follow ng disclainmer in
the docunentation and/or other naterials provided with the
di stribution.

3. Al advertising materials nentioning features or use of this
software nust display the follow ng acknow edgnent:
"This product includes software devel oped by the OpenSSL Proj ect
for use in the OpenSSL Tool kit. (http://ww. openssl.org/)"

4. The nanmes "QpenSSL Tool kit" and "OpenSSL Project" nmust not be used to
endorse or pronpte products derived fromthis software without
prior witten perm ssion. For witten permnission, please contact
openssl - core@penssl . org.

5. Products derived fromthis software may not be called "QOpenSSL"
nor may "QpenSSL" appear in their nanes without prior witten
permi ssion of the QpenSSL Project.

6. Redistributions of any form whatsoever nust retain the follow ng
acknow edgment :
"This product includes software devel oped by the OpenSSL Proj ect
for use in the QpenSSL Tool kit (http://ww. openssl.org/)"

TH' S SOFTWARE | S PROVI DED BY THE QpenSSL PROJECT ‘*AS | S’ AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIMTED TO, THE
I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
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PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE OpenSSL PROJIECT OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAVAGES (I NCLUDI NG, BUT

NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES;

LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)

HONEVER CAUSED AND ON ANY THEORY OF LI ABILITY, WHETHER | N CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SING I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PCSSIBI LI TY OF SUCH DAVAGE.

OpenSol aris OS nodi fications

This source originates as files aes-intel.S and eng_aesni _asmpl, in
patches sent sent Dec. 9, 2008 and Dec. 24, 2008, respectively, by

Huang Ying of Intel to the openssl-dev mailing |list under the subject
of "Add support to Intel AES-N instruction set for x86_64 platforni.

This OpenSol ari s version has these major changes fromthe original source:

1. Added OpenSol ari s ENTRY_NP/ SET_SI ZE macros from
[usr/include/sys/asm|inkage.h, lint(1B) guards, and dummy C function
definitions for lint.

2. Formatted code, added comments, and added #includes and #defi nes.

3. If bit CRO.TS is set, clear and set the TS bit, after and before

cal ling kpreenpt_di sabl e() and kpreenpt _enabl e().

If the TS bit I1s not set, Save and restore %mmregisters at the beginning
and end of function calls (%mmt registers are not saved and restored by
during kernel thread preenption).

4. Renaned functions, reordered paraneters, and changed return val ue
to match OpenSol ari s:

OpenSSL i nterface:
int intel _AES set_encrypt_key(const unsigned char *userKey,
const int bits, AES_KEY *key);
int intel _AES set_decrypt_key(const unsigned char *userKey,
const int bits, AES_KEY *key);
Return val ues for above are non-zero on error, 0 on success.

voi d i ntel _AES_encrypt (const unsigned char *in, unsigned char *out,
const AES_KEY *key);
void intel _AES decrypt (const unsigned char *in, unsigned char *out,
const AES_KEY *key);
typedef struct aes_key_st {
unsi gned i nt rd_key[4 *(AES_MAXNR + 1)];
int rounds;
unsi gned i nt pad[ 3] ;
} AES_KEY;
Note: AES_LONG is undefined (that is, Intel uses 32-bit key schedul es
(ks32) instead of 64-bit (ks64).
Nunber of rounds (aka round count) is at offset 240 of AES_KEY.

OpenSol aris OS interface (#ifdefs renoved for readability):
int rijndael _key_setup_dec_intel (uint32_t rk[],
const uint32_t cipherKey[], uint64_t keyBits);
int rijndael _key_setup_enc_intel (uint32_t rk[],
const uint32_t cipherKey[], uint64_t keyBits);
Return val ues for above are 0 on error, nunber of rounds on success.

voi d aes_encrypt_intel (const aes_ks_t *ks, int Nr,
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128 * const uint32_t pt[4], uint32_t ct[4]);

129 * voi d aes_decrypt_int el (const aes_ks_t *ks, int Nr,

130 * const uint32_t pt[4], uint32_t ct[4])

131 * typedef union {uint64_t k564[(NAX_AES NR + 1) * 4];

132 * uint32_t ks32[ (MAX_AES NR + 1) * 4]; } aes_ks_t;

133 *

134 * typedef union {

135 * ui nt 32_t ks32[ ((MAX_AES NR) + 1) * (MAX_AES_NB)];
136 * } aes_ks_t;

137 * typedef struct aes_key {

138 * aes_ks_t encr _ks, decr_ks;

139 * | ong doubl e al i gn128;

140 * int flags, nr, type;

141 * } aes_key_t;

142 *

143 * Note: ks is the AES key schedule, Nr is number of rounds, pt is plain text,
144 * ct is crypto text, and MAX_AES NR is 14,

145 * For the x86 64-bit architecture, OpenSolaris OS uses ks32 instead of ks64.
146 *

147 * Note2: aes_ks_t nust be aligned on a O nod 128 byte boundary.

148 *

149 *

150 */

151 /*

152 * Copyright 2015 by Saso Kisel kov. Al rights reserved.

153 */

155 #if defined(lint) || defined(__lint)
157 #include <sys/types. h>
159 /* ARGSUSED */

160 void

161 aes_encrypt_intel (const uint32_t rk[], int Nr, const uint32_t pt[4],
162 uint32_t ct[4]) {

163 }

__unchanged_portion_onitted_

183 #el se [* lint */

185 #include <sys/asm |inkage. h>
186 #i ncl ude <sys/controlregs. h>
187 #i fdef _KERNEL

188 #incl ude <sys/ machprivregs. h>

189 #endi f

191 #ifdef _KERNEL

192 *

193 * Note: the CLTS nacro clobbers P2 (% si) under i86xpv. That is,
194 * it calls HYPERVI SOR f pu_taskswi tch() which nodifies %si when it
195 * uses it to pass P2 to syscall.

196 * This also occurs with the STTS macro, but we don’t care if

197 * P2 (%si) is nodified just before function exit.

198 * The CLTS and STTS macros push and pop P1 (% di) already.

199 */

200 #ifdef __xpv
201 #define PROTECTED CLTS \

202 push % si; \
203 CLTS; \

204 pop o% si

205 t#el se

206 #define PROTECTED CLTS \
207 CLTS

208 #endif [* __xpv */
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210 #define CLEAR TS OR PUSH XMVD_XMML(t npreg) \
\

211 push % bp;

212 nov % sp, % bp; \

213 novq %r0, tnpreg; \

214 testq $CRO_TS, tnpreg; \

215 jnz 1f; \

216 and $- XMM ALI GN, % sp; \

217 sub $[ XMW SI ZE * 2], %sp; \
218 novaps %m0, 16(% sp); \

219 movaps %, (% sp); \

220 jmp 2f;

221 1: \

222 PROTECTED_CLTS; \

223 2:

225 /*

226 * |f CRO_TS was not set above, pop %mmD and %ml of f stack,
227 * otherwi se set CRO_TS.

228 */

229 #define SET_TS_OR POP_XMVD XM\/Il(tnpreg) \
230 testq = $CRO_TS, tnpreg;

231 jnz if; v

232 novaps (%sp), Uxmml; \

233 novaps 16(% sp), %mD; \

234 jmp 2f; \

235 1: \

236 STTS(tnpreg); \

237 2: \

238 nov % bp, % sp; \

239 pop % bp

241 I*

242 * |f CRO_TS is not set, align stack (with push % bp) and push
243 * om0 - %&nmb on st ack ot herwi se clear CRO_TS
244 */

245 #define CLEAR TS OR PUSH XMVD_TO XMVB(tnpreg) \
246 push % bp; \

247 nov %sp % bp; \

248 nmovq %r0, tnpreg; \

249 testq $CRO_TS, tnpreg; \

250 jnz 1f; \

251 and $- XM ALI GN, % sp; \

252 sub $[XMM SI ZE * 7], %sp; \
253 movaps %m0, 96(% sp); \

254 movaps  9%mml, 80(%sp): \

255 novaps %R, 64(% sp); \

256 movaps 9xmmB, 48(% sp); \

257 movaps 9%mmd, 32(% sp); \

258 nmovaps Y% mb, 16(% sp); \

259 novaps %&b, (% sp); \

260 jnp 2f; \

261 1: \

262 PROTECTED_CLTS; \

263 2:

266 I*

267 * |f CRO_TS was not set above, pop %mmD - %mmb of f stack,
268 * ot herwi se set CRO_TS.

269 */

270 #define SET_TS OR POP_XMVD_TO XMVB(t npreg) \
271 testq $CRO_TS, tnpreg; \

272 jnz 1f; \

273 movaps (% sp), %mb; \

274 novaps 16(% sp), %mb; \

275 movaps 32(%sp), Y%&mm; \
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276 novaps 48(% sp), %xmB; \ 342 novaps 0x90(% di), %md
277 novaps 64(%sp), %Wme; \ 343 nmovaps O0xaO0(% di), %m0
278 novaps 80(%sp), %mml; \ 344 nmovaps OxbO(%di), %mmil
279 novaps 96(% sp), %mD; \ 345 novaps OxcO(%di), %mml2
280 jnp 2f; \ 346 novaps 0xdO(% di), %mml3
281 1: \ 347 nmovaps OxeO(%di), %mmi4
282 STTS(tnpreg); \ 348 movaps OxfO(%di), %mrl5
283 2: \ 349 ret
284 nov % bp, % sp; \ 350 1:
285 pop % bp 351 STTS( % ax)
352 ret
287 | * 353 SET_SI ZE(aes_accel _restore)
288 * void aes_accel _save(void *savestate);
289 * 355 #el se
290 * Saves all 16 XMMregisters and CRO to a tenporary |ocation pointed to 356 #define PROTECTED CLTS
291 * in the first argunent and clears TS in CRO. This nust be invoked before 357 #define CLEAR_TS_OR PUSH XMVD_XMML(t npr eg)
292 * executing any floating point operations inside the kernel (and kernel 358 #define SET_TS_OR POP_XMWD_XMVL(t npr eg)
293 * thread preenption nust be disabled as well). The menory region to which 359 #define CLEAR_TS_OR_PUSH XMWVD_TO XMVB('t npr eg)
294 * all state is saved nust be at |east 16x 128-bit + 64-bit |ong and nust 360 #define SET_TS_OR POP_XMVD_TO XMVB(t npreg)
295 * be 128-bit aligned. 361 #endif /* _KERNEL */
296 */
297 ENTRY_NP(aes_accel _save)
298 nmovq %r0, % ax 364 /*
299 novq % ax, O0x100(% di) 365 * _key_expansion_128(), * _key_expansion_192a(), _key_expansi on_192b(),
300 testq $CRO_TS, % ax 366 * _key_expansi on_256a(), _key_expansi on_256b()
301 jnz 1f 367 *
302 nmovaps %D, 0x00(% di) 368 * Hel per functions called by rijndael _key_setup_inc_intel ().
303 nmovaps  %nmml, O0x10( % di) 369 * Also used indirectly by rijndael _key_setup_dec_intel ().
304 novaps %mmR2, 0x20(% di) 370 *
305 novaps %rmmB, 0x30(% di) 371 * |Input:
306 nmovaps %xnmmd, 0x40(% di) 372 * %m0 User - provi ded ci pher key
307 nmovaps %&b, O0x50(% di) 373 * O%mml Round const ant
308 novaps %nmmb, 0x60(% di) 374 * CQutput:
309 novaps Y%7, Ox70(% di) 375 * (% cx) AES key
310 movaps %mmB, 0x80(% di) 376 */
311 nmovaps %D, 0x90( % di)
312 novaps %m0, OxaO( % di) 378 .align 16
313 novaps  Y%nmmill, OxbO(% di) 379 _key_expansi on_128:
314 movaps %mml2, OxcO(% di) 380 _key_expansi on_256a:
315 movaps 9%mmi3, 0xdo( % di ) 381 pshufd™ $0b11111111, 9%mmil, %l
316 novaps %4, OxeO(% di) 382 shuf ps  $0b00010000, %m0, %M
317 novaps  %nmmil5, OxfO(% di) 383 pxor %y,  9%xmD
318 ret 384 shuf ps $0b10001100, %m0, Y%xmmi
319 1: 385 pxor oxmmd, Ym0
320 PROTECTED_CLTS 386 pxor Y%, %m0
321 ret 387 novaps %m0, (% cx)
322 SET_SI ZE(aes_accel _save) 388 add $0x10, % cx
389 ret
324 | * 390 SET_SI ZE( _key_expansi on_128)
325 * void aes_accel _restore(void *savestate); ______unchanged_portion_omtted_
326 *
327 * Restores the saved XMM and CRO.TS state from aes_accel _save. 451 | *
328 */ 452 * void aes_copy_intel (const uint8_t *src, uint8_t *dst);
329 ENTRY_NP(aes_accel _restore) 453 *
330 nov 0x100(% di ), % ax 454 * Copi es one unaligned 128-bit block from‘src’ to ‘dst’. The copy is
331 testq $CRO_TS, % ax 455 * performed using FPU registers, so make sure FPU state is saved when
&2 jnz 1f 456 * running this in the kernel.
333 novaps 0x00(% di), %nmmD 457 */
334 novaps 0x10(%di), %mml 458 ENTRY_NP(aes_copy_intel)
335 movaps O0x20(% di), %mR 459 movdqu (% di), %MD
336 nmovaps O0x30(% di), 9%mB 460 movdqu  9%&mmD, (% si)
337 novaps O0x40(% di), %mm 461 ret
338 novaps 0x50(%di), %nmmb 462 SET_SI ZE(aes_copy_i ntel)
339 nmovaps O0x60(% di), %mb
340 movaps O0x70(% di ), Y%V 464 [ *
341 novaps 0x80(% di), %mm8 465 * void aes_xor_intel (const uint8_t *src, uint8_t *dst);
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466 * 532 * OpenSolaris interface:
467 * XORs one pair of unaligned 128-bit blocks from‘src’ and ‘dst’ and 533 * int rijndael _key_setup_enc_intel (uint32_t rk[], const uint32_t cipherKey[],
468 * stores the result at ‘dst’. The XOR is perfornmed using FPU registers, 534 * uint64_t keyBits);
469 */so nmake sure FPU state is saved when running this in the kernel. 535 * Return value is 0 on error, nunber of rounds on success.
470 * 536 *
471 ENTRY_NP(aes_xor _intel) 537 * Oiiginal Intel OpenSSL interface:
472 movdqu (% di), 9%mmD 538 * int intel _AES set_encrypt_key(const unsigned char *userKey,
473 movdqu (% si), 9%l 539 * const int bits, AES_KEY *key);
474 pxor Yxmmil, %m0 540 * Return value is non-zero on error, O on success.
475 movdqu  Y%&mmD, (% si) 541 */
476 ret
477 SET_SI ZE(aes_xor _i ntel) 543 #ifdef OPENSSL_| NTERFACE

544 #define rijndael _key_setup_enc_intel intel _AES set_encrypt_key
479 | * 545 #define ri)ndael _key_setup_dec_intel intel _AES_set _decrypt _key
480 * void aes_xor_intel 8(const uint8_t *src, uint8_t *dst);
481 * 547 #defi ne USERCI PHERKEY rdi /* Pl, 64 bits */
482 * XORs eight pairs of consecutive unaligned 128-bit blocks from‘src’ and 548 #define KEYSI ZE32 esi /* P2, 32 bits */
483 * ’'dst’ and stores the results at ‘dst’. The XOR is perfornmed using FPU 549 #defi ne KEYSI ZE64 rsi /* P2, 64 bits */
484 * registers, so make sure FPU state is saved when running this in the kernel. 550 #defi ne AESKEY rdx /* P3, 64 bits */
485 *
486 ENTRY_NP(aes_xor _i ntel 8) 552 #else /* OpenSolaris Interface */
487 movdqu 0x00( % di ), %D 553 #defi ne AESKEY rdi /* Pl, 64 bits */
488 movdqu O0x00( % si ), %l 554 #defi ne USERCI PHERKEY rsi /* P2, 64 bits */
489 novdqu  Ox10(% di ), 9%%m® 555 #define KEYSI ZE32 edx /* P3, 32 bits */
490 nmovdqu 0x10(% si ), Y%mB 556 #define KEYSI ZE64 rdx /* P3, 64 bits */
491 nmovdqu 0x20(% di ), Y%mmi 557 #endif /* OPENSSL_| NTERFACE */
492 movdqu 0x20( % si), Y%mmb
493 movdqu O0x30(% di ), %mmb 559 #defi ne ROUNDS32 KEYSI ZE32 /* tenp */
494 novdqu O0x30(% si ), Y%mmv 560 #defi ne ROUNDS64 KEYSI ZE64 /* tenp */
495 novdqu 0x40(% di ), 9%m8 561 #define ENDAESKEY USERCI PHERKEY  /* tenp */
496 movdqu O0x40( % si), %D
497 movdqu 0x50(% di ), %mml0
498 nmovdqu Ox50(% si ), Y%mmll 564 ENTRY_NP(rijndael _key_setup_enc_intel)
499 novdqu Ox60(% di ), 9%mi2 565 CLEAR_TS_OR_PUSH_XMWD_TO_XMVB( % 10)
500 movdqu O0x60(% si ), %mml3
501 movdqu O0x70(% di ), %mmi4 567 / NULL pointer sanity check
502 novdqu 0X70(%SI ), Y%mm5 568 test %JSERCI PHERKEY, 9JSERCI PHERKEY
503 pxor %L, TGu) 569 jz .Lenc_key_i nval i d _param
504 pxor 9xmB, %&xm 570 test O/<AESKEY YAESKEY
505 pxor Y%xmmb, Yxmmi 571 jz Lenc_key_i nval i d_param
506 pxor o7, Yxmmb
507 pxor %D, 9%mB 573 novups (%JSERCI PHERKEY), %mmD / user key (first 16 bytes)
508 pxor Y%mmll, %m0 574 movaps %m0, (%AESKEY)
509 pxor %xml3, 9&xmmil2 575 | ea 0x10( %AESKEY), % cx / key addr
510 pxor 9xmml5, % mmi4 576 pxor oxmmd,  Yxmi / xmm4 is assuned O in _key_expansi on_x
511 nmovdqu  %rmmD, O0x00( % si)
512 nmovdqu %R, O0x10(% si) 578 cnp $256, %KEYSI ZE32
513 movdqu  Y%&xnmmd, O0x20( % si ) 579 jnz . Lenc_key192
514 movdqu %&b, O0x30( % si)
515 nmovdqu  %rmmB, 0x40(% si) 581 / AES 256: 14 rounds in encryption key schedul e
516 nmovdqu %m0, Ox50( % si ) 582 #ifdef OPENSSL_| NTERFACE
517 movdqu %2, Ox60( % si) 583 nmov $14, 9ROUNDS32
518 movdqu %4, Ox70(% si) 584 novl 9ROUNDS32, 240( YAESKEY) / key.rounds = 14
519 ret 585 #endi f /* OPENSSL_| NTERFACE *
520 SET_SI ZE(aes_xor _i ntel 8)

587 movups 0x10( 9UJSERCI PHERKEY) , 9%&mm® / other user key (2nd 16 bytes)
522 | * 588 nmovaps %&m?, (% cx)
523 * rijndael _key_setup_enc_intel () 589 add $0x10, % cx
524 * Expand the cipher key into the encryption key schedul e.
525 * 591 aeskeygenassi st $0x1, %mmR2, %xmil / expand the key
526 * For kernel code, caller is responsible for ensuring kpreenpt_disable() 592 cal | _key_expansi on_256a
527 * has been called. This is because %nmregisters are not saved/restored. 593 aeskeygenassi st $0x1, %m0, 9&xmmil
528 * Clear and set the CRO.TS bit on entry and exit, respectively, if TSis set 594 call _key_expansi on_256b
529 * on entry. Qherwise, if TS is not set, save and restore %mmregisters 595 aeskeygenassi st $0x2, %me, 9xmmil / expand the key
530 * on the stack. 596 cal | _key_expansi on_256a
531 * 597 aeskeygenassi st $0x2, %m0, %mmi
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598 call _key_expansi on_256b 664 . Lenc_key128:
599 aeskeygenassi st $0x4, %m®, 9l / expand the key 665 cnp $128, YKEYSI ZE32
600 call _key_expansi on_256a 666 jnz .Lenc_key_invalid_key_bits
601 aeskeygenassi st $0x4, om0, o%xmrl
602 call _key_expansi on_256b 668 / AES 128: 10 rounds in encryption key schedul e
603 aeskeygenassi st $0x8, %&m®2, 9xmil / expand the key 669 #ifdef OPENSSL_|I NTERFACE
604 call _key_expansi on_256a 670 nov $10, %ROUNDS32
605 aeskeygenassi st $0x8, %m0, %xmrl 671 novl YROUNDS32, 240( YAESKEY) / key.rounds = 10
606 call _key_expansi on_256b 672 #endi f /* OPENSSL_| NTERFACE *
607 aeskeygenassi st $0x10,  9%m®2, 9%&nml / expand the key
608 cal | _key_expansi on_256a 674 aeskeygenassi st $0x1, %m0, %xmil / expand the key
609 aeskeygenassi st $0x10, 9%rmmD, %xnmil 675 call _key_expansi on_128
610 call _key_expansi on_256b 676 aeskeygenassi st $0x2, %m0, 9nmil / expand the key
611 aeskeygenassi st $0x20, 9%&m2, %mmi / expand the key 677 cal | _key_expansi on_128
612 cal | _key_expansi on_256a 678 aeskeygenassi st $0x4, %m0, %xmril / expand the key
613 aeskeygenassi st $0x20, %m0, %xnmil 679 call _key_expansi on_128
614 call _key_expansi on_256b 680 aeskeygenassi st $0x8, %m0, 9xmmil / expand the key
615 aeskeygenassi st $0x40, 9%&m2, %mi / expand the key 681 cal | _key_expansi on_128
616 cal | _key_expansi on_256a 682 aeskeygenassi st $0x10,  9%mm0, 9%nml / expand the key
683 call _key_expansi on_128
618 SET_TS OR POP_XMVD_TO XMVB( % 10) 684 aeskeygenassi st $0x20,  9%mmD, 9xnml / expand the key
619 #ifdef OPENSSL_|I NTERFACE 685 cal | _key_expansi on_128
620 xor % ax, % ax / return 0 (OK) 686 aeskeygenassi st $0x40,  9%mm0, 9%&nml / expand the key
621 #else /* Open Solaris Interface */ 687 call key_expansi on_128
622 nov $14, 9% ax / return # rounds = 14 688 aeskeygena35| st $0x80, om0, Y&l / expand the key
623 #endi f 689 call _key_expansi on_128
624 ret 690 aeskeygenassi st $0x1b,  9%mm0, 9%nml / expand the key
691 call key_expansi on_128
626 .align 4 692 aeskeygena55| st $0x36, %m0, 9xmmrl / expand the key
627 . Lenc_key192: 693 call _key_expansi on_128
628 cnp $192, %KEYSI ZE32
629 jnz .Lenc_key128 695 SET_TS OR_POP_XMVD_TO XMVB( % 10)
696 #ifdef OPENSSL_| NTERFACE
631 / AES 192: 12 rounds in encryption key schedul e 697 xor 9% ax, % ax / return 0 (OK)
632 #ifdef OPENSSL_I NTERFACE 698 #el se /* OpenSol aris Interface */
633 nov $12, 9%ROUNDS32 699 nov $10, % ax /| return # rounds = 10
634 novl YROUNDS32, 240( Y%AESKEY) / key.rounds = 12 700 #endif
635 #endif /* OPENSSL_| NTERFACE * 701 ret
637 novq 0x10( 9JSERCI PHERKEY) , %mm® / other user key 703 . Lenc_key_invalid_param
638 aeskeygenassi st $0x1, 9%&mmP, %xmmi / expand the key 704 #ifdef OPENSSL_I NTERFACE
639 cal | _key_expansi on_192a 705 SET_TS _OR _POP_XMVD_TO XMVB( % 10)
640 aeskeygenassi st $0x2, 9%mR, 9xmrl / expand the key 706 nmov $-1, % ax / user key or AES key pointer is NULL
641 cal | key_expansi on_192b 707 ret
642 aeskeygena55| st $0x4, Y%me, %xmri / expand the key 708 #el se
643 cal | _key_expansi on_192a 709 /* FALLTHROUGH */
644 aeskeygenassi st $0x8, 9%mR, 9xmrl / expand the key 710 #endif /* OPENSSL_I NTERFACE */
645 cal | _key_expansi on_192b
646 aeskeygenassi st $0x10, %mm®2, %nmmil / expand the key 712 . Lenc_key_invalid_key_bits:
647 call _key_expansi on_192a 713 SET_TS OR POP_XMVD_TO XMVB( % 10)
648 aeskeygenassi st $0x20, 9%&m2, %mi / expand the key 714 #ifdef OPENSSL_| NTERFACE
649 cal | _key_expansi on_192b 715 nmov “$-2, %Wax | keysize is invalid
650 aeskeygenassi st $0x40, %m®2, %l / expand the key 716 #el se /* Open Sol aris Interface */
651 call _key_expansi on_192a 717 xor % ax, % ax / a key pointer is NULL or invalid keysize
652 aeskeygenassi st $0x80, 9%&mm2, %mi / expand the key 718 #endif /* OPENSSL_| NTERFACE */
653 cal | _key_expansi on_192b
720 ret
655 SET_TS OR POP_XMVD_TO XMVB( % 10) 721 SET_SI ZE(ri j ndael _key_setup_enc_intel)
656 #ifdef OPENSSL_| NTERFACE __unchanged_portion_omtted_
657 xor 9% ax, % ax / return 0 (OK)
658 #el se /* OpenSol aris Interface */
659 nov $12, % ax / return # rounds = 12 662 /*
660 #endi f 663 * aes_encrypt_intel ()
661 ret 664 * Encrypt a single block (in and out can overl ap).
665 *
663 .align 4 666 * For kernel code, caller is responsible for ensuring kpreenpt_disabl e()
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667 * has been called. This is because %nm registers are not saved/restored.
668 * Clear and set the CRO.TS bit on entry and exit, respectively, if TSis set
669 * on entry. Oherwise, if TS is not set, save and restore %mmregisters
670 * on the stack.

671 *

672 * Tenporary register usage:

673 * 9%m0 State

674 * %(nml Key

675 *

676 * Oiginal OpenSolaris Interface:

677 * void aes_encrypt_intel (const aes_ks_t *ks, int Nr,

678 * const uint32_t pt[4], uint32_t ct[4])

679 *

680 * Oiginal Intel OpenSSL Interface:

681 * void intel _AES encrypt(const unsigned char *in, unsigned char *out,

682 * const AES _KEY *key)

683 */

802 #ifdef OPENSSL_I NTERFACE

803 #define aes_encrypt_intel
804 #define aes_decrypt_intel

intel _AES encrypt
i ntel _AES_decrypt

806 #define I NP rdi /* Pl, 64 bits */

807 #define QUTP rsi /* P2, 64 bits */

808 #define KEYP rdx /* P3, 64 bits */

810 /* No NROUNDS paraneter--of fset 240 from KEYP saved in %cx: */
811 #defi ne NROUNDS32 ecx /* tenporary, 32 bits */

812 #defi ne NROUNDS cl /* tenporary, 8 bits */

814 #el se /* OpenSol aris Interface */

815 #define KEYP r di /* Pl, 64 bits */
816 #defi ne NROUNDS esi /* P2, 32 bits */
817 #define | NP rdx /* P3, 64 bits */
818 #defi ne QUTP rcx /* P4, 64 bits */
819 #define LENGTH /* P5, 64 bits */

820 #endif /* OPENSSL_ INTERFACE */

822 #define KEY Xm0
823 #define STATEO xmms8
824 #define STATELl xmd
825 #define STATE2
826 #define STATE3
827 #define STATE4
828 #defi ne STATES
829 #define STATE6
830 #define STATE7
704 #define STATE xmD
705 #define KEY xmil

tenporary, 128 bits */
tenporary, 128 bits */
tenporary, 128 bits */
temporary, 128 bits */
tenporary, 128 bits */
tenporary, 128 bits */
tenporary, 128 bits */
temporary, 128 bits */
tenmporary, 128 bits */
tenporary, 128 bits */
temporary, 128 bits */

* Ok Kk ok kb k ok F ok 3k

X
N
~— e ————————

832 /*
833 * Runs the first two rounds of AES256 on a state register. ‘op’
834 * aesenc or aesdec.

*/

shoul d be

835

836 #define AES256_ROUNDS(op, statereg) \
837 movaps - 0x60( %KEYP), %KEY; \
838 op YKEY, Yst atereg; \
839 novaps - Ox50( %KEYP) , %KEY; \
840 op UKEY, Ustatereg

842 | *

843 * Runs the first two rounds of AES192, or the 3rd & 4th round of AES256 on
844 * a state register. ‘op’ should be aesenc or aesdec.

845 *

846 #define AES192_ROUNDS(op, statereg) \

847 nmovaps - 0x40( %KEYP), %KEY; \

11
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848 op UKEY, Ystatereg; \
849 movaps - 0x30( %KEYP), YKEY; \
850 op UKEY, Ustatereg

852 /*

853 * Runs the full 10 rounds of AES128, or the last 10 rounds of AES192/ AES256
854 * on a state register. ‘op’ should be aesenc or aesdec and ‘lastop’ should
855 * be aesenclast or aesdecl ast.

856 */

857 #define AES128_ROUNDS(op, |astop, statereg) \

858 movaps~ - 0x20( %KEYP) , UKEY; \

859 op UYKEY, Yst atereg; \

860 novaps - Ox10( %KEYP), Y%KEY; \

861 op UKEY, Yst atereg; \

862 movaps (%KEYP), 9KEY; \

863 op UYKEY, st atereg; \

864 novaps Ox10( %KEYP), WKEY; \

865 op UKEY, Yst atereg; \

866 movaps 0x20( %KEYP), %KEY; \

867 op UYKEY, Yst atereg; \

868 novaps Ox30( %KEYP), WKEY; \

869 op UKEY, Yst atereg; \

870 nmovaps O0x40( %KEYP), YKEY; \

871 op UYKEY, Yst atereg; \

872 novaps Ox50( %KEYP), WKEY; \

873 op UKEY, Ustatereg; \

874 nmovaps O0x60( %KEYP), %KEY; \

875 op UYKEY, Yst atereg; \

876 novaps Ox70( %KEYP), WKEY; \

877 lastop UKEY, ¥%tatereg

879 /*

880 * Macros to run AES encryption rounds. Input nust be prefilled in state
881 * register - output will be left there as well.
882 * To run AES256, invoke all of these macros in sequence. To run AES192,
883 * invoke only the -192 and -128 variants. To run AES128, invoke only the
884 * -128 variant.

885 */

886 #define AES256_ENC_ROUNDS( st at ereg) \

887 AES256_ROUNDS( aesenc, st at er eg)

888 #defi ne AES192_ENC _ROUNDS(st atereg) \

889 AES192_ROUNDS( aesenc, st at er eg)

890 #define AES128_ENC_ROUNDS(st atereg) \

891 AES128_ ROUNDS( aesenc, aesencl ast, statereg)

893 /* Same as the AES* ENC _ROUNDS nmcr 0s,
894 #define AES256_DEC ROUNDS(st atereg) \

but for decryption. */

895 AES256_ROUNDS( aesdec, st at er eg)

896 #define AES192_DEC ROUNDS(statereg) \

897 AES192_ROUNDS( aesdec, st at er eg)

898 #define AES128_DEC ROUNDS(st atereg) \

899 AES128_ ROUNDS( aesdec, aesdecl ast, statereg)

902 /*

903 * aes_encrypt_intel ()

904 * Encrypt a single block (in and out can overl ap).

905 *

906 * For kernel code, caller is responsible for bracketing this call with
907 * disabling kernel thread preenption and calling aes_accel _save/restore().
908 *

909 * Tenporary regl ster usage:

910 * %D Key

911 * %&mm8 State

912 *

913 * Oiginal OpenSolaris Interface:

12
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914 * void aes_encrypt_intel (const aes_ks_t *ks, int Nr, 759 novaps Ox60( %KEYP), UKEY
915 * const uint32_t pt[4], uint32_t ct[4]) 760 aesenc YKEY, YSTATE
916 * 761 movaps Ox70( %KEYP), YKEY
917 * Original Intel OpenSSL Interface: 762 aesencl ast UKEY, USTATE / last round
918 * void intel _AES encrypt(const unsigned char *in, unsigned char *out, 763 novups  %STATE, (%OUTP) / out put
919 * const AES_KEY *key)
920 */ 765 SET_TS_OR_POP_XMVD_XMML( % 10)
921 ENTRY_NP(aes_encrypt_intel) 953 ret
922 nmovups (% NP), %STATEO / input 954 SET_SI ZE(aes_encrypt _i ntel)
923 movaps (%KEYP), WKEY ! key
708 CLEAR TS _OR PUSH_ XMVD_XMVL( % 10)
956 /*
710 nmovups (% NP), USTATE /i nput 957 * aes_decrypt_intel ()
711 movaps (%KEYP), WKEY ! key 958 * Decrypt a single block (in and out can overl ap).
925 #ifdef OPENSSL_I NTERFACE 959 *
926 nov 240( %<EYP) , %NROUNDS32 / round count 960 * For kernel code, caller is responsible for bracketing this call with
927 #else /* OpenSolaris Interface */ 961 * disabling kernel thread preenption and calling aes_accel _save/restore().
928 /* Round count is already present as P2 in %si/%si */ 774 * For kernel code, caller is responsible for ensuring kpreenpt_disabl e()
929 #endif /* OPENSSL_I NTERFACE */ 775 * has been called. This is because %nmregisters are not saved/restored.
776 * Clear and set the CRO.TS bit on entry and exit, respectively, if TSis set
931 pxor UKEY, USTATEO / round O 777 * on entry. Oherwise, if TS is not set, save and restore %mmregisters
718 pxor IKEY, USTATE / round O 778 * on the stack.
932 | ea 0x30( ¥KEYP) , 9KEYP 962 *
933 cnp $12, 9NROUNDS 963 * Tenporary regi ster usage:
934 jib .Lenc128 964 * %&mmD State
935 | ea 0x20( UKEYP) , UKEYP 965 * xmmil Key
936 je . Lenc192 966 *
967 * Oiginal OpenSolaris Interface:
938 | AES 256 968 * void aes_decrypt_intel (const aes_ks_t *ks, int Nr,
939 | ea 0x20( UKEYP) , UKEYP 969 * const uint32_t pt[4], uint32_t ct[4])
940 AES256_ENC_ROUNDS( STATED) 786 * const uint32_t pt[4], uint32_t ct[4])/
727 movaps~ - 0x60( %KEYP) , YKEY 970 *
728 aesenc UKEY, USTATE 971 * Original Intel OpenSSL Interface:
729 novaps - Ox50( %KEYP), UKEY 972 * void intel _AES decrypt(const unsigned char *in, unsigned char *out,
730 aesenc UKEY, USTATE 973 * const AES_KEY *key);
974 */
942 .align 4 975 ENTRY_NP(aes_decrypt _intel)
943 . Lencl92: 976 nmovups (% NP), %STATEO /input
944 / AES 192 and 256 977 movaps (%KEYP), WKEY | key
945 AES192_ENC_ROUNDS( STATED) 793 CLEAR TS _OR PUSH XMVD_XMMVL( % 10)
735 nmovaps - 0x40( %KEYP), %KEY
736 aesenc UKEY, %STATE 795 nmovups (% NP), USTATE /input
737 movaps - Ox30( %KEYP), YKEY 796 movaps (%KEYP), 9KEY ! key
738 aesenc WKEY, YSTATE 979 #ifdef OPENSSL_I NTERFACE
980 nmov 240( ¥KEYP) , 9\NROUNDS32 / round count
947 .align 4 981 #else /* OpenSolaris Interface */
948 . Lenc128: 982 /* Round count is already present as P2 in %si/%si */
949 / AES 128, 192, and 256 983 #endif /* OPENSSL_I NTERFACE */
950 AES128_ENC_ROUNDS( STATEO)
951 novups  %STATEO, (%OUTP) / out put 985 pxor UKEY, USTATEO / round O
743 novaps - Ox20( %KEYP), YKEY 803 pxor UKEY, USTATE / round O
744 aesenc YKEY, ¥STATE 986 | ea 0x30( %KEYP) , 9KEYP
745 nmovaps - 0x10( %KEYP), %KEY 987 cnp $12, 9NROUNDS
746 aesenc UYKEY, %STATE 988 jb . Ldec128
747 novaps (%KEYP), UKEY 989 | ea 0x20( UKEYP) , UKEYP
748 aesenc YKEY, YSTATE 990 je . Ldec192
749 movaps O0x10( Y%KEYP), YKEY
750 aesenc UYKEY, USTATE 992 | AES 256
751 novaps Ox20( %KEYP), %KEY 993 | ea 0x20( UKEYP) , YKEYP
752 aesenc UKEY, USTATE 994 AES256_DEC ROUNDS( STATEO)
753 movaps 0x30( %KEYP), YKEY 812 movaps~ - 0x60( %KEYP) , YKEY
754 aesenc UKEY, YSTATE 813 aesdec UKEY, %STATE
755 novaps Ox40( %KEYP), UKEY 814 novaps - Ox50( %KEYP), YKEY
756 aesenc YKEY, ¥STATE 815 aesdec UKEY, ¥STATE
757 movaps 0x50( YKEYP), UKEY
758 aesenc YKEY, %STATE 996 .align 4
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997
998
999
820
821
822
823

1001
1002
1003
1004
1005
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848

850
1007
1008

1010
1011
1012
1013
1014
1015
1016
1017
1018
1019

1021
1022
1023
1024
1025
1026
1027
1028
1029
1030

1032
1033
1034
1035
1036

/* Does
#defi ne

/* Does
#defi ne

. Ldec192:

/ AES 192 and 256
AES192_DEC_ROUNDS( STATEO)

novaps
aesdec
novaps
aesdec

.align 4
. Ldec128
| AES 128, 192,

- OX40( YKEYP) ,
UKEY, USTATE
- 0Xx30( UKEYP) ,
UKEY, USTATE

and 2

IKEY
WKEY

56

AES128_ DEC RCUNDS(STATEO)

novups
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps
aesdec
novaps

aesdecl ast

nmovups

YSTATED,
- 0x20( %UKEYP) ,
UKEY, USTATE
- OX 10( %KEYP) ,
UKEY, USTATE
(UKEYP)
UKEY, USTATE
0x10( YKEYP) ,
UKEY, USTATE
0x20( YKEYP) ,
YKEY, USTATE
0x30( YKEYP) ,
UKEY, USTATE
0x40( YKEYP) ,
YKEY, USTATE
0X50( YKEYP) ,
UKEY, USTATE
0x60( YKEYP) ,
UKEY, USTATE
0x70( YKEYP) ,
UKEY,
YSTATE,

(%OUTP)

UKEY
IKEY

IKEY

IKEY
IKEY
IKEY
IKEY
IKEY
IKEY

UKEY
YSTATE

(70UTP)

SET_TS_OR_POP_XMVD_XMVIL( % 10)

ret
SET_SI ZE( aes_decr ypt

nmovups
movups
movups
movups
nmovups
movups
movups
movups

movups
movups
movups
movups
movups
movups
nmovups
movups

op
op
op

a pipelined | oad of eight
AES_LOAD_| NPUT_8BLOCKS

YSTATEO
YSTATEL
YSTATE2
YSTATE3
YBTATES;
YSTATES
YSTATEG
USTATE?

0x00( % NP) ,
0x10( % NP) |
0x20( % NP) |
0x30( % NP) |
0x40( % NP) ,
0x50( % NP) |
0x60( % NP) |
0x70( % NP) |

_intel)

i nput

YSTATEOQ,
YSTATEL
YSTATE2
YSTATE3,
YSTATE4,
YSTATES
YSTATEG
YSTATEY,

YKEY
UKEY,
UKEY,

/* Perforns a pipelined AES instruction with the key on al
#def i ne AES_KEY_STATE_OP_8BLOCKS( op)
YSTATEO
YSTATEL
YSTATE2

15

/ out put

/ last round
/ out put

bl ocks into our AES state registers. */

\
\
\
\
\
\
\

a pipelined store of eight AES state registers to the output. */

AES_STORE_OUTPUT_8BLOCKS
0x00( %QUTP) ;
0x10( YOUTP) ;
0x20( YOUTP) ;
0x30( YOUTP) ;
0x40( %OUTP) ;
0x50( %OUTP) ;
0x60( YOUTP) ;
Ox70( YOUTP) ;

P

state registers. */
\

———
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1037
1038
1039
1040
1041

1043
1044
1045

1047
1048
1049
1050
1051
1052
1053

1055
1056
1057
1058
1059
1060
1061
1062
1063
1064
1065
1066
1067

1069
1070
1071
1072
1073

1075
1076
1077

1079
1080
1081
1082

1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095

1097

1098
1099

1102

op UKEY, USTATES; \
op UKEY, YSTATE4, \
op UYKEY, USTATES; \
op IKEY, YSTATEG; \
op WKEY, USTATE7
/* XOR all AES state regs with key to initiate encryption/decryption. */
#def i ne AES_XOR_STATE_8BLOCKS \
AES_KEY_STATE_OP_8BLOCKS( pxor )
/*
* Loads a round key fromthe key schedule offset ‘off’ into the KEY
* register and performs ‘op’ using the KEY on all 8 STATE registers
*
/
#def i ne AES_RND 8BLOCKS(op, off) \
nmovaps of f (%KEYP), %KEY; \
AES_KEY_STATE_OP_8BLOCKS( op)
/*
* void aes_encrypt _intel 8(const uint32_t roundkeys[], int nunrounds
* const void *plaintext, void *ciphertext)
*
* Sane as aes_encrypt_intel, but performs the encrypti on operation on
* 8 independent blocks in sequence, exploiting instruction pipelining
* This function doesn’t support the OpenSSL interface, it’s only neant
* for kernel use
*/
ENTRY_NP(aes_encrypt _i ntel 8)
AES_LOAD_| NPUT_8BLOCKS / | oad input
nmovaps (%KEYP), YKEY ! key
AES_XOR_STATE_8BLOCKS / round O
|l ea 0x30( UKEYP) , %KEYP / point to key schedule
cnp $12, 9ANROUNDS / determ ne AES variant
jb Lenc8_128
le Ox20(%KEYP), YKEYP /| AES192 has | arger key schedul e
® . Lenc8_192
| ea Ox20( YKEYP) , UKEYP / AES256 has even | arger key schedul e
AES RND 8BLOCKS(aesenc, -0x60) / AES256 R 1
AES_RND_8BLOCKS(aesenc, -0x50) / AES256 R 2
.align 4
. Lenc8_192:
AES_RND 8BLOCKS(aesenc, -0x40) / AES192 R 1; AES256 R 3
AES_RND_8BLOCKS( aesenc, -0x30) / AES192 R 2; AES256 R 4
.align 4
.Lenc8_128:
AES_RND_8BLOCKS(aesenc, -0x20) / AES128 R 1; AES192 R 3; AES256 R. 5
AES_RND 8BLOCKS(aesenc, -0x10) / AES128 R 2; AES192 R 4; AES256 R 6
AES_RND 8BLOCKS(aesenc, 0x00) /| AES128 R 3; AES192 R 5; AES256 R 7
AES_RND_8BLOCKS( aesenc, 0x10) / AES128 R 4; AES192 R 6; AES256 R 8
AES_RND_8BLOCKS( aesenc, 0x20) / AES128 R 5; AES192 R 7; AES256 R 9
AES_RND_8BLOCKS( aesenc, 0x30) / AES128 R.6; AES192 R 8; AES256 R 10
AES_RND 8BLOCKS(aesenc, 0x40) / AES128 R 7; AES192 R 9; AES256 R 11
AES_RND_8BLOCKS( aesenc, 0x50) / AES128 R 8; AES192 R 10; AES256 R 12
AES_RND_8BLOCKS( aesenc, 0x60) / AES128 R 9; AES192 R 11; AES256 R 13
AES_RND_8BLOCKS( aesencl ast, 0x70)/ AES128 R 10; AES192 R 12; AES256 R 14
AES_STORE_OUTPUT 8BLOCKS / store output
ret
SET_SI ZE(aes_encrypt _i ntel 8)
/*
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1103 * void aes_decrypt _intel 8(const uint32_t roundkeys[], int nunrounds, 1169 | abel _192: \
1104 * const void *ciphertext, void *plaintext) 1170 | ea Ox20( YKEYP) , YKEYP; \
1105 * 1171 /* AES 192 only */ \
1106 * Sane as aes_decrypt_intel, but performs the decryption operation on 1172 AES192_ENC_ROUNDS( st at er eg) ; \
1107 * 8 independent bl ocks in sequence expl oiting instruction pipelining. 1173 AES128_ENC_ROUNDS( st at er eg) ; \
1108 * This function doesn’t support the OpenSSL interface, it’s only neant 1174 | ea - Ox20( %KEYP) , YKEYP; \
1109 * for kernel use. 1175 jmp | abel _out; \
1110 */ 1176 .align 4; \
1111 ENTRY_NP(aes_decrypt_i ntel 8) 1177 | abel _128: \
1112 AES_LOAD | NPUT_8BLOCKS / | oad input 1178 /* AES 128 only */ \
1113 movaps (YKEYP), YKEY | key 1179 AES128_ENC_ROUNDS( st at er eg) ; \
1114 AES_XOR_STATE 8BLOCKS / round O 1180 .align 4; \
1181 | abel _out:
1116 | ea Ox30( YKEYP) , UKEYP / point to key schedul e
1117 cnp $12, 9%NROUNDS / determ ne AES vari ant
1118 jib Ldec8_128 1184 /*
1119 | ea Ox20(%<EYP) YKEYP / AES192 has | arger key schedul e 1185 * void aes_encrypt_chc_intel 8(const uint32_t roundkeys[], int nunrounds,
1120 je . Ldec8_19 1186 * const void *plaintext, void *ciphertext, const void *IV)
1187 *
1122 | ea Ox20( UKEYP) , YKEYP / AES256 has even |arger key schedul e 1188 * Encrypts 8 consecutive AES blocks in the CBC npde. |nput and out put
1123 AES_RND_8BLOCKS(aesdec, -0x60) / AES256 R 1 1189 * nmmy overlap. This provides a nodest performance boost over invoking
1124 AES_RND 8BLOCKS( aesdec, -0x50) [/ AES256 R 2 1190 * the encryption and XOR in separate functions because we can avoid
1191 * copying the ciphertext block to and from nenory between encryption
1126 .align 4 1192 * and XOR cal | s.
1127 .Ldec8_192: 1193 */
1128 AES_RND_8BLOCKS(aesdec, -0x40) / AES192 R 1; AES256 R 3 1194 #define CBC_IV r8 /* input - IV blk pointer */
1129 AES_RND_8BLOCKS( aesdec, -0x30) / AES192 R 2; AES256 R 4 1195 #define CBC_| V_XMWM xmml /* tnp 1V location for alignnent */
1131 .align 4 1197 ENTRY. NP( aes_encrypt _chc_intel 8)
1132 . Ldec8_128: 1198 AES_LOAD | NPUT_8BLOCKS | oad i nput
1133 AES_RND 8BLOCKS(aesdec, -0x20) / AES128 R 1; AES192 R 3; AES256 R 5 1199 movaps (YKEYP), YKEY | key
1134 AES_RND_8BLOCKS( aesdec, -0x10) / AES128 R 2; AES192 R 4; AES256 R 6 1200 AES_X(P_STATE_SBLGZKS / round O
1135 AES_RND_8BLOCKS( aesdec, 0x00) /| AES128 R.3; AES192 R 5; AES256 R 7
1136 AES_RND_8BLOCKS( aesdec, 0x10) | AES128 R. 4; AES192 R 6; AES256 R 8 1202 | ea 0x30( UKEYP) , YKEYP / point to key schedul e
1137 AES_RND_8BLOCKS( aesdec, 0x20) / AES128 R 5; AES192 R 7; AES256 R 9 1203 movdqu (%CBC_I V), O/CBC IV_XW [/ load IV fromunaligned nmenory
1138 AES_RND_8BLOCKS( aesdec, 0x30) / AES128 R 6; AES192 R 8; AES256 R 10 1204 pxor %CBC_I V. XI\/M YSTATEQ / XOR IV with input block and encrypt
1139 AES_RND_8BLOCKS( aesdec, 0x40) / AES128 R 7; AES192 R 9; AES256 R 11 1205 AES_ENC( STATEO, . Lenc_cbhc_0_128, .Lenc_cbc_0_192, .Lenc_cbc_0 out)
1140 AES_RND_8BLOCKS( aesdec, 0x50) / AES128 R.8; AES192 R 10; AES256 R 12 1206 pxor YSTATEO, YSTATEL
1141 AES_RND_8BLOCKS( aesdec, 0x60) / AES128 R 9; AES192 R 11; AES256 R 13 1207 AES_ENC( STATE1, .lLenc_chc_1_128, .Lenc_cbc_1_192, .Lenc_cbc_1_out)
1142 AES_RND_8BLOCKS( aesdecl ast, 0x70)/ AES128 R lO AES192 R 12; AES256 R 14 1208 pxor YSTATEL, YSTATE2
1209 AES_ENC( STATE2, .lLenc_cbc_2_ 128, .Lenc_cbc_2_192, .Lenc_cbc_2_out)
1144 AES_STORE_QUTPUT_8BLOCKS | store output 1210 pxor YSTATE2, YSTATE3
1145 ret 1211 AES_ENC( STATE3, .Lenc_chc_3_128, .Lenc_cbc_3_192, .Lenc_cbc_3_out)
1146 SET_SI ZE( aes_decrypt _i ntel 8) 1212 pxor UYUSTATE3, USTATE4
1213 AES_ENC( STATE4, .lLenc_cbc_4 128, .Lenc_chc_4 192, .Lenc_cbc_4 out)
1214 pxor YSTATE4, YSTATES
1149 /* 1215 AES_ENC( STATE5, .Lenc_chc_5_128, .Lenc_cbc_5_192, .Lenc_chc_5_out)
1150 * This macro encapsul ates the entire AES encryption algo for a single 1216 pxor USTATES, USTATE6
1151 * block, which is prefilled in statereg and which will be replaced by 1217 AES_ENC( STATE6, .LlLenc_cbc_6_128, .Lenc_cbc_6_192, .Lenc_cbc_6_out)
1152 * the encrypted output. The KEYP register nust already point to the 1218 pxor YSTATE6, USTATE7?
1153 * AES128 key schedule ("l ea Ox30( %KEYP), UEYP" from encryption 1219 AES_ENC( STATE7, .Lenc_cbhc_7_128, .Lenc_cbc_7_192, .Lenc_chc_7_out)
1154 * function call) so that consecutive invocations of this macro are
1155 */supported (KEYP is restored after each invocation). 1221 AES_STORE_QUTPUT_8BLOCKS / store output
1156 * 1222 ret
1157 #define AES_ENC(statereg, |abel 128, |abel _192, |abel _out) \ 1223 SET_SI ZE(aes_encrypt _cbc_i ntel 8)
1158 cnp $12, 9NROUNDS; \
1159 ib | abel _128; \ 1225 /*
1160 je | abel _192; \ 1226 * Prefills register state with counters suitable for the CTR encryption
1161 /* AES 256 only */ \ 1227 * node. The counter is assuned to consist of two portions:
1162 | ea Ox40( YKEYP) , YKEYP; \ 1228 * - A lower nonotonically increasing 64-bit counter. If the caller wants
1163 AES256_ENC RQJNDS(stat ereg) \ 1229 * a smaller counter, they are responsible for checking that it doesn't
1164 AES192_ENC_ROUNDS( st at er eg) ; \ 1230 * overfl ow between encryption calls.
1165 AES128_ENC_ROUNDS( st at er eg) ; \ 1231 * - An upper static "nonce" portion, in big endian, preloaded into the
1166 | ea - Ox40( %KEYP) , YKEYP; \ 1232 * | ower portion of an XMMregister.
1167 jmp | abel _out; \ 1233 * This macro adds ‘ctridx’ to the |ower_LE counter, swaps it to big
1168 .align 4; \ 1234 * endian and by way of a tenporary general -purpose register |oads the
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1235 * |ower and upper counter portions into a target XMMresult register,

1236 * which can then be handed off to the encryption process.

1237 */

1238 #define PREP_CTR BLOCKS(| ower _LE, upper_BE xmm ctridx, tnpreg, resreg) \
1239 | ea ctridx(% ower_LE), % npreg; \

1240 bswap % npr eg; \

1241 novq % npreg, % esreg; \
1242 novl hps Ywpper _BE_xmm % esreg; \
1243 pshufd $0b01001110, % esreg, % esreg

1245 #defi ne CTR_UPPER BE r8 /* input - counter upper 64 bits (BE) */
1246 #define CTR_UPPER_BE_XWM x i /* tnp for upper counter bits */

1247 #define CTR_LOWER LE r9 /* input - counter |ower 64 blts (LE) *
1248 #define CTR_TMPO rax /* tnp for lower 64 bit add & bswap */
1249 #define CTR_TMP1 r bx /* tnp for lower 64 bit add & bswap */
1250 #define CTR_TMP2 ri0 /* tnp for lower 64 bit add & bswap */
1251 #define CTR_TMP3 ril /* tnp for lower 64 bit add & bswap */
1252 #define CTR_TMP4 ri2 /* tnp for lower 64 bit add & bswap */
1253 #define CTR_TMP5 ri3 /* tnp for lower 64 bit add & bswap */
1254 #define CTR_TMP6 ri4 /* tnp for lower 64 bit add & bswap */
1255 #define CTR_TMP7 ris /* tnp for lower 64 bit add & bswap */
1257 /| *

1258 * These are used in case CIR encryption input is unaligned before XORi ng.
1259 * Must not overlap with any STATE[O0-7] register.

1260 */

1261 #define TMP_I NPUTO xmD

1262 #define TMP_I NPUT1 xmmil

1263 #define TMP_I NPUT2 xm2

1264 #define TMP_I NPUT3 xmB

1265 #define TMP_I NPUT4 xmmi

1266 #define TMP_I NPUT5 xnmb

1267 #define TMP_I NPUT6 X6

1268 #define TMP_I NPUT7 xmv

1270 /*

1271 * void aes_ctr_intel 8(const uint32_t roundkeys[], int nunrounds,

1272 * const void *input, void *output, uint64_t counter_upper_BE,

1273 * uint64_t counter_| ower_LE)

1274 *

1275 * Runs AES on 8 consecutive blocks in counter node (encryption and

1276 * decryption in counter node are the sane).

1277 *

1278 ENTRY_NP(aes_ctr_intel 8)

1279 /* save caller’'s regs */

1280 pushqg % bp

1281 novq % sp, % bp

1282 subq $0x38, % sp

1283 / CTR_.TMPO is rax, no need to save

1284 novq Y%CTR TMP1, -0x38(% bp)

1285 novq YCTR TMP2, -0x30( % bp)

1286 nmovq YUCTR_TMP3, -0x28( % bp)

1287 movq YCTR_TMP4, - 0x20( % bp)

1288 nov( YCTR_TMP5, - 0x18( % bp)

1289 novq YCTR TMP6, -0x10( % bp)

1290 nmovq YUCTR_TMP7, -0x08( % bp)

1292 /*

1293 * CIR step 1. prepare big-endian formatted 128-bit counter val ues,
1294 * placing the result in the AES-N input state registers.

1295 */

1296 nmovq Y%CTR_UPPER_BE, %CTR_UPPER_BE_XMMV

1297 PREP_CTR _BLOCKS( CTR_LOWER_LE, CTR_UPPER BE_XMM 0, CTR TMPO, STATEO)
1298 PREP_CTR_BLOCKS( CTR_LOWER_LE, CTR_UPPER BE_XWMM 1, CTR TMP1, STATE1)
1299 PREP_CTR_BLOCKS(CTR_LOWER LE, CTR_UPPER BE_XWMM 2, CTR_TMP2, STATE2)
1300 PREP_CTR_BLOCKS( CTR_LOWER LE, CTR_UPPER BE_XMM 3, CTR_TMP3, STATE3)
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1301
1302
1303
1304

1306
1307
1308
1309
1310

1312
1313
1314
1315
1316
1317

1319
1320
1321
1322

1324
1325
1326
1327
1328

1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342

1344
1345
1346
1347
1348
1349
1350
1351
1352
1353
1354
1355
1356
1357
1358
1359

1361
1362
1363
1364
1365
1366

PREP_CTR BLOCKS( CTR LOAER_LE,
PREP_CTR_BLOCKS( CTR_LOAER_LE,
PREP_CTR_BLOCKS( CTR_LOAER_LE,
PREP_CTR_BLOCKS( CTR_LOAER_LE,

/*
* CTR step 2:
*

nmovaps (%KEYP), 9KEY ! key
AES_XOR_STATE_8BLOCKS / round O

CTR_UPPER BE_XMM
CTR_UPPER_BE_XWM
CTR_UPPER_BE_XWM
CTR_UPPER_BE_XMM

CTR TMP4,
CTR_TMP5,
CTR_TMPS,
CTR_TMP7,

STATE4)
STATES)
STATES)
STATE?)

\lOﬁ‘U'l-b

Encrypt the counters.

/* Determine the AES variant we're going to conpute */

| ea Ox30( UKEYP), YKEYP / point to key schedul e
cnp $12, 9ROUNDS det erm ne AES vari ant
jb .Lctr8_128
| ea Ox20( UKEYP) , YKEYP / AES192 has | arger key schedul e
je .Lctr8_192
/* AES 256 */
| ea Ox20( UKEYP) , YKEYP / AES256 has even |arger key schedul e
AES_RND_8BLOCKS(aesenc, -0x60) / AES256 R 1
AES_RND _8BLOCKS( aesenc, -0x50) [/ AES256 R 2

.align 4

.Lctr8_192:
/* AES 192 and 256 */
AES_RND 8BLOCKS(aesenc, -0x40) / AES192 R 1; AES256 R 3
AES_RND_8BLOCKS(aesenc, -0x30) / AES192 R 2; AES256 R 4

.align 4

.Letr8_128:
/* AES 128, 192, and 256 */
AES_RND BBLCCKS(aesenc -0x20) / AES128 R 1; AES192 R 3; AES256 R 5
AES_RND_8BLOCKS(aesenc, -0x10) / AES128 R 2; AES192 R 4; AES256 R 6
AES_RND_8BLOCKS( aesenc, 0x00) /| AES128 R 3; AES192 R 5; AES256 R 7
AES_RND_8BLOCKS( aesenc, 0x10) / AES128 R 4; AES192 R 6; AES256 R 8
AES_RND_8BLOCKS( aesenc, 0x20) / AES128 R 5; AES192 R 7; AES256 R 9
AES_RND_8BLOCKS( aesenc, 0x30) / AES128 R.6; AES192 R 8; AES256 R 10
AES_RND_8BLOCKS( aesenc, 0x40) / AES128 R 7; AES192 R 9; AES256 R 11
AES_RND 8BLOCKS(aesenc, 0x50) / AES128 R 8; AES192 R lO AES256 R. 12
AES_RND_8BLOCKS( aesenc, 0x60) / AES128 R 9; AES192 R 11; AES256 R 13
AES_RND_8BLOCKS( aesencl ast, 0x70)/ AES128 R 10; AES192 R 12; AES256 R

/*

* CTR step 3: XOR input data blocks with encrypted counters to
* produce result.

*/

nmov % NP, % ax / pxor requires alignnment, so check
andq $0xf, 9% ax
jnz .Letr_i nput _unal i gned
pxor 0x00( % NP), XSTATEO
pxor 0x10(% NP) , %STATE1
pxor 0x20( % NP), USTATE2
pxor 0x30(% NP), XSTATE3
pxor 0x40(9% NP) , U%STATE4
pxor 0x50( % NP), %STATES
pxor 0x60( % NP), U%STATE6
pxor Ox70( % NP), USTATE7
] np . Letr_out

.align 4

. Letr_i nput _unal i gned:
novdqu 0x00(% NP), 9%IMP_| NPUTO
movdqu 0x10(% NP), 9% MP_I NPUT1
movdqu  0x20(% NP), 9%aMVP_| NPUT2
nmovdqu 0x30(% NP), 9%MP_I NPUT3

20

14
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1367 nmovdqu 0x40(9% NP), 9%TMP_| NPUT4
1368 movdqu  0x50(% NP), 9%aMP_I NPUT5
1369 movdqu  0x60( % NP), 9%IMP_| NPUT6
1370 movdqu  0x70( % NP), 9%IMP_| NPUT7
1371 pxor %MP_| NPUTO, %STATEO
1372 pxor 9FMP_I NPUT1, USTATEL
1373 pxor 9% MP_I NPUT2, %STATE2
1374 pxor % MP_I NPUT3, USTATE3
1375 pxor %MP_| NPUT4, %STATE4
1376 pxor 9%FMP_I NPUT5, USTATES
1377 pxor 9% MP_I NPUT6, YSTATE6
1378 pxor 9% MP_I NPUT7, USTATE7

1380 .align 4
1381 . Lctr_out:

1382 /*

1383 * Step 4: Wite out processed blocks to nmenory.
1384 */

1385 movdqu  %STATEO, 0x00( %OUTP)
1386 novdqu  %STATE1, 0x10( %OUTP)
1387 novdqu %STATE2, 0x20( %OUTP)
1388 novdqu %STATE3, 0x30( %0UTP)
1389 movdqu  %STATE4, 0x40( %OUTP)
1390 novdqu %STATES, 0x50( %OUTP)
1391 novdqu %STATE6, 0x60( %OUTP)
1392 novdqu  %STATE7, Ox70( YOUTP)
1394 /* restore caller’s regs */
1395 /| CTR.TMPO is rax, no need to restore
1396 novq -0x38( % bp), UCTR TMP1
1397 nmovq -0x30(% bp), %CTR TMP2
1398 mov( -0x28( % bp), Y%CTR TMP3
1399 novq -0x20( % bp), %CTR TMP4
1400 novq -0x18( % bp), UCTR_TMP5
1401 nmovq -0x10( % bp), %CTR TMP6
1402 movq -0x08( % bp), YUCTR TMP7
1403 | eave

1404 ret

1405 SET_SI ZE(aes_ctr_i ntel 8)

1407 #endif /* lint || __lint */
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2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.
*
/

29 /[ *
30 * Blowfish encryption/decryption and keyschedul e code.
31 */

33 #include <sys/types. h>

34 #include <sys/systm h>

35 #include <sys/ddi.h>

36 #i nclude <sys/sysnmacros. h>
37 #include <sys/strsun. h>

38 #include <sys/note. h>

39 #include <sys/byteorder. h>
40 #include <sys/crypto/ spi.h>
41 #include <npbdes/ nodes. h>

42 #include <sys/crypto/ common. h>
43 #include "bl owfish_inpl.h"

45 #ifdef _KERNEL

47 #define BLOWFI SH_ASSERT( x) ASSERT( x)
49 #else /* | _KERNEL */

51 #include <strings. h>

52 #include <stdlib. h>

53 #define BLOAFI SH ASSERT(x)

54 #endif /* _KERNEL */

56 #if defined(__i386) || defined(__and64)
57 #include <sys/byteorder. h>

58 #define UNALI GNED_PO NTERS_PERM TTED
59 #endif

61 /*
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62 * Blowfish initial P box and S boxes, derived fromthe hex digits of PI.
63 *

64 */NOTE: S boxes are placed into one large array.

65 *

66 static const uint32_t init_P[] = {

67 0x243f 6a88U, 0x85a308d3U, 0x13198a2el,

68 0x03707344U, 0xa4093822U, 0x299f 31d0U,

69 0x082ef a98U, Oxec4e6c89U, 0x452821e6U,

70 0x38d01377U, Oxbe5466¢cf U, 0x34e90c6cUy,

71 0xc0ac29b7U, 0xc97c¢50ddU, 0x3f84d5b5U,

72 0xb5470917U, 0x9216d5d9U, 0x8979f blbU

73 1

____unchanged_portion_onitted_

704 void

705 bl owfi sh_copy_bl ock(const uint8_t *in, uint8_t *out)

702 bl owfish_copy_bl ock(uint8_t *in, uint8_t *out)

706 {

707 if (IS _P2ALIGNED(in, sizeof (uint32_t)) &&

708 I S_P2ALI GNED( out, si zeof (uint32_t))) {

709 /* LINTED: pointer alignnent */

710 *(uint32_t *)&ut[0] = *(ui nt32_t *)& n[0];

711 /* LINTED: pointer al i gnnment */

712 *(uint32_t *)&ut[4] = *(uint32_t *)& n[4];

713 } else {

714 BLOWFI SH_COPY_BLOCK(i n, out);

715 1

716 }

718 /* XOR bl ock of data into dest */

719 void

720 bl owfi sh_xor_bl ock(const uint8_t *data, uint8_t *dst)

717 ?I owf i sh_xor_bl ock(ui nt8_t *data, uint8_t *dst)

721

722 if (1S_P2ALI GNED(dst, sizeof (uint32_t)) &&

723 I S_P2ALI GNED( dat a, sizeof (uint32_t))) {

724 /* LINTED: pointer alignnent */

725 *(uint32_t *)&Jst[0] ~= *(uint 32_t *) &dat a[ 0] ;

726 /* LINTED: pointer alignnent */

727 *(uint32_t *)&dst[4] ~= *(uint32_t *)&data[4];

728 } else {

729 BLOWFI SH_XOR_BLOCK(data, dst);

730 }

731 }

733 [ *

734 * Encrypt multiple blocks of data according to node.

735 */

736 int

737 bl owfish_encrypt_conti guous_bl ocks(void *ctx, char *data, size_t |ength,
738 crypto_data_t *out)

739 {

740 bl owfish_ctx_t *blowfish_ctx = ctx;

741 int rv;

743 if (blowflsh ctx->bc_flags & CBC _MODE) {

744 rv = chc_encrypt_contiguous_bl ocks(ctx, data, |ength,
745 BLOWFI SH BLOCK_LEN, bl owfi sh _encrypt _bl ock
746 bl owf i sh_copy_bl ock, bl owfi sh_xor_bl ock, NULL)
743 bl owf i sh_copy_bl ock, bl owfi sh_xor_bl ock);

747 } else {

748 rv = ecb_ci pher_conti guous_bl ocks(ctx, data, |ength, out,
749 BLOWFI SH BLOCK_LEN, bl owfish_encrypt_bl ock, NULL);
746 BLOWFI SH BLOCK_LEN, bl owfi sh_encrypt _bl ock);

750 }
751 return (rv);

out,
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752 }

754 |
755
756
757 i

*

* Decrypt nultiple blocks of data according to node.
*

nt

758 bl owfi sh_decrypt_conti guous_bl ocks(void *ctx, char *data, size_t |ength,

759
760
761
762

764
765
766
767
764
768
769
770
767
771
772
773
774
775 }

crypto_data_t *out)

bl owfish_ctx_t *blowfish_ctx = ctx;
int rv;

if (blowfish_ctx->bc_flags & CBC_MODE) {
rv = chc_decrypt_contiguous_bl ocks(ctx, data, |ength, out,
BLOWFI SH BLOCK_LEN, bl owfi sh_decrypt _bl ock,
bl owf i sh_copy_bl ock, bl owfish_xor_bl ock, NULL, NULL);
bl owf i sh_copy_bl ock, bl owfi sh_xor_bl ock);
} else {
rv = ech_ci pher_conti guous_bl ocks(ctx, data, |ength, out,
BLOWFI SH BLOCK_LEN, bl owfi sh_decrypt _bl ock, NULL);
BLOWFI SH BLOCK_LEN, bl owfi sh_decrypt _bl ock);
if (rv == CRYPTO DATA LEN RANGE
rv = CRYPTO ENCRYPTED DATA LEN RANGE;

}
return (rv);

unchanged_portion_om tted_
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/*

* CDDL HEADER START

*

* The contents of this file are subject to the terns of the

* Common Devel opnent and Distribution License (the "License").

* You may not use this file except in conpliance with the License.
*

* You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
* or http://ww. opensol aris.org/os/licensing.

* See the License for the specific |anguage governi ng perm ssions

* and limtations under the License.

*

* \When distributing Covered Code, include this CDDL HEADER in each
* file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
* |f applicable, add the follow ng below this CDDL HEADER, with the
* fields enclosed by brackets "[]" replaced with your own identifying
* information: Portions Copyright [yyyy] [name of copyright owner]
*

* CDDL HEADER END

*

/*/

* Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.

* Use is subject to license terns.

*

/*

* Copyright 2015 by Saso Kisel kov. Al rights reserved.

*/

#i fndef _BLOWFI SH_| MPL_H

#def i ne _BLOWFI SH_| MPL_H

#pragnma i dent " %986 % % %% SM "
/*
* Common definitions used by Bl owfish.
*/
#i fdef __cplusplus

extern "C' {

#endi f

#defi ne BLOWFI SH COPY_BLOCK(src, dst) \
(dst)[0] = (src)[O0]; \
(dst)[1] = (src)[1]; \
(dst)[2] = (src)[2]; \
(dst)[3] = (src)[3]; \
(dst)[4] = (src)[4]; \
(dst)[5] = (src)[5]; \
(dst)[6] = (src)[6]; \
(dst)[7] = (src)[7]

#defi ne BLOWFI SH XOR BLOCK(src, dst) \
(dst)[0] ~= (src)[O]; \
(dst)[1] ~= (src)[1]; \
(dst)[2] ~= (src)[2]; \
(dst)[3] ~= (src)[3]; \
(dst)[4] ~= (src)[4]; \
(dst)[5] ~= (src)[5]; \
(dst)[6] ~= (src)[6]; \
(dst)[7] ~= (src)[7]
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#define BLOWFI SH_ M NBI TS 32

#defi ne BLOWFI SH_M NBYTES (BLOWFI SH_ M NBI TS >> 3)

#def i ne BLOWFI SH_MAXBI TS 448

#def i ne BLOWFI SH_MAXBYTES (BLOWFI SH_MAXBI TS >> 3)

#define BLOWI SH | V_LEN 8

#def i ne BLOWFI SH BLOCK_LEN 8

#def i ne BLOWFI SH _KEY_| NCREMENT 8

#def i ne BLOWFI SH_DEFAULT 128

extern int blowfish_encrypt_contiguous_bl ocks(void *, char *, size_t,

crypto_data_t *);
extern int blowfish_decrypt_contiguous_bl ocks(void *, char *, size_t,
crypto_data_t *);
extern int blowfish_encrypt_bl ock(const void *, const uin

t8 t t8 t
extern int blowfish_decrypt_block(const void *, const uint8_t *, uint8_t *
i )

extern void blowfish_init_keysched(uint8_t *, uint_t, void BE

extern void *blowfish_alloc_keysched(size_t *, int);

extern void bl owfish_copy_bl ock(const uint8_t *, uint8_t *);
extern void bl owfish_xor_bl ock(const uint8_t *, uint8 .t *)
extern void bl owfish_copy_block(uint8_t *, uint8_t *);
extern void bl owfish_xor_block(uint8_t *, uint8_t *);

#i fdef __ cplusplus

unchanged_portion_onitted_
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1/*

25 /

29 #i
30 #i
31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i

=
w

T T T T

- -

26 *
*/

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

Copyright 2015 by Saso Kisel kov. Al rights reserved.

ncl ude <sys/types. h>

ncl ude <sys/systm h>

ncl ude <sys/ddi. h>

ncl ude <sys/sysnacros. h>

ncl ude <sys/strsun. h>

ncl ude <sys/crypto/spi.h>
ncl ude <nodes/ nodes. h>

ncl ude <sys/crypt olcommn h>
ncl ude "des_inpl.

38 #if ndef _KERNEL

39 #include <strings. h>
40 #include <stdlib.h>
41 #endif /* | _KERNEL */

43 #if defined(__i386) || defined(__and64)
44 #incl ude <sys/ byt eorder. h>

45 #define UNALI GNED_PO NTERS_PERM TTED
46 #endi f

48 typedef struct keysched_s {

uint64_t ksch_encrypt[16];
uint64_t ksch_decrypt|[ 16];

51 } keysched_t;
__unchanged_ port| on_om tted_

991 void
992 des_copy_bl ock(const uint8_t *in, uint8_t *out)
989 des_copy_bl ock(uint8_t *in, uint8_t *out)

993 {
994
995
996
997

if (I'S_P2ALI GNED(in, sizeof (uint32_t)) &&
I S_P2ALI GNED( out, sizeof (uint32_t))) {
/* LI NTED: pointer al|gnrrent */
*(uint32_t *)&ut[0] = *(ui nt32_t *)& n[0];
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998
999
1000
1001
1002
1003 }

/* LINTED: pointer alignment */

*(uint32_t *)&out[4] = *(uint32_t *)& n[4];
} else {
) DES_COPY_BLOCK(in, out);

1005 /* XOR bl ock of data into dest */

1006 void
1007 des_xor _|
1004 des_xor _|

bl ock(const uint8_t *data, uint8_t *dst)
bl ock(uint8_t *data, uint8_t *dst)

1008 {
1009 if (I'S_P2ALI GNED(dst, sizeof (uint32_t ))
1010 | S_P2ALI GNED(dat a, sizeof (uint32_t)) {
1011 /* LINTED: pointer alignnent */
1012 *(uint32_t *)&dst[0] "=
1013 /* LITNTED: pointer alignment */
1014 *(uint32_t *)&data[ 0],
1015 /* LINTED: pointer alignment */
1016 *(uint32_t *)&dst[4] "=
1017 /* LINTED: pointer alignnent */
1018 *(uint32_t *)&datal4];
1019 } else {
1020 DES_XOR BLOCK(data, dst);
1021 }
1022 }
__unchanged_portion_onitted_
1048 /*
1049 * Encrypt nultiple blocks of data according to node.
1050 */
1051 int
1052 des_encrypt _contiguous_bl ocks(void *ctx, char *data, size_t length,
1053 crypto_data_t *out)
1054 {
1055 des_ctx_t *des_ctx = ctx;
1056 int rv;
1058 if (des_ctx->dc_flags & DES3_STRENGTH) {
1059 if (des_ctx->dc_flags & CBC_
1060 rv = chbc_encrypt_contiguous_bl ocks(ctx, data,
1061 I ength, out, DES _BLOCK_LEN, des3_encrypt_bl ock,
1062 des_copy_bl ock, des_xor _bl ock, NULL);
1059 des_copy_bl ock, des_xor _bl ock);
1063 } else {
1064 rv = ecb_ci pher_contiguous_bl ocks(ctx, data, |ength,
1065 out, DES BLOCK LEN, des3_encrypt_block, NULL);
1062 out, DES_BLOCK_LEN, des3_encrypt_bl ock);
1066
1067 } else {
1068 if (des_ctx->dc_flags & CBC_MODE)
1069 rv = chc_encrypt_contiguous_bl ocks(ctx, data,
1070 I ength, out, DES_BLOCK_LEN, des_encrypt_bl ock,
1071 des_copy_bl ock, des_xor_bl ock, NULL);
1068 des_copy_bl ock, des_xor_bl ock);
1072 } else {
1073 rv = ecb_ci pher_contiguous_bl ocks(ctx, data, |ength,
1074 out, DES_BLOCK_LEN, des_encrypt_bl ock, NULL)
1071 out, DES_BLOCK_LEN, des_encrypt _bl ock)
1075 }
1076
1077 return (rv);
1078 }
1080 /*

1081 * Decrypt nultiple blocks of data according to node.
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1082 */
1083 int

1084 des_decrypt_contiguous_bl ocks(void *ctx, char *data, size_t length,

1085
1086 {
1087
1088

1090
1091
1092
1093
1094
1091
1095
1096
1097
1094
1098
1099
1100
1101
1102
1103
1104
1105
1102
1106
1107
1108
1105
1109
1110
1111
1112
1113
1114 }

crypto_data_t *out)

des_ctx_t *des_ctx = ctx;
int rv;

if (des_ctx->dc_flags & DES3_STRENGTH) {
if (des_ctx->dc_flags & CBC_MODE) {
rv = chc_decrypt_contiguous_bl ocks(ctx, data,
I ength, out, DES BLOCK LEN, des3_decrypt_bl ock,
des_copy_bl ock, des_xor_bl ock, NULL, NULL);
des_copy_bl ock, des_xor _bl ock);
} else {
rv = ecb_ci pher_contiguous_bl ocks(ctx, data, |ength,
out, DES BLOCK LEN, des3_decrypt_block, NULL);
out, DES_BLOCK_LEN, des3_decrypt_bl ock);
if (rv == CRYPTO DATA LEN |
rv = CRYPTO ENCRYPTED DATA_LEN_RANGE;

} else {
if (des_ctx->dc_flags & CBC_
rv = chbc_decrypt_contiguous_bl ocks(ctx, data,
| ength, out, DES_BLOCK_LEN, des_decrypt_bl ock,
des_copy_bl ock, des_xor_bl ock, NULL, NULL);
des_copy_bl ock, des_xor _bl ock);
} else {
rv = ecb_ci pher_conti guous_bl ocks(ctx, data, |ength,
out, DES BLOCK LEN, des_decrypt_bl ock, NULL);
out, DES_BLOCK_LEN, des_decrypt _bl ock);
if (rv == CRYPTO DATA LEN |
rv = CRYPTO ENCRYPTED DATA LEN_RANGE;
}

}
return (rv);

__unchanged_portion_omtted_
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2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.
*
/

29 #ifndef _DES_|MPL_H
30 #define _DES | MPL_H

32 /*

33 * Common definitions used by DES
34 */

36 #ifdef _ cplusplus

37 extern "C' {

38 #endi f

40 #define DES BLOCK_LEN 8
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62 typedef enum des_strength {

63 DES = 1,
64 DES2,
65 DES3

66 } des_strength_t;
68 #defi ne DES3_STRENGTH 0x08000000

70 #define DES_KEYSI ZE 8
71 #define DES M NBI TS 64
72 #define DES_MAXBI TS 64

73 #define DES_M NBYTES
74 #define DES_MAXBYTES

(DES MNBI TS / 8)
(DES_MAXBI TS / 8)

86 #define DES3_M NBYTES
87 #define DES3_MAXBYTES

DES3_M NBI TS / 8)
DES3_MAXBI TS / 8)

75 #define DES_IV_LEN 8
77 #define DES2_KEYSIZE (2 * DES_KEYSI ZE)
78 #define DES2. MNBITS (2 * DES_M NBI TS)
79 #define DES2_MAXBITS (2 * DES_MAXBI TS)
80 #define DES2_M NBYTES (DES2_M NBITS / 8)
81 #define DES2_MAXBYTES  (DES2_MAXBI TS / 8)
83 #define DES3_KEYSIZE (3 * DES_KEYSI ZE)
84 #define DES3_MNBITS (2 * DES_M NBI TS)
85 #define DES3_MAXBITS (3 * DES_MAXBI TS)
(
(

89 extern int des_encrypt_contiguous_bl ocks(void *,
90 crypto_data_t *);
91 extern int des_decrypt_contiguous_bl ocks(void *,
92 crypto_data_t *);

/* DES3 handl es CKK_DES2 keys */

char *, size_t,

char *, size_t,

93 extern uint64_t des_crypt _inpl (uint64_t *, uint64_t, int);

94 extern void des_ks(uint64_t *, uint64_t);

95 extern int des_crunch_bl ock(const void *, const
96 bool ean_t);

97 extern int des3_crunch_bl ock(const void *, const
98 bool ean_t);

uint8_t *, uint8_t *,

uint8_t *, uint8_t *,

99 extern void des_init_keysched(uint8_t *, des_strength_t, void *);
100 extern void *des_all oc_keysched(size_t *, des_strength_t, int);
101 extern bool ean_t des_keycheck(uint8_t *, des_strength_ t, uint8_t *);
102 extern void des_parity fix(uint8_t *, des_strength_t, uint8_t *);
103 extern void des_copy_bl ock(const uint8_t *, uint8_t *)
104 extern void des_xor_ bl ock(const uint8 t *, uint8 t *)
100 extern void des_copy_block(uint8_t *, uint8_t *);
101 extern void des_xor_bl ock(uint8 t *, uint8 t *

*

105 extern int des_encrypt_bl ock(const void const

107 extern int des_decrypt_bl ock(const void *, const

, 8_t _t*);
106 extern int des3_encrypt bl ock(const void *, const uint8_t *, uint8_t *);
8_t i )
t *

108 extern int des3_decrypt_bl ock(const void *, const uin

110 #i fdef _DES | MPL

112 #ifdef _KERNEL
113 typedef enum des_nech_type {

ui nt

ui nt

ml

t *, uint8_t

42 #define DES_COPY_BLOCK(src, dst) \
43 (dst)[0] = (src)[O0]; \
44 (dst)[1] = (src)[1]; \
45 (dst)[2] = (src)[2]; \
46 (dst)[3] = (src)[3]; \
a7 (dst)[4] = (src)[4]; \
48 (dst)[5] = (src)[5]; \
49 (dst)[6] = (src)[6]; \
50 (dst)[7] = (src)[7];

52 #define DES_XOR BLOCK(src, dst) \
53 (dst)[0] ~= (src)[O]; \
54 (dst)[1] ~= (src)[1]; \
55 (dst)[2] ~= (src)[2]; \
56 (dst)[3] ~= (src)[3]; \
57 (dst)[4] ~= (src)[4]; \
58 (dst)[5] ~= (src)[5]; \
59 (dst)[6] ~= (src)[6]; \
60 (dst)[7] ~= (src)[7]

114 DES_ECB_MECH T NFO_TYPE, /* SUN_CKM DES_ECB */
115 DES_CBC_MECH_| NFO_TYPE, /* SUN_CKM DES_CBC */
116 DES_CFB_MECH_| NFO_TYPE, /* SUN_CKM DES_CFB */
117 DES3_ECB_MECH_| NFO TYPE, /* SUN_CKM DES3_ECB */
118 DES3_CBC_MECH_| NFO_TYPE, /* SUN_CKM DES3_CBC */
119 DES3_CFB_MECH_| NFO_TYPE /* SUN_CKM DES3_CFB */

120 } des_mech_type t;
__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

22 /*

23 * Copyright (c) 2009 Intel Corporation

24 * Al Rights Reserved.

25 */

26 /*

27 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
28 * Use is subject to license terns.
*/

2. Formatted code, added comments, and added #i ncl udes and #defi nes.

29
30 /*
g% :/Oopyri ght 2015 by Saso Kisel kov. Al rights reserved.
34 /*
35 * Accelerated GHASH i npl enentation with Intel PCLMJLQDQ NI
36 * instructions. This file contains an accel erated
37 * Galois Field Multiplication inplenentation.
38 *
39 * PCLMULQDQ is used to accelerate the nost tinme-consum ng part of GHASH,
40 * carry-less nultiplication. Mre infornmation about PCLMJLQDQ can be
41 * found at:
42 * http://software.intel.com en-us/articles/
43 * carry-less-nmultiplication-and-its-usage-for-conputing-the-gcm node/
44 *
45 */
47 *
48 *
49 * (QpenSol aris OS nodifications
50 *
51 * This source originates as file galois_hash_asmc from
52 * Intel Corporation dated Septenber 21, 2009.
53 *
54 * This OpenSol aris version has these major changes fromthe original source:
55 *
56 * 1. Added OpenSol ari s ENTRY_NP/ SET_SI ZE macros from
57 * Jusr/include/sys/asm]|inkage.h, lint(1B) guards, and a dummy C function
58 * definition for lint.
*
*
*
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108

112
113
114
115
116

118
119
120
121
122
123
124
125
126
127

3. If bit CRO.TS is set, clear and set the TS bit, after and before

cal ling kpreenpt_di sabl e() and kpreenpt_enabl e().

If the TS bit is not set, Save and restore %nmmregisters at the begi nning
and end of function calls (%nmmt registers are not saved and restored by
during kernel thread preenption).

4. Renoved code to performhashing. This is already done with C macro
GHASH in gcmc. For better perfornmance, this renoved code shoul d be
reintegrated in the future to replace the C GHASH macro.

5. Added code to byte swap 16-byte input and output.

6. Folded in comments fromthe original C source with enbedded assenbly
(SB_w_shi ft_xor.c)

7. Renaned function and reordered paranmeters to match OpenSol ari s:
Intel interface:
voi d gal oi s_hash_asn(unsi gned char *hk, unsigned char *s,
unsi gned char *d, int |length)
OpenSol aris OGS interface:
voi d gcm mul _pcl mul qdq(uint64_t *x_in, uint64_t *y, uint64_t *res);

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

~

#if defined(lint) || defined(__lint)
#i ncl ude <sys/types. h>
/* ARGSUSED */

voi d
gecm mul _pcl mul qdq(uint64_t *x_in, uint64_t *y, uint64_t *res) {
}

#ifdef _KERNEL

| * ARGSUSED* /

voi d

gcm.intel _save(void *savestate)

}

| * ARGSUSED* /

voi d

gcm accel _restore(void *savest ate)

}
#endi f /* _KERNEL */
#el se [* lint */

#i ncl ude <sys/asm|inkage. h>
#i ncl ude <sys/controlregs. h>

#i fdef _KERNEL
#i ncl ude <sys/ machprivregs. h>
#endi f
#i fdef _KERNEL
/'k
* Note: the CLTS nacro clobbers P2 (% si) under i86xpv. That is,
* it calls HYPERVI SOR fpu_tasksw tch() which nodifies %si when it
* uses it to pass P2 to syscall.
* This al so occurs with the STTS macro, but we don't care if
* P2 (%si) is nodified just before function exit.
* The CLTS and STTS macros push and pop P1 (% di) already.
*
/
#i fdef __xpv
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128 #define PROTECTED CLTS \

129 push % Si ;
130 CLTS; \

131 pop % si

132 #el se

133 #define PROTECTED CLTS \
134 CLTS

135 #endif /* __xpv */
136 #endif /* _KERNEL */

138 . text
139 .align XMM ALIGN
140 /*

141 * Use this mask to byte-swap a 16-byte integer with the pshufb instruction:
142 * static uint8_t byte swapl6_mask[] = {

143 * 15, 14, 13, 12, 11, 10, 9, 8, 7, 6 ,5, 4, 3, 2, 1, 0 };

120 /*

121 * |f CRO_TS is not set, align stack (with push % bp) and push
122 * oxmmD - 9%m1l0 on stack, otherw se clear CRO_TS

144 =/

145 . Lbyt e_swapl6_mask:

146 . byte 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1, O
124 #define CLEAR TS OR PUSH XMM REG STERS(t npreg) \

125 push % bp; \

126 nov % sp, % bp; \

127 novq %r0, tnpreg; \

128 testq $CRO_TS, tnpreg; \

129 jnz 1f; \

130 and $- XM ALI GN, % sp; \

131 sub $[ XMM SI ZE * 11], % sp; \

132 movaps 9%mmD, 160(% sp); \

133 movaps 9&mmil, 144(% sp); \

134 novaps %R, 128(% sp); \

135 novaps %8, 112(% sp); \

136 movaps 9%mm, 96(% sp); \

137 movaps Y%mb, 80(% sp); \

138 movaps Y%mmB, 64(%sp); \

139 novaps %mmi7, 48(% sp); \

140 movaps 9mmB, 32(%sp); \

141 movaps 9%mmd, 16(% sp); \

142 movaps %m0, (% sp); \

143 jmp 2f; \

144 1: \

145 PROTECTED_CLTS; \

146 2:

148 #ifdef _KERNEL

149 /*

150 * void gcm.intel _save(void *savestate)

151 *

152 * Saves the XMWD--XMML4 registers and CRO to a tenporary | ocation pointed
153 * to in the first argument and clears TS in CRO. This nust be invoked before
154 * executing accel erated GCM conput ati ons inside the kernel (and kernel
155 * thread preenption nust be disabled as well). The menory region to which
156 * all state is saved nust be at |east 16x 128-bit + 64-bit |long and nust
157 * be 128-bit aligned.

149 /*

150 * |f CRO_TS was not set above, pop %mmD - %mml0 off stack,
151 * otherw se set CRO_TS.

158 */

159 ENTRY_NP(gcm accel _save)

160 nmvq %r0, 9% ax

161 nmovq % ax, O0x100(% di)

162 testq $CRO_TS, % ax

163 jnz 1f
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164 /* FPU is in use, save registers */
165 nmovaps %m0, 0x00(% di)
166 nmovaps %nml, 0x10(% di)
167 novaps %mmR2, 0x20(% di)
168 novaps %8, 0x30(% di)
169 movaps %, 0x40(% di)
170 nmovaps  %rmmb, 0x50( % di )
171 novaps %nmmb, 0x60(% di)
172 novaps Y%mmi/, Ox70(% di)
173 nmovaps %mmB, 0x80(% di)
174 nmovaps %D, 0x90( % di)
175 novaps %m0, OxaO(% di)
176 novaps Y%nmmill, OxbO(% di)
177 nmovaps %mml2, OxcO(% di)
178 nmovaps %3, 0xdO(% di)
179 novaps %4, OxeO(% di)
180 novaps  %nmmil5, OxfO(% di)
181 ret

182 1:

183 PROTECTED_CLTS

184 ret

185 SET_SI ZE(gcm accel _save)
153 #define SET_TS OR POP_XMM REG STERS(t npreg) \
154 testq $CRO_TS, tnpreg; \
155 jnz 1f; \

156 nmovaps (% sp), 9%milo; \
157 nmovaps 16(% sp), %m®; \
158 novaps 32(%sp), %m8; \
159 novaps 48(% sp), %mv; \
160 novaps 64(% sp), %mb; \
161 nmovaps 80(% sp), %mb; \
162 novaps 96(%sp), %mmd; \
163 nmovaps 112(% sp), %&mB; \
164 novaps 128(% sp), Y%&xm®; \
165 movaps 144(%sp), %mmi; \
166 nmovaps 160(% sp), %mD; \
167 jnp 2f; \

168 1: \

169 STTS(tnpreg); \

170 2: \

171 nov % bp, % sp; \

172 pop % bp

175 #el se

176 #define PROTECTED_CLTS

177 #define CLEAR TS _OR PUSH XMM REG STERS(t npreg)
178 #define SET TS OR POP_XMM REG STERS(t npr eg)
179 #endif /* _KERNEL */

187 /*

188 * void gcm accel _restore(void *savestate)

189 *

190 * Restores the saved XMM and CRO. TS state from aes_accel _save.

182 * Use this mask to byte-swap a 16-byte integer with the pshufb instruction
191 */

192 ENTRY_NP(gcm accel _restore)

193 novq 0x100( % di), % ax
194 testq $CRO_TS, % ax

195 jnz 1f

196 novaps 0x00(% di), %mD
197 nmovaps 0x10(% di), %mml
198 novaps 0x20(%di), %R
199 movaps O0x30(% di), %mB
200 novaps O0x40(% di), %mmi
201 novaps O0x50(% di), %mmb
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202 novaps O0x60(% di), %mrb 252 11
203 nmovaps Ox70(% di), %%mv 253 movdqu (% di), 9%mD /1 Pl
204 novaps 0x80(% di), %mm8 254 movdqu (% si), %l /11 P2
205 novaps 0x90(%di), %nmd
206 novaps O0xaO0(%di), %mml0 256 I
207 movaps OxbO(% di), %mmll 257 /1 Byte swap 16-byte input
208 nmovaps OxcO(% di), %&mml2 258 Il
209 novaps OxdO(% di ), 9%mil3 259 | ea . Lbyte_swap16_mask(%ip), % ax
210 novaps O0xeO(%di), %mmi4 260 nmovaps (% ax), %m0
211 movaps OxfO(%di), %mm5 261 pshufb %m0, %D
212 ret 262 pshufb  %nml0, %xmml
213 1:
214 STTS( % ax)
215 ret 265 I
216 SET_SI ZE(gcm accel _restore) 266 /1 Miltiply with the hash key
267
218 #endif /* _KERNEL */ 268 nmovdqu %m0, %8
185 // static uint8_t byte swapl6_mask[] = { 269 pcl nul qdq $0, %mmi, % mmB /1 xmmB hol ds a0*b0
186 // 15, 14, 13, 12, 11, 10, 9, 8, 7, 6 ,5, 4, 3, 2, 1, 0 };
187 .text 271 nmovdqu %m0, 9%xnmmd
188 .align XMM ALI GN 272 pcl nul qdg $16, %nmil, % /1 xmm4 hol ds a0*bl
189 . Lbyte_swapl6_mask:
190 .byte 15, 14, 13, 12, 11, 10, 9, 8, 7, 6, 5, 4, 3, 2, 1, O 274 movdqu %m0, %mb
275 pcl mul gdg $1, %nmml, %rmb /1 xmmb hol ds al*b0
276 nmovdqu %m0, Y%&nmmb
277 pcl nul qdq $17, %nmil, %&b /1 xm6 holds al*bl
220 /*
221 * void gcm nul _pcl nul gdg(uint64_t *x_in, uint64_t *y, uint64_t *res); 279 pxor o%xmmb, 9xmmA /1 xmm4 holds a0*bl + al*b0
222 *
223 * Performa carry-less nultiplication (that is, use XOR instead of the 281 nmovdqu  %nmmd, %&b /1 move the contents of xnmd to xmmb
224 * multiply operator) on P1 and P2 and place the result in P3. 282 psrldg $8, %mm /1 shift by xmmd 64 bits to the right
225 * 283 pslldg $8, %mb /1 shift by xnmmb 64 bits to the left
226 * Byte swap the input and the output. 284 pxor Y%mmb, Y&mmB
227 * 285 pxor 9%y, 9%xmb /'l Register pair <xm6:xmmB> holds the result
228 * Note: x_in, y, and res all point to a block of 16-byte nunbers 286 Il of the carry-less multiplication of
202 * Note: x_in, y, and res all point to a block of 20-byte nunbers 287 /1 xmmD by xnmi.
229 * (an array of two 64-bit integers).
230 * 289 /1 We shift the result of the multiplication by one bit position
231 * Note2: For kernel code, caller is responsible for bracketing this call with 290 /1 to the left to cope for the fact that the bits are reversed.
232 * disabling kernel thread preenption and calling gcm accel _save/restore(). 291 movdqu  %mB, 9%y
205 * Note2: For kernel code, caller is responsible for ensuring 292 movdqu %&b, 9%mB
206 * kpreenpt_disable() has been called. This is because %nmmregisters are 293 pslld $1, %mB
207 * not saved/restored. Cear and set the CRO.TS bit on entry and exit, 294 pslld $1, % mmb
208 * respectively, if TSis set on entry. Oherwise, if TS is not set, 295 psrid $31, wmmv
209 * save and restore %mmregi sters on the stack. 296 psrid  $31, %mm8
233 * 297 nmovdqu %7,  Y%&nmd
234 * Note3: Original Intel definition: 298 pslldg $4, %m8
235 * void gal oi s_hash_asn{unsigned char *hk, unsigned char *s, 299 pslldg $4, %mv
236 * unsi gned char *d, int |ength) 300 psrlidg $12, %m®d
237 * 301 por %xmmv, 9%xmmB
238 * Note4d: Register/paraneter mapping: 302 por % mB, 9%xmb
239 * Intel: 303 por 9xmMmB, %mb
240 * Parameter 1: %cx (copied to %mD) hk or x_in
241 * Parameter 2: %dx (copied to %ml) s ory 305 Il
242 * Parameter 3: %di (result) d or res 306 Il First phase of the reduction
243 * (penSol ari s: 307 11
244 * Paranmeter 1: % di (copied to %mD) x_in 308 /1 Move xmB into xmi7, xmmB, xmm® in order to performthe shifts
245 * Parameter 2: %si (copied to %mnl) y 309 /'l independently.
246 * Parameter 3: %dx (result) res 310 nmovdqu %8, Y%%xnmi?
247 */ 311 movdqu  %mB, %mB
312 movdqu  %&mB, %D
249 ENTRY_NP(gcm nul _pcl mul qdq) 313 pslld $31, %mv /'l packed right shift shifting << 31
227 CLEAR TS _OR PUSH XMM REGQ STERS( % 10) 314 pslld $30, %m8 /'l packed right shift shifting << 30
315 pslid $25, %m® I/ packed right shift shifting << 25
250 11 316 pxor oxmMmB, %xmv /1l xor the shifted versions
251 /1 Copy Paraneters 317 pxor %m®, Yxmv
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318
319
320
321

323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338

340
341
342
343

345
346
347
348

351
352
353
333
354
355

novdqu
psl1dq
psrldg
pxor

Il

9xmiz,

%8B

$12, ommv
$4, Y%xmB

%xmmv,

%xmmB

/'l first phase of the reduction conplete

/'l Second phase of the reduction
Il

/1 Make 3 copies of xmB in xmm2, xmm, xmb for doing these
/1 shift operations

nmovdqu
nmovdqu
novdqu
psrid
psrid
psrid
pxor
pxor
pxor
pxor
pxor

11
/1 Byte
11

pshufb

%mmB,
%xmmB
%xmmB

%x 2
9Yx N
% mmb

$1, 9%
$2, %My
$7, %mmb

Y,
%xmb
%m®B,
%xmme,
%xmmB

Yx e
YR
%x 2
%xmmB
%6

/'l packed left shifting >> 1

/1 packed left shifting >> 2
/'l packed left shifting >> 7
/1 xor the shifted versions

// the result is in xmb

swap 16-byte result

%m0,

% M6

Il
// Store the result
11

nmovdqu

Il
Il

%X mMmb

(% dx)

Cl eanup and Return

/1 %m0 has the swap mask

/1 P3

11
SET_TS_OR _POP_XMM REGI STERS( % 10)

ret

SET_SI ZE(gcm mul _|
__unchanged_portion_onitte

pcl mul gqdq)
d
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1/*

2 * Copyright (c) 2013, CRYPTOGAMS by <appro@penssl . org>

3 * Al rights reserved.

4 *

5 * Redistribution and use in source and binary forms, with or w thout

6 * nodification, are pernmitted provided that the follow ng conditions

7 * are net:

8 *

9 * * Redi stributions of source code nust retain copyright notices,

10 * this list of conditions and the follow ng disclainer.

11 =

12 * = Redi stributions in binary formmnmust reproduce the above

13 * copyright notice, this list of conditions and the foll ow ng

14 * disclaimer in the docunentation and/or other materials

15 * provided with the distribution.

16 *

17 > = Nei ther the nane of the CRYPTOGAMS nor the names of its

18 * copyright holder and contributors may be used to endorse or

19 * pronote products derived fromthis software w thout specific
20 * prior witten perm ssion.
21 *
22 * ALTERNATI VELY, provided that this notice is retained in full, this
23 * product may be distributed under the terms of the GNU General Public
24 * License (GPL), in which case the provisions of the GPL apply | NSTEAD OF
25 * those given above.
26 *
27 * TH' S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDER AND CONTRI BUTORS
28 * "AS IS" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
29 * LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
30 * A PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT SHALL THE COPYRI GHT
31 * OMNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
32 * SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT
33 * LIMTED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
34 * DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
35 * THEORY OF LIABILITY, WHETHER I N CONTRACT, STRICT LIABILITY, OR TORT
36 * (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY OUT OF THE USE
37 * OF THIS SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI BI LI TY OF SUCH DAVAGE.
38 */
39 /*
40 * Copyright 2015 by Saso Kisel kov on Illunps port sections.
41 *
43 #if defined(lint) || defined(__lint)
45 #incl ude <sys/types. h>
47 | * ARGSUSED*/
48 void
49 gcm ghash_cl mul (ui nt64_t ghash[ 2], const uint8_t Ht abl e[ 256],
50 const uint8_t *inp, size_t len)

51 {
52 }
54 | * ARGSUSED*/
55 void
56 gcm.init_clnmul (const uint64_t hash_init[2], uint8_t Htable[256])
57 {
58 }

60 #el se /* lint */
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#i ncl ude <sys/asm|inkage. h>
#i ncl ude <sys/controlregs. h>

3, 2, 1,
0, Oxc2

order 64 bits */

%Il

64 #ifdef _KERNEL

65 #i nclude <sys/machprivregs. h>

66 #endi f

68 .text

69 .align XMM ALIGN

70 . Lbyte_swapl6_mask:

71 .byte 15, 14, 13, 12, 11, 10, 9,
72 .L0x1c2_pol ynom al :

73 .byte 1, 0, 0, 0, 0, O, O, O, O,
74 . L7_nmask:

75 .long 7, 0, 7, 0

77 #define Xi xmm0 /* hash value */
78 #define Xhi xmil /* hash val ue high
79 #define Hkey xm /* hash key */

80 #define T1 xm8 /* tenpl */

81 #define T2 xmmid /* tenp2 */

82 #define T3 xmb /* tenp3 */

83 #define Xb0 xXmrb /* cipher block #0
84 #define Xbl xmv /* cipher block #1
85 #define Xb2 xms8 /* cipher block #2
86 #define Xb3 xnmd /* cipher block #3
87 #define Xb4 xmml0  /* cipher block #4
88 #define Xb5 xml /* cipher block #5
89 #define Xb6 xml2  /* cipher block #6
90 #define Xb7 xml3  /* cipher block #7
92 #define cl nul 64x64_T2(t npreg)

93 novdga X, 9xhi;

94 pshufd $0b01001110, %X,
95 pxor X, o1,

96

97 pcl nul gqdq $0x00, %key, %Xi;
98 pcl mul gqdq $0x11, %key, %wxhi;
99 pcl nul gdq $0x00, % npreg, %1,
100 pxor oxXi, %1,

101 pxor oxhi, 9%1;

102

103 novdga %W, 9%2;

104 psrldq $8, 91,

105 psl | dq $8, 92,

106 pxor w1, 9xhi;

107 pxor w2, 9

109 #define reduction_al g9

110 /* 1st phase */

111 novdga 9, 2;

112 novdga 9K, o1,

113 psllq $5, %Ki ;

114 pxor i, %1,

115 psllq $1, %Ki ;

116 pxor WL, 9% ;

117 psllq $57, %G ;

118 novdga i, 9%d1;

119 psl | dg $8, %Ki ;

120 psrldqg $8, ol:

121 pxor o2, 9K ;

122 pxor o1, 9xhi;

123 /* 2nd phase */

124 novdga 9K, 92;

125 psrlq $1, %Ki ;

126 pxor o2, 9xhi;

127 pxor 9, 92;

e —

e e e —

0
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128 psrlq $5, %Ki ;

129 pxor o2, 9K ;
130 psrilq $1, 9% ;

131 pxor oxhi , %X
133 #define Xip rdi

134 #define Ht bl rsi

135 #define inp rdx

136 #define len rcx

138 #define Xl n xmrb

139 #define Xm xmv/

140 #define Xhn xms8

141 #define Hkey2 xmd

142 #define HK xmml0

143 #define X xmill

144 #define Xm X2

145 #define Xh xml3

146 #define Hkey3 xmml4
147 #define Hkey4 xmml5

149 /*

P

150 * void gcmghash_clmul (uint64_t Xi[2], const uint64_t Htable[32],
*

151 const uint8_t *inp, size_t len)

152 */

153 ENTRY_NP(gcm ghash_cl mul)

154 novdga . Lbyte_swapl6_mask(%ip), %3
155 nov $0xA040608020C0OE000, % ax / ((7..0) ? OXEO) & Oxff
157 novdqu (9 p), 9

158 nmovdqu (%t bl), %key

159 movdqu 0x20( %t bl ), %K

160 pshufb %3, Ui

162 sub $0x10, % en

163 jz .Lodd_tail

165 novdqu 0x10( %t bl ), %key2

167 cnp $0x30, % en

168 jib . Lski p4x

170 sub $0x30, % en

171 nmovdqu 0x30( %t bl ), %key3

172 novdqu 0x40( %t bl ), %key4

174 [* Xi+4 =[(H1i+3) + (H2*1i+2) + (H'3*1i+1) + H'4*(1i+Xi)] nod P */
175 nmovdqu 0x30(% np), 9% n

176 nmovdqu 0x20( % np), 9

177 pshufb %3, 9l n

178 pshufb %wr3,

179 nmovdga Xl n, 9%Xhn

180 pshufd $0b01001110, 9% n, %Km
181 pxor Xl n, 9%Xmm

182 pcl nul gdq $0x00, %key, %I n

183 pcl nul gqdq $0x11, %key, 9%hn

184 pcl nul qdq $0x00, %K, 9%Km

186 novdga 9wl , 9%xh

187 pshufd $0b01001110, 9%, %Xm
188 pxor Xl , 9%Xm

189 pcl mul gqdq $0x00, %key2, WX

190 pcl nul gdq $0x11, %key2, 9%h

191 Xor ps Xl , WX n

192 pcl nul gqdq $0x10, %K, 9%Xm

193 Xor ps oxh, 9%xhn
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194 nmovups
195 Xor ps

197 novdqu
198 novdqu
199 pshufb
200 pshufb
201 novdga
202 pshufd
203 pxor

204 pxor

205 pcl mul gdq
206 novdga
207 pshufd
208 pxor

209 pcl mul gdq
210 Xor ps

211 pcl mul gqdq
212 Xor ps

214 |l ea

215 sub

216 jc

218 jmp

220 .align 32

221 . Lnod4_| oop:

222 pcl mul qdq
223 Xor ps

224 movdqu
225 pshufb
226 pcl nul qdq
227 Xor ps

228 movdqu
229 novdga
230 pshufd
231 pcl mul gqdq
232 Xor ps

233 pxor

234 pshufb
235 nmovups
236 pcl mul gqdq
237 Xor ps

238 novdga
239 pshufd
241 pxor

242 pxor

243 pxor

244 novdga
245 psl 1 dq
246 pcl mul gqdq
247 psrldg
248 pxor

249 nmovdga
250 pxor

251 novq

253 pand

254 pshufb
255 pcl mul gqdq
256 pxor

257 psllq

258 novdga
259 psl |1 dq

OX50( % bl ), %K
oXm  9%Xmm

0x10(% np), 9
0x00( % np), %1
W3, W

W3, %l

9wl , 9xh

$0b01001110, 9, 9%Xm
oL, %X

Xl , 9%Xm

$0x00, %key3, 9
LGl

$0b01001110, 9, %1
oxi, %l

$0x11, %key3, %Xh
9w, 9% n

$0x00, %K, 9Xm

oxh, 9xhn

0x40(% np), % np
$0x40, % en
.Ltail 4x

. Lnod4_| oop

$0x00, Y%key4, 9Xi
9%Xm %Ki

0x30( % np), %
o3,

$0x11, %key4, %xhi
9l n, %Ki

0x20(% np), % n

Xl , 9%xh

$0b01001110, 99X, 9%Xm
$0x10, %K, %1

oXhn, 9xhi

Xl , 9%Xm

%3, %X n

0x20( %t bl ), %K

$0x00, %key, 9

o%Xm, %1

9l n, %xhn

$0b01001110, %I n, 9%Xm

i, %l
9 n, 9Xm
wxhi, %1
oL, o2
$8, %Il
$0x11, Y%key, %h
$8, %2

oL, 9%
.L7_mask(%ip), %1
%2, 9xhi
% ax, Yd2

| aggregat ed Karat suba post - processi ng

i, %l
o1, %2
$0x00, %K, 9Xm
X, %2
$57, %2
w2, %1
$8, 92

/ 1st phase
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260 pcl nul gdq $0x00, %key2, 9% n
261 psrldqg $8, %1l

262 pxor o2, Ui

263 pxor %1, 9xhi

264 novdqu 0(% np), %1

266 novdga 9, 92 / 2nd phase
267 psrlq $1, %Ki

268 pcl nul gdq $0x11, %key2, %hn
269 Xor ps Xl , WX n

270 nmovdqu 0x10(% np), 9

271 pshufb o3,

272 pcl nul gdq $0x10, %K, 9%Km
273 Xor ps oxh, 9%hn

274 nmovups 0x50( %t bl ), %K
275 pshufb w3, %l

276 pxor %2, 9xhi

277 pxor X, %2

278 psrlq $5, %Ki

280 novdga 9wl , 9xh

281 pxor Xm  9Xm

282 pshufd $0b01001110, 9%, 9Xm
283 pxor 9%, 9%Xm

284 pcl nul gdq $0x00, %key3, 9
285 pxor o2, Ui

286 pxor o1, 9xhi

287 psrlq $1, %Ki

288 pcl nul gdq $0x11, %key3, 9h
289 Xor ps 9w, 9% n

290 pxor oxhi , 9Xi

292 pcl mul qdq $0x00, %K, 9Xm
293 Xor ps 9xh, 9xhn

295 novdga X, 9xhi

296 pshufd $0b01001110, 9Xi, %1
297 pxor X, %l

299 |l ea 0x40(% np), % np
300 sub $0x40, % en

301 jnc . Lnod4_| oop

303 . Ltail 4x:

304 pcl mul gqdq $0x00, %Y%key4, 9K
305 Xor ps 9%Xm %Ki

306 pcl nul gdq $0x11, %key4, uxhi
307 XOr ps Xl n, 9Xi

308 pcl mul gqdq $0x10, %K, 91

309 Xor ps 9xXhn, 9xhi

310 pxor 9, 9xhi | aggregated Karatsuba post-processing
311 pxor oXm, 9%l

313 pxor oxhi, %1

314 pxor 9, 9xhi

316 novdga o0rl, %2

317 psrldg $8, %1l

318 psl | dq $8, %2

319 pxor o1, 9xhi

320 pxor o2, 9Xi

322 reduction_al g9

324 add $0x40, %en

325 jz . Ldone

new usr/ src/ common/ crypt o/ nodes/ and64/ gcm i nt el _crypt ogans. s

326 nmovdqu  0x20( %t bl ), %K

327 sub $0x10, % en

328 jz .Lodd_tail

329 . Lski p4x:

331 /*

332 * Xi+2 =[H(li+1 + Xi+1)] nmod P =

333 & [(HTi+1) + (HXi+1)] nod P =

334 * [(H1i+1) + H2*(1i+Xi)] nod P

335 */

336 nmovdqu (% np), %1 /1
337 novdqu 16(% np), 9% n /li+l
338 pshufb %3, %l

339 pshuf b %3, WX n

340 pxor orl, 9Xi [ 1i+Xi
342 novdga 9l n, 9%xhn

343 pshufd $0b01001110, %Xl n, %1

344 pxor Xl n, %1

345 pcl mul gqdq $0x00, %key, % n

346 pcl nul gdq $0x11, %key, %hn

347 pcl nul gdq $0x00, %K, 91

349 |l ea 32(% np), % np | i+=2
350 sub $0x20, % en

351 j be . Leven_tail

352 jmp . Lnod_I oop

354 .align 32

355 . Lnod_| oop:

356 nmovdga X, 9xhi

357 pshufd $0b01001110, 9%, %2

358 pxor 9K, %2

360 pcl mul gqdq $0x00, %key2, X

361 pcl nul qdq $0x11, %key2, uxhi

362 pcl mul gqdq $0x10, %K, 92

364 pxor 9l n, %Ki [ (H i +1) + Hh2%(1i+Xi)
365 pxor oxhn, 9xhi

366 nmovdqu (% np), 9%xhn /i
367 pshufb %3, 9xhn

368 nmovdqu 16(% np), %X n [ 1i+1
370 pxor wxi, 9l /| aggregat ed Karat suba post - proc
371 pxor oxhi, %1

372 pxor oxhn, 9Xhi / "li+Xi", consune early
373 pxor ol %2

374 pshufb %3, %X n

375 novdga %wr2, 9l

376 psrldqg $8, %1l

377 psl | dq $8, %2

378 pxor w1, wxhi

379 pxor w2, 9%

381 nmovdga Xl n, 9Xhn

383 novdga 9w, 92 / 1st phase
384 novdga 9K, 9l

385 psllq $5, 9Xi

386 pcl nul qdq $0x00, %key, 9 n

387 pxor wXi, 9l

388 psllq $1, %Ki

389 pxor orl, 9Xi

390 psllq $57, wXi

391 novdga wXi, 9l
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392 psl | dq $8, Wi

393 psrldqg $8, %1

394 pxor o2, Ui

395 pxor %1, 9xhi

396 pshufd $0b01001110, %xhn, %1

397 pxor oxXhn, 91

399 pcl mul qdq $0x11, %key, 9%hn

400 novdga 9K, %2 /' 2nd phase
401 psrlq $1, 9K

402 pxor %2, 9xhi

403 pxor wXi, %2

404 psrlq $5, X

405 pxor o2, 9Xi

406 psrlq $1, %Ki

407 pcl mul gdq $0x00, %K, 91

408 pxor oxhi , %X

410 | ea 32(% np), % np

411 sub $0x20, % en

412 ja . Lnod_| oop

414 .Leven_tail:

415 novdga %<, wxhi

416 pshufd $0b01001110, %Ki, %2

417 pxor oxXi, %2

419 pcl mul gqdq $0x00, %key2, %X

420 pcl nul gdq $0x11, %key2, 9xhi

421 pcl nul gdq $0x10, %K, %2

423 pxor 9% n, 9% [* (H1i+1) + H2*(1i+Xi) */
424 pxor 9xhn, 9xhi

425 pxor X, ol

426 pxor oxhi, 91

427 pxor 0Tl %2

428 novdga %wr2, 9%l

429 psrldqg $8, %1l

430 psl | dq $8, %2

431 pxor o1, 9xhi

432 pxor o2, 9Xi

434 reduction_al g9

436 test %en, %en

437 jnz . Ldone

439 .Lodd_tail:

440 nmovdqu (% np), %1 Il
441 pshufb %3, %l

442 pxor %L, 9% I 1i+Xi
444 cl mul 64x64_T2( HK) [ OHE(Li+Xi)
445 reduction_al g9

447 . Ldone:

448 pshufb o3, 9Xi

449 novdqu 9, (%Ki p)

451 ret

452 SET_SI ZE(gcm ghash_cl mul )

454 [ *

455 * void gcm.init_clml (const void *Xi, void *Ht abl e)
456 */

457 ENTRY_NP(gcm.init_cl nul)
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458
459

461
462
463
464
465
466
467
468
469

471
472
473

475
476
477
478

480
481

483
484
485
486
487
488
489
490

492
493

495

497
498

500
501
502
503
504
505
506
507

509
510

512 #endi f

novdqu
pshufd

(9% p), %Ykey

|/ <<1 tw st

pshufd $0b11111111, %key,
novdga %key, %1

psllq $1, Ykey

pxor %3, %3

psrlq $63, %1

pcnpgt d %2, %3

psl | dg $8, %1l

por w1, %key

/ magi c reduction

pand . LOx1c2_pol ynom al (% i p)
pxor %3, %key

/ cal culate H'2

pshufd $0b01001110, %key,
novdga %key, %X
pxor Ykey, %K

cl mul 64x64_T2( HK)
reduction_al g9

$0b01001110, %ikey,

w2

pshuf d $0b01001110, %key, %1
pshufd $0b01001110, %X,

pxor Y%key, %1

novdqu %key, 0x00( %t bl)

pxor 9, o2

movdqu %<, O0x10( %t bl)

pal i gnr $8, %Il, %2

novdqu %2, O0x20( %t bl)

cl mul 64x64_T2( HK)
reduction_al g9

novdga 9K, %3

cl mul 64x64_T2( HK)
reduction_al g9

pshufd $0b01001110, %3,
pshufd $0b01001110, %Ki,
pxor w3, %l

novdqu %3, O0x30( %t bl)
pxor oxXi, %2

nmovdqu %<, O0x40(%t bl)
pal i gnr $8, %Il, %2
novdqu %2, Ox50( %t bl)

ret
SET_SI ZE(gcm_i ni t _cl mul)

/* lint || _lint */

%l
%2

%K

%key

]

—~———— —

—~—— — — —

/ dword swap

%2 /| broadcast uppernpst dword

broadcast carry bit

H<<=1

%3
if(carry) H‘=0x1c2_pol ynomi al

Kar at suba pre- processing
save H

Kar at suba pre-processing
save H‘2

low part is HI1oMH. hi...
save Karatsuba "salt"

H3

Kar at suba pre- processing
save H'3

Kar at suba pre- processing
save H\4

low part is H'3.10"H'3. hi ...
save Karatsuba "salt"
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2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.
*
/

29 #ifndef _KERNEL

30 #include <strings. h>

31 #include <limts.h>

32 #include <assert.h>

33 #include <security/cryptoki.h>
34 #endif

36 #include <sys/types. h>

37 #define | NLI NE_CRYPTO GET_PTRS
38 #i ncl ude <nodes/ nodes. h>

39 #include <sys/crypto/common. h>
40 #include <sys/crypto/inpl.h>

42 bool ean_t chc_fast path_enabl ed = B_TRUE;

44 static void

45 cbc_decrypt _fastpath(cbc_ctx_t *ctx, const uint8_t *data, size_t |length,

46 uint8_t *out, size_t block_size,

47 int (*decrypt)(const void *, const uint8_t *, uint8_t *),

48 int (*decrypt_ecb)(const void *, const uint8_t *, uint8_t *, uint64_t),
49 voi d (*xor_bl ock)(const uint8_t *, uint8_t *),

50 voi d (*xor_bl ock_range)(const uint8_t *, uint8_t *, uint64_t))

51 {

52 const uint8_t *iv = (uint8_t *)ctx->cbc_iv;

54 /* Use bul k decryption when available. */

55 if (decrypt_ecb !'= NULL) {

56 decrypt _ecb(ct x->cbc_keysched, data, out, |ength);

57 } else {

58 for (size_t i =0; i <length; i += block_size)

59 decrypt (ct x->cbc_keysched, &data[i], &out[i]);
60 1
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62 /* Use bul k XOR when available. */

63 if (xor_block_range != NULL && length >= 2 * bl ock_size) {

64 xor _bl ock(iv, out);

65 xor _bl ock_range(data, &out[block_size], length - block_size);
66 } else {

67 for (size_t i =0; i <length; i += block_size) {

68 xor _bl ock(iv, &out[i]);

69 iv = &data[i];

70 }

71 }

72}

74 [ *

75 * Al gorithmindependent CBC functions.

76 */

77 int

78 cbc_encrypt _contiguous_bl ocks(cbc_ctx_t *ctx, char *data, size_t |ength,

79 crypto_data_t *out, size_t block_size,

80 int (*encrypt)(const void *, const uint8_t *, uint8_t *),

81 voi d (*copy_bl ock) (const uint8 t *, uint8_t *),

82 voi d (*xor_bl ock)(const uint8_t *, uint8_t *),

83 int (*encrypt_chbhc)(const void *, const uint8_t *, uint8_t *,

84 const uint8_t *, uint64_t))

45 voi d (*copy_bl ock) (uint8_t *, uint8_t *),

46 ( void (*xor_block)(uint8_t *, uint8_t *))

85

86 size_t renminder = |ength;

87 size_t need;

88 uint8_t *datap = (uint8_t *)data;

89 uint8_t *bl ockp;

90 uint8_t *lastp;

91 void *iov_or_np;

92 of fset _t of fset;

93 uint8_t *out_data_1;

94 uint8_t *out_data_2;

95 size_t out_data_1_Ilen;

97 I

98 * CBC encryption fastpath requirenents:

99 * - fastpath is enabl ed

100 * - algorithmspecific acceleration function is available

101 * - input is block-aligned

102 * - output is a single contiguous region or the user requested that
103 * we overwite their input buffer (input/output aliasing allowed)
104 */

105 if (cbc_fastpath_enabled & encrypt_cbc !'= NULL & length != 0 &&
106 ctx->cbc_remainder _len == 0 & (length & (bl ock_size - 1)) == 0 &&
107 (out == NULL || CRYPTO DATA IS SINGLE BLOCK(out))) {

108 if (out == NULL) {

109 encrypt_cbc(ct x->cbc_keysched, (uint8_t *)data,

110 (uint8_t *)data, (uint8_t *)ctx->cbc_iv, length);
111 ctx->cbc_lastp = (uint8_t *)&data[length - block_size];
112 } else {

113 uint8_t *outp = CRYPTO DATA_FI RST_BLOCK(out);

114 encrypt _cbc(ct x->cbc_keysched, (uint8_t *)data, outp,
115 (uint8_t *)ctx->chc_iv, length);

116 out - >cd_of fset += | ength;

117 ctx->cbc_|lastp = &outp[length - bl ock_size];

118 }

119 goto out;

120 1

122 if (length + ctx->cbc_remainder_len < block_size) {

123 /* accunul ate bytes here and return */

124 bcopy(dat ap,

125 (uint8_t *)ctx->cbc_remninder + ctx->cbc_renuninder_| en,
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126 | ength); 192 }
127 ct x->chc_remai nder _| en += | ength;
128 ctx->cbc_copy_to = datap; 194 /* Update pointer to next block of data to be processed. */
129 return (CRYPTO_SUCCESS) ; 195 if (ctx->cbc_renminder_len !=0) {
130 } 196 datap += need;
197 ct x->cbc_remai nder _l en = O;
132 lastp = (uint8_t *)ctx->cbhc_iv; 198 } else {
133 if (out !'= NULL) 199 datap += bl ock_si ze;
134 crypto_init_ptrs(out, & ov_or_np, &offset); 200 }
136 do { 202 remai nder = (size_t)&data[length] - (size_t)datap;
137 /* Unprocessed data fromlast call. */
138 if (ctx->cbc_renminder_len > 0) { 204 /* Inconplete |ast block. */
139 need = bl ock_size - ctx->chc_remainder_|en; 205 if (remainder > 0 && renminder < bl ock_size) {
206 bcopy(dat ap, ctx->chc_renai nder, renainder);
141 if (need > remainder) 207 ct x->cbc_remai nder _| en = renui nder;
142 return (CRYPTO DATA LEN RANGE); 208 ctx->cbc_copy_to = datap;
209 goto out;
144 bcopy(datap, &((uint8_t *)ctx->cbc_remainder) 210 }
145 [ ct x->cbc_remai nder _| en], need); 211 ct x->cbc_copy_to = NULL;
147 bl ockp = (uint8_t *)ctx->cbc_remainder; 213 } while (remainder > 0);
148 } else {
149 bl ockp = dat ap; 215 out:
150 } 216 /*
217 * Save the last encrypted block in the context.
152 if (out == NULL) { 218 */
153 /* 219 if (ctx->cbc_lastp !'= NULL) {
154 * XOR the previous cipher block or IV with the 220 copy_bl ock((uint8_t *)ctx->cbc_lastp, (uint8_t *)ctx->cbc_iv);
155 * current clear block. 221 ctx->chc_lastp = (uint8_t *)ctx->cbc_iv;
156 */ 222 }
157 xor _bl ock(Il astp, bl ockp);
158 encrypt (ctx- >cbc_keysched, bl ockp, bl ockp); 224 ) return (CRYPTO_SUCCESS);
225
160 ctx->cbc_| astp = bl ockp;
161 lastp = bl ockp; 227 #define OTHER(a, ctx) \
228 (((a) == (ctx)->cbc_lastblock) ? (ctx)->cbc_iv : (ctx)->cbc_| astbl ock)
163 if (ctx->cbc_renainder_len > 0) {
164 bcopy(bl ockp, ctx->chc_copy_to, 230 /* ARGSUSED */
165 ct x->cbc_renui nder _| en); 231 int
166 bcopy(bl ockp + ctx->cbc_remai nder _| en, datap, 232 chc_decrypt _conti guous_bl ocks(cbc_ctx_t *ctx, char *data, size_t |ength,
167 need) ; 233 crypto_data_t *out, size_t block_size,
168 } 234 int (*decrypt)(const void *, const uint8_t *, uint8_t *),
169 } else { 235 voi d (*copy_bl ock) (const uint8 t *, uint8_.t *),
170 * 236 voi d (*xor_bl ock) (const uint8 t *, uint8_t *),
171 * XOR the previous cipher block or IV with the 237 int (*decrypt_ecb)(const void *, const uint8_t *, uint8_t *, uint64_t),
172 * current clear block. 238 voi d (*xor_bl ock_range)(const uint8_t *, uint8_t *, uint64_t))
173 * 172 void (*copy_bl ock)(uint8_t *, uint8_t *),
174 xor _bl ock(bl ockp, lastp); 173 voi d (*xor_block) (uint8_t *, uint8_t *))
175 encrypt (ctx->cbc_keysched, lastp, lastp); 239 {
176 crypto_get _ptrs(out, & ov_or_np, &offset, &out_data_1, 240 size_t remuinder = |ength;
177 &out _data_1_| en, &out_data_2, block_size); 241 size_t need;
242 uint8_t *datap = (uint8_t *)data;
179 /* copy block to where it belongs */ 243 uint8_t *bl ockp;
180 if (out_data_1_|en == bl ock_size) { 244 uint8_t *lastp;
181 copy_bl ock(l astp, out_data_1); 245 void *iov_or_np;
182 } else { 246 of fset _t offset;
183 bcopy(l astp, out_data_1, out_data_1_|en); 247 uint8_ t *out_data_1;
184 if (out_data_2 != NULL) { 248 uint8 t *out_data_2;
185 bcopy(lastp + out_data_1_len, 249 size_t out_data_1_|en;
186 out _data_2,
187 bl ock_size - out_data_1_len); 251 I
188 } 252 * CBC decryption fastpath requirenents:
189 } 253 * - fastpath is enabl ed
190 /* update offset */ 254 * - input is block-aligned
191 out - >cd_of f set += bl ock_si ze; 255 * - output is a single contiguous region and doesn’t alias input
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256 */ 322 crypto_get _ptrs(out, & ov_or_np, &offset, &out_data_1,
257 if (cbc_fastpath_enabl ed && ctx->cbc_renuni nder _len == 0 && 323 &out _data_1_len, &out_data_2, block_: si ze);
258 length '= 0 && (I ngth & (block_size - 1)) == 0 &&
259 CRYPTO_DATA | I S SI NGLE_BLOCK(out)) { 325 bcopy(bl ockp, out_data_1, out_data_1_len);
260 uint8_t *outp = CRYPTO_DATA Fl RST_BLOCK(out); 326 if (out_data_2 != NULL)
327 bcopy(bl ockp + out_data_1_len, out_data_2,
262 cbc_decrypt _fastpath(ctx, (uint8_t *)data, |ength, outp, 328 bl ock_size - out_data_1_| en);
263 bl ock_si ze, decrypt, decrypt_ech, xor_block, 329 }
264 xor _bl ock_r ange) ;
265 out->cd_of fset += | ength; 331 /* update offset */
266 bcopy(&dat a[ | engt h - block_size], ctx->cbc_iv, block_size); 332 out - >cd_of f set += bl ock_si ze;
267 ctx->cbc_lastp = (uint8_t *)ctx->cbc_iv;
268 return (CRYPTO SUCCESS); 334 } else if (ctx->cbc_reminder_|len > 0)
269 } 335 /* copy tenporary block to where it belongs */
336 bcopy( bl ockp, ctx->cbc_copy_to, ctx->cbc_remainder_len);
271 if (length + ctx->cbc_renuninder_len < block_size) { 337 bcopy(bl ockp + ctx->cbc_remai nder_| en, datap, need);
272 /* accunul ate bytes here and return */ 338 }
273 bcopy(dat ap,
274 (uint8_t *)ctx->cbc_renainder + ctx->cbc_renuni nder_|en, 340 /* Update pointer to next block of data to be processed. */
275 I ength); 341 if (ctx->cbc_renminder_len != 0)
276 ctx->cbc_remai nder _| en += | engt h; 342 datap += need;
277 ctx->chc_copy_to = datap; 343 ct x->cbc_remai nder _l en = O;
278 return ( CRYPTO_SUCCESS) ; 344 } else {
279 } 345 datap += bl ock_si ze;
346 }
281 lastp = ctx->cbc_| astp;
282 if (out !'= NULL) 348 remai nder = (size_t)&data[length] - (size_t)datap;
283 crypto_init_ptrs(out, & ov_or_np, &offset);
350 /* Inconplete |ast block. */
285 do { 351 if (remainder > 0 & renmi nder < bl ock_size) {
286 /* Unprocessed data fromlast call. */ 352 bcopy(dat ap, ctx->cbhc_remai nder, renainder);
287 if (ctx->cbc_remainder_len > 0) { 353 ct x->cbc_remai nder _| en = renai nder;
288 need = bl ock_size - ctx->cbc_remainder_|en; 354 ctx->cbc_lastp = lastp;
355 ct x->chc_copy_to = dat ap;
290 if (need > remainder) 356 return (CRYPTO_SUCCESS);
291 return (CRYPTO ENCRYPTED DATA LEN RANGE); 357 }
358 ct x->cbc_copy_to = NULL;
293 bcopy(datap, & (uint8_t *)ctx->cbc_remai nder)
294 [ ct x->cbc_remai nder _| en], need); 360 } while (remainder > 0);
296 bl ockp = (uint8_t *)ctx->chc_remainder; 362 ctx->cbc_lastp = | astp;
297 } else { 363 return (CRYPTO_SUCCESS);
298 bl ockp = dat ap; 364 }
299 }
366 int
301 /* LINTED: pointer alignnent */ 367 chbc_init_ctx(cbc_ctx_t *cbc_ctx, char *param size_t paramlen,
302 copy_bl ock(bl ockp, (uint8_t *)OTHER((uint64_t *)lastp, ctx)); 368 size_t block_size, void (*copy_block)(const uint8 t *, uint64_t *))
283 size_t block_size, void (*copy_block)(uint8 t *, uint64_t *))
304 if (out !'= NULL) { 369 {
305 decrypt (ct x- >cbc_keysched, bl ockp, 370 /*
306 (uint8_t *)ctx->cbc_renainder); 371 * Copy IV into context.
307 bl ockp = (uint8_t *)ctx->chc_remal nder; 372 *
308 } else { 373 * |f cmparam == NULL then the IV comes fromthe
309 ) decrypt (ct x- >cbc_keysched, bl ockp, bl ockp); 374 */ cd_miscdata field in the crypto_data structure.
310 375 *
376 if (param!= NULL) {
312 /* 377 #ifdef _KERNEL
313 * XOR the previous cipher block or IV with the 378 ASSERT( param | en == bl ock_si ze);
314 * currently decrypted bl ock. 379 ttel se
315 */ 380 assert(param.|en == bl ock_si ze);
316 xor _bl ock(l astp, bl ockp); 381 #endif
382 copy_bl ock((uchar_t *)param cbc_ctx->cbc_iv);
318 /* LINTED: pointer alignnent */ 383 }
319 lastp = (uint8_t *)OTHER((uint64_t *)lastp, ctx);
385 cbc_ctx->cbc_lastp = (uint8_t *)&chc_ctx->cbc_iv[0];
321 if (out !'= NULL) { 386 cbc_ctx->cbhc_flags | = CBC_MODE;
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387 return (CRYPTO_SUCCESS);
388 }
____unchanged_portion_onitted_
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fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
*
*
*
*
*/
*

21/

22 * Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 by Saso Kiselkov. Al rights reserved.
*
/

26 #ifndef _KERNEL

27 #include <strings. h>

28 #include <limts.h>

29 #include <assert.h>

30 #include <security/cryptoki.h>
31 #endif

33 #include <sys/types. h>

34 #include <sys/knmem h>

35 #define | NLI NE_CRYPTO GET_PTRS
36 #i ncl ude <npdes/ nodes. h>

37 #include <sys/crypto/ comon. h>
38 #include <sys/crypto/inpl.h>
39 #include <sys/byteorder. h>

41 #if defined(__i386) || defined(_ and64)
42 #define UNALI GNED_PO NTERS_PERM TTED

43 #endi f

45 [*

46 * Encrypt multiple blocks of data in CCM node. Decrypt for CCM npde
47 * is done in another function.

48 *

49 int

50 ccm node_encrypt _contiguous_bl ocks(ccmctx_t *ctx, char *data, size_t
51 crypto_data_t *out, size_t block_size,

52 int (*encrypt_block)(const void *, const uint8_t *, uint8_t *),
53 voi d (*copy_bl ock)(const uint8_t *, uint8_t *),

54 voi d (*xor_bl ock)(const uint8_t *, uint8_t *))

51 void (*copy_bl ock)(uint8_t *, uint8_t *),

52 void (*xor_block)(uint8_t *, uint8_t *))

55 {

56 size_t remminder = |ength;

57 size_t need;

58 uint8_t *datap = (uint8_t *)data;

59 uint8_t *bl ockp;

| engt h,

new usr/ src/ common/ crypt o/ nodes/ccm ¢

116

124

uint8_t *lastp;

void *iov_or_np;

of fset _t offset;
uint8_ t *out_data_1;
uint8_t *out_data_2;
size_t out_data_1_|en;
uint64_t counter;
uint8_t *mac_buf;

if (length + ctx->ccmrenainder_|len < block_size) {

/* accunul ate bytes here and return */

bcopy(dat ap,
(uint8_t *)ctx->ccmrenuninder + ctx->ccmrenai nder_|en,
I ength);

ctx->ccm remai nder _|l en += | ength;

ctx->ccm copy_to = datap;

return (CRYPTO_SUCCESS) ;

= (uint8_t *)ctx->ccmchb;
ut !'= NULL)
crypto_init_ptrs(out, & ov_or_np, &offset);

mac_buf = (uint8_t *)ctx->ccmnac_buf;

/* Unprocessed data fromlast call. */
if (ctx->ccmrenuinder_len > 0) {
need = bl ock_size - ctx->ccmrenainder_|en;

if (need > renminder)
return (CRYPTO _DATA LEN RANGE);

bcopy(datap, & (uint8_t *)ctx->ccmrenainder)
[ ctx->ccm remai nder _| en], need);

bl ockp = (uint8_t *)ctx->ccmrenuinder;
} else {

bl ockp = dat ap;
}

| *
* do CBC MAC
*

* XOR the previous cipher block current clear block.
* mac_buf always contain previous cipher block.
*
/
xor _bl ock( bl ockp, nac_buf);
encrypt _bl ock(ct x->ccm keysched, nmac_buf, nmac_buf);

/* ccmcb is the counter block */
encrypt _bl ock(ctx->ccm keysched, (uint8_t *)ctx->ccmch,
(uint8_t *)ctx->ccmtnp);

lastp = (uint8_t *)ctx->ccmtnp;

/*

* Increment counter. Counter bits are confined

* to the bottom 64 bits of the counter block.

*

/
counter = ntohll (ctx->ccmcb[1] & ctx->ccm counter_nask);
counter = htonll (counter + 1);
counter &= ctx->ccm counter_mask;
ctx->ccmceb[1] =

(ctx->ccmceb[1] & ~(ctx->ccmcounter_nmask)) | counter;
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126 I*

127 * XOR encrypted counter block with the current clear block.
128 */

129 xor _bl ock(bl ockp, |astp);

131 ctx->ccm processed_data_l en += bl ock_si ze;

133 if (out == NULL)

134 if (ctx->ccmrenainder_len > 0) {

135 bcopy(bl ockp, ctx->ccm copy_to,

136 ct x->ccm renui nder _| en);

137 bcopy(bl ockp™ + ctx->ccm remai nder _| en, datap,
138 need) ;

139 }

140 } else {

141 crypto_get_ptrs(out, & ov_or_np, &offset, &out_data_1,
142 &out _data_1_len, &out_data_2, block_size);
144 /* copy block to where it belongs */

145 if (out_data_1_len == bl ock_size)

146 copy_block(lastp, out_data_1);

147 } else {

148 bcopy(lastp, out_data_1, out_data_1_len);
149 if (out_data_2 !'= NULL) {

150 bcopy(lastp + out_data_1_|en,

151 out _data_2,

152 bl ock_size - out_data_1_l en);
153 }

154 }

155 /* update offset */

156 out - >cd_of f set += bl ock_si ze;

157 }

159 /* Update pointer to next block of data to be processed. */
160 if (ctx->ccmremainder_len != 0)

161 datap += need;

162 ctx->ccmrenai nder _len = 0;

163 } else {

164 datap += bl ock_si ze;

165 }

167 remai nder = (size_t)&data[length] - (size_t)datap;

169 /* Inconplete I ast block. */

170 if (remainder > 0 && renminder < block_size) {

171 bcopy(datap, ctx- >ccm_remai nder, renainder);

172 ctx->ccm remai nder _| en = renai nder;

173 ctx->ccm copy_to = dat ap,

174 goto out;

175 }

176 ctx->ccm copy_to = NULL;

178 } while (reminder > 0);

180 out:

181 return ( CRYPTO_SUCCESS);

182 }

__unchanged_portion_omtted_

207 /* ARGSUSED */
208 int

209 ccmencrypt _final (ccmcetx_t *ctx, crypto_data_t *out, size_t block_size,

210 int (*encrypt_bl ock) (const void *, const uint8_t *, uint8_t *),
211 voi d (*xor_block) (const uint8_t *, uint8_t *))
209 void (*xor_block)(uint8_t *, uint8_t *))

212 {
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213
214
215
216
217
218
219

221
222
223

225
226
227
228
229
230
231
232

253

255
256
257
258
259
260

262
263
264

266
267
268
269

273
274
275
276
277
278

uint8_t *lastp, *mac_buf, *ccm. mac_p, *macp;
void *iov_or_np;

of fset _t offset;

uint8_t *out data 1;

uint8_t *out_data_2;

size t out_data_1_len;

int i;

if (out->cd_length < (ctx->ccmrenuinder_|len + ctx->ccmmac_|len)) {
return (CRYPTO_DATA_LEN_RANCE);
}

/*
* When we get here, the nunber of bytes of payl oad processed
* plus whatever data remains, if any,
* shoul d be the sane as the nunber of bytes that’'s being
* passed in the argument during init tine.
*
/

if ((ctx->ccmprocessed_data_l en + ctx->ccmrenni nder_| en)
I= (ctx->ccmdata_len)) {
return (CRYPTO DATA LEN_RANGE);

mac_buf = (uint8_t *)ctx->ccmnac_buf;
if (ctx->ccmrenainder_len > 0) {

/* ccm.mac_i nput _buf is not used for encryption */
macp = (uint8_t *)ctx->ccm mac_i nput _buf;
bzer o(macp, bl ock_size);

/* copy renuminder to tenporary buffer */
bcopy(ctx->ccm remai nder, macp, ctx->ccmrenai nder_|en);

/* cal cul ate the CBC MAC */
xor _bl ock(macp, nac_buf);
encrypt _bl ock(ct x->ccm keysched mac_buf, mac_buf);

/* calcul ate the counter node */
lastp = (uint8_t *)ctx->ccmtnp;
encrypt _bl ock(ct x->ccm keysched, (uint8_t *)ctx->ccmch, lastp);

/* XOR with counter block */
for (i =0; i < ctx->ccmreminder_len; i++) {
macp[i] ~= lastp[i];

ctx->ccm processed_data_l en += ctx->ccm.renai nder _| en;

}

/* Cal culate the CCM MAC */
ccmmac_p = (uint8_t *)ctx->ccmtnp;
cal cul ate_ccm mac(ctx, ccm mac_p, encrypt_bl ock);

crypto_init_ptrs(out, & ov_or_np, &offset);
crypto_get_ptrs(out, & ov_or_np, &offset, &out_data_1,
&out _data_1_l en, &out_data_2,
ctx->ccmrenai nder _| en + ctx->ccmnac_| en);

if (ctx->ccmrenainder_len > 0) {

/* copy tenporary block to where it belongs */
if (out_data_2 == NULL) {
/* everything will fit in out_data_1 */
bcopy(macp, out_data_1, ctx->ccmrenainder_|en);
bcopy(ccm mac_p, out_data_1 + ctx->ccmrenai nder_|en,
ctx->ccm nac_| en);
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279 } else {
281 if (out_data_l1_len < ctx->ccmremuinder_len) {
283 size_t data_2_l en_used;
285 bcopy(macp, out_data_1, out_data_1_len);
287 data_2_| en_used = ctx->ccmrenuinder_| en
288 - out_data_1_len;
290 bcopy((uint8_t *)macp + out_data_1_len,
291 out_data_2, data_2_| en_used);
292 bcopy(ccm mac_p, out_data_2 + data_2_I| en_used,
293 ctx->ccm nac_|l en);
294 } else {
295 bcopy(macp, out _data_1, out_data_1_|en);
296 if (out_data_1 Ten == ctx->ccmrenai nder _len) {
297 “/* mac will be in out_data 2 */
298 bcopy(ccm mac_p, out_data_2,
299 ctx->ccm nac_| en);
300 } else {
301 size_t len_not_used = out_data_1_ len -
302 ctx->ccm remai nder_| en;
303 /*
304 * part of mac in will be in
305 * out_data_1, part of the mac will be
306 * in out_data_2
307 */
308 bcopy(ccm mac_p,
309 out _data_1 + ctx->ccm.renuinder_| en,
310 | en_not _used);
311 bcopy(ccm mac_p + | en_not _used,
312 out _data_2,
313 ctx->ccmmac_l en - | en_not_used);
315 }
316 }
317 }
318 } else {
319 /* copy block to where it bel ongs */
320 bcopy(ccm mac_p, out_data_1, out_data_1_len);
321 if (out_data_2 != NULL)
322 bcopy(ccm mac_p + out_data_1 len, out_data_2,
323 bl ock_size - out_data_1 Ten);
324 }
325
326 out->cd_of fset += ctx->ccm.remainder_len + ctx->ccmmac_| en;
327 ctx->ccmrenai nder _len = 0;
328 return (CRYPTO_SUCCESS);
329 }
__unchanged_portion_onitted_
354 /[ *
355 * This will decrypt the cipher text. However, the plaintext won't be
356 * returned to the caller. It will be returned when decrypt_final() is
357 * called if the MAC matches
358 */
359 /* ARGSUSED */
360 int
361 ccm node_decrypt _contiguous_bl ocks(ccmctx_t *ctx, char *data, size_t length,
362 crypto_data_t *out, size_t block_size,
363 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t *),
364 voi d (*copy_bl ock) (const uint8 .t *, uint8_t *),
365 void (*xor_bl ock)(const uint8 t *, uint8_t *))

362 void (*copy_block)(uint8_t *, "uint8_t *),
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363

366 {

367
368
369
370
371
372
373
374

377

379
380
381
382
383
384
385
386
387
388

390

392
393
394

396
397
398
399
400
401

403
404
405
406

408

410
411
412
413
414
415
416
417
418

420

422
423

425
426
427
428
429
430

void (*xor_block)(uint8_t *, uint8_t *))

size_t renminder = | ength;

size_t need;

uint8_t *datap (uint8_t *)data;

uint8_t *bl ockp;

uint8_t *chp;

uint64_t counter;

size_t pt_len, total _decrypted_len, nac_len, pmlen, pd_len;
uint8_t *resultp;

pm.len = ctx->ccm processed_nac_| en;

if (pmlen > 0) {
uint8_t *tnp;
/*

* all ciphertext has been processed, just waiting for
* part of the value of the nac
*

if ((pmlen + length) > ctx->ccmmac_| en) {
return (CRYPTO ENCRYPTED DATA LEN RANGE);

}
tnp = (uint8_t *)ctx->ccm nmac_i nput_buf;
bcopy(datap, tnp + pmlen, |ength);

ctx->ccm processed_mac_l en += | ength;
return (CRYPTO_SUCCESS);
}

/*

* If we decrypt the given data, what total anount of data would
* have been decrypted?

*/

pd_l en = ctx->ccm processed_data_l en;

total _decrypted_|len = pd_len + length + ctx->ccmrenainder_|en;

if (total _decrypted_len >
(ctx->ccmdata_len + ctx->ccmmac_len)) {
return (CRYPTO ENCRYPTED DATA_LEN RANGE) ;

}
pt _len = ctx->ccmdata_len;
if (total _decrypted_len > pt_len) {

part of the input will be the MAC, need to isolate that
to be dealt with later. The left-over data in
ccmremainder _len fromlast tine will not be part of the
MAC. O herwise, it would have al ready been taken out
when this call is made last tinme.

~
* Ok K Kk * |

size_t pt_part = pt_len - pd_len - ctx->ccmrenainder_|en;
mac_len = length - pt_part;

ctx->ccm processed_mac_l en = nac_| en;
bcopy(data + pt_part, ctx->ccmnmac_i nput_buf, mac_|en);

if (pt_part + ctx->ccmrenainder_len < block_size) {
/*

* since this is last of the ciphertext, wll
* just decrypt with it here
*/

bcopy(datap, &((uint8_t *)ctx->ccmrenainder)
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431 [ctx->ccm remai nder_|l en], pt_part); 497 } else {
432 ctx->ccmremai nder _|en += pt_part; 498 datap += bl ock_si ze;
433 ccm decrypt _i nconpl et e_bl ock(ctx, encrypt_bl ock); 499 }
434 ctx->ccm processed_data_l en += ctx->ccm renai nder _| en;
435 ctx->ccmremai nder _|l en = 0; 501 remai nder = (size_t)&data[length] - (size_t)datap;
436 return (CRYPTO_SUCCESS);
437 } else { 503 /* Inconplete last block */
438 /* let rest of the code handle this */ 504 if (remainder > 0 & renmi nder < bl ock_size) {
439 length = pt_part; 505 bcopy(datap, ctx->ccmremainder, remainder);
440 } 506 ctx->ccm remai nder _| en = remai nder
441 } else if (length + ctx->ccmremainder_|len < bl ock_size) { 507 ctx->ccmcopy_to = datap;
442 /* accurul ate bytes here and return */ 508 if (ctx->ccmprocessed_mac_len > 0) {
443 bcopy(dat ap 509 /*
444 (uint8 t *)ctx->ccm.renni nder + ctx->ccmremainder_|en, 510 * not expecting anynore ciphertext, just
445 Iengt hy; 511 * conpute plaintext for the remaining input
446 ctx->ccmr emai nder _l en += | ength; 512 */
447 ctx->ccmcopy_to = datap; 513 ccm decrypt _i nconpl et e_bl ock(ctx,
448 return ( CRYPTO_SUCCESS) ; 514 encrypt _bl ock) ;
449 } 515 ctx->ccm processed_data_l en += remai nder;
516 ctx->ccmrenai nder _len = 0;
451 do { 517
452 /* Unprocessed data fromlast call. */ 518 goto out;
453 if (ctx->ccmremainder_len > 0) { 519 }
454 need = bl ock_size - ctx->ccmrenainder_|en; 520 ctx->ccm copy_to = NULL;
456 if (need > renuinder) 522 } while (remainder > 0);
457 return (CRYPTO ENCRYPTED DATA LEN RANGE);
524 out:
459 bcopy(datap, & (uint8_t *)ctx->ccmremainder) 525 return (CRYPTO_SUCCESS);
460 [ctx->ccm remai nder_| en], need); 526 }
462 bl ockp = (uint8_t *)ctx->ccmrenainder; 528 int
463 } else { 529 ccm decrypt _final (ccmctx_t *ctx, crypt o_data_t *out, size_t block_size,
464 bl ockp = dat ap; 530 int (*encrypt bl ock) (const void *, const uint8_t *, uint8_t *),
465 } 531 voi d (*copy_block)(const uint8 t *, uint8_ t *);
532 voi d (*xor_bl ock) (const uint8_t *, ui nt8 t *))
467 /* Cal cul ate the counter node, ccmchb is the counter block */ 529 voi d (*copy_block)(uint8_ t *, uint8_t
468 cbp = (uint8_t *)ctx->ccmtnp; 530 void (*xor_block)(uint8_t *, uint8_t *))
469 encrypt _bl ock(ctx->ccm keysched, (uint8_t *)ctx->ccmch, chp); 533 {
534 size_t mac_renmin, pt_|len;
471 /* 535 uint8_t *pt, *mac_buf, *macp, *ccm.nac_p;
472 * Increment counter. 536 int rv;
473 * Counter bits are confined to the bottom64 bits
474 */ 538 pt_len = ctx->ccmdata_l en;
475 counter = ntohll (ctx->ccmcb[1] & ctx->ccm counter_nask);
476 counter = htonll(counter + 1); 540 /* Make sure output buffer can fit all of the plaintext */
477 counter &= ctx->ccm counter_mask; 541 if (out->cd_length < pt_len) {
478 ctx->ccmceb[1] = 542 return (CRYPTO DATA LEN RANGE);
479 (ctx->ccmceb[1] & ~(ctx->ccmcounter_nmask)) | counter; 543 }
481 /* XOR with the ciphertext */ 545 pt = ctx->ccm pt_buf;
482 xor _bl ock( bl ockp, cbp); 546 mac_remain = ctx->ccm processed_data_l en;
547 mac_buf = (uint8_t *)ctx->ccm.nac_buf;
484 /* Copy the plaintext to the "holding buffer" */
485 resultp = (uint8_t *)ctx->ccmpt_buf + 549 macp = (uint8_t *)ctx->ccmtnp;
486 ct x->ccm processed_data_l en;
487 copy_bl ock(cbp, resultp); 551 while (mac_remain > 0) {
489 ctx->ccm processed_data_| en += bl ock_si ze; 553 if (mac_remain < bl ock_size) {
554 bzero(macp, bl ock_size);
491 ctx->ccm | astp = bl ockp; 555 bcopy(pt, macp, mac_remain);
556 mac_remain = 0O;
493 /* Update pointer to next block of data to be processed. */ 557 } else {
494 if (ctx->ccmremainder_len !=0) { 558 copy_bl ock(pt, macp);
495 datap += need; 559 mac_remai n -= bl ock_si ze;
496 ctx->ccmremi nder _len = 0; 560 pt += bl ock_si ze;
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561

563
564
565
566

568
569
570

572
573
574
575
576
577
578
579
580
581
582
583 }

}

/* cal culate the CBC MAC */
xor _bl ock(nmacp, mac_buf);
encrypt _bl ock(ct x->ccm keysched mac_buf, mac_buf);

}

/* Cal culate the CCM MAC */
ccmmac_p = (uint8_t *)ctx->ccmtnp;
cal cul ate_ccm mac((ccmetx_t *)ctx, ccmmac_p, encrypt_bl ock);
/* conpare the input CCM MAC value with what we cal cul ated */
if (bcnp(ctx->ccm mac_i nput_buf, ccmmac_p, ctx->ccmnac_|len)) {
/* They don’t match */
return (CRYPTO | NVALI D_NAC) :
} else {
rv = crypto_put_out put_data(ctx->ccmpt_buf, out, pt_len);
if (rv 1= CRYPTO SUCCESS)
return (rv);
out->cd_of fset += pt_I en;

}
return ( CRYPTO_SUCCESS);

__unchanged_portion_onitted_

767 |*

768 * The follow ng function should be call at encrypt or decrypt init time
769 * for AES CCM node.

770 */
771 int

772 ccminit(cecmetx_t *ctx,

773
774
775
773
776 {
777
778
779
780

782

784
785
786
787
788
789
790
791
792

794
795
796

800
801

803
804
805
806

unsi gned char *nonce, size_t nonce_len,

unsi gned char *auth_data, size_t auth_data_len, size_t block_size,
int (* encrypt bl ock) (const void *, const uint8_t *, uint8_t *),
voi d (*xor_block) (const uint8_t *, uint8_t *))

void (*xor_block)(uint8_t *, uint8_t *))

uint8_t *mac_buf, *datap, *ivp, *authp;

size_t renmminder, processed;

uint8_t encoded_a[10]; /* max encoded auth data length is 10 octets */
size_t encoded_a_len = 0;

mac_buf = (uint8_t *)&(ctx->ccm mac_buf);
/*
* Format the 1st block for CBC-MAC and construct the

* 1st counter bl ock.

*

* aes_ctx->ccmiv is used for storing the counter bl ock
* mac_buf will store b0 at this tine.

*/

cc

m format _initial _bl ocks(nonce,
auth_data_l en,

nonce_l en,
mac_buf, ctx);

/* The IV for CBC MAC for AES CCM node is al ways zero */
ivp = (uint8_t *)ctx->ccmtnp;
bzero(ivp, block_size);

xor _bl ock(ivp, mac_buf);

/* encrypt the nonce */
encrypt _bl ock(ct x->ccm keysched, nac_buf, mac_buf);
/* take care of the associated data, if any */
if (auth_data_len == 0) {
return (CRYPTO SUCCESS);
}
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808
810

812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829

831
832
833
834
835
836
837
838
839
840
841
842
843
844
845

847
848

850

852
853

855
856
857
858
859
857
860
861
862

864
865

867
868
869
870

encode_adat a_| en(aut h_data_| en, encoded_a, &encoded_a_len);

remai nder = auth_data_l en;

/* 1st block: it contains encoded associ ated data, and sone data */
authp = (uint8_t *)ctx->ccmtnp;
bzero(aut hp, bl ock_si ze);
bcopy(encoded_a, authp, encoded_a_|len);
processed = bl ock_size - encoded_a_l en;
1 f (processed > auth_data_len) {
/* in case auth_data is very small */
processed = auth_data_l en;

bcopy(aut h_data, authp+encoded_a_l en,
/* xor with previous buffer */
xor _bl ock(aut hp, mac_buf);
encrypt _bl ock(ctx->ccm keysched, nac_buf,
remal nder -= processed;
if (remai nder == 0)
/* a smal|l anount of associated data, it's all done now */
return (CRYPTO_SUCCESS);

processed);

mac_buf);

do {
if (remai nder < block_size) {
/*

* There's not a block full of data, pad rest of
* buffer with zero
*/

bzero(aut hp, block_size);
bcopy( &( aut h_dat a[ pr ocessed] ),
datap = (ui nt8_t *)authp;
remai nder = 0;

aut hp, remainder);

} else {
datap = (uint8_t *)(& auth_data[processed]));
processed += bl ock_si ze;
remai nder -= bl ock_si ze;

}

xor _bl ock(dat ap, mac_buf);
encrypt _bl ock(ctx->ccm keysched, mac_buf, nmac_buf);
} while (remainder > 0);

return (CRYPTO_SUCCESS);
}

int

ccminit_ctx(ccmcetx_t *cecmctx, char *param int knflag,

bool ean_t is_encrypt_init, size_t block_size,
int (*encrypt_block)(const void *, const uint8_t *, uint8_t *),
voi d (*xor_bl ock)(const uint8_t *, uint8_t *))
void (*xor_block)(uint8_t *, uint8_t *))
{
int rv;
CK_AES_CCM PARAMS *ccm par am
if (param!= NULL) {
ccm param = (CK_AES_CCM PARAMS *) (void *)param
if ((rv = ccmvalidate_args(ccm param
is_encrypt_init)) I'=0)
return (rv);
}

10
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873
874
875
876
877
878
879
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883
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886

888
889
890
891
892
893
894
895
896
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898
899
900
901
902
903
904
905
906
907

#i f def

#el se

#endi f

out:

908 }
__unchanged_portion_omtted_

ccm ct x->ccm mac_| en = ccm par am >ul MACSi ze;
if (is_encrypt_init) {
ccm ct x->ccmdata_l en = ccm par am >ul Dat aSi ze;
} else {
ccmctx->ccmdata_len =
ccm par am >ul Dat aSi ze - ccm ct x->ccm nac_| en;
ccm ct x->ccm processed_nac_l en = 0;

ccm ct x->ccm processed_data_|l en = 0;

ccm ctx->ccm flags | = CCM_MODE;

} else {
rv = CRYPTO_MECHANI SM_PARAM | NVALI D;
goto out;

}

if (ccminit(ccmctx, ccmparam >nonce, ccm param >ul NonceSi ze,
ccm par am >aut hDat a, ccm par am >ul Aut hDat aSi ze, bl ock_si ze,

encrypt _bl ock, xor_block) != 0)
rv = CRYPTO_MECHANI SM_PARAM | NVALI D
goto out;

if (lis_encrypt_init)
/* allocate buffer for storing decrypted plaintext */

_KERNEL
ccm ct x->ccm pt _buf = knmem al | oc(ccm ct x->ccm data_| en,
knfl ag);
ccm ct x->ccm pt _buf = nalloc(ccmctx->ccmdata_|en);
if (ccmctx->ccmpt_buf == NULL) {
rv = CRYPTO HOST MEMCORY;
}
}

return (rv);
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CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

/*

* Copyright 2015 by Saso Kisel kov. Al rights reserved.
*

/

#i f ndef _KERNEL

#i ncl ude <strings. h>

#include <linmts. h>

#i ncl ude <assert.h>

#i ncl ude <security/cryptoki.h>
#endi f

#i ncl ude <sys/types. h>

#define | NLI NE_CRYPTO _GET_PTRS
#i ncl ude <nodes/ nodes. h>

#i ncl ude <sys/crypto/ cormon. h>
#i ncl ude <sys/crypto/inpl.h>
#i ncl ude <sys/ byt eorder. h>

#i ncl ude <sys/cmm_err. h>

bool ean_t ctr_fastpath_enabl ed = B_TRUE;

/*
* Encrypt and decrypt nultiple blocks of data in counter node.
*/

int

ctr_node_conti guous_bl ocks(ctr_ctx_t *ctx, char *data, size_t |ength,
crypto_data_t *out, size_t block_size,
int (*cipher)(const void *ks, const uint8_t *pt, uint8_t *ct),
voi d (*xor_bl ock)(const uint8_t *, uint8_t *),
int (*cipher_ctr)(const void *ks, const uint8_t *pt, uint8_t *ct,
uint64_t len, uint64_t counter[2]))
void (*xor_block)(uint8_t *, uint8_t *))

size_t remminder = |ength;

size_t need;

uint8_t *datap = (uint8_t *)data;
uint8_t *bl ockp;
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104

106
107

109
110

112
113
114
115

117
118
119

121

123
124
125
126

uint8_t *lastp;

void *iov_or_np;

of fset _t offset;

uint8_ t *out_data_1;

uint8_t *out_data_2;

size_t out_data_1_|en;

uint64_t | ower_counter, upper_counter;

/
CTR encryption/decryption fastpath requirenents:
- fastpath is enabl ed
- algorithmspecific acceleration function is available
- input is block-aligned
- the counter value won't overflow the |ower counter mask
* - output is a single contiguous region and doesn’t alias input
*
/
if (ctr_fastpath_enabled & cipher_ctr !'= NULL &&
ctx->ctr_renainder _len == 0 & (length & (bl ock_size - 1)) == 0 &&
ntohl | (ctx->ctr_cb[1]) <= ctx->ctr_|l ower_nask -
length / block_size &% CRYPTO DATA | S_SI NGLE_BLOCK(out)) {
ci pher_ctr(ctx->ctr_keysched, (uint8_t *)data,
CRYPTO_DATA_FI RST_BLOCK(out), length, ctx->ctr_cb);
out->cd_of fset += | ength;
return ( CRYPTO_SUCCESS) ;

* ok kb F o

}

if (length + ctx->ctr_renainder_len < block_size) {

/* accunul ate bytes here and return */

bcopy( dat ap,
(uint8_t *)ctx->ctr_renmninder + ctx->ctr_renainder_|en,
I ength);

ctx->ctr_remai nder _l en += | ength;

ctx->ctr_copy_to = datap;

return (CRYPTO_SUCCESS) ;

(uint8_t *)ctx->ctr_cb;
I'= NULL)
crypto_init_ptrs(out, & ov_or_np, &offset);
/* Unprocessed data fromlast call. */
if (ctx->ctr_remainder_len > 0) {
need = bl ock_size - ctx->ctr_remainder_|en;

if (need > renuinder)
return (CRYPTO DATA LEN RANCE);

bcopy(datap, &((uint8_t *)ctx->ctr_remainder)
[ctx->ctr_remai nder_| en], need);

bl ockp = (uint8_t *)ctx->ctr_remainder;
bl ockp = dat ap;
/* ctr_cb is the counter block */
ci pher (ctx->ctr_keysched, (uint8_t *)ctx->ctr_cbh,
(uint8_t *)ctx->ctr_tnp);
lastp = (uint8_t *)ctx->ctr_tnp;

/*
* Increment Counter.
*/

| ower _counter = ntohll (ctx->ctr_cb[1l] & ctx->ctr_| ower_nask);



new usr/ src/ common/ crypt o/ nodes/ctr.c

127
128
129
130

132
133
134
135
136
137
138
139
140
141

143
144
145
146

148
149
150
151
152
153
154
155
156
157

159
160
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182
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184
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190
191

out:

192 }

| ower _counter = htonl!| (Il ower_counter + 1);

| ower _counter &= ctx->ctr_| ower rmsk;

ctx->ctr_cb[1] = (ctx->ctr_cb[1] & ~(ctx->ctr_| ower_mask)) |
| ower _counter;

/* wap around */
if (lower_counter == 0) {
upper _counter =
ntohl | (ctx >ctr_cb[0] & ctx->ctr_upper_mask);
upper _counter = htonl | (upper_counter + 1);
upper_counter &= ctx->ctr_upper_mask;
ctx->ctr_cbh[0] =
(ctx->ctr_cb[0] & ~(ctx->ctr_upper_nask)) |
upper _counter;

}

/*
* XOR encrypted counter block with the current clear block.
*/

xor _bl ock( bl ockp, Iastp);

if (out == NULL) {
if (ctx->ctr_remainder_len > 0) {
bcopy(l astp, ctx->ctr_copy_to,
ctx->ctr_renai nder _| en);
bcopy(lastp + ctx->ctr_remai nder_| en, datap,
need) ;

} else {
crypto_get _ptrs(out, & ov_or_np, &offset, &out_data_1,
&out _data_1_len, &out_data_2, block_size);

/* copy block to where it belongs */
bcopy(lastp, out_data_1, out_data_1_len);
if (out_data_2 != NULL)
bcopy(l astp + out_data_1_|len, out_data_2,
bl ock_size - out_data_1 Ien)

}
/* update offset */
out - >cd_of f set += bl ock_si ze;

}
/* Update pointer to next block of data to be processed. */
if (ctx->ctr_remainder_len != 0)
datap += need;
ctx->ctr_remainder_len = 0;
} else {
datap += bl ock_si ze;
}

remai nder = (size_t)&data[length] - (size_t)datap;

/* Inconplete |ast block. */

if (remainder > 0 & renmi nder < bl ock_size) {
bcopy(datap, ctx->ctr_remai nder, remainder);
ctx->ctr_remai nder _| en = renai nder;
ctx->ctr_copy_to = datap;
goto out;

}
ctx->ctr_copy_to = NULL;

} while (remainder > 0);

return (CRYPTO SUCCESS);

__unchanged_portion_omtted_
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233 int

234 ctr_init_ctx(ctr_ctx_t *ctr_ctx, ulong_t count, uint8_t *cb,
235 voi d (*copy_bl ock) (const uint8_t uint8_t *))

208 void (*copy_block)(uint8_t *, uint8_t *))

236 {

237 ui nt64_t upper_nask = O;

238 uint64_t | ower_mask = O;

240 if (count == 0 || count > 128)

241 return (CRYPTO MECHAN SM PARAM | NVALI D) ;
242 1

243 /* upper 64 bits of the mask */

244 if (count >= 64) {

245 count -= 64,

246 upper _mask = (count == 64) ? U NT64_MAX : (1ULL << count)
247 | ower _mask = Ul NT64_NAX;

248 } else {

249 /* now the |ower 63 bits */

250 | ower _mask = (1ULL << count) - 1;

251

252 ctr_ctx->ctr_|l ower_mask = hto I(Iower mask) ;

253 ctr_ctx->ctr_upper_mask = htonl | (upper_mask);

255 copy_bl ock(ch, (uchar t *)ctr_ctx->ctr_ch);

256 ctr_ctx->ctr_lastp = (uint8_t *)&tr_ctx->ctr_cb[0];
257 ctr_ctx->ctr_flags | = CTR_MODE;

258 return (CRYPTO SUCCESS);

259 }

__unchanged_portion_omtted_

1
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.

27 */

29 #ifndef _KERNEL

30 #include <strings. h>

31 #include <limts.h>

32 #include <assert.h>

33 #include <security/cryptoki.h>
34 #endif

36 #include <sys/types. h>

37 #define | NLI NE_CRYPTO GET_PTRS
38 #i ncl ude <nodes/ nodes. h>

39 #include <sys/crypto/common. h>
40 #include <sys/crypto/inpl.h>

42 bool ean_t echb_fastpath_enabl ed = B_TRUE;

44 | *

45 * Al gorithmindependent ECB functions.

46 * ‘cipher’ is a single-block version of the cipher function to be perforned
47 * on each input block. ‘cipher_ecbh’ is an optional paranmeter, which if

48 * passed and the input/output conditions allowit, will be invoked for the
49 */entire input buffer once to accelerate the operation.

50 *

51 int

52 ecb_ci pher _conti guous_bl ocks(ecb_ctx_t *ctx, char *data, size_t |ength,

53 crypto_data_t *out, size_t block_size,

54 int (*cipher)(const void *ks, const uint8_t *pt, uint8_t *ct),

55 int (*cipher_ech)(const void *ks, const uint8_t *pt, uint8_t *ct,

56 uint64_t len))

44 ( int (*cipher)(const void *ks, const uint8_t *pt, uint8_t *ct))

57

58 size_t renminder = |ength;

59 size_t need;

60 uint8_t *datap = (uint8_t *)data;
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61 uint8_t *bl ockp;

62 uint8_t *lastp;

63 voi d *iov_or_np;

64 of fset _t offset;

65 uint8_t *out_data_1;

66 uint8_t *out_data_2;

67 size_t out_data_1_len;

69 /*

70 * ECB encryption/decryption fastpath requirenents:

71 * - fastpath is enabl ed

72 * - caller passed an accel erated ECB version of the cipher function
73 * - input is block-aligned

74 * - output is a single contiguous region or the user requested that
75 * we overwite their input buffer (input/output aliasing allowed)
76 */

77 if (ecb_fastpath_enabl ed & cipher_ecb != NULL &&

78 ctx->ecb_renuninder _Ien == 0 & |l ength % bl ock_si ze == 0 &&
79 (out == NULL || CRYPTO DATA IS SINGLE BLOCK(out))) {

80 if (out == NULL)

81 ci pher _ecb(ct x->ecb_keysched, (uint8_t *)data,
82 (uint8_t *)data, |ength);

83 } else {

84 ci pher _ecb(ct x->ecb_keysched, (uint8_t *)data,
85 CRYPTO_DATA_FI RST_BLOCK(out), |ength);

86 out->cd_of fset += |ength;

87 }

88 return (CRYPTO_SUCCESS) ;

89 }

91 if (length + ctx->ecb_renainder_len < block_size) {

92 /* accunul ate bytes here and return */

93 bcopy( dat ap,

94 (uint8_t *)ctx->ecb_renninder + ctx->ecb_renainder_|en,
95 I ength);

96 ctx->ecb_remai nder _l en += | ength;

97 ct x->ecb_copy_to = datap;

98 return (CRYPTO_SUCCESS) ;

99 }
101 lastp = (uint8_t *)ctx->ech_iv;
102 if (out !'= NULL)
103 crypto_init_ptrs(out, & ov_or_np, &offset);
105 do {
106 /* Unprocessed data fromlast call. */
107 if (ctx->ecb_remainder_len > 0) {
108 need = bl ock_size - ctx->ecb_renainder_|en;
110 if (need > renuinder)
111 return (CRYPTO DATA LEN_RANGE);
113 bcopy(datap, &((uint8_t *)ctx->ecb_remainder)
114 [ctx->ecb_remai nder_| en], need);
116 bl ockp = (uint8_t *)ctx->ech_remainder;
117 } else {
118 bl ockp = dat ap;
119 }
121 if (out == NULL) {
122 ci pher (ct x->ecb_keysched, bl ockp, bl ockp);
124 ctx->ecb_|l astp = bl ockp;
125 lastp = bl ockp;
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out:

171 }
__unchanged_portion_omtted_

if (ctx->ecb_renainder_|len > 0)
bcopy( bl ockp, ctx->ecb_copy_to,
ct x->ecb_r enai nder _| en);
bcopy(bl ockp + ctx->ecb_remai nder_| en, datap,
need) ;

} else {
ci pher (ct x->ecb_keysched, bl ockp, |astp);
crypto_get _ptrs(out, & ov_or_np, &offset, &out_data_1,
&out _data_1_| en, &out_data_2, block_size);

/* copy block to where it belongs */
bcopy(l astp, out_data_1, out_data_1_|en);
if (out_data_2 != NULL) {
bcopy(lastp + out_data_1_l|len, out_data_2,
bl ock_size - out_data_1_len);

/* update offset */
out - >cd_of f set += bl ock_si ze;

}
/* Update pointer to next block of data to be processed. */
if (ctx->ecb_remainder_len != 0)
datap += need;
ct x->ecb_remai nder _l en = 0;
} else {
datap += bl ock_si ze;
}

remai nder = (size_t)&data[length] - (size_t)datap;

/* Inconplete I ast block. */

if (remainder > 0 & renami nder < bl ock_size)
bcopy(datap, ctx->ecb_remai nder, remainder);
ct x->ecb_remai nder _| en = renai nder;
ct x->ecb_copy_to = datap;
goto out;

}
ct x->ech_copy_to = NULL;

} while (remainder > 0);

return (CRYPTO SUCCESS);
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/
*

21/

22 * Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 by Saso Kiselkov. Al rights reserved.
*
/

27 #ifndef _KERNEL

28 #include <strings. h>

29 #include <limts. h>

30 #include <assert. h>

31 #include <security/cryptoki.h>
32 #endif /* _KERNEL */

34 #include <sys/cmm_err. h>

35 #include <sys/types. h>

36 #include <sys/knmem h>

37 #define | NLI NE_CRYPTO GET_PTRS
38 #include <nodes/ nodes. h>

39 #include <sys/crypto/common. h>
40 #include <sys/crypto/inpl.h>
41 #include <sys/ byt eorder. h>

43 #define COUNTER_MASK 0x00000000f fffffffULL

45 #ifdef _KERNEL
46 #include <sys/sdt.h>
47 #endif /* _KERNEL */

49 #ifdef __and64

51 #ifdef _KERNEL

52 #include <sys/cpuvar. h> /* cpu_t, CPU*/

53 #incl ude <sys/x86_archext. h> /* x86_featureset, X86FSET *, CPU D * */
54 #incl ude <sys/disp. h> /* kpreenpt_di sable(), kpreenpt_enable */
55 /* Workaround for no XWMM kernel thread save/restore */

56 extern void gcm accel _save(void *savestate);

57 extern void gcmaccel _restore(void *savestate);

48 #defi ne KPREEMPT_DI SABLE kpreenpt _di sabl e()

49 #defi ne KPREEMPT_ENABLE kpreenpt _enabl e()

/* SET_ERROR */
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114

120

#if defined(lint) || defined
#def i ne GCM_ACCEL_SAVESTATE( nanme
#el se
#def i ne GCM_ACCEL_SAVESTATE( nane) \
/* stack space for xmmD--xmml5 and cr0 (16 x 128 bits + 64 bits) */ \
uint8_t nane[16 * 16 + 8] _ attribute_ ((aligned(16)))

lint)

(—
) uint8_t nanme[16 * 16 + 8]

#endi f

/*
* Disables kernel thread preenption and conditionally gcm accel _save() iff
* Intel PCLMJULQDQ support is present. Mist be bal anced by GCM ACCEL_EXIT.
* This nmust be present in all externally callable GCM functions which
* invoke GHASH operations using FPU accel erated inplenmentations, or call
* static functions which do (such as gcm encrypt_fastpathl128()).
*/
#defi ne GOM_ACCEL_ENTER \

GCM_ACCEL_SAVESTATE( savestate); \

do { \
if (intel_pclmulqdg_instruction_present()) { \
kpreenpt _di sabl e();
gcm accel _save(savestate); \
P\
" NOTE( CONSTCOND)  \
} while (0)

#define GCM ACCEL_EXI T \
do { \

if (intel_pclmulqdg_instruction_present()) { \
gcm accel _restore(savestate); \
kpreenpt _enabl e();
P\
_NOTE( CONSTCOND) \
} while (0)

#else /* _KERNEL */

#i ncl ude <sys/auxv. h>

#i ncl ude <sys/auxv_386. h>
#def i ne SET_ERROR(X) (x)
#def i ne KPREEMPT_DI SABLE
#def i ne KPREEMPT_ENABLE
#endif /* _KERNEL */

/* getisax() */
/* AV_386_PCLMJULQDQ bit */

extern void gcm nul _pcl nul gdg(uint64_t *x_in, uint64_t *y, uint64_t *res);

extern void gcminit_clnul (const uint64_t hash_init[2], uint8_t Htable[256]);

extern void gcm ghash_cl nul (ui nt64_t ghash[2], const uint8_t Ht able[256],
const uint8_t *inp, size_t length);

static inline int intel_pclmlqdg_instruction_present(void);

#else [* | __amd64 */

#defi ne GOM ACCEL_ENTER

#defi ne GOM_ACCEL_EXI T

#endif /* 1__and64 */

static int intel_pclmlqdg_instruction_present(void);

#endif /* __and64 */

struct aes_bl ock {

uint64_t a;
uint64_t b;
b
/*
* gemomul ()
* Performa carry-less nultiplication (that is, use XOR instead of the
* multiply operator) on *x_in and *y and place the result in *res.
*
* Byte swap the input (*x_in and *y) and the output (*res).
*
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121 * Note: x in, y, and res all point to 16-byte nunbers (an array of two
122 * 64-bit integers).

123 */

124 static inline void

78 void

125 gcm mul (uint64_t *x_in, uint64_t *y, uint64_t *res)

126 {

127 #ifdef __and64

128 if (intel _pclmlqdg_instruction_present()) {

129 /*

130 * FPU context will have been saved and kernel thread
131 * preenption disabled already.

132 */

83 KPREEMPT_DI SABLE;

133 gcm nmul _pcl mul qdg(x_in, y, res);

85 KPREEMPT_ENABLE;

134 } e

135 #endif [* __ arm64 */

136 {

137 static const uint 64 t R= OxelOOOOOOOOOOOOOOULL
138 struct aes_block z = {0, 0};

139 struct aes_bl ock v;

140 uint64_t x;

141 int i, j;

143 V. a
144 v.b

146 for (j =0; j <
147 X = ntoh _
148 for (i = i

149 if (x & 0x8000000000000000ULL) {
150 .a = v.a;

151 z.b ~= v.b;

152 }

153 i &
154 V.
155 v
156 } else {
157 V.
158 V.
159 }

160

161 }

162 res[ 0]
163 res[ 1]
164 }

165 }

< 64; i++, x <<=1

N

1ULL) {
(v.a << 63)|(v b >> 1);
(v.a > 1) »

DT T
nn

(v.a << 63)|(v.b >> 1);
v.a >> 1;

-

htonll (z.a);
htonll (z.b);

167 #define GHASH(c, d, t) \

168 do { \

169 xor _bl ock((uint8_t *)(d), (uint8_t *)(c)->gcmghash); \
170 gecmomul ((uint64_t *)(void *)(c)->gcm ghash, (c)->gcmH,
171 (uint64_t *)(void *)(t)); \

172 _NOTE( CONSTCOND)  \

173 } while (0)

123 (uint64_t *)(void *)(t));

175 bool ean_t gcm fast pat h_enabl ed = B_TRUE;

177 static void
178 gcm fastpath128(gcmctx_t *ctx, const uint8_t *data, size_t |ength,
179 uint8_t *out, bool ean_t encrypt,

180 int (*encrypt_bl ock)(const void *,

_ const uint8_t *, uint8_t *),
181 voi d (*xor_bl ock) (const uint8_t *,

uint8 t *),

\
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182 int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,
183 uint64_t *))

184 {

185 /* \When decrypting, ‘data’ holds the ciphertext we need to GHASH. */
186 if (lencrypt) {

187 #ifdef __ and64

188 if (intel_pclmlqdg_instruction_present())

189 gcm ghash_cl mul (ct x- >gcm ghash, ctx->gcm H tabl e,
190 data, |ength);

191 el se

192 #endif /* __and64 */

193 for (size_t i =0; i <length; i += 16)

194 GHASH(ctx, &data[i], ctx->gcm ghash);

195 }

197 if (cipher_ctr != NULL) {

198 /*

199 * CCMis alnost but not quite like CTR GCMincrenents the
200 * counter val ue *before* processing the first input block,
201 * whereas CTR does so afterwards. So we need to I ncrenent
202 * the counter before calling CTR and decrenent it afterwards.
126 /*

127 * Encrypt nmultiple blocks of data in GCM node.
128 * is done in another function.
*/

204

206
207
208
209
210
211
212
213

215
216
217
218
219
220
221
222

224
225

227
228
229 t#if def
230
231
232
233
234 #endif
235
236

238
239
240

242
243 }

Decrypt for GCM node

uint64_t counter = ntohll (ctx->gcmcb[1]);

ctx->gcmcb[1] = htonll ((counter & ~COUNTER _MASK) |
((counter & COUNTER_MASK) + 1));

ci pher_ctr(ctx->gcm keysched, data, out,

counter = ntohll (ctx->gcmcb[1]);

ctx->gcmcb[1] = htonll ((counter & ~COUNTER MASK) |
((counter & COUNTER_MASK) - 1));

} else {
uint64_t counter = ntohll (ctx->gcmcb[1]);

for (size_t i =0; i <length; i += 16) {
/* LI NTED( E_BAD_PTR_CAST_ALI GN) */
*(uint64_t *)&ut[i] = ctx->gcmch[0];
/* LI NTED( E_BAD_PTR CAST ALI aN) */

*(uint64_t *)&ut[i + 8] = htonll (counter++);
encrypt _bl ock(ctx->gcm keysched, &out[i], &out[i]);
xor _bl ock(&data[i], &out[i]);
}
ctx->gcmcb[1] = htonll(counter);

}

/* \When encrypting, ‘out’ holds the ciphertext we need to GHASH. */
if (encrypt) {
__anmd64
if (intel_pclmul qdg_i nstruction_present())
gcm ghash_cl mul (ct x- >gcm ghash, ctx->gcm H tabl e,
out, length);
el se
/* __and64 */
for (size_t i =0; i <length; i += 16)
GHASH(ctx, &out[i], ctx->gcm ghash);

/* If no nore data cones in, the last block is the auth tag.
bcopy(&out[length - 16], ctx->gcmtnp, 16);
}

ctx->gcm processed_data_l en += | ength;

| ength, ctx->gcmch);

*/
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245 static int
246 gcm process_conti guous_bl ocks(gcmctx_t *ctx, char *data, size_t |ength,

247 crypto_data_t *out, size_t block_size, boolean_t encrypt,

130 int

131 gcm node_encrypt _conti guous_bl ocks(gcm ctx_t *ctx, char *data, size_t |ength,
132 crypto data_t *out, size_t bl ock_size,

248 int (*encrypt_bl ock)(const void *, const ui nt8_t *, uint8_t *),

249 void (*copy_bl ock)(const uint8_t *, uint8_t *),

250 voi d (*xor_bl ock)(const uint8_t *, uint8_t *),

251 int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,
252 uint64 t *))

134 voi d (*copy_bl ock) (uint8_t *, uint8 .t *),

135 void (*xor_block)(uint8_t *, uint8_t *))

253 {

254 size_t renminder = |ength;

255 size_t need;

256 uint8_t *datap = (uint8_t *)data;

257 ui nt8 t *bl ockp;

258 uint8_t *lastp;

259 void *iov_or_np;

260 of fset_t offset;

261 uint8_t *out_dat a_1;

262 uint8_t *out_data_2;

263 size_t out_data_1_|en;

264 uint64_t counter;

265 ui nt 64_ t count er_mask = ntohl | (0x00000000f fffffffULL);

266 int rv = CRYPTO SUCCESS;

268 GCM_ACCEL_ENTER;

270 /*

271 * GCM node fastpath requirenents:

272 * - fastpath is enabl ed

273 * - block size is 128 bits

274 * - input is block-aligned

275 * - the counter value won't overflow

276 */- output is a single contiguous region and doesn't alias input
277 *

278 if (gcmfastpath_enabl ed & bl ock_size == 16 &&

279 ctx->gcm renuni nder _| en == &% (length & (block_size - 1)) == 0 &&
280 ntohl | (ct x->gcm cb[ 1] & counter_mask) <= ntohl | (counter_mask) -
281 length / block_size & CRYPTO DATA | S SI NGLE_BLOCK(out)) {
282 gcm fast path128(ctx, (uint8_t *)data, |ength,

283 CRYPTO_DATA_FI RST_BLOCK( out), encrypt, encrypt_bl ock,
284 xor _bl ock, cipher_ctr);

285 out->cd_of fset += | ength;

286 goto out;

287 1

289 if (length + ctx->gcmremainder_len < block_size) {

290 /* accunul ate bytes here and return */

291 bcopy(dat ap

292 (uint8 t *)ctx->gcm remai nder + ctx->gcmremai nder_| en,
293 I ength);

294 ctx->gcmr enmi nder _l en += | ength;

295 ctx->gcm copy_to = datap;

296 goto out;

157 return (CRYPTO_SUCCESS);

297 }

299 lastp = (uint8_t *)ctx->gcmcbh;

300 if (out != NULL)

301 crypto_init_ptrs(out, & ov_or_np, &offset);

303 do {

304 /* Unprocessed data fromlast call. */
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305 if (ctx->gcmrenuninder_len > 0) {

306 need = bl ock_size - ctx->gcmrenainder_| en;

308 if (need > renminder) {

309 rv = SET_ERROR( CRYPTO_DATA LEN_RANGE) ;
310 goto out;

311 }

169 if (need > renuinder)

170 return (CRYPTO_DATA LEN RANGE);

313 bcopy(datap, &((uint8_t *)ctx->gcmrenainder)
314 [ ctx->gcm renai nder _| en], need);

316 bl ockp = (uint8_t *)ctx->gcmrenainder;

317 } else {

318 bl ockp = dat ap;

319

321 /* add ciphertext to the hash */

322 if (!encrypt)

323 GHASH( ct x, bl ockp, ctx->gcm ghash);

325 /*

326 * Increment counter. Counter bits are confined

327 * to the bottom32 bits of the counter block.

328 */

329 counter = ntohll (ctx->gcmcb[1] & counter_nask);

330 counter = htonll(counter + 1);

331 counter &= counter_mask;

332 ctx->gcmcb[1] = (ctx->gcmcb[1l] & ~counter_mask) | counter;
334 encrypt _bl ock(ct x->gcm keysched, (uint8_t *)ctx->gcmchb,
335 (uint8_t *)ctx->gcm tnp);

336 xor _bl ock(Dbl ockp, (uint8_t *)ctx >gcm t nmp);

338 lastp = (uint8_t *)ctx->gcmtnp;

340 ctx->gcm processed_data_| en += bl ock_si ze;

342 if (out == NULL) {

343 if (ctx->gcmrenainder_len > 0) {

344 bcopy( bl ockp, ctx->gcm copy_to,

345 ct x->gcm renai nder _| en) ;

346 bcopy(bl ockp™ + ctx->gcm remai nder _| en, dat ap,
347 need) ;

348 }

349 } else {

350 crypto_get_ptrs(out, & ov_or_np, &offset, &out_data_1,
351 &out _data_1_len, &out_data_2, block_ si ze);
353 /* copy block to where it bel ongs */

354 if (out_data_1_len == bl ock_size)

355 copy_block(l astp, out_data_1);

356 } else {

357 bcopy(l astp, out_data_1, out_data_1_|en);
358 if (out_data_2 != NULL)

359 bcopy(lastp + out_data_1_len,
360 out _data_2,

361 bl ock_size - out_data_1_len);
362 }

363 }

364 /* update offset */

365 out - >cd_of fset += bl ock_si ze;

366 }

368 /* add ciphertext to the hash */
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369
370

372
373
374
375
376
377
378

380

382
383
384
385
386
387
388
389

391
392
393

395
247
396

399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416

418
419
420
421
422
423
254
255
424
425
426
427

429
431

if (encrypt)
GHASH( ct x,

/* Update pointer to next block of data to be processed. */
if (ctx->gcmrenuninder_len !'= 0)

datap += need;

ctx->gcm remai nder _l en = 0;

ctx->gcm tnp, ctx->gcm ghash);

} else {
datap += bl ock_si ze;
}
remai nder = (size_t)&data[length] - (size_t)datap;

/* Inconplete | ast block. */

if (remainder > 0 && renminder < block_size) {
bcopy(dat ap, ctx->gcmrenai nder, renainder);
ctx->gcm remai nder _| en = remai nder;
ctx->gcm copy_to = datap;
goto out;

}
ctx->gcmcopy_to = NULL;
} while (remainder > 0);

out :

GCM_ACCEL_EXI T;

return (rv);

return ( CRYPTO_SUCCESS);
}
/ *

* Encrypt multiple blocks of data in GCM node.
* is done in another function.
S

Decrypt for GCM node

| * ARGSUSED* /
int
gcm node_encrypt _conti guous_bl ocks(gcm ctx_t *ctx, char *data,
crypto_data_t *out, size_t block_size,
int (*encrypt_block)(const void *, const uint8_t *, uint8_t *),
voi d (*copy_bl ock) (const uint8 t *, uint8_t *),
voi d (*xor_bl ock)(const uint8_t *, uint8_t *),
int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,

size_t length,

uinté4_t *))
{
return (gcm process_conti guous_bl ocks(ctx, data, |ength, out,

bl ock_si ze, B_TRUE, encrypt_bl ock, copy_bl ock, xor_bl ock,
ci pher_ctr));

}

/* ARGSUSED */

int

gcmencrypt _final (gcmctx_t *ctx, crypto_data_t *out,
int (*encrypt_bl ock)(const void *, const uint8_t *,

size_t bl ock_size,
uint8_t *),

voi d (*copy bl ock) (const uint8_t *, uint8_t *),
voi d (*xor_bl ock) (const uint8 t *, uint8 t *))
void (*copy block)(uint8_t *, “uint8_t *),

void (*xor_block)(uint8_t *, uint8_t *))

{
uint64_t counter_mask = ntohl | (0x00000000ffffffffULL);
uint8_t *ghash, *macp;
int i, rv;

GCM_ACCEL_ENTER;

if (out->cd_length < (ctx->gcmrenuinder_len + ctx->gcmtag_len)) {
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_len);

432 rv = CRYPTO DATA LEN RANGE;

433 goto out;

261 if (out->cd_length <

262 (ctx->gcmremainder_len + ctx->gcmtag_len)) {

263 return (CRYPTO DATA_LEN RANGE);

434 }

436 ghash = (uint8_t *)ctx->gcm ghash;

438 if (ctx->gcmremainder_len > 0) {

439 uint64_t counter;

440 uint8_t *tnpp = (uint8_t *)ctx->gcmtnp;

442 /*

443 * Here is where we deal with data that is not a
444 * multiple of the block size.

445 */

447 /*

448 * |Increment counter.

449 */

450 counter = ntohll (ctx->gcmcb[1] & counter_mask);
451 counter = htonll (counter + 1);

452 counter &= counter_nask;

453 ctx->gcmcb[1] = (ctx->gcmcb[1l] & ~counter_mask) | counter;
455 encrypt _bl ock(ct x->gcm keysched, (uint8_t *)ctx->gcmch,
456 (uint8_t *)ctx->gcmtnp);

458 macp = (uint8_t *)ctx->gcmremainder;

459 bzero(macp + ctx->gcm remai nder _| en,

460 bl ock_si ze - ctx->gcm remai nder _| en);

462 /* XOR with counter block */

463 for (i =0; i < ctx->gcmreminder_len; i++) {
464 macp[i] "= tnpp[i];

465 }

467 /* add ciphertext to the hash */

468 GHASH( ct x, macp, ghash);

470 ctx->gcm processed_data_| en += ctx->gcm renai nder _| en;
471 }

473 ctx->gcmlen_a len_c[1]

474 htonl'| (CRYPTO | BYTESZBI TS(ct x- >gcm processed_data_l en));
475 GHASH(ct x, ctx->gcmlen_a_|l en_c, ghash);

476 encrypt _| b ock(ct x->gcm keysched, (uint 8_t *)ctx->gcm JO,
477 (uint8_t *)ctx->gcmJO);

478 xor _bl ock((uint8_t *)ctx->gcmJO, ghash);

480 if (ctx- >gcm remai nder _|l en > 0)

481 rv = crypto_put_out put_dat a(macp, out, ctx->gcm remainder
482 if (rv 1= CRYPTO_SUCCESS)

483 goto out;

313 return (rv);

484 1

485 out->cd_of fset += ctx->gcm_remai nder _| en;

486 ctx->gcm renai nder _| en = O;

487 rv = crypto_put_out put _data(ghash, out, ctx->gcmtag_|en);
488 if (rv 1= CRYPTO SUCCESS)

489 goto out;

490 out->cd_of fset += ctx->gcmtag_|en;

491 out:

492 GCM ACCEL_EXI T;

493 return (rv);
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320 out->cd_of fset += ctx->gcmtag_|en; 364 outp[i] = datap[i] ”~ counterp[i];
538 }
322 ) return (CRYPTO_SUCCESS); 539 }
494
541 /* ARGSUSED */
496 [/ * 542 int
497 * This will only deal with decrypting the |last block of the input that 543 gcm node_decrypt _conti guous_bl ocks(gcm ctx_t *ctx, char *data, size_t |ength,
498 * mght not be a multiple of block |ength. 544 crypto_data_t *out, size_t block_size,
499 =/ 545 int (*encrypt bl ock)(const void *, const uint8_t *, uint8_t *),
500 /* ARGSUSED*/ 546 voi d (*copy_block)(const uint8 t *, uint8_ t *);
501 static void 547 voi d (*xor_bl ock)(const uint8 t *, uint8_t *),
502 gcm decrypt _i nconpl et e_bl ock(gcmctx_t *ctx, uint8_t *data, size_t length, 548 int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,
503 size_t Dblock_size, crypto_data_t *out, 549 uinted_t *))
330 gcm_decrypt i nconpl et e_bl ock(gcm_ ctx_t *ctx, size_t block_size, size_t index, 373 void (*copy_bl ock)(uint8_t *, uint8_t *),
504 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t *), 374 void (*xor_block)(uint8_t *, uint8_t *))
505 voi d (*xor_block) (const uint8_t *, uint8_t *)) 550 {
332 void (*xor_block)(uint8_t *, uint8_t *)) 551 int rv = CRYPTO_SUCCESS;
506 { 376 size_t new_| en;
334 uint8_t *datap, *outp, *counterp; 377 uint8_t *new,
507 uint64_t counter;
508 uint64_t counter_mask = ntohl | (0x00000000ffffffffULL); 553 GCM_ACCEL_ENTER;
337 int i;
555 I*
510 /* padd | ast block and add to GHASH */ 556 * Previous calls accunmulate data in the input buffer to make sure
511 bcopy(data, ctx->gcmtnp, |ength); 557 * we have the auth tag (the last part of the ciphertext) when we
512 bzero(((uint8_t *)ctx->gcmtnp) + |ength, 558 * receive a final () call.
513 si zeof (ctx->gcmtnp) - length); 380 * Copy contiguous ciphertext input blocks to plaintext buffer.
514 CGHASH( ct x, ctx->gcm tnp, ctx->gcm ghash); 381 * Ciphertext will be decrypted in the final.
559 *
516 /* 560 f (ctx->gcmlast_input_fill > 0) {
517 * I ncrenent counter. 561 /* Try to conplete the input buffer */
518 * Counter bits are confined to the bottom 32 bhits. 562 size_t to_copy = M N(length,
341 * Counter bits are confined to the bottom 32 bits 563 si zeof (ctx->gcm|ast_input) - ctx->gcmlast_input_fill);
519 */ 383 if (length > 0) {
520 counter = ntohll (ctx->gcmcb[1] & counter_mask); 384 new_ | en = ctx->gcm pt_buf_len + | ength;
521 counter = htonll (counter + 1); 385 #ifdef _KERNEL
522 counter &= counter_nmask; 386 new = knmem al | oc(new_| en, ctx->gcmknfl ag);
523 ctx->gcmcb[1] = (ctx->gcmcb[1l] & ~counter_nask) | counter; 387 bcopy(ctx->gcm pt _buf, new, ctx->gcm pt_buf_|en);
388 kmem free(ctx->gcm pt _buf, ctx->gcm pt_buf_len);
525 encrypt _bl ock(ct x->gcm keysched, (uint8_t *)ctx->gcmch, 389 t#el se
526 (UI nt8_t *)ctx->gcmtnp); 390 new = mal | oc(new_| en);
348 datap = (uint8_t *)ctx->gcmrenainder; 391 bcopy(ctx->gcm pt _buf, new, ctx->gcm pt_buf_|en);
349 outp = & (ctx->gcm pt_buf)[index]); 392 free(ctx->gcm pt _buf);
350 counterp = (uint8_t *)ctx->gcmtnp; 393 #endi f
394 if (new == NULL)
528 /* XOR with counter block */ 395 return (CRYPTO HOST_MEMORY) ;
529 for (size_t i =0; i < length; i++)
530 ((uint8_t *)ctx->gcmtnp)[i] "= data[i]; 565 bcopy(data, ctx->gcmlast_input + ctx->gcmlast_input_fill,
352 /* authentication tag */ 566 to_copy);
353 bzero((uint8_t *)ctx->gcmtnp, block_size); 567 data += to_copy;
354 bcopy(datap, (uint8_t *)ctx->gcmtnp, ctx->gcmrenainder_|en); 568 ctx->gcmlast_input_fill += to_copy;
569 length -= to_copy;
532 if (out !'= NULL)
533 (voi d) crypto_put_output_data((uchar_t *)ctx->gcmtnp, out, 571 if (ctx->gcmlast_input_fill < sizeof (ctx->gcmlast_input))
534 | ength); 572 /* Not enough input data to continue */
535 out - >cd_of fset += | ength; 573 goto out;
536 } else {
537 bcopy(ctx->gcm tnp, data, |ength); 575 if (I ength < ctx->gcmtag_len) {
356 /* add ciphertext to the hash */ 576 /*
357 CHASH( ct x, ctx->gcm tnp, ctx->gcm ghash); 577 * There isn't enough data ahead to constitute a full
578 * auth tag, so only crunch one input block and copy
359 /* decrypt remaining ciphertext */ 579 * the renmainder of the input into our buffer.
360 encrypt _bl ock(ctx->gcm keysched, (uint8_t *)ctx->gcmch, counterp); 580 */
581 = gcm process_conti guous_bl ocks(ctx,
362 /* XOR with counter block */ 582 (char *)ctx->gem | ast _i nput, bl ock_size, out,
363 for (i =0; i < ctx->gcmremainder_len; i++) { 583 bl ock_si ze, B_FALSE, encrypt_bl ock, copy_bl ock,
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584 xor _bl ock, cipher_ctr);
585 if (rv T= CRYPTO SUCCESS)
586 goto out;
587 ctx->gcm | ast_input_fill -= block_size;
588 bcopy(ctx->gcm | ast _i nput + bl ock_si ze,
589 ctx->gcm | ast _input, ctx->gemlast_input_fill);
590 bcopy(data, ctx- >gcm I ast _i nput +
591 ctx->gcm last_input _fill, length);
592 ctx->gcm last_input_filT += i engt h;
593 /* No nmore input left */
594 goto out;
397 ct x->gcm pt _buf = new;
398 ctx->gcm pt _buf _Ien = new_| en;
399 bcopy(data, &ctx->gcm pt_buf[ctx->gcm processed_data_|l en],
400 I ength);
401 ct x->gcm processed_data_l en += | engt h;
595
596 /*
597 * There is enough data ahead for the auth tag, so crunch
598 * everything in our buffer now and enpty it.
599 */
600 = gcm_process_conti guous_bl ocks(ctx,
601 (char *)ctx->gcm |l ast_input, ctx->gcmlast_input_fill,
602 out, bl ock_size, B_FALSE, encrypt_bl ock, copy_bl ock,
603 xor _bl ock, cipher_ctr);
604 if (rv !'= CRYPTO_SUCCESS)
605 goto out;
606 ctx->gcmlast_input_fill = 0;
607 }
608 /*
609 * Last input buffer is enpty, so what's |left ahead is bl ock-aligned.
610 * Crunch all the blocks up until the near end, which m ght be our
611 * auth tag and we nust NOT decrypt.
612 */
613 ASSERT(ct x->gcm | ast _input _fill == 0);
614 if (length >= block_size + ctx->gcmtag_|en)
615 size_t to_decrypt = (length - ctx->gcmtag_len) &
616 ~(bl ock_size - 1);
618 rv = gcm process_conti guous_bl ocks(ctx, data, to_decrypt, out,
619 bl ock_si ze, B_FALSE, encrypt_bl ock, copy_bl ock, xor_bl ock,
620 ci pher_ctr);
621 if (rv !'= CRYPTO_SUCCESS)
622 goto out;
623 data += to_decrypt;
624 length -= to_decrypt;
625 }
626 I*
627 * Copy the remainder into our input buffer, it’s potentially
628 * the auth tag and a |ast partial block.
629 */
630 ASSERT(| ength < sizeof (ctx->gcmlast_input));
631 bcopy(data, ctx->gcmlast_input, |ength);
632 ctx->gcm last _input _fill += length;
633 out:
634 GCM_ACCEL_EXI T;
636 return (rv);
404 ctx->gcm renai nder _| en = 0O;
405 return (CRYPTO_SUCCESS);
637 }
639 int
640 gcm decrypt _final (gcmecetx_t *ctx, crypt o_data_t *out, size_t block_size,
641 int (*encrypt bl ock) (const void *, const uint8_t *, uint8_t *);
642 voi d (*copy_block)(const uint8 t *, uint8_ t *);
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643
644
645

int
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voi d (*xor_bl ock)(const uint8_t *, uint8_t *),
(*cipher_ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,
uinté4_t *))
void (*xor_block)(uint8_t *, uint8_t *))

411

646 {

647
413
414
415
416
417
418
419
420

649
650
651
422

653

655
656
657
658

660
661
662
663
664
665
666
667

669
670
671

673
674
675
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
676
677
678
679
680
681

int rv = CRYPTO_SUCCESS;

size_t pt_len;

si ze_t remainder;

uint8_t *ghash;

uint8_t *bl ockp;

uint8_t *chp;

uint64_t counter;

uint64_t counter_mask = ntohl | (0x00000000ffffffffULL);
int processed = 0, rv;

/* Check there's enough data to at

if (ctx->gcmlast_input_fill
return (SET_ERROR(CRYPTO DATA LEN_ ;

ASSERT( ct x- >gcm processed_data_|l en == ct x- >gcm | pt buf

| east conpute a tag */
< ctx->gcmtag_| en)

_len);
GCM_ACCEL_ENTER;

/* Finish any unprocessed input */
if (ctx->gcmlast_input_fill > ctx->gcmtag_len) {
size_t last_blk_len = M N(bl ock_si ze,
ctx->gcmlast_input_fill - ctx->gcmtag_len);

/* Finish last full block */
if (last_blk_len >= block_size) {
rv = gcm process_contiguous_bl ocks(ct x,
(char *)ctx->gcm| ast_input, block_size, out,
bl ock_si ze, B_FALSE, encrypt_bl ock, copy_bl ock,
xor _bl ock, ci pher ctr)
if (rv 1= CRYPTO ) SUCCESS)
goto errout;

last _bl k_len -= bl ock_si ze;
ctx->gcm processed_data_| en += bl ock_si ze;
ctx->gcm | ast_input_fill -= block_size;

/* Shift what remains in the input buffer forward */
bcopy(ctx->gcm | ast _i nput + bl ock_si ze,
ctx->gcm | ast _i nput, ctx->gcmlast_input_fill);
pt _len = ctx->gcm processed_data_len - ctx->gcmtag_len;

ghash = (uint8_t *)ctx->gcm ghash;
bl ockp = ctx->gcm pt _buf;
remai nder = pt_|en;

whi | e (renal nder > 0) {
/* Inconplete |ast block */
if (remainder < block_size) {
bcopy(bl ockp, ctx->gcmrenainder, renainder);
ct x->gcm remai nder _| en = renai nder;
/*

* not expecting anynore ciphertext, just
* conpute plaintext for the renmining input
&/

gcm decrypt _i nconpl et e_bl ock(ctx, bl ock_si ze,
processed, encrypt_bl ock, xor_block);

ctx->gcm remai nder _| en = 0;

goto out;

}
/* Finish last inconplete block before auth tag */
if (last_blk_len > 0)
gcm decrypt _I nconpl et e_bl ock(ct x,
last _bl k_l en, bl ock_size, out,
xor _bl ock);

ctx->gcm | ast
encrypt _bl ock,

_input,

12
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442 /* add ciphertext to the hash */

443 GHASH( ct x, bl ockp, ghash);

683 ctx->gcm processed_data_l en += last_bl k_| en;

684 ctx->gcm last_input_fillT -= last_blk_|len;

445 /*

446 * | ncrenent counter.

447 */Oounter bits are confined to the bottom 32 bits

448 *

449 counter = ntohll (ctx->gcmcb[1] & counter_nmask);

450 counter = htonll(counter + 1);

451 counter &= counter_mask;

452 ctx->gcmcb[1] = (ctx->gcmcb[1l] & ~counter_mask) | counter;
686 /* Shift what remains in the input buffer forward */
687 bcopy(ctx->gcm | ast_i nput + | ast_bl k_I en,

688 ctx->gcm | ast _i nput, ctx->gcm|ast_i nput_fi 1);
689 }

690 /* Now the last_input buffer holds just the auth tag */
691 }

454 cbp = (uint8_t *)ctx->gcmtnp;

455 encrypt _bl ock(ctx->gcm keysched, (uint8_t *)ctx->gcmch, chp);
693 ASSERT(ct x->gcm | ast _input _fill == ctx->gcmtag_|en);

457 /* XOR with ciphertext */

458 xor _bl ock(cbp, bl ockp);

695 ctx->gcmlen_a len_c[1] =

696 ht onl'| (CRYPTO BYTES2BI TS( ct x- >gcm processed_data_| en));

697 GHASH(ct x, ctx->gcmlen_a len_c, ctx->gcm ghash);

460 processed += bl ock_si ze;

461 bl ockp += bl ock_si ze;

462 remai nder -= bl ock_si ze;

463 }

464 out:

465 ctx->gcmlen_a_len_c[1] = htonl| (CRYPTO BYTES2BI TS(pt_l en));

466 GHASH(ct x, ctx->gcmlen_a |len_c, ghash);

698 encrypt _bl ock(ct x->gcm keysched, (uint8_t *)ctx->gcmJo,

699 (uint8_t *)ctx->gcmJO);

700 xor _bl ock((uint8_t *)ctx->gcmJO, (uint8_t *)ctx->gcm ghash);

469 xor _bl ock((ui nt8_t *)ctx->gcmJO, ghash);

702 GCM _ACCEL_EXI T;

704 /* conpare the input authentication tag with what we cal cul ated */
705 if (bcnp(&ctx->gcm | ast_input, ctx->gcmghash, ctx->gcmtag_|len) != 0)
706 return (SET_ERROR(CRYPTO_| NVALI D_MAQ));

708 return (CRYPTO_SUCCESS);

710 errout:

711 GCM ACCEL_EXI T;

472 if (bcnp(&ctx->gcm pt_buf[pt_len], ghash, ctx->gcmtag_len)) {

473 /* They don’t match */

474 return (CRYPTO_I NVALI D_MAC) ;

475 } else {

476 rv = crypto_put_out put _data(ctx->gcm pt_buf, out, pt_len);
477 if (rv 1= CRYPTO_SUCCESS)

712 return (rv);

479 out->cd_offset += pt_len;

480 1

481 return (CRYPTO_SUCCESS);

713 }

715 static int
716 gcm val i dat e_ar gs( CK_AES_GCM PARAMS *gcm par am)

13
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717 {
718 size_t tag_len;
720 *
721 * Check the length of the authentication tag (in bits).
722 */
723 tag_l en = gcm param >ul TagBits;
724 switch (tag len) {
725 case 32
726 case 64
727 case 96:
728 case 104:
729 case 112:
730 case 120:
731 case 128:
732 br eak;
733 defaul t:
734 return (SET_ERROR( CRYPTO MECHANI SM PARAM | NVALI D)) ;
503 return (CRYPTO MECHANI SM_PARAM | NVALI D) ;
735 }
737 if (gcmparam >ul lvLen == 0)
738 return ( SET_ERROR(CRYPTO MECHANI SM PARAM | NVALI D)) ;
507 return (CRYPTO MECHANI SM_PARAM | NVALI D) ;
740 return (CRYPTO_SUCCESS);
741 }

743 | * ARGSUSED* /
744 static void

745 gcm format _initial

746
747
748
515
516
749 {
750
751
752
753
754

756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778

_bl ocks(uchar_t *iv,
size_t bl ock_size,

ulong_t iv_len,
gcmcetx_t *ctx,

voi d *copy bl ock)(const uint8_t *, uint8_t *),
voi d (*xor_bl ock) (const uint8 t *, uint8_t *))
voi d (*copy bl ock)(uint8_t *, uint8_t *),
void (*xor_block)(uint8_t *, uint8 t *))
uint8_t *cb;
ulong_t remai nder = |v _len;

ul ong_t processed
uint8_t *datap, ghash
uint64_t len_a_len_c[2];

ghash = (uint8_t *)ctx->gcm ghash;
cb = (uint8_t *)ctx->gcmcbh;

if (iv_len == 12)

ch, 12);

rooe

be used again in the final */
copy_bl ock(cbh, (uint8_t *)ctx->gcmJO);
} else {
/* CGHASH the IV */
do {
if (remainder < block_size) {
bzero(cb, bl ock_size);
bcopy( &(i v[ processed]), cb,
datap = (uint8_t *)cb;
remai nder = 0;
} else {
datap = (uint8_t *)(&iv[processed]));
processed += bl ock_si ze;
remai nder -= bl ock_si ze;

remai nder) ;
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779
780

782
783
784

786
787
788
789 }

791 /
792
793
794
795 i

796 gecminit(gemetx_t *ctx,

797 unsi gned char *auth_data, size_t auth_data_len, size_t block_size,
798 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t ¥),
799 void (*copy_block)(const uint8_t *, uint8_t *),

800 void (*xor_bl ock)(const uint8 .t *, uint8_t *))

567 void (*copy_bl ock)(uint8_t *, uint8_t *),

568 void (*xor_block)(uint8_t *, uint8_t *))

801 {

802 uint8_t *ghash, *datap, *authp;

803 size_t renminder, processed,

805 GCM_ACCEL_ENTER;

807 /* encrypt zero block to get subkey H */

808 bzero(ctx->gcmH, sizeof (ctx->gcmH));

809 encrypt _bl ock(ctx->gcm keysched, (ui nt8 _t *)ctx->gcmH,
810 (uint8_t *)ctx->gcmH);

812 gcm format _initial _bl OCkS(I v, iv_len, ctx, block_size,
813 copy_block, xor_bl ock);

815 #ifdef __and64

816 if (intel_pclml qdg_| |nstruct|on _present()) {

817 uint64_t H bswap64[2] = {

818 ntohl | (ct x->gcm H 0]), ntohll (ctx->gcm H 1])
819 ;

821 gcminit_clmul (H_bswap64, ctx->gcmH table);

822

823 #endi f

825 authp = (uint8_t *)ctx->gcmtnp;

826 ghash = (uint8_t *)ctx->gcm ghash;

827 bzero(aut hp, bl ock_si ze);

828 bzero(ghash, bl ock_size);

830 processed =

831 remai nder = th_dat a_len;

832 do {

833 if (remainder < block_size) {

834 /*

835 * There’'s not a block full of data, pad rest of
836 * buffer with zero

837 */

838 bzero(aut hp, block_size);

839 bcopy( &(aut h_dat a[ processed]), authp, renainder);
840 datap = (uint8_t *)authp;

841 remai nder = 0;

842 } else {

GHASH( ct x, datap, ghash);
} while (renminder > 0);

len_a_len_c[0] =
len_a_len_c[1] = ht onl | (CRYPTO_BYTES2BI TS(iv_l en));
GHASH(ctx, len_a_len_c, ctx->gcmJO);

/* JO will be used again in the final */
copy_bl ock((uint8_t *)ctx->gcmJO, (uint8_t *)ch);

*

* The following function is called at encrypt or decrypt init time
* for AES GCM node.

*/

nt

unsi gned char *iv, size_t iv_len,
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843
844
845
846

848
849

851
853

855
856

858
859
860
861
862
615
616
863
864
865
866
867
868
869

871
872

874
875
876

878
879
880

882
883
884

886
887
888
889
890
891

893
894
895
896
897
898
899
900

902
903
904
905
906

}

int

gcminit ctx(gcm ctx_t

out :

}

int

gmac_init_ctx(gcmctx_t

datap = (uint8_t *)(& auth_data[processed]));
processed += bl ock_si ze;
remai nder -= bl ock_si ze;

}

/* add auth data to the hash */
GHASH( ct x, datap, ghash);

} while (remainder > 0);
GCM ACCEL_EXI T;
return (CRYPTO_SUCCESS);

*gcm ct X,
int (* encrypt bl ock) (const void *

voi d (*copy_bl ock) (const uint8_t *,
voi d (*xor_bl ock) (const uint8 t *,
void (*copy_bl ock) (uint8_t *, uint8_t *),
void (*xor_block)(uint8_t *, uint8_t *))

char *param size_t block_size,
const uint8_t *, uint8_t *),
uint8_t *),

/*

* No GHASH invocations in this function and gcminit does its own
* FPU saving, so no need to GCM ACCEL_ENTER/ GCM ACCEL_EXI T here.
*/

int rv;

CK_AES_GCM PARAMS *gcm par am

if (param!= NULL) {
gcm param = ( CK_AES_GCM PARAMS *) (void *)param

if ((rv = gcmvalidate_args(gcmparam) != 0) {
return (rv);
}

gcmctx->gcmtag_| en = gcm param >ul TagBits;
gcm ctx->gcmtag_l en >>= 3;
gcm ct x- >gcm processed_data_l en = O;

/* these values are in bits */
gcm ctx->gcm |l en_a_|l en_c[ 0]
= htonl | (CRYPTO BYTES2BI TS(gcm par am >ul AADLen)) ;

rv = CRYPTO_SUCCESS;
gcem ct x->gem fl ags | = GCM_MCODE;
} else {
rv = CRYPTO_MECHANI SM_PARAM | NVALI D
goto out;

}

if (geminit(gecmctx, gecm param >plv, gcm param>ul | vien,
gcm par am >pAAD, gcm par am >ul AADLen, bl ock_si ze,
encrypt _bl ock, copy_bl ock, xor_block) !'= 0) {
rv = CRYPTO MECHANI SM PARAM | NVALI D;

}

return (rv);

*gcmctx, char *param size_t bl ock_size,
int (* encrypt bl ock) (const void *, const uint8_t *, uint8_t *),
voi d (*copy_block)(const uint8_ t *, uint8_ t *);

voi d (*xor_bl ock) (const uint8_t *, uint8_t *))

16
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655 void (*copy_bl ock)(uint8_t *, uint8_t *),
656 void (*xor_block)(uint8_t *, uint8_t *))
907 {
908 /*
909 * No GHASH invocations in this function and gcminit does its own
910 * FPU saving, so no need to GCM ACCEL_ENTER/ GCM ACCEL_EXI T here.
911 */
912 int rv;
913 CK_AES_GVAC_PARAMS *gmac_par am
915 if (param!= NULL) {
916 gmac_param = ( CK_AES_GVAC _PARAMS *)(void *)param
918 gcm ctx->gcm tag_|l en = CRYPTO_BI TS2BYTES( AES_GVAC _TAG BI TS) ;
919 gcm ct x- >gcm processed_data_l en = O;
921 /* these values are in bits */
922 gcm ctx->gcm |l en_a_|l en_c[ 0]
923 = htonl | (CRYPTO BYTES2BI TS( gnac_par am >ul AADLen) ) ;
925 rv = CRYPTO_SUCCESS;
926 gcm ct x->gem fl ags | = GVAC_MODE;
927 } else {
928 rv = CRYPTO_MECHANI SM_PARAM | NVALI D;
929 goto out;
930 }
932 if (gecminit(gecmcetx, gmac_param >plv, AES_GVAC | V_LEN,
933 gmac_par am >pAAD, gmac_par am >ul AADLen, bl ock_si ze,
934 encrypt _bl ock, copy_bl ock, xor_block) !'= 0) {
935 rv = CRYPTO MECHANI SM PARAM | NVALI D;
936
937 out:
938 return (rv);
939 }
____unchanged_portion_onitted_
980 #ifdef __and64
981 /*
982 * Return 1 if executing on Intel with PCLMULQDQ instructions,
983 * otherwise O (i.e., Intel w thout PCLMULQDQ or AMD64).
984 * Cache the result, as the CPU can’t change.
985 *
986 * Note: the userland version uses getisax(). The kernel version uses
987 * is_x86_featureset().
988 */
989 static inline int
735 static int
990 intel _pcl mul qdg_i nstructi on_present (voi d)
991 {
992 static int cached_result = -1;
994 if (cached_result == -1) { /* first time */
995 #ifdef _KERNEL
996 cached_result =
997 is_x86_feature(x86_featureset, X86FSET_PCLMULQDQ ;
998 t#el se
999 uint_t ui = 0;
1001 (void) getisax(&ui, 1);
1002 cached_result = (ui & AV_386_PCLMJLQDQ != O0;
1003 #endif /* _KERNEL */
1004 }
1006 return (cached_result);

17
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1007 }

__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.

27 */

29 #ifndef _KERNEL
30 #include <stdlib. h>
31 #endif

33 #include <sys/strsun. h>

34 #include <sys/types. h>

35 #include <nodes/ nodes. h>

36 #i nclude <sys/crypto/ common. h>
37 #include <sys/crypto/inpl.h>

39 /*

40 * Initialize by setting iov_or_np to point to the current iovec or np,

41 * and by setting current_offset to an offset within the current iovec or np.
*/

43 void
44 crypto_init_ptrs(crypto_data_t *out, void **iov_or_np, offset_t *current_offset)

46 of fset _t offset;

48 switch (out->cd_format) {

49 case CRYPTO_DATA RAW

50 *current _of fset = out->cd_offset;

51 br eak;

53 case CRYPTO DATA U O {

54 uio_t *uiop = out->cd_uio;

55 uintptr_t vec_idx;

57 of fset = out->cd_offset;

58 for (vec_idx = 0; vec_idx < uiop->uio_iovcnt &&
59 of fset >= ui op->uio_iov[vec_idx].iov_|en;
60 of fset -= uiop->uio_iov[vec_idx++].iov_|en)

61 ;
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114

116
117
118
119
120

122
123
124

*current _of fset = of fset;
*iov_or_np = (void *)vec_i dx;
br eak;
}
case CRYPTO DATA MBLK: {
mbl k_t *np;
of fset = out->cd_offset;
for (np = out->cd_np; np != NULL && offset >= MBLKL(np);
of fset -= MBLKL(np), np = np->b_cont)
*current _of fset = of fset;
*iov_or_np = np;
br eak;
} .
} /* end switch */
}
/*
* CGet pointers for where in the output to copy a block of encrypted or
* decrypted data. The iov_or_np argunent stores a pointer to the current
* jovec or np, and offset stores an offset into the current iovec or np.
*/
voi d

crypto_get_ptrs(crypto_data_t *out, void **iov_or_np, offset_t *current_offset,
uint8_t **out_data_1, size_t *out_data_1_len, uint8_t **out_data_2,
size_t ant)

of fset _t of fset;

switch (out->cd_format) {
case CRYPTO DATA RAW ({
iovec_t *iov;

of fset = *current_of fset;
iov = &out->cd_raw,
if ((offset + ant) <= iov->iov_len) {
/* one block fits */
*out _data_1l = (uint8_t *)iov->iov_base + offset;
*out _data_1l len = ant;
*out _data_2 = NULL;
*current _offset = offset + ant;

br eak;

}

case CRYPTO DATA U O {
uio_t *uio = out->cd_uio;
iovec_t *iov;
of fset_t offset;
uintptr_t vec_idx;
uint8_t *p;

of fset = *current_offset;

vec_idx = (uintptr_t)(*iov_or_np);

iov = &ui 0->ui o_iov[vec_idx];

p = (uint8_t *)iov->iov_base + offset;
*out _data_1l = p;

if (offset + amt <= iov->iov_|en)
/* can fit one block into this iov */
*out _data_1 len = ant;
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125
126
127
128
129
130
131
132
133
134
135
136
137
138
139

141
142
143

*out_data_2 = NULL
*current _offset = offset + ant;
} else {
/* one bl ock spans two iovecs */
*out_data_1_len = iov->iov_len - offset;
if (vec_idx == uio->uio_iovent)
return;
vec_| |dx++
iov = &ui o->uio_iov[vec_idx];
*out _data_2 = (uint8_t *)iov->i ov_base;
*current offset = ant - *out_data_1_ Ien

*jov_or_mp = (void *)vec_idx;
br eak;

}

case CRYPTO DATA MBLK: {
mbl k_t *np;
uint8_t *p;

= *current _of fset;
nblk *)*iov_or_np;
b_rptr + offset;

p;
ant) <= np->b_wptr) {
/* can fit one block into this nblk */
*out _data_1_len = ant;
*out_data_2 = NULL;
*current _offset = offset + ant;
} else {
/* one bl ock spans two nbl ks */
*out_data_1_len = _PTRD FF(np->b_wptr, p);
if ((mp = np->b_cont) == NULL)
return;
*out _data_2 = np- >b_rptr;
*current_offset = (amt - *out_data_1 len);

}
*jov_or_mp = np;
br eak;

}
} /* end switch */

}

voi d
crypto_free_node_ctx(void *ctx)
{

comon_ctx_t *comon_ctx = (common_ctx_t *)ctx;

switch (common_ctx->cc_flags &
( ECB_MODE| CBC_MODE| CTR_MODE| CCM_MCODE| GCM_MODE| GVAC_MXDE) ) {
case ECB_MODE:
#ifdef _KERNEL
kmem free(common_ct x, sizeof (ecb_ctx_t));
#el se
free(common_ctx);
#endi f
br eak;

case CBC_MODE:
#i fdef _KERNEL
kmem free(common_ctx, sizeof (cbc_ctx_t));
#el se
free(common_ctx);
#endi f
br eak;
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107 case CTR_MODE:

108 #i fdef _KERNEL

109 kmem free(comon_ctx, sizeof (ctr_ctx_t));
110 #el se

111 free(common_ctx);

112 #endif

113 br eak;

115 case CCM_MODE:

116 #i fdef _KERNEL

117 if (((ccmetx_t *)ctx)->ccmpt_buf !'= NULL)
118 kmem free(((ccmctx_t *)ctx)->ccm pt_buf,
119 ((ccmetx_t *)ctx)->ccmdata_len);
121 kmem free(ctx, sizeof (ccmcetx_t));

122 #el se

123 if (((ccmetx_t *)ctx)->ccmpt_buf !'= NULL)
124 free(((ccmetx_t *)ctx)->ccmpt_buf);
125 free(ctx);

126 #endi f

127 br eak;

129 case GCM_MODE:

130 case GVAC_MODE:

131 #ifdef _KERNEL

216 if (((gecmetx_t *)ctx)->gcmpt_buf !'= NULL)
217 kmem free(((gcmctx_t *)ctx)->gecm pt_buf,
218 ((gcmctx_t *)ctx)->gcm pt _buf_|en);
132 kmem free(ctx, sizeof (gcmctx_t));

133 #el se

222 if (((gcm ctx t *)ctx)->gcmpt_buf != NULL)
223 ee(((gcmetx_t *)ctx)->gcm pt_buf);
134 free(ct x)

135 #endi f

136

137 }

__unchanged_portion_omtted_
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/*

*
*

#i f ndef

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2009 Sun Mcrosystens, Inc. Al
Use is subject to license terns.

rights reserved.

Copyright 2015 by Saso Kisel kov. Al rights reserved.

COMMON_CRYPTO_MODES_H

#defi ne _COVMON_CRYPTO_MODES_H

#i f def

__cpluspl us

extern "C' {
#endi f

#i
#i
#i
#i
#i
#i
#i
#i
#i

#def i ne ECB_MODE
#def i ne CBC_MODE
#defi ne CTR_MODE
#def i ne CCM_MODE
#def i ne GCM_MODE
#def i ne GVAC_MODE

/

* Ok kR E R ¥ b %

ncl ude <sys/strsun. h>

ncl ude <sys/systm h>

ncl ude <sys/sysmacros. h>

ncl ude <sys/types. h>

ncl ude <sys/errno. h>

ncl ude <sys/rw ock. h>

ncl ude <sys/kmem h>

ncl ude <sys/crypto/ common. h>
ncl ude <sys/crypto/inpl.h>

0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000040

cc_keysched: Pointer to key schedul e.

cc_keysched_l en: Length of the key schedul e.

This is for residual data, i.e. data that can't
be processed because there are too few bytes.
Mist wait until nore data arrives.

cc_remai nder:
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ccC
cc
cC

cC
cC

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

*

*/

_remai nder _| en:
v
_lastp:

_copy_to:

_flags:

79 struct comon_ctx {

175
176
177
178
179
180
181
182

184
185
186
187
188
189
190
191
192
193
190
191
192
194
195
194
196
196
197
197
198
199
200
201
202
203
204
205

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

/
gc

gc

gc
gc
gc
gc
gc
gc
gc
gc

* Ok ok ok F R % O Sk Ok b R b R ok Sk Sk OF % O % Ok ok 3k

gc

voi d *cc_keysche
size_t cc_keysch
uint64_t cc_iv[2
uint64_t cc_rem
size_t cc_renmain
uint8_t *cc_last
uint8_t *cc_copy
uint32_t cc_flag

ne ccm keysched

ne ccm keysched_| en
ne ccmchb

ne ccmrengi nder

ne ccmrenai nder_|e
ne ccmlastp

ne ccmcopy_to

ne ccm fl ags

mtag_|en:

m ghash:

mH

m pt _buf:

m H table:

m pt _buf _len:
mH

mJo:

m t np:
mlen_a_len_c:

m knfl ag:

Nunber of bytes in cc_remainder.

Scratch buffer that sometines contains the IV,
Pointer to previous block of ciphertext.

data needs

Pointer to where encrypted residual
to be copied.

PROVI DER_OWNS_KEY_SCHEDULE

Wien a context is freed, it is necessary

to know whet her the key schedul e was al |l ocat ed

by the caller, or internally, e.g. an init routine.

If allocated by the latter, then it needs to be freed.

ECB_MODE, CBC_MODE, CTR_MODE, or CCM MODE

d;

ed_l en;

i nder[2];
der _l en;
p;

_to;

S,

_hnchanged_port ion_omtted_

ccm common. cc_keysched
ccm comon. cc_keysched_| en
ccm comon. cCc_i v
ccm comon. cc_r emai nder
n ccm common. cc_r enwri nder _| en
ccm comon. cc_| astp
ccm _common. cc_copy_t o
ccm common. cc_fl ags

Length of authentication tag.

Stores output fromthe GHASH function.

gcm processed_data_l en:

Length of processed plaintext (encrypt) or
I ength of processed ciphertext (decrypt).

Subkey.

Stores the decrypted plaintext returned by
decrypt_final when the conputed authentication
tag matches the user supplied tag.

Pi pel i ned Karatsuba nultipliers.
Length of the plaintext buffer.

Subkey.
Pre-counter block generated fromthe IV.
Tenp storage for ciphertext when padding i s needed.

64-bit representations of the bit |engths of
AAD and ci phertext.

Current value of knflag. Used only for allocating
the plaintext buffer during decryption.



new usr/ src/ common/ crypt o/ nodes/ nodes. h

new usr/ src/ common/ crypt o/ nodes/ nodes. h

206 *

207 * gcm.last_input: Buffer of (up to) two last blocks. This is used when
208 * input is not block-aligned and to tenporarily hold
209 * the end of the ciphertext streamduring decryption,
210 * since that could potentially be the GHASH auth tag
211 * whi ch we nust check in the final () call instead of
212 * decrypting it.

213 *

214 * gcmlast_input_fill: Nunber of bytes actually stored in gcmlast_input.
215 */

216 typedef struct gcmctx {

217 struct comon_ctx gcm conmon;

218 size_t gcmtag_len;

219 size_t gcm processed_data_| en;

210 size_t gcm pt_buf _|en;

211 uint32_t gcmtnp[4];

220 uint64_t gcm. ghash[Z]

221 uint64_t gecmH 2];

222 #ifdef __ and64

223 uint8_t gcmH tabl e[ 256] ;

224 #endif

225 uint64_t gcmJO[ 2] ;

226 uint64_t gemtnp[ 2]

227 uint64_t geml en_a_l en_c[2];

216 uint8_t *gcm pt_buf;

228 int gcmknfl ag;

229 uint8_t gcmlast_input[32];

230 size_t gcmlast_input_fill;

231 } gcmetx_t;
__unchanged_portion_omtted_

291 #define dc_flags dcu. dcu_ecb. ecb_common. cc_f 1 ags

292 #define dc_remainder_Ilen dcu. dcu_ecb. ecb_common. cc_r enmai nder _| en
293 #define dc_keysched dcu. dcu_ech. ecb_comon. cc_keysched

294 #define dc_keysched_| en dcu. dcu_ecb. ecb_conmmon. cc_keysched_I en
295 #define dc_iv dcu. dcu_ecb. ecb_comon. cc_i v

296 #define dc_lastp dcu. dcu_ecb. ecb_common. cc_I astp

298 extern int ecb_ci pher_contiguous_bl ocks(ecb_ctx_t *, char *, size_t,
299 crypto data_t *, size_t,

300 int (*cipher)(const void *, const uint8 t *, uint8 t *),

301 int (*cipher_ecb)(const void *, const uint8_t *, uint8_t *, uint64_t));
286 crypto_data_t *, size_t, int (*cipher)(const void *, const uint8_t *,
287 uint8.t *));

303 extern int cbc_encrypt_contiguous_bl ocks(cbc_ctx_t *, char *, size_t,
304 crypto_data_t *, size_t,

305 int (*encrypt)(const void *, const uint8_t *, uint8_t *),

306 voi d (*copy_bl ock)(const uint8_t *, uint8_t *),

307 voi d (*xor_bl ock) (const uint8_t *, uint8_t *),

308 int (*encrypt_cbc)(const void *, const ui nt8_t *,ouint8_t *,

309 const uint8_t *, uint64_t));

292 voi d (*copy_bl ock) (ui nt8_t *, uint8_t *),

293 void (*xor_block) (uint8_t *, uint8_t *));

311 extern int cbc_decrypt_contiguous_bl ocks(cbhbc_ctx_t *, cha
312 crypto data_t *, size_t,

r *, size_t,

313 int (*decrypt)(const void *, const uint8_t *, uint8_t *),

314 voi d (*copy_bl ock)(const uint8_t *, uint8_t *),

315 voi d (*xor_bl ock) (const uint8 t *, uint8_t *),

316 int (*decrypt_ech)(const void *, const ui nt8 t *, uint8_t *, uint64_t),
317 voi d (*xor_bl ock_range) (const uint8_t *, nt8_t *, uint64_t));

298 void (*copy_bl ock)(uint8_t *, uint8_t *)|

299 void (*xor_block)(uint8_t *, uint8_.t *));

319 extern int ctr_node_contiguous_bl ocks(ctr_ctx_t *, char *

, size_t,

320 crypto data_t *, size_t,

321 int (*cipher)(const void *, const uint8_t *, uint8_t *),
322 voi d ( xor _bl ock) (const uint8_t *, uint8_t *),

323 int (*ci pher _ctr)(const void *, const uint8_t *, uint8_t *,
324 uinté4_t *

304 void (* xor_bl ock) (uint8_t *, uint8_t *));

326 extern int ccmnode_encrypt_contiguous_bl ocks(ccmectx_t *, char
327 crypto data_t *, size_t,

328 int (* encrypt bl ock)(const void *, const uint8_t *, uint8_t
329 voi d (*copy_block)(const uint8_t *, uint S_t *),

330 voi d (*xor_block)(const uint8 t *, uint8 t *));

309 voi d (*copy bl ock) (uint8_t *, uint8_t *),

310 void (*xor_block)(uint8_ t *, uint8_t *)),

332 extern int ccm.node_decrypt _contiguous_bl ocks(ccmctx_t *, char
333 crypto data_t *, size_t,

334 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t
335 voi d (*copy_block)(const uint8 t *, uint8_ t *);

336 voi d (*xor_bl ock) (const uint8 t *, uint8 t *));

315 voi d (*copy_bl ock) (uint8_t *, uint8_t *);

316 void (*xor_block)(uint8_t *, uint8_t *)),

338 extern int gcm.node_encrypt _contiguous_bl ocks(gcmctx_t *, char
339 crypto data_t *, size_t,

340 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t
341 voi d (*copy_bl ock) (const uint8_t *, uint8_t *),

342 voi d ( xor _bl ock) (const uint8_ t *, uint8_t *),

343 int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *,
344 uinted_t *));

321 void (* copy_bl ock) (uint8_t *, uint8_t *),

322 void (*xor_block)(uint8_t *, uint8_t *));

346 extern int gcm node_decrypt_contiguous_bl ocks(gcmctx_t *, char
347 crypto_data_t *, size_t,

348 int (*encrypt_block)(const void *, const uint8_t *, uint8_t
349 voi d (*copy_bl ock) (const uint8_t *, uint8_t *),

350 voi d ( xor _bl ock) (const uint8_t *, uint8_t *),

351 int (*cipher_ctr)(const void *, const uint8_t *, uint8_t *,
352 uint64 t *));

327 void (*copy_ bl ock) (uint8 *, uint8_t *),

328 void (*xor_bl ock) (uint8_t *, uint8_t *));

354 int ccmencrypt_final (ccmcetx_t *, crypto_data_t *, size_t,

355 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t
356 voi d (*xor_bl ock)(const uint8_t *, uint8_t *));

332 void (*xor_block)(uint8_t *, uint8_t *));

358 int gcmencrypt_final (gcmctx_t *, crypto_data_t *, size_t,

359 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t
360 voi d (*copy bl ock) (const uint8_t *, uint8_t *),

361 voi d (*xor_bl ock) (const uint8 t *, uint8 t *));

336 void (*copy block)(uint8_t *, “uint8_t *),

337 void (*xor_block) (uint8_t *, uint8_t *));

363 extern int ccmdecrypt _final (ccmctx_t *, crypto_data_t *, size
364 int (* encrypt bl ock) (const void *, const uint8_t *, uint8_t
365 void (*copy_block)(const uint8_t *, uint8_t *),

366 voi d (*xor_bl ock) (const uint8 t *, uint8_t *));

341 void (*copy_bl ock) (uint8_t *, uint8_t *),

342 void (*xor_block)(uint8_t *, uint8_t *));

368 extern int gcmdecrypt_final (gcmctx_t *, crypto_data_t *, size
369 int (* encrypt bl ock) (const void *, const uint8_t *, uint8_t
370 voi d (*copy_block)(const uint8 t *, uint8_ t *);

371 voi d (*xor_bl ock) (const uint8 t *, uint8_ t *),

uint64_t,

*, size_t,

)

*, size_t,

),

*, size_t,

),

uint64_t,

*, size_t,

),

uint64_t,

t,

).

t,

),
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372 int (*ci pher _ctr)(const void *, const uint8_t *, uint8_t *, uint64_t,
373 uint64_t *)

346 void (* xor_bl ock) (uint8_t *, uint8_t *));

375 extern int ctr_node_final (ctr_ctx_t *, crypto_data_t *,

376 int (*encrypt_block)(const void *, const uint 8 *,oouint8_t *));
378 extern int cbc_init_ctx(chc_ctx_t *, char *, e_t, size_t,

379 voi d (*copy bl ock) (const uint8_t *, ui nt6 *));

352 voi d (*copy_block)(uint8_t *, uint64_t *));

381 extern int ctr_init_ctx(ctr_ctx_t *, ulong_t, uint8_t *,

382 voi d (*copy_bl ock)(const uint8_t *, uint8_t *));

355 void (*copy_block)(uint8_t *, uint8_t *));

384 extern int ccminit_ctx(ccmctx_t *, char *, int, boolean_t, size_t,
385 int (* encrypt bl ock) (const void *, const ui nt8t *,oui nt8t *Y,
386 void (*xor_block)(const uint8_t *, uint8 t *));

359 void (*xor_block)(uint8_t *, uint8_t *));

388 extern int gcminit_ctx(gcmctx_t *, char *, size_t,

389 int (* encrypt bl ock) (const void *, const uint8_t *, uint8_t *),
390 voi d (*copy_block)(const uint8 t *, uint8 t *);

391 voi d (*xor_bl ock) (const uint8 t *, uint8_t *)),

363 voi d (*copy_bl ock) (uint8_t *, uint8_t *);

364 void (*xor_bl ock)(uint8_t *, uint8_t *)),

393 extern int gnac_init_ctx(gcmctx_t *, char *, size_t,

394 int (*encrypt_block)(const void *, const uint8_t *, uint8_t *),
395 voi d (*copy bl ock) (const uint8_t *, uint8_t *),

396 voi d (*xor_bl ock) (const uint8 t *, uint8_t *));

368 void (*copy block)(uint8_t *, “uint8_t *),

369 void (*xor_block)(uint8_t *, uint8_t *));

398 extern void cal culate_ccmnmac(ccmecetx_t *, uint8_t *,
399 int (*encrypt_bl ock)(const void *, const uint8_t *, uint8_t *));

374 extern void gcmmul (uint64_t *, uint64_t *, uint64_t *);

401 extern void crypto_init_ptrs(crypto_data_t *, void **,
377 extern void crypto_get_ptrs(crypto_data_t *, void **,

of fset_t *);
of fset _t *,

378 uint8_t **, size_t *, uint8_t **, size_t);
403 extern void *ecb_alloc_ctx(int);

404 extern void *cbc_alloc_ctx(int);

405 extern void *ctr_alloc_ctx(int);

406 extern void *ccm al loc_ctx(int);

407 extern void *gcmal loc_ctx(int);

408 extern void *gnac_all oc_ctx(int);

409 extern void crypto_free_node_ctx(void *);

410 extern void gcmset_knflag(gcmctx_t *, int);

412 #if def
413 | *
414 * Get pointers for where in the output to copy a block of encrypted o
415 * decrypted data. The iov_or_np argunment stores a pointer to the cur
416 * iovec or np, and offset stores an offset into the current iovec or
417 */

418 static inline void

419 crypto get_ptrs(crypto_data_t *out,

I NLI NE_CRYPTO_GET_PTRS

voi d **iov_or_np,

t

r
rent

np.

of fset _t *current_of fset,

420 nt8 t **out_data_1, size t *out_data_1 len, uint8_t **out _data_ 2,
421 sl ze t ant)

422 {

423 of fset _t of fset;

425 switch (out->cd_format) {
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+ of fset;

p);

426 case CRYPTO DATA RAW {

427 iovec_t *iov;

429 of fset = *current_offset;

430 iov = &out->cd_raw,

431 if ((offset + anmt) <= iov->iov_len) {

432 /* one blockfits */

433 *out_data_1 = (UI nt8_t *)iov->iov_base
434 *out _data_1_len = ant;

435 *out _data_2 = NULL;

436 *current offset = offset + ant;

437 }

438 br eak;

439 }

441 case CRYPTO DATA U O {

442 uio_t *uio = out->cd_uio;

443 iovec_t *iov;

444 of fset _t offset;

445 uintptr_t vec_idx;

446 uint8_t *p;

448 of fset = *current_offset;

449 vec_idx = (uintptr_t)(*iov_or_np);

450 iov = &ui o->uio_iov[vec_idx];

451 p = (uint8_t *)iov->iov_base + offset;

452 *out _data_1l = p;

454 if (offset + amt <= iov->iov_len) {

455 /* can fit one block into this iov */
456 *out _data_1_len = ant;

457 *out _data_2 = NULL;

458 *current _offset = of fset + ant ;

459 } else {

460 /* one bl ock spans two iovecs */

461 *out _data_1l len = iov->iov_len - offset;
462 if (vec_idx == uio->uio_iovcnt)

463 return;

464 vec_| idx++

465 i ov &ui 0->ui o_i ov[vec_idx];

466 *out_dat a_2 = (uint8_t *)iov->iov_base;
467 *current_offset = ant - *out_data_1_|en;
468 }

469 *jiov_or_| = (void *)vec_idx;

470 br eak;

471 }

473 case CRYPTO DATA MBLK: {

474 nbl k_t *np;

475 uint8_t *p;

477 of fset = *current_offset;

478 mp = (mblk_t *)*iov_or rrp,

479 p = np->b_rptr + of fset;

480 *out_data_l = p;

481 if ((p+ anm) <= nmp->b_wptr) {

482 /* can fit one block into this nmblk */
483 *out_data_1_| Ien = ant;

484 *out _data_2 = NULL;

485 *current_offset = offset + ant;

486 } else {

487 /* one bl ock spans two nbl ks */

488 *out_data_1_len = _PTRD FF(np->b_wptr,
489 if ((mp = np->b_cont) == NULL)

490 return;

491 *out _data_2 = np->b_rptr;
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492 *current_offset = (amt - *out_data_1_len);

493 }

494 *jiov_or_np = np;

495 br eak;

496 }

497 } /* end switch */

498 }

499 #endif /* | NLI NE_CRYPTO GET_PTRS */

501 /*

502 * Checks whether a crypto_data_t object is conposed of a single contiguous
503 * buffer. This is used in all fastpath detection code to avoid the

504 * possibility of having to do partial block splicing.

505 */

506 #define CRYPTO DATA | S SINGLE BLOCK(cd) \

507 (cd I'= NULL && (cd->cd_format == CRYPTO DATA RAW || \

508 (cd->cd_format == CRYPTO DATA U O && cd->cd_ui 0->ui o_i ovent == 1) ||
509 (cd->cd_format == CRYPTO DATA_MBLK && cd->cd_np->b_next == NULL)))
511 /*

512 * Returns the first contiguous data buffer in a crypto_data_t object.

513 */

514 #define CRYPTO DATA FI RST BLOCK(cd) \

515 (cd->cd_format == CRYPTO_DATA RAW ? \

516 (void *)(cd->cd_raw i ov_base + cd->cd_offset) : \

517 (cd->cd_format == CRYPTO DATA U O ? \

518 (void *)(cd->cd_uio->uio_iov[0].iov_base + cd->cd_offset) : \

519 (void *)(cd->cd_np->b_rptr + cd->cd_offset)))

521 #ifdef __cplusplus

522 }

____unchanged_portion_onitted_
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions

11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.
24 # Copyright 2015 by Saso Kisel kov. Al rights reserved.

25 #

27 LIBRARY = libsoftcrypto.a

28 VERS = .1

30 incl ude ./ Makefile.com

32 AES _PSM OBJS = aes_and64.0 aes_intel.o aeskey.o
33 ARCFOUR_PSM OBJS = arcfour-x86_64. 0
34 Bl GNUM PSM OBJS = bi gnum antd64. o bi gnum and64_asm o

$(SRC)/1i b/ Makefile.lib
$(SRC)/1'i b/ Makefile.lib.64

36 include
37 include

39 CERRWARN += -_gcc=-Who-type-limts
40 CERRWARN += - _gcc=- Who- par ent heses
41 CERRWARN += -_gcc=-Wro-uninitialized

42 C99MODE = $(C99_ENABLE)

44 AES_PSM SRC =  $(AES_DI R)/ $( MACH64) / aes_antd64.s \
45 $(AES_DI R)/ $( MACH64) / aes_intel . s \
46 $(AES_DI R) / $( MACH64) / aeskey. c

47 ARCFOUR_PSM SRC = arcfour-x86_64.s
48 Bl GNUM PSM SRC = $( Bl GNUM DI R)/ $( MACH64) / bi gnum and64. ¢ \

49 $( Bl GNUM DI R) / $( MACH64) / bi gnum and64_asm s

51 # Sources need to be redefined after Makefile.lib inclusion.

52 SRCS = $(AES_SRC) $(ARCFOUR _SRC) $( Bl GNUM SRC) $( BLOWFI SH SRC) \
53 $(DES_SRC) $(MODES_SRC) $(DH SRC) $(DSA_SRC) $(RSA_SRC) \
54 $( PAD_SRC)

56 SRCDIR = $(SRC)/1i b/ pkcs11/1i bsoftcrypto/ comon

58 LIBS = $( DYNLI B) $(LINTLIB)

59 MAPFILEDI R = / common

61 CFLAGS += -xO4 -xcrossfile
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CPPFLAGS += -1 $(CRYPTODIR) -1$(UTSDIR) - D _POSI X_PTHREAD_SEMANTI CS
ASFLAGS += $(AS_PI CFLAGS) -P -D__STDC__ -D_ASM
BI GNUM_FLAGS += - DPSR_MJL

CLEANFI LES += ar cf our-x86_64. s
LDLI BS += -lcryptoutil -lc
LI NTFLAGS64 += $(EXTRA_LI NT_FLAGS)

. KEEP_STATE:

all: $( LI BS)

lint: $( SRCS)

install: al | $(ROOTLI BS64) $( ROOTLI NKS64) $( ROOTLI NT64)
pi cs/ % o: $(AES DI R)/ $(MACHE4)/ % c

$( COMPI LE. c) $(AES FLAGS) -0 $@ $<
$( POST_PROCESS

pi cs/ % o0: $(AES DI R)/ $( MACHG4) / % s
$( COMPI LE. s) $(AES FLAGS) -0 $@ $<
$( POST_PROCESS_0)

pi cs/ % o: $(BlI GNUM DI R)/ $( MACH64) / % c
$(COWPI LE. c) $(BI GNUM FLAGS) -0 $@ $<
$( POST_PROCESS_O)

pics/ % o: $(BI GNUM DI R)/ $( MACH64) / % s

$( COWPI LE64.s) $(BI GNUM_FLAGS) -0 $@ $<
$( POST_PROCESS_O

i ncl ude ../ Makefile.targ

ar cf our-x86_64.s: $( ARCFOUR_DI R)/ and64/ ar cf our - x86_64. pl

$(PERL) $? $@

pi cs/ % o: arcfour-x86_64.s
$( COWPI LE64. s) $( ARCFOUR_FLAGS) -0 $@ $<
$( POST_PROCESS_O)
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HEHEHH HHHFHHFHHFHHFHHHF RS

CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2008, 2010, Oracle and/or its affiliates. Al rights reserved.

Copyri ght 2015 by Saso Kisel kov. Al rights reserved.

LI BRARY = libsoftcrypto.a

VERS = .1

i ncl ude ../ Makefile.com

i ncl ude $(SRO) /i b/ Makefile.lib

CERRWARN += —_gcc=—W10—type—I imts

CERRWARN += gcc--Wlo par ent heses

CERRWARN += - =-Who-uninitialized

C99MCDE = (C99 ENABLE)

# Sources need to be redefined after Makefile.lib inclusion.

SRCS = $(AES_SRC) $( ARCFOUR_SRC) $(BlI GNUM SRC) $(BLOWFI SH SRC) \
$(DES_SRC) $( MODES_SRC) $(DH_SRC) $(DSA_SRC) $(RSA_SRC) \
$( PAD_SRC)

SRCDIR = $(SRO)/1'i b/ pkcs11l/1i bsoftcrypto/ conmon

LIBS = $( DYNLI B) $(LINTLIB)

MAPFI LEDI R = / cormon

CFLAGS += $( CCVERBGCSE)

CPPFLAGS += -1 $(CRYPTODIR) -1$(UTSDIR) - D_PGCSI X_PTHREAD_SEVMANTI CS

LDLI BS += -lcryptoutil -lc

LI NTFLAGS += $( EXTRA_LI NT_FLAGS)

# Synbol capabi lities objects are i386.

EXTPI CS ../capabilities/intel/i386/pics/syntap.o

. KEEP_STATE:

all: $( LI BS)

int: $( SRCS)

new usr/src/lib/pkcsll/|libsoftcrypto/i 386/ Makefile

63 install:

65 include

al| $(ROOTLIBS) $(ROOTLI NKS)
./ Makefile.targ

$( ROOTLI NT)
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2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 *

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.
*
/

29 #include <sys/strsun. h>

30 #include <sys/systm h>

31 #include <sys/sysnacros. h>

32 #include <sys/knmem h>

33 #include <sys/nd5. h>

34 #include <sys/shal. h>

35 #include <sys/sha2. h>

36 #i ncl ude <npdes/ nodes. h>

37 #include <sys/crypto/ comon. h>
38 #include <sys/crypto/inpl.h>

40 /*
41 * Wility routine to apply the conmand, 'cnd’, to the
42 * data in the uio structure.

43 */

44 int

45 crypto_uio_data(crypto_data_t *data, uchar_t *buf, int len, cnd_type_t
46 voi d *digest_ctx, void (*update)())

47 {

48 uio_t *uiop = data->cd_uio;

49 of f _t offset = data->cd_of fset;

50 size_t length = len;

51 uint_t vec_idx;

52 size_t cur_len;

53 uchar _t *dat ap;

55 ASSERT( dat a- >cd_f ormat == CRYPTO DATA U O);
56 if (uiop->uio_segflg !'= U O SYSSPACE) {

57 return (CRYPTO_ARGUVENTS_BAD) ;

58 }

60 /*

61 * Junp to the first iovec containing data to be
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62 * processed.
63 */
64 for (vec_idx = 0; vec_idx < uiop->uio_iovcnt &&
65 of fset >= uiop->uio_iov[vec_idx].iov_|en;
66 of fset -= uiop->uio_iov[vec_idx++].iov_|en)
67 |
69 if (vec_idx == uiop->uio_iovent) {
70 /*
71 * The caller specified an offset that is larger than
72 * the total size of the buffers it provided.
73 */
74 return (CRYPTO_DATA_LEN_RANGE);
75 }
77 while (vec_idx < uiop->uio_iovcnt & length > 0)
78 cur_len = M N(uiop->uio_iov[vec_idx].iov_|len -
79 of fset, length);
81 datap = (uchar_t *)(uiop->uio_iov[vec_idx].iov_base +
82 of fset);
83 switch (crmd) {
84 case COPY_FROM DATA:
85 bcopy(datap, buf, cur_len);
86 buf += cur_len;
87 br eak;
88 case COPY_TO DATA:
89 bcopy(buf, datap, cur_len);
90 buf += cur_len;
91 br eak;
92 case COVWPARE_TO DATA:
93 if (bcnp(datap, buf, cur_len))
94 return (CRYPTO_SI GNATURE_I NVALI D) ;
95 buf += cur_len;
96 break;
97 case MD5_DI GEST DATA:
98 case SHA1l_DI GEST_DATA:
99 case SHA2_DI GEST_DATA:
100 case GHASH_DATA:
101 updat e(di gest _ctx, datap, cur_len);
102 br eak;
103 }
105 length -= cur_len;
106 vec_i dx++;
107 of fset = 0;
108 }
110 if (vec_idx == uiop->uio_iovcnt &k length > 0) {
111 /*
112 * The end of the specified iovec’s was reached but
113 * the length requested could not be processed.
114 */
115 switch (cmd) {
116 case COPY_TO DATA:
117 data->cd_l ength = len;
118 return (CRYPTO BUFFER TOO SMALL);
119 defaul t:
120 return (CRYPTO_DATA LEN_RANGE);
121 }
122 1
124 return (CRYPTO_SUCCESS);
125 }

__unchanged_portion_onitted_



new usr/src/uts/comon/crypto/ corel/ kcf _prov_lib.c 3 new usr/src/uts/comon/crypto/ corel/ kcf _prov_lib.c

399 int 463 of fset, Iength);

400 crypt o_updat e_iov(void *ctx, crypto_data_t *input, crypto_data_t *output,

401 int (*cipher)(void *, caddr_t, size_t, crypto_data_t *), 465 (cipher)(ctx, uiop->uio_iov[vec_idx].iov_base + offset,

402 voi d (*copy_bl ock) (const uint8_t *, uint64_t *)) 466 cur_len, (input == output) ? NULL : output);

399 void (*copy_block)(uint8_t *, uint64_t *))

403 { 468 length -= cur_len;

404 common_ct x_t *common_ctx = ctx; 469 vec_i dx++;

405 int rv; 470 offset = 0;
471 }

407 if (input->cd_m scdata != NULL) {

408 copy_bl ock((uint8_t *)input->cd_m scdata, 473 if (vec_idx == uiop->uio_iovent & length > 0) {

409 &comon_ct x->cc_i v[0]); 474 | *

410 } 475 * The end of the specified iovec’s was reached but
476 * the length requested could not be processed, i.e.

412 if (input->cd_raw.iov_len < input->cd_|ength) 477 * The caller requested to digest nore data than it provided.

413 return (CRYPTO ARGUMENTS_BAD); 478 */

415 rv = (cipher)(ctx, input->cd_raw. iov_base + input->cd_offset, 480 return (CRYPTO_DATA_LEN_RANCE);

416 input->cd_|l ength, (input == output) ? NULL : output); 481 }

418 return (rv); 483 return (CRYPTO_SUCCESS);

419 } 484 }

421 int 486 int

422 crypto_| update uio(void *ctx, crypto_data_t *input, crypto_data_t *output, 487 crypto_ update mp(void *ctx, crypto_data_t *input, crypto_data_t *output,

423 int (*cipher)(void *, caddr “t, size_t, crypto_data_t *), 488 int (*cipher)(void *, caddr _t, size_t, crypto_data_t *),

424 voi d (*copy_bl ock) (const uint8_t *, ui nt 64_t *)) 489 voi d (*copy_bl ock) (const uint8_t *, ui nt 64 t *))

421 ( void (*copy_block)(uint8_t *, uint64_t *)) 486 ( void (*copy_block)(uint8_t *, uint64_t *))

425 490

426 common_ctx_t *common_ctx = ctx; 491 comon_ctx_t *common_ctx = ctx;

427 uio_t *uiop = input->cd_uio; 492 of f _t offset = input->cd_offset;

428 of f_t offset = i nput ->cd_ offset 493 size_t length = input->cd_I ength;

429 size_t length = input->cd Iength 494 nbl k_t *np;

430 uint _t vec_idx; 495 size_t cur_len;

431 size_t cur_len;
497 if (input->cd_m scdata != NULL) {

433 if (input->cd_miscdata != NULL) { 498 copy_bl ock((uint8_t *)input->cd_m scdata,

434 copy_bl ock((uint8_t *)input->cd_mi scdata, 499 &comon_ct x->cc_i v[0]);

435 &comon_ct x->cc_i v[0]); 500 }

436 1
502 /*

438 if (input->cd_uio->uio_segflg != U O SYSSPACE) { 503 * Junp to the first nmblk_t containing data to be processed.

439 return (CRYPTO_ARGUMENTS_BAD) ; 504 */

440 } 505 for (rrp = input->cd_np; np != NULL && of fset >= MBLKL(np);
506 set -= MBLKL(np), np = np->b_cont)

442 /* 507 ;

443 * Junp to the first iovec containing data to be 508 if (mp == NULL) {

444 * processed. 509 /*

445 */ 510 * The caller specified an offset that is larger than the

446 for (vec_idx = 0; vec_idx < uiop->uio_iovcnt && 511 * total size of the buffers it provided.

447 of fset >= uiop->uio_iov[vec_idx].iov_len; 512 */

448 of fset -= uiop->uio_iov[vec_idx++].iov_l| en) 513 return (CRYPTO _DATA LEN RANGE);

449 ; 514 1

450 if (vec_idx == uiop->uio_iovent) {

451 I* 516 I

452 * The caller specified an offset that is larger than the 517 * Now do the processing on the nmbl k chain.

453 * total size of the buffers it provided. 518 */

454 */ 519 while (mp !'= NULL && length > 0)

455 return (CRYPTO DATA LEN RANGE); 520 cur_len = M N(MBLKL(np) - offset, |ength);

456 } 521 (ci pher)(ctx (char *)(nmp->b rptr + offset) cur_len,
522 (input == output) ? NULL : output);

458 /*

459 * Now process the iovecs. 524 length -= cur_len;

460 */ 525 of fset = 0;

461 while (vec_idx < uiop->uio_iovcnt & length > 0) { 526 m = np->b_cont;

462 cur_len = MN(uiop->uio_iov[vec_idx].iov_len - 527 }
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529
530
531
532
533
534
535
536

538

539 }

if (mp == NULL && length > 0) {
/*
* The end of the nmblk was reached but the length requested

* coul d not be processed, i.e. The caller requested
* to digest nore data than it provided.
*/

return (CRYPTO_DATA LEN RANGE);
}

return (CRYPTO SUCCESS);

unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/
*

21/

22 * Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 by Saso Kiselkov. Al rights reserved.
*
/

26 /*
27 * AES provider for the Kernel Cryptographic Framework (KCF)
*

30 #include <sys/types. h>

31 #include <sys/systm h>

32 #include <sys/nodctl . h>

33 #include <sys/cm_err. h>

34 #include <sys/ddi.h>

35 #include <sys/crypto/common. h>
36 #include <sys/crypto/inpl.h>
37 #include <sys/crypto/spi.h>
38 #include <sys/sysnmacros. h>
39 #include <sys/strsun. h>

40 #i ncl ude <nopdes/ nodes. h>

41 #define _AES_| MPL

42 #include <aes/aes_inpl.h>

44 extern struct nod_ops nod_cryptoops;

46 /*

47 * Modul e linkage information for the kernel.
48 */

49 static struct nodl crypto nodlcrypto = {

50 &nmod_cr ypt oops,

51 "AES Kernel SWProvider"

52 };

_hnchanged_port ion_omtted_

389 static void
390 aes_copy_bl ock64(const uint8_t *in, uint64_t *out)
389 aes_copy_bl ock64(uint8_t *in, uint64_t *out)

391 {
392 if (1S_P2ALI GNED(in, sizeof (U|nt64t))) {
393 /* LINTED: pointer alignnent

394 out[0] = *(uint64_t *)& n[0];

new usr/src/uts/ comon/crypto/iolaes.c

395 /* LINTED: pointer alignment */

396 out[1] = *(uint64_t *)& n[8];

397 } else {

398 uint8_t *iv8 = (uint8_t *)&out[0];

400 AES_COPY_BLOCK_UNALI GNED(i n, iv8);

399 AES_COPY_BLOCK(in, iv8);

401 }

402 }

405 static int

406 aes_encrypt(crypto_ctx_t *ctx, crypto_data_t *plaintext,

407 crypto_data_t *ciphertext, crypto_req_handle_t req)

408 {

409 int ret = CRYPTO FAl LED;

411 aes_ctx_t *aes_ctx;

412 size_t saved_l ength, saved_offset, |ength_needed;

414 ASSERT( ct x->cc_provider_private != NULL);

415 aes_ctx = ctx->cc_provider_private;

417 /*

418 * For bl ock ciphers, plaintext nust be a multiple of AES bl ock size.
419 * This test is only valid for ciphers whose blocksize is a power of 2.
420 */

421 if (((aes ctx->ac_flags & (CTR_MODE| CCM_MODE| GCM_MODE| GVAC_MCDE) )
422 0) && (plaintext->cd_length & (AES BLOCK LEN - 1)) !'= 0)
423 return (CRYPTO_DATA_LEN_RANGE);

425 AES_ARG | NPLACE( pl ai nt ext, ciphertext);

427 /*

428 * W need to just return the |l ength needed to store the output.
429 * We should not destroy the context for the follow ng case.
430 */

431 switch (aes_ctx->ac_flags & (CCM MODE| GCM _MODE| GVAC_MODE) ) {
432 case CCM_MODE:

433 Tengt h_needed = plaintext->cd_| ength + aes_ctx->ac_mac_| en;
434 br eak;

435 case GCM_MODE:

436 Tengt h_needed = plaintext->cd_|ength + aes_ctx->ac_tag_l en;
437 br eak;

438 case G\A’-\C_M]DE:

439 if (plaintext->cd_length !'= 0)

440 return (CRYPTO_ARGUMENTS_BAD) ;

442 | engt h_needed = aes_ctx->ac_tag_| en;

443 br eak;

444 defaul t:

445 | engt h_needed = pl ai ntext->cd_| ength;

446 1

448 if (ciphertext->cd_length < | ength_needed) {

449 ci phertext->cd_|l ength = | engt h_needed;

450 return (CRYPTO BUFFER TOO SMALL);

451 }

453 saved_| ength = ci phertext->cd_| engt h;

454 saved_of fset = ci phertext->cd_of fset;

456 /*

457 * Do an update on the specified input data.

458 */

459 ret = aes_encrypt_update(ctx, plaintext, ciphertext, req);
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460 if (ret !'= CRYPTO_SUCCESS) { 523 {
461 return (ret); 524 int ret = CRYPTO FAI LED;
462 }
526 aes_ctx_t *aes_ctx;
464 /* 527 of f _t saved_offset;
465 * For CCM npde, aes_ccmencrypt_final () will take care of any 528 size_t saved_l engt h | engt h_needed;
466 * left-over unprocessed data, and conpute the MAC
467 */ 530 ASSERT(ctx >cc_provider_private != NULL);
468 if (aes_ctx->ac_flags & CCM MODE) { 531 aes_ctx = ctx->cc_provider_private;
469 /*
470 * ccmencrypt _final () will conpute the MAC and append 533 /*
471 * it to existing ciphertext. So, need to adjust the left over 534 * For block ciphers, plaintext nmust be a nultiple of AES bl ock size.
472 * | ength value accordingly 535 * This test is only valid for ciphers whose blocksize is a power of 2.
473 */ 536 */
537 if (((aes ctx->ac_flags & (CTR_MODE| CCM MODE| GCM_MODE| GVAC _
475 /* order of following 2 Iines MIST not be reversed */ 538 0) && (ciphertext->cd_length & (AES BLOCK LEN - 1)) !'= 0) {
476 ci phertext->cd_of fset = ciphertext->cd_| ength; 539 return (CRYPTO _ENCRYPTED _DATA LEN RANGE);
477 ci phertext—>cd length = saved_| ength - ciphertext->cd_| ength; 540 }
478 ret = ccmencrypt_final ((ccmctx_t *)aes_ctx, ciphertext,
479 AES BLOCK_LEN, aes_encrypt_block, AES | XCR  BLOCK) ; 542 AES_ARG | NPLACE( ci phertext, plaintext);
478 AES_BLOCK_LEN, aes_encrypt_bl ock, aes_xor_bl ock);
480 if (ret != CRYPTO SUCCESS) { 544 /*
481 return (ret); 545 * Return length needed to store the output.
482 } 546 * Do not destroy context when plaintext buffer is too small.
547 *
484 if (plaintext !'= ciphertext) { 548 * CCM plaintext is MAC I en snaller than cipher text
485 ci phertext->cd_length = 549 * GCM plaintext is TAG len smaller than cipher text
486 y ci phertext->cd_offset - saved_of fset; 550 * QVAC: plaintext |ength nmust be zero
487 551 *
488 ci phertext->cd_of fset = saved_offset; 552 switch (aes_ctx->ac_flags & (CCM MODE| GCM _MODE| GVAC_MODE) ) {
489 } else if (aes_ctx->ac_flags &(GCMMJDE|GNAC MODE) ) { 553 case CCM_MODE:
490 /* 554 Tengt h_needed = aes_ct x->ac_processed_data_| en;
491 * gcmencrypt_final () will conpute the MAC and append 555 br eak;
492 * it to existing ciphertext. So, need to adjust the |left over 556 case GCM_MODE:
493 * | ength val ue accordingly 557 T'engt h_needed = ciphertext->cd_| ength - aes_ctx->ac_tag_| en;
494 */ 558 br eak;
559 case G\/AC_IVUJE:
496 /* order of following 2 |ines MJST not be reversed */ 560 if (plaintext->cd_length !'= 0)
497 ci phertext->cd_of fset = ciphertext->cd_| ength; 561 return (CRYPTO_ARGUMENTS_BAD) ;
498 ci phertext ->cd_l ength = saved_l ength - ciphertext->cd_| ength;
499 ret = gcmencrypt_final ((gcmctx_t *)aes_ctx, ciphertext, 563 | engt h_needed = O;
500 AES BLOCK_LEN, aes_encrypt _block, AES_COPY_BLOCK, 564 br eak;
501 AES_XOR_BLOCK) ; 565 defaul t:
499 AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock, 566 | engt h_needed = ci phertext->cd_I| engt h;
500 aes_xor _bl ock) ; 567 }
502 if (ret != CRYPTO SUOCESS) {
503 return (ret); 569 if (plaintext->cd_length < |ength_needed) {
504 } 570 pl ai ntext->cd_|l ength = | engt h_needed;
571 return (CRYPTO BUFFER TOO SMALL);
506 if (plaintext != ciphertext) { 572 }
507 ci phertext->cd_|l ength =
508 ci phertext->cd_offset - saved_of fset; 574 saved_of f set = pl ai nt ext->cd_of fset;
509 } 575 saved_| ength = pl ai ntext->cd_| ength;
510 ci phertext->cd_of fset = saved_offset;
511 } 577 /*
578 * Do an update on the specified input data.
513 ASSERT(aes_ct x->ac_remai nder _l en == 0); 579 */
514 (void) aes_free_context(ctx); 580 ret = aes_decrypt_update(ctx, ciphertext, plaintext, req);
581 if (ret !'= CRYPTO_SUCCESS) {
516 return (ret); 582 goto cl eanup;
517 } 583 1
585 if (aes_ctx->ac_flags & CCM_ {
520 static int 586 ASSERT(aes_ct x- >ac_processed_dat a Ien == aes_ctx->ac_data_l en);
521 aes_decrypt(crypto_ctx_t *ctx, crypto_data_t *ciphertext, 587 ASSERT( aes_ct x- >ac_processed_mac_l en == aes_ctx->ac_mac_| en);
522 crypto_data_t *plaintext, crypto_req_handle_t req)
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589 /* order of following 2 |lines MJST not be reversed */ 727 * This is not necessary for CCM and GVAC since these
590 pl ai nt ext->cd_of fset = pl ai ntext->cd_| engt h; 725 * This is not necessary for CCM GCM and GVAC since these
591 pl ai ntext->cd_|l ength = saved_l ength - plaintext->cd_| ength; 728 * mechani snms never return plaintext for update operations.
729 */
593 ret = ccmdecrypt_final ((ccmctx_t *)aes_ctx, plaintext, 730 f ((aes_ctx->ac_flags & (CCM MODE| GVAC_ MODE)) == 0) {
594 AES_BLOCK_LEN, aes_encrypt_bl ock, AES_ CGJY BLOCK, 728 f ((aes_ctx->ac_flags & ( CCM_MODE| GCM_MODE| G\/AC > MODE)) == 0) {
595 AES_XOR_BLOCK) ; 731 out _| en = aes_ct x->ac_renai nder _| en;
593 AES_BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock, 732 out _| en += ci phertext->cd_| ength;
594 aes_xor _bl ock); 733 out _|en & ~(AES_BLOCK_LEN - 1);
596 if (ret == CRYPTO SUCCESS) { 734 if (aes_ctx->ac_flags & GCM MODE)
597 if (plaintext != ciphertext) { 735 out_len -= ((gcmctx_t *)aes_ctx)->gcmtag_| en;
598 pl ai ntext->cd_|l ength =
599 pl ai nt ext->cd_of fset - saved_of f set; 737 /* return |l ength needed to store the output */
600 } 738 if (plaintext->cd_length < out_Ilen)
601 } else { 739 pl ai ntext->cd_l ength = out_len;
602 pl ai ntext->cd_|l ength = saved_| engt h; 740 return ( CRYPTO BUFFER TQO SM—\LL)
603 } 741 }
742 }
605 pl ai nt ext->cd_of fset = saved_of fset;
606 } else if (aes_ctx->ac_fl ags & (GCML MODE| GVAC > MODE) ) { 744 saved_of f set = pl ai nt ext->cd_of f set;
607 /* order of following 2 |ines MJST not be rever sed */ 745 saved_| ength = pl ai ntext->cd_| ength;
608 pl ai nt ext->cd_of fset = plai ntext->cd_| ength
609 pl ai ntext->cd_l ength = saved_length - plai nt ext - >cd_l engt h; 747 if (aes_ctx->ac_flags & (GCM _MODE| GVAC )
748 gcm set _knflag((gecmctx_t *)aes_ctx, crypto_knflag(req));
611 ret = gcmdecrypt_final ((gcmctx_t *)aes_ctx, plaintext,
612 AES BLOCK_LEN, aes_encrypt _block, AES_ XO? BLOCK, 750 /*
613 AES_COPY_BLOCK, aes_ctr_node); 751 * Do the AES update on the specified input data.
611 AES_ BLOCK LEN, aes_encrypt _bl ock, aes_xor _bl ock) ; 752 */
614 if (ret == CRYPTO SUCCESS) { 753 switch (ciphertext->cd_format) {
615 if (plaintext != ciphertext) { 754 case CRYPTO DATA RAW
616 pl ai ntext->cd_l ength = 755 ret = crypto_update_i ov(ctx->cc_provider_private,
617 pl ai ntext->cd_of fset - saved_of f set; 756 ci phertext, plaintext, aes_decrypt_contiguous_bl ocks,
618 } 757 aes_copy_bl ock64) ;
619 } else { 758 br eak;
620 pl ai ntext->cd_| ength = saved_| ength; 759 case CRYPTO DATA U O
621 } 760 ret = crypto_update_uio(ctx->cc_provider_private,
761 ci phertext, plaintext, aes_decrypt_contiguous_bl ocks,
623 pl ai nt ext->cd_of f set = saved_of f set; 762 aes_copy_bl ock64);
624 } 763 br eak;
764 case CRYPTO_DATA_MBLK:
626 ASSERT(aes_ct x->ac_r emai nder _l en == 0); 765 ret = crypto_update_np(ctx->cc_provider_private,
766 ci phertext, plaintext, aes_decrypt_contiguous_bl ocks,
628 cl eanup: 767 aes_copy_| b ock64) ;
629 (void) aes_free_context(ctx); 768 br eak;
769 defaul t:
631 return (ret); 770 ret = CRYPTO_ARGUMENTS_BAD;
632 } 771 }
__unchanged_portion_onitted_
773 /*
774 * Since AES counter node is a stream cipher, we call
711 static int 775 * ctr_node_final () to pick up any remaining bytes.
712 aes_decrypt _updat e(crypto ctx_t *ctx, crypto_data_t *ciphertext, 776 * It is an internal function that does not destroy
713 crypto_data_t *plaintext, crypto_req_handle_t req) 777 * the context like *normal* final routines.
714 { 778 */
715 of f _t saved_offset; 779 if ((aes_ctx->ac_flags & CTR_ MODE) && (aes_ctx->ac_renminder_len > 0)) {
716 size_t saved_l ength, out_Ilen; 780 ret = ctr_node_final ((ctr_ctx_t *)aes_ctx, plaintext,
717 int ret = CRYPTO SUCCESS; 781 aes_encrypt _bl ock) ;
718 aes_ctx_t *aes_ctx; 782 if (ret == CRYPTO DATA LEN_RANGE)
783 ret = CRYPTO _ENCRYPTED DATA_LEN RANGE;
720 ASSERT(ctx >cc_provider_private !'= NULL); 784 }
721 aes_ctx = ctx->cc_provider_private;
786 if (ret == CRYPTO_SUCCESS) {
723 AES_ARG | NPLACE( ci phertext, plaintext); 787 if (ciphertext != plaintext)
788 pl ai ntext->cd_l ength =
725 I* 789 pl ai ntext->cd_offset - saved_of fset;

726 * Conput e nunber of bytes that will hold the plaintext. 790 } else {




new usr/src/uts/comon/crypto/iol aes.c 7 new usr/src/uts/comon/crypto/iol aes.c

791 pl ai ntext->cd_| ength = saved_| engt h; 854 return (CRYPTO_SUCCESS);
792 1 855 }
793 pl ai ntext->cd_of fset = saved_of f set;

857 /* ARGSUSED */
858 static int

796 return (ret); 859 aes_decrypt_final (crypto_ctx_t *ctx, crypto_data_t *data,
797 } 860 ( crypto_req_handl e_t req)
861
799 /* ARGSUSED */ 862 aes_ctx_t *aes_ctx;
800 static int 863 int ret;
801 aes_encrypt_final (crypto_ctx_t *ctx, crypto_data_t *data, 864 of f _t saved_of fset;
802 ( crypto_req_handle_t req) 865 size_t saved_|l ength;
803
804 aes_ctx_t *aes_ctx; 867 ASSERT( ct x->cc_provi der_private != NULL);
805 int ret; 868 aes_ctx = ctx->cc_provider_private;
807 ASSERT(ct x->cc_provider_private != NULL); 870 if (data->cd_format != CRYPTO DATA RAW &&
808 aes_ctx = ctx->cc_provider_private; 871 data->cd_fornmat != CRYPTO DATA U O &&
872 dat a->cd_fornmat != CRYPTO DATA MBLK) {
810 if (data->cd_format != CRYPTO DATA RAW && 873 return (CRYPTO ARGUMENTS BAD) ;
811 data->cd_format ! = CRYPTO DATA U O && 874 }
812 data->cd_fornmat ! = CRYPTO DATA MBLK) {
813 return (CRYPTO ARGUMENTS BAD); 876 /*
814 } 877 * There nust be no unprocessed ci phertext.
878 * This happens if the length of the last ciphertext is
816 if (aes_ctx->ac_flags & CTR_MODE) { 879 * not a multiple of the AES block |ength.
817 if (aes_ctx->ac_remainder_len > 0) { 880 */
818 ret = ctr_node_final ((ctr_ctx_t *)aes_ctx, data, 881 if (aes_ctx->ac_remainder_len > 0) {
819 aes_encrypt_bl ock) ; 882 if ((aes_ctx->ac_flags & CTR_MODE) == 0)
820 if (ret != CRYPTO SUCCESS) 883 return (CRYPTO_ENCRYPTED_ DATA LEN_RANCE) ;
821 return (ret); 884 el se {
822 } 885 ret = ctr_node_fi nal((ctr ctx_t *)aes_ctx, data,
823 } elseif (aes ctx->ac_flags & CCM MODE) { 886 aes_encrypt_bl ock) ;
824 ret = ccmencrypt_final ((ccmctx_t *)aes_ctx, data, 887 if (ret == CRYPTO DATA_LEN_RANGE)
825 AES BLOCK_LEN, aes_encrypt bl ock, AES XOR _BLOCK) ; 888 ret CRYPTO_ENCRYPTED_DATA_LEN_RANGE;
821 AES BLOCK_LEN, aes_encrypt_bl ock, aes_xor _bl ock); 889 if (ret != CRYPTO_SUCCESS)
826 if (ret !'= CRYPTO SUCCESS) { 890 return (ret);
827 return (ret); 891 }
828 } 892 }
829 } else if (aes_ctx- >acf|ags&(GCMN[DE|G\/ACNODE)) {
830 size_t saved_of fset dat a- >cd_of f set; 894 if (aes_;:tx->ac_fl ags & CCM MODE) {
895 *
832 ret = gcmencrypt_final ((gcmctx_t *)aes_ctx, data, 896 * This is where all the plaintext is returned, make sure
833 AES BLOCK_LEN, aes_encrypt bl ock, AES COPY_| BLCX:K 897 * the plaintext buffer is big enough
834 AES_XOR_BLOCK) ; 898 */
829 AES _BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock, 899 size_t pt_len = aes_ctx->ac_data_l| en;
830 aes_xor _bl ock) ; 900 if (data->cd_length < pt_len) {
835 if (ret !'= CRYPTO SUCCESS) { 901 data->cd_length = pt_le
836 return (ret); 902 return (CRYPTO BUFFER_ T(D ) SVALL) ;
837 } 903 }
838 dat a- >cd_| ength = data->cd_offset - saved_offset;
839 dat a- >cd_of fset = saved_of fset; 905 ASSERT( aes_ct x->ac_processed_data_|l en == pt_len);
840 } else { 906 ASSERT( aes_ct x->ac_processed_nac_| en == aes_ct x->ac_nac_| en);
841 * 907 saved_of f set = data->cd_of fset;
842 * There must be no unprocessed pl ai ntext. 908 saved _length = data->cd_| engt h;
843 * This happens if the length of the |ast data is 909 ret = ccmdecrypt_final ((ccmcetx_t *)aes_ctx, data,
844 * not a nmultiple of the AES bl ock I ength. 910 AES BLOCK_LEN, aes_encrypt _block, AES | CoPY. BLOCK,
845 */ 911 AES_XOR_BLOCK) ;
846 if (aes_ctx->ac_remainder_len > 0) { 906 AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock,
847 return (CRYPTO DATA LEN RANGE); 907 aes_xor _bl ock);
848 } 912 if (ret == CRYPTO SUCCESS)
849 data->cd_l ength = 0; 913 data->cd_l ength = data->cd_of fset - saved_offset;
850 } 914 } else {
915 dat a- >cd_| ength = saved_| ength;

852 (void) aes_free_context(ctx); 916 }
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918 dat a- >cd_of f set = saved_of f set;

919 if (ret T= CRYPTO SUCCESS) {

920 return (ret);

921 }

922 } elself (aes_ctx->ac_flags & (GCM _MODE| GVAC_MODE) ) {

923 *

924 * Check to nmake sure there is enough space for remaining
925 * plaintext.

920 * This is where all the plaintext is returned, make sure
921 * the plaintext buffer is big enough

926 *

927 gecmectx_t *ctx = (gcmetx_t *)aes_ctx;

928 size_t pt_len = ctx >gcm Tast _i nput _ fill - ctx->gcmtag_| en;
924 size_t pt_len = ctx->gcm processed_data_|en - ctx->gcmtag |en;
930 if (data->cd_length < pt_len) {

931 data->cd_l ength = pt_len;

932 return (CRYPTO | BUFFER TOO_SMALL) ;

933 }

934 saved_of fset = data->cd_of f set;

935 saved “length = data->cd_| ength;

936 ret = gcmdecrypt_final ((gcmctx_t *)aes_ctx, data,

937 AES BLOCK_LEN, aes_encrypt_block, AES CCPY BLOCK

938 AES_XOR_BLOCK, aes_ctr_node);

934 AES_BLOCK_LEN, aes_encrypt _| bi ock, aes_xor_bl ock);

939 if (ret == CRYPTQO SUCCESS)

940 dat a- >cd_Tength = data->cd_offset - saved_offset;
941 } else {

942 dat a- >cd_| ength = saved_| ength;

943 }

945 dat a- >cd_of f set = saved_of f set;

946 if (ret T= CRYPTO SUCCESS) {

947 return (ret);

948 }

949 }

951 if ((aes_ctx->ac_flags & (CTR_MODE| CCM_MODE| GCM MODE| GVAC_MODE) ) == 0) {
952 dat a->cd_l ength = 0;

953 }

955 (void) aes_free_context(ctx);

957 return (CRYPTO_SUCCESS);

958 }

960 /* ARGSUSED */
961 static int
962 aes_encrypt_atoni c(crypto_provider_handl e_t provider,

963 crypto_session_id_t session_id, crypt o_mechani smt *nechani sm

964 crypto_key_t *key, crypto_data_t *plaintext, crypto_data_t *ciphertext,
965 crypto_spi _ctx_tenplate_t tenplate, crypto_req_handle_t req)

966 {

967 aes_ctx_t aes_ctx; /* on the stack */

968 of f _t saved_offset;

969 size_t saved_| ength;

970 size_t | ength_needed;

971 int ret;

973 AES_ARG | NPLACE( pl ai ntext, ciphertext);

975 /*

976 * CTR, CCM GCM and GVAC npdes do not require that plaintext

977 * be a multiple of AES block size.

10

new usr/src/uts/ comon/crypto/iolaes.c
978 */
979 switch (nmechani sm>cmtype) {
980 case AES_CTR MECH | NFO TYPE:
981 case AES_CCM MECH | NFO_TYPE:
982 case AES_GCM MECH | NFO_TYPE:
983 case AES_GVAC MECH | NFO _TYPE:
984 break;
985 defaul t:
986 if ((plaintext->cd_length & (AES BLOCK_LEN - 1)) != 0)
987 return (CRYPTO DATA LEN RANGE);
988 1
990 if ((ret = aes_check_nech_param mechani sm NULL, 0)) != CRYPTO_SUCCESS)
991 return (ret);
993 bzero(&aes_ctx, sizeof (aes_ctx_t));
995 ret = aes_common_init_ctx(&es_ctx, tenplate, nechanism key,
996 crypto_knflag(req), B TRUE);
997 if (ret !'= CRYPTO_SUCCESS)
998 return (ret);
1000 switch (nmechani sm>cmtype) {
1001 case AES_CCM MECH_ | NFO_TYPE:
1002 Tength_needed = plaintext->cd_|length + aes_ctx.ac_mac_| en;
1003 br eak;
1004 case AES_ GVAC MECH | NFO_TYPE:
1005 if (plaintext->cd_length I'= 0)
1006 return (CRYPTO_ARGUMENTS_BAD);
1007 /* FALLTHRU */
1008 case AES_GCM MECH_ | NFO TYPE:
1009 Tength_needed = plaintext->cd_|ength + aes_ctx.ac_tag_len;
1010 br eak;
1011 defaul t:
1012 | engt h_needed = pl ai ntext->cd_| ength;
1013 1
1015 /* return size of buffer needed to store output */
1016 if (ciphertext->cd_length < | ength_needed) {
1017 ci phertext->cd_l ength = | engt h_needed;
1018 ret = CRYPTO BUFFER TOO SMALL;
1019 goto out;
1020 }
1022 saved_of f set = ci phertext->cd_of fset;
1023 saved_| ength = ci phertext->cd_| engt h;
1025 I*
1026 * Do an update on the specified input data.
1027 */
1028 switch (plaintext->cd_format) {
1029 case CRYPTO DATA RAW
1030 ret = crypto_update_iov(&es_ctx, plaintext, ciphertext,
1031 aes_encrypt _conti guous_bl ocks, aes_copy_bl ock64);
1032 br eak;
1033 case CRYPTO | DATA u o
1034 ret = crypto_update_ui o(&es_ctx, plaintext, ciphertext,
1035 aes_encrypt _conti guous_bl ocks aes_copy_bl ock64);
1036 br eak;
1037 case CRYPTO_DATA_IVBLK:
1038 ret = crypto_update_np(&aes_ctx, plaintext, ciphertext,
1039 aes_encrypt _conti guous_bl ocks, aes_copy_bl ock64);
1040 br eak;
1041 defaul t:
1042 ret = CRYPTO_ARGUMENTS_BAD;
1043 }
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1045 if (ret == CRYPTO SUCCESS) {

1046 if (mechani sm>cm 1type == AES CCM MECH_|I NFO TYPE) {

1047 ret = ccm encrypt final ((ccmctx_t *)&aes_ctx,
1048 ci phertext, AES BLOCK_LEN, aes_encrypt_bl ock
1049 AES_XOR BLOCK)

1046 aes_xor _bl ock);

1050 if (ret != CRYPTO_SUCCESS)

1051 goto out;

1052 ASSERT(aes_ct x. ac_r enai nder len == 0);

1053 } else if (mechanism>cm type == AES_GCM MECH_| NFO TYPE ||
1054 nmechani sm >cm 1type == AES GVAC _MECH TNFO TYPE) {
1055 ret = gcmencrypt_final ((gcmctx_t *)&aes_ctx,
1056 ci phertext, AES BLOCK_LEN, aes_encrypt_bl ock
1057 AES_COPY_| BL(I:K TAES_XOR BLOCK);

1054 aes_copy_bl ock, aes_xor_bl ock);

1058 if (ret I'= CRYPTO SUCCESS)

1059 goto out;

1060 ASSERT( aes_ct x. ac_remai nder len == 0);

1061 } else |f (rrecham sm>cm type == AES_ CTR MECH_| NFO_TYPE) {
1062 f (aes_ctx.ac_remainder_len > 0

1063 ret = ctr_node_final ((ctr_ctx_t *)&aes_ctx,
1064 ci phertext, aes_encrypt_bl ock);

1065 if (ret !'= CRYPTO_SUCCESS)

1066 goto out;

1067

1068 } else {

1069 ASSERT(aes_ct x. ac_renai nder _l en == 0);

1070

1072 if (plaintext !'= ciphertext) {

1073 ci phertext->cd_|l ength =

1074 ci phertext->cd_offset - saved_offset;

1075

1076 } else {

1077 ci phertext->cd_|l ength = saved_| engt h;

1078

1079 ci phertext->cd_offset = saved_of fset;

1081 out:

1082 if (aes_ctx.ac_flags & PROVI DER_OMS_KEY_SCHEDULE) {

1083 bzero(aes_ct x. ac_keysched, aes_ctx. ac_keysched_| en);
1084 kmem free(aes_ct x. ac_keysched, aes_ctx. ac_keysched_| en);
1085 1

1087 return (ret);

1088 }

1090 /* ARGSUSED */

1091 static int

1092 aes_decrypt _atoni c(crypto_provider_handl e_t provider,

1093 crypto_session_id_t session_id, crypto_nechani smt *mechani sm

1094 crypto_key_t *key, crypto_dat a_t *ciphertext, crypto_data_t *plaintext,
1095 ( crypto_spi _ctx_tenplate_t tenplate, crypto_r eq_handl et req)

1096

1097 aes_ctx_t aes_ctx; /* on the stack */

1098 of f _t saved_offset;

1099 size_t saved_| ength;

1100 size_t | ength_needed;

1101 int ret;

1103 AES_ARG | NPLACE( ci phertext, plaintext);

1105 I*

1106 * CCM GCM CTR, and GVAC nodes do not require that ciphertext
1107 * be a multiple of AES bl ock size.
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1108 */

1109 switch (nechani sm>cmtype) {

1110 case AES_CTR_MECH_| NFO TYPE

1111 case AES_CCM MECH_| NFO_TYPE:

1112 case AES_GCM MECH | NFO_TYPE:

1113 case AES_GVAC MECH | NFO _TYPE:

1114 break;

1115 defaul t:

1116 if ((ciphertext->cd_length & (AES BLOCK LEN - 1)) != 0)
1117 return ( CRYPTO ENCRYPTED DATA LEN RANGE);

1118 1

1120 if ((ret = aes_check_nech_param mechani sm NULL, 0)) != CRYPTO_SUCCESS)
1121 return (ret);

1123 bzero(&aes_ctx, sizeof (aes_ctx_t));

1125 ret = aes_common_init_ctx(&es_ctx, tenplate, nechanism key,
1126 crypto_knflag(req), B _FALSE);

1127 if (ret !'= CRYPTO_SUCCESS)

1128 return (ret);

1130 switch (nechani sm>cmtype) {

1131 case AES_CCM MECH_ | NFO_TYPE:

1132 Tength_needed = aes_ctx.ac_data_| en;

1133 br eak;

1134 case AES_CGCM NECH | NFO_TYPE:

1135 Ibengtkh needed = ciphertext->cd_length - aes_ctx.ac_tag_| en;
1136

1137 case AES_GVAC_MECH_| NFO _TYPE:

1138 if (plaintext->cd_|ength != 0)

1139 return (CRYPTO ARGUVENTS BAD);

1140 | engt h_needed = O;

1141 br eak;

1142 defaul t:

1143 | engt h_needed = ci phertext->cd_| ength;

1144 }

1146 /* return size of buffer needed to store output */

1147 if (plaintext->cd_length < Iength needed) {

1148 pl ai nt ext->cd_|l ength = | engt h_needed;

1149 ret = CRYPTO BUFFER TOO SMALL;

1150 goto out

1151 1

1153 saved_of fset = plaintext->cd_offset;

1154 saved_| ength = pl ai ntext->cd_| engt h;

1156 if (mechanism>cmtype == AES_GCM MECH_| NFO TYPE | |

1157 mechani sm >cm type == AES_GVAC_MECH_| NFO _TYPE)

1158 gcm set _knflag((gcmctx_t *)&es_ctx, crypto_knflag(req));
1160 /*

1161 * Do an update on the specified input data.

1162 */

1163 switch (ciphertext->cd_format) {

1164 case CRYPTO_DATA_ RAW

1165 ret = crypto_update_iov(&aes_ctx, ciphertext, plaintext,
1166 aes_decrypt _conti guous_bl ocks, aes_copy_bl ock64);
1167 br eak;

1168 case CRYPTO_DATA U O

1169 ret = crypto_update_uio(&aes_ctx, ciphertext, plaintext,
1170 aes_decrypt _conti guous_bl ocks, aes_copy_bl ock64);
1171 br eak;

1172 case CRYPTO_DATA_MBLK:

1173 ret = crypto_update_np(&aes_ctx, ciphertext, plaintext,
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1174 aes_decrypt _conti guous_bl ocks, aes_copy_bl ock64);
1175 br eak; 1239 if (aes_ctx.ac_flags & CCM MODE) {
1176 defaul t: 1240 if (aes_ctx.ac_pt_buf 1= NULL) {
1177 ) ret = CRYPTO_ARGUMENTS_BAD; 1241 ) kmem free(aes_ctx. ac_pt_buf, aes_ctx.ac_data_len);
1178 1242

1240 } else if (aes_ctx.ac_flags & (GCM MODE| GVAC_MODE) ) {
1180 if (ret == CRYPTO_SUCCESS) { 1241 if (((gecmcetx_t *)&es_ctx)->gcm pt_buf !'= NULL) {
1181 if (mechanism>cmtype == AES_CCM MECH_| NFO TYPE) { 1242 kmem free(((gcmctx_t *)&aes_ctx)->gcm pt _buf,
1182 ASSERT(aes_ct x. ac_processed_data_| en 1243 ((gcmectx_t *)&es_ctx)->gcm pt _buf_len);
1183 == aes_ctx.ac_data_len); 1243 }
1184 ASSERT( aes_ct x. ac_processed_mac_| en 1245 }
1185 == aes_ctx.ac_mac_| en);
1186 ret = ccm decrypt flnal((ccm ctx_t *)&aes_ctx, 1245 return (ret);
1187 pl ai ntext, AES BLOCK_LEN, aes_encrypt_bl ock, 1246 }
1188 AES_COPY BL(I:K AES_XOR BLOCK) __unchanged_portion_onitted_
1185 aes_copy_bl ock, aes_xor_bl ock);
1189 ASSERT( aes_ct x. ac r emai nder _len == 0);
1190 if ((ret == CRYPTO_SUCCESS) && 1311 static int
1191 (ciphertext != plaintext)) { 1312 aes_common_init ctx(aes ctx_t *aes_ctx, crypto_spi_ctx_tenplate_t *tenplate,
1192 pl ai ntext->cd_l ength = 1313 “crypto_mechani smt *mechani sm crypto key t *key, int knflag,
1193 pl ai nt ext->cd_of fset - saved_of f set; 1314 bool ean_t is_encrypt_init)
1194 } else { 1315 {
1195 pl ai ntext->cd_|l ength = saved_| engt h; 1316 int rv = CRYPTO SUCCESS;
1196 } 1317 voi d *keysched
1197 } else if (nmechanism>cmtype == AES GCM MECH_ | NFO TYPE | | 1318 size_t size;
1198 mechani sm >cm type == AES_GVAC MECH T NFO TYPE) {
1199 ret = gcmdecrypt_final ((gcmctx_t *)&aes_ctx, 1320 if (tenplate == NULL)
1200 pl ai ntext, AES BLOCK LEN, aes_encrypt _bl ock, 1321 if ((keysched = aes_all oc_keysched(&size, knflag)) == NULL)
1201 AES_COPY_BLOCK, AES_XOR BLOCK, aes_ctr_node); 1322 return (CRYPTO_HOST_MEMORY) ;
1198 aes_xor _bl ock) ; 1323 1=
1202 ASSERT( aes ctx ac_remai nder _l en == 0); 1324 * Initialize key schedul e.
1203 if ((ret == CRYPTO_SUCCESS) T&& 1325 * Key length is stored in the key.
1204 (ciphertext != plaint ext)) { 1326 */
1205 pl ai ntext->cd_| ength = 1327 if ((rv = init_keysched(key, keysched)) != CRYPTO SUCCESS) {
1206 pl ai ntext->cd_of fset - saved_of fset; 1328 kmem free(keysched, size);
1207 } else { 1329 return (rv);
1208 ) pl ai ntext->cd_l ength = saved_| engt h; 1330 }
1209
1210 } else if (nmechanism>cmtype != AES CTR MECH | NFO TYPE) { 1332 aes_ctx->ac_flags | = PROVI DER_OWNS_KEY_SCHEDULE;
1211 ASSERT(aes_ct x. ac_r emai nder Ten == 0); 1333 aes_ct x- >ac_keysched_l en = si ze;
1212 if (ciphertext != plaintext) 1334 } else {
1213 pl ai ntext->cd_| ength = 1335 keysched = tenpl ate;
1214 pl ai ntext->cd_of fset - saved_of fset; 1336 }
1215 } else { 1337 aes_ct x->ac_keysched = keysched;
1216 if (aes_ctx.ac_remainder_len > 0) {
1217 ret = ctr_node_final ((ctr_ctx_t *)&aes_ctx, 1339 switch (mechani sm>cmtype) {
1218 pl ai ntext, aes_encrypt_bl ock); 1340 case AES_CBC_MECH_ | NFO _TYPE:
1219 if (ret == CRYPTO DATA LEN_RANGE) 1341 rv = cbc_init_ctx((cbc_ctx_t *)aes_ctx, mechani sm >cm param
1220 ret = CRYPTO _ENCRYPTED DATA LEN_RANGE; 1342 mechani sm>cm param | en, AES BLOCK_LEN, aes_copy_bl ock64);
1221 if (ret !'= CRYPTO_SUCCESS) 1343 br eak;
1222 goto out; 1344 case AES CTR_MECH | NFO TYPE: {
1223 } 1345 CK_AES_CTR_PARAMS *pp;
1224 if (ciphertext != plaintext)
1225 plai ntext->cd_length = 1347 if (mechani sm>cm param == NULL ||
1226 pl ai nt ext->cd_of fset - saved_of f set; 1348 mechani sm >cm param | en ! = sizeof (CK_AES_CTR PARAMS)) {
1227 } 1349 return ( CRYPTO MECHANI SM PARAM | NVALI D) ;
1228 } else { 1350 }
1229 pl ai ntext->cd_| ength = saved_| engt h; 1351 pp = (CK_AES_CTR _PARAMS *)(voi d *)nechani sm >cm par am
1230 } 1352 rv = ctr_init_ctx((ctr_ctx_t *)aes_ctx, pp->ul CounterBits,
1231 pl ai ntext->cd_of fset = saved_of fset; 1353 pp->cb, AES_COPY_BLOCK);

1355 pp- >cb, aes_copy_bl ock);
1233 out: 1354 br eak;
1234 if (aes_ctx.ac_flags & PROVI DER_OMNNS_KEY_SCHEDULE) { 1355 }
1235 bzero(aes_ct x. ac_keysched, aes_ctx. ac_keysched_l en); 1356 case AES_CCM MECH_ | NFO _TYPE:
1236 kmem free(aes_ct x. ac_keysched, aes_ctX. ac_keysched_| Ien) 1357 if (mechani sm>cm param == NULL |l
1237 } 1358 nechani sm >cm par am_l en ! = sizeof (CK_AES_CCM PARAMB)) {
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1387
1388
1389
1390
1391
1392

1394
1395 }

return (CRYPTO_MECHANI SM PARAM | NVALI D) ;
}
r

v = ccminit_ctx((ccmcetx_t *)aes_ctx, nechani sm >cm param

knflag, is_encrypt_init, AES BLOCK LEN, aes_encrypt_bl ock,

AES_XOR_BLOCK) ;
aes_xor _bl ock);

br eak;

case AES_GCM_ IVECH | NFO_TYPE:

if (mechani sm>cm param == NULL |l

nmechani sm >cm param | en ! = sizeof (CK_AES_GCM PARAMB)) {
return ( CRYPTO MECHANI SM PARAM | NVALI D) ;

}

rv = gcminit_ctx((gcmctx_t *)aes_ctx, mechani sm>cm param
AES BLOCK_LEN, aes_encrypt_bl ock, AES_COPY_BLOCK,
AES_XOR_BLOCK) ;
AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock,
aes_xor _bl ock) ;

br eak;

case AES GNAC MECH_| NFO_TYPE:

if (mechani sm>cm param == NULL |

nmechani sm >cm param | en ! = sizeof (CK_AES_GVAC PARAMS)) {
return (CRYPTO_MECHANI SM_PARAM INVALI@

}

rv = gmac_init_ctx((gcmctx_t *)aes_ctx, nechani sm>cm param
AES_BLOCK_LEN, aes_encrypt _bl ock, AES COPY_BLOCK,
AES_XOR_BLOCK) ;
AES BLOCK_LEN, aes_encrypt_bl ock, aes_copy_bl ock,
aes_xor _bl ock) ;

br eak;
case AES | ECB NECH | NFO_TYPE:

aes_ct x->ac_flags | = ECB_MODE,
}

if (rv !'= CRYPTO SUCCESS) {
if (aes_ctx->ac_flags & PROVI DER_ OMNS_KEY_SCHEDULE) {
bzero(keysched, size);
kmem f ree(keysched, si ze);

}

return (rv)

__unchanged_portion_onitted_
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4896 Performance inprovenents for KCF AES npdes 331 uint8_t *iv8 = (uint8_t *)&out[0];
LEEE R R R R EE SRR EEEEEEEEEEE R REEEE SRR EEEEEEEEEEEEREREEEEEEEEESE]

1/* 333 BLOWFI SH_COPY_BLOCK(i n, iv8);

2 * CDDL HEADER START 334

3 * 335 }

4 * The contents of this file are subject to the terms of the __unchanged_portion_omtted_

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

15 * |f applicable, add the follow ng below this CODL HEADER, wth the

16 * fields enclosed by brackets "[]" replaced with your own identifying

17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.

23 * Use is subject to license terns.

24 */

25 /*

26 * Copyright 2015 by Saso Kisel kov. Al rights reserved.

27 */

29 /*

30 * Blowfish provider for the Kernel Cryptographic Framework (KCF)

31 */

33 #include <sys/types. h>

34 #include <sys/systm h>

35 #include <sys/nodctl.h>

36 #include <sys/cm_err. h>

37 #include <sys/ddi.h>

38 #include <sys/crypto/ common. h>
39 #include <sys/crypto/spi.h>

40 #i nclude <sys/sysnacros. h>

41 #incl ude <sys/strsun. h>

42 #include <sys/note. h>

43 #i ncl ude <nodes/ nodes. h>

44 #incl ude <bl owfish/ bl owfish_inpl.h>

46 extern struct nod_ops nod_crypt oops;

48 /*

49 * Modul e linkage information for the kernel.
50 */

51 static struct nodl crypto nodlcrypto = {

52 &mod_cr ypt oops,

53 "Bl owfi sh Kernel SW Provider"

54 }

_hnchanged_port ion_omtted_

324 static void

325 bl owfi sh_copy_bl ock64(const uint8_t *in, uint64_t *out)
322 bl owfi sh_copy_bl ock64(uint8_t *in, uint64_t *out)

326 {

327 if (1S_P2ALI GNED(in, sizeof (uint64_t))) {
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 *
21 */
22 /*
23 * Copyright 2010 Sun M crosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
25 */
26 /*
27 * Copyright 2015 by Saso Kisel kov. All rights reserved.
28 */
30 /* Copyright (c) 1983, 1984, 1985, 1986, 1987, 1988, 1989 AT&T
31 /* Al Rights Reserved *
33 /*
34 * Portions of this source code were derived from Berkeley 4.3 BSD
35 * under license fromthe Regents of the University of California.
36 */
38 /*
39 * des_crypt.c, DES encryption library routines
40 */
42 #include <sys/errno. h>
43 #include <sys/nodctl . h>
45 #incl ude <sys/systm h>
46 #include <sys/cm_err. h>
47 #include <sys/ddi.h>
48 #incl ude <sys/crypto/ common. h>
49 #incl ude <sys/crypto/spi.h>
50 #include <sys/sysmacros. h>
51 #include <sys/strsun. h>
52 #include <sys/note. h>
53 #i ncl ude <nodes/ nodes. h>
54 #define _DES | MPL
55 #i nclude <des/des_inpl . h>
57 #include <sys/types. h>
58 #include <rpc/des_crypt.h>
59 #include <des/des. h>

#i f def sun_hardware

*/
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497
498
495
499
500

#i ncl ude <sys/ioctl.h>
#ifdef _KERNEL

#i ncl ude <sys/conf. h>
static int g_desfd = -
#def i ne getdesfd()
#define ioctl(a, b, c)
#el se

#defi ne get desfd()
#endi f /* _KERNEL
#endif /* sun */

1
(cdevswf 11].d_open(0, 0) ? -1 : 0)
(cdevsw 11] .d_ioctl (0, b, ¢, 0) ? -1 : 0)

(open("/dev/des", 0, 0))

static int comon_crypt(char *key, char *buf, size_t len,

unsi gned int node, struct desparans *desp);
extern int _des_crypt(char *buf, size_t len, struct desparans *desp);
extern struct npd_ops nod_cryptoops;

/*

* Modul e l'inkage information for the kernel.
*/

static struct nodlmsc nodlmsc = {

&mod_mi scops,
"des encryption",

_hnchanged_port ion_omtted_

static void
des_copy_bl ock64(const uint8_t *in,
des_copy_bl ock64(uint8_t *in,
{

if (1S_P2ALI GNED(i n,

uint64_t *out)

uint64_t *out)

si zeof (uinté4 t))) {

501 /* LINTED: pointer alignnent
502 out[0] = *(uint64_t *)& n[0];
503 } else {

504 uint64_t tnp64;

506 #ifdef _BlI G ENDI AN

507 tnp64 = (((uint64_t)in[0] << 56) |
508 ((uint64_t)in[1] << 48)
509 ((uint64_t)in[2] << 40)
510 ((uint64_t)in[3] << 32)
511 ((uint64_t)in[4] << 24)
512 ((uint64_t)in[5] << 16)
513 ((uint64_t)in[6] << 8) |
514 (uint64_t)in[7]);

515 #el se

516 tnp64 = (((uint64_t)in[7] << 56) |
517 ((uint64_t)in[6] << 48)
518 ((uint64_t)in[5] << 40)
519 ((uint64_t)in[4] << 32)
520 ((uint64_t)in[3] << 24)
521 ((uint64_t)in[2] << 16)
522 ((uint64_t)in[1] << 8) |
523 (uint64_t)in[0]);

524 #endif /* _BI G ENDI AN */

526 out[0] = tnp64;

527 }

528 }

__unchanged_portion_onitted_
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/
*

21/

22 * Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015 by Saso Kiselkov. Al rights reserved.
*
/

26 #ifndef _SYS CRYPTO | MPL_H
27 #define _SYS_CRYPTO | MPL_H

29 /*
30 * Kernel Cryptographic Franmework private inplenmentation definitions.
*/

33 #include <sys/types. h>
34 #include <sys/param h>

36 #ifdef _KERNEL

#i ncl ude <sys/ crypt o/ common. h>
38 #include <sys/cryptol/api.h>
39 #include <sys/cryptol/spi.h>
40 #include <sys/crypto/ioctl.h>
41 #incl ude <sys/tnf_probe. h>

42 #include <sys/atom c. h>

43 #incl ude <sys/project.h>

44 #incl ude <sys/taskq. h>

45 #include <sys/rctl.h>

46 #incl ude <sys/cpuvar. h>

47 #endif /* _KERNEL */

w
]

49 #ifdef _ cplusplus
50 extern "C' {
51 #endi f

53 #ifdef _KERNEL

55 /[ *

* Prefixes convention: structures internal to the kernel cryptographic
57 * framework start with 'kcf_'. Exposed structure start with 'crypto_’
58 */

60 /* Provider stats. Not protected. */
61 typedef struct kcf_prov_stats {

new usr/src/uts/comon/sys/crypto/inpl.h

62 kst at _named_t ps_ops_total;
63 kst at _named_t ps_ops_passed;
64 kst at _named_t ps_ops_failed;
65 kst at _named_t ps_ops_busy_rval ;

66 } kcf_prov_stats_t;
__unchanged_portion_onitted_

545 /* resource control framework handl e used by /dev/crypto */
546 extern rctl_hndl _t rc_project_crypto_nem

547 | *

548 * Return codes for internal functions

549 */

550 #defi ne KCF_SUCCESS 0x0 Successful call */

551 #define KCF_I NVALI D_MECH NUMBER 0x1
552 #define KCF_I NVALI D_MECH NAME 0x2
553 #define KCF_I NVALI D_MECH CLASS 0x3 invalid nechani smclass */

554 #define KCF_MECH TAB_FULL 0x4 Need nore roomin the nmech tabs. */
555 #define KCF_I NVALI D_I NDX ((ushort_t)-1)

invalid mechani sm nunber */
invalid mechani smnanme */

~———
* Ok % k%

557 [ *

558 * kCF internal mechani smand function group for tracking RNG providers.
559 */

560 #define SUN_RANDOM "randont

561 #define CRYPTO_FG_RANDOM 0x80000000 /* generate_randon() */
563 /*

564 * Wappers for ops vectors. In the wapper definitions below, the pd
565 * argument always corresponds to a pointer to a provider descriptor
566 * of type kcf_prov_desc_t

*/

567

569 #defi ne KCF_PROV_CONTROL_OPS( pd) ((pd)->pd_ops_vector->co_control _ops)
570 #define KCF_PROV_CTX_OPS( pd) ((pd) - >pd_ops_vect or->co_ct x_ops)

571 #define KCF_PROV_DI GEST_OPS( pd) ((pd) - >pd_ops_vect or- >co_di gest _ops)
572 #define KCF_PROV_Cl PHER_OPS( pd) ((pd)->pd_ops_vector->co_ci pher _ops)
573 #define KCF_PROV_MAC OPS(pd) ((pd) - >pd_ops_vect or - >co_mac_ops)

574 #define KCF_PROV_SI GN_OPS( pd) ((pd)->pd_ops_vector->co_si gn_ops)
575 #define KCF_PROV_VERI FY_OPS( pd) ((pd)->pd_ops_vector->co_verify_ops)
576 #define KCF_PROV_DUAL_OPS(pd) ((pd)->pd_ops_vect or->co_dual _ops)
577 #define KCF_PROV_DUAL_CI PHER MAC_OPS(pd) \

578 ((pd) ->pd_ops_vect or->co_dual _ci pher _mac_ops)

579 #define KCF_PROV_RANDOM OPS( pd) ((pd) - >pd_ops_vect or - >co_r andom ops)
580 #define KCF_PROV_SESSI ON_OPS( pd) ((pd)->pd_ops_vect or->co_sessi on_ops)
581 #define KCF_PROV_OBJECT_OPS(pd) ((pd)->pd_ops_vect or->co_obj ect _ops)
582 #define KCF_PROV_KEY_OPS(pd) ((pd)->pd_ops_vector->co_key_ops)

583 #defi ne KCF_PROV_PROVI DER_OPS( pd) ((pd) - >pd_ops_vect or->co_provi der_ops)
584 #define KCF_PROV_MECH OPS(pd) ((pd)->pd_ops_vector->co_nech_ops)
585 #define KCF_PROV_NOSTORE KEY " OPS( pd) \

586 ((pd) ->pd_ops_vect or->co_nost ore_key_ops)

587 #define KCF_PROV_FI PS140_OPS( pd) ((pd)->pd_ops_vector->co_fi ps140_ops)
588 #defi ne KCF_PROV_PROVMGMI_OPS( pd) ((pd) - >pd_ops_vect or - >co_provi der _ops)
590 /*

591 */Wappers for crypto_control _ops(9S) entry points.

592 *

594 #define KCF_PROV_STATUS(pd, status) ( \

595 ( KCF_PROV_CONTROL_OPS( pd) && \

596 KCF_PROV_CONTROL_OPS( pd) - >pr ovi der _status) ? \

597 KCF_PROV_CONTROL_OPS( pd) - >pr ovi der _status( \

598 “(pd)->pd_prov_handl e, status) : \

599 CRYPTO NOT_ SUPPORTED)

601 /*

602 * Wappers for crypto_ctx_ops(9S) entry points.

603 */
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#def i ne KCF_PROV_CREATE_CTX TEMPLATE(pd, nech, key, tenplate, size, req) ( \
( KCF_PROV_CTX_OPS(pd) && KCF_PROV_CTX_OPS( pd) - >cr eat e_ct x tenpl ate) ?\
KCF_PROV_CTX_OPS(pd) - >create_ct x_tenplate( \

(pd)->pd_prov_handl e, mech, key, tenplate, size, req) : \
CRYPTO_NOT_SUPPORTED)
#defi ne KCF_PROV_FREE_CONTEXT(pd, ctx) ( \

( KCF_PROV_CTX_OPS(pd) && KCF_PROV_CTX_OPS(pd)->free_context) ? \
KCF_PROV_CTX_OPS( pd) - >f ree_cont ext ( ¢t X) CRYPTO_NOT_SUPPORTED)

#define KCF_PROV_COPYI N_MECH(pd, unech, kmech, errorp, mode) ( \
( KCF_PROV_MECH OPS(pd) && KCF_ PRO\/ MECH 1 OPS( pd) - >copyi n_nmechani sm) ? \
KCF_PROV_MECH_OPS( pd) - >copyi n_mechani sn{ \

“(pd)->pd_prov_handl e, unech, knech, errorp, node) : \
ORYPTO NOT_SUPPORTED)
#def i ne KCF_PROV_COPYOUT_MECH( pd, kmech, umech, errorp, node) ( \

( KCF_PROV_MECH OPS(pd) && KCF_ PROV_MECH | OPS( pd) - >copyout _nmechani sm) ? \
KCF_PROV_MECH_OPS( pd) - >copyout _nechani sn{ \

(pd) ->pd_prov_handl e, kmech, umech, errorp,
CRYPTO_NOT_SUPPORTED)

node) : \

#def i ne KCF_PROV_FREE_MECH( pd, prov_nech) ( \
( KCF_PROV_MECH OPS(pd) && KCF_PROV_ IVECH | OPS(pd) - >free_mechanism) ? \
KCF_PROV_MECH_OPS( pd) >free_mechani sm( \
“(pd)->pd_prov_handl e, prov_nech) CRYPTO_NOT_SUPPORTED)
/*
* Wappers for crypto_di gest_ops(9S) entry points.
*/

#defi ne KCF_PROV_DI GEST_I NI T(pd, ctx, nech, req) ( \
( KCF_PROV_DI GEST_OPS(pd) && KCF - PROV_DI GEST_OPS( pd) - >di gest
KCF_PROV_DI GEST_OPS( pd) - >di gest _init(ctx, mech, req) : \
CRYPTO_NOT_SUPPCRTED)

Jinit) 2\

/*
* The (underscore) in

_ _di gest
* function digest().
*

is needed to avoid replacing the

#def i ne KCF_PROV_DI GEST(pd, ctx, data, _digest, req) ( \
( KCF_PROV_DI GEST_OPS( pd) && KCF_PROV_DI GEST_OPS( pd) - >di gest) ? \
KCF_PROV_DI GEST_OPS( pd) - >di gest (ctx, data, _digest, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_DI GEST_UPDATE(pd, ctx, data, req) ( \
(KCE_PROV_DI GEST_OPS(pd) &8 KCF_PROV_ DI GEST OPS( pd) - >di gest _update) ? \
KCF_PROV_DI GEST_OPS( pd) - >di gest _update(ctx, data, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_DI GEST_KEY(pd, ctx, key, req) ( \
( KCF_PROV_DI GEST_OPS( pd) &8 KCF CF_PROV_DI GEST_OPS( pd) - >di gest _key) ? \
KCF_PROV_DI GEST_OPS( pd) - >di gest _key(ctx, key, req) : \
CRYPTO_NOT_SUPPORTED)

#defi ne KCF_PROV_DI GEST_FI NAL(pd, ctx, digest, req) ( \
( KCF_PROV_DI GEST_OPS(pd) && KCF PROV_ DI GEST _OPS(pd) ->digest_final) ?\
KCF_PROV_DI GEST_OPS( pd) - >di gest _final (ctx, digest, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_DI GEST_ATOM C(pd, session, nech, data, digest, req) ( \
( KCF_PROV_DI GEST_OPS(pd) && KCF_| PROJ DI GEST (PS( pd) - >di gest_atomic) ?\
KCF_PROV_DI GEST_OPS( pd) - >di gest _atomc( \
“(pd)->pd_prov_handl e, session, nech,
ORYPTO NOT_SUPPORTED)

data, digest, req) : \
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/*

* Wappers for crypto_cipher_ops(9S) entry points.
*
/

#defi ne KCF_PROV_ENCRYPT_I NI T(pd, ctx, nech, key, tenplate, req) ( \
(KCF_PROV_Cl PHER_OPS(pd) && KCF_PROV_Cl PHER OPS(pd) - >encrypt init) ? \
KCF_PROV_CI PHER _OPS( pd) - >encrypt _i ni t(ctx, mech, key, tenplate, \

req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_ENCRYPT(pd, ctx, plaintext, ciphertext, req) ( \

( KCF_PROV_CI PHER_OPS(pd) && KCF_| PROJ Cl PHER (PS( pd)->encrypt) ? \
KCF_PROV_CI PHER_OPS( pd) >encrypt (ctx, plaintext, ciphertext, req) : \
CRYPTO_NOT_SUPPCRTED)

#def i ne KCF_PROV_ENCRYPT_UPDATE(pd, ctx, plaintext, ciphertext, req) ( \

( KCF_PROV_CI PHER_OPS(pd) && KCF_PROV_ClI PHER _OPS(pd) - >encrypt _update) ? \
KCF_PROV_ClI PHER_OPS( pd) - >encrypt _updat e(ctx, plaintext, \

ci phertext, req) :
CRYPTO_NOT_SLPP(RT ED)

#def i ne KCF_PROV_ENCRYPT_FI NAL(pd, ctx, ciphertext, req) ( \

( KCF_PROV_Cl PHER_OPS(pd) && KCF PROV_CI PHER _OPS(pd) ->encrypt _final) ?\
KCF_PROV_CI PHER _OPS( pd) - >encrypt _final (ctx, ciphertext, req) : \
CRYPTO_NOT_SUPPORTED)
#defi ne KCF_ PROJ ENCRYPT_ATOM C(pd, session, nmech, key, plaintext, ciphertext, \
enpl ate, req) (
(KCF PROV_CI PHER_OPS(pd) && KCF_PROV_ClI PHER_OPS( pd) - >encrypt _atomic) ? \
KCF_PROV_Cl PHER_OPS( pd) - >encrypt _at omi c( \
“(pd) - >pd prov_handl e, session, nmech, key, plaintext, ciphertext, \
tenplate, req) :
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_DECRYPT_I NI T(pd, ctx, nech, key, tenplate, req) ( \

( KCF_PROV_Cl PHER_OPS(pd) && KCF PROJ Cl PHER_OPS( pd) >decrypt_init) ?\
KCF_ PRO\/ Cl PHER_OPS(pd) - >decrypt _i nit(ctx, mech, key, tenplate, \

eq) @\
CRYPTO_NOT_SLPPCRTED)

#def i ne KCF_PROV_DECRYPT(pd, ctx, ciphertext, plaintext, req) ( \

(KCF_PROV_Cl PHER OPS(pd) &8 KCF_PROV._Cl PHER_OPS( pd) - >decrypt) ? \
KCF_PROV_ClI PHER _OPS( pd) - >decrypt (ctx, ciphertext, plaintext, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_DECRYPT_UPDATE(pd, ctx, ciphertext, plaintext, req) \
(KCF_PROV_CI PHER_CPS(pd) && KCF_PROV_CI PHER_OPS( pd) - >decrypt _update) ? \
KCF_PROV_ClI PHER_OPS( pd) - >decr ypt _updat e(ctx, ciphertext, \

plaintext, req) : \
CRYPTO_NOT_SUPPORTED)
#def i ne KCF_PROV_DECRYPT_FI NAL(pd, ctx, plaintext, req) ( \
( KCF_PROV_Cl PHER_OPS(pd) && KCF PROV_CI PHER _OPS(pd) - >decrypt _final) ?\
KCF_PROV_CI PHER_OPS( pd) - >decrypt _fi nal (ctx, plaintext, req) :
CRYPTO_NOT_SUPPORTED)
#def i ne KCF_PROV_DECRYPT_ATOM C(pd, session, nech, key, ciphertext, plaintext, \
tenplate, req) ( \
(KCF_PROV_CI PHER_OPS( pd) && KCF_PROV_CI PHER _OPS(pd) - >decrypt_atomic) ?\
KCF_PROV_Cl PHER_OPS( pd) - >decrypt atomic( \
“(pd)->pd_prov_handl e, session, mech, key, ciphertext, plaintext, \
tenplate, req) : \
CRYPTO_NOT_SUPPORTED)
/*
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* Wappers for crypto_mac_ops(9S) entry points.
*
/

#defi ne KCF_PROV_MAC_ I NI T(pd, ctx, mech, key, tenplate, req) ( \
(KCF_PROV_NMAC_OPS(pd) && KCF_PROV_MAC OPS(pd)->mac_init) 2\
KCF_PROV_MAC OPS(pd)->mac_init(ctx, nech, key, tenplate, req) \

CRYPTO_NOT_SUPPORTED)

/*
* The (underscore) in _mac is needed to avoid replacing the
* function mac().

#defl ne KCF_PROV_MAC(pd, ctx, data, _mac, req) ( \
( KCF_PROV_MAC_OPS( pd) && KCF_PROV MAC > OPS(pd)->mac) ? \
KCF_PROV_MAC OPS(pd) - >mac(ctx, data, _mac, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_MAC UPDATE(pd, ctx, data, req) ( \
(KCF_PROV_NMAC OPS(pd) && KCF_PROV_MAC OPS(pd)->mac_update) ? \
KCF_PROV_MAC OPS( pd) - >mac_updat e(ctx, data, req) : \
CRYPTO_NOT_SUPPORTED)

#defi ne KCF_PROV_MAC FI NAL(pd, ctx, mac, req) ( \
( KCF_PROV_MAC_OPS(pd) && KCF PRO\/ MAC_OPS( pd) - >mac _final) 2\
KCF_PROV_MAC OPS(pd) - >mac_final (ctx, mac, req) : \
CRYPTO_NOT_SUPPORTED)

#defi ne KCF_ PROJ MAC_ATOM C(pd, session, nech, key, data, nac, tenplate, \
\

eq) (
(KCF PROV_MAC_OPS(pd) && KCF_PROV_MAC_OPS(pd)->mac_atomic) ? \
KCF_PROV_MAC _OPS( pd) - >mac_at omi c( \
(pd) >pd prov_handl e, session, nmech, key, data, nac, tenplate, \

eq)
CRYPTO NOT_SUPPORTED)

#def i ne KCF_PROV_MAC _VERI FY_ATOM C(pd, session, nech, key, data, nac, \
tenplate, req) ( \
(KCF_PROV_NMAC_OPS(pd) && KCF_PROV_MAC_OPS(pd)->mac_verify_atonmic) 2\
KCF_PROV_MAC_OPS(pd) ->mac_verify_atomc( \
(pd) >pd prov_handl e, “session, mech, key, data, mac, tenplate, \

eq)
CRYPTO NOT_SUPPORTED)

/*

* Wappers for crypto_sign_ops(9S) entry points.
*

/

#define KCF_PROV_SIGN_IN T(pd, ctx, mech, key, tenplate, req) ( \
( KCF_PROV_SI GN_OPS(pd) && KCF PROJ SIGN_OPS(pd)->sign_init) 2\
KCF_PROV_SI GN_OPS(pd)->sign_init( \
ctx, mech, key, tenplate, req) CRYPTO_NOT_SUPPORTED)
#defi ne KCF_PROV_SIGN\(pd, ctx, data, sig, req) ( \
( KCF_PROV_SI GN_OPS( pd) && KCF_PROV_SI GN_CPS(pd) ->sign) ? \
KCF_PROV_SI GN_OPS(pd) - >si gn(ctx, data, sig, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_SI GN_UPDATE( pd, ctx, data, req) ( \
(KCF_PROV_SI GN_OPS(pd) && KCF_PROV_SI GN | OPS( pd) - >si gn update) ? \
KCF_PROV_SI GN_OPS( pd) - >si gn_updat e(ctx, data, req) :
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_SI GN_FI NAL(pd, ctx, sig, req) ( \
(KCF_PROV_SI GN_OPS(pd) && KCF_PROV_SI GN |_OPS( pd) - >s|gn final) 2\
KCF_PROV_SI GN_OPS( pd) - >sign_final (ctx, sig, req) :
CRYPTO_NOT_SUPPORTED)
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#define KCF_PROV_SI GN_ATOM C(pd, session, nech, key, data, tenplate, \
sig, req) (\
(KCF_PROV_SI GN_OPS( pd) && KCF_PROV_SI GN_OPS( pd) - >sign_atomic) ? \
KCF_PROV_SI GN_OPS( pd) - >si gn_at omi c( \
“(pd)->pd_prov_handl e, session, nmech, key, data, sig, tenplate, \
req) : CRYPTO_NOT_ SUPPORT ED)

#def i ne KCF_PROV_SI GN_RECOVER | NI T(pd, ctx, nech, key, tenplate, \
req)
(KCF_PROV_SI GN_OPS(pd) && KCF_PROV_SI GN_OPS(pd) - >si gn_recover _init) ? \
KCF_PROV_SI GN_OPS( pd) - >si gn_recover _init(ctx, nech, key, tenplate, \
req) : CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_SI GN_RECOVER(pd, ctx, data, sig, req) ( \
( KCF_PROV_SI GN_OPS(pd) && KCF_PROV_ SIGN | OPS( pd) - >si gn_| recover) 2?2\
KCF_PROV_SI GN_OPS( pd) - >si gn_recover (ctx, data, sig, req) : \
CRYPTO NOT SUPPORTED)

#define KCF_PROV_SI (%V_?EFO\/ER_ATCMC(pd, session, nech, key, data, tenplate, \
sig, req
(KCF_PROV_SI GN_OPS(pd) && \
KCF_PROV_SI GN_OPS( pd) - >si gn_r ecover _atomc) ? \
KCF_PROV_SI GN_OPS( pd) - >si gn_r ecover _at omi ¢( \
(pd) ->pd_prov_handl e, session, mech, key, data, sig, tenplate, \
req) : CRYPTO _NOT_SUPPORTED)

/*
* Wappers for crypto_verify_ops(9S) entry points.
*/

#define KCF_PROV_VERI FY_I NI T(pd, ctx, mech, key, tenplate, req) ( \
( KCF_PROV_VERI FY_OPS(pd) && KCF PRO\/ VERI FY_OPS( pd) >verify_init) ?\
KCF_PROV_VERI FY_OPS(pd) ->verify init(ctx, mech, key, tenplate, \
“req) : CRYPTO NOT_SUPPORTED)

#defi ne KCF_PROV_VERI FY(pd, ctx, data, sig, req) ( \
(KCF_PROV_VERI FY_OPS(pd) && KCF_PROV_VERI FY_OPS(pd) ->verify) ? \
KCF_PROV_VERI FY_OPS(pd) - >verify(ctx, data, sig, req) : \
CRYPTO_NOT_SUPPCRTED)

#def i ne KCF_PROV_VERI FY_UPDATE(pd, ctx, data, req) ( \
(KCF_PROV_VERI FY_OPS(pd) && KCF_PROV_VERI FY_OPS(pd)->verify_update) ? \
KCF_PROV_VERI FY_OPS(pd) - >veri fy_update(ctx, data, req) : \
CRYPTO_NOT_SUPPORTED)

#defi ne KCF_PROV_VERI FY_FI NAL(pd, ctx, sig, req) ( \
( KCF_PROV_VERI FY_OPS(pd) && KCF PROV_VERI FY_OPS( pd) - >ver|fy final) 2\
KCF_PROV_VERI FY_OPS(pd) ->verify _final (ctx, sig, req) : \
CRYPTO_NOT_SUPPORTED)

#def i ne KCF_PROV_VERI FY_ATOM C(pd, session, nmech, key, data, tenplate, sig, \
req)
(KCF_PROV_VERI FY_OPS( pd) && KCF_PROV_VERI FY_OPS(pd)->verify_atomc) ? \
KCF_PROV_VERI FY_OPS( pd) - >veri fy atom c( \
“(pd)->pd_prov_handl e, session, nmech, key, data, sig, tenplate, \
req) : CRYPTO_NOT_SUPPCRT ED)

#def i ne KCF_PROV_VERI FY_RECOVER | NI T(pd, ctx, nech, key, tenplate, \
req) (\
(KCF_PROV_VERI FY_OPS(pd) && \
KCF_PROV_VERI FY_OPS( pd) - >veri fy_recover_|
KCF_PROV_VERI FY_OPS( pd) - >veri fy_recover
tenplate, req) : CRYPTO NOT SUPPO?TED)

/* verify_recover() CSPlI routine has different argunent order than verify() */
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868 #defi ne KCF_PROV_VERI FY_RECOVER(pd, ctx, sig, data, req) ( \

869 ( KCF_PROV_VERI FY_OPS(pd) && KCF_PROV_VERI FY _OPS(pd)->verify_recover) ?\
870 KCF_PROV_VERI FY_OPS(pd) ->verify_recover(ctx, sig, data, req) : \

871 CRYPTO_NOT_SUPPORTED)

873 [/ *

874 * verify_recover_atomc() CSPlI routine has different argunent order
875 * than verify_atomc().

876 */

877 #define KCF_PROV_VERI FY_RECOVER ATOM C(pd, session, nech, key, sig, \

878 tenplate, data, req) ( \

879 ( KCF_PROV_ VERI FY CPS( pd) && \

880 KCF_PROV_VERI FY_OPS( pd) >verify_recover_atomc) ?\

881 KCF_PROV_VERI FY_OPS( pd) - >veri fy_recover_atonic( \

882 “(pd)->pd_prov_handl e, session, nmech, key, sig, data, tenplate, \
883 req) : CRYPTO_NOT_SUPPORTED)

885 /*

886 * Wappers for crypto_dual _ops(9S) entry points.

887 */

889 #defi ne KCF_PROV_DI GEST_ENCRYPT_UPDATE( di gest _ctx, encrypt_ctx, plaintext, \
890 ciphertext, req) ( \

891 (KCF_PROV_DUAL_OPS(pd) && \

892 KCF_PROV_DUAL_OPS( pd) - >di gest _encrypt _update) ? \

893 KCF_PROV_DUAL_OPS( pd) - >di gest _encrypt _updat e( \

894 “digest_ctx, encrypt_ctx, plaintext, ciphertext, req) : \

895 CRYPTO_NOT_ SUPPORT ED)

897 #defi ne KCF_PROV_DECRYPT_DI GEST_UPDATE(decrypt _ctx, digest_ctx, ciphertext, \
898 plaintext, req) ( \

899 (KCF_PROV_DUAL_OPS(pd) && \

900 KCF_PROV_DUAL_OPS( pd) - >decr ypt _di gest _update) ? \

901 KCF_PROV_DUAL_OPS( pd) - >decr ypt _di gest _update( \

902 “decrypt _ctx, digest_ctx, ciphertext, plaintext, req) : \

903 CRYPTO_NOT_. SUPPORT ED)

905 #define KCF_PROV_SI GN_ENCRYPT_UPDATE(si gn_ctx, encrypt_ctx, plaintext, \

906 ciphertext, req) ( \

907 (KCF_PROV_DUAL_OPS(pd) && \

908 KCF_PROV_DUAL_OPS( pd) - >si gn_encrypt _update) ? \

909 KCF_PROV_DUAL_OPS( pd) - >si gn_ encrypt _update( \

910 sign_ctx, encrypt_ctx, plaintext, ciphertext, req) : \

911 CRYPTO_NOT_. SUPPORT ED)

913 #define KCF_PROV_DECRYPT_VERI FY_UPDATE(decrypt_ctx, verify_ctx, ciphertext, \
914 plaintext, req) ( \

915 (KCF_PROV_DUAL_OPS(pd) && \

916 KCF_PROV_DUAL_OPS( pd) - >decrypt _verify_update) ? \

917 KCF_PROV_DUAL_OPS( pd) - >decrypt _verify_ updat e( \

918 “decrypt_ctx, verify ctx, ciphertext, plaintext, req) : \

919 CRYPTO_NOT_SUPPORTED)

921 /*

922 * Wappers for crypto_dual _ci pher _mac_ops(9S) entry points.
923 */

925 #define KCF_PROV_ENCRYPT_MAC_| NI T(pd, ctx, encr_nech, encr_key, nmac_nech, \

926 mac_key, encr_ctx_tenplate, mac_ctx_tenplate, req) ( \

927 ( KCF_PROV_DUAL_Cl PHER_MAC_OPS(pd) && \

928 KCF_PROV_DUAL_Cl PHER MAC OPS( pd) >encrypt_mac_init) 2\

929 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encrypt _mac_ini t ( \

930 ctx, encr_mech, encr_key, mac_nech, mac_key, encr_ctx_tenplate, \
931 mac_ctx_tenplate, req) :

932 CRYPTO_NOT_SUPPORT! ED)
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934 #defi ne KCF_PROV_ENCRYPT_MAC(pd, ctx, plaintext, ciphertext, mac, req) ( \

935 (KCE_PROV_DUAL_CT PHER MAC_OPS(pd) && \

936 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encrypt _mac) ? \

937 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encr ypt _mac( \

938 ctx, plaintext, ciphertext, mac, req) : \

939 CRYPTO_NOT_SUPPORTED)

941 #define KCF_PROV_ENCRYPT_MAC_UPDATE(pd, ctx, plaintext, ciphertext, req) ( \
942 ( KCF_PROV_DUAL_CI PHER_MAC_OPS( pd) &\

943 KCF_PROV_DUAL_ClI PHER_ MAC_OPS( pd) >encrypt _mac_update) ? \

944 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encrypt _nmac_updat e( \

945 ctx, plaintext, ciphertext, req) :

946 CRYPTO_NOT_SLPP(RT ED)

948 #defi ne KCF_PROV_ENCRYPT_MAC FI NAL(pd, ctx, ciphertext, mac, req) ( \
949 ( KCF_PROV_DUAL_CI PHER_MAC_OPS( pd) && \

950 KCF_PROV_DUAL_ClI PHER_MAC_OPS( pd) >encrypt_nmac_final) 2\

951 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encrypt _mac_final ( \

952 ctx, ciphertext, mac, req) : \

953 CRYPTO_NOT_SUPPORTED)

955 #defi ne KCF_PROV_ENCRYPT_MAC _ATOM C(pd, session, encr_nech, encr_key, \
956 mac_nech, mac_key, plaintext, ciphertext, nac,

957 encr_ctx_tenplate, mac_ctx_tenplate, req) ( \

958 (KCF_PROV_DUAL_CI PHER_MAC_OPS(pd) && \

959 KCF_PROV_DUAL_ClI PHER_MAC_OPS( pd) >encrypt_mac_atonmic) ? \

960 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >encrypt _nac “atomic( \

961 “(pd)->pd_prov_handl e, session, encr_nech, encr_key, \

962 mac_nech, mac_key, pI ai ntext, ciphertext, nmac,

963 encr_ctx_tenplate, mac_ctx_tenplate, req) : \

964 CRYPTO_NOT_SUPPORTED)

966 #defi ne KCF_PROV_MAC _DECRYPT_I NI T(pd, ctx, mac_nech, mac_key, decr_mech, \
967 “decr_key, mac_ctx_tenplate, decr_ctx tenpl ate, req) ( \
968 ( KCF_PROV_DUAL_Cl PHER_MAC_OPS(pd) && \

969 KCF_PROV_DUAL_CI PHER MAC OPS(pd) - >nmac_decrypt _init) ? \

970 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >mac_decrypt _init( \

971 ctx, mac_nech, mac_key, decr_mech, decr_key, mac_ctx_tenplate, \
972 decr_ctx_tenplate, req) : \

973 CRYPTO_NOT_SUPPORTED)

975 #define KCF_PROV_MAC DECRYPT(pd, ctx, ciphertext, mac, plaintext, req) ( \
976 ( KCF_PROV_DUAL_Cl PHER_MAC ODS( pd) &&\

977 KCF_PROV_DUAL_ClI PHER MAC OPS(pd) - >nac_decrypt) ? \

978 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >mac_decrypt ( \

979 ctx, ciphertext, mac, plaintext, req) : \

980 CRYPTO_NOT_SUPPORTED)

982 #defi ne KCF_PROV_MAC _DECRYPT_UPDATE(pd, ctx, ciphertext, plaintext, req) ( \
983 ( KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) && \

984 KCF_PROV_DUAL_CI PHER_MAC_OPS( pd) - >mac_decrypt _update) ? \

985 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >nac _decrypt _update( \

986 ctx, ciphertext, plaintext, req) : \

987 CRYPTO_NOT SUPPORTED)

989 #defi ne KCF_PROV_MAC_DECRYPT_FI NAL(pd, ctx, mac, plaintext, req) ( \
990 (KCE_PROV_DUAL_Cl PHER_MAC_OPS(pd) && \

991 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >mac_decrypt _final) ? \

992 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >mac_decrypt _final ( \

993 ctx, mac, plaintext, req) : \

994 CRYPTO_NOT_SUPPORTED)

996 #define KCF_PROV_MAC_DECRYPT_ATOM C(pd, session, mac_mech, mac_key, \
997 decr _nmech, decr_key, ciphertext, mac, plaintext, \

998 mac_ct x terrpl ate, decr_ctx tenpl ate, req) ( \

999 ( KCF_PROV_DUAL_CI PHER MAC_OPS(pd) && \
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1000 KCF_PROV_DUAL_CI PHER_MAC_OPS( pd) - >mac_decrypt _atomc) ? \
1001 KCF_PROV_DUAL_Cl PHER_MAC_OPS( pd) - >mac_decrypt _at oni c( \

1002 “(pd)->pd_prov_handl e, session, mac_nech, mac_key, \

1003 decr _nech, decr_key, ci phertext, nmac, pI ai ntext, \

1004 mac_ct x teerI ate, decr_ctx_tenplate, req)

1005 CRYPTO_NOT_SUPPORT! ED)

1007 #define KCF_PROV_MAC_VERI FY_DECRYPT_ATOM C(pd, session, mac_mech, mac_key,
1008 decr _nmech, decr_key, ciphertext, mac, plaintext, \

1009 mac_ct x tenpl ate, decr_ctx ten'pl ate, req) ( \

1010 ( KCF_PROV_DUAL_Cl PHER_MAC_OPS(pd) && \

1011 KCF_PROV_DUAL_Cl PHER MAC OPS(pd) - >mac_verify_decrypt _atomic \

1012 I= NOLL) 2\

1013 KCF_PROV_DUAL_CI PHER_MAC_OPS( pd) - >nac_veri fy_decrypt _atom c( \
1014 (pd) - >pd_prov_handl e, session, mac_nech, nac_key, \

1015 decr _nech, decr_key, ciphertext, mac, plaintext, \

1016 mac_ctx_tenplate, decr_ctx_tenplate, req)

1017 CRYPTO_NOT_SUPPORTED)

1019 /*

1020 * Wappers for crypto_random nunber_ops(9S) entry points.

1021 */

1023 #defi ne KCF_PROV_SEED RANDOM pd, session, buf, len, est, flags, req) (
1024 ( KCF_PROV_RANDOM OPS( pd) && KCF_| PROJ RANDOM ODS( pd) - >seed_randonm) ? \
1025 KCF_PROV_RANDOM OPS( pd) - >seed_r andon{ ( pd) - >pd_prov_handl e, \
1026 session, buf, len, est, flags, req) CRYPTO_NOT SUPPCRTED)
1028 #defi ne KCF_PROV_CGENERATE_RANDOM pd sessi on, buf, len, req) ( \

1029 ( KCF_PROV_RANDOM OPS(pd) &&

1030 KCF_PROV_RANDOM OPS( pd) - >generate random ? \

1031 KCF_PROV_RANDOM_OPS( pd) - >gener at e_r andon( ( pd) - >pd_pr ov_handl e,
1032 session, buf, len, req) : CRYPTO NOT_SUPPORTED)

1034 /*

1035 * Wappers for crypto_session_ops(9S) entry points.

1036 *

1037 * ops_pd is the provider descriptor that supplies the ops_vector.
1038 * pd is the descriptor that supplies the provider handle.

1039 * Only session open/close needs two handl es.

1040 */

1042 #define KCF_PROV_SESSI ON_OPEN(ops_pd, session, req, pd) ( \

1043 (KCF_PROV_SESSI ON_OPS(ops_pd) && \

1044 KCF_PROV_SESSI ON_OPS( ops_pd) - >sessi on_open) ? \

1045 KCF_PROV_SESSI ON_OPS( ops_pd) - >sessi on_open( ( pd) - >pd_pr ov_handl e,
1046 session, req) CRYPTO_NOT_SUPPCORTED)

1048 #defi ne KCF_PROV_SESSI ON_CLOSE( ops_pd, sessi on, req, pd) (\

1049 ( KCF_PROV_SESSI ON_OPS( ops_pd) &&

1050 KCF_PROV_SESSI ON_OPS( ops_pd) - >SeSSI on_close) ?\

1051 KCF_PROV_SESSI ON_OPS( ops_pd) - >sessi on_cl ose( (pd) - >pd_prov_handl e,
1052 session, req) : CRYPTO_NOT_SUPPORTED)

1054 #define KCF_PROV_SESSI ON_LOG N(pd, session, user_type, pin, len,

1055 ( KCF_PROV_SESSI ON_OPS(pd) && \

1056 KCF_PROV_SESSI ON_OPS( pd) - >sessi on_l ogin) ? \

1057 KCF_PROV_SESSI ON_OPS( pd) - >sessi on_| ogi n((pd) - >pd_prov_handl e, \
1058 session, user_type, pin, len, req) : CRYPTO NOT SUPPO?TED)

1060 #define KCF_PROV_SESSI ON_LOGOUT( pd, session,

req) (\

1061 ( KCF_PROV_SESS|I ON_OPS(pd) && \

1062 KCF_PROV_SESSI ON_OPS( pd) - >sessi on_| ogout) ? \

1063 KCF_PROV_SESSI ON_OPS( pd) - >sessi on_| ogout ( ( pd) - >pd_pr ov_handl e,
1064 “session, req) : CRYPTO NOT_SUPPORTED)

\

\

req) (\

\

\

\

\
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1066 /*

1067 * Wappers for crypto_object_ops(9S) entry points.

1068 */

1070 #define KCF_PROV_OBJECT_CREATE(pd, session, tenplate, count, object, req) ( \
1071 ( KCF_PROV_OBJECT_OPS(pd) && KCF PRO\/_CBJECT_CPS( pd) - >obj ect _create) ? \
1072 KCF_PROV_OBJECT_OPS( pd) - >obj ect _creat e((pd) ->pd_prov_handl e, \

1073 session, tenplate, count, object, req) CRYPTO_NOT_SUPPORTED)
1075 #defi ne KCF_PROV_OBJECT_COPY(pd, session, object, tenplate, count, \

1076 new _object, req) ( \

1077 ( KCF_PROV_| OBJECT ~ OPS(pd) && KCF_PROV_OBJECT_OPS( pd) - >obj ect _copy) ? \
1078 KCF_PROV_OBJECT_OPS( pd) - >obj ect _copy( ( pd) - >pd_pr ov_| handl \

1079 sessi on, object, tenplate, count, new object, req) :

1080 CRYPTO_NOT_SUF’PCRT ED)

1082 #define KCF_PROV_OBJECT_DESTROY(pd, session, object, req)

(\
OBJECT. __OPS(pd) - >obj ect _destroy) ? \

1083 ( KCF_PROV_OBJECT_OPS(pd) && KCF_| PROV
1084 KCF_PROV_OBJECT_OPS( pd) - >obj ect _dest roy((pd) - >pd_prov_handl e, \
1085 “session, object, req) CRYPTO_NOT_SUPPORTED)

1087 #define KCF_PROV_OBJECT_CET_SI ZE(pd, session, object, size, req) ( \

1088 (KCF_PROV_OBJECT OPS(pd) && \

1089 KCF_PROV_OBJECT_OPS( pd) - >obj ect _get _si ze) ? \

1090 KCF_PROV_OBJECT_OPS( pd) - >obj ect _get _si ze(( pd) - >pd_prov_handl e, \
1091 session, object, size, req) : CRYPTO NOT_SUPPORTED)

1093 #defi ne KCF_PROV_OBJECT_CET_ATTRI BUTE_VALUE( pd, session, object, tenplate, \
1094 count, req) \

1095 (KCF_PROV_OBJECT_OPS(pd) && \

1096 KCF_PROV_OBJECT_OPS( pd) - >obj ect _get _attri bute_value) ? \

1097 KCF_PROV_OBJECT_OPS( pd) - >obj ect _get _attribute_val ue( \

1098 (pd)->pd_prov_handl e, session, object, tenplate, count, req) : \
1099 CRYPTO_NCT_ SUPPORT ED)

1101 #define KCF_PROV_OBJECT_SET_ATTRI BUTE_VALUE(pd, session, object, tenplate, \
1102 count, req)

1103 (KCF_PROV_OBJECT_OPS(pd) && \

1104 KCF_PROV_OBJECT_OPS( pd) - >obj ect _set _attri bute_value) ? \

1105 KCF_PROV_OBJECT_OPS( pd) - >obj ect _set _attribute_val ue( \

1106 (pd)->pd_prov_handl e, session, object, tenplate, count, req) : \
1107 CRYPTO_NCT_ SUPPORT ED)

1109 #define KCF_PROV_OBJECT_FIND_I NI T(pd, session, tenplate, count, ppriv, \
1110 req)

1111 (KCF_PROV_OBJECT_OPS(pd) && \

1112 KCF_PROV_OBJECT_OPS( pd) - >obj ect _find_init) 2\

1113 KCF_PROV_OBJECT_OPS( pd) - >obj ect _find_init((pd)->pd_prov_handl e, \
1114 session, tenplate, count, ppriv, req) : CRYPTO NOT_SUPPORTED)

1116 #define KCF_PROV_OBJECT_FIND(pd, ppriv, objects, max_objects, object_count, \
1117 req) (\

1118 ( KCF_PROV_OBJECT_OPS( pd) && KCF_PROV_ CBJECT __OPS(pd) ->object_find) 2\
1119 KCF_PROV_OBJECT_CPS( pd) - >obj ect “find( \

1120 (pd)->pd_prov_handl e, ppriv, objects, max_objects, object_count, \
1121 req) : CRYPTO_NOT_SUPPORTED)

1123 #define KCF_PROV_OBJECT_FI ND_FI NAL( pd ppriv, req) ( \

1124 ( KCF_PROV_OBJECT_OPS(pd) && \

1125 KCF_PROV_OBJECT_OPS( pd) - >obj ect _find_final) 2 \

1126 KCF_PROV_OBJECT_OPS( pd) - >obj ect _find _final ( \

1127 “(pd)->pd_prov_handl e, ppriv, req) CRYPTO_NOT_SUPPCORTED)
1129 /*

1130

* Wappers for crypto_key_ops(9S) entry points.
1131 */
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1198 session, pin, pin_len, req) : CRYPTO NOT_SUPPORTED)
1133 #defi ne KCF_PROV_KEY_CENERATE(pd, session, nech, tenplate, count, object, \
1134 req) (\ 1200 #define KCF_PROV_SET_PI N(pd, session, old_pin, old_len, new pin, new.len, \
1135 (KCF_PROV_KEY_OPS( pd) && KCF_PROV_KEY_OPS(pd) - >key_generate) ? \ 1201 req) (\
1136 KCF_PROV_KEY_OPS( pd) - >key_gener at e( (pd) - >pd_prov_ handl e, \ 1202 ( KCF_PROV_PROVI DER_OPS(pd) && KCF_PROV_PROVI DER_OPS(pd) - >set _pin) ? \
1137 session, nech, tenplate, count, object, req) : 1203 KCF_PROV_PROVI DER_OPS( pd) - >set _pi n((pd)->pd_prov_handl e, \
1138 CRYPTO_NOT_SLPPCRTED) 1204 session, old_pin, old_|en, new pin, new.len, req) : \
1205 CRYPTO NOT_ SUPPO?T ED)
1140 #define KCF_PROV_KEY_GENERATE_PAI R(pd, session, mech, pub_tenplate, \
1141 “pub_count, priv_tenplate, priv_count, pub key, priv_key, req) ( \ 1207 /*
1142 ( KCF_PROV_| KEY _OPS(pd) && KCF_PROV_KEY GDS( pd) - >key_generate_pair) ? \ 1208 * Wappers for crypto_nostore_key_ops(9S) entry points.
1143 KCF_PROV_KEY_OPS( pd) - >key_gener at e_pai r ((pd) - >pd_prov_handl e, \ 1209 */
1144 session, nmech, pub_tenplate, pub_count, priv_tenplate, \
1145 priv_count, pub key, priv_key, req) : \ 1211 #define KCF_PROV_NOSTORE_KEY_CGENERATE( pd, session, nech, tenplate, count, \
1146 CRYPTO_NOT SLPPCRTED) 1212 out _tenplate, out_count, req) ( \
1213 ( KCF_PROV_NOSTORE_KEY_OPS(pd) && \
1148 #define KCF_PROV_KEY_WRAP(pd, session, nmech, w apping_key, key, w apped_key, \ 1214 KCF_PROV_NOSTORE_KEY_OPS( pd) - >nost or e_key_generate) ? \
1149 “wrapped_key_len, req) ( \ 1215 KCF_PROV_NOSTORE_KEY_OPS( pd) - >nost ore_key_generate( \
1150 ( KCF_PROV_KEY_OPS( pd) && KCF_PROV_KEY_OPS( pd) - >key_wrap) ? \ 1216 “(pd)->pd_prov_handl e, session, nmech, tenplate, count, \
1151 KCF_PROV_KEY_OPS( pd) - >key_! wr ap( (pd) - >pd_prov_handi e, \ 1217 out_tenplate, out_count, req) : CRYPTO_NOT_SUPPO?TED)
1152 sessmn nmech, wrappi ng_key, key, w apped_key, Wrapped key_len, \
1153 eq) : 1219 #define KCF_PROV_NOSTORE_KEY_GENERATE_PAI R(pd, session, mech, pub_tenplate, \
1154 CRYPTO_NOT_SLPPCRTED) 1220 pub_count, priv_tenplate, priv_count, out_pub_tenplate, \
1221 out _pub_count, out_priv_tenpl ate, out _priv_count, req) ( \
1156 #define KCF_PROV_KEY_UNWRAP(pd, session, nech, unw appi ng_key, w apped_key, \ 1222 ( KCF_PROV_NCSTORE_KEY_OPS(pd) && \
1157 “wrapped_key_len, tenplate, count, key, req) ( \ 1223 KCF_PROV_NOSTORE_KEY_OPS( pd) - >nost or e_key_ generate_pair) ? \
1158 ( KCF_PROV_KEY_OPS( pd) && KCF_PROV_KEY _OPS(pd) ->key_unwrap) ? \ 1224 KCF_PROV_NOSTORE_KEY_OPS( pd) - >nost or e_key_generate_pair( \
1159 KCF_PROV_KEY_OPS( pd) - >key_| unwrap((pd) >pd_prov_handl e, \ 1225 “(pd)->pd_prov_handl e, session, nmech, pub_tenplate, pub_count, \
1160 “session, mech, unw apping_ key, wr apped_key, wrapped_key_l en, \ 1226 priv_tenplate, priv_count, out _pub_ terrpI ate, out pub count, \
1161 tenpl ate, count, key, req) : \ 1227 out_priv_tenplate, out_priv_count, req) : CRYPTO_NOT SLPPOQTED)
1162 CRYPTO_NOT_SUPPORTED)
1229 #defi ne KCF_PROV_NOSTORE_KEY_DERI VE(pd, session, nech, base_key, tenplate, \
1164 #define KCF_PROV_KEY_DERI VE(pd, session, nech, base_key, tenplate, count, \ 1230 count, out_tenplate, out count req) (\
1165 key, req) ( \ 1231 (KCF_| PROV_NOSTORE_KEY CPS( pd) &
1166 (KCF_PROV_KEY_OPS(pd) && KCF_PROV_KEY_OPS(pd) - >key_derive) ? \ 1232 KCF_PROV_NOSTCORE_KEY_OPS( pd) >nostore _key_derive) ?\
1167 KCF_PROV_KEY_OPS( pd) - >key derive((pd)->pd_prov_handl e, \ 1233 KCF_PROV_NOSTORE_KEY_OPS( pd) - >nost ore_key_derive( \
1168 session, nech, base_key, tenplate, count, key, req) o\ 1234 “(pd)->pd_prov_handl e, session, nech, base_key, tenplate, count, \
1169 CRYPTO_NOT_SLPP(RTED) 1235 out_tenplate, out_count, req) : CRYPTONOT _ SUPPORTED)
1171 #define KCF_PROV_KEY CHECK(pd, nech, key) ( \ 1237 /*
1172 ( KCF_PROV_KEY_OPS(pd) && KOF PROV_KEY_OPS( pd) - >key_check) ? \ 1238 * The followi ng routines are exported by the kcf nodule (/kernel/m sc/kecf)
1173 KCF_PROV_KEY_OPS( pd) - >key_check((pd)->pd_prov_handl'e, nech, key) : \ 1239 * to the crypto and cryptoadm n nodul es.
1174 CRYPTO_NOT_SUPPORTED) 1240 */
1176 /* 1242 /* Digest/ mac/cipher entry points that take a provider descriptor and session */
1177 * Wappers for crypto_provider_managenent _ops(9S) entry points. 1243 extern int crypto_digest_single(crypto_context_t, crypto_data_t *,
1178 * 1244 crypto_data_t *, crypto_call_req_t *);
1179 * ops_pd is the provider descriptor that supplies the ops vector.
1180 * pd is the descriptor that supplies the provider handle 1246 extern int crypto_mac_single(crypto_context_t, crypto_data_t *,
1181 */Only ext_info needs two handl es. 1247 crypto_data_t *, crypto_call_req_t *);
1182 *
1249 extern int crypto_encrypt_single(crypto_context_t, crypto_data_t *,
1184 #define KCF_PROV_EXT_I NFQ(ops_pd, provext_info, req, pd) ( \ 1250 crypto_data_t *, crypto_call _req_t *);
1185 ( KCF_PROV_PROVI DER_OPS( ops_pd) && \
1186 KCF_PROV_PROVI DER_OPS(ops_pd) - >ext _info) 2 \ 1252 extern int crypto_decrypt_single(crypto_context_t, crypto_data_t *,
1187 KCF_PROV_PROVI DER_OPS( ops_pd) - >ext _i nf o( (pd) - >pd_pr ov_handl e, \ 1253 crypto_data_t *, crypto_call _req_t *);
1188 provext_info, req) : CRYPTO _NOT_SUPPORTED)
1190 #define KCF_PROV_I NI T_TOKEN(pd, pin, pin_len, label, req) ( \ 1256 /* Other private digest/mac/cipher entry points not exported through k-APlI */
1191 ( KCF_PROV_PROVI DER_OPS( pd) && KCF_PROV PROVI DER _ OPS(pd)->init_token) ?\ 1257 extern int crypto_di gest _key_prov(crypto_context_t, crypto_key_t *,
1192 KCF_PROV_PROVI DER_OPS( pd) - >i nit _t oken((pd) - >pd_prov_handl e, \ 1258 crypto_call_req_t *);
1193 pin, pin_len, |abel, req) : CRYPTO NOT_SUPPORTED)
1260 /* Private sign entry points exported by KCF */
1195 #define KCF_PROV_INI T_PIN(pd, session, pin, pin_len, req) ( \ 1261 extern int crypto_sign_single(crypto_context_t, crypto_data_t *,
1196 ( KCF_PROV_PROVI DER_OPS( pd) && KCF_| PROV_PROVI DER 2 OPS(pd)->init_pin) ?\ 1262 crypto_data_t *, crypto_call_req_t *);
1197 KCF_PROV_PROVI DER_OPS( pd) - >i ni t _pi n((pd)->pd_prov_handl e, \
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extern int crypto_sign_recover_singl e(crypto context_t, crypto_data_t *,
*)i

crypto_data_t *, crypto_call_req_t

/* Private verify entry points exported by KCF */
extern int crypto_verify_single(crypto_context_t,
crypto_data_t *, crypto_call_req_t *);

crypto_data_t *,

extern int crypto_verify_recover_singl e(crypto context _t, crypto_data_t *,
)

crypto_data_t *, crypto_call_req_t

/* Private dual operations entry points exported by KCF */

extern int crypto_digest_encrypt_update(crypto_context_t,
crypto_data_t *, crypto_data_t *, crypto_call_req_t *);

extern int crypto_decrypt_digest_update(crypto_context_t, crypto_context_t,
crypto_data_t *, crypto_data_t *, crypto_call_req_t *);

extern int crypto_sign_encrypt_update(crypto_context_t, crypto_context_t,
crypto_data_t *, crypto_data_t *, crypto_call_req_t *);

extern int crypto_decrypt_verify_update(crypto_context_t, crypto_context_t,
crypto_data_t *, crypto_data_t *, crypto_call_req_t *);

crypto_context _t,

/* Random Nunber Generation */

int crypto_seed_randon(crypto_provider_handl e_t provider,
size_t len, crypto_call_req_t *req)

int crypto generate randomn( crypt o_provi der _handl e_t provider,
size_t len, crypto_call_req_t *req);

uchar _t *buf,

uchar _t *buf,

/* Provider Managenent */

int crypto_get_provider_info(crypto_provider_id_t id,
crypto_provider_info_t **info, crypto_call _req_t *req);

nt crypto_get _provider_mechani sns(crypto_minor_t *, crypto_provider_id_t id,
uint_t *count, crypto_mech_name_t **list);

int crypto_init_token(crypto_provider_handle_t provider, char *pin,
size_t pin_len, char *label, crypto_call _req_t *);
int crypto_init_pi n(crypt o_provider_handl e_t provider, char *pin,

size_t pin_Ten, crypto_call _req_t *req);
nt crypto set _pi n(crypto provi der_handl e_t provider, char *ol d_pin,

size_t old_len, char *new pin, size_t new.|en, crypto call _req_t *req);
void crypto_free _provi der _list(crypto_ provi der_entry_ t *Iist, uint_t count);
void crypto_free_provider_info(crypto_provider_info_t *inf o);

/* Administrative */
int crypto_get_dev_list(uint_t *count, crypto_dev_list_entry_t **list);
int crypto_get_soft _list(uint_t *count, char **list, size t *len);
int crypto_get_dev_info( uint_t instance, uint_t *count,
crypt o_mech_name_t
int crypto_get_soft_info(caddr_t nane,
crypto_mech_name_t **|ist);

uint_t *count,

int crypto_l oad_dev_di sabl ed(char *name, uint_t instance, uint_t count,
crypto_mech_name_t *list);

int crypto_| oad_sof t _di sabl ed(caddr t nane, uint_t count,
crypto_mech_name_t *list);

int crypto_unl oad_soft_nodul e(caddr_t path);

int crypto_load_soft_config(caddr_t name, uint_t count,

crypto_mech_name_t *list);
int crypto_|l oad_door (uint_t did);
void crypto_free_mech_list(crypto_nmech_name_t *list, uint_t
void crypto_ free_dev_Tist(crypto_dev_list_entry t *list,
extern voi d kcf_activate();

count);
uint_t count);

/* M scel | aneous */

int crypto_get_mechani sm nunber (caddr_t name, crypto_mech_type_t *number);

int crypto_get_function_list(crypto_provider_id_t id
crypto_function_list_t **list, int knflag);

void crypto_free_function_|list(crypto_function_list_t *list);

int crypto_build_permitted_mech_names(kcf _provider_desc_t *,
crypto_nmech_name_t **, “uint_t *, int);

13
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extern void kcf_init_mech_tabs(void);

extern int kcf_add_nmech_provider(short,
kcf _prov_mech_desc_t **);

extern void kcf_renmove_nech_provider(char *, kcf_provider_desc_t *);

extern int kcf_get_mech_entry(crypto_mech _type_t, kcf mech entry to*F);

extern kcf_provider_desc_t *kcf_all oc_provider desc(crypto provider_info_t *);

extern voi d kcf_free_provider_desc(kcf_provider_desc_t *);

extern void kcf_soft_config_init(void);

extern int get_sw provider_for_nmech(crypto_nmech_nane_t,

extern crypto_nmech_type_t crypto_nech2i d_comon(char *,

kcf _provi der_desc_t *,

char **);
bool ean t)

extern voi d undo_regi ster_provider (kcf_provider_desc_t *, bool ean_t);
extern void redo_register_provider(kcf_provider_desc_t *);

extern void kcf_rnd_init();

extern bool ean_t kcf_rngprov_check(void);

extern int kcf _rnd_get_pseudo_byt es(ui nt 8 t *, size_t);

extern int kcf_rnd_get bytes(uint8_t size_t, boolean_t);

extern int random add_pseudo_entropy(ui nt8_t *, size_t, uint_t);
extern void kcf_rnd_chpol | (short, int, short *, struct pollhead **);

extern int crypto_mo data(crypto datat *, uchar_t *, int, cmi_type_t,
void *, void (*update)());

extern int crypto_nblk data(crypto data_t *, uchar_t *, int, cmd_type_t,
void *, void (*update)());

extern int crypto_put_output_data(uchar_t *, crypto_data_t *, int);

extern int crypto_get_input_data(crypto_data_t *, uchar_t **, uchar _t *);

extern int crypto_copy_key _to_ctx(crypto_key t *, size_t *,

crypto_key_t **,
int knflag);

extern int crypto_digest_data(crypto_data_t *, void *, uchar_t *,
void (*update)(), void (*final)(), uchar_t);

extern int crypto_update_iov(void *, crypto_data_t *, crypto data_t *,
int (*cipher)(void *, caddr_t, size_t, crypto_data_t *),
voi d (*copy_bl ock)(const uint8_t *, uint6d_t *));
void (*copy_block)(uint8_t *, uint64_t *));

extern int crypto_update_uio(void *,
int (*cipher)(void *, caddr_t, size_t, crypto_data_t *),
voi d (*copy_bl ock)(const uint8_t *, uint64_t *));
void (*copy_block)(uint8_t *, uint64_t *));

extern int crypto_update_np(void *, crypto data to*, crypto data_t *,
int (*ci pher)(void *, caddr_t, size_t, crypto_data_t *);
voi d (*copy_bl ock) (const uint8_t *, uint64_t *));
void (*copy_block)(uint8_t *, uint64_t *));

crypto_data_t *, crypto data_t *,

extern int crypto_get key attr(crypto_key t *, crypto_attr_type_t, uchar_t **,
ssize_t *);

/* Access to the provider’'s table */

extern void kcf_prov_tab_init(void);

extern int kcf_prov_tab_add_provi der(kcf_provi der_desc_t *);

extern int kcf_prov_tab_rem provider(crypto_provider_id_t);

extern kcf_provider_desc_t *kcf_prov_tab_| ookup_by_name(char *);

extern kcf_provider_desc_t *kcf_prov_tab_| ookup_by_dev(char *, uint_t);

extern int kcf_get_hw prov_tab(uint_t *,
char *, uint_t, boolean_t);
extern int kcf_get_slot_list(uint_t *, kcf_provider_desc_t *** boolean_t);
extern void kcf_free_provider_tab(uint_t, kcf_provider_desc_t **);
extern kcf_provider_desc_t *kcf_prov_tab_| ookup(crypto_provider_id_t);
extern int kcf_get_sw prov(crypto_nech_type_t, kcf_provider_desc_t **,
kcf _mech_entry_t **,  boolean_t);

kcf _provider_desc_t ***, int,

extern knmutex_t prov_tab_nutex;

extern bool ean_t kcf_need_provt ab_wal k;

extern int kcf_get_refcnt (kcf _provider_desc_t *, boolean_t);

/* Access to the policy table */

extern bool ean_t I s_mech_di sabl ed(kcf_provider_desc_t *, crypto_nmech_name_t);

extern bool ean_t is_nech_di sabl ed_bynane(crypto_provi der_type_t, char *,
uint_t, crypto_mech_nane _t);

extern void kcf _policy_tab_init (voi d);
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1393 extern void kcf_policy_free_desc(kcf_policy_desc_t *)

1394 extern void kcf_policy remove_by name(char *, uint_t *, crypto_mech_name_t **)
1395 extern void kcf_policy_renove_by_dev(char *, uint_t, uint_t *,

1396 crypto_mech_name_t **);

1397 extern kcf_policy_desc_t *kef _policy_| ookup_by_nanme(char *)

1398 extern kcf_policy _desc_t *kcf_policy | ookup_by_dev(char *, uint_t)

1399 extern int kcf_policy_load_soft_disabled(char *, uint_t, crypto_mech_name_t *,

1400 uint_t *, crypto_mech_name_t **
1401 extern int kcf_policy_| oad_dev dlsabled(char *,uint_t, uint_t
1402 crypto_mech_name_t *, uint_t *, crypto_mech_name_t **);

1403 extern void renpve_soft_config(char *);
1405 #endif /* _KERNEL */
1407 #ifdef _ cplusplus

1408 }
__unchanged_portion_omtted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61
2523 Thu Apr 30 20:52:32 2015 62 # Linkage dependencies
new usr/src/uts/intel/kcf/ Makefile 63 #
4896 Performance inprovenents for KCF AES npdes
LEEE R R R R EE SRR EEEEEEEEEEE R REEEE SRR EEEEEEEEEEEEREREEEEEEEEESE] 65 #
1 # 66 # |lint pass one enforcenent
2 # CDDL HEADER START 67 #
3 # 68 CFLAGS += $( CCVERBCSE) -1 $(COM DI R
4 # The contents of this file are subject to the terns of the 69 AS_CPPFLAGS += -1../../$(PLATFORM
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License. 71 LI NTTAGS += -1 $(COM DI R
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 73 CERRWARN += -_gcc=-Wo-swi tch
9 # or http://ww. opensol aris.org/os/licensing. 74 CERRWARN += -_gcc=-Who-uninitialized
10 # See the License for the specific |anguage governing perni ssions 75 CERRWARN += -_gcc=- Who- par ent heses
11 # and limtations under the License. 76 CERRWARN += -_gcc=- Who- unused- | abel
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each 78 #
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 79 # Default build targets.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the 80 #
16 # fields enclosed by brackets "[]" replaced with your own identifying 81 . KEEP_STATE:
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 # 83 def: $( DEF_DEPS)
19 # CDDL HEADER END
20 # 85 all: $( ALL_DEPS)
21 #
22 # Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved. 87 cl ean: $( CLEAN_DEPS)
23 # Use is subject to license terns.
24 # Copyright 2015 by Saso Kisel kov. Al rights reserved. 89 cl obber: $( CLOBBER_DEPS)
25 #
26 # This makefile drives the production of the Kernel Cryptographic 91 lint: $( LI NT_DEPS)
27 # Framewor k core nodul e.
28 # 93 nodlintlib: $( MODLI NTLI B_DEPS)
29 # Intel inplenentation architecture dependent
30 # 95 clean.lint: $( CLEAN_LI NT_DEPS)
32 # 97 install: $( | NSTALL_DEPS)
33 # Path to the base of the uts directory tree (usually /usr/src/uts).
34 # 99 #
35 UTSBASE = .. /.. 100 # I ncl ude common targets.
36 COM DI R = $( COMMONBASE) / crypt o 101 #
102 include $(UTSBASE)/intel/Makefile.targ
38 #
39 # Define the nodul e and object file sets. 104 $(OBIS_ DI R /% o: $(COM DI R/ nodes/ and64/ % s
40 # 105 $(COWPILE. s) -0 $@ $(COM DI R)/ nodes/ and64/ ${ @: . o=. s}
41 MODULE kcf 106 $( POST_PROCESS_O)
42 LINTS $( KCF_OBJS: % 0=$(LINTS_DI R)/ % | n)

43 KCF_OBJS 32
44 KCF_OBJS 64

108 $(OBIS_DIR)/% I n: $(COM DI R)/ nodes/ and64/ % s
- as
43 KCF_OBJS_64

gemi nte: .0 gcm.intel _cryptogans. o 109 (LHEAD) $(LINT.s) $(COM DI R)/nmodes/ and64/ ${@: .| n=.s} $(LTAIL))
gcmintel.o

o+

45 KCF_OBJS = $(KCF_OBJS_$(CLASS))

46 OBJECTS $(KCF_OBJS: %=$(OBIS_DIR)/ %
47 ROOTMODULE $( ROOT_M SC_DI R) / $( MODULE)
49 #

50 # I ncl ude common rul es.

51 #

52 include $(UTSBASE)/intel/Makefile.intel

54 #

55 # Define targets

56

#
57 ALL_TARGET
58 LI NT_TARCET
59 | NSTALL_TARGET

$( Bl NARY)
$(MODULE) . | i nt
$( Bl NARY) $( ROOTMODULE)




