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1 <?xm version="1.0" ?>
2 <! DOCTYPE service_bundl e SYSTEM ' /usr/share/lib/xm /dtd/service_bundle.dtd. 1 >

4 <I--
5 Copyright 2015, Richard Lowe.

7 CDDL HEADER START

9 This file and its contents are supplied under the terms of the

10 Common Devel opment and Distribution License ("CDDL"), version 1.0.
11 You nay only use this file in accordance with the terms of version
12 1.0 of the CDDL.

14 A full copy of the text of the CDDL should have acconpanied this
15 source. A copy of the CDDL is also available via the Internet at
16 http://wmvillunmos.org/license/ CDDL.

18 CDDL HEADER END

20 NOTE: This service nanifest is not editable; its contents wll

21 be overwritten by package or patch operations, including

22 operating system upgrade. Make custom zations in a different

23 file.

24 -->

26 <service_bundl e type="mani fest" name="process-security">

27 <servi ce nane="systenl process-security" type="service" version="1">

28 <l-- Initial state of the service is disabled -->

29 <create_defaul t _i nstance enabl ed="fal se" />

31 <singl e_i nstance />

33 <l-- W don’t actually have any nethods, but we create a

34 default instance so that we show up in svcs -a -->

36 <exec_net hod type="net hod" nane="start" exec=":true" timeout_sec
37 <exec_net hod type="net hod" nane="stop" exec=":true" tineout_seco
39 <property_group nanme='startd’ type= franework’ >

40 <propval name='duration’ type=astring value=transient’ />
41 </ property_group>

43 <property_group name="default’ type=application >

44 <property name='aslr’ type='bool ean’ />

45 <property name='forbidnul |l map’ type='boolean’ />

46 <property name=' noexecstack’ type='boolean’ />

44 <propval name='aslr’ type='bool ean’ val ue='false />

45 <propval nane='forbidnul | rap’ type='bool ean’ val ue='false />
46 <propval name=' noexecstack’ type=' bool ean’ value='false />
48 <propval name='val ue_authorization’ type="astring’

49 val ue="sol ari s. snf. val ue. process-security’ />

50 </ property_group>

52 <property_group name='|ower’ type='application >

53 <property name='aslr’ type=' bool ean’ />

54 <property name='forbidnul |l map’ type='boolean’ />

55 <property name=' noexecstack’ type=' bool ean’ />

53 <propval name='aslr’ type='bool ean’ val ue='false />

54 <propval name='forbidnul | rap’ type='bool ean’ val ue='false />

55 <propval name=' noexecstack’ type=' bool ean’ value='false />
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57 <propval name='val ue_authorization’ type=astring’

58 val ue="sol ari s. snf. val ue. process-security’ />
59 </ property_group>

61 <property_group name='upper’ type='application’ >

62 <property name='aslr’ type='bool ean’ />

63 <property name='forbidnul |l nep’ type='bool ean’ />

64 <property name=' noexecstack’ type=' bool ean’ />

62 <propval name='aslr’ type='bool ean’ value="true />

63 <propval name='forbidnul | map’ type='bool ean’ val ue="true’
64 <propval name=' noexecstack’ type=' bool ean’ value=true />
66 <propval name=’val ue_authorization’ type="astring’

67 val ue="sol ari s. snf. val ue. process-security’ />
68 </ property_group>

72 <stability val ue="Unstable" />

74 <t enpl at e>

75 <common_nane>

76 <l octext xml:lang="C >Security Flag Configur
77 </ conmon_nanme>

78 <docunent ati on>

79 <manpage title="security-flags’ section=5
80 manpat h="/usr/share/ man’ />

81 <manpage title=" psecflags’ section="1

82 manpat h="/ usr/share/ man’ />

83 </ docurnent ati on>

84 </tenpl at e>

85 </ service>

86 </service_bundl e>

/>

atio
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properties true=on, fal se=of f, nil
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2752 | *

2753 * Fetch method context information fromthe repository, allocate and fill
2754 * a nethod_context structure, return it in *ncpp, and return NULL.

2755 *

2756 * If no nethod_context is defined, original init context is provided, where
2757 * the working directory is /', and uid/gid are 0/0. But if a nethod_context
2758 * is defined at any level the snf_nethod(5) method_context defaults are used.
2759 *

2760 * Return an error nessage structure containing the error nessage

2761 * with context, and the error so the caller can make a decision

2762 * on what to do next.

2763 *

2764 * Error Types :

2765 * E2BI G Too nmany values or entry is too big

2766 * El NVAL Invalid val ue

2767 * El O an I/ O error has occured

2768 * ENCENT no entry for value

2769 * ENOVEM out of menory

2770 * ENOTSUP Ver si on m snat ch

2771 % ERANGE value is out of range

2772 % EMFI LE/ ENFI LE out of file descriptors

2773 *

2774 * SCF_ERRCR_BACKEND_ACCESS

2775 * SCF_ERROR_CONNECTT ON_BROKEN

2776 * SCF_ERROR _DELETED

2777 % SCF_ERROR_CONSTRAI NT_VI OLATED

2778 * SCF_ERRCR_HANDLE_DESTROYED

2779 * SCF_ERROR_| NTERNAL

2780 * SCF_ERROR_| NVALI D_ARGUVENT

2781 * SCF_ERROR_NO_MEMCRY

2782 * SCF_ERROR_NO_RESOURCES

2783 * SCF_ERROR_NOT_BCOUND

2784 * SCF_ERROR_NOT_FOUND

2785 * SCF_ERROR_NOT_SET

2786 * SCF_ERROR_TYPE_M SMATCH

2787 *

2788 */

2789 nt_error_t *
2790 restarter_get_nethod_context(uint_t version, scf_instance_t *inst,

2791 scf_snapshot _t *snap, const char *mmane, const char *cmdline,
2792 struct method_context **ntpp)

2793 {

2794 scf_handl e_t *h;

2795 scf _propertygroup_t *methpg = NULL;

2796 scf _propertygroup_t *instpg = NULL;

2797 scf _propertygroup_t *pg = NULL;

2798 scf_property_t *prop = NULL;

2799 scf_value_t *val = NULL;

2800 scf _type_t ty;

2801 uint8_t use_profile;

2802 int ret =0;

2803 int nc_used = 0;

2804 nmc_error_t *err = NULL;

2805 struct nethod_context *cip;

2807 if ((err = malloc(sizeof (nc_error_t))) == NULL)
2808 return (nc_error_create(NULL, ENOVEM NULL));

2810 /* Set the type to zero to track if an error occured. */
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2811 err->type = 0;

2813 if (version != RESTARTER_METHCOD_CONTEXT_VERSI ON)

2814 return (nt_error_create(err, ENOTSUP,

2815 “Invalid client version %l. (Expected %l)",

2816 ver si on, RESTARTER _METHOD_CONTEXT_VERSI ON) ) ;

2818 /* Get the handl e before we allocate anything. */

2819 h = scf_i nstance_handl e(i nst);

2820 if (h == NULL)

2821 return (nmc_error_create(err, scf_error(),

2822 scf_strerror(scf_error())));

2824 cip = malloc(sizeof (*cip));

2825 if (cip == NULL)

2826 return (nt_error_create(err, ENOVEM ALLOCFAIL));

2828 (void) menset(cip, 0, sizeof (*cip));

2829 cip->uid = (uid_t)-1;

2830 cip->euid = (uid_t)-1;

2831 cip->gid = (gid_t)-1;

2832 cip->egid = (gid_t)-1,;

2834 cip->vbuf_sz = scf_limt(SCF_LIMT_MAX_VALUE_LENGTH);

2835 assert(cip->vbuf _sz >= 0);

2836 ci p->vbuf = mall oc(cip- >vbuf _sz);

2837 if (cip->vbuf == NULL) {

2838 free(ci p);

2839 return (nc_error_create(err, ENOVEM ALLOCFAIL));

2840 }

2842 if ((i nstpg = scf_pg_create(h)) == NULL ||

2843 (methpg = scf_pg_create(h)) == NULL ||

2844 (prop = scf_property_create(h)) == NULL ||

2845 (val = scf_value_create(h)) == NULL) {

2846 err = nc_error_create(err, scf_error(),

2847 "Failed to create repository object: %",

2848 scf_strerror(scf_error()));

2849 goto out;

2850

2852 /*

2853 * The nethod environnent, and the credential s/profile data,
2854 * may be found either in the pg for the nmethod (methpg),

2855 * or in the instance/service SCF_PG METHOD_CONTEXT pg (narred
2856 * instpg bel ow).

2857 */

2859 if (scf_instance_get_pg_conposed(inst, snap, mane, nethpg) !=
2860 SCF_SUCCESS) {

2861 err = nc_error_create(err, scf_error(), "Unable to get the "
2862 "\"%\" method, %", mmane, scf_strerror(scf_error()));
2863 goto out;

2864 }

2866 if (scf_instance_get_pg_conposed(inst, snap, SCF_PG METHOD CONTEXT,
2867 instpg) != SCF_SUCCESS) {

2868 i1f (scf error() I = SCF_ERROR_NOT_FOUND) {

2869 err = nc_error_create(err, scf_error(),

2870 "Unable to retrieve the \"%\" property group, %",
2871 SCF_PG_METHOD_CONTEXT, scf_strerror(scf_error()));
2872 goto out;

2873 }

2874 scf _pg_ destroy(l nst pg) ;

2875 instpg = NULL;

2876 } else {
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nc_used++;

}

ret = get_environment(h, methpg, cip, prop, val);
if (ret =-ENGENT&&|nstpg'- NULL
ret get _environnent (h, instpg, cip, prop, val);

}
switch (ret) {
case O:
nc_used++
br eak;
case ENCENT:
br eak;
case ENOVEM
err = nc_error_create(err, ret, "Qut of nenory.");
goto out;
case EI NVAL:
err = nc_error_create(err, ret, "lInvalid nethod environnent.");
goto out;
defaul t:
err = nc_error_create(err, ret,
"Get method environnent failed: %", scf_strerror(ret));
goto out;
}
pg = nethpg;
ret = scf_pg_get_property( pg, SCF_PROPERTY_USE_PROFI LE, prop);
if (ret & scf_error() == SCF_ERROR_NOT_FOUND && i nstpg I-NULL) {
pg = NULL,;
ret = scf_pg_get _property(instpg, SCF_PROPERTY_USE PROFI LE,
prop);
}
if (ret)
switch (scf_error()) {
case SCF_ERROR NOT_FOUND:
7* No profile context: use default credentials */
cip->uid = 0;
cip->gid = 0O;
br eak;
case SCF_ ERRCR CONNECTI ON_BROKEN:
err = nc_error_create(err, SCF_ERROR CONNECTI ON_BROKEN,
RCBROKEN) ;
goto out;
case SCF_ERROR _DELETED:
err = nc_error_create(err, SCF_ERROR NOT_FOUND,
"Coul d not find property group \"%\"",
pg == NULL ? SCF_PG _METHOD_CONTEXT : mmane);
goto out;
case SCF_ERROR HANDLE_M SMATCH:
case SCF_ERROR_| NVALI D_ARGUVENT:
case SCF_ERROR NOT_SET:
defaul t:
bad_fail ("scf_pg_get_property", scf_error());
} else {

if (scf_property_type(prop, &y) != SCF_SUCCESS) {
ret = scf_error();
switch (ret)
case SCF_ERROR CONNECTI ON_BROKEN:
err = nc_error_create(err,
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SCF_ERROR_CONNECTI ON_BROKEN, RCBROKEN) ;
break;

case SCF_ERROR_DELETED:
err = nc_error_create(err,
SCF ERROR_NOT_FOUND,
"Coul d not find property group \"9s\"",
pg == NULL ? SCF_PG METHOD CONTEXT : mmane);

br eak;
case SCF_ERROR NOT_SET:
defaul t:

bad_fail ("scf_property_type", ret);
goto out;

}

if (ty !'= SCF_TYPE_BOOLEAN) {
err = nc_error_create(err,
SCF_ERROR_TYPE_M SMATCH,
"\"0/5\" property is not boolean in property group "

"\"og\".", SCF_PROPERTY_ USE_PROFI LE,
pg == NULL ? SCF PG METHOD CONTEXT : mane);
goto out;

}

if (scf property get _val ue(prop, val) != SCF_SUCCESS) {
= scf_error();
svv| tch (ret) {
case SCF_ERROR_CONNECTI ON_BROKEN:
err = nc_error_create(err,
b ECF_ERRCR_CCNNECTIChLBRCKEN, RCBROKEN) ;
reak;

case SCF_| ERRCR CONSTRAI NT_VI OLATED:
err = mc_error_create(err,
SCF ERROR_CONSTRAI NT_VI OLATED,
“\"¥s\" property has nultiple values.",
SCF_PROPERTY_USE_PROFI LE) ;
br eak;

case SCF_ERRO?_NOT_FCUND
err = nc_error_create(err,
SCF_ERROR_NOT_FOUND,
"\"¥s\" property has no val ues.
SCF_PROPERTY_USE_PROFI LE) ;

br eak;
defaul t:
bad_fail ("scf_property_get_value", ret);
}
goto out;
}
nc_used++;

ret = scf_val ue_get_bool ean(val, &use_profile);
assert(ret == SCF_SUCCESS);

/* get ids & privileges */
if (use_profile)
err = get_profile(pg, instpg, prop, val, cndline
cip, err);
el se
err = get_ids(pg, instpg, prop, val, cip, err);
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3009 if (err->type !'= 0)

3010 goto out;

3011 }

3013 /* get working directory */

3014 if ((methpg !'= NULL && scf_pg_get _property(nethpg,

3015 SCF_PROPERTY_WORKI NG DI RECTORY, prop) == SCF_SUCCESS) | |
3016 (instpg !'= NULL && scf_pg_get _property(inst pg,

3017 SCF_PROPERTY_WORKI NG_DI RECTORY, prop) == SCF_SI SS)) {
3018 if (scf_property_get_value(prop, val) != SCF ~_SUCCESS) {
3019 ret = scf_error();

3020 switch (ret) {

3021 case SCF_ERROR_CONNECTI ON_BROKEN:

3022 err = nc_error_create(err, ret, RCBROKEN);
3023 break;

3025 case SCF_ERROR_CONSTRAI NT_VI OLATED:

3026 err = nc_error_create(err, ret,

3027 "\"os\" property has nultiple values.",
3028 SCF_PROPERTY_WORKI NG_DI RECTCRY) ;
3029 br eak;

3031 case SCF_ERROR _NOT_FOUND:

3032 err = nc_error_create(err, ret,
3033 "\"9%s\" property has no val ues."
3034 SCF_PROPERTY_WORKI NG_DI RECTCORY) ;
3035 break;

3037 defaul t:

3038 bad_fail ("scf_property_get_value", ret);
3039 }

3041 goto out;

3042 }

3044 nc_used++;

3045 ret = scf_value_get_astring(val, cip->vbuf, cip->vbuf_sz);
3046 assert(ret 1= -T);

3047 } else {

3048 ret = scf_error();

3049 switch (ret)

3050 case SCF_ERROR_NOT_FOUND:

3051 /* okay if mssing. */

3052 (v0| d) strcpy(cip->vbuf, ":default");

3053 br eak;

3055 case SCF_ERROR_CONNECTI ON_BROKEN:

3056 err = nc_error_create(err, ret, RCBROKEN);
3057 goto out;

3059 case SCF_ERROR_DELETED:

3060 err = nc_error_create(err, ret

3061 "Property group could not be found" );
3062 goto out;

3064 case SCF_ERROR HANDLE M SMATCH:

3065 case SCF_ERROR_| NVALI D_ARGUVENT:

3066 case SCF_ERROR _NOT_SET:

3067 defaul t:

3068 bad_fail ("scf_pg_get_property", ret);

3069 }

3070 }

3072 if (strcmp(cip->vbuf, ":default” ) =0 ||

3073 strcnp(ci p- >vbuf, thome") == O

3074 switch (ret | ookup_p\/\d(u p)) {
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3075 case O:

3076 break;

3078 case ENOVEM

3079 err = nc_error_create(err, ret, "Qut of menory.");
3080 goto out;

3082 case ENCENT:

3083 case EICO

3084 case EMFILE:

3085 case ENFILE:

3086 err = nc_error_create(err, ret,

3087 "Coul d not get passwd entry.");

3088 goto out;

3090 defaul t:

3091 bad_fail ("l ookup_pwd", ret);

3092 }

3094 ci p->working_dir = strdup(cip->pwd. pw dir);

3095 if (cip- >work|ng dir == NULL) {

3096 err = nc_error_create(err, ENOVEM ALLCCFAIL);
3097 goto out;

3098

3099 } else {

3100 ci p->wor ki ng_dir = strdup(cip->vbuf);

3101 if (cip->working_dir == NULL

3102 err = nc_error_create(err, ENOVEM ALLOCFAIL);
3103 goto out;

3104 }

3105 }

3107 /* get security flags */

3108 if ((methpg !'= NULL && scf_pg_get _property(nethpg,

3109 SCF_PROPERTY_SECFLAGS, prop) == SCF_SUCCESS) ||

3110 (instpg !'= NULL && scf_pg_get _property(instpg,

3111 SCF_PROPERTY_SECFLAGS, prop) == SCF_SUCCESS)) {

3112 if (scf_property_get_value(prop, val) != SCF_SUCCESS) {
3113 ret = scf_error();

3114 switch (ret) {

3115 case SCF_ERROR_CONNECTI ON_BROKEN:

3116 err = nc_error_create(err, ret, RCBROKEN);
3117 break;

3119 case SCF_ERROR_CONSTRAI NT_VI OLATED:

3120 err = nc_error_create(err, ret,

3121 "\"%\" property has multiple values.",
3122 SCF_PROPERTY_SECFLAGS) ;

3123 br eak;

3125 case SCF_ERROR_NOT_FOUND:

3126 err = nc_error_create(err, ret,

3127 "\"o%s\" property has no values.",
3128 SCF_PROPERTY_SECFLAGS) ;

3129 br eak;

3131 defaul t:

3132 bad_fail ("scf_property_get_value", ret);
3133 }

3135 (void) strlcpy(cip->vbuf, ":default", cip->vbuf_sz);
3136 } else {

3137 ret = scf_val ue_get_astring(val, cip->vbuf,
3138 ci p->vbuf _sz);

3139 assert(ret 1= -1);

3140 }
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nc_used++;
} else {

ret = scf_error();

switch (ret)

case SCF_ERROR_NOT_FOUND:
/* okay if mssing. */
(void) strlcpy(cip->vbuf, ":default", cip->vbuf_sz);
br eak;

case SCF_ERROR_CONNECTI ON_BROKEN:
err = nc_error_create(err, ret, RCBROKEN);
goto out;

case SCF_ERROR_DELETED:
err = nc_error_create(err, ret,
"Property group could not be found");
goto out;

case SCF_ERROR HANDLE M SMATCH:
case SCF_ERROR_| NVALI D_ARGUVENT:
case SCF_ERROR_NOT_SET:

defaul t:
bad_fail ("scf_pg_get_property", ret);
}
}
if (scf_default_secflags(h, &cip->def_secflags) != 0)
err = nc_error_create(err, EINVAL, "couldn't fetch "
"default security-flags");
goto out;
}

if (strcnp(cip->vbuf, ":default") !'= 0) {
if (secflags_| par se( MJLL, Ci ip- >vbuf,
if (strcnp(cip->vbuf, ":default") == 0

) {
if (secflags_parse(&cip->def_secfl ags. psf_inherit, "default",
)

&ci p->secflag_delta) != 0
err = nc_error_create(err, EINVAL, "couldn't parse "
"security flags: %", cip->vbuf);
goto out;

} else {

if (secflags_parse(&cip->def_secfl ags. psf_inherit, cip->vbuf,
0)

&ci p- >secf| ag_delta) !=
err = nc_error_create(err, EINVAL, "couldn't parse
"security flags: %", cip->vbuf);
goto out;

}

/* get (optional) corefile pattern */
if ((methpg !'= NULL && scf_pg_get property(rrethpg,
SCF_PROPERTY_COREFI LE_PATTERN, prop) == SCF_SUCCESS) | |
(instpg !'= NULL & scf_pg_get property(instpg,
SCF_PROPERTY_COREFI LE_PATTERN, prop) == SCF_SUCCESS)) {
if (scf_property_get_value(prop, val) != SCF_SUCCESS) {
ret = scf_error();
switch (ret) {
case SCF_ ERRO? CONNECTI| ON_BROKEN:
err = nc_error_create(err, ret, RCBROKEN);
br eak;

case SCF_| ERRO? CONSTRAI NT_VI OLATED:
err = nc_error_create(err, ret,
"\"9s\" property has ml ti pl e val ues."
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SCF_PROPERTY_COREFI LE_PATTERN) ;
break;

case SCF_ERROR_NOT_FOUND:
err = nc_error_create(err, ret,
"\"9%\" property has no values.",
SCF_PROPERTY_COREFI LE_PATTERN) ;
br eak;
defaul t:

}

} else {

bad_fail ("scf_property_get_value", ret);

ret = scf_value_get_astring(val, cip->vbuf,
ci p->vbuf _sz);

assert(ret !=-1);
cip->corefile_pattern = strdup(0|p >vbuf ) ;
if (cip->corefile_pattern == NULL
err = nc_error_create(err, ENOVEM ALLOCFAIL);
goto out;
}
}
nc_used++;
} else {

ret = scf_error();

switch (ret)

case SCF_ERROR_NOT_FOUND:
/* okay if mssing. */
br eak;

case SCF_ERROR_CONNECTI ON_BROKEN:
err = nc_error_create(err, ret, RCBROKEN);
goto out;

case SCF_ERROR_DELETED:
err = nc_error_create(err, ret,
"Property group could not be found");
goto out;

case SCF_ERROR HANDLE M SMATCH:
case SCF_ERROR_| NVALI D_ARGUVENT:
case SCF_ERROR _NOT_SET:

defaul t:

}

bad_fail ("scf_pg_get_property", ret);
}

if (restarter_rmlibs_|l oadable()) {
/* get project */
if ((methpg !'= NULL && scf_pg_get_property(r'rethpg,
SCF_PROPERTY_PRQIJECT, prop) == SCF_SUCCESS) ||
(instpg !'= NULL && scf_pg_ get property(l nst pg,
SCF_PROPERTY_PRQJECT, prop) == SCF_SUCCESS)) {
Tif (scf property get _val ue(prop, val) =S
ret = scf_error();
switch (ret)
case SCF_| ERROQ CONNECTI ON_BROKEN:
err = nc_error _create(err, ret,

CF_SUCCESS)

case SCF_ERROR CONSTRAI NT_VI OLATED:
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3264
3265
3266
3267

3269
3270
3271
3272
3273

3275
3276
3277

3279
3280
3281
3282
3283
3284

3286
3287
3288
3289

3291
3292
3293

3295
3296
3297

3299
3300
3301
3302
3303

3305
3306
3307

3309
3310
3311
3312
3313

3315
3316
3317
3318

3320
3321
3322
3323
3324

3326
3327
3328
3329

err = nc_error_create(err, ret,
"\"o%\" property has nultiple "
"val ues.", SCF_PROPERTY_PRQJECT);
br eak;

case SCF_ERROR_NOT_FOUND:
err = nc_error_create(err, ret,
"\"9s\" property has no values.",
SCF_PROPERTY_PRQJECT) ;
br eak;

defaul t:

bad_fail ("scf_property_get_value", ret);

(void) strcpy(cip->vbuf, ":default");
} else {
ret = scf_val ue_get_astring(val, cip->vbuf,
ci p->vbuf _sz);

assert(ret !'= -1);
}
nc_used++;
} else {
(void) strcpy(cip->vbuf, ":default");
}
switch (ret = get_projid(cip->vbuf, cip)) {
case O:
br eak;
case ENOVEM
err = nc_error_create(err, ret, "Qut of menory.");
goto out;
case ENCENT:
err = nc_error_create(err, ret,
"M ssing passwd or project entry for \"o%\".",
ci p->vbuf);
goto out;
case EIC
err = nc_error_create(err, ret, "I/Oerror.");
goto out;
case EMFILE:
case ENFILE
err = nc_error_create(err, ret,
"Qut of file descriptors.");
goto out;
case -1:
err = nc_error_create(err, ret,
"Name service switch is misconfigured.");
goto out;
case ERANGE:
case E2BI G
err = nc_error_create(err, ret,
"Project ID\"%\" too big.", cip->vbuf);
goto out;
case ElI NVAL:
err = nc_error_create(err, ret,
"Project ID\"%\" is invalid.", cip->vbuf);

goto out;
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3331
3332
3333

3335
3336
3337
3338
3339
3340
3341
3342
3343
3344
3345
3346

3348
3349
3350
3351
3352
3353

3355
3356
3357
3358
3359
3360

3362
3363
3364

3366
3367
3368
3369
3370
3371

3373
3374
3375
3376
3377
3378
3379
3380

3382
3383
3384

3386
3387
3388
3389

3391
3392
3393
3394
3395

10
defaul t:
) bad_fail ("get_projid", ret);
/* get resource pool */
if ((methpg !'= NULL && scf_pg_get_property(nethpg,
SCF_PROPERTY_RESOURCE_POCL, prop) == SCF_SUCCESS) ||
(instpg !'= NULL && scf_pg_get _property(instpg,
SCF_PROPERTY_RESOURCE_POCQL, prop) == SCF_SUCCESS))
if (scf_property_get_val ue(prop, val) != SCF_SUCCESS) ({
ret = scf_error();
switch (ret) {
case SCF_ERROR_CONNECTI ON_BROKEN:
err = nc_error_create(err, ret,
RCBROKEN) ;
br eak;
case SCF_ERROR_CONSTRAI NT_VI OLATED:
err = nc_error_create(err, ret,
"\"9s\" property has multiple "
"val ues. ",
SCF_PROPERTY_RESOURCE _POQL) ;
br eak;
case SCF_ERROR_NOT_FOUND:
err = nc_error_create(err, ret,
"\"os\" property has no "
"val ues. ",
SCF_PROPERTY_RESOURCE_POQL) ;
break;
defaul t:
bad_fail ("scf_property_get_value", ret);
}
(void) strcpy(cip->vbuf, ":default");
} else {

ret = scf_val ue_get_astring(val, cip->vbuf,
ci p->vbuf _sz);
assert(ret !'= -1);

}

nc_used++;
} else {

ret = scf_error();

switch (ret) {

case SCF_ERROR NOT_FOUND:
/* okay if mssing. */
(void) strcpy(cip->vbuf, ":default");
br eak;

case SCF_ERROR CONNECTI ON_BROKEN:
err = nc_error_create(err, ret, RCBROKEN);
goto out;

case SCF_ERROR DELETED:
err = nc_error_create(err, ret,
"property group could not be found.");
goto out;

case SCF_ERROR HANDLE_M SMVATCH:
case SCF_ERROR | NVALI D ARGUVENT:
case SCF_ERROR_NOT_SET:
defaul t:
bad_fail ("scf_pg_get_property", ret);
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3396 }
3397 } 3456 /*
3457 * Modify the current process per the given nethod_context. On success, returns
3399 if (strenp(cip->vbuf, ":default") !'= 0) { 3458 * 0. Note that the environment is not nodified by this function to include the
3400 ci p->resource_pool = strdup(cip->vbuf); 3459 * environnent variables in cip->env.
3401 if (cip->resource_pool == NULL) { 3460 *
3402 err = nc_error_create(err, ENOVEM ALLOCFAIL); 3461 * On failure, sets *fp to NULL or the name of the function which failed,
3403 goto out; 3462 * and returns one of the followi ng error codes. The words in parentheses are
3404 } 3463 * the values to which *fp may be set for the error case.
3405 } 3464 * ENOMVEM - nal loc() failed
3406 } 3465 * EIO - an I/O error occurred (getpwid_r, chdir)
3466 * EMFI LE - process is out of file descriptors (getpwiid_r)
3408 /* 3467 * ENFILE - systemis out of file handles (getpwid_r)
3409 * A net hod_context was not used for any configurable 3468 * EINVAL - gid or egid is out of range (setregid)
3410 * elenments or attributes, so reset and use the sinple 3469 * ngroups is too big (setgroups)
3411 * defaults that provide historic init behavior. 3470 * project’s project id is bad (setproject)
3412 */ 3471 * uid or euid is out of range (setreuid)
3413 if (mc_used == 0) { 3472 * pool nanme is invalid (pool _set_binding)
3414 free(cip->pwbuf); 3473 * EPERM - insufficient privilege (setregid, initgroups, setgroups, setppriv,
3415 free(cip->vbuf); 3474 * setproj ect, setreuid, settaskid)
3416 free(cip->working_dir); 3475 * ENCENT - uid has a passwd entry but no shadow entry
3476 * wor ki ng_di r does not exist (chdir)
3418 (void) memset(cip, 0, sizeof (*cip)); 3477 * uid has no passwd entry
3419 cip->uid = 0; 3478 * the pool could not be found (pool _set_binding)
3420 cip->gid = 0; 3479 * EFAULT - |priv_set or priv_set has a bad address (setppriv)
3421 cip->euid = (uid_t)-1; 3480 * working_dir has a bad address (chdir)
3422 cip->egid = (gid_t)-1; 3481 * EACCES - could not access working_dir (chdir)
3482 * in a TASK_FINAL task (setproject, settaskid)
3424 if (scf_default_secflags(h, &cip->def_secflags) != 0) { 3483 * no resource pool accepting default binding exists (setproject)
3425 err = nc_error_create(err, EINVAL, "couldn't fetch " 3484 * ELOOP - too many synbolic links in working_dir (chdir)
3426 "default security-flags"); 3485 * ENAMETOOLONG - working_dir is too long (chdir)
3427 goto out; 3486 * ENOLI NK - working_dir is on an inaccessible renote nachine (chdir)
3428 } 3487 * ENOTDIR - working_dir is not a directory (chdir)
3488 * ESRCH - uid is not a user of project (setproject)
3437 if (secflags_parse(&cip->def_secflags. psf_inherit, "default", 3489 * project is invalid (setproject)
3438 &ci p->secflag_delta) !'= 0) { 3490 * the resource pool specified for project is unknown (setproject)
3439 err = nc_error_create(err, EINVAL, "couldn't parse " 3491 * EBADF - the configuration for the pool is invalid (pool_set_binding)
3440 "security flags: %", cip->vbuf); 3492 * -1 - core_set_process_path() failed (core_set_process_path)
3441 goto out; 3493 * a resource control assignnent failed (setproject)
3442 } 3494 * a systemerror occurred during pool _set_binding (pool _set_binding)
3429 } 3495 */
3496 int
3431 *mepp = cip; 3497 restarter_set _net hod_cont ext (struct method_context *cip, const char **fp)
3498 {
3433 out: 3499 pid_t nypid = -1;
3434 (voi d) scf_val ue_destroy(val); 3500 int r, ret;
3435 scf _property_destroy(prop); 3515 secflagdelta_t delta = {0};
3436 scf _pg_destroy(instpg);
3437 scf _pg_destroy(net hpg); 3502 ci p- >pwbuf = NULL;
3503 *fp = NULL;
3439 if (cip->pwouf !'= NULL) {
3440 free(cip->pwbuf); 3505 if (cip->gid !'= (gid_t)-1) {
3441 ci p- >pwbuf = NULL; 3506 if (setregid(cip->gid,
3442 } 3507 cip->egid !'= (gid_t)-1 ? cip->egid : cip->gid) !=0) {
3508 *fp = "setregid";
3444 free(cip->vbuf);
3510 ret = errno;
3446 if (err->type !'=0) { 3511 assert(ret == EINVAL || ret == EPERM;
3447 restarter_free_nethod_context(cip); 3512 goto out;
3448 } else { 3513
3449 restarter_nct_error_destroy(err); 3514 } else {
3450 err = NULL; 3515 if (cip->pwbuf == NULL) {
3451 } 3516 switch (ret = |ookup_pwd(cip)) {
3517 case O:
3453 return (err); 3518 break;
3454 }
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3520
3521
3522
3523

3525
3526
3527
3528
3529

3531
3532
3533
3534

3536
3537
3538
3539

3541
3542
3543
3544
3545

3547
3548
3549
3550
3551

3553
3554
3555
3556

3558
3559
3560
3561
3562

3564
3565
3566
3567

3569
3570
3571
3572
3573
3574
3575
3576
3577
3578

3580
3581
3582
3583

3585

case ENOVEM
case ENOENT:
*fp = NULL;
goto out;
case EIO
case EMFILE:
case ENFILE:
*fp = "getpwid_r";
goto out;
defaul t:

bad_fail ("l ookup_pwd", ret);

}

if (setregid(cip->pwd. pw_gid,
cip->egid !'= (gid_t)-17?
cip->egid : cip->pwd. pw. gid) !'=0) {
*fp = "setregi d";

ret = errno;

assert(ret S= EI NVAL || ret == EPERM;
goto out;
}
}
if (cip->ngroups == -1) {
if (cip->pwbuf == NULL) {
switch (ret = |ookup_pwd(cip)) {
case O:
break;
case ENOVEM
case ENOCENT:
*fp = NULL;
goto out;
case EI O
case EMFILE:
case ENFI LE:
*fp = "getpwid_r";
goto out;
defaul t:
bad_fail ("l ookup_pwd", ret);
}
}
/* Ok if cip->gid == -1 */
if (i nltgroups(u p- >pwd. pw_nare, cip->gid) !'=0) {
*fp = "initgroups";
ret = errno;
assert(ret == EPERM);
goto out;
}
} else if (cip->ngroups > 0 &&
set groups(ci p- >ngroups, cip->groups) != 0) {
*fp = "setgroups”;
ret = errno;
assert(ret == EINVAL || ret == EPERV);
goto out;

}
if (cip->corefile_pattern != NULL) {

13
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3586

3588
3589
3590
3591
3592
3593
3594

3612
3613
3597
3598
3599
3615
3616
3600
3601
3602

3604
3605
3606
3621
3622
3623
3607
3608
3609

3611
3612
3613
3628
3629
3630
3631
3614
3615
3616

3618
3619
3620
3636
3637
3638
3639
3621
3622
3623

3625
3626
3627
3628
3629
3630
3631
3632
3633

3635
3636

nypid = getpid();

if (core_set_process_path(cip->corefile_pattern,
strlen(up >corefile_pattern) + 1, nypid) != 0) {

*fp = "core_set_process_path";
ret = -1;
goto out;

del ta. psd_ass_active = B_TRUE;
secfl ags_copy(&del t a. psd_assi gn, &ci p->def _secfl ags. psf_i nherit);
if (psecflags(P_PID, P_MYID, PSF_INHERIT,

&ci p- >def secfl ags. ss_default) !'= 0)
*fp = "psecfliags (default inherit)";
&delta) 1= 0)
fp = "psecflags (inherit defaults)";
ret = errno;
goto out;
}
if (psecflags(P_PID, P_MYID, PSF_LOWER,
&ci p >def secfl ags.ss_lower) = 0)

*fp = "psecfliags (default |ower)"
if (psecflags(P_PID, P_MWID, PSF_ INHERIT
&ci p- >secf|ag delta) !=0) {
*fp = "psecflags (inherit)";
ret = errno;
goto out;

}

if (psecflags(P_PID, P_MvlID, PSF_UPPER,
&ci p->def _secfl ags. ss_upper) != 0) {
*fp = "psecflags (default upper)";
secfl ags_copy( &del t a. psd_assi gn, &ci p->def_secfl ags. psf_| ower);
if (psecflags(P_PID, P_MWID, PSF_LONER
&dlelta) !'= 0) {

*fp = "psecflags (lower)";
ret = errno;
goto out;

}

if (psecflags(P_PID, P_MYID, PSF_INHERIT,
&ci p >secf|ag delta) != 0) {
*fp = "psecflags (fromnanifest)";
secfl ags_copy(&del ta. psd_assi gn, &ci p->def_secfl ags. psf_upper);
if (psecflags(P_PID, P_MID, PSF_UPPER,
&elta) 1= 0) {

fp = "psecflags (upper)";
ret = errno;
goto out;
}
if (restarter_rmlibs_loadable()) {
if (cip->project == NULL) {
if (settaskid(getprojid(), TASK NORVAL) == -1) {
switch (errno) {
case EACCES:
case EPERM
*fp = "settaskid";
ret = errno
goto out;
case EI NVAL:
defaul t:
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3637
3638
3639
3640
3641
3642
3643

3645
3646
3647
3648

3650
3651
3652
3653
3654

3656
3657
3658

3660

3662
3663
3664
3665

3667
3668
3669
3670

3672
3673
3674
3675
3676

3678
3679
3680

3682

3684
3685
3686
3687
3688
3689

3691
3692
3693

3695
3696
3697

3699
3700
3701

bad_fail ("settaskid", errno);

}
} else {
switch (ret = |ookup_pwd(cip)) {
case 0:
br eak;
case ENOVEM
case ENCENT:
*fp = NULL;
goto out;
case EIO
case EMFILE:
case ENFILE:
*fp="getpwid_r";
goto out;
defaul t:
bad_fail ("l ookup_pwd", ret);
*fp = "setproject”;

switch (setproject (CI p->proj ect, cip->pwd. pw_nane,

TASK_NORMAL) )
case 0:
br eak;

case SETPRQJ_ERR TASK:

case SETPRQJ_ERR POOL:
ret = errno;
goto out;

defaul t:
ret = -1
goto out;

if (cip->resource_pool != NULL) {
if (nypid == -1)
nypid = getpid();

*fp = "pool _set_binding";

i f (pool _set_binding(cip->resource_pool, P_PID,
nypi d) !'= PO _SUCCESS) {
switch (pool _error()) {
case PCE_|I NVALI D_SEARCH:
ret = ENCENT;
br eak;

case POE_BADPARAM
ret = EI NVAL

break;

case POE_| NVALI D_CONF:
ret = EBADF
br eak;

case PCE_SYSTEM
ret = -1;
br eak;

3703
3704
3705
3706

3708
3709
3710
3711

3713
3714
3715
3716
3717

16
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defaul t:
bad_f ai | ("pool _set _bi ndi ng",
pool _error());
}
goto out;
}
}

}
/*
* Now, we have to assume our ID. If the UDis 0, we want it to be
* privilege-aware, otherwise the limt set gets used instead of E/ P.
* W can do this by setting P as well, which keeps
* PA status (see priv_can_clear_PA()).
*

3718
3720

3722
3723
3724
3725
3726
3727
3728
3729
3730
3731
3732
3733
3734
3735

3737
3738
3739
3740
3741

3743
3744
3745
3746

3748
3749
3750
3751
3752
3753
3754

3756
3757
3758
3759
3760
3761
3762
3763

3765
3766
3767
3768

/
*fp = "setppriv";

if (cip->lpriv_set
if (setpprlv

ret
asse
goto

}

if (cip->priv_set I=
if (setppriv
ret
asse
got o

*If the limt priv
* aware. Ot herw se,
* aware status.

*/

if (cip->|pr|v set =
ret = setpfl
assert(ret =

}
*fp = "setreuid";
if (setreuid(cip->ui
cip->euid !'= (ui
ret = errno;
assert(ret =
goto out;
}

*fp = "setppriv";

if (cip->priv_ set =
if (setppriv
ret
asse
got o
}
}
/*

* The last thing to
* This should cone
* have access to th

= NULL) {

(PRIV_SET, PRIV_.LIMT, cip->lpriv_set) !'=0) {
= errno;

rt(ret == EFAULT || ret == EPERM;

out;

NULL) {

(PRIV_ SET, PRI V_I NHERI TABLE, cip->priv_set) != 0) {
= errno;

rt(ret == EFAULT || ret == EPERV);

out;

set is already set, then nust be privilege
don’t assune anythl ng, and force privilege

= NULL && cip->priv_set != NULL) {
ags( PRI V_AWARE, 1);
= 0)

d,
d_t)-1 ? cip->euid : cip->uid) !'=0) {

= EINVAL || ret == EPERM;

NULL) {

(PRIV SET, PRIV_PERM TTED, cip->priv_set) !=0) {
= errno;

rt(ret == EFAULT || ret == EPERV;

out;

do is chdir to the specified working directory.
after the uid switching as only the user m ght
e specified directory.
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3769 */

3770 if (cip->working_dir !'= NULL) {
3771 do {

3772

3773 }
3774 i
3775 *fp ="chdir";
3776 ret errno;
3777 goto out;

3778 }

3779 }

=

3781 ret = 0;

3782 out:

3783 free(cip->pwbuf);

3784 ci p->pwbuf = NULL;

3785 return (ret);

3786 }
____unchanged_portion_onitted_

= chdir(cip->working_dir);
1= 0 & errno == EINTR);

17
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 289 SSIZe t Vbuf SZ
11594 Ved Sep 21 15:14:33 2016 290 struct passwd  pwd;

new usr/src/lib/librestart/common/librestart.h 291 char * pwbuf ;

snf: switch to a tri-state for process-security properties true=on,false=off,nil 292 ssi ze_t pwouf sz;

IR E SR SR RS RS E SRR R RS R R R SRR R R R RS EEREEEEEEEEEEEEEERSE] 293 }’
__unchanged_portion_onitted_ __unchanged_portion_onitted_

231 /*

232 * Functions for updating the repository.

233 */

235 [ *

236 * \WWen setting state to "mmintenance", callers of restarter_set_states() can

237 * set aux_state to "service_request” to communicate that another service has

238 * requested mmintenance state for the target service.

239 *

240 * Callers should use restarter_inst_validate_aux_fnri() to validate the fnri

241 * of the requested service and pass "service_request"” for aux_state when

242 * calling restarter_set_states(). See inetd and startd for exanples.

243 */

244 int restarter_set_states(restarter_event_handle_t *, const char *,

245 restarter_instance_state_t, restarter_instance_state_t,

246 restarter_instance_state_t, restarter_instance_state_t, restarter_error_t,

247 restarter_str_t);

248 int restarter_event_publish_retry(evchan_t *, const char *, const char *,

249 const char *, const char *, nvlist_t *, uint32_t);

251 /*

252 * functions for retrieving the state transition reason nessages

253 *

255 #defi ne RESTARTER_STRI NG _VERSI ON 1

257 uint32_t restarter_str_version(void);
258 const char *restarter_get_str_short(restarter_str_t);
259 const char *restarter_get_str_long(restarter_str_t);

261 int restarter_store_contract(scf_instance_t *, ctid_t,

262 restarter_contract_type_t);
263 int restarter_renove_contract(scf_instance_t *, ctid_t,
264 restarter_contract_type_t);

266 ssize_t restarter_state_to_string(restarter_instance_state_t, char *, size_t);
267 restarter_instance_state_t restarter_string_to_state(char *);

269 #define RESTARTER_METHOD_CONTEXT_VERSI ON 8

271 struct method_context {

272 /* Stable */

273 uid_t uid, euid;

274 gid_t gid, egid;

275 i nt ngroups; /* -1 neans use initgroups(). */
276 gid_t gr oups[ NGROUPS_MAX] ;

277 scf_secflags_t def_secflags;

277 psecfl ags_t def _secfl ags;

278 secflagdelta_t secflag_delta;

279 priv_set_t *|priv_set, *priv_set;

280 char *corefile_pattern; /* Optional. */

281 char *project; /* NULL for no change */

282 char *resour ce_pool ; /* NULL for project default */
283 char *wor ki ng_dir; /* NULL for :default */

284 char **env; /* NULL for no env */

285 size_t env_sz; /* size of env array */

287 /* Private */

288 char *vbuf ;
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 Scf SI n«ple prop t *prop = NULL
10635 Wed Sep 21 15:14: 34 2016 63 ssize_t nunval s;
new usr/src/lib/libscf/comon/ highlevel.c 64 char *pl at f or m nane;
snf: switch to a tri-state for process-security properties true=on,fal se=off,nil
IR E SR SR RS RS E SRR R RS R R R SRR R R R RS EEREEEEEEEEEEEEEERSE] 66 Int bl acklisted =
1/*
2 * CDDL HEADER START 68 /*
3 * 69 * |f there’s no SMBICS, assune it's blacklisted.
4 * The contents of this file are subject to the terms of the 70 */
5 * Common Devel opnent and Distribution License (the "License"). 71 if ((shp = snbi os_open(NULL, SMB_VERSION, 0, &err)) == NULL)
6 * You may not use this file except in conpliance with the License. 72 return (1);
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 74 /*
9 * or http://ww. opensol aris.org/os/licensing. 75 * If we can’t read systeminfo, assume it’s blacklisted.
10 * See the License for the specific |anguage governi ng perm ssions 76 */
11 * and limtations under the License. 77 if ((id = snbios_info_systen(shp, &sys)) == SMB_ERR ||
12 * 78 snbi os_i nfo_comon(shp, id, & nfo) == SNB , ERR) {
13 * When distributing Covered Code, include this CDDL HEADER in each 79 bl acklisted = 1;
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 80 goto fb_out;
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 81 }
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 83 I*
18 * 84 * If we can't read the "platfornms" property from property group
19 * CDDL HEADER END 85 * BOOT_CONFI G_PG FBBLACKLI ST, assune no platfornms have
20 */ 86 */ been bl ackl i st ed.
87
22 |* 88 if ((prop = scf_sinple_prop_ et(NULL FMRI _BOOT CO\IFIG
23 * Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved. 89 BOOT_CONFI G_PG_FBBLACKLI S "platforms™)) == NULL)
24 */ Use is subject to license terms. 90 goto fb_out;
25 *
92 numval s = scf_si npl e_prop_nunval ues(prop);
27 |*
28 * This file contains high | evel functions used by nultiple utilities. 94 for (i =0; i <nurrva|s i ++)
29 */ 95 pl atform name = scf_sinpl e_prop_next_astring(prop);
96 i1 f (platformname == NULL)
31 #include "libscf_inpl.h" 97 br eak;
98 if (st rcr'rp(pl atform nama info.snbi _product) == 0) {
33 #include <assert. h> 99 bl ackl i sted =
34 #include <libuutil.h> 100 br eak;
35 #include <string. h> 101 }
36 #include <strings.h> 102 }
37 #endif /* | codereview */
38 #include <stdlib.h> 104 fb_out:
39 #include <sys/system nfo.h> 105 smbi os_cl ose(shp);
40 #i ncl ude <sys/uadm n. h> 106 scf_sinple_prop_ free(pr op);
41 #incl ude <sys/utsnane. h>
42 #incl ude <sys/secflags. h> 108 return (bl acklisted);
109 }
44 #ifdef _ x86
45 #include <snbios. h> 111 /*
112 * Add or get a property group given an FMRI.
47 | * 113 * Return SCF_SUCCESS on success, SCF_FAILED on failure.
48 * Check whether the platformis on the fastreboot_bl acklist. 114 */
49 * Return 1 if the platformhas been blacklisted, 0 otherw se. 115 static int
50 */ 116 scf _fnri_pg_get_or_add(const char *fnri, const char *pgnane,
51 static int 117 const char *pgtype, uint32_t pgflags, int add)
52 scf_is_fb_blacklisted(voi d) 118 {
53 { 119 scf _handl e_t *handl e = NULL;
54 smbi os_hdl _t *shp; 120 scf_instance_t *inst = NULL;
55 smbi 0s_systemt sys; 121 int rc = SCF_FAI LED;
56 snmbi os_info_t info; 122 int error;
58 id_t id; 124 if ((handl e = scf_handl e_create(SCF_VERSION)) == NULL ||
59 int err; 125 scf handl e_bind(handle) !'= 0 |]
60 int i; 126 (inst = scf_instance_create(handle)) == NULL ||

127 scf _handl e_decode_fnri (handle, fnri, NULL, NULL,
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128 inst, NULL, NULL, SCF_DECODE_FMRI _EXACT) != SCF_SUCCESS)

129 goto scferror;

131 if (add) {

132 rc = scf_instance_add_pg(inst, pgnane, pgtype, pgflags, NULL);
133 *

134 * |f the property group already exists, return SCF_SUCCESS.
135 */

136 if (rc !'= SCF_SUCCESS && scf_error() == SCF_ERROR _EXI STS)
137 rc = SCF_SUCCESS;

138 } else {

139 rc = scf_instance_get_pg(inst, pgnanme, NULL);

140 }

142 scferror:

143 if (rc !'= SCF SUCOESS)

144 error = scf_error();

146 scf _i nstance_destroy(inst);

147 if (handle)

148 (voi d) scf_handl e_unbi nd(handl e);

149 scf _handl e_destroy(handl e);

151 if (rc !'= SCF_SUCCESS)

152 (void) scf_set_error(error);

154 return (rc);

155 }

156 #endif /* __x86 */

158 /*

159 * Get config properties fromsvc:/systen boot-config:default.

160 * It prints errors with uu_warn().

161 */

162 void

163 scf_get_boot _config(uint8_t *boot_config)

164 {

165 uint64_t ret = 0;

167 assert (boot _config);

168 *boot _config = O;

170 {

171 /*

172 * Property vector for BOOT_CONFI G_ PG PARAMS property group.
173 */

174 scf _propvec_t ua_boot_config[] = {

175 { FASTREBOOT_DEFAULT, NULL, SCF_TYPE BOOLEAN, NULL,
176 UA_FASTREBOOT_DEFAULT }

177 { FASTREBOOT_ONPANI C, NULL, SCF_TYPE BOOLEAN, NULL,
178 UA_FASTREBOOT_ONPANI C }

179 { NULL}

180 };

181 scf_propvec_t *prop;

183 for (prop = ua_boot_config; prop->pv_prop != NULL; prop++)
184 prop->pv_ptr = &ret;

185 prop = NULL;

186 i1 f (scf_read_propvec(FMRI _BOOT_CONFI G BOOT_CONFI G_PG_PARAMS,
187 B TRUE, ua_boot _config, &prop) != SCF_FAILED) {

189 #ifdef _ x86

190 /*

191 * Unset both flags if the platform has been

192 * bl ackl i sted.

193 */
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194 if (scf_is_fb_blacklisted())

195 return;

196 #endif /* _ x86 */

197 *boot _config = (uint8_t)ret;

198 return;

199 }

200 #if defi ned( FASTREBOOT _DEBUG)

201 if (prop !'= NULL) {

202 (voi d) uu_warn("Service % pr operty TS/ Y% "

203 "not found.\n", FMRI _BOOT_CONFI G

204 BOOT_CONFI G | PG PARANS, prop- >pv_prop);

205 } else {

206 (void) uu_warn("Unable to read service % "

207 "property '9%’': %\n", FMR _BOOT_CONFI G,

208 BOOT_CONFI G PG PARAMS, scf_strerror(scf_error()));
209 }

210 #endif /* FASTREBOOT_DEBUG */

211 }

212 }

214 | *

215 * Get or set properties in non-persistent "config_ovr" property group
216 * in svc:/system boot-config:default.

217 * It prints errors with uu_warn().

218 *

219 /* ARGSUSED*/

220 static int

221 scf_getset_boot _config_ovr(int set, uint8_t *boot_config_ovr)

222 {

223 int rc = SCF_SUCCESS;

225 assert (boot _config_ovr);

227 #ifndef __ x86

228 return (rc);

229 ttel se

230

231 /*

232 * Property vector for BOOT_CONFI G PG OVR property group.
233 */

234 scf _propvec_t ua_boot _config ovr[] = {

235 FASTREBOOT_DEFAULT, NULL, SCF_TYPE_BOOLEAN, NULL,
236 UA_FASTREBOOT_DEFAULT 1},

237 { FASTREBOOT_ONPANI C, NULL, SCF_TYPE_BOOLEAN, NULL,
238 UA_FASTREBOOT_ONPANI C }

239 { NULL™}

240 };

241 scf_propvec_t *prop;

243 rc = scf_fnri_pg_get_or_add(FMRI _BOOT_CONFI G

244 BOOT_CONFI G_PG OVR,  SCF_GROUP_APPLI CATI ON,

245 SCF_PG_FLAG NONPERSI STENT, set);

247 if (rc !'= SCF_SUCCESS) {

248 #if defi ned( FASTREBOOT_DEBUG)

249 if (set)

250 (void) uu_warn("Unable to add service % "
251 "property group '%’\n",

252 FVRI _BOOT_CONFI G, BOOT_CONFI G_PG_OVR) ;
253 #endif /* FASTREBOOT_DEBUG */

254 return (rc);

255 }

257 for (prop = ua_boot_config_ovr; prop->pv_prop != NULL; prop++)
258 prop->pv_ptr = boot_config_ovr;

259 prop = NULL;
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261
262
263
264
265
266
267

269
270
271
272
273
274
275
276
277
278
279
280
281
282

284
285

289
290

if (set)
rc = scf_write_propvec(FMR _BOOT_CONFI G
BOOT_CONFI G_ PG OVR, ua_boot _config_ovr, &prop);
el se
rc = scf_read_propvec(FMRI _BOOT_CONFI G
BOOT_CONFI G_ PG OVR, B_FALSE, ua_boot _config_ovr,

&prop) ;

#i f defi ned( FASTREBOOT_DEBUG)
if (rc’!= SCF_SUCCESS) {
if (prop !'= NULL) {
(voi d) uu_war n("Service % property ' Us/ Y8’
'not found.\n", FMRI _B __CONFI G
BOOT_CONFI G_PG_O\/R prop->pv_prop);

} else {
(void) uu_warn("Unable to % service %
"property '9%’': 9%\n", set ? "set" : "get",
FMRI _BOOT_CONFI G, BOOT_CONFI G PG OVR,
scf_strerror(scf_error()));

}
#endi f /* FASTREBOOT_DEBUG */

if (set)
(void) snf_refresh_instance( FVMRI _BOOT_CONFI G ;

return (rc);

}
#endif /* _ x86 */

291 }

293
294
295
296
297

/*
* Cet values of properties in non-persistent "config_ovr" property group.
*/

voi d

scf_get _boot _config_ovr(uint8_t *boot_config_ovr)

298 {

299
300

302
303
304
305
306

(void) scf_getset_boot_config_ovr(B_FALSE, boot_config_ovr);
}

/*

* Set value of "config_ovr/fastreboot_default"
*/

int
scf_fastreboot_defaul t_set_transi ent(bool ean_t val ue)

307 {

308

310
311

313
314

316
317
318
319
320
321
322
323
324
325

ui nt8_t boot_config_ovr = 0;

if (value == B_TRUE)
boot _confi g_ovr = UA_FASTREBOOT_DEFAULT | UA FASTREBOOT_ONPAN C;

return (scf_getset_boot_config_ovr(B_TRUE, &boot_config_ovr));

Check whether Fast Reboot is the default operating node.
Return 0 if

the platformis xVM
or

N

svc:/system boot-config:default service doesn’t exist,
or

3. property
or

4. val ue of property

"config/fastreboot _default" doesn't exist,

* Ok kR kR Ok Ok Ok 3k

"config/fastreboot _default" is set to "fal se"
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326 * and "config_ovr/fastreboot_default"” is not set to "true",

327 * or

328 * 5. the platformhas been bl ackli sted.

329 * or

330 * 6. val ue of property "config_ovr/fastreboot_default" is set to "false".
331 * Return non-zero otherwise.

332 */

333 int

334 scf_is_fastboot_defaul t(void)

335 {

336 uint8_t boot_config = 0, boot_config_ovr;

337 char procbuf [ SYS_NMLN] ;

339 /*

340 * |f we are on xXVM do not fast reboot by default.

341 */

342 if (sysinfo(Sl_ PLATFCRM procbuf si zeof (procbuf)) == -1 ||

343 strcnp(procbuf, "i86xpv") == 0)

344 return (0);

346 /*

347 * Cet property values from "config" property group

348 */

349 scf _get _boot _confi g( &oot _config);

351 /*

352 * Cet property values from non-persistent "config_ovr" property group
358 */

354 boot _config_ovr = boot_config;

355 scf _get _boot _confi g_ovr (&boot _config_ovr);

357 return (boot_config & boot_config_ovr & UA FASTREBOOT DEFAULT) ;

358 }

360 /*

361 * Read the default security-flags from systeni process-security and return a
362 * secflagset_t suitable for psecflags(2)

363 *

364 * Unfortunately, this synbol nust _exist_ in the native build, for the sake
365 * of the mapfile, even though we don't ever use it, and it will never work.
366 */

367 struct group_desc {

368 secflagdelta_t *delta;

36 secfl agset _t *set;

369 char *fmri;

370 };

372 int

373

374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389

scf_defaul t _secfl ags(scf_handl e_t *hndl,
scf _def aul t _secfl ags(scf_handl e_t *hndl,

scf_secflags_t *flags)
psecflags_t *flags)

{
#if 1defined( NATI VE_BUI LD)
scf _property_t *prop;
scf_value_t *val;
const char *fl agnane;
int flag;
struct group_desc *g;
struct group_desc groups[] = {
{NULL, "svc:/system process-security/"
":properties/default"},
{NULL, "svc:/systenlprocess-security/"
":properties/lower"},
{NULL, "svc:/system process-security/"
":properties/upper"},
{NULL, NULL}
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391 bzero(flags, sizeof (*flags));
59 groups[0].set = &fl ags->psf_inherit;
60 groups| 1] . set = &fl ags->psf_| ower;
61 groups[ 2] . set = &fl ags->psf_upper;
393 groups[0].delta = &f | ags->ss_defaul t;
394 groups|[ 1] .delta = &f | ags->ss_| ower;
395 groups[ 2] .delta = &f | ags->ss_upper;
63 /* Ensure sane defaults */
64 psecfl ags_defaul t (fl ags);
397 for (g = groups; g->delta != NULL; g++) {
66 for (g = groups; g->set != NULL; g++) {
398 for (flag = 0; (flagnane = secflag_to_str(flag)) != NULL;
399 flag++) {
400 char *pfnri;
401 uint8_t flagval = 0;
403 if ((val = scf_value_create(hndl)) == NULL)
404 return (-1);
406 if ((prop = scf_property_create(hndl)) == NULL) {
407 scf _val ue_destroy(val);
408 return (-1);
409 }
411 if ((pfmri = uu_msprintf("%/ %", g->fnri,
412 flagnane)) == NULL)
413 uu_di e("Al l ocation failure\n");
415 if (scf_handl e_decode_fnri(hndl, pfnri,
416 NULL, NULL, NULL, "NULL, prop, NULL) != 0)
417 got o next;
419 if (scf_property_get_value(prop, val) !=0)
420 got o next;
422 (void) scf_val ue_get_bool ean(val, &flagval);
424 if (flagval !'= 0)
425 secfl ag_set (&g- >del t a- >psd_add, fl ag);
94 secfl ag_set (g->set, flag);
426 el se
427 secfl ag_set (&g->del ta->psd_rem flag);
96 secflag_cl ear(g->set, flag);
429 next:
430 uu_free(pfnri);
431 scf_val ue_destroy(val);
432 scf_property_destroy(prop);
433 }
434 1
105 if (!psecflags_validate(flags))
106 return (-1);
436 return (0);
437 #el se
438 assert(0);
439 abort();
440 #endif /* I NATI VE_BU LD */
441 }

____unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 typedef StrUCI SCf Val ue Scf Val ue t‘
34769 Wed Sep 21 15:14: 35 2016
new usr/src/lib/libscf/inc/libscf.h 63 typedef struct scf_iter scf_iter_t;
snf: switch to a tri-state for process-security properties true=on,fal se=off,nil
B R R 65 typedef struct scf_pg_tr’rpl scf _pg_ terI t;
1/* 66 typedef struct scf_prop_tnpl scf_prop_tnpl _t;
2 * CDDL HEADER START 67 typedef struct scf_tnpl _errors scf_tnpl _errors_t;
3 *
4 * The contents of this file are subject to the terms of the 69 typedef struct scf_sinple_app_props scf_sinple_ app props_t;
5 * Common Devel opnent and Distribution License (the "License"). 70 typedef struct scf_sinple_prop scf_sinple_prop_t
6 * You may not use this file except in conpliance with the License.
7 * 72 |*
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 73 * Types
9 * or http://ww. opensol aris.org/os/licensing. 74 */
10 * See the License for the specific |anguage governi ng perm ssions 75 typedef enum {
11 * and limtations under the License. 76 SCF_TYPE_| NVALID = 0,
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each 78 SCF_TYPE_BOOLEAN,
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 79 SCF_TYPE_COUNT,
15 * |If applicable, add the followi ng below this CDDL HEADER, wth the 80 SCF_TYPE_| NTEGER,
16 * fields enclosed by brackets "[]" replaced with your own identifying 81 SCF_TYPE_TI ME,
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 82 SCF_TYPE_ASTRI NG,
18 * 83 SCF_TYPE_OPAQUE,
19 * CDDL HEADER END
20 */ 85 SCF_TYPE_USTRI NG = 100,
22 /* 87 SCF_TYPE_URI = 200,
23 * Copyright (c) 2004, 2010, Oracle and/or its affiliates. Al rights reserved. 88 SCF_TYPE_FMRI ,
24 */
90 SCF_TYPE_HOST = 300,
26 #ifndef _LIBSCF_H 91 SCF_TYPE_HOSTNANME,
27 #define _LIBSCF_H 92 SCF_TYPE_NET_ADDR V4,
93 SCF_TYPE_NET_ADDR_V6,
94 SCF_TYPE_NET_ADDR
30 #include <stddef. h> 95 } scf_type_t;
31 #include <libnvpair.h> ___unchanged_ port| on_omtted_
33 #i fndef NATI VE_BU LD 202 typedef struct scf_tnpl_error scf_tnpl_error_t;
34 #include <sys/secfl ags. h>
35 #endif /* NATIVE_BU LD */ 204 | *
36 #endif /* | codereview */ 205 * This unfortunately needs to be public, because consuners of librestart nust
37 #include <sys/types. h> 206 * deal with it
31 #include <libnvpair.h> 207 */
208 typedef struct
39 #ifdef __cplusplus 209 #ifndef NATIVE_BU LD
40 extern "C' { 210 secflagdel ta_t ss_default;
41 #endi f 211 secfl agdel ta_t ss_| ower;
212 secfl agdel ta_t ss_upper;
43 typedef struct scf_version *scf_version_t; 213 tel se
44 #define SCF_VERSI ON ((scf_version_t)1UL) 214 /*
215 * This is never used, but is necessary for bootstrapping.
46 [ * 216 * Not even the size matters.
47 * Qpaque structures 217 */
48 */ 218 voi d *ss_defaul t;
49 typedef struct scf_handl e scf_handle_t; 219 voi d *ss_| ower;
50 typedef struct scf_scope scf_scope_t; 220 voi d *ss_upper;
51 typedef struct scf_service scf_service_t; 221 #endif /* NATIVE_BUI LD */
52 typedef struct scf_instance scf_instance_t; 222 } scf_secflags_t;
53 typedef struct scf_propertygroup scf_propertygroup_t;
54 typedef struct scf_property scf_property_t; 224 |*
225 #endif /* | codereview */
56 typedef struct scf_snapshot scf_snapshot_t; 226 * scf_tnpl_strerror() human readable flag
57 typedef struct scf_snapl evel scf_snaplevel _t; 227 */
228 #define SCF_TMPL_STRERROR HUVAN Ox1
59 typedef struct scf_transaction scf_transaction_t;
60 typedef struct scf_transaction_entry scf_transaction_entry_t; 230 /*




231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
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* Standard services
*
/
#def i ne SCF_SERVI CE_CONFI GD ((const char *) \
"svc:/systen svc/repository:default")
#def i ne SCF_| NSTANCE_GLOBAL ((const char *)
"svc:/system svc/ gl obal : defaul t")
#def i ne SCF_SERVI CE_G.OBAL ((const char *) \
"svc:/systen svc/ gl obal ")
#def i ne SCF_SERVI CE_STARTD ((const char *) \
"svc:/system svc/restarter:default")
#def i ne SCF_|I NSTANCE_EM ((const char *) \
"svc:/system early-manifest-inport:default")
#defi ne SCF_I NSTANCE_FS_M NI MAL ((const char *) \
"svc:/system fil esystem mi ni mal : defaul t")
#def i ne SCF_| NSTANCE_M ((const char *) \

248
249
250
251
252
253
254
255
256

258
259
260
261

263
264
265
266
267
268
269
270
271
272

274
275
276
277
278
279
280

282
283
284
285

287
288
289
290
291
292
293
294
295
296

"svc:/system manifest-inport:default")

/*
* Maj or milestones

*

#def i ne SCF_M LESTONE_SI NGLE_USER \

(const char *) "svc:/milestone/single-user:default")
#define SCF_M LESTONE MULTI _USER \

(const char *) "svc:/mlestone/nulti-user:default")
#define SCF_M LESTONE_MULTI _USER_SERVER \

((const char *) "svc:/milestone/ mlti-user-server:default")
/*

:/st andard scope nanes
#def i ne SCF_SCOPE_LOCAL ((const char *)"local host")
/*

:/Pr operty group types

#def i ne SCF_GROUP_APPLI CATI ON ((const char *)"application")
#def i ne SCF_GROUP_FRAVEWWORK ((const char *)"framework")
#def i ne SCF_GROUP_DEPENDENCY ((const char *)"dependency")
#def i ne SCF_GROUP_NETHOD ((const char *)"nmethod")
#def i ne SCF_GROUP_TEMPLATE ((const char *)"tenpl ate")
#defi ne SCF_GROUP_TEMPLATE PG PATTERN ((const char *)"tenpl ate_pg_pattern")
#def i ne SCF_GROUP_TEMPLATE_PROP_PATTERN ((const char *)"tenpl ate_prop_pattern")
/*
* Dependency types
*
/
#def i ne SCF_DEP_REQUI RE_ALL ((const char *)"require_all")
#def i ne SCF_DEP_REQUI RE_ANY ((const char *)"require_any")
#def i ne SCF_DEP_EXCLUDE_ALL ((const char *)"exclude_all")
#def i ne SCF_DEP_OPTI ONAL_ALL ((const char *)"optional _all™")
#def i ne SCF_DEP_RESET_ON _ERROR ((const char *)"error")
#defi ne SCF_DEP_RESET_ON_RESTART ((const char *)"restart")
#def i ne SCF_DEP_RESET_ON_REFRESH ((const char *)"refresh")
#def i ne SCF_DEP_RESET_ON_NONE ((const char *)"none")
/*
* Standard property group nanes
*/
#def i ne SCF_PG_GENERAL ((const char *)"general")
#def i ne SCF_PG_GENERAL_OVR ((const char *)"general _ovr")
#defi ne SCF_PG_RESTARTER ((const char *)"restarter")
#def i ne SCF_PG _RESTARTER_ACTI ONS ((const char *)"restarter_actions")
#defi ne SCF_PG_METHOD CONTEXT ((const char *)"nmethod_context")
#def i ne SCF_PG_APP_DEFAULT ((const char *)"application")
#defi ne SCF_PG_DEPENDENTS ((const char *)"dependents")
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313
314
315
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319
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323
324
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329
330
331
332
333
334
335
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337
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340
341
342
343
344
345
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348
349
350
351
352
353
354
355
356
357
358
359
360
361
362

#def i ne SCF_PG_OPTI ONS ((const char *)"options")
#def i ne SCF_PG_OPTI ONS_OVR ((const char *)"options_ovr")
#defi ne SCF_PG_STARTD ((const char *)"startd")
#defi ne SCF_PG_STARTD PRI VATE ((const char *)"svc-startd-private")
#def i ne SCF_PG_DEATHROW ((const char *)"deathrow')
#def i ne SCF_PG_MANI FESTFI LES ((const char *)"manifestfiles")
/*

* Tenpl ate property group nanmes and prefixes

*

/
#def i ne SCF_PG_TM COVMON_NANVE ((const char *)"tm common_nane")
#def i ne SCF_PG_TM DESCRI PTI ON ((const char *)"tm description")
#defi ne SCF_PG TM MAN_PREFI X ((const char *)"tmman_")
#def i ne SCF_PG TM DOC_PREFI X ((const char *)"tmdoc_")
/*

* Standard property nanes

*

/
#def i ne SCF_PROPERTY_ACTI VE_PCSTFI X ((const char *)"active")
#def i ne SCF_PROPERTY_AUX_STATE ((const char *)"au><| liary_stat e")
#def i ne SCF_PROPERTY_AUX_FMRI ((const char *)"auxiliary_fnri")
#def i ne SCF_PROPERTY_AUX _TTY ((const char *)"auxili ary_tty )
#def i ne SCF_PROPERTY_CONTRACT ((const char *)"contract”
#def i ne SCF_PROPERTY_COREFI LE PATTERN  ((const char *)"cor efile_pattern")
#def i ne SCF_PROPERTY_DEGRADED ((const char *)"degraded"
#def i ne SCF_PROPERTY_DEGRADE_| MVEDI ATE ((const char *)"degrade_i mredi at e")
#def i ne SCF_PROPERTY_DODUMP ((const char *)"do_dunp")
#def i ne SCF_PROPERTY_DURATI ON ((const char *)"duration")
#def i ne SCF_PROPERTY_ENABLED ((const char *)"enabl ed")
#def i ne SCF_PROPERTY_DEATHROW ((const char *)"deathrow")
#defi ne SCF_PROPERTY_ENTI TY_STABILITY ((const char *)"entity stability")
#def i ne SCF_PROPERTY_ENTI Tl ES ((const char *)"entities")
#def i ne SCF_PROPERTY_EXEC ((const char *)"exec")
#def i ne SCF_PROPERTY_GROUP ((const char *)"group")
#def i ne SCF_PROPERTY_GROUPI NG ((const char *)"grouping")
#def i ne SCF_PROPERTY_| GNORE ((const char *)"ignore_error")
#def i ne SCF_PROPERTY_| NTERNAL_SEPARATORS ((const char *)"internal _separators")
#define SCF_PROPERTY_LIMT_PRIVILEGES ((const char *)"limt_privil eges")
#def i ne SCF_PROPERTY_MAI NT_OFF ((const char *)"maint_off")
#def i ne SCF_PROPERTY_MAI NT_ON (const char *)"naint_on")
#def i ne SCF_PROPERTY_MAI NT_ON_| MVEDI ATE ((const char *)"mai nt_on_i nedi ate")
#def i ne SCF_PROPERTY_MAI NT_ON_| MMTEMP  ((const char *)"nmai nt_on_i mt enp")
#def i ne SCF_PROPERTY_MAI NT_ON_TEMPORARY ((const char *)"maint_on_t enporary")
#def i ne SCF_PROPERTY_METHOD _PI D ((const char *)"nmethod_pid")
#def i ne SCF_PROPERTY_M LESTONE ((const char *)"m | estone")
#def i ne SCF_PROPERTY_NEED SESSI ON ((const char *)"need_session")
#def i ne SCF_PROPERTY_NEXT_STATE ((const char *)"next_state")
#def i ne SCF_PROPERTY_PACKAGE ((const char *)"package")
#def i ne SCF_PROPERTY_PRI VI LEGES ((const char *)"privileges")
#def i ne SCF_PROPERTY_PROFI LE ((const char *)"profile")
#def i ne SCF_PROPERTY_PRQJECT ((const char *)"project")
#def i ne SCF_PROPERTY_REFRESH ((const char *)"refresh")
#def i ne SCF_PROPERTY_RESOURCE_POOL ((const char *)"resource_pool")
#def i ne SCF_PROPERTY_ENVI RONVENT ((const char *)"environnment")
#def i ne SCF_PROPERTY_RESTART ((const char *)"restart")
#def i ne SCF_PROPERTY_RESTARTER ((const char *)"restarter")
#defi ne SCF_PROPERTY_RESTART_| NTERVAL  ((const char *)"restart_interval")
#def i ne SCF_PROPERTY_RESTART_ON ((const char *)"restart_on")
#def i ne SCF_PROPERTY_RESTORE ((const char *)"restore")
#def i ne SCF_PROPERTY_SECFLAGS ((const char *)"security_flags")
#def i ne SCF_PROPERTY_SI NGLE_| NSTANCE ((const char *)"single_instance")
#def i ne SCF_PROPERTY_START_METHOD_TI MESTAVP \

((const char *)"start_method_ti nmestanp")
#def i ne SCF_PROPERTY_START _METHOD WAI TSTATUS \
((const char *)"start_net hod_wai t st at us")
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363 #define SCF_PROPERTY_START_PI D

- const char *)"start_pid") 429 #define SCF_STATE_DI SABLED 0x00000008
364 #defi ne SCF_PROPERTY_STATE

((
il 7 ((const char *)"state") 430 #define SCF_STATE_ONLI NE 0x00000010
365 #define SCF_PROPERTY_STABI LI TY ((const char *)"stability") 431 #define SCF_STATE DEGRADED 0x00000020
366 #define SCF_PROPERTY_STATE_TI MESTAMP ((const char *)"state_tinmestanp") 432 #define SCF_STATE_ALL 0x0000003F
367 #define SCF_PROPERTY_SUPP_GROUPS ((const char *)"supp groups")
368 #defi ne SCF_PROPERTY_TI MEQUT ((const char *)"timeout_seconds") 434 | *
((
((
((

369 #define SCF_PROPERTY_TI MEQUT_RETRY const char *)"timeout_retry") 435 * software fma svc-transition class
370 #define SCF_PROPERTY_TRANSI ENT_CONTRACT ((const char *)"tran5| ent _contract") 436 */
371 #define SCF_PROPERTY_TYPE const char *)"t pe") 437 #define SCF_NOTI FY_PARAMS_VERSI ON 0X0
372 #define SCF_PROPERTY_USE_PROCFI LE ((const char *)"use_profile") 438 #define SCF_NOTI FY_NAMVE_FMRI ((const char *)"fnri")
373 #define SCF_PROPERTY_USER ((const char *)"user") 439 #define SCF_NOTI FY_NAVE_VERSI ON ((const char *)"version")
374 #define SCF_PROPERTY_UTMPX_PREFI X ((const char *)"utnpx_prefix") 440 #define SCF_NOTI FY_NAVE_TSET ((const char *)"tset")
375 #define SCF_PROPERTY_WORKI NG DI RECTORY ((const char *)"working_directory") 441 #define SCF_NOTI FY_PG POSTFI X ((const char *)"fmotify")
442 #define SCF_NOTI FY_PARAMS ((const char *)"notify-parans")
377 |* 443 #define SCF_NOTI FY_PARAMS | NST \
378 * Tenpl ate property nanes 444 ((const char *)"svc:/system fm notify-parans:default")
379 */ 445 #define SCF_SVC _TRANSI TI ON_CLASS \
380 #define SCF_PROPERTY_TM CARDI NALI TY_M N ((const char *)"cardinality_mn") 446 ((const char *)"ireport.os.snf.state-transition")
381 #define SCF_PROPERTY_TM CARDI NALI TY_MAX ((const char *)"cardinality_max") 447 #define SCF_NOTI FY_PARANVS_ PG TYPE ((const char *)"notify_parans")

382 #define SCF_PROPERTY_TM CHO CES_| NCLUDE VA LUES ((const char *) \

383 "choi ces_i ncl ude_val ues") 449 | *
384 #define SCF_PROPERTY_TM CHO CES_NAME ((const char *)"choi ces_nane") 450 * Useful transition macros
385 #define SCF_PROPERTY_TM CHO CES RANGE ((const char *)"choi ces_range") 451 */
386 #define SCF_PROPERTY_TM CONSTRAINT_NAME ((const char *)"constraint_nane") 452 #define SCF_TRANS_SHI FT_I NI TI AL_STATE( s) ((s) << 16)
387 #define SCF_PROPERTY_TM CONSTRAI NT_RANGE ((const char *)"constrai nt_range") 453 #define SCF_TRANSI TI ON ALL \
388 #defi ne SCF_PROPERTY_TM MANPATH ((const char *)"manpath") 454 ( SCF_TRANS_SHI FT_I NI TI AL_STATE( SCF_STATE_ALL) | SCF_STATE ALL)
389 #define SCF_PROPERTY_TM NAVE ((const char *)"name") 455 #define SCF_TRANS(T, t) (SCF_TRANS_SHI FT_I NI TI AL_STATE(f) | (t))
390 #define SCF_PROPERTY_TM PG PATTERN ((const char *)"pg_pattern") 456 #define SCF_TRANS VALI D(t) ('((t) & ~SCF_TRANSI TI ON_ALL))
391 #define SCF_PROPERTY_TM REQUI RED ((const char *)"required") 457 #define SCF_TRANS_| NI TI AL_STATE(t) ((t) >> 16 & SCF_STATE_ALL)
392 #define SCF_PROPERTY_TM SECTI ON ((const char *)"secti on“) 458 #define SCF_TRANS_FI NAL_STATE(t) ((t) & SCF_STATE ALL)
393 #define SCF_PROPERTY_TM TARGET ((const char *)"target")
394 #define SCF_PROPERTY_TM TI TLE ((const char *)"title") 460 /*
395 #define SCF_PROPERTY_TM TYPE ((const char *)"type") 461 * Prefixes for states in state transition notification
396 #define SCF_PROPERTY_TM URI ((const char *)"uri") 462 */
397 #define SCF_PROPERTY_TM VALUE PREFI X ((const char *)"value_") 463 #define SCF_STN_PREFI X_FROM ((const char *)"from")
398 #define SCF_PROPERTY_TM VALUES NAME ((const char *)"val ues_nane") 464 #define SCF_STN_PREFI X_TO ((const char *)"to-")
399 #define SCF_PROPERTY_TM VI SI BI LI TY ((const char *)"visibility")
400 #define SCF_PROPERTY_TM COWWON_NAME PREFI X ((const char *)"common_nane_") 466 #define SCF_PG_FLAG _NONPERS| STENT 0x1
401 #define SCF_PROPERTY_TM DESCRI PTI ON_PREFI X ((const char *)"description_")
402 #define SCF_PROPERTY_TM UNI TS PREFI X ((const char *)"units_ ") 468 #define SCF_TRACE LI BRARY ox1
469 #defi ne SCF_TRACE_DAEMON 0x2
404 [ *
405 * Tenpl ates wildcard string 471 #define SMF_| MVEDI ATE 0x1
406 */ 472 #define SMF_TEMPORARY 0x2
407 #define SCF_TMPL_W LDCARD ((const char *)"*") 473 #define SMF_AT_NEXT_BOOT Ox4
409 /* 475 scf _error_t scf_error(void);
410 * Strings used by restarters for state and next_state properties. 476 const char *scf_strerror(scf_error_t);
411 * MAX_SCF_STATE_STRING hol ds the max length of a state string, including the
412 * terminating null. 478 ssize_t scf_limt(uint32_t code);
413 */ 479 #define SCF_LIM T_MAX_NAME_| LENGTH -2000U
480 #define SCF_LIM T_MAX_VALUE LENGTH -2001U
415 #define MAX_SCF_STATE_STRI NG_SZ 14 481 #define SCF_LIM T_MAX_PG TYPE_LENGTH -2002U
482 #define SCF_LIM T_MAX_FMRI _LENGTH -2003U
417 #define SCF_STATE_STRI NG_NONE ((const char *)"none")
418 #define SCF_STATE _STRING UNINIT ((const char *)"uninitialized") 484 scf_handl e_t *scf_handl e_create(scf_version_t);
419 #define SCF_STATE_STRI NG_MAI NT ((const char *)"mai ntenance")
420 #define SCF_STATE_STRI NG OFFLI NE ((const char *)"offline") 486 int scf_handl e_decorate(scf_handle_t *, const char *, scf_value_t *);
421 #define SCF_STATE_STRI NG_DI SABLED ((const char *)"disabl ed") 487 #define SCF_DECORATE_CLEAR ((scf_value_t *)0)
422 #define SCF_STATE_STRI NG ONLI NE ((const char *)"online")
423 #define SCF_STATE_STRI NG _DEGRADED ((const char *)"degraded") 489 int scf_handl e_bi nd(scf_handle_t *);
424 #define SCF_STATE_STRI NG _LEGACY ((const char *)"legacy_run") 490 int scf_handl e_unbi nd(scf_handle_t *)
491 void scf_handl e_destroy(scf_handle_t *) ;
426 #define SCF_STATE_ UNINIT 0x00000001
427 #define SCF_STATE_NAI NT 0x00000002 493 int scf_type_base_type(scf_type_t type, scf_type_t *out);

428 #define SCF_STATE_OFFLI NE 0x00000004 494 const char *scf_type_to_string(scf_type t);
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495 scf _type_t scf_string_to_type(const char *);

497 [* val ues */

498 scf_value_t *scf_value_create(scf_handle_t *);

499 scf_handl e_t *scf_val ue_handl e(const scf_value_t *);

500 voi d scf_val ue_destroy(scf_value_t *);

502 scf_type_t scf_val ue_base_type(const scf_value_t *);

503 scf_type_t scf_val ue_type(const scf_value_t *);

504 int scf_value_is_type(const scf_value_t *, scf_type t);

506 void scf_val ue_reset(scf_value_t *);

508 int scf_val ue_get_bool ean(const scf_value_t *, uint8_t *);

509 int scf_val ue_get_count(const scf_value_t *, uint64_t *);

510 int scf_val ue_get_integer(const scf_value_t *, int64_t *);

511 int scf_value_get_tinme(const scf_value_t *, int64_t *, int32_t *);
512 ssize_t scf_value_get_astring(const scf_value_t *, char *, size_t);
513 ssize_t scf_val ue_get _ustring(const scf_value_t *, char *, size_t);
514 ssize_t scf_val ue_get _opaque(const scf_value_t *, void *, size_ t);
516 voi d scf_val ue_set _bool ean(scf_value_t *, uint8_t);

517 void scf_val ue_set _count (scf_value_t *, uint64_t);

518 voi d scf_val ue_set _i nteger(scf_val ue_t int64_t);

519 int scf_value_set_tinme(scf_value_t *, int64_t, int 32_t);

520 int scf_value_set_astring(scf_value_t *, const char *);

521 int scf_val ue_set_ustring(scf_value_t *, const char *);

522 int scf_val ue_set_opaque(scf_value_t *, const void *, size_t);

524 ssize_t scf_value_get_as_string(const scf_value_t *, char *, size_t);
525 ssize_t scf_value_get_as_string_typed(const scf_value_t *, scf_type_t,
526 char *, size_t);

527 int scf_value_set_fromstring(scf_value_t *, scf_type_t, const char *);
529 scf_iter_t *scf_iter_create(scf_handle_t *);

530 scf _handle_t *scf_iter_handl e(const scf_iter_t *);

531 void scf_iter_reset(scf_iter_t *);

532 void scf_iter_destroy(scf_iter_t *);

534 int scf_iter_handl e_scopes(scf_iter_t *, const scf_handle_t *);

535 int scf_iter _scope_services(scf_iter_t *, const scf_scope_t *);

536 int scf_iter_service_instances(scf_iter_t *, const scf_service_t *);
537 int scf_iter_service_pgs(scf_iter_t *, const scf_service_t *);

538 int scf_iter_instance_pgs(scf_iter_t *, const scf_instance t *);

539 int scf_iter_instance_pgs_conposed(scf_iter t *, const scf_instance_t
540 const scf_snapshot _t *);

541 int scf_iter_service_pgs_typed(scf_iter_t *, const scf_service_t *,
542 const char *);

543 int scf_iter_instance_pgs_typed(scf_iter_t *, const scf_instance_t *,
544 const char *);

545 int scf_iter_instance_pgs_typed_conposed(scf_iter_t *, const scf

546 const scf_snapshot _t *, const char *);

547 int scf_iter_snaplevel _pgs(scf_iter_t *, const scf_snaplevel _t *);
548 int scf_iter_snapl evel _pgs_typed(scf_iter_t *, const scf_snapl evel bt
549 const char *);

550 int scf_iter_instance_snapshots(scf_iter_t *, const scf_instance_t *);
551 int scf_iter_pg _properties(scf_iter_t * ~const scf_propertygroup_t *);
552 int scf_iter_property_val ues(scf_iter_t *, const scf_property_t *);
554 int scf_iter_next_scope(scf_iter_t *, scf_scope_t *);

555 int scf_iter_next_service(scf_iter_t *, scf_service_t *);

556 int scf_iter_next_instance(scf_iter_t *, scf_instance_t *);

557 int scf_iter_next_pg(scf_iter_t *, scf_propertygroup_t *);

558 int scf_iter_next_property(scf_iter_t *, scf_property_t *);

559 int scf_iter_next_snapshot(scf_iter_t *, scf_snapshot_t *);

560 int scf_iter_next_value(scf_iter_t *, scf_value_t *);

_instance_t

*
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562
563

scf_scope_t *scf_scope_create(scf_handle_t *);

scf_handl e_t *scf_scope_handl e(const scf_scope_t *);
565
566
567

/* XXX eventual |y renmove this */
#define scf_handl e_get _| ocal _scope(h, s) \

scf _handl e_get _scope((h), SCF_SCOPE_LOCAL, (s))
569 const char *,
570
571

int scf_handl e_get_scope(scf_handl e_t *, scf
voi d scf_scope_destroy(scf_scope_t *);
ssize_t scf_scope_get _nane(const scf_scope_t *, char *,

573 ssize_t scf_scope_to_fnri(const scf_scope_t *, char *,
515
576
577
578
579
580
581
582
583
584

scf_service_t *scf_service_create(scf_handle_t *);
scf_handl e_t *scf_service_handl e(const scf_service_t *);
voi d scf_service_destroy(scf_service_t *);

int scf_scope_get_parent (const scf_scope_t *, scf_scope_t *
ssize_t scf_service_get_nane(const scf_service_t *, char *,
ssize_t scf_service_to_fnri(const scf_service_t *, char *,
int scf_service_get_parent(const scf_service_t *,
int scf_scope_get_service(const scf_scope_t *, const
int scf_scope_add_service(const scf_scope_t *, const
int scf_service_del ete(scf_service_t *);

586
587
588
589
590
591
592
593
594
595 int

scf_instance_t *scf_instance_create(scf_handle_t *);
scf_handl e_t *scf_i nst ance_handl e(const scf_i nstance_t *);
voi d scf_instance_destroy(scf_instance_t *);

ssize_t scf_instance_get_nane(const scf_instance_t *,
ssize_t scf_instance_to_fnri(const scf_instance_t *,
int scf_service_get_instance(const scf_service_t *,
scf _instance_t *);

nt scf_service_add_i nstance(const scf_service_t *,
scf _instance_t *);
scf_i nst ance_del et e( scf

char

_instance_t *);

597
598
599
600
601
602
603
604

scf_snapshot _t *scf_snapshot _create(scf_handle_t *);

scf_handl e_t *scf_snapshot _handl e(const scf_snapshot_t *);

voi d scf_snapshot _destroy(scf_snapshot _t *)

ssize_t scf_snapshot _get name(const scf_snapshot _t *, char

int scf_snapshot _get parent(const scf_snapshot_t *, scf_

int scf_instance_get_snapshot (const scf_instance_t *, const
scf _snapshot _t *);

int scf_snapshot_updat e(scf_snapshot _t *);

606
607
608
609
610
611
612
613
614 int
615
616 i
617 int
618

scf_snapl evel _t *scf_snapl evel _create(scf_handle_t *);
scf_handl e_t *scf_snapl evel _handl e(const scf_snapl evel
voi d scf_snapl evel _destroy(scf_snapl evel _t *);

int scf_snapl evel _get _parent (const scf_snapl evel t *,
ssize_t scf_snapl evel _get _scope_nanme(const scf _snapl evel _t
ssize_t scf_snapl evel _get _servi ce_nanme(const scf_snapl evel
ssize_t scf_snapl evel _get_i nstance_name(const scf_snapl evel
size_t);

scf snapl evel _get_pg(const scf_snapl evel _t *,
scf _propertygroup_t *pg);

scf _snapshot _get _base_snapl evel (const
scf_snapl evel
scf _snapl evel

scf _snapshot _t *,
—get _next_snapl evel (const scf_snapl evel _t
_t )

620 scf_propertygroup_t *scf_pg_create(scf_handle_t *);

621 scf_handl e_t *scf_pg_handl e(const scf_propertygroup_t
622 void scf_pg_destroy(scf_propertygroup_t *);

623 ssize_t scf_pg_to_fnri(const scf_propertygroup_t *,

624 ssize_t scf_pg_get _nane(const scf_propertygroup_t *, char *
625 ssize_t scf_pg_get _type(const scf_propertygroup_t *, char *
626 int scf_pg _get_flags(const scf_propertygroup_t *, uint32_t

DE

char *

char *,
const char *,

_scope_t *);
size_t);

size_t);

);si ze_t);
size_t);

scf_scope_t *)
char *,
char *,

*, size_t);
size_t);

const char *,

*, size_t);

instance_t *);

char *,

_t %)

scf _snapshot _t *);
size_t);
size_t);

*, char *,
t *
%,

char *,
char *,

const char *,

scf _snapl evel _
*

scf _service_t
scf_service_t

t

*)5
*);

E
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627
628

629 i

630
631
632
633
634
635
636
637
638
639
640

642
643
644

646

648
649
650
651
652
653
654
655
656
657

659
660
661
662
663

665
666

668

670
671
672
673
674

676
677
678
679
680
681
682
683

685

687
688
689
690
691
692

int scf_pg_get_parent_service(const scf_propertygroup_t *,

i scf_service_t *);
int scf_pg_get_parent_instance(const scf_propertygroup_t *,
i

i

] scf
nt scf_pg_get _parent_snapl evel (const scf_propertygroup_t *, scf_snapl evel _t
int scf_service_get_pg(const scf_service_t *, const char *,

scf _propertygroup_t *);

int scf_instance_get pg(const scf _instance_t *, const char *,
scf _propertygroup_t *);

int scf_i nstance_get_pg_conposed(const scf _instance_t *, const scf_snapshot_t *,
const char *, scf_propertygroup_t *);

int scf_service_add_pg(const scf_service_t *, const char *, const char *,
uint32_t, scf_propertygroup t *);

int scf_i nstance_add_pg(const scf_instance_t *, const char *, const char *,
uint32_t, scf_propertygroup_t *);

int scf_pg_del ete(scf_propertygroup_t *);

int scf_pg_get_underlying_| pg(const scf _propertygroup_t *,
scf _propertygroup_t *);

int scf_instance_get_parent(const scf_instance_t *, scf_service_t *);

int scf_pg_updat e(scf_propertygroup_t *);

scf_property_t *scf_property_create(scf_handle_t *);

scf_handl e_t *scf_property_handl e(const scf_property t *);

voi d scf_property_destroy(scf_property t *);

int scf_property_is_type(const scf_property_t *, scf_type_t);

int scf_property_type(const scf_property_t *, scf_type_t *);

ssize_t scf_property_get _nane(const scf_property_t *, char *, size_t);

int scf_property_get_val ue(const scf_property_t *, scf_value_t *);

ssize_t scf_property_to_fnri(const scf_property_t *, char *, size_t);

int scf_pg_get_property(const scf_propertygroup_t *, const char *,
scf _property_t *);

scf _transaction_t *scf_transaction_create(scf_handle_t *);

scf _handl e_t *scf_transaction_handl e(const scf_transaction_t *);

int scf_transaction_start(scf_transaction_t *, scf_propertygroup_t *)s
voi d scf_transaction_destroy(scf_transaction_t *);

voi d scf_transaction_destroy_children(scf_transaction_t *);

voi d scf_transaction_reset(scf_transaction_t *);
voi d scf _transaction_reset_all (scf_transaction_t *);

int scf_transaction_conmmt(scf_transaction_t *);

scf _transaction_entry_t *scf_entry_create(scf_handle_t *);

scf _handl e_t *scf_entry_handl e(const scf_transaction_entry_t *);
void scf_entry_reset(scf_transaction_entry_t *);

voi d scf_entry_destroy(scf_transaction_entry t *);

voi d scf_entry _destroy_children(scf_transaction_entry_t *);

int scf_transaction_property_change(scf_transaction_t *,
scf_transaction_entry_t *, const char *, scf_type_t);
scf_transacti on_property_del ete(scf_transaction_t *,
scf_transaction_entry_t *, const char *);

nt scf_transaction_property_new( scf_transaction_t *,
scf_transaction_entry_t *, const char *, scf_type_t);
scf _transacti on_property_change_t ype(scf_transaction_t *,
scf_transaction_entry_t *, const char *, scf_type_t);

i nt

i nt

int scf_entry_add_val ue(scf_transaction_entry_t *, scf_value_t *);

int scf_handl e_decode_fnri(scf_handle_t *, const char *, scf_scope_t *,
scf_service_t *, scf_instance_t *, scf_propertygroup_t *, scf_property_t
int);

#def i ne SCF DECODE_FMRI _EXACT 0x00000001
#defi ne SCF_DECODE_FMRI _ TRUNCATE 0x00000002
#def i ne SCF_DECODE_FMRI _REQUI RE_I NSTANCE 0x00000004

i nstance_t *);

“)i

*
,

693
695

697
698
699
700
701
702
703
704
705
706
707
708
709
710

712
713
714
715

717
718
719
720
721

725
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#def i ne SCF_DECODE_FMRI _REQUI RE_NO_| NSTANCE 0x00000008
ssize_t scf_nynanme(scf_handle_t *, char *, size_t);
/*

* Property group tenplate interfaces.

*

/
scf_pg_tnpl _t *scf_tnpl _pg_ create(scf handle_t *);
voi d scf _tnpl _pg_destroy(scf_pg_t npl *);
void scf_tnpl _pg_reset(scf_pg_tnpl _t *)
int scf_tnpl _get_by_pg(scf_propertygroup_t *, scf_pg_tnpl _t *, int);
int scf_tnpl_get_by pg_nanme(const char *, const char *,

const char *, const char *, scf_pg_tnpl_t *, int);
int scf_tnpl _iter_pgs(scf_pg_tnpl_t *, const char *, const char *,
const char *, int);

#defi ne SCF_PG TMPL_| FLAG 5> REQUI RED Ox1
#def i ne SCF_PG_TMPL_FLAG_EXACT 0x2
#defi ne SCF_PG_TMPL_FLAG_CURRENT Ox4
ssize_t scf_tnpl _pg_nane(const scf_pg_ tnpl _t *, char **);
ssize_t scf_tnpl _pg_comon_name(const scf_pg_tnpl _t *, const char *, char **);
ssize_t scf_tnpl _pg_description(const scf_pg_tnpl _t *, const char *, char **);
ssize_t scf_tnpl _pg_type(const scf_pg tnpl _t *, char **);
ssize_t scf_tnpl _pg_! target(const scf_pg_tnpl _t *, char **);
#defi ne SCF_TM TARGET_A| ((const char *)"all")
#defi ne SCF_TM_TARGEl’_DELEGATE ((const char *)"del egate")
#def i ne SCF_TM TARGET_| NSTANCE ((const char *)"instance")
#defi ne SCF_TM TARGET_THI S ((const char *)"this")
int scf_tnpl_pg_required(const scf_pg_tnpl_t *, uint8_t *);
/*

* Property tenplate interfaces.

*

/
scf _prop_tnpl _t *scf_tnpl _prop_create(scf_handle_t *);
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voi d scf _tnpl _prop_destroy(scf_prop_tnpl _t *);

void scf_tnpl _prop_reset(scf_prop_tnpl _t *);

int scf_tnpl_get_by_prop(scf_pg_tnpl_t *, const char *,
scf _prop_tnpl _t *, int);

int scf _tnpl _iter_props(scf_pg tnpl t *, scf_prop_tnpl _t *, int);

#def i ne” SCF_PROP_TMPL_FLAG REQUI RED 0x1

ssize_t scf_tnpl _prop_nane(const scf_prop_tnpl_t *, char **);

int scf_tnpl_prop_type(const scf_prop_tnpl _t *, scf_type_t *);

int scf_tnpl_prop_required(const scf_prop_tnpl_t *, uint8_t *);

ssize_t scf_tnpl _prop_conmmon_nanme(const scf_prop_tnpl_t *, const char *,
char **);

ssize_t scf tr’r’pl _prop_description(const scf_prop_tnpl_t *, const char *,
char **);

ssize_t scf trrpl _prop_uni ts(const scf_prop_tnpl_t *, const char *, char **);

int scf_tnpl_prop_cardinality(const scf_prop_tnpl_t *prop, uint64_t *,
uint64_t *);

int scf_tnpl_prop_internal _seps(const scf_prop_tnpl_t *, scf_values_t *);

int scf_tnpl _prop_visibility(const scf_prop_tnpl_t *, uint8_t *);

#define SCF_TMPL_VI SI BI LI TY_H DDEN
#define SCF_TMPL_VI SI Bl LI TY_READONLY
#define SCF_TMPL_VI SI Bl LI TY_READWRI TE

wWN R

const char *scf_tnpl _
#define SCF_TM VI SI BI'LI TY_HI DDEN
#define SCF_TM VI S| Bl LI TY_READONLY
#define SCF_TM VI S| Bl LI TY_READWRI TE

visibility to_string(uint8_t);

((const char *) " hi dden")
((const char *)"readonly")
((const char *)"readwite")
int scf_tnpl

_val ue_nane_constraints(const scf_prop_tnpl _t *prop,

10



new usr/src/lib/libscf/inc/libscf.h

759
760
761
762
763
764
765
766
767
768
769
770
771

773

775
776
777
778

780
781

783
784
785
786
787
788

790
791
792
793
794

795 i
796 i

797
798

799 i
800 i

802
803
804

805 i

806

807 i

808

809 i

810

811 i

812

814
815

817
818
819
820
821
822
823
824

scf_values_t *vals);
voi d scf_count _ranges_destroy(scf_count_ranges_t *);
voi d scf_int_ranges_destroy(scf_int_ranges_t *);
int scf_tnpl_val ue_count_range_constraints(const scf_prop_tnpl_t *,
scf_count_ranges_t *);
int scf_tnpl_val ue_int_range_constraints(const scf_prop_tnpl_t *,
scf_int_ranges_t *);
nt scf_tnpl _val ue_count _range_choi ces(const scf_prop_tnpl _t *,
scf_count_ranges_t *);
int scf_tnpl_val ue_int_range_choi ces(const scf_prop_tnpl _t *,
scf_int_ranges_t *);
nt scf_tnpl _val ue_nane_choi ces(const scf_prop_tnpl _t *prop,
scf_values_t *vals);

voi d scf_val ues_destroy(scf_values_t *);

ssize_t scf_tnpl _val ue_common_nane(const scf_prop_tnpl _t *, const char *,
const char *, char **)'

ssize_t scf_tnpl _val ue_description(const scf_prop_tnpl_t *, const char *,
const char *, char **);

int scf_tnpl_value_in_constraint(const scf_prop_tnpl_t *pt, scf_value_t *val ue,
scf _tnpl _errors_t **errs);

/*
* Tenpl ate validation interfaces
&/

int scf_tnpl_validate_fnri(scf_handle_t *, const char *,
const char *, scf_tnpl_errors_t **, int);
#defi ne SCF_TMPL VALI DATE_FLAG CURRENT  0x1

void scf_tnpl _errors_destroy(scf_t mpl _errors_t *errs);

scf_tnpl _error_t *scf_tnpl _next_error(scf_tnpl_errors_t *);

void scf _tnpl _reset_errors(scf_tnpl _errors_t *errs);

int scf_tnpl _strerror(scf_tnpl _error_t *err, char *s, size_t n, int flag);
int scf_tnpl _error_source_fnri(const scf trrpl _error_t *, char *ox

int scf _tnpl _error_type(const scf_tnpl_error_t *, scf_tnpl_error typet B
int scf_tnpl _error_pg_tnpl (const scf_tmpl _error_t *, char **, char **);
int scf_tnpl _error_pg(const scf_tnpl_error_t *, char **, char **);

int scf_tnpl_error_prop_tnpl (const scf_tnpl_error_t *, char **, char **);
int scf_tnpl_error_prop(const scf_tnpl_error_t *, char **, char **);

int scf_tnpl _error_val ue(const scf_tnpl_error_t *, char **);

/*
* Sinplified calls
S

int snf_enabl e_i nstance(const char *, int);
int snf_disabl e_instance(const char *, int
int snf_refresh_instance(const char *);

int snf_restart_instance(const char *);

i nt snf_maintain_instance(const char *, int);
int snf_degrade_i nstance(const char *, int);
int snf_restore_instance(const char *);

char *snf_get_state(const char *);

int scf_sinple_wal k_instances(uint_t, void *,
int”(*inst_callback) (scf_ handlet *, scf_instance_t *, void *));

scf_sinple_prop_t *scf_sinple_ prop_ get (scf_handle_t *, const char *,
const char *, const char *
voi d scf_sinple_prop_free(scf_ si mpl e_prop_t *);
scf_sinple_app_props_t *scf_sinple_app_pr ops_get(scf_handl e_t *, const char *);
voi d scf_sinpl e_app_props_free(scf_sinple_app_props_t *);
const scf_si nmpl e_prop_t *scf_si npl e_app_pr ops_next (
const scf_sinple_app_props_t *, scf_sinple_prop_t *);
const scf_sinple_prop_t *scf_sinple_app_props_sear ch(

11
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825
826

827 scf _type t scf_sinple_prop_type(const scf_sinple_ prop *);
828 char *scf_si nple_prop_nane(const scf_si npl e_prop_t *);

829 char *scf _si npl e_prop_pgname( const scf _si mpl e_prop_t *);
830 uint8_t *scf_si mpl e_prop_next _bool ean(scf_sinple prop t *);
831 uint64_t *scf_sinple_prop_next_count(scf_si mpl e_prop_t *);
832 int64_t *scf_sinple_prop_next_integer(scf_sinple_prop_t *);
833 int64_t *scf_sinple_prop_next time(scf_sinple_prop_t *, int32_t *);
834 char *scf_sinpl e_prop_next_astring(scf_sinple_prop_t *);

835 char *scf_sinpl e_prop_next _ustring(scf_sinple_prop_t *);

836 voi d *scf_sinpl e_prop_next _opaque(scf_sinple_prop_t *, si ze_ t *);
837 void scf_sinple_prop_next_reset(scf_sinple_prop_t *);

839 /*

840 * snf_state_fromstring()

841 * return SCF_STATE * vaI ue for the input

842 * -1 on error. String "all" maps to SCF_STATE ALL macro
843 */

844 int32_t snf_state_fromstring(const char *);

846 /*

847 * snf_state_to_string()

848 * return SCF_STATE_STRI NG val ue for the input

849 * NULL on error.

850 */

851 const char *snf_state_to_string(int32_t);

853 /*

854 * Notification interfaces

855 */

856 int snf_notify_set_parans(const char *, nvlist_t *);

857 int snf_notify_get_parans(nvlist_t **, nvlist_t *);

858 int snf_notify_del _parans(const char *, const char *, int32_t);
860 /*

861 * SMF exit status definitions

862 */

863 #define SMF_EXI T_OK 0

864 #define SMF_EXI T_ERR FATAL 95

865 #define SMF_EXI T_ERR_CONFI G 96

866 #define SMF_EXI T_MON_DEGRADE 97

867 #define SMF_EXI T_MON_OFFLI NE 98

868 #define SMF_EXI T_ERR_NOSMF 99

869 #define SMF_EXI T_ERR_PERM 100

871 #ifdef _ cplusplus

872 }

873 #endi f

875 #endif /* _LIBSCF_H */

const scf_sinple_app_props_t *, const char *, const char *);
ssize_t scf_sinple_prop_nunval ues(const scf_sinple prop t *);

12



new usr/src/lib/libscf/inc/libscf_priv.h

R R R R

20895 Wed Sep 21 15: 14: 36 2016
new usr/src/lib/libscf/inc/libscf_priv.h

snf:

switch to a tri-state for process-security
*

LR R R E]

__unchanged_portion_onitted_

* ok kK

propert
* * k% ok

i es true=on, fal se=of f,nil
* % %k

478 | *

479 * The pg_pattern el enment has two optional attributes that play a part in
480 * selecting the appropriate prefix for the name of the pg_pattern property
481 * group. The two attributes are nane and type. The appropriate prefix
482 * encodes the presence are absence of these attributes.

483 *

484 * SCF_PG_TM PG _PATTERN_PREFI X neither attribute

485 * SCF_PG_TM_PG_PATTERN_N_PREFI X name only

486 * SCF_PG_TM PG _PATTERN_T_PREFI X type only

487 * SCF_PG_TM_PG_PATTERN_NT_PREFI X both name and type

488 */

489 #define SCF_PG TM PG PAT BASE "t m pgpat "

490 #define SCF_PG TM PG _PATTERN PREFI X ((const char *)SCF_PG TM PG PAT_BASE \
491 W

492 #define SCF PG TM PG PATTERN N PREFI X  ((const char *)SCF_PG TM PG PAT_BASE \
493 )

494 #define SCF PG TM PG PATTERN T_PREFI X  ((const char *)SCF_PG TM PG PAT_BASE \
495

496 #define SCF PG _TM_PG_PATTERN_NT_PREFI X ((const char *)SCF_PG_TM PG _PAT_BASE \
497 ")

498 #define SCF PG_TM _PROP_PATTERN_PREFI X  ((const char *)"tm proppat_")

500 /*

501 * Pad character to use when encoding strings for property names.

502 *

503 #defi ne SCF_ENCODE32_PAD -

505 /*

506 * Functions for base 32 encodi ng/ decodi ng

507 */

508 int scf_decode32(const char *, size_t, char *, size_t, size_t *, char);

509 int scf_encode32(const char *, size_t, char *, size_t, size_t *, char);

511 /*

512 * handy functions

513 */

514 | *

515 * _scf_sanitize_|locale

516 * Make sure a locale string has only al pha-nunmeric or '_’' characters

517 */

518 void _scf_sanitize_l ocal e(char *);

520 /*

521 * _scf_read_tnpl _prop_type_as_string()

522 * Handy function to get tenplate property type as a string

523 *

524 char *_scf_read_tnpl _prop_type_as_string(const scf_prop_tnpl_t *);

525 /[ *

526 * _scf_read_single_astring_frompg()

527 * Gven a property group (pg) and a property name (pn), this function

528 * retrives an astring value from pg/pn.

529 */

530 char *_scf_read_single_astring_frompg(scf_propertygroup_t *, const char *);
532 /| *

533 * scf_instance_del ete_prop()

534 * Gven instance, property group, and property, delete the property.

535 */

536 int
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scf _instance_del ete_prop(scf_instance_t *, const char *, const char *);

/*
* Functions to extract boot config information from FMR _BOOT_CONFI G
*/

void scf_get_boot _config(uint8_t *);

voi d scf_get _boot_config_ovr(uint8_t *);
int scf_is_fastboot_default(void);

/*
* Set value of "config_ovr/fastreboot_default"
*/
int scf_fastreboot_default_set_transient(boolean_t);
/*
* scf _is_conpatibl e_type()
* Return true if the second type is the sane type, or a subtype of the
A
*/fl rst.
int scf_is_conpatible_type(scf_type_t, scf_type_t);
/*
* Check an array of services and enable any that don’t have the
* "application/auto_enabl e" property set to "false", which is
* the interface to turn off this behaviour (see PSARC 2004/ 739).
*/
void _check_services(char **);

/*

* _scf_handl e_creat e_and_bi nd()

* conveni ence function that creates and binds a handl e
*

scf_handl e_t *_scf_handl e_create_and_bi nd(scf_version_t);

/*
* _snf_refresh_all _i nstances()
* refresh all intances of a service
* return SCF_SUCCESS or SCF_FAI LED on _PERM SSI ON_DENI ED, _BACKEND_ ACCESS
* or _BACKEND READONLY.
*/
int _snf_refresh_all_instances(scf_service_t *);
/*
* _scf_get _fma_notify_paranms()
* Specialized fuction to get fna notifitation paraneters
*/
int _scf_get_fma_notify_paranms(const char *, nvlist_t *, int);
/*
* _scf_get_svc_notify_parans()
* Specialized function to get SMF state transition notification paraneters
*/
int _scf_get_svc_notify_parans(const char *, nvlist_t *, int32_t, int, int);
/*
* _scf_notify_get_parans()
* Specialized function to get notification paranetes froma pg into an
* nvlist_t
*/
int _scf_notify_get_parans(scf_propertygroup_t *, nvlist_t *);
#if | defi ned( NATI VE_BUI LD)

int scf_default_secflags(scf_handle_t *, scf_secflags_t *);
int scf_default_secflags(scf_handle_t *, psecflags_t *);
#endi f
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602 #define SCF_NOTI FY_PARAMS_SOURCE_NAME  ((const char *)"preference_source")
604 #ifdef _ cplusplus

605 }
____unchanged_portion_onmitted_
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snf: switch to a tri-state for process-security properties true=on,fal se=off,nil
LEEE R R R R EE SRR EEEEEEEEEEE R EREEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]

1.\
2 .\" This file and its contents are supplied under the terms of the
3 .\" Conmon Devel opnent and Distribution License ("CDDL"), version 1.0.
4 .\" You may only use this file in accordance with the ternms of version
5.\" 1.0 of the CDDL.
6 .\"
7 .\" Afull copy of the text of the CDDL should have acconpanied this
8 .\" source. A copy of the CDDL is also available via the Internet at
9 " http://ww.illunos.org/license/ CDDL.

10 \"

11 .\" Copyright 2015, Richard Lowe.

12 .\"

13 . TH "SECURI TY- FLAGS" "5" "June 6, 2016"
14 . SH " NAMVE"

15 \fBsecurity-flags\fR - process security flags
16 . SH "DESCRI PTI ON'
17 Each process on an illunps system has an associ ated set of security-flags
18 which describe additional per-process security and exploit mitigation
19 features which are enabled for that process.
P

21 There are four sets of these flags for each process, the effective set

22 (abbreviated \fIENfR) are the set which currently apply to the process and are
23 imutabl e. The inheritable set (abbreviated \flII\fR) are the flags which will

24 becone effective the next tine the process calls one of the \fBexec(2)\fR
25 famly of functions, and will be inherited as both the effective and

26 inheritable sets by any child processes. The upper set (abbreviated \fIWfR)

27 specify the nmaximal flags that a process can have in its inheritable set.
28 |l ower set (abbreviated \flIL\fR) specify the mninmal anount of flags that a

29 process nust have in its inheritable set. The inheritable set may be changed

30 at any tine, subject to permssions and the | ower and upper sets.
=]

32 To change the security-flags of a process one nust have both perni ssions
33 equivalent to those required to send a signal to the process and have the
34 \f BPRI V_PROC_SECFLAGS\fR privil ege.

35 .P

36 Currently available features are:

38 .sp

39 .ne 2

40 .na

41 Address Space Layout Randomi sation (\fBASLR fR)
42 . ad

43 . RS 11n

44 The base addresses of the stack, heap and shared library (including

45 \fBl d.so\fR) mappings are randoni sed, the bases of mapped regi ons other than

46 those using \fBMAP_FI XED\fR are r andoni sed.

48 Currently, execut abl e base addresses are \flnot\fR random sed, due to which

49 the mtigation provided by this feature is currently limted.
P

51 This fl ag may al so be enabl ed by the presence of the \fBDI_SUNWASLR fR
52 dynamic tag in the \fB.dynam c\fR section of the executable file. If this
53 tag has a value of 1, ASLR will be enabled. If the flag has a val ue of
54 \fBO\fR ASLR wi || be disabled. If the tag is not present, the value of the
55 ASLR flag will be inherited as nornal.

. RE

56

58 .sp
59 .ne 2
60

. na
61 Forbid mappings at NULL (\fBFORBI DNULLMAP\ f R)
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116 .

.ad

.RS 11n

Mappi ngs with an address of 0 are forbidden, and return ElINVAL rather than
bei ng honor ed.

.RE

.Sp
.ne 2

.na
Make the userspace stack non-executabl e (\fBNOEXECSTACK f R)

.ad

.RS 11n

The stack will be napped wi t hout executabl e perm ssion, and attenpts to
execute it will fault

. RE

System default security-flags are configured via properties on the
\fBsvc:/systenl process-security\fR service, which contains a bool ean property
per-flag in the \fBdefaul t\fR, \fBlower\fR and \fBupper\fR, property groups.
The val ue indicates the setting of the flag, flags with no value take their
defaults. For exanple, to enable ASLR by default you woul d execute the

fol |l owi ng commands:

For exanple, to enable ASLR by default you would execute the follow ng
commands:

.sp

.in +2

. nf

#fsvccfg -s svc:/systenm process-security setprop default/aslr = true

fi

.in -2

.sp

.P

To restore the setting to the defaults you woul d execute:

# svcefg -s svc:/system process-security del propval ue default/aslr true
i

.in -2

sp

#endlf /* 1 codereview */
This can be done by any user with the \fBsol aris.snf.val ue. process-security\fR
aut hori zati on.

P

Si nce security-flags are strictly inherited, this will not take effect until
the systemor zone is next booted.

. SH "SEE ALSO'
.BR psecflags (1),
.BR svccfg (1M,
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snf _net hod(5):
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fix description of security_flags
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"\ te

.\" Copyright (c) 2009, Sun Mcrosystens, Inc. All Rights Reserved.

.\" The contents of this file are subject to the terns of the Conmon Devel opnent

.\" See the License for the specific |anguage governing perm ssions and |imtat

\" the fields encl osed by brackets "[]" replaced with your own identifying info

. TH SM=_METHCOD 5 "June 6, 2016"

SH NAME

snf_nethod \- service managenent framework conventions for nethods

. SH DESCRI PTI ON

LP

The cl ass of services managed by \fBsvc.startd\fR(1M in the service nanagenent

framework, \fBsnf\fR(5), consists of applications that fit a sinple

\fBfork\fR(2)-\fBexec\fR(2) nodel. The \fBsvc.startd\fR(1M naster daenon and

other restarters support the \fBfork\fR(2)-\fBexec\fR(2) nodel, potentially

with additional capabilities. The \fBsvc.startd\fR(1M daenon and ot her

restarters require that the nethods which activate, nanipulate, or examne a

servi ce instance follow the conventions described in this manual page.

.SS "I nvocation fornt

P
The formof a nmethod invocation is not dictated by convention. In sone cases, a
net hod invocation mght consist of the direct invocation of the daenon or other
bi nary executabl e that provides the service. For cases in which an executable
script or other nediating executable is used, the convention recomrends the
form
.sp
.in +2

. nf

/ pat h/ t o/ met hod_execut abl e abbr _net hod_nane
fi

.in -2

.sp
.LP

The \flabbr_net hod_nanme\fR used for the recommended formis a supported nethod
such as \fBstart\fR or \fBstop\fR The set of nethods supported by a restarter
is given on the related restarter page. The \fBsvc.startd\fR(1M daenon
supports \fBstart\fR, \fBstop\fR and \fBrefresh\fR nethods.

.sp

.LP

A restarter mght define other kinds of nethods beyond those referenced in this
page. The conventions surroundi ng such extensions are defined by the restarter
and m ght not be identical to those given here.

. SS "Environment Vari abl es"

.LP

The restarter provides four environment variables to the nethod that determ ne
the context in which the nethod is invoked.

.sp

.ne 2

.na
\fB\f BSMF_FMRI\fR fR

.ad

.sp .6

. RS 4n

The service fault nmanagenent resource identifier (FMRI) of the instance for
whi ch the nmethod is invoked.

. RE

.sp
.ne 2

. ha
\f B\ f BSMF_METHOD\ f R\ f R
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62 .ad

63 .sp .6

64 . RS 4n

65 The full nane of the method being invoked, such as \fBstart\fR or \fBstop\fR
66 . RE

68 .sp

69 .ne 2

70 .na

71 \fB\f BSMF_RESTARTER f R\ f R

72 .ad

73 .sp .6

74 . RS 4n

75 The service FMRI of the restarter that invokes the nethod

76 .RE

78 .sp

79 ne 2

80

81 \fB\fBSI\/F ZONENAME\ f R\ f R

82 .ad

83 sp .6

84 .RS 4n

85 The name of the zone in which the nethod is runni ng. This can al so be obtained
86 by using the \fBzonenane\fR(1) conmand.

87 .RE

89 .sp

90 .LP

91 These variabl es should be renoved fromthe environnment prior to the invocation
92 of any persistent process by the nethod. A convenience shell function,

93 \fBsnf_clear_env\fR, is given for service authors who use Bourne-conpatible
94 shell scripting to conpose service nmethods in the include file described bel ow
95 .sp

96 .LP

97 The nethod context can cause other environment variables to be set as described
98 bel ow.

99 . SS "Method Definition"

100 .LP

101 A nethod is defined mnimally by three properties in a propertygroup of type
102 \f Bnet hod\ f R

103 .sp

104 .LP

105 These properties are:

106 .sp

107 .ne 2

108 . na

109 \fBexec (\flastring\fR\fR

110 . ad

111 . RS 27n

112 Met hod executabl e string.

113 . RE

115 . sp

116 .ne 2

117 .na

118 \fBti meout _seconds (\flcount\fR)\fR

119 . ad

120 . RS 27n

121 Nunber of seconds before nmethod times out. See the \fBTineouts\fR section for
122 nore detail.

123 . RE

125 .sp

126 .ne 2

127 .na
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128
129
130
131
132

134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153

155
156
157
158
159
160
161
162

\fBtype (\flastring\fR\fR
.ad

.RS 27n
Method type. Currently always set to \fBnethod\fR
.RE

.sp

.LP

A Met hod Context can be defined to further refine the execution environnent of
the nethod. See the \fBMethod Context\fR section for nore infornation.

. SS "Met hod Tokens"

.LP

When defined in the \fBexec\fR string of the nethod by the restarter
\fBsvc.startd\fR, a set of tokens are parsed and expanded with appropriate
value. Other restarters mght not support nethod tokens. The del egat ed
restarter for inet services, \fBinetd\fR(1M, does not support the follow ng
net hod expansi ons.

.sp

.ne 2

.na
\fB\fB®RAfRfR
.ad

.sp .6
. RS 4n
%
. RE

.sp
.ne 2

. na
\fB\fB®W\fR fR

.ad

.Sp .6

.RS 4

Nane of the restarter, such as \fBsvc.startd\fR

163 . RE

165
166
167
168
169
170
171
172
173

175
176
177
178
179
180
181
182

.sp
.ne 2

. na
\fB\fB¥%W\ fR fR
.ad

.sp .6

. RS 4n

The full nane of the method being invoked, such as \fBstart\fR or \fBstop\fR
.RE

.sp
.ne 2

. na
\fB\fB¥%\fR fR

.ad

.sp .6

.RS 4

Narme of the service

183 . RE

185
186
187
188
189
190
191
192

.sp
.ne 2

. ha
\fB\fB%\fR fR

.ad

.sp .6

.RS 4n

Nane of the instance

193 . RE
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195
196
197
198
199
200
201
202
203

205
206
207
208
209
210
211
212
213
214
215
216
217

218 .
219 .
220 .

221

222 .
223 .

225
226

228
229
230
231
232
233
234
235
236
237
238
239
240
241

243
244
245
246
247
248
249
250
251

.sp
.ne 2

.na
\fB\fB\IfRfBB\fRfR
.ad

.sp .6

. RS 4n

FMRI of the instance
. RE

.sp
.ne 2

.na
\fB\fB%prop[:,]}\fRfR
.ad

.sp .6

. RS 4n

Val ue(s) of a property. The \fBprop\fR m ght be a property FMRI, a property
group name and a property nane separated by a \fB/\fR or a property name in
the \fBapplication\fR property group. These values can be followed by a \fB,\fR
(comma) or \fB:\fR (colon). If present, the separators are used to separate

mul tiple values. If absent, a space is used. The followi ng shell netacharacters
encountered in string values are quoted with a \ (backslash):

i & () | ~ <>newine space tab \ "

An invalid expansion constitutes nethod failure.
.RE

.sp
.LP

Two explicit tokens can be used in the place of method comands.
.sp

.ne 2

. na
\fB\fB:kill [-signal]\fRfR
.ad

.sp .6

. RS 4n

Sends the specified signal, which is \fBSIGTERMfR by default, to all processes
in the primary instance contract. Always returns \fBSMF_EXIT_OK\fR This token
shoul d be used to replace common \fBpkill\fR invocations.

. RE

.sp
.ne 2

. na
\fB\fB:true\fRfR
.ad

.sp .6

. RS 4n

Al ways returns \fBSM-_EXIT_OK\fR This token should be used for nethods that
are required by the restarter but which are unnecessary for the particular

252 service inplenentation.

253 . RE

255 .SS "Exiting and Exit Status"”

256 . LP

257 The required behavior of a start nethod is to delay exiting until the service
258 instance is ready to answer requests or is otherw se functional.

259 .sp
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260 .LP

261 The following exit status codes are defined in \fB<libscf.h>fR and in the

262 shell support file.

263 .sp

265 .sp

266 . TS

267 1 1 |

268 | .

269 \fBSM-_EXI T_OK\ f R \fBO\fR T{

270 Method exited, perfornming its operation successfully.

271 T}

272 \f BSM-_EXI T_ERR_FATAL\fR \fB95\ fR T

273 Method failed fatally and is unrecoverable wi thout administrative intervention
274 T}

275 \f BSMF_EXI T_ERR_CONFI G f R \fB96\ fR T{

276 Lhrecoverable configuration error. A common condition that returns this exit sta
277 T

278 \ f BSMF_EXI T_ERR_NOSMF\ f R \fB99\ f R

279 N?thod has been mistakenly invoked outside the \stwf\fR(S) facility. Services t
280 T

281 \f BSM-_EXI T_ERR_PERM f R \ f B10O\ f R T

282 Method requires a formof permission such as file access, privilege, authorizat
283 T}

284 \ f BSMF_EXI T_ERR_OTHER\ f R \fBnon-zero\fR T{

285 Any non-zero exit status froma nethod is treated as an unknown error. A series
286 T}

287 . TE

289 .sp

290 . LP

291 Use of a precise exit code allows the responsible restarter to categorize an
292 error response as likely to be intermttent and worth pursuing restart or

293 permanent and request administrative intervention

294 .SS "Ti meout s"

295 . LP

296 Each method can have an independent tineout, given in seconds. The choice of a
297 particular tinmeout should be based on site expectations for detecting a nethod
298 failure due to non-responsiveness. Sites with replicated fil esystenms or other
299 failover resources can elect to Il engthen nmethod timeouts fromthe defaul t

300 Sites with no renpte resources can elect to shorten the tineouts. Method

301 tinmeout is specified by the \fBtinmeout_seconds\fR property.

302 .sp

303 . LP

304 | f you specify \fBO tineout_seconds\fR for a nmethod, it declares to the

305 restarter that there is no timeout for the service. This setting is not

306 preferred, but is available for services that absolutely require it

307 .sp

308 .LP

309 \fB-1 tinmeout_seconds\fR is al so accepted, but is a deprecated specification
310 . SS "Shell Progranm ng Support"

311 . LP

312 A set of environnent variables that define the above exit status values is

313 provided with conveni ence shell functions in the file

314 \fB/lib/svc/share/snf_include.sh\fR This file is a Bourne shell script

315 suitable for inclusion via the source operator in any Bourne-conpatible shell
316 .sp

317 . LP

318 To assist in the conposition of scripts that can serve as SMF net hods as wel
319 as \fB/etc/init.d\fR scripts, the \fBsnf_present()\fR shell function is

320 provided. If the \fBsnf\fR(5) facility is not available, \fBsnf_present()\fR
321 returns a non-zero exit status

322 .sp

323 .LP

324 One possible structure for such a script follows

325 .sp
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326 .in +2

327 . nf

328 if snf_present; then

329 # Shell code to run application as managed service

330 ce

332 snf_cl ear_env

333 el

334 # Shell code to run application as /etc/init.d script

335 e

336 fi

337 . fi

338 .in -2

340 .sp

341 . LP

342 This exanpl e shows the use of both conveni ence functions that are provided
343 . SS "Method Context"”

344 | LP

345 The service managenent facility offers a common nechani smset the context in
346 which the \foork\fR(Z) \fBexec\fR(2) nodel services execute.

347 .sp

348 .LP

349 The desired nethod context should be provided by the service devel oper. Al
350 service instances should run with the | owest | evel of privileges possible to
351 limt potential security conpronm ses

352 .sp

353 . LP

354 A nmethod context can contain the follow ng properties

355 .sp

356 .ne 2

357 .na

358 \fB\fBuse_profile\fRfR

359 . ad

360 .sp .6

361 . RS 4n

362 A bool ean that specifies whether the profile should be used instead of the

363 \fBuser\fR \fBgroup\fR, \fBprivileges\fR, and \fBlimt_privileges\fR
364 properties.

365 . RE

367 .sp

368 .ne 2

369 .na

370 \fBenvironnment\fR

371 . ad

372 .sp .6

373 . RS 4n

374 Environment variables to insert into the environment of the nmethod, in the form
375 of a nunber of \fBNAME=val ue\fR strings

376 .RE

378 .sp

379 .ne 2

380 .na

381 \fB\fBprofile\fRfR

382 . ad

383 .sp .6

384 . RS 4n

385 The nanme of an RBAC (rol e-based access control) profile which, along with the
386 nmethod executable, identifies an entry in \fBexec_attr\fR(4)

387 .RE

389 .sp

390 .ne 2

391 .na
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392
393
394
395
396

\fB\fBuser\fR\fR

sp .6
"RS 4n
The user IDin nuneric or text form

397 .RE

399
400

.sp
.ne 2

401 . na

402
403
404
405
406

\fB\fBgroup\fR\fR

"RS 4n
The group IDin nuneric or text form

407 . RE

409
410
411
412

.sp
.ne 2

.na
\fB\f Bsupp_groups\fR fR

413 . ad

414
415
416
417

.sp .6

. RS 4n

An optional string that specifies the supplenental group nenberships by ID, in
nuneric or text form

418 . RE

420
421

.sp
.ne 2

422 .na

423

\fB\fBprivileges\fRfR
d

424 . a

425
426
427
428

.sp .6

. RS 4n

An optional string specifying the privilege set as defined in
\fBprivil eges\fR(5).

429 . RE

431
432

.sp
.ne 2

433 . na

434
435
436
437
438
439

\fB\fBlimt_privileges\fRfR

.ad

.Sp .6

.RS 4n

An optional string specifying the limt privilege set as defined in
\fBprivileges\fR(5).

440 . RE

442
443
444
445
446
447
448
449
450
451

.sp
.ne 2

.na

\fB\fBworking_directory\fRfR

.ad

.sp .6

. RS 4n

The hore directory fromwhich to launch the nethod. \fB:horme\fR can be used as
a token to indicate the home directory of the user whose \fBuidifR is used to
launch the method. If the property is unset, \fB hone\fR is used.

452 . RE

454
455

.sp
.ne 2

456 . na

457

\fB\fBsecurity_flags\fRfR

new usr/ src/ man/ man5/ snf _nmet hod. 5 8

458
459
460
461
462
463
464
465
466
467
468
466
467
469
470
471
472

.ad

.sp .6

. RS 4n

The security flags to apply when | aunching the nethod.
.sp

.LP

The "default" keyword specifies those flags specified in
\fBsvc:/systenl process-security\fR  The "all" keyword enables all flags, the
"none" keyword enabl es no flags. The "current" keyword specifies the current
flags. Flags may be added by specifying their name (optionally preceded

by "+ ), and renoved by preceding their name with '-").

"none" keyword enables no flags. Further flags may be added by speC| fyl ng
their name, or renpved by specifying their nane prefixed by ’

.sp

.LP

Use of "all" has associated risks, as future versions of the system may
include further flags which may harm poorly inplenmented software.

See \fBsecurity-flags\fR

473 . RE

475
476

.sp
.ne 2

477 .na

478
479
480
481
482
483
484

\fB\fBcorefile_pattern\fRfR

.ad

.sp .6

. RS 4n

An optional string that specifies the corefile pattern to use for the service,
as per \fBcoreadmM fR(1M. Mst restarters supply a default. Setting this
property overrides |local custom zations to the global core pattern.

485 . RE

487
488

.sp
.ne 2

489 . na

490

\fB\fBproject\fRfR

491 . ad

492
493
494
495
496

.sp .6

.RS 4n

The project IDin nuneric or text form \fB:default\fR can be used as a token
to indicate a project identified by \fBgetdefaultproj\fR(3PROIECT) for the user
whose \fBuid\fR is used to | aunch the nethod.

497 . RE

499
500

.sp
.ne 2

501 .na

502
503
504
505
506
507
508

\fB\f Bresource_pool \fRfR

.ad

.sp .6

.RS 4n

The resource pool name on which to launch the nmethod. \f
used as a token to indicate the pool specified in the \f
given in the \fBproject\fR attribute above.

B: def aul t\f R can be
prol ect\fR(4) entry

509 . RE

511
512
513
514
515
516
517
518
519
520
521

.sp

.LP

The method context can be set for the entire service instance by specifying a
\ f Bmet hod_context\fR property group for the service or instance. A nethod m ght
override the instance nethod context by providing the nmethod context properties
on the method property group.

.sp

.LP

invalid method context setti ngs always lead to failure of the nmethod, with the
exception of invalid environnent variables that issue warnings.

- Sp
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522 . LP

523 In addition to the context defined above, many \fBfork\fR(2)-\fBexec\fR(2)
524 nodel restarters also use the follow ng conventions when invoking executabl es
525 as net hods:

526 .sp

527 .ne 2

528 .na

529 \fBArgurment array\fR

530 . ad

531 .sp .6

532 . RS 4n

533 The argunments in \fBargv[]\fR are set consistently with the result \fB/bin/sh
534 -c\fR of the \fBexec\fR string.

535 . RE

537 .sp

538 .ne 2

539 .na

540 \fBFile descriptors\fR

541 . ad

542 .sp .6

543 . RS 4n

544 File descriptor \fBO\fRis \fB/dev/null\fR File descriptors \fB1\fR and
545 \fB2\fR are recommended to be a per-service log file

546 . RE

548 . SH FI LES

549 .ne 2

550 . na

551 \fB\fB/lib/svc/share/snf_include.sh\fRfR
552 . ad

553 .sp .6

554 . RS 4n

555 Definitions of exit status val ues.

556 . RE

558 .sp

559 .ne 2

560 . na

561 \fB\fB/usr/include/libscf.h\fRfR
562 . ad

563 .sp .6

564 . RS 4n

565 Definitions of exit status codes.
566 . RE

568 . SH SEE ALSO
L

569 .LP

570 \fBzonenanme\fR(1), \fBcoreadm fR(1M, \fBinetd\fR(1M, \fBsvccfg\fR(1M,
571 \fBsvc.startd\fR(1M, \fBexec\fR(2), \fBfork\fR(2),

572 \fBgetdefaul tproj\fR(3PROJECT), \fBexec_attr\fR(4), \fBproject\fR(4),
573 \fBservice_bundl e\fR(4), \fBattributes\fR(5), \fBprivileges\fR(5),
574thrbac\fR(5), \fBsnf\fR(5), \fBsnf_bootstrap\fR(5), \fBzones\fR(5),

575 \fBsecurity-flags\fR(5)

576 . SH NOTES

577 . LP

578 The present version of \fBsnf\fR(5) does not support multiple repositories.
579 .sp

580 .LP

581 When a service is configured to be started as root but with privileges

582 different from\fBlimt_privileges\fR the resulting process is privilege
583 aware. This can be surprising to devel opers who expect \fBseteul d(<non-zero
584 U D>)\fR to reduce privileges to basic or |ess.




