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dca gets the instance nunber a |ot, never actually uses it
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__unchanged_portion_onitted_

/* Conveni ence macros */

#def i ne DCA_SOFTC_FROM CTX(ctx) ((dca_t *)(ctx)->cc_provider)

/* Retrieve the softc and instance nunber froma SPI crypto context */
\

#defi ne DCA S(]:TC FROM CTX(ctx, softc, instance) {
(softc) (dca t *)(ct x)->cc_pr0vi der; \
(i nst ance) = ddi _get _i nstance((softc)->dca_dip); \

}

#defi ne DCA_MECH FROM CTX(ctx) \
(((dca_request _t *)(ctx)->cc_provider_private)->dr_ctx.ctx_cmtype)

static int dca_bi ndchai ns_one(dca_request_t *reqp, size_t cnt,
caddr _t kaddr, ddi_dnma_handle_t handle, uint_t flags,
dca_chain_t *head, int *n_chain);

static uint64_t dca ena(ul nt64_t ena)

static caddr_t dca_buf daddr out(crypto data_t *data);

static char *dca_fma_ecl ass_string(char *nodel, dca_ fme_ecl ass_t i ndex) ;

static int dca_check_acc_handl e(dca_t *dca, ddi _acc_handl e_t handl e,
dca_fma_eclass_t eclass_i ndex);

static void dca_frma_init(dca_t *dca);

static void dca_frma_fini(dca_t *dca);

static int dca_fmerror_ch(dev_i |nfot *dip, ddi _fmerror_t *err,
const void *inpl_data);

static dca_device_t dca_devices[] = {
/* Broadcom vanilla variants */

{ Ox14e4, 0x5820, "Broadcom 5820" },
{ Ox14e4, 0x5821, "Broadcom 5821" },
{ Ox14e4, 0x5822, "Broadcom 5822" },
{ Ox14e4, 0x5825, "Broadcom 5825" },
/* Sun specific OEMI variants */
{ 0x108e, 0x5454, "SCA"
{ 0x108e, 0x5455, "SCA 1000" 1,
{ 0x108e, 0x5457, "SCA 500" },
/* subsysid should be 0x5457, but got Ox1 from HW Assune both here.
{ 0x108e, Ox1, "SCA 500" },
b
__unchanged_portion_onitted_
/*
* Ci pher (encrypt/decrypt) entry points.
*
/

/* ARGSUSED */
static int
dca_encrypt _init(crypto_ctx_t *ctx, crypto_mechanismt *nmechanism
crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate,
crypto_req_handle_t req)
{
int error = CRYPTO FAI LED;
dca_t *softc;
/* LINTED E_FUNC SET_NOT_USED */
int instance;

softc = DCA_SOFTC_FROM CTX(ctx);
/* extract softc and instance nunber from context */
DCA_SOFTC_FROM CTX(ctx, softc, instance);

int dr_offset,

*/
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DBG(softc, DENTRY, "dca_encrypt_init: started");
/* check mechani sm*/
switch (mechani sm>cmtype) {
case DES _CBC | I\/ECH I NFO_TYPE:
error = dca_3desctxinit(ctx,
DR_ENCRYPT) ;
br eak;
case DES3_CBC_MECH_| NFO TYPE:
error = dca_3desctxinit(ctx,
DR_ENCRYPT | DR TRI PLE);
br eak;
case RSA_PKCS_MECH_ | NFO TYPE:
case RSA_X 509 MECH | NFO TYPE:
error = dca_rsainit(ctx,
br eak;
defaul t:
crm_err(CE_V\ARN, "dca_encrypt _init: unexpected nech type "
" x% I x\n", (unsigned |Iong | ong)nmechani sm>cmtype);
error CRYPTO MECHANI SM_| NVALI D;

mechani sm key, KM SLEEP,

mechani sm key, KM SLEEP,

mechani sm key, KM SLEEP);

}

DBG(softc, DENTRY, "dca_encrypt_init: done, err = OX%", error);

if (error == CRYPTO_SUCCESS)
dca_enlist2(&softc->dca_ctx_|ist,
“&softc->dca_ctx_list_lock);

ctx->cc_provider_private,

return (error);

}

/* ARGSUSED */
static int
dca_encrypt(crypto_ctx_t *ctx,

crypto_data_t *plaintext,

3728 crypto_data_t *ciphertext, crypto_req_handle_t req)

3729 {

3730 int error = CRYPTO FAI LED;

3731 dca_t *softc;

3740 /* LINTED E_FUNC _SET_NOT_USED */

3741 int instance;

3733 if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)
3734 return (CRYPTO OPERATI ON_NOT | NI TTALI ZED) ;

3736 softc = DCA_SOFTC_FROM CTX(ctx) ;

3746 /* extract softc and instance number from context */
3747 DCA_SOFTC_FROM _CTX( ctx softc, instance);

3737 DBG softc, DENTRY, dca_encrypt: started");

3739 /* handl e inplace ops */

3740 if (!ciphertext) {

3741 dca_request _t *reqp = ctx->cc_provider_private;
3742 reqp->dr_fl ags | = DR_I NPLACE;

3743 ci phert ext pl ai ntext ;

3744 }

3746 /* check nmechani sm */

3747 switch (DCA_MECH FROM CTX(ctx)) {

3748 case DES_CBC _MECH | NFO_TYPE:

3749 error = dca_3des(ctx, plaintext, ciphertext, req, DR ENCRYPT);
3750 br eak;

3751 case DES3_ CBC NECH I NFO_TYPE:

3752 error dca_3des(ctx, plaintext, ciphertext, req,
3753 DR ENCRYPT | DR _TRI PLE);

3754 br eak;

3755 case RSA PKCS_MECH | NFO TYPE:
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3756 case RSA X 509 NECH | NFO TYPE:

3757 error = dca_rsastart(ctx, plaintext, ciphertext, req,
3758 DCA_RSA_ENO) ;

3759 br eak;

3760 defaul t:

3761 /* Shoul d never reach here */

3762 crm_err (CE_WARN, "dca_encrypt: unexpected nech type "
3763 "0x% | x\n", (unsigned Iong | ong) DCA_ MECH FROM CTX(ctx));
3764 error = CRYPTO_MECHANI SM | NVALI D;

3765 }

3767 if ((error !'= CRYPTO QUEUED) && (error != CRYPTO SUCCESS) &&
3768 (error !'= CRYPTO BUFFER _TOO SMALL)) {

3769 ci phertext->cd_| ength = 0;

3770 1

3772 DBG(softc, DENTRY, "dca_encrypt: done, err = Ox%", error);
3774 return (error);

3775 }

3777 |* ARGSUSED */

3778 static int

3779 dca_encrypt_update(crypto_ctx_t *ctx, crypto_data_t *plaintext,
3780 ( crypto_data_t *ciphertext, crypto_req_handle_t req)

3781

3782 int error = CRYPTO FAI LED;

3783 dca_t *softc;

3795 /* LINTED E_FUNC_SET_NOT_USED */

3796 int instance;

3785 if (letx || !'ectx->cc_provider || !ctx->cc_provider_private)
3786 return (CRYPTO_OPERATI ON_NOT_I NI TTALI ZED) ;

3788 softc = DCA_SOFTC_FROM CTX(ctx) ;

3801 /* extract softc and instance nunber from context */

3802 DCA _SOFTC_FROM CTX(ctx, softc, instance);

3789 DBE sof tc, DENTRY, "dca_encrypt_update: started");

3791 /* handl e inplace ops */

3792 if (!ciphertext) {

3793 dca_request _t *reqp = ctx->cc_provider_private;

3794 regp->dr_flags | = DR_I NPLACE;

3795 ci phertext = plaintext;

3796 }

3798 /* check mechani sm */

3799 switch (DCA MECH FROM CTX(ctx)) {

3800 case DES_CBC_ NECH | NFO_TYPE:

3801 error = dca_3desupdate(ctx, plaintext, ciphertext, regq,
3802 DR_ENCRYPT) ;

3803 br eak;

3804 case DES3_CBC MECH | NFO TYPE:

3805 error = dca_3desupdate(ctx, plaintext, ciphertext, req,
3806 DR_ENCRYPT | DR_TRI PLE);

3807 br eak;

3808 defaul t:

3809 /* Shoul d never reach here */

3810 cnm_err (CE_WARN, "dca_encrypt_update: unexpected nech type "
3811 "0x% 1 x\'n", (unsigned |ong | ong) DCA_ MECH FROM CTX(ctX));
3812 error = CRYPTO_MECHANI SM | NVALI D

3813 }

3815 DBG(softc, DENTRY, "dca_encrypt_update: done, err = OX%", error);

3817 return (error);
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3818 }
3820 /* ARGSUSED */

3821 static int
3822 dca_encrypt_final (crypto_ctx_t *ctx, crypto_data_t *ciphertext,

3823 crypto_req_handle_t req)

3824 {

3825 int error = CRYPTO FAI LED;

3826 dca_t *softc;

3841 /* LINTED E_FUNC SET_NOT_USED */

3842 int instance;

3828 if (lctx || 'ctx->cc_provider || !ctx->cc_provider_private)

3829 return (CRYPTO OPERATI ON_NOT_I NI TTALI ZED) ;

3831 softc = DCA_SOFTC_FROM CTX(ctx) ;

3847 /* extract softc and instance nunber from context */

3848 DCA_SOFTC_FROM _CTX( ctx softc, instance);

3832 DBG sof t ¢, DENTRY, dca_encrypt_final: started");

3834 /* check mechani sm */

3835 switch (DCA_MECH FROM CTX(ctx)) {

3836 case DES_CBC_ NECH | NFO_TYPE:

3837 error = dca_3desfinal (ctx, ciphertext, DR _ENCRYPT);

3838 br eak;

3839 case DES3_CBC_ lvECH I NFO_TYPE:

3840 error = dca_3desfinal (ctx, ciphertext, DR_ENCRYPT | DR _TRI PLE);
3841 br eak;

3842 defaul t:

3843 /* Shoul d never reach here */

3844 crm_err (CE_WARN, "dca_encrypt_final: unexpected mech type "
3845 "0x% 1 x\'n", (unsigned long | ong) DCA MECH FROM CTX(ctx));
3846 error = CRYPTO_MECHANI SM | NVALI D

3847 }

3849 DBG(softc, DENTRY, "dca_encrypt_final: done, err = Ox%", error);
3851 return (error);

3852 }

__unchanged_portion_onitted_

3906 /* ARGSUSED */
3907 static int
3908 dca_decrypt _init(crypto_ctx_t *ctx, crypto_mechanismt *nmechanism

3909 crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate,

3910 crypto_req_handl e_t req)

3911 {

3912 int error = CRYPTO FAI LED;

3913 dca_t *softc

3931 /* LINTED E_| FUNC SET_NOT_USED */

3932 int instance;

3915 softc = DCA_SOFTC_FROM CTX(ct x) ;

3934 /* extract softc and instance nunber from context */

3935 DCA_SOFTC_FROM _CTX( ctx, softc, instance);

3916 DBG softc, DENTRY, dca_decrypt _init: started");

3918 /* check mechani sm */

3919 switch (mechani sm>cmtype) {

3920 case DES_CBC_MECH | NFO TYPE:

3921 error = dca_3desctxinit(ctx, nechanism key, KM SLEEP,
3922 DR_DECRYPT) ;

3923 br eak;

3924 case DES3_CBC_MECH_ | NFO TYPE:

3925 error = dca_3desctxinit(ctx, nechanism key, KM SLEEP,
3926 DR_DECRYPT | DR _TRIPLE);
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3927 br eak;

3928 case RSA PKCS_MECH | NFO TYPE:

3929 case RSA_X 509 _MECH | NFO TYPE:

3930 error = dca_rsainit(ctx, mechanism key, KM SLEEP);

3931 br eak;

3932 defaul t:

3933 crm_err (CE_WARN, "dca_decrypt_init: unexpected nech type "
3934 "0x% | x\n", (unsigned | ong | ong)nmechani sm>cmtype);
3935 error = CRYPTO_MECHANI SM | NVALI D;

3936 }

3938 DBG softc, DENTRY, "dca_decrypt_init: done, err = Ox%", error);
3940 if (error == CRYPTO_SUCCESS)

3941 dca_enlist2(&softc->dca_ctx_list, ctx->cc_provider_private,
3942 “&softc->dca_ctx_list_lock);

3944 return (error);

3945 }

3947 /* ARGSUSED */
3948 static int
3949 dca_decrypt(crypto_ctx_t *ctx, crypto_data_t *ciphertext,

3950 ( crypto_data_t *plaintext, crypto_req_handle_t req)

3951

3952 int error = CRYPTO_FAI LED;

3953 dca_t *softc;

3974 /* LINTED E_FUNC_SET_NOT_USED */

3975 int instance;

3955 if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)
3956 return (CRYPTO OPERATI ON_NOT_I NI TT'ALI ZED) ;

3958 softc = DCA_SOFTC_FROM CTX(ctx);

3980 /* extract softc and instance nunmber from context */

3981 DCA_SOFTC_FROM CTX(ctx, softc, instance);

3959 DBG(softc, DENTRY, "dca_decrypt: started");

3961 /* handl e inplace ops */

3962 if (!'plaintext) {

3963 dca_request _t *reqp = ctx->cc_provider_private;

3964 reqp->dr_fl ags | = DR_I NPLACE;

3965 pl ai ntext = ciphertext;

3966

3968 /* check mechani sm */

3969 switch (DCA_MECH FROM CTX(ctx)) {

3970 case DES _CBC_ NECH | NFO_TYPE:

3971 error = dca_3des(ctx, ciphertext, plaintext, req, DR DECRYPT);
3972 br eak;

3973 case DES3_CBC_MECH_ | NFO TYPE:

3974 error = dca_3des(ctx, ciphertext, plaintext, req,
3975 DR_DECRYPT | DR TRIPLE);

3976 br eak;

3977 case RSA PKCS_MECH | NFO TYPE:

3978 case RSA X 509 MECH_| NFO_TYPE:

3979 error = dca_rsastart(ctx, ciphertext, plaintext, req,
3980 DCA_RSA_DEC) ;

3981 br eak;

3982 defaul t:

3983 /* Shoul d never reach here */

3984 crm_err (CE_WARN, "dca_decrypt: unexpected nmech type "
3985 "0x% | x\n", (unsigned | ong | ong) DCA MECH FROM CTX(ctx));
3986 error = CRYPTO_MECHANI SM | NVALI D

3987 1
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3989 if ((error !'= CRYPTO QUEUED) && (error !=
3990 (error !'= CRYPTO BUFFER TOO SMALL)) {
3991 if (plaint ext)

3992 pl ai ntext->cd_|l ength =
3993 }

3995 DBG softc, DENTRY, "dca_decrypt: done, err
3997 return (error);

3998 }

4000 /* ARGSUSED */
4001 static int

CRYPTO_SUCCESS) &&

= Ox%", error);

4002 dca_decrypt _update(crypto_ctx_t *ctx, crypto_data_t *ciphertext,

4003 crypto_data_t *plaintext, crypto_req_handle_t req)

4004 {

4005 int error = CRYPTO_FAI LED;

4006 dca_t *softc

4030 /* LINTED E_| FUNC SET_NOT_USED */

4031 int instance;

4008 if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)
4009 return (CRYPTO_OPERATI ON_NOT_I NI TI ALI ZED) ;

4011 softc = DCA_SOFTC_FROM CTX(ctx);

4036 /* extract softc and instance nunber from context */

4037 DCA_SOFTC_FROM _CTX( ctx softc, instance);

4012 DBG(softc, DENTRY, dca_decrypt _update: started");

4014 /* handl e inplace ops */

4015 if (!plaintext)

4016 dca_request _t *reqp = ctx->cc_provider_private;

4017 reqp->dr_fl I ags | = DR_I NPLACE;

4018 pl ai ntext = ciphertext;

4019

4021 /* check mechani sm */

4022 switch (DCA_MECH FROM CTX(ctx)) {

4023 case DES_CBC_ I\/ECH | NFO_TYPE:

4024 error dca_3desupdat e(ctx, ciphertext, plaintext, req,
4025 DR_DECRYPT) ;

4026 br eak;

4027 case DES3_CBC_MECH_| NFO TYPE:

4028 error = dca_3desupdate(ctx, ciphertext, plaintext, req,
4029 DR_DECRYPT | DR _TRIPLE);

4030 br eak;

4031 defaul t:

4032 /* Shoul d never reach here */

4033 crm_err (CE_WARN, "dca_decrypt _update: unexpected nech type "
4034 "Ox% I x\'n", (unsigned |ong | ong) DCA_MECH FROM CTX(ctx));
4035 error CRYPTO_I\/ECHANI SM_| NVALI D;

4036 }

4038 DBG softc, DENTRY, "dca_decrypt_update: done, err = Ox%", error);
4040 return (error);

4041 }

4043 /* ARGSUSED */
4044 static int
4045 dca_decrypt _final (crypto_ctx_t *ctx, crypto_data_t

4046 crypto_req_handle_t req)

4047 {

4048 int error = CRYPTO_FAI LED;
4049 dca_t *softc

4076 /* LTINTED E_ FUNC SET_NOT_USED */

*pl ai nt ext,
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4077 int instance;
4051 if (letx || !'ectx->cc_provider || !ctx->cc_provider_private)
4052 return (CRYPTO_OPERATI ON_NOT_I NI TI ALI ZED) ;
4054 softc = DCA_SOFTC_FROM CTX(ctx) ;
4082 /* extract softc and instance nunber from context */
4083 DCA_SOFTC_FROM CTX(ctx, softc, instance);
4055 DBG(softc, DENTRY, "dca_decrypt_final: started");
4057 /* check mechani sm */
4058 switch (DCA_MECH FROM CTX(ctx)) {
4059 case DES_CBC_MECH_| NFO_TYPE:
4060 error = dca_3desfinal (ctx, plaintext, DR _DECRYPT);
4061 br eak;
4062 case DES3_CBC MECH | NFO TYPE:
4063 error = dca_3desfinal (ctx, plaintext, DR _DECRYPT | DR TRI PLE);
4064 br eak;
4065 defaul t:
4066 /* Shoul d never reach here */
4067 crm_err (CE_WARN, "dca_decrypt_final: unexpected nech type "
4068 "0x% 1 x\'n", (unsigned |ong | ong) DCA MECH FROM CTX(ctX));
4069 error = CRYPTO _MECHANI SM | NVALI D
4070 }
4072 DBG(softc, DENTRY, "dca_decrypt_final: done, err = Ox%", error);
4074 return (error);
4075 }
____unchanged_portion_onitted_
4129 /*
4130 * Sign entry points.
4131 */
4133 /* ARGSUSED */
4134 static int
4135 dca_sign_init(crypto_ctx_t *ctx, crypto_mechanismt *mechanism
4136 crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate,
4137 crypto_req_handle_t req)
4138 {
4139 int error = CRYPTO FAI LED;
4140 dca_t *softc;
4170 /* LINTED E_FUNC SET_NOT_USED */
4171 int instance;
4142 softc = DCA_SOFTC_FROM CTX(ctx);
4173 /* extract softc and instance nunber from context */
4174 DCA_SOFTC_FROM CTX(ctx, softc, instance);
4143 DBQ softc, DENTRY, "dca_sign_init: started\n");
4145 if (ctx_tenplate !'= NULL)
4146 return (CRYPTO ARGUMENTS BAD) ;
4148 /* check nmechani sm */
4149 switch (nmechani sm>cmtype) {
4150 case RSA PKCS MECH | NFO TYPE:
4151 case RSA_X 509 MECH | NFO TYPE:
4152 error = dca_rsainit(ctx, nmechanism key, KM SLEEP);
4153 br eak;
4154 case DSA MECH | NFO TYPE:
4155 error = dca_dsainit(ctx, nechanism key, KM SLEEP,
4156 DCA_DSA_SIQN);
4157 br eak;
4158 defaul t:
4159 crm_err (CE_WARN, "dca_sign_init: unexpected mech type "
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4160 "0x% | x\n", (unsigned | ong | ong)nmechani sm>cm type);
4161 error = CRYPTO _MECHANI SM | NVALI D

4162 }

4164 DBG(softc, DENTRY, "dca_sign_init: done, err = Ox%", error);
4166 if (error == CRYPTO SUCCESS)

4167 dca_enlist2(&softc->dca_ctx_|ist, ctx->cc_provider_private,
4168 &softc->dca_ctx_|ist_|ock);

4170 return (error);

4171 }

4173 static int

4174 dca_sign(crypto_ctx_t *ctx, crypto_data_t *data,

4175 crypto_data_t *signature, crypto_req_handle_t req)

4176 {

4177 int error = CRYPTO_FAI LED;

4178 dca_t *softc;

4211 /* LINTED E_FUNC_SET_NOT_USED */

4212 int instance;

4180 if (letx || !'ctx->cc_provider || !ctx->cc_provider_private)
4181 return (CRYPTO_OPERATI ON_NOT_I NI TTALI ZED) ;

4183 softc = DCA_SOFTC_FROM CTX(ctx);

4217 /* extract softc and instance nunber from context */

4218 DCA_SOFTC_FROM CTX(ctx, softc, instance);

4184 DB softc, DENTRY, "dca_sign: started\n");

4186 /* check nechani sm */

4187 switch (DCA MECH FROM CTX(ctx)) {

4188 case RSA_PKCS MECH | NFO TYPE:

4189 case RSA X 509 _MECH_| NFO TYPE:

4190 error = dca_rsastart(ctx, data, signature, req, DCA RSA SIG\);
4191 br eak;

4192 case DSA_MECH | NFO TYPE:

4193 error = dca_dsa_sign(ctx, data, signature, req);
4194 br eak;

4195 defaul t:

4196 crm_err (CE_WARN, "dca_sign: unexpected nech type "
4197 "0x% | x\n", (unsigned | ong | ong) DCA_ MECH FROM CTX(ctx));
4198 error = CRYPTO_MECHANI SM | NVALI D

4199 1

4201 DBQ softc, DENTRY, "dca_sign: done, err = Ox%", error);
4203 return (error);

4204 }

4206 /* ARGSUSED */

4207 static int

4208 dca_sign_update(crypto_ctx_t *ctx, crypto_data_t *data,

4209 crypto_req_handl e_t req)

4210 {

4211 int error = CRYPTO MECHANI SM | NVALI D;

4212 dca_t *softc;

4248 /* LINTED E_FUNC_SET_NOT_USED */

4249 int instance;

4214 if (letx || !'ctx->cc_provider || !ctx->cc_provider_private)
4215 return (CRYPTO_OPERATI ON_NOT_I NI TTALI ZED) ;

4217 softc = DCA_SOFTC_FROM CTX(ctx);

4254 /* extract softc and instance nunber from context */

4255 DCA_SOFTC_FROM CTX(ctx, softc, instance);
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4218

4220
4221

4223

4225
4226 }

4228 | *

DBG(sof tc, DENTRY, "dca_sign_update: started\n");

cmm_err (CE_WARN, "dca_sign_update: unexpected nmech type "
"0x% I x\n", (unsigned |ong | ong) DCA_ MECH FROM CTX(ctx));

DBG(softc, DENTRY, "dca_sign_update: done, err = OX%", error);

return (error);

ARGSUSED */

4229 static int
4230 dca_sign_final (crypto_ctx_t *ctx, crypto_data_t *signature,

4231
4232 {
4233
4234
4273
4274

4236
4237

4239
4279
4280
4240

4242
4243

4245

4247
4248 }

crypto_req_handl e_t req)

int error
dca_t *softc;
/* LINTED E_FUNC SET_NOT_USED */
int instance;

= CRYPTO_MECHANI SM_| NVALI D;

if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)
return (CRYPTO OPERATI ON_NOT | NI TTALI ZED) ;

softc = DCA_SOFTC_FROM CTX(ct x);

/* extract softc and instance nunber from context */
DCA_SOFTC_FROM _CTX( ctx softc, instance);

DBG softc, DENTRY, dca_si gn_final: started\n");
cmm_err (CE_WARN, "dca_sign_final: unexpected nmech type "
"0x% | x\n", (unsigned Tong | ong) DCA_ MECH FROM CTX(ctx));

DBG(softc, DENTRY, "dca_sign_final: done, err = Ox%", error);

return (error);

__unchanged_portion_onitted_

4286 /*

ARGSUSED */

4287 static int
4288 dca_sign_recover_init(crypto_ctx_t *ctx, crypto_nechanismt *mechanism

4289
4290
4291 {
4292
4293
4335
4336

4295
4338
4339
4296

4298
4299

4301
4302
4303
4304
4305
4306
4307
4308
4309
4310

crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate,
crypto_req_handl e_t req)

int error = CRYPTO FAI LED;

dca_t *soft

/* LI NTED E FUNC SET_NOT_USED */
int instance;

softc = DCA_SOFTC_FROM CTX(ctx);

/* extract softc and instance nunber from context */
DCA_SOFTC_FROM_CTX( ctx, softc, instance);

DBG softc, DENTRY, dca_si gn_recover_init: started\n");

if (ctx_tenplate != NULL)
return (CRYPTO ARGUVENTS_BAD) ;

/* check mechani sm */

switch (mechani sm>cmtype) {

case RSA PKCS_MECH | NFO_TYPE:

case RSA_X 509 MECH | NFO _TYPE:
error = dca_rsainit(ctx, mechanism key, KM SLEEP);
br eak;

defaul t:

crm_err (CE_WARN, "dca_sign_recover_init: unexpected nmech type "

"0x% 1 x\'n", (unsigned |Iong |ong)nechani sm>cmtype);
error = CRYPTO _MECHANI SM_| NVALI D;
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4311 }

4313 DBG softc, DENTRY, "dca_sign_recover_init: done, err = Ox%", error);
4315 if (error == CRYPTO_SUCCESS)

4316 dca_enlist2(&softc->dca_ctx_list, ctx->cc_provider_private,
4317 “&softc->dca_ctx_list_lock);

4319 return (error);

4320 }

4322 static int

4323 dca_sign_recover(crypto_ctx_t *ctx, crypto_data_t *data,

4324 crypto_data_t *signature, crypto_req_handle_t req)

4325 {

4326 int error = CRYPTO FAI LED;

4327 dca_t *softc;

4372 /* LINTED E_FUNC _SET_NOT_USED */

4373 int instance;

4329 if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)

4330 return (CRYPTO OPERATI ON_NOT | NI TTALI ZED) ;

4332 softc = DCA_SOFTC_FROM CTX(ctXx) ;

4378 /* extract softc and instance nunmber from context */

4379 DCA_SOFTC_FROM _CTX( ctx softc, instance);

4333 DBG softc, DENTRY, dca_si gn_recover: started\n");

4335 /* check nechani sm*/

4336 switch (DCA_MECH FROM CTX(ctx)) {

4337 case RSA PKCS_MECH | NFO TYPE:

4338 case RSA_X 509 MECH | NFO _TYPE:

4339 error = dca_rsastart(ctx, data, signature, req, DCA_RSA SIG\R);
4340 br eak;

4341 defaul t:

4342 crm_err (CE_WARN, "dca_sign_recover: unexpected nech type "
4343 "0x% | x\'n", (unsigned Iong | ong) DCA MECH FROM CTX(ctx));
4344 error = CRYPTO_MECHANI SM | NVALI D;

4345 1

4347 DBG(soft c, DENTRY, "dca_sign_recover: done, err = Ox%", error);
4349 return (error);

4350 }

4352 static int

4353 dca_sign_recover_atonic(crypto_provider_handl e_t provider,

4354 “crypto_session_id_t session_id, crypto_mechanismt *mechani sm

4355 crypto_key t *key, crypto_data_t *data, crypto_data_t *signature,
4356 crypto_spi _ctx_tenplate_t ctx_tenplate, crypto_req_handle_t req)
4357 {

4358 int error CRYPTO FAI LED;

4359 dca_t *softc = (dca_t *)provider;

4407 /* LINTED E_FUNC_SET_NOT_USED */

4408 int instance;

4410 instance = ddi _get_instance(softc->dca_dip);

4361 DBG(softc, DENTRY, "dca_sign_recover_atomc: started\n");

4363 if (ctx_tenplate !'= NULL)

4364 return (CRYPTO ARGUMVENTS BAD);

4366 /* check nmechani sm */

4367 switch (nmechani sm>cmtype) {

4368 case RSA PKCS_MECH | NFO _TYPE:

4369 case RSA_X 509 _MECH_| NFO TYPE:



new usr/src/uts/ comon/crypto/iol/dca.c 11 new usr/src/uts/ common/crypto/iol/dca.c 12

4370 error = dca_rsaatom c(provider, session_id, nmechanism key, 4432 int error = CRYPTO_FAI LED;
4371 data, signature, KM SLEEP, req, DCA_RSA SIG\R); 4433 dca_t *softc
4372 br eak; 4487 /* LINTED E_| FUNC SET_NOT_USED */
4373 defaul t: 4488 int instance;
4374 cnm_err (CE_WARN, "dca_sign_recover_atom c: unexpected nech type"
4375 " 0x% 1 x\n", (unsigned |ong |ong)nechani sm>cmtype); 4435 if (lctx || !'ectx->cc_provider || !ctx->cc_provider_private)
4376 error = CRYPTO_MECHANI SM | NVALI D 4436 return (CRYPTO_OPERATI ON_NOT_I NI TI ALI ZED) ;
4377 }
4438 softc = DCA_SOFTC_FROM CTX(ctx);
4379 DBG(sof tc, DENTRY, "dca_sign_recover_atonic: done, err = OX%", error); 4493 /* extract softc and instance nunber from context */
4494 DCA_SOFTC_FROM CTX(ctx, softc, instance);
4381 ) return (error); 4439 DBG softc, DENTRY, "dca_verify: started\n");
4382
4441 /* check mechani sm */
4384 [* 4442 switch (DCA MECH FROM CTX(ctx)) {
4385 * Verify entry points. 4443 case RSA PKCS_MECH_| NFO TYPE:
4386 */ 4444 case RSA_X_ 509 MECH_| NFO_TYPE:
4445 error = dca_rsastart(ctx, signature, data, req, DCA_RSA VRFY);
4388 /* ARGSUSED */ 4446 br eak;
4389 static int 4447 case DSA_MECH_ | NFO _TYPE:
4390 dca_verify_init(crypto_ctx_t *ctx, crypto_mechanismt *mechani sm 4448 error = dca_dsa_verify(ctx, data, signature, req);
4391 crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate, 4449 br eak;
4392 crypto_req_handle_t req) 4450 defaul t:
4393 { 4451 crm_err (CE_WARN, "dca_verify: unexpected nech type "
4394 int error = CRYPTO FAI LED; 4452 "Ox% I x\'n", (unsigned |ong | ong) DCA_MECH_FROM CTX(ctx));
4395 dca_t *softc 4453 error CRYPTO_I\/ECHANI SM_ | NVALI D;
4446 /* LINTED E_| FUNC SET_NOT_USED */ 4454 }
4447 int instance;
4456 DBG(softc, DENTRY, "dca_verify: done, err = Ox%", error);
4397 softc = DCA_SOFTC_FROM CTX(ctx);
4449 /* extract softc and instance nunmber from context */ 4458 return (error);
4450 DCA_SOFTC_FROM CTX(ctx, softc, instance); 4459 }
4398 DB softc, DENTRY, "dca_verify_init: started\n");
4461 /* ARGSUSED */
4400 if (ctx_tenplate !'= NULL) 4462 static int
4401 return (CRYPTO_ARGUMENTS_BAD) ; 4463 dca_verify_update(crypto_ctx_t *ctx, crypto_data_t *data,
4464 crypto_req_handle_t req)
4403 /* check mechani sm */ 4465 {
4404 switch (nmechani sm>cmtype) { 4466 int error = CRYPTO MECHANI SM | NVALI D;
4405 case RSA PKCS_MECH | NFO _TYPE: 4467 dca_t *softc;
4406 case RSA_X_ 509 VECH | NFO_TYPE: 4524 /* LI NTED E_FUNC_SET_NOT_USED */
4407 error = dca_rsainit(ctx, mechanism key, KM SLEEP); 4525 int instance;
4408 br eak;
4409 case DSA_MECH | NFO TYPE: 4469 if (letx || !'ctx->cc_provider || !ctx->cc_provider_private)
4410 error = dca_dsainit(ctx, mechanism key, KM SLEEP, 4470 return (CRYPTO _OPERATI ON_NOT_I NI TI ALI ZED) ;
4411 DCA_DSA_VRFY) ;
4412 br eak; 4472 softc = DCA_SOFTC_FROM CTX(ctx);
4413 defaul t: 4530 /* extract softc and instance nunber from context */
4414 crm_err (CE_WARN, "dca_verify_init: unexpected nmech type " 4531 DCA_SOFTC_FROM CTX(ctx, softc, instance);
4415 "Ox% I x\'n", (unsigned |ong | ong)nechani sm>cmtype); 4473 DB softc, DENTRY, "dca_verify_update: started\n");
4416 error CRYPTO_I\/ECHANI SM_ | NVALI D;
4417 } 4475 cm err(CE W-\RN "dca_verify_update: unexpected nech type "
4476 "0x% | X\ n", (unsigned |ong | ong) DCA MECH FROM CTX(ctx));
4419 DBG(softc, DENTRY, "dca_verify_init: done, err = Ox%", error);
4478 DBG(softc, DENTRY, "dca_verify_update: done, err = Ox%", error);
4421 if (error == CRYPTO_SUCCESS)
4422 dca_enlist2(&softc->dca_ctx_list, ctx->cc_provider_private, 4480 return (error);
4423 “&softc->dca_ctx_|ist_lock); 4481 }
4425 return (error); 4483 /* ARGSUSED */
4426 } 4484 static int
4485 dca_verify_final (crypto_ctx_t *ctx, crypto_data_t *signature,
4428 static int 4486 crypto_req_handl e_t req)
4429 dca_verify(crypto_ctx_t *ctx, crypto_data_t *data, crypto_data_t *signature, 4487 {
4430 crypto_req_handle_t req) 4488 int error = CRYPTO MECHANI SM | NVALI D

4431 { 4489 dca_t *softc;
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4549 /* LINTED E_FUNC_SET_NOT_USED */

4550 int instance;

4491 if (lctx || !'ctx->cc_provider || !ctx->cc_provider_private)
4492 return (CRYPTO_OPERATI ON_NOT_I NI TI ALI ZED) ;

4494 softc = DCA_SOFTC_FROM CTX(ctXx);

4555 /* extract softc and instance nunber from context */

4556 DCA_SOFTC_FROM CTX(ctx, softc, instance);

4495 DBG(softc, DENTRY, "dca_verify_final: started\n");

4497 crm_err (CE_WARN, "dca_verify_final: unexpected nmech type "
4498 "0x% I x\n", (unsigned |ong | ong) DCA_ MECH FROM CTX(ctx));
4500 DBG(softc, DENTRY, "dca_verify_final: done, err = Ox%", error);
4502 return (error);

4503 }

____unchanged_portion_ontted_

4541 /* ARGSUSED */
4542 static int

4543 dca_verify_recover _init(crypto_ctx_t *ctx, crypto_nechanismt *mechanism

4544 crypto_key_t *key, crypto_spi_ctx_tenplate_t ctx_tenplate,

4545 crypto_req_handl e_t req)

4546 {

4547 int error = CRYPTO MECHANI SM | NVALI D;

4548 dca_t *softc;

4611 /* LINTED E_FUNC_SET_NOT_USED */

4612 int instance;

4550 softc = DCA_SOFTC_FROM CTX(ctX) ;

4614 /* extract softc and instance nunber from context */

4615 DCA_SOFTC_FROM CTX(ctx, softc, instance);

4551 DBG(softc, DENTRY, "dca_verify_recover_init: started\n");

4553 if (ctx_tenplate !'= NULL)

4554 return (CRYPTO_ARGUMENTS_BAD) ;

4556 /* check mechani sm */

4557 switch (nmechani sm>cmtype) {

4558 case RSA _PKCS_MECH_ | NFO_TYPE:

4559 case RSA_X 509 _MECH | NFO TYPE:

4560 error = dca_rsainit(ctx, nmechanism key, KM SLEEP);

4561 br eak;

4562 defaul t:

4563 crm_err (CE_WARN, "dca_verify_recover_init: unexpected mech type"
4564 " 0x% 1 x\n", (unsigned |ong |ong)nechani sm>cmtype);
4565 }

4567 DBG(softc, DENTRY, "dca_verify_recover_init: done, err = Ox%",
4569 if (error == CRYPTO_SUCCESS)

4570 dca_enlist2(&softc->dca_ctx_list, ctx->cc_provider_private,
4571 &softc->dca_ctx_|ist_|ock);

4573 return (error);

4574 }

4576 static int
4577 dca_verify_recover(crypto_ctx_t *ctx, crypto_data_t *signature,

4578 crypto_data_t *data, crypto_req_handle_t req)
4579 {

4580 int error = CRYPTO MECHANI SM | NVALI D;
4581 dca_t *softc;

4647 /* LINTED E_FUNC SET_NOT_USED */
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4648 int instance;
4583 if (letx || !'ctx->cc_provider || !ctx->cc_provider_private)
4584 return (CRYPTO_OPERATI ON_NOT_I NI TI ALI ZED) ;
4586 softc = DCA_SOFTC_FROM CTX(ctx) ;
4653 /* extract softc and instance nunber from context */
4654 DCA_SOFTC_FROM CTX(ctx, softc, instance);
4587 DBG(softc, DENTRY, "dca_verify_recover: started\n");
4589 /* check nechani sm */
4590 switch (DCA_MECH FROM CTX(ctx)) {
4591 case RSA_PKCS_MECH_ | NFO TYPE:
4592 case RSA_X 509 MECH | NFO TYPE:
4593 error = dca_rsastart(ctx, signature, data, req, DCA RSA VRFYR);
4594 br eak;
4595 defaul t:
4596 crm_err (CE_WARN, "dca_verify_recover: unexpected nmech type "
4597 "0x% 1 x\n", (unsigned |ong | ong) DCA MECH FROM CTX(ctXx));
4598 }
4600 DBG(softc, DENTRY, "dca_verify_recover: done, err = OX%", error);
4602 return (error);
4603 }
____unchanged_portion_onitted_
4638 /*
4639 * Random nunber entry points.
4640 */
4642 [ * ARGSUSED */

4643 static int
4644 dca_generate_randon{crypto_provider_handl e_t provider,

4645
4646
4647 {
4648
4649
4718
4719

4721
4651

4653
4655

4657
4658 }

4660 /*

crypto_session_id_t session_id,
uchar_t *buf, size_t len, crypto_req_handle_t req)

int error = CRYPTO FAI LED;

dca_t *softc = (dca_t *)provider;
/* LINTED E_FUNC_SET_NOT_USED */
int instance;

instance = ddi _get_i nstance(softc->dca_dip);
DBG(softc, DENTRY, "dca_generate_random started");

error = dca_rng(softc, buf, len, req);
DBG(softc, DENTRY, "dca_generate_random done, err = OX%", error);

return (error);

4661 * Context management entry points.

4662 */
4664 int

4665 dca_free_context(crypto_ctx_t *ctx)

4666 {
4667
4668
4740
4741

4670
4743

int error = CRYPTO_SUCCESS;
dca_t *softc;

/* LINTED E_FUNC_SET_NOT_USED */
int instance;

softc = DCA SOFTC_FROM CTX(ctX) ;
/* extract softc and instance nunber from context */
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4744
4671

4673
4674

4676
4678
4680

4682
4683 }

DCA_SOFTC_FROM CTX(ctx, softc, instance);
DBG(softc, DENTRY, "dca_free_context: entered");

if (ctx->cc_provider_private == NULL)
return (error);

dca_rmist2(ctx->cc_provider_private, &softc->dca_ctx_list_|ock);
error = dca_free_context_| ow(ctx);
DBG(softc, DENTRY, "dca_free_context: done, err = Ox%", error);

return (error);

____unchanged_portion_onitted_
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CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2006 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

This nmakefile drives the production of the DCA kCF provider.

intel inplenmentation architecture dependent

Path to the base of the uts directory tree (usually /usr/src/uts).

UTSBASE = .. /..

#

# Define the nodul e and object file sets.
#

MODULE = dca

OBJECTS = $(DCA_OBJS: %=$(OBIS DI R) /%
LI NTS = $(DCA_OBJS: % 0=$(LINTS DIR)/ %I n)
ROOTMODUL E = $( ROOT_DRV_DI R) / $( MODULE)
CONF_SRCDI R = $( UTSBASE) / cormon/ crypt o/ i o
#

# I ncl ude common rul es.

#
include $(UTSBASE)/intel/Mkefile.intel

# set signing node

ELFSI GN_MOD = $( ELFSI G\N_CRYPTO

#

# Define targets

#

ALL_TARGET = $( Bl NARY) $(SRC_CONFFI LE)
LI NT_TARGET = $(MODULE). |l i nt

I NSTALL_TARGET

$(BI NARY) $( ROOTMODULE) $( ROOTLINK) $( ROOT_CONFFI LE)
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62
63

98

100
101
102
103

# C99 node is needed for dca
CFLAGS += $(C99_ENABLE)

#

# For now, disable these lint checks; maintainers should endeavor
# to investigate and renove these for maxi mumlint coverage.

# Please do not carry these forward to new Makefiles.

#

LI NTTAGS += -errof f =E_BAD_PTR _CAST_ALI GN
LI NTTAGS += -errof f =E_PTRDI FF_OVERFLOW
LI NTTAGS += -errof f =E_ASSI GN_NARROW CONV
CERRWARN += -_gcc=- Who- par ent heses
CERRWARN += -_gcc=- Who- unused-vari abl e

#

# Default build targets.

#
. KEEP_STATE:

def: $( DEF_DEPS)

all: $( ALL_DEPS)

cl ean: $( CLEAN_DEPS)

cl obber: $( CLOBBER_DEPS)

lint: $( LI NT_DEPS)

nodlintlib: $(MODLI NTLI B_DEPS)

clean.lint: $( CLEAN_LI NT_DEPS)

install: $(1 NSTALL_DEPS)

$( ROOTLI NK) : $( ROOT_CRYPTO DI R) $( ROOTMODULE)
-$(RM $@ In $(ROOTMODULE) $@

#

# I ncl ude common targets.

?ncl ude $(UTSBASE)/intel/Makefile.targ



