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1241 CK_RV

1242 C_Get Functi onLi st (CK_FUNCTI ON_LI ST_PTR_PTR ppFuncti onLi st)
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_init();
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Initialize = Clnitialize;
Finalize = C Finalize;

Getlnfo = C Getlnfo;

C Get Functi onlLi st

t Oper ati onSt at e
t Q)er ationState
gin = C > _Logi n;
gout = C Logout
eate(bj ect = C Creat e(bj ect ;

pyoj ect = C_CopyQbj ect ;

st royQbj ect = C_Dest robej ect;

t Obj ect Si ze = C_Get Obj ect Si ze;
tAttribut eVaI ue C Get Attri buteVal ue;
C _Set Attri buteVal ue;

C _Get OperationState;
C_Set Operati onSt at e;

Get FunctionList = C_|
t Sl otList = C GetSlotlList;
tSlotInfo = C Get Slotlnfo;
t Tokenl nf o = C_Get Tokenl nf o;
t Mechani snLi st = C_Get Mechani snii st ;
t Mechani sm nfo = C_Get Mechani sm nfo
it Token = C_I ni t Token;
itPIN = C_InitPIN;
tPIN = CLSetPIN
enSessi on = C_QOpenSessi on;
oseSession = C O oseSessi on;
oseAl | Sessions = C_ O oseAl | Sessi ons;
t Sessi onl nfo = C_Get Sessi onl nf o;
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> Fi ndQbj ect sl nl t = Fi ndObj ectslnit;
> Fi ndObj ects = C_Fi ndOj ect s;
> Fi ndObj ect SFI nal = C_Fi ndObj ect sFi nal ;

> Encrypt| n| t = CEncryptlnit;

> Encrypt = C_Encrypt;

> Encrypt Update = _Encrypt Updat e;
Encrypt Final = C_EncryptFinal ;
Decryptlnit = C Decryptlnit;
Decrypt = C_Decrypt;
Decrypt Update = C Decrypt Updat e;

Decrypt Fi nal = C _DecryptFinal;
Digestlnit = C Dlgestlnit;
Di gest = C _Di gest
Di gest Update = C_ gest Updat e;
Di gest Key = C_Di gest Key;
Di gest Fi naI ="C_DigestFinal;
> Signlnit = CSignlnit;
Sign = C_Sign;
Si gnUpdat e = C_Si gnUpdat e;
SignFinal = C_ Si gnFi nal ;
Si gnRecoverlnit = C_SignRecoverlnit;
Si gnRecover = C Si gnRecover ;
> Verifylnit = C Verifylnit;
Verlfy = C_ Ve rlfy,

erifyUpdate = C VerifyUpdate;

VerifyFinal = C VerifyFinal;
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C VerifyRecoverlnit = C VerifyRecoverlnit;

C VerifyRecover = C VerifyRecover;

C_Di gest Encrypt Update = C_Di gest Encrypt Updat e;
C Decrypt Di gest Update = C_Decrypt Di gest Updat e;
C_Si gnEncrypt Updat e = C_Si gnEncr ypt Updat e;
C_Decrypt Veri fyUpdate =" C _Decrypt Veri f yUpdat e;
C GeneratekKey = C_ Gener at eKey;

C_Gener at eKeyPai r = C_Gener at eKeyPair;

C WapKey = C_WapKey;

C_Unwr apKey = C_Unw apKey;

C DeriveKey = C_DeriveKey;

C_SeedRandom = C_SeedRandom

C_Gener at eRandom = C_Gener at eRandom

C Get FunctionStatus = C_Get Functi onSt at us;
C_Cancel Function = C_Cancel Functi on;

C Wi t For Sl ot Event = C Wi t For Sl ot Event ;

if (ppFunct i onLi st)
*ppFunctionLi st) = &PK11_Functi ons;

return
} else {

return
}

(CKR_OK) ;
( CKR_ARGUVENTS_BAD) ;
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490 typedef struct token_specific_struct token_spec_t;

492 | *

493 * d obal Variables

494 */

495 extern void copy_slot_info(CK_SLOT_ID, CK_SLOT_I NFO PTR);

497 extern struct nessages err_nsg[];

499 extern token_spec_t token_specific;

500 extern CK_BBOCL initialized,

501 extern char *card_functi on_narres[];
502 extern char *total _function_nanes[];

504 extern MECH LI ST_ELEMENT nech_list[];
505 extern CK_ULONG nech_list_Ilen;

507 extern pthread_nmutex_t native_nutex;
509 extern void *xprocl ock;

511 extern pthread_nutex_t pkcs_nutex, obj_list_nutex,
512 sess_|ist_nutex, |ogin_nutex;

514 extern DL_NODE *sess_li st;

515 extern DL_NODE *sess_obj _list;

516 extern DL_NODE *publ _t oken ob] _list;
517 extern DL_NODE *priv_t oken_obj _|ist;
518 extern DL_NCDE *obj ect _nap;

520 extern CK_BYTE so_pi n_nd5[ MD5_DI GEST_LENGTH| ;
521 extern CK_BYTE user_pi n_nd5[ MD5_DI GEST LENGTH]

523 extern CK_BYTE defaul t _user_pi n_sha[ SHA1_DI GEST_LENGTH] ;
524 extern CK_BYTE defaul t_so_pi n_sha[ SHA1_DI GEST_LENGTH ;
525 extern CK_BYTE defaul t_so_pi n_nd5[ MD5_DI GEST_LENGTH] ;

527 extern LW SHM TYPE *gl obal _shm
529 extern TOKEN_DATA *nv_t oken_dat a;

531 extern CK_ULONG next _obj ect _handl e;
532 extern CK_ULONG next _sessi on_handl e;

534 extern CK_STATE gl obal _I| ogi n_state;

536 extern CK_BYTE ber_Al gl dRSAEncryption[];
537 extern CK_ULONG ber _Al gl dRSAEncrypti onlLen;
538 extern CK BYTE ber_rsaEncryption[];

539 extern CK_ULONG ber_rsaEncrypti onLen;

540 extern CK_BYTE ber_i dDSA[];

541 extern CK_ULONG ber _i dDSALen

543 extern CK_BYTE ber _nd5W t hRSAEncryption[];
544 extern CK_ULONG ber_nd5W t hRSAEncr ypt i onLen;
545 extern CK_BYTE ber_shalWt hRSAEncryption[];
546 extern CK_ULONG ber_shalWt hRSAEncrypti onLen
547 extern CK_BYTE ber Al gMi5[];

548 extern CK_ULONG ber Al gNdSLen
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549 extern CK_BYTE ber_Al gShal[];
550 extern CK_ULONG ber _Al gShallLen;

552 extern CK_C_I NI TI ALI ZE_ARGS ci ni t _args;

554 | *

555 * Function Prototypes

556 */

557 void *attach_shared_nenory();

558 void detach_shared_nenory(char *);

560 int APl _Initialized();

561 void Terninate_ All Process _Sessions();
562 int APl _Register();

563 voi d APl _UnRegi st er();

565 void CreateXPr ocLock(v0| d *);
566 int XProcLock(void *);
567 int XProcUnLock(void *);

569 void _init(void)

569 void loginit();

570 void logterm();

571 void logit(int, char *,

)
572 voi d AddToSessi onLi st(SeSS| on_Struct_t *);
573 voi d RermoveFronBessi onli st (Sessi on_Struct _t *);

575 int Valid_Session(Session_Struct_t *, ST_SESSION.T *);
577 CK_BBOOL pi n_expired( CK_SESSI ON_I NFO *, CK_FLAGS);

578 CK_BBOOL pi n_| ocked( CK_SESSI ON TNFO *, CK_FLAGS);

579 voi d set_l ogin_fl ags( CK_USER TYPE, CK_FLA(B *);

581 extern void init_slot_info( TOKEN_DATA *);

583 CK_RV updat e_mi gration_dat a( TSS_HCONTEXT,

584 TSS_HKEY, TSS_HKEY, char *, char *, BYTE *, BYTE *);

585 CK_RV token rng(TSS_HOONTEXT, CK BYTE *, CK_ULONG):

587 TSS_RESULT set_public_nodul us( TSS_HCONTEXT, TSS_HKEY,
588 “unsi gned | ong, unsigned char *);

589 TSS RESULT open_tss_context (TSS_ HCONTEXT *);

590 CK_RV token_get _t pm i nfo( TSS_HCONTEXT, TOKEN DATA *);

592 CK_RV cl ock_set_defaul t _attributes( TEMPLATE *);

593 CK_RV cl ock_check_required_attribut es(TEMPLATE *, CK_UL
594 CK_RV cl ock_val i date_attribute( TEMPLATE *, CK_ATTRI BUTE *,
596 CK_RV counter_set_defaul t _attributes(TEMPLATE *);

597 CK_RV counter_check_required_attribut es(TEl\/PLATE *, CK_UL
598 CK_RV counter_validate_attribute( TEMPLATE *, CK_ATTRI BUTE *,
600 CK_RV conput e_next _t oken_obj _nane(CK_BYTE *, CK_BYTE *);
602 CK_RV save_t oken_obj ect (TSS_HCONTEXT, OBJECT *);

603 CK_RV save publ i c_token_obj ect (OBJECT *);

604 CK_RV save_private_t oken_obj ect (TSS_HCONTEXT, OBJECT *);
606 CK_RV | oad_public_t oken_objects(void);

607 CK_RV | oad_private_t oken_obj ect s( TSS_HCONTEXT) ;

609 CK_RV rel oad_t oken_obj ect (TSS_HCONTEXT, OBJECT *);

611 CK_RV del et e_t oken_obj ect (OBJECT *);

613 CK_RV init_token_data(TSS_HCONTEXT, TOKEN DATA *);

o _ULONG) ;

CK _ULONG) ;
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CK_RV | oad_t oken_dat a( TSS_HCONTEXT, TOKEN_DATA *);
CK_RV save_t oken_dat a( TOKEN_DATA *)'

voi d copy_slot_info(CK SLOT_ID, CK_SLOT I NFO PTR);
CK_RV conput e_sha(CK_BYTE *, CK_ULONG 32, CK_BYTE *);
CK_RV parity_is_odd(CK BYTE);

CK_RV bui | d_attri but e( CK_ATTRI BUTE_TYPE,
CK_BYTE *, OK_ULONG, CK_ATTRI BUTE **);

CK_RV add_pkcs_paddi ng( CK_BYTE *, U NT32, U NT32, U NT32);

CK_RV strip_pkcs_paddi ng(CK_BYTE *, U NT32, U NT32 *);
CK_RV renpve_| eadi ng_zer os( CK_ATTRI BUTE *);

CK_RV rsa_pkcs_ encrypt(
SESSI ON *
CK_BBOOL,
ENCR_DECR_CONTEXT *,
CK_BYTE *,
CK_ULONG
CK_BYTE *,
CK_ULONG *);

CK_RV rsa_pkcs_decrypt (SESSI ON *,
BBOOL

CK_RV rsa pkcs si gn( SESSI ON *,
BBOOL,

SI GN_VERI FY_CONTEXT *,
CK_BYTE *,

CK_ULONG, |

CK_BYTE *,

CK_ULONG *) ;

CK_RV rsa_pkcs_veri fy(SESSI ON *,
SI GN_VERI FY_CONTEXT *,

CK_RV rsa_pkcs_verify_recover (SESSI ON *,
CK_BBOOL,
S| GN_VERI FY_CONTEXT *,

CK_RV rsa_hash_pkcs_si gn( SESSI ON *,
__BBOOL,

%

CK_RV rsa_hash_pkcs_veri f y( SESSI ON *,
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CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

CK_RV

SI GN_VERI FY_CONTEXT *,
CK_BYTE *,

CK_ULONG,

CK_BYTE *,

CK_ULONG) ;

rsa_hash_pkcs_si gn_updat e( SESSI ON *,
SI GN_VERI FY_CONTEXT *,
CK_BYTE *,

CK_ULONG) |

rsa_hash_pkcs_verify_ updat e( SESSI ON *,
SI GN_VERI FY_CONTEXT *
CK_BYTE *,
CK_ULONG) ;
rs _hash pkcs_sign_final (SESSI ON *,
CK_BBOOL,
SIGN_ VERI FY_CONTEXT *,
CK_BYTE *,
CK_ULONG *)

rsa_hash_pkcs_verify_: f| nal (SESSI ON *,
SI GN_VERI FY_CONTEXT
CK_BYTE *
CK_ULO\JG);

ckm rsa_key_pair_gen(TSS_HCONTEXT, TEMPLATE *,

shal_hash( SESSI ON *, CK_BBOOL,
DI GEST_CONTEXT *,
CK_BYTE *, CK_ULONG
CK_BYTE *, CK_ULONG *);

shal_hmac_si gn( SESSI ON *, CK_BBOOL,
S| GN_VERI FY_CONTEXT *,
CK_BYTE *,
CK_ULONG
CK_BYTE *,
CK_ULONG *);

shal_hmac_verify( SESSI ON *,
SI GN_VERI FY_CONTEXT *,
CK_BYTE *,
CK_ULONG
CK_BYTE *,
CK_ULONG) ;

md5_hash( SESSI ON *, CK_BBOOL,
DI GEST_CONTEXT *,
CK_BYTE *, OK_ULONG
CK_BYTE *, COK_ULONG *);

nd5_hmac_si gn( SESSI ON *, CK_BBOQOL,
SI'GN_VERI FY_CONTEXT *,
CK_BYTE *,
CK_ULO\IG,
CK_BYTE *,
CK_ULONG *);

md5_hmac_veri fy( SESSI ON *,
SI GN_VERI FY_CONTEXT *,
CK_BYTE *,
CK_ULONG,
CK_BYTE *,

TEMPLATE *);
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746 CK_ULONG) ;

748 DL_NCDE *dl i st_add_as_fi (DL NODE *, void *);
749 DL_NODE *dlist_add_as_| ast (DL_NODE *, void *);
750 DL_NODE *dlist_fi nd(DL_NODE *, void *);

751 DL_NODE *dlist_get_first(DL_NODE *);

752 DL_NODE *dlist_get_| ast (DL_NODE *);

753 CK_ULONG dT'i st _| engt h( DL_NGDE *);
754 DL_NODE *dli st_next (DL_NCDE *);

755 DL_NODE *dlist_prev(DL_NODE *),

756 void dlist_purge(DL_NCDE *);

757 DL_NODE *dI'i st _rem)ve_node(DL_NCDE *, DL_NODE
759 CK_RV attach_shm(void);

760 CK_RV det ach_shn{void);

762 // encryption manager routines

763 1/

764 CK_RV encr_ngr_init (SESSI ON *,

765 ENCR_DECR_CONTEXT *,

766 CK_ULONG,

767 CK_NECHANI SM *,

768 CK_OBJECT_HANDLE) ;

770 CK_RV encr_ngr_cl eanup( ENCR_DECR_CONTEXT *);
772 CK_RV encr_ngr encrypt(SESSIC]\l *, CK_BBOOL,
773 ENCR_DECR_CONTEXT *

774 CK_BYTE *, CK_ULO\IG.

775 CK_BYTE *, CK_ULONG *);

777 CK_RV decr_ngr _init (SESSI ON *,

778 ENCR_DECR_CONTEXT *,

779 CK_ULONG,

780 CK_MECHANI SM *,

781 CK_OBJECT_HANDLE) ;

783 CK_RV decr_ngr_cl eanup( ENCR_DECR_CONTEXT *);
785 CK_RV decr _ngr decrypt(SESSICN *,  CK_BBOOL,
786 ENCR_DECR_CONTEXT *

787 CK_BYTE *, CK_ULCNG.

788 CK_BYTE *, CK_ULONG *);

790 CK_RV di gest_ngr_cl eanup( Dl GEST_CONTEXT *);
792 CK_RV di gest_ngr_init(SESSI ON *,

793 DI GEST_CONTEXT *,

794 CK_MECHANI SM *) ;

796 CK_RV digest _ngr_di gest(SESSI ON *, CK_BBOOL,
797 DI GEST_CONTEXT *

798 CK_BYTE *, OK_ULO\IG

799 CK_BYTE *, CK_ULONG *);

801 CK_RV di gest_ngr_di gest _updat e( SESSI ON *,
802 DI GEST_CONTEXT *

803 CK_BYTE *, CK_ULO\IG),

805 CK_RV di gest _ngr_di gest _key( SESSI ON *,

806 DI GEST_CONTEXT *

807 CK_OBJECT HANDLE)

809 CK_RV di gest _ngr _di gest final (SESSI ON *,

810 DI GEST_CONTEXT

811 CK_BYTE *, CK_ ULCNG *);

*);
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813 CK_RV key_ngr_gener at e_key_pai r (SESSI ON *,

814 CK_MECHANI SM * |

815 CK_ATTRI BUTE *, CK_ULONG,
816 CK_ATTRI BUTE *, CK_ULONG,
817 CK_OBJECT_HANDLE *,

818 CK_OBJECT_HANDLE *);

820 CK_RV key ngr _wrap_key( SESSI ON *,
821 BBOOL,

822 CK MECHANI SM *

823 CK_OBJECT_| HANDLE,

824 CK_OBJECT_HANDLE,

825 CK_BYTE *,

826 CK_ULONG *);

828 CK_RV key_ngr _unw ap_key( SESSI ON *,
829 CK_MECHANI SM *,

830 CK_ATTRI BUTE *,

831 CK_ULONG,

832 CK_BYTE *,

833 CK_ULONG,

834 CK_OBJECT_HANDLE,

835 CK_OBJECT_HANDLE *);

837 CK_RV sign_ngr_init(SESSION *,
838 SI GN_VERI FY_CONTEXT *
839 CK_MECHANI SM *,

840 CK_BBOOL,

841 CK_OBJECT_HANDLE) ;

843 CK_RV sign_ngr_cl eanup( SI GN_VERI FY_CONTEXT *);
845 CK_RV si gn rTgr si gn( SESSI ON *,
BBOOL,

846

847 5| GN_VERI FY_CONTEXT *,
848 CK_BYTE *,

849 CK_ULONG,

850 CK_BYTE *,

851 CK_ULONG *);

853 CK_RV sign_ngr_sign_recover ( SESSI ON *,
854 CK_BBOOL,

855 SI G\ VERI FY_CONTEXT *,

856 CK_BYTE *,

857 CK_ULONG,

858 CK_BYTE *,

859 CK_ULONG *);

861 CK_RV sign_ngr_sign_final (SESSION *,
862 CK_BBOOL,

863 SI GN_VERI FY_CONTEXT *,

864 CK_BYTE *,

865 CK_ULONG *);

867 CK_RV sign_ngr_sign_updat e( SESSI ON *,
868 SI GN_VERI FY_CONTEXT *,

869 CK_BYTE *,

870 CK_ULONG) ;

872 CK_RV verify_ngr_init(SESSION *,

873 SI GN_VERI FY_CONTEXT *,

874 CK_MECHANI SM *,

875 CK_BBOOL,

876 oK OBJECT __ HANDLE) ;
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878 CK_RV verify_ngr_cl eanup(SI GN_VERI FY_CONTEXT *);
880 CK_RV verify_ngr_verify(SESSION *,

881 SI GN_VERT FY_CONTEXT *,
882 CK_BYTE *,

883 CK_ULONG,

884 CK_BYTE *,

885 CK_ULONG)

887 CK RVverlfy nmgr_verify_recover (SESSI ON *,
888 CK_BBQOOL,

889 SI G\ VERI FY_CONTEXT *,

890 CK_BYTE *,

891 CK_ULCNG

892 CK_BYTE *,

893 CK_ULONG *);

895 CK_RV verify_ngr_verify_ update(SESSI ON *,
896 SI GN_VERI FY_CONTEXT *

897 CK_BYTE *,

898 CK_ULONG) ;

900 CK_RV verify_ngr_verify_final (SESSION *,
901 S| GN_VERI FY_CONTEXT *,

902 CK_BYTE *,

903 CK_ULONG) ;

906 // session nanager routines
907 1/

908 CK_RV session_ngr_cl ose_al | _sessi ons(void);
909 CK_RV session_ngr_cl ose_sessi on( SESSI ON *);
910 SESSI ON *sessi on_ngr _fi nd( CK_SESSI ON HANDLE)

911 CK_RV session_ngr_i ogi n_al | (CK_USER_TYPE) ;

912 CK_RV session_ngr_| ogout _al | (void);

913 CK_RV sessi on_ngr_new( CK_ULONG, SESSI ON **);
915 CK_BBOCL sessi on_ngr_readonl y_exi st s(void);
916 CK_BBOOL sessi on_ngr_so_sessi on_exi sts(void);

917 CK_BBOOL sessi on_ngr_user_sessi on_exi st s(voi d);
918 CK_BBOOL session_ngr_public_session_exi sts(void);

920 CK_RV session_ngr_get _op_stat e( SESSI ON *, CK_BBOOL,
921 CK_BYTE *, CK_ULONG *);

923 CK_RV session_ngr_set_op_state( SESSI ON *,

924 CK_OBJECT_HANDLE, CK_OBJECT HANDLE, CK_BYTE *);

926 CK_RV obj ect _ngr_add( SESSI ON *,
927 CK_ATTRI BUTE *, CK_ULONG CK_OBJECT_HANDLE *);

929 CK_RV obj ect _ngr_add_t o_nmap( SESSI ON *, OBJECT *, CK_OBJECT_HANDLE *);

931 CK_RV obj ect _ngr_add_t o_shnm( OBJECT *);
932 CK_RV obj ect _ngr_del _from shnm OBJECT *);

934 CK_RV obj ect _ngr_copy( SESSI ON *,

935 CK_ATTRI BUTE *, CK_ULONG CK_OBJECT_HANDLE,
936 CK_OBJECT_HANDLE *);

938 CK_RV obj ect _ngr_create_final (SESSI ON *,

939 OBJECT *, CK_OBJECT_HANDLE *);

941 CK_RV obj ect _ngr_create_skel (SESSI ON *,
942 CK_ATTRI BUTE *, CK_ULONG, CK_ULONG,
943 CK_ULONG, CK_ULONG, OBJECT *¥);
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945 CK_RV obj ect _ngr _destroy_obj ect (SESSI ON *, CK_OBJECT_HANDLE) ;
947 CK_RV obj ect _ngr_destroy_t oken_obj ect s( TSS_HCONTEXT) ;

949 CK_RV obj ect _ngr_find_i n_nmapl( TSS_HCONTEXT, CK_OBJECT_HANDLE, OBJECT **);
951 CK_RV obj ect _ngr_find_i n_nmap2( TSS_HCONTEXT, OBJECT *, CK_OBJECT_HANDLE *);

953 CK_RV obj ect _nmgr_find_init(SESSION *, CK_ATTRI BUTE *, CK_ULONG;
955 CK_RV object_ngr_find_build_list(SESSION *,

956 CK_ATTRI BUTE *,

957 CK_ULONG,

958 DL_NOCDE *

959 CK_BBOOL pubI ic_only);

961 CK_RV obj ect _ngr_find_final (SESSION *);
963 CK_RV obj ect _ngr_get _attribute_val ues( SESSI ON *,

964 CK_OBJECT HANDLE,
965 CK_ATTRI BUTE *,
966 CK_ULONG) ;

968 CK_RV obj ect _ngr_get _obj ect _si ze( TSS_HCONTEXT, CK_OBJECT_HANDLE,
969 CK_ULONG *);

971 CK_BBOOL obj ect _ngr_i nval i dat e_handl e1( CK_OBJECT_HANDLE handl e) ;
973 CK_BBOCL obj ect _ngr_i nval i dat e_handl e2( OBJECT *);

975 CK_BBOOL obj ect _ngr_purge_sessi on_obj ect s(SESSI ON *, SESS OBJ_TYPE) ;

977 CK_BBOCL obj ect _nmgr _pur ge_t oken_obj ect s( TSS_HCONTEXT) ;

979 CK_BBOOL obj ect _ngr_purge_pri vate_t oken_obj ect s( TSS_HCONTEXT) ;
981 CK_RV obj ect _ngr_renove_from map( CK_OBJECT_HANDLE) ;

983 CK_RV obj ect _ngr_restore_obj (CK_BYTE *, OBJECT *);

985 CK_RV obj ect_ngr_set_attribute_val ues(SESSI ON *,

986 CK_OBJECT HANDLE,
987 CK_ATTRI BUTE *,
988 K ULONG) ;

990 CK_BBOCL obj ect _ngr _purge_map( SESSI ON *, SESS_OBJ_TYPE);
992 CK_RV obj ect _create( CK_ATTRI BUTE *, CK_ULONG, OBJECT **);
994 CK_RV obj ect _create_skel (CK_ATTRI BUTE *,

995 CK_ULONG

996 CK_ULONG

997 CK_ULONG,

998 CK_ULONG,

999 OBJECT **);

1001 CK_RV obj ect _copy(CK_ATTRI BUTE *,
1002 CK_ULONG,

1003 OBJECT *,

1004 OBJECT **);

1006 CK_RV Obj ect _fl atten((BJECT *,
1007 BYTE *
1008 CK ULONG_ 32 *);
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CK_BBOOL obj ect_free(OBJECT *);

CK_RV obj ect _get _attribute_val ues( OBJECT *,
CK_ATTRI BUTE *,
CK_ULONG) ;

CK_ULONG obj ect _get _si ze( OBJECT *);
CK_RV Obj ect restore(CK BYTE *,
OBJECT *
CK_BBOOL repI ace);

CK_RV obj ect _set _attribute_val ues( OBJECT *,
CK_ATTRI BUTE *,

CK_ULONG) ;

CK_BBOOL obj ect _i s_nodi fiabl e(OBJECT *)
CK_BBOOL obj ect _i s_private(OBJECT *);
CK_BBOOL obj ect _i s_public(OBJECT *);
CK_BBOOL obj ect _i s_t oken_obj ect (OBJECT *);
CK_BBOOL obj ect_i s_sessi on_obj ect (OBJECT *);

CK_BBOOL is_attribute_defined(CK_ATTRI BUTE_TYPE) ;

CK_RV tenpl ate_add_attri but es( TEMPLATE *,
CK_ATTRI BUTE *, CK_ULONG);

CK_RV tenpl ate_add_defaul t _attri but es( TEMPLATE *,
CK_ULONG
CK_ULONG
CK_ULONG) ;

CK_BBOOL tenplate_attribute_find( TEMPLATE *,
CK_ATTRI BUTE_TYPE, CK_ATTRI BUTE **);

void tenplate_attribute_find_multiple( TEMPLATE *,
ATTRI BUTE_PARSE_LI| ST *,

K ULONG) ;

CK_BBOCOL tenpl ate_check_exportability( TEMPLATE *, CK_ATTRI BUTE_TYPE type);

CK_RV terrpl ate_check_required_attributes( TEMPLATE *,
CK_ULONG, CK_ULONG, CK_ULONG);

CK_RV tenpl at e_check_required_base_attribut es( TEMPLATE *,
CK_ULONG) ;

CK_BBOOL tenpl at e_conpar e( CK_ATTRI BUTE *,
CK_ULONG, TEMPLATE *);

CK_RV tenpl at e_copy( TEMPLATE *, TEMPLATE *);
CK_RV tenpl ate_flatten( TEMPLATE *, CK_BYTE *);
CK_RV tenpl ate_free( TEMPLATE *);

CK_BBOOL tenpl ate_get _cl ass( TEMPLATE *, CK_ULONG *, CK_ULONG *);

CK_ULONG t enpl at e_get _count (TEMPLATE *);

CK_ULONG tenpl ate_get _si ze( TEMPLATE *);
CK_ULONG tenpl at e_get _conpressed_si ze( TEVMPLATE *);

CK_RV tenpl ate_set _defaul t _common_attri but es( TEMPLATE *);
CK_RV tenpl at e_nerge( TEMPLATE *, TEMPLATE **)
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1077 CK_RV tenpl ate_update_attribute( TEMPLATE *, CK_ATTRI BUTE *);
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RV tenpl ate_unfl atten( TEMPLATE **, CK BYTE *, CK_ULONG;

RV tenpl ate_val i date_attri but e( TEMPLATE *
CK_ATTRI BUTE *, CK_ULONG, CK_ULONG, oK _ULONG) ;

RV terrpl ate_val idate_attributes(TEMPLATE *,
CK_ULONG, CK_ULONG, CK_ULONG);

RV tenpl ate_val i dat e_base_at tri but e( TEMPLATE *,

CK_ATTRI BUTE *,  CK_ULONG) ;
TA OBJECT ROUTI NES
dat a_obj ect _check_required_attributes(TEMPLATE *, CK_ULONG) ;
dat a_obj ect _set _defaul t _attributes( TEMPLATE *, CK_ULONG);
RTI FI CATE ROUTI NES
cert_validate_attribute( TEMPLATE *, CK ATTRIBUTE *, CK_ULONG;

cert_x509_check_required_attributes(TEMPLATE *, CK UL(J\IG);
cert_x509 set _defaul t _attributes( TEMPLATE *, CK_UL

cert_vendor _check_required_attributes( TEMPLATE *, CK_UL

B

ROUTI NES

key_obj ect _check_required_attributes( TEMPLATE *, CK ULO\IG)
key_obj ect _set _defaul t _attribut es( TEMPLATE *, CK_ UL

publ _key_check_required_attributes( TEMPLATE *, CK ULO\JG);
publ _key_set _defaul t _attributes( TEMPLATE *, CK_UL

priv_key_check_required_attributes(TEMPLATE *, CK_ULONG;
priv_key_set_default attribut es(TEMPLATE *, CK_ULONG ;
priv_key_unw ap( TEMPLATE *, CK ULONG CK_BYTE *, CK_ULONG);

CK_BBOOL secret_key_check_exportability(CK_ATTRI BUTE_TYPE type);
secret _key_check_required_attributes( TEMPLATE *, CK_ULONG);
secret _key_set_default _attri butes( TEMPLATE *, oK _ULONG) ;
secret _key_unw ap( TEMPLATE *, CK_ULONG, CK_BYTE *, CK_ ULO\IG.

CK_BBOOL fronend);
secret _key_validate_attribute( TEMPLATE *, CK_ATTRI BUTE *,

CK_ULONG) ;

_‘
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o
c
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>
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rsa_publ _check_required_attributes(TEMPLATE *, CK_ULONG ;

rsa_publ _set _default_attribut es( TEMPLATE T CK UL

CK_BBOOL rsa_priv_check_exportability(CK _ATTRI BUTE TYPE type);
rsa_priv_check_requi ired_attributes(TEMPLATE *, CK_ULONG);
rsa_priv_ “set_defaul t_attributes( TEMPLATE *, CK_ULONG);

22232 232

rsa_priv_unw ap( TEMPLATE *, CK_BYTE *, CK_ULONG ;

publ “key val Tdate_attri but e( TEWPLATE *, CK ATTRI BUTE *, CK_ULONG) ;

priv_key validate_attribute( TEVPLATE *, CK_ATTRIBUTE *, CK_ULONG);

rsa_publ _val i dat e_at tri but e( TEMPLATE *, CK_ATTRI BUTE *, CK_ULONG) ;

rsa_priv_validate_attribute( TEMPLATE *, CK_ATTRI BUTE *, CK_ULONG) ;
rsa_priv_w ap_get_data( TEMPLATE *, CK_BBOOL, CK_BYTE **, CK_ULONG

dat a_obj ect _val i date_attri but e( TEMPLATE *, CK_ATTRI BUTE *, CK_ULONG) ;

cert_x509 val i date_attri but e( TEMPLATE *, CK ATTRI BUTE *, CK_ULONG) ;
ONG) ;
cert_vendor _val i date_attri but e( TEMPLATE *, CK_ATTRI BUTE *, oK _ULONG) ;

key_obj ect _val i date_attri but e( TEMPLATE *, CK_ATTRI BUTE *, CK_ULONG) ;

*)s
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/| Generic secret key routines
CK_RV generic_secret_check_required_attributes( TEMPLATE *, CK ULO\IG)
CK_RV generic “secret_set_defaul t _attributes( TEMPLATE *, CK_UL

CK_RV generic “secret_val idate_attri bute( TEMPLATE *, CK_ATTRI BUTE *, CK_ULONG) ;

CK_RV generic_secret_wap_ get “dat a( TEMPLATE *, CK_BBOOL,
CK_BYTE **, CK_ULONG *);

CK_RV generic_secret_unw ap( TEMPLATE *, CK_BYTE *, CK_ULONG CK_BBOOL fronend);

CK_RV tpm encrypt _dat a(TSS HCONTEXT,
TSS_HKEY, CK_BYTE *, CK_ULONG CK_BYTE *, CK_ULONG *);

CK_RV t pm decrypt _dat a( TSS_HCONTEXT,
TSS_HKEY, "CK_BYTE *, CK_ULONG, CK_BYTE *, CK_ULONG *);

CK_ULONG ber _encode_I NTEGER( CK_BBOOL,
CK_BYTE **, CK_ULONG *, CK_BYTE *, CK_ULONG;

CK_RV ber _decode_I NTEGER( CK_BYTE *,
_ BYTE **, CK_ULONG *, CK_ULONG *);

CK_RV ber _encode_OCTET_STRI N CK_BBOOL,

_BYTE **, CK_ULONG *, CKBYTE*, CK_ULONG) ;

CK_RV ber _decode_OCTET_STRI NG( CK_BYTE *,
_BYTE **, CK_ULONG *, CK_ULONG *);

CK_RV ber _encode_SEQUENCE( CK_BBOOL,
_BYTE **, CK_ULONG *, CK_BYTE *, CK_ULONG;

CK_RV ber _decode_SEQUENCE( CK_BYTE *
CK_BYTE **, CK_ULONG *, CK_ULO\IG *);

CK_RV ber _encode_Pri vat eKeyl nf o( CK_BBOOL,
CK_BYTE **, CK_ULONG *, CK_BYTE *,
CK_ULONG, CK_BYTE *, CK_ULONG;

CK_RV ber _decode_Pri vat eKeyl nf o( CK_BYTE *,
CK_ULONG, CK_BYTE **, CK_ULONG *, CK_BYTE **);
CK_RV ber _encode_RSAPri vat eKey( CK_BBOCL,
CK_BYTE **, CK_ULONG *, CK_ATTRI BUTE *
CK_ATTRI BUTE *, CK_ATTRIBUTE *, CK_ATTRIBUTE *
CK_ATTRI BUTE *, CK_ATTRI BUTE *, CK_ATTRI BUTE *
CK_ATTRI BUTE *);

CK_RV ber _decode_RSAPri vat eKey( CK_BYTE *
CK_ULONG, CK_ATTRI BUTE **, CK_. ATTRI BUTE o
CK_ATTRI BUTE **, CK_ATTRI BUTE **, CK_ATTRI BUTE **,
CK_ATTRI BUTE **, CK_ATTRI BUTE **, CK_ATTRI BUTE **);

CK_RV ber _encode_DSAPri vateKey(CK BBOOL,
CK_BYTE **, CK_ULONG *, CK_ATTRI BUTE *
CK_ATTRI BUTE *, CK_ATTRI BUTE *, CK_ATTRI BUTE *);

CK_RV ber _decode_DSAPri vat eKey( CK_BYTE *
CK_ULONG, CK_ATTRI BUTE **, CK_. ATTRI BUTE *x
CK_ATTRI BUTE **, CK_ATTRI BUTE **);

#define APPID  "TPM STDLL"

/* log to stdout */

#define LogMessage(dest, priority, layer, fmt, ...) \
(voi d) fprlntf(dest "o5 Us s " fmt "\'n",

(char *)layer, (char *)__FILE_ ,\

(char *)priority,

\
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(int)__LINE__, __ VA ARGS_);

#defi ne LogMessagel(dest, priority, layer, data) \
(void) fprintf(dest, "% % %:% %\n", priority, layer, __FILE , \
__LINE__, data);

/* Debug | ogging */

#i f def DEBUG

#def i ne LogDebug(fnt, .) LogMessage(stdout, "LOG DEBUG', APPID, \
fm, __VA ARGS )

#defi ne LogDebugl(data) LogMessagel(stdout, "LOG DEBUG', APPID, data)

/* Error |ogging */

#define LogError(fnt, .) LogMessage(stderr, "LOG ERR', APPID,\
"ERROR: " fnt, VA ARGS_ )

#defi ne LogErrorl(dat a) LogMessagel(stderr, "LOG ERR', APPID,\

ERROR " data)

/* \Warn | ogging */
#define LogWarn(fnt, ...) LogMessage(stdout, "LOG WARNI NG', APPID,\
"WARNING " fmt, VA ARGS )

"LOG_WARNI NG', APPI D, \

#def i ne LogW&rnl(dat a) LogMessagel(stdout,
WARNING " dat a)
/* Info Logging */
#define Loglnfo(fnt,
fnt, __VA ARGS_

.) LogMessage(stdout, "LOG |NFO', APPID,\
)

#define Loglnfol(data) LogMessagel(stdout, "LOG |INFO', APPID, data)

#define st_err_log(...) LogMessage(stderr, "ST MSG', APPID,\
", __VA ARGS )
#el se

#defi ne LogDebug(...)
#defi ne LogDebugl(...)
#define LogBlob(...)
#define LogError(...)
#define LogErrorl(...)
#define LogWarn(...)
#define LogWarnl(...)
#define Loglnfo(...)
#define Loglnfol(...)
#define st_err_log(...)

#endi f
/*
* CK_FUNCTION_LIST is a structure holding a Cryptoki spec
* version and pointers of appropriate types to all the
* Cryptoki functions
*
/
/* CK_FUNCTION_LIST is new for v2.0 */

typedef CK_RV

(CK_PTR ST_C_ Initialize)

(void *ppFunctionList, CK SLOT_ID slotlD, CK CHAR PTR pCorrelator);
typedef CK_RV

(CK_PTR ST_C Finalize)

(CK_VO D_PTR pReserved);
typedef CK_RV

(CK_PTR ST_C Terminate)();
typedef CK_RV

(CK_PTR ST_C Getlnfo)
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1274 (CK_I NFO_PTR pl nfo);

1275 typedef CK_RV

1276 (CK_PTR ST_C Get Functi onLi st)

1277 ( CK_FUNCTI ON_LI ST_PTR_PTR ppFunct i onLi st);
1278 typedef CK_RV

1279 (CK_PTR ST_C GCetSlotlList)

1280 (CK_BBOOL tokenPresent, CK_SLOT_ID PTR pSlotList,
1281 CK_ULONG_PTR pusCount) ;

1282 typedef CK_RV

1283 (CK_PTR ST_C GetSlotlnfo)

1284 (CK_SLOT_ID slotID, CK SLOT_INFO PTR plnfo);
1285 typedef CK_RV

1286 (CK_PTR ST_C Get Tokenl nf 0)

1287 (CK_SLOT_ID slotID, OK TOKEN | NFO PTR plnfo);
1288 typedef CK_RV

1289 (CK_PTR ST_C Get Mechani snii st)

1290 (CK_SLOT_I D slotl D, CK_MECHANI SM TYPE_PTR pMechani snii st,
1291 CK_ULONG_PTR pusCount) ;

1292 typedef CK_RV

1293 (CK_PTR ST_C _Get Mechani sl nf 0)

1294 (CK_SLOT_I D slotl D, CK_MECHANI SM TYPE type,
1295 CK_NMECHANI SM | NFO _PTR pl nfo);

1296 typedef CK_RV

1297 (CK_PTR ST_C I nitToken)

1298 (CK_SLOT_I D slotl D, CK_CHAR PTR pPin, CK_ULONG usPinLen,
1299 CK_CHAR _PTR pLabel );

1300 typedef CK_RV

1301 (CK_PTR ST_C InitPIN

1302 (ST_SESSI ON_T hSession, CK_CHAR PTR pPin,
1303 CK_ULONG usPi nLen) ;

1304 typedef CK_RV

1305 (CK_PTR ST_C SetPIN)

1306 ( ST_SESSI ON_T hSessi on, CK_CHAR PTR pd dPi n,
1307 CK_ULONG usQ dLen, CK_ CHAR PTR pNewPi n,

1308 CK_ULONG usNewLen)

1310 typedef CK_RV

1311 (CK_PTR ST_C OpenSessi on)

1312 (CK_SLOT_ID slotID, CK FLAGS fl ags,

1313 CK_SESSI ON_HANDLE_PTR phSessi on) ;

1315 typedef CK_RV

1316 (CK_PTR ST_C O oseSessi on)

1317 (ST_SESSI ON_T hSessi on) ;

1318 typedef CK_RV

1319 (CK_PTR ST_C d oseAll Sessi ons)

1320 (CK_SLOT_ID slotlD);

1321 typedef CK_RV

1322 (CK_PTR ST_C Get Sessi onl nf 0)

1323 (ST_SESSI ON_T hSessi on, CK_SESSI ON_I NFO_PTR pl nfo);
1324 typedef CK_RV

1325 (CK_PTR ST_C GetQperationState)

1326 ( ST_SESSI ON_T hSessi on, CK_BYTE_PTR pQperati onSt at e,
1327 CK_ULONG_PTR pul Oper ati onStat eLen) ;

1328 typedef CK_RV

1329 (CK_PTR ST_C Set QperationState)

1330 (ST_SESSI ON_T hSessi on, CK_BYTE_PTR pQperati onStat e,
1331 CK_ULONG ul Oper at i onSt ateLen

1332 CK_OBJECT_HANDLE hEncrypt i onKey,

1333 CK_OBJECT_HANDLE hAut hent i cat i onKey) ;

1334 typedef CK_RV

1335 (CK_PTR ST_C Login) (ST_SESSION_T hSessi on,
1336 CK_USER_TYPE user Type, CK_CHAR_PTR pPi n,

1337 CK_ULONG usPi nLen);

1338 typedef CK_RV

1339 (CK_PTR ST_C Logout) (ST_SESSION_T hSession);
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1340 typedef CK_RV

1341 (CK_PTR ST_C Createnject)

1342 (ST_SESSI ON_T hSessi on, CK_ATTRI BUTE_PTR pTenpl at e,
1343 CK_ULONG usCount, CK CBJECT_HANDLE_PTR phQbj ect) ;
1345 typedef CK_RV

1346 (CK_PTR ST_C Copy(bj ect)

1347 (ST_SESSI ON_T hSessi on, CK_OBJECT_HANDLE h(bj ect,
1348 CK_ATTRI BUTE_PTR pTean ate, CK_ULONG usCount,

1349 CK_OBJECT_HANDLE_PTR phNew(bj ect ) ;

1350 typedef CK_RV

1351 (CK_PTR ST_C DestroyQoject)

1352 (ST_SESSI ON_T hSessi on, CK_OBJECT_HANDLE hbj ect);
1353 typedef CK_RV

1354 (CK_PTR ST_C Get (hj ect Si ze)

1355 (ST_SESSI ON_T hSessi on, CK_OBJECT_HANDLE hvj ect,
1356 CK_ULONG_PTR pusSi ze);

1357 typedef CK_RV

1358 (CK_PTR ST_C GetAttributeVal ue)

1359 (ST_SESSI ON_T hSession, CK_OBJECT_HANDLE hOpj ect,
1360 CK_ATTRI BUTE_PTR pTean ate, CK_ULONG usCount);
1361 typedef CK_RV

1362 (CK_PTR ST_C SetAttributeVal ue)

1363 (ST_SESSI ON_T hSessi on, CK_OBJECT_HANDLE hvj ect,
1364 CK_ATTRI BUTE_PTR pTean ate, CK_ULONG usCount);
1365 typedef CK_RV

1366 (CK_PTR ST_C Fi ndQoj ectslnit)

1367 (ST_SESSI ON_T hSessi on, CK_ATTRI BUTE_PTR pTenpl at e,
1368 CK_ULONG usCount ) ;

1369 typedef CK_RV

1370 (CK_PTR ST_C Fi ndOoj ects)

1371 (ST_SESSI ON_T hSessi on,

1372 CK_OBJECT_HANDLE_PTR pthJ ect, CK_ULONG usMaxQbj ect Count,
1373 CK_ULONG _PTR pusChj ect Count ) ;

1374 typedef CK_RV

1375 (CK_PTR ST_C Fi ndj ect sFi nal )

1376 (ST_SESSI ON_T hSessi on);

1377 typedef CK_RV

1378 (CK_PTR ST_C Encryptlnit)

1379 (ST_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
1380 CK_OBJECT_HANDLE hKey) ;

1381 typedef CK_RV

1382 (CK_PTR ST_C Encrypt)

1383 (ST_SESSI ON_T hSessi on, CK_BYTE_PTR pbDat a,

1384 CK_ULONG usDat aLen, CK_BYTE_PTR pEncrypt edDat a,
1385 CK_ULONG_PTR pusEncrypt edDat aLen);

1386 typedef CK_RV

1387 (CK_PTR ST_C Encrypt Update)

1388 (ST_SESSI ON_T hSession, CK_BYTE_PTR pPart,

1389 CK_ULONG usPartlLen, CK_BYTE_PTR pEncrypt edPart
1390 CK_ULONG_PTR pusEncryptedPart Len);

1391 typedef CK_RV

1392 (CK_PTR ST_C EncryptFinal)

1393 ( ST_SESSI ON_T hSessi on,

1394 CK_BYTE_PTR plLast Encrypt edPart,

1395 CK_ULONG_PTR puslLast Encrypt edPart Len);

1396 typedef CK_RV

1397 (CK_PTR ST_C Decryptlnit)

1398 (ST_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
1399 CK_OBJECT_HANDLE hKey) ;

1400 typedef CK_RV

1401 (CK_PTR ST_C Decrypt)

1402 (ST_SESSI ON_T hSessi on, CK_BYTE_PTR pEncrypt edDat a,
1403 CK_ULONG usEncrypt edDat aLen, CK_BYTE_PTR pbDat a,
1404 CK_ULONG_PTR pusDat aLen) ;

1405 typedef CK RV
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t ypedef

t ypedef

t ypedef

t ypedef

t ypedef

typedef

typedef

t ypedef

typedef

typedef

typedef

typedef

t ypedef

typedef

t ypedef

(CK_PTR ST_C Decrypt Updat e)

(ST_SESSI ON_T hSessi on, CK_BYTE_PTR pEncrypt edPart,
_ ULONG usEncrypt edPartLen CK_BYTE_PTR pPart,

_ULONG_PTR pusPart Len);

_RV

( PTR ST_C DecryptFinal)

SESSI ON_T hSessi on, CK_BYTE_PTR plLast Part

LONG _PTR pusLast PartLen)

29532985
2y

(. PTR ST_C Digestlnit)
“SESSI ON_T hSessi on,
__VECHANI SM PTR pMschanl sm;

4%
(/J'U

2

PTR ST_C Di gest)

“SESSI ON_T hSession, CK BYTE_PTR pData,
_ ULONG usDat aLen, CK_BYTE_PTR pDi gest,
_ULONG_PTR pusDi gest Len) ;

939@@29

2

( PTR ST_C Di gest Updat e)
“SESSI ON_T hSession, CK _BYTE_PTR pPart,
ONG usPart Len);

i

( PTR ST_C Di gest Key)
“SESSI ON_T hSessi on, CK_OBJECT_HANDLE hKey) ;

739
920"y

( PTR ST_C DigestFinal)
“SESSI ON_T hSessi on, CK_BYTE_PTR pDi gest,
ONG_PTR pusDi gest Len)

( PTR ST_C Signlnit)
“SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
ECT_HANDLE hKey) ;

998
Eng

(. PTR ST_C_Sign)

T SESSI ON_T hSessi on, CK_BYTE_PTR pDat a,
ULONG usDat aLen, CK_BYTE_PTR pSi gnat ure,
ONG_PTR pusSi gnat urelLen);

a7
cl,o3E

_ PTR ST_C_Si gnUpdat e)
ESSI ON'T hSession, CK_BYTE_PTR pPart,
ONG usPartLen);

29
e

( PTR ST_C Si gnFinal)
ESSI ON_T hSessi on, CK_BYTE_PTR pSi gnat ure,
ONG_PTR pusSi gnat urelLen);

9
2y

( PTR ST_C_Si gnRecoverlnit)
ESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
ECT_HANDLE hKey) ;

ngn

( PTR ST_C_Si gnRecover)

" SESSI ON_T hSessi on, CK_BYTE_PTR pDat a,
ULONG usDat aLen, CK_BYTE_PTR pSi gnat ure,
ONG_PTR pusSi gnat ureLen) ;

Elgl_[/)'ﬂ

_ PTR ST_C Verifylnit)
ESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
ECT_HANDLE hKey);

agmn

( PTR ST_C Verify)
ESSI ON_T hSession, CK BYTE_PTR pData,
ULONG usDat aLen, CK_BYTE_PTR pSi gnat ure,
_ULONG usSi gnat ureLen)
_RV
PTR ST_C Veri fyUpdat e)
T _SESSI ON_T hSessi on, CK_BYTE PTR pPart,

3382993893382 953893 009
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1472
1473
1474
1475
1476
1477
1478
1479
1480
1481
1482
1483
1484
1485
1486
1487
1488
1489
1490
1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516
1517
1518
1519
1520
1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537

t ypedef

t ypedef

t ypedef

t ypedef

t ypedef

typedef

t ypedef

t ypedef

t ypedef

t ypedef

typedef

t ypedef

t ypedef

CK_ULONG usPartLen);

CK_RV

PTR ST_C VerifyFinal)

“SESSI ON_T hSessi on, CK_BYTE_PTR pSi gnat ure,
_ ULONG usSi gnat ureLen)

"Xag
2

( PTR ST_C VerifyRecoverlnit)
"SESSI ON_T hSession, CK_MECHANI SM PTR pMechani sm
ECT_HANDLE hKey) ;

e

( PTR ST_C VerifyRecover)

“SESSI ON_T hSessi on, CK_BYTE_PTR pSignature,
ONG usSi gnatureLen CK_BYTE_PTR pDat a,
ONG_PTR pusDat aLen) ;

rgl_(/)Tl

9@99@@89@@

%)
=
[

_ PTR ST_C Di gest Encrypt Updat e)

“SESSI ON_T hSessi on, CK_BYTE_PTR pPart,

_ ULONG ul PartLen, CK_BYTE_PTR pEncrypt edPart
LONG_PTR pul Encrypt edPart Len);

EC

( PTR ST_C Decrypt Di gest Updat e)

ESSI ON_T hSession, CK_BYTE_PTR pEncryptedPart,
ONG ul Encrypt edPartLen CK_BYTE_PTR pPart,
ONG_PTR pul Part Len);

lgr_(/)'U

;99@@399

R
I_I_U)'U

( PTR ST_C_Si gnEncr ypt Updat e)

“SESSI ON_T hSessi on, CK_BYTE_PTR pPart,

ONG ul PartLen, CK_BYTE_PTR pEncrypt edPart
ONG_PTR pul Encrypt edPart Len);

32829958
I_I_UJTIQC

( PTR ST_C Decrypt Veri fyUpdat e)

ESSI ON_T hSession, CK_BYTE_PTR pEncrypt edPart,
ONG ul Encrypt edPart Len, CK_BYTE_PTR pPart,
ONG_PTR pul PartLen);

RRKR
2CC|

_ PTR ST_C Gener at eKey)

T SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
TRI BUTE_PTR pTean ate, CK_ULONG usCount,
ECT_HANDLE_PTR phKey);

22953
2@4:%

K

TR ST_C Gener at eKeyPai r)

T_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
__ATTRI BUTE_PTR pPubl i cKeyTenpl at e,
CULONG usPubl i cKeyAt tri but eCount,
CATTRI BUTE_PTR pPri vat eKey Tenpl at e,
_ULONG usPri vat eKeyAt t ri but eCount ,
_OBJECT_HANDLE_PTR phPri vat eKey,
COBJECT_HANDLE_PTR phPubl i cKey) ;

n

9999999

RV

(. PTR ST_C_W apKey)

T_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm

_ OBJECT_HANDLE hW appi ngKey, CK_OBJECT_HANDLE hKey,
CBYTE_PTR pW appedKey, CK_ULONG PTR pusW appedKeylLen);
RV

A8

QQQ

(CK_PTR ST_C Unwr apKey)

(ST_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm
CK_OBJECT_HANDLE hUnwr appi ngkey, CK_BYTE_PTR pW appedKey,
CK_ULONG usW appedKeyLen, CK_ATTRI BUTE_PTR pTenpl at e,
CK_ULONG usAt tribut eCount, CK_OBJECT_HANDLE PTR they);
CK_RV

(CK_PTR ST_C DeriveKey)

(ST_SESSI ON_T hSessi on, CK_MECHANI SM PTR pMechani sm

_ OBJECT_HANDLE hBaseKey CK_ATTRI BUTE_PTR pTenpl at e,
CULONG usAttributeCount, CK_OBJECT_HANDLE PTR they)
"RV
_PT

§g99

R ST_C SeedRandon)
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1538
1539
1540
1541
1542
1543
1544
1545
1546
1547
1548
1549
1550
1551

1552
1553
1554
1555

1556
1557

1561

1563
1564

1566
1567
1568
1569
1570
1571

1573
1574
1575
1576
1577
1578
1579

1581
1582
1583
1584
1585
1586
1587
1588
1589

1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603

t ypedef

t ypedef

t ypedef

t ypedef

t ypedef

struct

(ST_SESSI ON_T hSession, CK_BYTE_PTR pSeed,
CK_ULONG usSeedLen);

CK_RV

PTR ST_C_Gener at eRandomn)

4%

__ULONG usRandonLen) ;

RV

PTR ST_C_Get Functi onSt at us)
~SESSI ON_T hSessi on) ;

3598

Q
2y

(. PTR ST_C Cancel Functi on)
“SESSI ON_T hSession);

2845

0
1
0y

_ PTR ST_Notify)
ESSI ON_T hSessi on, CK_NOTI FI CATI ON event
D _PTR pApplicati on)

22A%
02320
U )>

R ST_C_Wai t For Sl ot Event)
GS flags, CK _SLOT_ID PTR pSlot,
PTR pReserved);

23

ST_FCN_LI ST {

ST_Clnitialize ST_Initialize;
ST_C_F alize ST_Finalize;

ST_C_Get Tokenl nfo ST_Get Tokenl nf o;
ST_C_Get Mechani snii st ST_Get Mechani snii st;
t Mechani sml nf o ST_Get Mechani sni nf o;
t Token ST_InitToken;
tPIN ST_InitPIN

ST
ST i
ST_ i _

tPIN ST_Set PI N,

Ge
1 ni
I ni
ST_C Se

> OpenSessi on ST_OpenSessi on;

Cl oseSessi on ST_C oseSessi on;

Cet Sessi onl nfo ST_Get Sessi oni nf 0;

Get Operati onState ST_Cet Operati onSt at e;
Set QperationState ST_Set Operati onSt at e;
ST_C Logi n ST_Logi n;

ST_C Logout ST_Logout;

C_
C_
C_
C_
ST_C
ST _C
ST_C_
ST_C_
ST C_
C
ST_C Create(nj ect ST_Create(bject;
ST_C Copyhj ect ST_Copyj ect ;
ST_C DestroyObj ect ST_DestroyQbj ect;
ST_C Get Obj ect Si ze ST_Get Obj ect Si ze;
ST C GetAttributeVval ue ST GetAttri but eVal ue;
ST_C Set AttributeVal ue ST _SetAttributeVal ue;
ST_C FindObj ectslnit ST_Fi ndObj ectslnit;
ST_C_Fi ndObj ects ST_Fi ndObj ects;
ST_C_Fi ndQbj ect sFi nal ST_Fi ndObj ect sFi nal ;

ST_C Encryptlnit ST _Encryptlnit;
ST_C _Encrypt ST_Encrypt;

ST_C Encrypt Update ST Encrypt Updat e;
ST_C_Encrypt Final ST_EncryptFinal ;
ST_C Decryptlnit ST Decryptlnit;
ST_C Decrypt ST_Decrypt;

ST_C Decrypt Update ST Decrypt Updat e;
ST_C Decrypt Fi nal ST_Decrypt Final ;
ST _C Digestlnit ST Digestlnit;
ST_C_Di gest ST_Di gest;

ST_C Di gest Updat e ST_| Di gest Updat e;
ST_C Di gest Key ST_Di gest Key;

T_SESSI ON_T hSessi on, CK_BYTE_PTR pRandonDat a,
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1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615
1616
1617
1618
1619
1620
1621
1622
1623
1624
1625
1626
1627
1628
1629

ST_C_DigestFinal ST_DigestFinal;

ST_C Signlnit ST _Signinit;

ST_C Sign ST _Sign;

ST_C _Si gnUpdat e ST_Si gnUpdat e;

ST_C Si gnFinal ST_SignFinal ;

ST_C SignRecoverlnit ST_Si gnRecoverI nit;

ST_C Si gnRecover ST_Si gnRecover ;

ST C Verifylnit ST Verifylnit;

ST_C Verify ST Verify;

ST _C VerifyUpdate ST VerifyUpdate;

ST _C VerifyFinal ST VerifyFinal;

ST_C VerifyRecover|nit ST_VerifyRecoverInit

ST_C VerifyRecover ST_VerifyRecover;

ST_C_Di gest Encrypt Updat e ST_Di gest Encr ypt Updat e;
ST_C Decrypt Di gest Updat e ST Decr ypt Di gest Updat e;
ST_C_Si gnEncrypt Updat e ST_Si gnEncr ypt Updat e;
ST_C Decrypt VerifyUpdate ST_Decrypt Veri fyUpdate;
ST_C Gener at eKey ST_Gener at eKey;

ST_C Gener at eKeyPai r ST_Gener at eKeyPai r;

ST_C WapKey ST W apKey;

ST_C Unwr apKey ST_Unw apKey;

ST_C DeriveKey ST DeriveKey;

ST_C SeedRandom ST_SeedRandom

ST_C _Gener at eRandom ST_Gener at eRandom

ST_C Get FunctionStatus ST_Get Functi onSt at us;
ST_C_Cancel Functi on ST_Cancel Functi on;

1630 };
__unchanged_portion_onitted_



