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1/*

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.
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61 extern

distributing Covered Code,
and include the License file at
pplicable,

rmation: Portions Copyright [yyyy]

HEADER END

right 2010 Sun Mcrosystens, Inc. All
is subject to license terms.

_PRIV.H_
PRIV H_

e <sys/priv.h>

__cplusplus

T
PRI V_STR_PORT 0x00
PRIV_STR LIT 0x01
PRI V_STR_SHORT 0x02

PRI V_ALLSETS ((priv_ptype_t)0)

ary functions prototype.

int setppriv(priv_op_t, priv_ptype_t,
int getppriv(priv_ptype_t, priv_set_t *);
int setpflags(uint_t, uint_t);

uint _t getpflags(uint_t);

include this CDDL HEADER in each

usr/src/ OPENSOLARI S. LI CENSE.
add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with
[name of copyright owner]

your own identifying

Copyright 2014 Garrett D Anpre <garrett @anore. org>

rights reserved.

/* portabl e output */
/* literal output */
/* shortest output */

/* for priv_set() */

const priv_set_t *);

const priv_inpl_info_t *getprivinplinfo(void);

int priv_set(priv_op_t,
bool ean_t priv_ineffect(const char *)

priv_set_t *priv_str_to_set(const char *,
char *priv_set_to_str(const priv_set_t *,

int priv_getbynane(const char *);
const char *priv_getbynun(int);

int priv_getsetbynane(const char *);
const char *priv_getsetbynun(int);

priv_ptype_t, ...);

const char *,
char, int);

const char **);
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extern

extern
extern

extern
extern
extern
#endi f
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern
extern

#i f def
}

#endi f
#endi f

char *priv_gettext(const char *);

priv_set_t *priv_allocset(void);
void priv_freeset(priv_set_t *);

void priv_enptyset(priv_set_t *);
voi d priv_basicset(priv_set_t *);
void priv_defaul tset(priv_set_t *);
/* 1 codereview */

void priv_fillset(priv_set_t *);
bool ean_t priv_isenptyset(const priv_set_t *);

bool ean_t priv_isfullset(const priv_set_t *);

bool ean_t priv_isequal set(const priv_set_t *, const priv_set_t *);
bool ean_t priv_issubset(const priv_set_t *, const priv_set_t *);
void priv_intersect(const priv_set_t *, priv_set_t *);

void priv_union(const priv_set_t *,
void priv_inverse(priv_set_t *);
int priv_addset(priv_set_t *, const char *);

void priv_copyset(const priv_set_t *, priv_set_t *);
int priv_delset(priv_set_t *, const char *);
bool ean_t priv_i smenber(const priv_set_t *,

priv_set_t *);

const char *);

__cpluspl us

/* PRIV.H */
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new usr/src/lib/libc/inc/priv_private.h
uts: add a concept of a 'default’ set of privileges, separate from’ basic’

R R R R EEEE E

1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/

22 /*

23 * Copyright 2007 Sun M crosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.

25 */

27 #ifndef _PRIV_PRI VATE_H
28 #define _PRIV_PRI VATE_H
30 #pragne ident " %YW % % %E% SM "

30 #include <sys/types. h>
31 #include <sys/priv.h>
32 #include <limts.h>

34 /*
35 * Libc private privilege data.
36 */

38 #ifdef __cplusplus
39 extern "C' {

40 #endif

42 #define LOADPRI VDATA(d) d = __priv_getdata()

43 #define CGETPRI VDATA() __priv_getdata()

44 #define LOCKPRI VDATA() m

45 /* Data already allocated */ \
46 (void) lock_data();

47 (void) refresh_data(); \

48

49 #define UNLOCKPRI VDATA()

}
unl ock_dat a()
50 #define W THPRI VLOCKED(t, b, x) { \

51 t result; \

52 if (1 ock_ data() 1=0) \

53 return (b);

54 _result = (x); \

55 if (__result == (b) & refresh_data()) \
56 _result = (x); \

57 unl ock_data(); \

58 return (__result); \
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/*

* Privil ege mask nacros.

*/

#def i ne __NBWRD (CHAR BIT * sizeof (priv_chunk_t))

#define privmask(n) (1 << ((__NBWRD - 1) - ((n) % __NBWRD)))
#define privword(n) ((n)/__NBWRD)

/*

* Same as the functions, but for numeric privileges.

*/

#defi ne PRI V_ADDSET(a, p) ((priv_chunk_t *)(a))[prlvword(p) | =\

#define PRI V_DELSET(a, p) ((priv_chunk_t *)(a))[ pr| vwor d( p)

#define PRI V_| SMEMBER(a, p) ((((priv_chunk_t *)(a))[pri vworgg
privmas

/*
* The structure is static except for the setsort, privnanmes and nprivs

* field. The pinfo structure initially has sufficient roomand the kernel

* guarantees no of fset changes so we can copy a new structure on top of it.
* The locking stratgegy is this: we lock it when we need to reference any

* of the volatile fields.

*

typedef struct priv_data {

size_t pd_set si ze; /* In bytes */
int pd_nsets, pd_nprivs;
ui nt 32_t pd_ucr edsi ze;
char **pd_set nanes;
char **pd_privnanes;
int *pd_set sort;
priv_inpl_info_t *pd_pi nf o;
priv_set_t *pd_basi cset;
priv_set_t *pd_def aul tset
#endif /* | codereview */
priv_set_t *pd_zoneset ;
} priv_data_t;

extern priv_data_t *__priv_getdata(void);

extern priv_data_t *_ priv_parse_ |nfo(pr|v inpl _info_t *);
extern void __priv_free_info(priv_data_t *);

extern priv_data_t *privdata;

extern int |ock_data(void);
extern bool ean_t refresh_data(void);
extern void unl ock_data(void);

extern boolean_t _ priv_isenptyset(priv_data_t *, const priv_set_t *);

extern boolean_t _ _priv_isfullset(priv_data_t *, const priv_set_t ;

extern boolean_t __priv_issubset(priv_data_t *, const priv_set_t *,
const priv_set_t *);

extern const char *__priv_getbynum(const priv_data_t *, int);

extern int getprivinfo(priv_inpl_info_t *, size_t);

extern priv_set_t pr| v_basi c(voi d);
extern priv_set_t *priv “defaul t(vol d)

118 #endif /* ! codereview */
120 #i fdef __cplusplus

121 }

122 #endif

124

#endif /* _PRIV_PRIVATE_H */
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uts: add a concept of a 'default’ set of privileges, separate from’basic
*

R R R R EEEE E

____unchanged_portion_onitted_

61 priv_set_t *
62 priv_defaul t(void)
63 {

64 priv_data_t *d;

66 LOADPRI VDATA(d) ;

68 return (d->pd_defaul tset);

69 }

71 #endif /* | codereview */

72 | *

73 * Nane: priv_str_to_set()

74 *

75 * Descri ption: G ven a buffer with privilege strings, the
76 * equi val ent privilege set is returned.

77 *

78 * Speci al tokens recognized: all, none, basic and "".
79 *

80 * On failure, this function returns NULL.

81 * *endptr == NULL and errno set: resource error.

82 * *endptr != NULL: parse error.

83 */
84 priv_set_t *
85 priv_str_to_set(const char *priv_nanes,

86 const char *separators,

87 const char **endptr)

88 {

90 char *base;

91 char *of fset;

92 char *|ast;

93 priv_set_t *pset = NULL;

94 priv_set_t *zone = NULL;

95 priv_set_t *basic = NULL;

96 priv_set_t *deflt = NULL;

61 priv_set_t *zone;

62 priv_set_t *basic;

98 if (endptr != NULL)

99 *endptr = NULL;

101 if ((base = libc_strdup(priv_names)) == NULL ||
102 (pset = priv_allocset()) == NULL)

103 /* Whet her base is NULL or allocated, this works */
104 libc_free(base);

105 return (NULL);

106 }

108 priv_enptyset(pset);

109 basic = priv_basic();

110 deflt = priv_default();

111 #endif /* ! codereview */

112 zone = privdata->pd_zoneset;

114 /* This is howto use strtok_r nicely in a while loop ... */
115 | ast = base;

117 while ((offset = strtok_r(NULL, separators, & ast)) != NULL) {
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/*
* Search for these special case strings.
*/

if (basic != NULL & strcasecnp(offset, "basic") == 0) {
priv_union(basic, pset);
} else if (deflt !'= NULL && strcasecnp(offset,
"default") == 0) {
priv_union(deflt, pset);

#endif /* ! codereview */

® Ok ok ok F Rk Ok Ok b ok b Sk Ok ok % Rk Ok % %

else if (strcasecnp(offset, "none") == 0) {
priv_enptyset (pset);

else if (strcasecnp(offset, "all") == 0) {
priv_fillset(pset);

else if (strcasecnp(offset, "zone") == 0) {
priv_uni on(zone, pset);

e

el se {
bool ean_t neg = (*offset == '-' || *offset == "1");
int privid;
int slen;

privid = priv_getbynane(offset +
((neg || *offset =="'+") 2 1: 0));
if (privid < 0)
slen = offset - base;
l'i bc_free(base);
priv_freeset(pset);
1f (endptr != NULL)
*endptr = priv_nanes + slen;
errno = EINVAL;
return (NULL);
} else {
if (neg)
PRI V_DELSET(pset, privid);
el se
PRI V_ADDSET( pset, privid);

}

libc_free(base);
return (pset);

Nane: priv_set_to_str()

Descri ption: Gven a set of privileges, list of privileges are
returned in privilege nuneric order (which can be an ASCI| sorted
list as our 1nplenmentation allows renunbering.

String "none" identifies an enpty privilege set, and string "all"
identifies a full set.

A pointer to a buffer is returned which needs to be freed by
the caller.

Several types of output are supported:

PRI V_STR_PORT - portabl e output: basic,!basic
PRIV_STR LI T - literal output
PRI V_STR_SHORT - shortest output

this function is called both frominside the library for the

current environnment and fromoutside the library using an externally
generated priv_data_t * in order to analyze core files. It should
return strings which can be free()ed by applications and it should
not use any data fromthe current environnent except in the special
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184 * case that it is called fromwithin libc, with a NULL priv_data_t *
185 * argument.

186 */

188 char *

189 _ priv_set_to_str(

190 priv_data_t *d,

191 const priv_set_t *pset,

192 char separator,

193 int flag)

194 {

195 const char *pstr;

196 char *res, *resp;

197 int i;

198 char neg = separator =="'1" 2 '-' : "1";

199 priv_set_t *zone;

200 bool ean_t all;

201 bool ean_t use_libc_data = (d == NULL);

203 if (use_libc_data)

204 LOADPRI VDATA(d) ;

206 if (flag '= PRIV_STR PORT && __priv_isenptyset(d, pset))

207 return (strdup("none"));

208 if (flag != PRIV_STR LIT & _ priv_isfullset(d, pset))

209 return (strdup(*all"));

211 /* Safe upper bound: global info contains all NULL separated privs */
212 res = resp = alloca(d->pd_pinfo->priv_globalinfosize);

214 /*

215 * Conpute the shortest form i.e., the formwth the fewest privilege
216 * tokens.

217 * The following forns are possible:

218 * literal: privl, priv2, priv3

219 * tokcount = present

220 kd port: basic, ! m ssing_basic, ot her

221 * tokcount = 1 + present - presentbasic + m ssingbasic
222 * zone: zone, ! m ssing_zone

223 * tokcount = 1 + mi ssingzone

224 * all: all,!mssingl,!mssing2

225 * tokcount = 1 + d->pd_nprivs - present;

226 *

227 * Note that zone and all fornms are identical in the global zone;
228 * in that case (or any other where the token count is the sane),
229 * all is preferred. Al so, the zone formis only used when the
230 * indicated privileges are a subset of the zone set.

231 */

233 if (use_libc_data)

234 LOCKPRI VDATA() ;

236 if (flag == PRI V_STR_SHORT)

237 int presentbasic, m ssingbasic, present, m ssing;

238 int presentzone, m ssingzone;

239 int count;

241 present basi c = mi ssingbasic = present = 0;

242 presentzone = m ssi ngzone = 0;

243 zone = d->pd_zoneset;

245 for (i =0; i < d->pd_nprivs; i++)

246 int mem = PRI V_| SMEMBER( pset, i);

247 if (d->pd_basicset != NULL &&

248 PRI V_| SMEMBER( d- >pd_basi cset, i)) {

249 if (mem
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250 present basi c++;
251 el se

252 m ssi ngbasi c++;
253 }

254 if (zone !'= NULL && PRIV_| SMEMBER(zone, i)) {
255 if (mem

256 present zone++;
257 el se

258 m ssi ngzone++;
259 }

260 if (mem

261 present ++;

262

263 m ssing = d->pd_nprivs - present;

265 if (1 - presentbasic + missingbasic < 0) {
266 flag = PRI V_STR_PORT;

267 count = present + 1 - presentbasic + m ssingbasic;
268 } else {

269 flag = PRIV_STR LIT;

270 count = present;

271

272 1f (count >= 1 + mssing) {

273 flag = PRI V_STR_SHORT;

274 count = 1 + m ssing;

275 all = B_TRUE

276 1

277 if (present == presentzone & 1 + mi ssingzone < count) {
278 flag = PRI V_STR_SHORT;

279 all = B_FALSE;

280 }

281 1

283 switch (flag) {

284 case PRIV_STR LIT:

285 *res = '\0";

286 br eak;

287 case PRI V_STR _PORT:

288 (void) strcpy(res, "basic");

289 if (d->pd_basicset == NULL)

290 flag = PRIV_STR LIT;

291 br eak;

292 case PRI V_STR _SHORT:

293 if (all)

294 (void) strcpy(res, "all");

295 el se

296 (void) strcpy(res, "zone");

297 br eak;

298 defaul t:

299 if (use_libc_data)

300 UNLOCKPRI VDATA( ) ;

301 return (NULL);

302

303 res += strlen(res);

305 for (i =0; i <d->pd_nprivs; i++) {

306 /* Map the privilege to the next one sorted by name */
307 int priv = d->pd_setsort[i];

309 if (PRIV_I SMEMBER(pset, priv)) {

310 switch (flag) {

311 case PRIV_STR _SHORT:

312 if (all || PRIV_I SMEMBER(zone, priv))
313 conti nue;

314 br eak;

315 case PRI V_STR PORT:
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316 if (PRIV_I SMEMBER(d->pd_basi cset, priv)) 382 if (buf[0] =="#")
317 conti nue; 383 conti nue;
318 br eak;
319 case PRI V_STR_LI T: 385 if (buf[0] =="\n") {
320 br eak; 386 inentry = B_FALSE;
321 } 387 conti nue;
322 if (res !=resp) 388 }
323 *res++ = separator;
324 } else { 390 if (inentry)
325 switch (flag) { 391 conti nue;
326 case PRIV_STR LIT
327 conti nue; 393 /* error; not skipping; yet line starts with white space */
328 case PRIV_STR_PORT: 394 if (i sspace( (unsi gned char) buf[0]))
329 if (!PRIV_| SMEMBER(d->pd_basi cset, priv)) 395 goto out;
330 conti nue;
331 br eak; 397 /* Trimtrailing newine */
332 case PRIV_STR_SHORT: 398 buf[strlen(buf) - 1] = "\0";
333 if (tall & !PRIV_| SMEMBER(zone, priv))
334 conti nue; 400 if (strcasecnp(buf, priv) !=0) {
335 br eak; 401 inentry = B _TRUE;
336 } 402 conti nue;
337 if (res != resp) 403 }
338 *res++ = separator;
339 *res++ = neg; 405 I p = buf;
340 } 406 while (fgets(lp, sizeof (buf) (Ip - buf) nanmefp) !'= NULL) {
341 pstr = __priv_getbynun(d, priv); 407 char *tstart; * start of tex
342 (void) strcpy(res, pstr); 408 int len;
343 res += strlen(pstr);
344 } 410 /* Enpty Ilne or start of next entry termnates */
345 if (use_libc_data) 411 if (*l p == \n’ | | li sspace((unsigned char)*Ip)) {
346 UNLOCKPRI VDATA() ; 412 p 50
347 /* Special case the set with some high bits set */ 413 (v0| d) fcl ose( nanef p) ;
348 return (strdup(*resp == '\0" ? "none" : resp)); 414 return (strdup(buf));
349 } 415 }
351 /* 417 /* Renpve | eadi ng white space */
352 * priv_set_to_str() is defined to turnastrlngthat 418 tstart = Ip;
353 * the caller nust deallocate with free(3C). Grr. 419 while (*tstart !'="'\0" &&
354 */ 420 i sspace((unsigned char)*tstart)) {
355 char * 421 tstart ++;
356 ?ri v_set _to_str(const priv_set_t *pset, char separator, int flag) 422 }
357
358 return (__priv_set_to_str(NULL, pset, separator, flag)); 424 len = strlen(tstart);
359 } 425 (void) memmove(lp, tstart, len + 1);
426 Ip += len
361 static char *
362 do_priv_gettext(const char *priv, const char *file) 428 /* Entry to big; prevent fgets() |oop */
363 { 429 if (Ip == &uf[sizeof (buf) - 1])
364 char buf[8*1024]; 430 goto out;
365 bool ean_t inentry = B _FALSE; 431 }
366 FI LE *nanef p; 432 if (Ip!= buf) {
433 *| \ 0’
368 namefp = fopen(file, "rF"); 434 (v0| d) fcl ose(narref p);
369 if (namefp == NULL) 435 return (strdup(buf));
370 return (NULL); 436 }
437 }
372 I* 438 out:
373 * parse the file; it nust have the follow ng format 439 (void) fclose(nanefp);
374 * Lines starting with comments "#" 440 return (NULL);
375 * Lines starting with non white space with one single token: 441 }
376 * the privileges; white space indented |lines which are the
377 * description; no enpty lines are allowed in the description. 443 | *
378 */ 444 * priv_gettext() is defined to return a string that
379 whil e (fgets(buf, sizeof (buf), namefp) != NULL) { 445 * the caller nust deallocate with free(3C). Grr...
380 char *Ip; /* pointer to the current line */ 446 */

447 char *




new usr/src/lib/libc/port/gen/priv_str_xlate.c

448 priv_gettext(const char *priv)
9 {

44
450 char fil e[ MAXPATHLEN] ;

451 local e_t curloc;

452 const char *Ioc;

453 char *ret;

455 /* Not a valid privilege */

456 if (priv_getbyname(priv) < 0)

457 return (NULL);

459 curloc = usel ocal e( NULL) ;

460 loc = current_| ocal e(curl oc, LC_MESSAGES);

462 if (snprintf(file, sizeof (file),

463 _DFLT_LOC PATH "%/ LC_MESSAGES/ pri v_nanes", loc) < sizeof (file)) {
464 ret = do_priv_gettext(priv, (const char *)file);

465 if (ret T= NULL)

466 return (ret);

467 }

469 /* |If the path is too long or can’t be opened, punt to default */

470 ret = do_priv_gettext(priv, "/etc/security/priv_nanes");

471 return (ret);

472 }
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 196 for (l = Ov | < tn-p_>pd nprIVS |++)
20827 Mon Dec 28 20: 02: 03 2015 197 tnp->pd_setsort[i] = tnparr[i].rank;
new usr/src/lib/libc/port/gen/privliib.c 198 libc_free(tmparr);
uts: add a concept of a 'default’ set of privileges, separate from'’basic’ 199 br eak;
LEEE R R R R EE SRR EEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEREREEREEEEEEESSE] 200 case PR'V |NFO BAS' CPRIVS
__unchanged_portion_onitted_ 201 tmp- >pd_basi cset = (priv_set_t *)&st->set[0];
202 br eak;
137 priv_data_t * 203 case PRI V_I NFO DEFAULTPRI VS:
138 _ _priv_parse_info(priv_inpl_info_t *ip) 204 tp- >pd_def aul tset = (priv_set_t *)&st->set[0];
139 | 205 break;
140 priv_data_t *tnp; 206 #endif /* | codereview */
141 char *x; 207 defaul t:
142 size_t size = PRIV_I MPL_I NFO_SI ZE(i p); 208 /* unknown, ignore */
143 int i; 209 break;
210 }
145 tnp = libc_malloc(sizeof (*tmp)); 211 X += na->info.priv_info_size;
212 }
147 if (tmp == NULL) 213 return (tnp);
148 return (NULL); 214 out:
215 i bc_free(tnp->pd_setnanes);
150 (void) nenset(tnp, 0, sizeof (*tnp)); 216 I'i bc_free(tnp->pd_privnanes);
217 I'ibc_free(tnp->pd_setsort);
152 t np->pd_pinfo = ip; 218 l'ibc_free(tnp);
153 tnp->pd_setsize = sizeof (priv_chunk_t) * ip->priv_setsize; 219 return (NULL);
154 tmp- >pd_ucr edsi ze = UCRED_SI ZE(i p); 220 }
156 X = (char *)ip; 222 | *
157 X += ip->priv_headersi ze; 223 * Caller nust have allocated d->pd_pinfo and should free it,
224 * if necessary.
159 while (x < ((char *)ip) + size) { 225 */
160 /* LINTED: alignnent */ 226 void
161 priv_info_names_t *na = (priv_info_nanes_t *)x; 227 __priv_free_info(priv_data_t *d)
162 I LTNTED: al i gnnent */ 228 {
163 priv_info_set_t *st = (priv_info_set_t *)x; 229 l'i bc_free(d->pd_set nanes);
164 struct strint *t nparr 230 I'i bc_free(d->pd_privnanes);
231 libc_free(d->pd_setsort);
166 switch (na->info.priv_info_type) { 232 libc_free(d);
167 case PRIV_I NFO_SETNAMES: 233 }
168 i T (parseninfo(na, & np->pd_setnanes, & np->pd_nsets))
169 goto out; 235 /| *
170 br eak; 236 * Return with the pd_lock held and data | oaded or indicate failure.
171 case PRI V_I NFO_PRI VNAMES: 237 */
172 if (parseninfo(na, & np->pd_privnanmes, &tnp->pd_nprivs)) 238 int
173 goto out; 239 | ock_dat a(voi d)
174 /* 240 {
175 * We conpute a sorted index which allows us 241 if (__priv_getdata() == NULL)
176 * to present a sorted list of privileges 242 return (-1);
177 * without actually having to sort it each tine.
178 */ 244 I mut ex_| ock( &pd_I ock);
179 trp->pd_setsort = |ibc_malloc(tnp->pd_nprivs * 245 return (0);
180 si zeof (i nt)) 246 }
181 if (tnmp->pd_setsort == NULL)
182 goto out; 248 bool ean_t
249 refresh_dat a(voi d)
184 trmparr = |ibc_malloc(tnp->pd_nprivs * 250 {
185 sizeof (struct strint)); 251 priv_inmpl_info_t *ip, ii;
252 priv_data_t *tnp;
187 if (tmparr == NULL) 253 char *p0, *qO;
188 goto out; 254 int oldn, newn;
255 int i;
190 for (i =0; i < tnp->pd_nprivs; i++) {
191 trnparr[i].rank = 1; 257 if (getpr|V|nfo(&|, sizeof (ii)) !'=0 ||
192 trnparr[i].nane = tnp->pd_privnanes[i]; 258 .priv_max == privdata->pd_nprivs)
193 } 259 return (B_FALSE);
194 gsort(tmparr, tnp->pd_nprivs, sizeof (struct strint),

195 strintcnp); 261 ip = alloca(PRIV_IMPL_INFO SI ZE(&i));
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263

265
266
267
268

270
271

273
274

276
277
278
279

281
282
283

285
286
287

289
290
291
292

294
295
296

298
299

301
303

304
305 }

307 void

(void) getprivinfo(ip, PRIV_IML_INFO SI ZE(&ii));

/* Parse the info; then copy the additional bits */
tmp = __priv_parse_info(ip);
if (t == NULL)

return (B_FALSE);

ol dn = privdata->pd_nprivs;
p0 = privdat a->pd_privnanmes[0];

newn = tnp->pd_nprivs;
q0 = tnp->pd_privnanmes[0];

/* copy the extra information to the old datastructure */

(void) nenctpy((char *)privdata->pd_pinfo + sizeof (priv_inpl_info_t),
(char *)ip + sizeof (priv_inpl_info_t),
PRI V_I MPL_I NFO_SI ZE(i p) - sizeof (priv_inpl_info_t));

/* Copy the first oldn pointers */
(void) nenctpy(tnp->pd_privnanes, privdata->pd_privnanes,
oldn * sizeof (char *));

/* Adjust the rest */
for (i = oldn; i < newn; i++)
t mp- >pd_privnanmes[i] += p0 - qO;

/* Install the |arger arrays */

l'i bc_free(privdata->pd_privnanes);

privdat a- >pd_pri vnames = tnp->pd_privnanes;
t np->pd_privnanes = NULL;
l'ibc_free(privdata->pd_setsort);

privdat a->pd_setsort = tnp->pd_setsort;

t np->pd_setsort = NULL;

/* Copy the rest of the data */
*privdata->pd_pinfo = *ip;

privdata- >pd_nprivs = newn;

__priv_free_info(tnp);
return (B_TRUE);

308 unl ock_dat a(voi d)

309 {
310
311 }

I mut ex_unl ock( &pd_l ock) ;

313 static priv_set_t *_ priv_allocset(priv_data_t *);

315 priv_data_t *
316 __priv_getdata(void)

317
318
319
320
321
322
323
324
325

327

if (privdata == NULL) {

| nut ex_| ock( &pd_l ock) ;

if (privdata == NULL) {
priv_data_t *tnp;
priv_inpl_info_t *ip;
size_t size = sizeof (priv_inpl_info_t) + 2048;
si ze_t realsize;
priv_inmpl_info_t *aip = alloca(size);

if (getprivinfo(aip, size) != 0)

new usr/src/lib/libc/port/gen/privliib.c

328 goto out;

330 real size = PRI V_I MPL_I NFO_SI ZE(ai p) ;
332 ip =1libc_malloc(realsize);

334 if (ip == NULL)

335 goto out;

337 if (realsize <= size) {

338 (void) mencpy(ip, aip, realsize);
339 } else if (getprivinfo(ip, realsize) !=0) {
340 libc_free(ip);

341 goto out;

342 }

344 if ((tnmp = __priv_parse_info(ip)) == NULL) {
345 libc_free(ip);

346 goto out;

347 }

349 /* Allocate the zoneset just once, here */
350 tnp->pd_zoneset = _ priv_allocset(tnp);
351 if (tnmp->pd_zoneset == NULL)

352 goto cl ean;

354 if (zone_getattr(getzoneid(), ZONE_ATTR PRI VSET,
355 t np- >pd_zoneset, tnp->pd_setsize)
356 == tnp->pd_setsize) {

357 nmenbar _producer () ;

358 privdata = tnp;

359 goto out;

360 }

362 priv_freeset (tnp->pd_zoneset);

363 cl ean:

364 __priv_free_info(tm);

365 l'ibc_free(ip);

366 }

367 out:

368 | mut ex_unl ock( &d_I ock) ;

369

370 menbar _consuner () ;

371 return (privdata);

372 }

374 const priv_inpl_info_t *

375 getprivinplinfo(void)

376 {

377 priv_data_t *d;

379 LOADPRI VDATA( d) ;

381 return (d->pd_pinfo);

382 }

384 static priv_set_t *

385 priv_vlist(va_list ap)

386 {

387 priv_set_t *pset = priv_allocset();

388 const char *priv;

390 if (pset == NULL)

391 return (NULL);

393 priv_enptyset(pset);
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395 while ((priv = va_arg(ap, const char *)) !'= NULL) {
396 if (priv_addset(pset, priv) < 0) {

397 priv_freeset(pset);

398 return (NULL);

399 }

400 }

401 return (pset);

402 }

404 | *

405 * priv_set(op, set, priv_idl, priv_id2, ..., NULL)

406 *

407 * Library routine to enable a user process to set a specific
408 * privilege set appropriately using a single call. is
409 * required to termnate the list of privileges with NULL.
410 *

411 int

412 priv_set(priv_op_t op, priv_ptype_t setnanme, ...)

413 {

414 va_list ap;

415 priv_set_t *pset;

416 int ret;

418 va_start(ap, setnane);

420 pset = priv_vlist(ap);

422 va_end(ap);

424 if (pset == NULL)

425 return (-1);

427 /* Al sets */

428 if (setname == NULL) {

429 priv_data_t *d;

430 int set;

432 LOADPRI VDATA(d) ;

434 for (set = 0; set < d->pd_nsets; set++)
435 if ((ret = syscall (SYS_privsys, PRI VSYS SETPPRIYV, op,
436 set, (void *)pset, d->pd_setsize)) != 0)
437 br eak;

438 } else {

439 ret = setppriv(op, setname, pset);

440 }

442 priv_freeset(pset);

443 return (ret);

444 3}

446 | *

447 * priv_ineffect(privilege).

448 * tests the existence of a privilege against the effective set.

449 */
450 bool ean_t
451 priv_ineffect(const char *priv)

452 {

453 priv_set_t *curset;

454 bool ean_t res;

456 curset = priv_allocset();
458 if (curset == NULL)

459 return (B_FALSE);

new usr/src/lib/libc/port/gen/privliib.c

461 if (getppriv(effective, curset) !=10 ||

462 I'priv_ismenber(curset, priv))

463 res = B_FALSE;

464 el se

465 res = B_TRUE;

467 priv_freeset(curset);

469 return (res);

470 }

472 | *

473 * The routine __init_daemon_priv() is private to Solaris and is

474 * used by daenpns to limt the privileges they can use and

475 * to set the uid they run under.

476 */

478 static const char root_cp[] = "/core.%.%";

479 static const char daenon_cp[] = "/var/tnp/core.%.%";
481 int

482 __init_daenon_priv(int flags, uid_t uid, gid_t gid, ...)
483 {

484 priv_set_t *nset;

485 priv_set_t *perm = NULL;

486 va_list pa;

487 priv_data_t *d;

488 int ret =-1;

489 char buf[1024];

491 LOADPRI VDATA( d) ;

493 va_start(pa, gid);

495 nset = priv_vlist(pa);

497 va_end(pa);

499 if (nset == NULL)

500 return (-1);

502 /* Always add the basic set */

503 /* XXX: Always add the _default_ set? */

504 #endif /* | codereview */

505 if (d->pd_basicset != NULL)

506 priv_uni on(d->pd_basi cset, nset);

508 /*

509 * This is not a significant failure: it allows us to start prograns
510 * with sufficient privileges and with the proper uid. W don’t
511 * care enough about the extra groups in that case.
512 *

513 if (flags & PU_RESETGROUPS)

514 (void) setgroups(0, NULL);

516 if (gid!=(gid_t)-1 & setgid(gid) !=0)

517 goto end;

519 perm = priv_allocset();

520 I f (perm == NULL)

521 goto end;

523 /* E=P*/

524 (void) getppriv(permtted, perm;

525 (void) setppriv(PRIV_SET, effective, perm;
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527 /* Now reset suid and euid */

528 if (uid!= (uid_t)-1 & setreuid(uid, uid) != 0)

529 goto end;

531 /* Check for the limt privs */

532 if ((flags & PU_LIMTPRIVS) &&

533 setppriv(PRIV_SET, |limt, nset) !=0)

534 goto end;

536 if (flags & PU CLEARLI M TSET) {

537 priv_enptyset(perm;

538 if (setppriv(PRIV_SET, limt, pernm != 0)

539 goto end;

540 }

542 /* Renpve the privileges fromall the other sets */
543 if (setppriv(PRIV_SET, permtted, nset) != 0)

544 goto end;

546 if (!(flags & PU_I NHERI TPRI VS))

547 priv_enptyset(nset);

549 ret = setppriv(PRIV_SET, inheritable, nset);

550 end:

551 priv_freeset(nset);

552 priv_freeset(perm;

554 if (core_get _process_pat h(buf sizeof (buf), getpid()) == 0 &&
555 strcenp(buf, "core") == 0) {

557 if ((uid == (uid_t)-1 ? geteuid() : uid) == 0) {
558 (void) core_set_process_path(root_cp, sizeof (root_cp),
559 getpid());

560 } else {

561 (voi d) core_set_process_pat h(daenon_cp,
562 si zeof (daenon_cp), getpid());

563 }

564 }

565 (voi d) setpflags(__PROC_PROTECT, 0);

567 return (ret);

568 }

570 /*

571 * The routine __fini_daenon_priv() is private to Solaris and is
572 * used by daenpns to clear remuining unwanted privil eges and
573 * reenable core dunps.

*/

574

575 void

576 __fini_daenon_priv(const char *priv, ...)
577 {

578 priv_set_t *nset;

579 va_list pa;

581 if (priv !'= NULL) {

583 va_start(pa, priv);

584 nset = priv_vlist(pa);
585 va_end(pa);

587 if (nset == NULL)

588 return;

590 (void) priv_addset(nset, priv);

591 (void) setppriv(PRIV_OFF, permtted, nset);
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592 priv_freeset(nset);

593 1

595 (voi d) setpflags(__PROC_PROTECT, 0);

596 }

598 /*

599 * The routine __init_suid_priv() is private to Solaris and is

600 * used by set-uid root programs to linit the privileges acquired
601 * to those actually needed.
602 */

604 static priv_set_t *bracketpriv;

606 int

607 __init_suid_priv(int flags, ...)

608 {

609 priv_set_t *nset = NULL;

610 priv_set_t *tnpset = NULL;

611 va_list pa;

612 int r =-1;

613 uid_t ruid, euid;

615 euid = geteuid();

617 /* If we're not set-uid root, don't reset the uid */
618 if (euid == {

619 ruid = getuid();

620 /* If we’re running as root, keep everything */
621 if (ruid == 0)

622 return (0);

623 1

625 /* Can call this only once */

626 if (bracketpriv !'= NULL)

627 return (-1);

629 va_start(pa, flags);

631 nset = priv_vlist(pa);

633 va_end(pa);

635 if (nset == NULL)

636 goto end;

638 tnpset = priv_allocset();

640 if (tnmpset == NULL)

641 goto end;

643 /* We cannot grow our privileges beyond P, so start there */
644 (void) getppriv(permtted, tnpset);

646 /* |s the privilege we need even in P? */
647 if (!priv_issubset(nset, tnpset))

648 goto end;

650 bracketpriv = priv_allocset();

651 if (bracketpriv == NULL)

652 goto end;

654 priv_copyset (nset, bracketpriv);

656 /* Always add the basic set */

657 /* XXX: Always add the default set? */
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658 #endif /* ! codereview */

659 priv_union(priv_basic(), nset);

661 /* But don’t add what we don't have */

662 priv_intersect(tnpset, nset);

664 (void) getppriv(inheritable, tnpset);

666 /* And stir in the inheritable privileges */
667 priv_union(tnpset, nset);

669 if ((r = setpprlv(PRIV SET, effective, tnpset)) != 0)
670 goto end;

672 if ((r = setppriv(PRIV_SET, permtted, nset)) != 0)
673 goto end;

675 if (flags & PU_CLEARLI M TSET)

676 priv_enptyset(nset);

678 if ((flags & (PU_LIM TPRI VS| PU_CLEARLI MTSET)) 1= 0 &&
679 (r = setppriVv(PRIV_SET, limt, nset)) !=
680 goto end;

682 if (euid == 0)

683 r = setreuid(ruid, ruid);

685 end:

686 priv_freeset(tnpset);

687 priv_freeset(nset);

688 if (r '=0)

689 /* Fail without leaving uid 0 around */
690 if (euid == 0)

691 (void) setreuid(ruid, ruid);
692 priv_freeset(bracketpriv);

693 bracket priv = NULL;

694 }

696 return (r);

697 }

699 /*

700 * Toggle privileges on/off in the effective set.

701 */

702 int

703 __priv_bracket(priv_op_t op)

704 {

705 /* We're running fully privileged or didn’t check errors first tine */
706 if (bracketpriv == NULL)

707 return (0);

709 /* Only PRIV_ON and PRIV_OFF are valid */

710 if (op == PRIV_SET)

711 return (-1);

713 return (setppriv(op, effective, bracketpriv));
714 }

716 [ *

717 * Renove privileges fromE & P.

718 */

719 void

720 __priv_relinquish(void)

721

722 if (bracketpriv !'= NULL)

{
723 (void) setppriv(PRIV_OFF, permitted, bracketpriv);
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724 priv_freeset(bracketpriv);

725 bracketpriv = NULL;

726 }

727 }

729 | *

730 * Use binary search on the ordered Iist.

731 */

732 int

733 __priv_getbynane(const priv_data_t *d, const char *nane)
734

735 char *const *|ist;

736 const int *order;

737 int lo = 0;

738 int hi;

740 if (d == NULL)

741 return (-1);

743 list = d->pd_privnanes;

744 order = d->pd_setsort;

745 hi = d->pd_nprivs - 1;

747 if (strncasecnp(name, "priv_", 5) == 0)
748 nane += 5;

750 do {

751 int mid=(lo+ hi) / 2

752 int res = strcasecnp(nane, list[order[md]]);
754 if (res == 0)

755 return (order[md]);
756 else if (res 0)

757 =md - 1;

758 el se

759 lo =md + 1;

760 } while (lo <= hi);

762 errno = EI NVAL;

763 return (-1);

764 }

766 int

767 priv_getbynanme(const char *nane)

768 {

769 W THPRI VLOCKED(i nt, -1, __ priv_getbynane( GETPRI VDATA(),
770 }

772 int

773 __priv_getsetbynane(const priv_data_t *d, const char *nane)
774

775 int i;

776 int n = d->pd_nsets;

777 char *const *list = d->pd_setnanes;

779 if (strncasecnp(nanme, "priv_", 5) == 0)
780 name += 5;

782 for (i =0; i <n; i++) {

783 if (strcasecnp(list[i], nanme) == 0)
784 return (i);

785 }

787 errno = EI NVAL;

788 return (-1);

789 }

nane) )

10
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791 int

792 priv_getsetbyname(const char *nane)

793 {

794 /* Not |ocked: sets don’t change */
795 return (__priv_getsetbyname( GETPRI VDATA(), nane));
796 }

798 static const char *

799 priv_bynum(int i, int n, char **list)

800 {

801 if (i <0 i >=n)

802 return (NULL);

804 return (list[i]);

805 }

807 const char *
808 _ priv_getbynun(const priv_data_t *d, int num

809 {

810 if (d == NULL)

811 return (NULL);

812 return (priv_bynum(num d->pd_nprivs, d->pd_privnanes));
813 }

815 const char *

816 priv_getbynun(int num

817 {

818 W THPRI VLOCKED( const char *, NULL, __priv_get bynun( GETPRI VDATA(),
819 }

821 const char *
822 _ _priv_getsetbynun{const priv_data_t *d, int num

823 {

824 if (d == NULL)

825 return (NULL);

826 ) return (priv_bynum(num d->pd_nsets, d->pd_setnanes));
827

829 const char *

830 priv_getsetbynun(int num

831 {

832 return (__priv_getsetbynum( GETPRI VDATA(), num));
833 }

836 /
837
838
839
840
841

Privilege mani pul ati on functions

W t hout knowi ng the details of the privilege set inplenentation,
opaque pointers can be used to manipulate sets at wll.
/

* ok kb F %

843 static priv_set_t *
844 _ priv_allocset(priv_data_t *d)

845 {

846 if (d == NULL)

847 return (NULL);

849 return (libc_malloc(d->pd_setsize));
850 }

852 priv_set_t *

853 priv_all ocset(void)

854 {

855 return (__priv_allocset (GETPRI VDATA()));

11

num )
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856 }

858 void

859 priv_freeset(priv_set_t *p)
860 {

861 int er = errno;

863 libc_free(p);
864 errno = er;
865 }

867 void

868 __priv_enptyset(priv_data_t *d, priv_set_t *set)
869 {

870 (void) menset(set, 0, d->pd_setsize);
871 }

873 void

874 priv_enptyset(priv_set_t *set)

875 {

876 __priv_enptyset (GETPRI VDATA(), set);
877 }

879 void

880 priv_basicset(priv_set_t *set)

881 {

882 priv_copyset (priv_basic(), set);
883 }

885 void

886 priv_defaul tset(priv_set_t *set)

887 {

888 priv_copyset(priv_default(), set);
889 }

891 void

892 #endif /* ! codereview */

893 __priv_fillset(priv_data_t *d, priv_set_t *set)
894 {

895 (void) nenset(set, ~0, d->pd_setsize);
896 }

898 void

899 priv_fillset(priv_set_t *set)

900 {

901} __priv_fillset(GETPRI VDATA(), set);
902

905 #define PRIV_TEST_BODY_D(d, test) \
906 int i; \

907 \

908 for (i = d->pd
909 if (!
910

911 \

912 return (B_TRUE)

priv_setsize; i-- >0; )\

(B_FALSE); \

914 bool ean_t
915 priv_isequal set(const priv_set_t *a, const priv_set_t *b)
{

917 priv_data_t *d;
919 LOADPRI VDATA(d) ;
921 return ((bool ean_t)(mencnp(a, b, d->pd_setsize) ==

0));

12
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922 }

924 bool ean_t

925 _ _priv_isenptyset(priv_data_t *d, const priv_set_t *set)
926 {

927 PRI V_TEST_BODY_D(d, ((priv_chunk_t *)set)[i] == 0);
928 }

930 bool ean_t

931 priv_isenptyset(const priv_set_t *set)

932 {

933 return (__priv_isenptyset (GETPRI VDATA(), set));
934 }

936 bool ean_t

937 __priv_isfullset(priv_data_t *d, const priv_set_t *set)

938 {

939 PRI V_TEST_BODY_D(d, ((priv_chunk_t *)set)[i] == ~(priv_chunk_t)O0);
940 }

942 bool ean_t

943 priv_isfullset(const priv_set_t *set)

944 {

945 ) return (__priv_isfullset(GETPRI VDATA(), set));
946

948 | *

949 * Return true if a is a subset of b

950 *

951 bool ean_t

952 _ priv_issubset(priv_data_t *d, const priv_set_t *a, const priv_set_t *b)

953
954 { PRI V_TEST_BODY_D(d, (((priv_chunk_t *)a)[i] | ((priv_chunk_t *)b)[i]) ==
ggg ) ((priv_chunk_t *)b)[i]);

958 bool ean_t
959 priv_issubset(const priv_set_t *a, const priv_set_t *b)

960 {

961 return (__priv_issubset (GETPRI VDATA(), a, h));
962 }

964 #define PRI V_CHANCGE BODY(a, op, b) \

965 int i; \

966 priv_data_t *d; \

967 \

968 LOADPRI VDATA(d); \

969 \

970 for (i =0; i < d->pd_pinfo->priv_setsize; i++) \
971 ((priv_chunk_t *)a)[i] op \

972 ((priv_chunk_t *)b)[i]

974 /|* B= A" B */

975 void

976 priv_intersect(const priv_set_t *a, priv_set_t *b)
977 {

978 /| * CSTYLED */

979 PRI V_CHANGE_BODY(b, &=, a);

980 }

982 /* B = A */

983 void

984 priv_copyset(const priv_set_t *a, priv_set_t *b)
985 {

986 /* CSTYLED */

987 PRI V_CHANGE BODY(b, =, a);
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988 }

990 /* B= AV B */

991 void

992 priv_union(const priv_set_t *a, priv_set_t *b)
993 {

994 /| * CSTYLED */

995 PRI V_CHANGE_BQODY(b, |=, a);

996 }

998 /* A =1 A*/

999 void

1000 priv_inverse(priv_set_t *a)

1001 {

1002 PRI V_CHANGE BODY(a, = ~, a);
1003 }

1005 /*
1006 * Manipul ating single privil eges.
1007 */

1009 int
1010 priv_addset(priv_set_t *a, const char *p)
1011 {

1012 int priv = priv_getbynanme(p);
1014 if (priv <0)

1015 return (-1);

1017 PRI V_ADDSET(a, priv);

1019 return (0);

1020 }

1022 int

1023 priv_del set(priv_set_t *a, const char *p)
1024 {

1025 int priv = priv_getbynanme(p);
1027 if (priv < 0)

1028 return (-1);

1030 PRI V_DELSET(a, priv);

1031 return (0);

1032 }

1034 bool ean_t
1035 priv_isnmenber(const priv_set_t *a, const char *p)
1036 {

1037 int priv = priv_getbynanme(p);

1039 if (priv <0)

1040 return (B_FALSE);

1042 return ((boolean_t)PRIV_I SMEMBER(a, priv));
1043 }

14
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new usr/src/lib/libc/port/ mapfile-vers
uts: add a concept of a 'default’ set of privileges, separate from’basic’
* %k ok

R R R R EEEE E

1

2 CDDL HEADER START

3

4 # The contents of this file are subject to the terns of the

5 Common Devel opnent and Distribution License (the "License").

6 You may not use this file except in conpliance with the License.

7

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 or http://ww. opensol aris.org/os/licensing.

10 See the License for the specific |anguage governi ng perm ssions

11 # and limtations under the License.

12

13 When di stributing Covered Code, include this CDDL HEADER in each

14 file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 I f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 information: Portions Copyright [yyyy]l [nane of copyright owner]

18

19 CDDL HEADER END
20
21

Copyright (c) 2006, 2010, Oracle and/or its affiliates. Al rights reserved.

23
24 # Copyright 2010 Nexenta Systems, Inc. All rights reserved.
25 Use is subject to |license termns.
26

Copyright (c) 2012 by Del phix. Al rights reserved.

28 # Copyright (c) 2015, Joyent, Inc. Al rights reserved.

29 # Copyright (c) 2013, Omi Tl Conputer Consulting, Inc. Al rights reserved.
30 Copyright (c) 2013 Gary MIIs

31 Copyright 2014 Garrett D Anpre <garrett @anore. org>

33

34 MAPFI LE HEADER START

35

36 WARNI NG STOP NOW DO NOT MODI FY THI'S FI LE.

37 Obj ect versioning nmust conply with the rules detailed in

38

39 usr/src/lib/ READMVE. mapfil es

40

41 # You shoul d not be neking nodifications here until you've read the nost current
42 copy of that file. If you need hel p, contact a gatekeeper for guidance.
43

MAPFI LE HEADER END

N
N
HEHEHHHHHHHHREE HHHHFHHHHFHHHH T F R E TS

47 $mapfile_version 2

49 #

50 # Al function nanmes added to this or any other libc nmapfile

51 # must be placed under the 'protected:’ designation.

52 # The 'global:’ designation is used *only* for data

53 # itens and for the menbers of the malloc() famly.

54 #

56 #

57 # README README READVE READVE READVE README: how to update this file
58 # 1) each version of Solaris/OpenSolaris gets a version nunber.

59 # (Actually since Solaris is actually a series of OpenSol aris rel eases
60 # we' Il just use OpenSolaris for this exercise.)

61 # OpenSol ari s 2008. 11 gets 1.23
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104

106
107
108
109

111
112
113
114
115
116
117

119
120
121
122
123
124

126
127

# OpenSol ari s 2009.04 gets 1.24

# etc.

# 2) each project integration uses a unique version nunber.

# PSARC/ 2008/ 123 gets 1.24.1

# PSARC/ 2008/ 456 gets 1.24.2

# etc.

#

# Mhenoni c conditional input identifiers:

#

# - and64, 386, sparc32, sparcv9: Correspond to | SA subdirectories used to

# hol d per-platformcode. Note however that we use 'sparc32’ instead of
# "sparc’. Since '_sparc’ is predefined to apply to, all sparc platforns,
# nam ng the 32-bit version 'sparc’ would be too likely to cause errors.
#

# - | f64: Defined on platfornms that offer the 32-bit largefile APIs

#

$if _ELF32

$add | f64

$endi f

$if _sparc & & _ELF32

$add sparc32

$endi f

$if _sparc & & _ELF64
$add sparcv9

$endi f

$if _x86 & _ELF32
$add i 386

$endi f

$if x86 & _ELF64
$add and64

$endi f

SYMBOL_VERSI ON | LLUMOS_0. 20
priv_defaul tset;
} I'LLUMOS_ 0. 19;

#endi f /* | codereview */
SYMBOL_VERSI ON | LLUMOS_0. 19
prot ect ed:
fl ock;
} I'LLUMOS 0. 18;

SYMBOL_VERSI ON | LLUMOS_0. 18
prot ect ed:
signal fd;
} ILLUMDS 0. 17;

SYMBOL_VERSI ON | LLUMOS_0. 17
$if 164

prot ect ed:
_gl ob_ext 64;
_gl obfree_ext 64;
$endi f
} I'LLUMOS 0. 16;

SYMBCOL_VERSI ON | LLUMOS 0. 16
prot ect ed:
tinmerfd_create,;
tinerfd_gettine;
tinerfd_settine;
} I'LLUMOS_ 0. 15;

SYMBOL_VERSI ON | LLUMOS_0. 15
prot ect ed:

# priv_defaul tset

# flock

# signal fd

# gl ob(3C) LFS

# timerfd

# epol | (30
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128 epol | _create;
129 epol | _createl;
130 epol | _ctl;

131 epol | _wait;
132 epol | _pwai t;

133 } ILLUMDS 0. 17;

135 SYMBOL_VERSI ON | LLUMOS 0. 14 { #
136 protect ed:

137 strerror_|;

138 } I LLUMDS 0. 13;

140 SYMBOL_VERSION | LLUMOS 0. 13 { #

141 prot ect ed:

142 event fd;

143 event fd_read;
144 eventfd wite;

145 } | LLUMDS 0. 12;
147 SYMBOL_VERSI ON | LLUMDS 0.12 { #

148 prot ect ed:

149 ar c4random

150 ar c4r andom buf ;

151 ar c4random uni f orm
152 explicit_bzero;

153 get entropy;

154 } | LLUMOS 0. 11;
156 SYMBOL_VERSI ON | LLUMOS_0.11 { #

157 protect ed:
158 iswdigit_|;
159 isxdigit_I;

160 } |LLUMDS 0. 10;
162 SYMBOL_VERSI ON | LLUMOS 0.10 { #

163 prot ect ed:

164 pr eadv;
165 pwitev;
167 $if 1f64

168 preadv64;
169 pwitev6s;
170 $endi f

171 } ILLUMOS_ 0. 9;
173 SYMBOL_VERSI ON | LLUMOS_0. 9 {

174 protect ed:
175 wesnrt onbs;
176 wesnrtonbs_| ;

177 } 1LLUMOS_O. 8;

179 SYMBOL_VERSI ON | LLUMOS 0. 8 { #
180 prot ect ed:

181 __gl obal _Il ocal e;
182 __nb_cur _max;
183 __nb_cur_max_| ;
184 bt owc_1I ;

185 dupl ocal e;

186 fgetwe_|;

187 freel ocal g;

188 getwe_| ;

189 i sal num| ;

190 i sal pha_l ;

191 i sblank_| ;

192 iscntrl |;

193 isdigit]l:

strerror_|

eventfd

arc4random and friends

I'l'l unbs addi tions

I'l'lunps addi tions

POSI X 2008 newl ocal e and friends
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194 i sgraph_|;
195 i slower_|;
196 isprint_I;
197 i spunct _| ;
198 i sspace_| ;
199 i supper_|;
200 i sw deogram
201 i swi deogram | ;
202 i swnunber ;
203 i swnunber _| ;
204 i swhexnunber ;
205 i swhexnunber _I ;
206 i swphonogr am
207 i swphonogram | ;
208 i swspeci al ;
209 i swspeci al _I;
210 i swal num | ;
211 i swal pha_l ;
212 i swbl ank_1 ;
213 iswentrl _I;
214 i swctype_|;
215 iswdigit_|;
216 i swgraph_I;
217 i sw ower_|;
218 iswprint_I;
219 i swpunct _| ;
220 i swspace_| ;
221 i swupper _I;
222 nbl en_I ;

223 nbrlen_|;

224 mbsinit_|;
225 nbsnrt owcs;
226 nbsnrtowcs_| ;
227 nbsrtowcs_| ;
228 nmbst owcs_| ;
229 nbt owc_| ;

230 new ocal e;
231 nl _langinfo_l;
232 strcasecnp_l ;
233 strcasestr_|;
234 strcoll _I;
235 strfmon_|;
236 strftime_l;
237 strncasecnp_| ;
238 strptime_l;
239 strxfrml;
240 tol ower_|;
241 t oupper _I ;
242 tow ower _|I ;
243 t owupper _| ;
244 towctrans_|;
245 usel ocal e;
246 wertonb_|;
247 wescasecnp_| ;
248 wescol | _I;
249 wesncasecnp_| ;
250 wesrtonbs_|;
251 west onbs_|
252 weswi dth_|;
253 wesxfrml;
254 wet ob_| ;

255 wet onb_|

256 wetrans_|;
257 wet ype_| ;

258 wew dt h_|

259 } | LLUMDS 0. 7;
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261
262
263
264
265

267
268
269
270
271
272

274
275
276
277
278

280
281
282
283
284
285

287
288
289
290
291

293
294
295
296

298
299
300
301

303
304
305
306

308
309
310
311

313
314
315
316
317
318
319
320
321

323
325

SYMBOL_VERSI ON | LLUMOS 0.7 {
protected:
_gl ob_ext;

—gl obfree_ext;
} I LLUMDS_ 0. 6:

SYMBOL_VERSI ON | LLUMOS_0. 6 {
protect ed:
get | ogi nx;

getl ogi nx_r;
__posi x_getlogi nx_r;

} 1 LLUMOS_0. 5;
SYMBOL_VERSI ON | LLUMOS 0.5 {
prot ect ed:
__cxa_atexit;

_cxa_finalize;
} 1 LLUMOS_O. 4;

SYMBOL_VERSI ON | LLUMOS_0. 4 {
prot ect ed:
pi pe2;
dup3;
nkost enp;
nkost enps;
$if 164
nkost enp64;
nkost enps64;
$endi f
} I'LLUMDS 0. 3;

SYMBOL_VERSI ON | LLUMOS_0. 3 {
protect ed:
assfail 3;
} I'LLUMOS 0. 2;

SYMBOL_VERSI ON | LLUMOS_0. 2 {
prot ect ed:

posi x_spawn_pi pe_np;
} I LLUMOS_0. 1;

SYMBOL_VERSI ON | LLUMOS 0.1 {
prot ect ed:
timegm
} SUNW 1. 23;

SYMBOL_VERSI ON SUNW 1. 23 {
gl obal :
_nl _donai n_bi ndi ngs;
_nl _nsg_cat _cntr;

$if _ELF32

dl _iterate_phdr { TYPE
$elif sparcv9

dl _iterate_phdr { TYPE
$elif and64

dl _iterate_phdr { TYPE
$el se
$error unknown platform
$endi f

prot ect ed:

$i f sparc32

#

#

I'l'lunps addi tions

I'l'lunps addi tions

comon C++ ABI

exit handl ers

I'l'l unbs addi tions

I'l'l unos

I'l'l unos

11l unos

addi ti ons

addi ti ons

addi ti ons

SunCS 5. 11 (Solaris 11)

FUNCTI ON;  FILTER

FUNCTI ON; FILTER = /usr/lib/sparcv9/ld.so.1 };

FUNCTI ON;  FI LTER

= /usr/lib/ld.so.1 };

= /usr/lib/lanmd64/1d.so.1 };
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326
327

329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388
389
390
391

$endi f

__align_cpy_1;

addrtosynstr;
ai o_cancel ;
ai ocancel ;
aio_error;
ai o_fsync;
ai o_read;
ai or ead;
ai o_return;
ai o_suspend;
ai owai t ;
ai o_wai t n;
aio_wite;
aiowite;
asprintf;
assfail;
backt r ace;
backtrace_synbol s;
backtrace_synbol s_f d;
canoni cal i ze_fi | e_naneg;
cl earenv;
cl ock_getres;
clock_gettine;
cl ock_nanosl eep;
cl ock_settine;
daenon;
dirfd;
door _bi nd;
door _cal | ;
door _create;
door _cred;
door _get param
door _i nf o;
door _return;
door _revoke;
door _server_create;
door _set param
door _ucred;
door _unbi nd;
door _xcreate;
err;
errx;
faccessat;
f chnodat ;
fcloseal | ;
f dat async;

fsl;

|
attr;

—h —h —h —h —h —h

fsl
get
I's;
I sl;
I'sll;
forkal I x;

forkx;

fsetattr;
getattrat;
getdelim
getline;

get _nprocs;

get _nprocs_conf;
get prognane;
htonl ;

htonl | ;

ht ons;
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392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457

i nkat ;

lio_listio;

nenmmenmnm

nkdirat;

nkdt enp;

nkfi foat;

nknodat ;

nkst enps;

mapobj ;

nmy_cl ose;

ng_getattr;

ng_notify;

ng_open;

ny_recei ve;

ng_rel ti medrecei ve_np;
ng_rel ti nedsend_np;
ng_send;

ng_setattr;

nmg_t i medr ecei ve;

ng_ti medsend;

ng_unl i nk;

nanosl eep;

nt ohl ;

ntohl | ;

nt ohs;

posi x_f advi se;

posi x_fal |l ocate;

posi x_madvi se;

posi x_nenal i gn;

posi x_spawn_fil e_acti ons_addcl osef rom np;
posi x_spawnat t r _get si gi gnor e_np;
posi x_spawnat t r _set si gi gnor e_np;
ppol I ;

priv_basicset;

pt hr ead_key_creat e_once_np;
pt hr ead_nut exattr _getr obust ;
pt hread_nut exattr_setrobust;
pt hr ead_nut ex_consi stent;
readl i nkat ;

sched_get par am

sched_get _priority_nax;
sched_get _priority_mn;
sched_get schedul er;
sched_rr_get _interval;
sched_set param

sched_set schedul er;
sched_yi el d;

sem cl ose;

sem dest roy;

sem get val ue;

sem.init;

sem open;

sem post ;

semrel ti nedwai t _np;
sem tinmedwait;
semtrywait;

sem_unl i nk;

sem wai t;

setattrat;

set prognane;

_sharefs;

shm open;

shm_unl i nk;

si gqueue;

sigti medwai t ;

si gwai ti nfo;
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458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513

515
516
517
518
519

521
522
523

snt _pause;
stpcpy;

st pncpy;
strcasestr;
strchrnul;

st rndup;

strnl en;
strnstr;

strsep;

syni i nkat ;

thr _keycreat e_once;
timer_create;
timer_del et e;
ti mer_getoverrun;
tinmer_gettine;
tinmer_settine;
u8_strcnp;
u8_val i dat e;
uconv_ul6t ou32;
uconv_ul6t ou8;
uconv_u32t oulé6;
uconv_u32t ou8;
uconv_u8t ouls6;
uconv_u8t ou32;
vasprintf;
verr;

Verrx;

vforkx;

vwar n;

vwar nx;

war n;

war nx;

wepepy;
wepncpy;
wecscasecnp;
wesdup;
wesncasecnp;
wesnl en;

$if 1f64
ai o_cancel 64;
ai o_error64;
ai o_fsync64;
ai o_r ead64;
ai or ead64;
ai o_returné4;
ai 0_suspend64;
ai 0_wai t n64;
aio_wite64;
ai ow i t e64;
lio_listio64;
kst enps64;
posi x_f advi se64;
posi x_f al | ocat e64;
$endi f
} SUNW 1. 22.6;

SYMBOL_VERSI ON SUNW 1. 22.6 {
prot ect ed:
futinens;
uti mensat ;
} SUNW1.22.5;

SYMBOL_VERSI ON SUNW 1. 22.5 {
prot ect ed:
get pagesi zes2;

# s10u9 -

# s10u8 -

SunOS 5. 10 (Sol aris 10) patch addition

SunCS 5.10 (Solaris 10) patch addition
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524 } SUNW 1. 22. 4; 590 atom c_dec_uchar { FLAGS = NODYNSORT };
591 at om ¢_dec_uchar _nv { FLAGS = NODYNSORT };
526 SYMBOL_VERSI ON SUNW 1. 22.4 { # s10u7 - SunCS 5.10 (Solaris 10) patch addition 592 at om ¢_dec_ui nt { FLAGS = NODYNSORT };
527 protect ed: 593 at omi c_dec_ui nt _nv { FLAGS = NODYNSORT };
528 SUNW 1. 22. 4; 594 atom c_dec_ul ong { FLAGS = NODYNSORT };
529 } SUNW 1. 22. 3; 595 at om ¢_dec_ul ong_nv { FLAGS = NODYNSORT };
596 at omi c_dec_ushort { FLAGS = NODYNSORT };
531 SYMBOL_VERSI ON SUNW 1.22.3 { # SunCS 5.10 (Solaris 10) patch additions 597 at omi ¢_dec_ushort _nv { FLAGS = NODYNSORT };
532 protect ed: 598 atom c_i nc_16;
533 mut ex_consi stent ; 599 atom c_i nc_16_nv;
534 u8_textprep_str; 600 atomi c_i nc_32;
535 uucopy; 601 atomic_i nc_32_nv;
536 uucopystr; 602 atomic_i nc_64;
537 } SUNW 1. 22. 2; 603 atom c_i nc_64_nv;
604 atom c_i nc_8;
539 SYMBOL_VERSI ON SUNW 1. 22.2 { # SunCS 5.10 (Solaris 10) patch additions 605 atom c_inc_8_nv;
540 prot ect ed: 606 atomi c_i nc_uchar { FLAGS = NODYNSORT };
541 i s_system | abel ed; 607 at omi c_i nc_uchar _nv { FLAGS = NODYNSORT };
542 ucr ed_get | abel ; 608 atom c_i nc_ui nt { FLAGS = NODYNSORT };
543 _ucred_get| abel 609 atom c_i nc_ui nt_nv { FLAGS = NODYNSORT };
544 } SUNW1.22.1; 610 atomic_i nc_ul ong { FLAGS = NODYNSORT };
611 atomi c_i nc_ul ong_nv { FLAGS = NODYNSORT };
546 SYMBOL_VERSI ON SUNW 1.22.1 { # SunCS 5.10 (Solaris 10) patch additions 612 atom c_i nc_ushort { FLAGS = NODYNSORT };
547 prot ect ed: 613 at omi ¢_i nc_ushort_nv { FLAGS = NODYNSORT };
548 at omi c_add_8; 614 at omi c¢_or _16;
549 atomi c_add_8_nv; 615 atom c_or_16_nv;
550 at omi c_add_char { FLAGS = NODYNSORT }; 616 atom c_or_32_nv;
551 at om c_add_char _nv { FLAGS = NODYNSORT }; 617 atomi c_or_64;
552 atomi c_add_i nt { FLAGS = NODYNSORT }; 618 atomi c_or_64_nv;
553 atomi c_add_i nt_nv { FLAGS = NODYNSORT }; 619 atom c_or_8;
554 atom c_add_ptr { FLAGS = NODYNSORT }; 620 atomi c_or_8_nv;
555 atom c_add_ptr_nv { FLAGS = NODYNSORT }; 621 at om c_or_uchar FLAGS = NODYNSORT };
556 at om c_add_short { FLAGS = NODYNSORT }; 622 atom c_or _uchar _nv FLAGS = NODYNSORT };
557 atomi c_add_short_nv { FLAGS = NODYNSORT }; 623 atomi c_or _uint_nv FLAGS = NODYNSORT };
558 at oni c_and_16; 624 at omi c_or _ul ong FLAGS = NODYNSORT };
559 at omi ¢c_and_16_nv; 625 at om c_or _ul ong_nv FLAGS = NODYNSORT };
560 at om ¢_and_32_nv; 626 atom c_or _ushort FLAGS = NODYNSORT };
561 at om c_and_64; 627 atomi c_or _ushort _nv FLAGS = NODYNSORT };
562 at omi c_and_64_nv; 628 at omi c_set _| ong_excl FLAGS = NODYNSORT };
563 at omi ¢_and_8; 629 at om c_swap_16;
564 atom ¢_and_8_nv; 630 at om c_swap_32;
565 at omi c_and_uchar FLAGS = NODYNSORT }; 631 at omi c_swap_64;
566 at omi c_and_uchar _nv FLAGS = NODYNSORT }; 632 at omi c_swap_8;
567 at om c_and_ui nt _nv FLAGS = NODYNSORT }; 633 atom c_swap_ptr FLAGS = NODYNSORT };
568 at om c_and_ul ong FLAGS = NODYNSORT }; 634 at om c_swap_uchar FLAGS = NODYNSORT };
569 atomi c_and_ul ong_nv FLAGS = NODYNSORT }; 635 at omi c_swap_ui nt FLAGS = NODYNSORT };
570 atomi c_and_ushort FLAGS = NODYNSORT }; 636 at om c_swap_ul ong FLAGS = NODYNSORT };
571 at om c_and_ushort _nv FLAGS = NODYNSORT }; 637 at om c_swap_ushort FLAGS = NODYNSORT };
572 at om c_cas_16; 638 menbar _consuner ;
573 at om c_cas_32; 639 menbar _enter;
574 atomi c_cas_64; 640 nmenbar _exi t;
575 atom c_cas_8; 641 menbar _pr oducer;
576 atom c_cas_ptr FLAGS = NODYNSORT };
577 at om c_cas_uchar FLAGS = NODYNSORT }; 643 $if _ELF32
578 atomi c_cas_uint FLAGS = NODYNSORT }; 644 enabl e_ext ended_FI LE_st di o;
579 at om c_cas_ul ong FLAGS = NODYNSORT }; 645 $endi f
580 atom c_cas_ushort FLAGS = NODYNSORT };
581 atom c_cl ear _| ong_excl FLAGS = NODYNSORT }; 647 $if i386
582 at omi ¢_dec_16; 648 # Note: atomc_[and,dec,inc,or]_64_nv are also defined above. Here,
583 at omi c_dec_16_nv; 649 # we add the NODYNSORT attribute to them On this platform they are
584 at om ¢_dec_32; 650 # aliases for the non-_nv versions. If that is changed, these |ines
585 atomi c_dec_32_nv; 651 # shoul d be renoved.
586 at om c¢_dec_64; 652 at omi c_and_64_nv { FLAGS = NODYNSORT };
587 at omi c_dec_64_nv; 653 at omi c_dec_64_nv { FLAGS = NODYNSORT };
588 at omi ¢_dec_8; 654 atomi c_i nc_64_nv { FLAGS = NODYNSORT };
589 atom c_dec_8_nv; 655 atomi c_or_64_nv { FLAGS = NODYNSORT };
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656 $endi f 722 at oni c_add_16;
657 $if _sparc 723 at om ¢_add_16_nv;
658 # Note: atom c_OP_WDTH nv synbols are al so defined above. Here, 724 at om ¢_add_32;
659 # we add the NODYNSORT attribute to them On this platform they are 725 at omi c_add_32_nv;
660 # aliases for the non-_nv versions. |f that is changed, these |ines 726 at omi c_add_64;
661 # shoul d be renoved. 727 at omi c_add_64_nv;
662 atom c_add_8_nv FLAGS = NODYNSORT }; 728 at omi ¢_add_| ong { FLAGS = NODYNSORT };
663 atomi c_and_8_nv FLAGS = NODYNSORT }; 729 atomi c_add_| ong_nv { FLAGS = NODYNSORT };
664 atomi c_and_16_nv FLAGS = NODYNSORT }; 730 atom c_and_32;
665 at om ¢_and_32_nv FLAGS = NODYNSORT }; 731 at omi c_and_ui nt { FLAGS = NODYNSORT };
666 atomi c_and_64_nv FLAGS = NODYNSORT }; 732 atom c_or_32;
667 at omi ¢c_dec_8_nv FLAGS = NODYNSORT }; 733 at omi c_or _uint { FLAGS = NODYNSORT };
668 atomi c_dec_16_nv FLAGS = NODYNSORT }; 734 _Exit
669 atomi c_dec_32_nv FLAGS = NODYNSORT }; 735 geti sax;
670 atom c_dec_64_nv FLAGS = NODYNSORT }; 736 _geti sax;
671 atomic_inc_8_nv FLAGS = NODYNSORT }; 737 getopt _clip;
672 atomic_inc_16_nv FLAGS = NODYNSORT }; 738 _getopt _clip;
673 atomi c_i nc_32_nv FLAGS = NODYNSORT }; 739 get opt _I ong;
674 atonic_inc_64_nv FLAGS = NODYNSORT }; 740 “getopt _| ong;
675 atom c_or_8_nv FLAGS = NODYNSORT }; 741 getopt _l ong_onl y;
676 atomic_or_16_nv FLAGS = NODYNSORT }; 742 _getopt _l ong_only;
677 atomi c_or 32 nv FLAGS = NODYNSORT }; 743 get peerucred;
678 atom c_or_64_nv FLAGS = NODYNSORT }; 744 _get peer ucr ed;
679 $endi f 745 get pf | ags;
680 } SUNW1.22; 746 _get pfl ags;
747 getppriv;
682 SYMBOL_VERSI ON SUNW 1. 22 { # SunCS 5. 10 (Sol aris 10) 748 _getppriv;
683 gl obal : 749 getprivinplinfo;
684 $if _ELF32 750 _getprivinplinfo;
685 dl addr TYPE = FUNCTION; FILTER = /usr/lib/ld.so.1 }; 751 get zonei d;
686 dl addr 1 TYPE = FUNCTION, FILTER = /usr/lib/ld.so.1 }; 752 get zonei dbynane;
687 dl cl ose TYPE = FUNCTION, FILTER = /usr/lib/ld.so.1 }; 753 get zonenanebyi d;
688 dl dunp TYPE = FUNCTION; FILTER = /usr/lib/ld.so.1 }; 754 I maxabs;
689 dlerror TYPE = FUNCTION; FILTER = /usr/lib/ld.so.1 }; 755 i maxdi v;
690 dlinfo TYPE = FUNCTION, FILTER = /usr/lib/ld.so.1 }; 756 i sbl ank;
691 dl nopen TYPE = FUNCTION, FILTER = /usr/lib/ld.so.1 }; 757 i swol ank;
692 dl open TYPE = FUNCTION; FILTER = /usr/lib/ld.so.1 }; 758 port_alert;
693 dl sym TYPE = FUNCTION; FILTER = /usr/lib/ld.so.1 }; 759 port_associ at e;
694 $elif sparcv9 760 port_create;
695 dl addr TYPE = FUNCTION, FILTER = /usr/lib/sparcv9/ld.so.1 }; 761 port_di ssoci at e;
696 dl addr 1 TYPE = FUNCTION;, FILTER = /usr/lib/sparcv9/ld.so.1 }; 762 port_get;
697 dl cl ose TYPE = FUNCTION; FILTER = /usr/lib/sparcv9/ld.so.1 }; 763 port_getn;
698 dl dunp TYPE = FUNCTION, FILTER = /usr/lib/sparcv9/ld.so.1 }; 764 port_send;
699 dlerror TYPE = FUNCTION, FILTER = /usr/lib/sparcv9/ld.so.1 }; 765 port_sendn;
700 dlinfo TYPE = FUNCTION; FILTER = /usr/lib/sparcv9/ld.so.1 }; 766 posi x_openpt ;
701 dl nopen TYPE = FUNCTION; FILTER = /usr/lib/sparcv9/ld.so.1 }; 767 posi x_spawn;
702 dl open TYPE = FUNCTION; FILTER = /usr/lib/sparcv9/ld.so.1 }; 768 posi x_spawnat tr _destroy;
703 dl sym TYPE = FUNCTION, FILTER = /usr/lib/sparcv9/ld.so.1 }; 769 posi x_spawnattr_getfl ags;
704 $elif and64 770 posi x_spawnat t r _get pgr oup;
705 dl addr { TYPE = FUNCTION, FILTER = /usr/lib/and64/1d.so.1 }; 771 posi x_spawnat t r _get schedpar am
706 dl addr 1 { TYPE = FUNCTION; FILTER = /usr/lib/and64/1d.so.1 }; 772 posi x_spawnat t r _get schedpol i cy;
707 dl and64get unwi nd { TYPE = FUNCTION;, FILTER = /usr/lib/and64/1d.so.1 }; 773 posi x_spawnat tr_get si gdefaul t;
708 dl cl ose TYPE = FUNCTION;, FILTER = /usr/lib/aml64/1d.so0.1 }; 774 posi x_spawnat t r _get si gmask;
709 dl dunp TYPE = FUNCTION, FILTER = /usr/lib/ami64/1d.so.1 }; 775 posi x_spawnattr_init;
710 dlerror TYPE = FUNCTION; FILTER = /usr/lib/ami64/1d.so.1 }; 776 posi x_spawnattr_setfl ags;
711 dlinfo TYPE = FUNCTION, FILTER = /usr/lib/aml64/1d.so.1 }; 777 posi x_spawnat t r _set pgr oup;
712 dl nopen TYPE = FUNCTION, FILTER = /usr/lib/aml64/1d.so0.1 }; 778 posi x_spawnat t r _set schedpar am
713 dl open TYPE = FUNCTION; FILTER = /usr/lib/aml64/1d.so.1 }; 779 posi x_spawnat t r _set schedpol i cy;
714 dl sym TYPE = FUNCTION; FILTER = /usr/lib/ami64/1d.so.1 }; 780 posi x_spawnattr_set si gdefaul t;
715 $el se 781 posi x_spawnat tr_set si gmask;
716 $error unknown platform 782 posi x_spawn_fil e_acti ons_addcl ose;
717 $endi f 783 posi x_spawn_fil e_ —act i ons_adddup2;
784 posi x_spawn_fi | e_acti ons_addopen;
719 prot ect ed: 785 posi x_spawn_fil e_acti ons_destroy;
720 al phasort; 786 posi x_spawn_file_actions_init;
721 _al phasort; 787 posi x_spawnp;
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788 priv_addset;

789 _priv_addset;

790 priv_allocset;

791 _priv_allocset;

792 priv_copyset;

793 _priv_copyset;

794 priv_del set;

795 _priv_del set;

796 priv_enptyset;

797 _priv_enptyset;

798 priv_fillset;

799 _priv_fillset;

800 __priv_free_info;

801 priv_freeset;

802 _priv_freeset;

803 priv_get bynane;

804 _priv_getbynang;

805 __priv_getbynane;

806 priv_get bynum

807 _priv_getbynum

808 __priv_getbynum

809 __priv_getdata;

810 priv_get set bynane;

811 _priv_get set bynane;
812 __priv_getsetbynane;
813 priv_getsetbynum

814 _priv_getsetbynum

815 __priv_getsetbynum
816 priv_gettext;

817 _priv_gettext;

818 priv_ineffect;

819 _priv_ineffect;

820 priv_intersect;

821 _priv_intersect;

822 priv_inverse;

823 _priv_inverse;

824 priv_isenptyset;

825 _priv_isenptyset;

826 priv_isequal set;

827 _priv_isequal set;

828 priv_isfullset;

829 _priv_isfullset;

830 priv_i smenber;

831 _priv_i snenber;

832 priv_issubset;

833 _priv_issubset;

834 __priv_parse_info;

835 priv_set;

836 _priv_set;

837 priv_set_to_str;

838 _priv_set_to_str;

839 __priv_set_to_str;

840 priv_str_to_set;

841 _priv_str_to_set;

842 priv_union;

843 _priv_union;

844 psel ect ;

845 pt hread_at t r_get st ack;
846 pt hread_attr_set st ack;
847 pt hread_barrierattr_destroy;
848 pt hread_barrierattr_get pshared;
849 pthread_barrierattr_init;
850 pt hread_barrierattr_setpshared;
851 pt hread_barri er _destroy;
852 pthread_barrier_init;

853 pt hread_barrier_wait;
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854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919

pt hread_condat tr _get cl ock;
pt hread_condat tr_set cl ock;
pt hread_nut exattr_getrobust_np { FLAGS
pt hread_nutexattr_setrobust_np { FLAGS
pt hr ead_nut ex_consi st ent _np { FLAGS
pt hread_nut ex_rel ti medl ock_np;
pt hr ead_nut ex_t i medl| ock;

pt hread_rw ock_rel ti nedrdl ock_np;
pt hread_rw ock_rel ti nedw | ock_np;
pt hread_rw ock_t i medr dl ock;
pt hread_rw ock_t i medw | ock;
pt hr ead_set schedpri o;

pt hr ead_spi n_destr oy;
pthread_spin_init;

pt hr ead_spi n_| ock;

pt hread_spi n_t ryl ock;

pt hr ead_spi n_unl ock;

rctl bl k_set_recipi ent _pid;
scandir;

_scandir;

schedct | _exit;

schedct! _init;

schedct | _| ookup;

sema_rel ti nedwait;

sema_ti medwai t ;

setenv;

set pf | ags;

_set pfl ags;

setppriv;

_setppriv;

strerror_r;

strtof;

strtoi max;

strtol d;

strtoumax;

ucred_free;

_ucred_free;

ucr ed_get;

_ucred_get;

ucred_get egi d;

_ucred_get egi d;

ucr ed_get eui d;

_ucred_get eui d;

ucr ed_get gr oups;

_ucred_get gr oups;

ucr ed_get pfl ags;

_ucred_get pfl ags;

ucred_get pi d;

_ucred_get pi d;

ucred_get privset;
_ucred_get privset;
ucred_getprojid;
_ucred_getprojid;
ucred_getrgid;
_ucred_getrgid;
ucred_getruid;
_ucred_getruid;

ucr ed_get sgi d;
_ucred_get sgi d;

ucred_get sui d;

_ucred_get sui d;

ucr ed_get zonei d;

_ucred_get zonei d;

ucred_si ze;

_ucred_si ze;

unset env;

NODYNSORT };
NODYNSORT }:
NODYNSORT }:
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920 west of ;
921 west oi max; 987 SYMBOL_VERSI ON SUNW 1. 21.3 { # SunCS 5.9 (Solaris 9) patch additions
922 west ol d; 988 prot ect ed:
923 west ol | ; 989 forkall;
924 westoul | 990 } SUNW 1. 21.2;
925 west oumax;
992 SYMBOL_VERSI ON SUNW 1.21.2 { # SunCS 5.9 (Solaris 9) patch additions

927 $if 1164 993 protect ed:
928 al phasort 64; 994 get ust ack;
929 _al phasort 64; 995 _get ust ack;
930 psel ect _| arge_f dset; 996 set ust ack;
931 scandi r 64; 997 _setustack;
932 _scandi r 64; 998 st ack_get bounds;
933 $endi f 999 _stack_get bounds;

1000 _stack_grow,
935 $if _ELF64 1001 st ack_i nbounds;
936 wal kcont ext ; 1002 _stack_i nbounds;
937 $endi f 1003 st ack_set bounds;

1004 _stack_set bounds;
939 $if _sparc 1005 stack_vi ol ati on;
940 # Note: atom c_add_[16,32,64] _nv are al so defined above. Here, we add 1006 _stack_vi ol ati on;
941 # the NODYNSORT attribute to them On this platform they are aliases
942 # for the non-_nv versions. If that is changed, these lines should be 1008 $if _sparc
943 # renoved. 1009 __makecont ext _v2;
944 atomi c_add_16_nv { FLAGS = NODYNSORT }; 1010 ___makecont ext _v2;
945 atoni c_add_32_nv { FLAGS = NODYNSORT }; 1011 $endif
946 at om c_add_64_nv { FLAGS = NODYNSORT }; 1012 } SUNW 1. 21.1;
947 $endi f

1014 SYMBOL_VERSI ON SUNW 1.21.1 { # Sun0S 5.9 (Solaris 9) patch additions
949 $if 386 1015 pr ot ect ed:
950 # Note: atom c_add_64_nv is also defined above. Here, we add the 1016 crypt_gensalt;
951 # NODYNSORT attribute to it. On this platform it is an aliases for 1017 } SUNW 1. 21;
952 # atomic_add_64. |f that is changed, this |line should be renpved.
953 atonmi c_add_64_nv { FLAGS = NODYNSORT }; 1019 SYMBOL_VERSI ON SUNW 1. 21 { # SunCS 5.9 (Solaris 9)
954 $endi f 1020 prot ect ed:

1021 attropen;
956 $if and64 1022 _attropen;
957 # Exception unwind APIs required by the and64 ABI 1023 bi nd_t ext domai n_codeset ;
958 _SUNW_Unwi nd_Del et eExcepti on; 1024 cl osefrom
959 _SUNW_Unwi nd_For cedUnwi nd; 1025 _closefrom
960 _SUNW_Unwi nd_Get CFA; 1026 cond_rel timedwai t;
961 _SUNW_Unwi nd_Get GR; 1027 dcnget t ext;
962 _SUNW_Unwi nd_GCet | P; 1028 dnget t ext ;
963 _SUNW Unwi nd_Get LanguageSpeci fi cDat a; 1029 f chownat ;
964 _SUNW_ Unwi nd_Get Regi onSt art ; 1030 _fchownat ;
965 _SUNW Unwi nd_Rai seExcepti on; 1031 fdopendir;
966 _SUNW Unwi nd_Resune; 1032 _fdopendir;
967 " SUNW Unwi nd_Set GR; 1033 fdwal k;
968 _SUNW Unwi nd_Set | P; 1034 _fdwal k;
969 _UA_CLEANUP_PHASE; 1035 fstatat;
970 _UA_FORCE_UNW ND; 1036 _fstatat;
971 _UA HANDLER FRAMNE; 1037 futinesat;
972 “UA_SEARCH_PHASE; 1038 _futinmesat;
973 _Unwi nd_Del et eExcepti on; 1039 get cpui d;
974 _Unwi nd_For cedUnwi nd; 1040 _getcpui d;
975 _Unwi nd_Get CFA; 1041 get honel gr oup;
976 _Unwi nd_Get GR, 1042 _get honel gr oup { FLAGS = NODYNSORT };
977 _Unwi nd_Get | P; 1043 get pagesi zes;
978 _Unwi nd_Get LanguageSpeci fi cDat a; 1044 getrctl;
979 _Unwi nd_GCet Regi onSt art; 1045 _getrctl;
980 _Unwi nd_Rai seExcepti on; 1046 i ssetugid;
981 _Unwi nd_Resune; 1047 _issetugid;
982 _Unwi nd_Set GR; 1048 _lwp_cond_rel timedwai t;
983 _Unwi nd_Set | P; 1049 mem nf o;
984 $endi f 1050 _meni nf o;
985 } SUNW 1. 21. 3; 1051 ngettext;
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1052 openat ;

1053 _openat ;

1054 print st ack;

1055 priocntl;

1056 priocntlset;

1057 pset _getattr;

1058 pset _get | oadavg;

1059 pset _list;

1060 pset_setattr;

1061 pt hread_cond_rel ti medwai t _np;
1062 rctl bl k_get _enforced_val ue;
1063 rctl bl k_get_firing_ting;
1064 rctl bl k_get_gl obal _acti on;
1065 rctl bl k_get_gl obal _fl ags;
1066 rctl bl k_get_l ocal _action;
1067 rctl bl k_get_local _fl ags;
1068 rctl bl k_get_privil ege;
1069 rctl bl k_get_recipi ent _pid;
1070 rctl bl k_get_val ue;

1071 rctl bl k_set_l ocal _action;
1072 rctl bl k_set_l ocal _fl ags;
1073 rctl bl k_set_privil ege;
1074 rctl bl k_set_val ue;

1075 rctl bl k_si ze;

1076 rctl_wal k;

1077 renaneat ;

1078 setrctl;

1079 _setrctl;

1080 unl i nkat ;

1081 _unlinkat;

1082 vfscanf;

1083 _vfscanf;

1084 vfwscanf;

1085 vscanf;

1086 _vscanf;

1087 vsscanf;

1088 _vsscanf;

1089 vswscanf ;

1090 vwscanf ;

1092 $if _ELF32

1093 wal kcont ext ;

1094 s$endi f

1096 $if [f64

1097 attropen64;

1098 _attropen64;

1099 f st at at 64;

1100 _fstat at 64;

1101 openat 64;

1102 _openat 64;

1103 $endi f

1104 } SUNW 1. 20. 4;
1106 SYMBOL_VERSI ON SUNW 1. 20. 4 { # SunCS 5.8 (Solaris 8) patch additions

1107 prot ect ed:
1108 sent i medop;
1109 sent i medop;

1110 } SUNW1720. 1;

1112 SYMBOL_VERSI ON SUNW 1. 20.1 { # SunCS 5.8 (Solaris 8) patch additions
1113 prot ect ed:

1114 getacct;
1115 _getacct;
1116 getprojid;

1117 _getprojid;
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1118 gett aski d;
1119 _gettaski d;
1120 nsgi ds;

1121 _nsgi ds;
1122 nmsgsnap;
1123 _nsgsnap;
1124 put acct ;
1125 _put acct;
1126 sem ds;

1127 _seni ds;
1128 set t aski d;
1129 _settaskid;
1130 shm ds;

1131 _shnmi ds;
1132 wracct ;

1133 _wracct;
1134 } SUNW 1. 20;

1136 SYMBOL_VERSI ON SUNW 1. 20 { # Sun0S 5.8 (Solaris 8)
1137 prot ect ed:

1138 get ext mt ent;
1139 reset mtt ab;

1140 } SUNW1.19;
1142 SYMBOL_VERSI ON SUNW 1.19 {

1143 protect ed:
1144 strlcat;
1145 strlcpy;
1146 unmount 2;
1147 unount 2;

1148 } SUNW1718.1;
1150 SYMBOL_VERSI ON SUNW 1.18.1 {

1151 protect ed:

1152 __fsetlocking;

1153 } SUNW 1.18;

1155 SYMBOL_VERSI ON SUNW 1. 18 { # SunCS 5.7 (Solaris 7)
1156 prot ect ed:

1157 bt owc;

1158 __ fbufsize;

1159 __flbf;

1160 _flushl bf;

1161 __fpendi ng;

1162 __fpurge;

1163 __freadabl e;

1164 __freading;

1165 fwi de;

1166 fwprintf;

1167 __fwritable;

1168 __fwriting;

1169 fwscanf;

1170 get | oadavg;

1171 | saexec;

1172 nbrl en;

1173 nbrt owc;

1174 nbsinit;

1175 nbsrt owcs;

1176 pcsanpl e;

1177 pt hread_at tr_get guar dsi ze;
1178 pt hread_at tr_set guar dsi ze;
1179 pt hr ead_get concurrency;
1180 pt hread_nut exattr_gettype;
1181 pt hread_nut exattr_settype;
1182 pt hread_rw ockattr_destroy;
1183 pt hread_rw ockat t r _get pshar ed;
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1184 pthread_rw ockattr_init;
1185 pt hread_rw ockat tr_set pshar ed;
1186 pt hread_rw ock_destroy;
1187 pthread_rw ock_init;

1188 pt hread_rw ock_rdl ock;
1189 pt hread_rw ock_t ryrdl ock;
1190 pt hread_rw ock_tryw | ock;
1191 pt hread_rw ock_unl ock;
1192 pt hread_rw ock_wr | ock;
1193 pt hr ead_set concurrency;
1194 swprintf;

1195 swscanf ;

1196 __sysconf _xpg5;

1197 viwprintf;

1198 vswprintf;

1199 vwprintf;

1200 wer t onb;

1201 wesrt onbs;

1202 wesstr;

1203 wet ob;

1204 wrrenchr ;

1205 wWnentnp;

1206 WTENTPY;

1207 WTENMDVE;

1208 wnenset ;

1209 wprintf;

1210 wscanf ;

1212 $if _ELF32

1213 sel ect _| arge_f dset;

1214 $endi f

1215 } SUNW1.17;

1217 # The enpty versions SUNW 1.2 through SUNW 1.17 nust be preserved because
1218 # applications built on Solaris 2.6 Beta (when they did contain synbol s)
1219 # may depend on them All synbol content for SunCS 5.6 is nowin SUNW1.1

1221 SYMBOL_VERSI ON SUNW 1. 17 {
1222 prot ect ed:

1223 SUNW 1. 17;

1224 } SUNW 1. 16;

1226 SYMBOL_VERSI ON SUNW 1. 16 {
1227 prot ect ed:

1228 SUNW 1. 16;

1229 } SUNW 1. 15;

1231 SYMBOL_VERSI ON SUNW 1. 15 {
1232 prot ect ed:

1233 SUNW 1. 15;

1234 } SUNW 1. 14;

1236 SYMBOL_VERSI ON SUNW 1. 14 {
1237 protected:

1238 SUNW 1. 14;

1239 } SUNW1.13;

1241 SYMBOL_VERSI ON SUNW 1. 13 {
1242 protect ed:

1243 SUNW 1. 13;

1244 } SUNW1.12;

1246 SYMBOL_VERSI ON SUNW 1. 12 {
1247 prot ect ed:

1248 SUNW 1. 12;

1249 } SUNW 1. 11;
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1251 SYMBOL_VERSI ON SUNW 1. 11 {
1252 prot ect ed:

1253 SUNW 1. 11;

1254 } SUNW 1. 10;

1256 SYMBOL_VERSI ON SUNW 1. 10 {
1257 protect ed:

1258 SUNW 1. 10;

1259 } SUNW1.9;

1261 SYMBOL_VERSI ON SUNW 1.9 {
1262 protect ed:

1263 SUNW 1. 9;

1264 } SUNW1.8;

1266 SYMBOL_VERSI ON SUNW 1.8 {
1267 prot ect ed:

1268 SUNW 1. 8;

1269 } SUNW1. 7,

1271 SYMBOL_VERSI ON SUNW 1.7 {
1272 prot ect ed:

1273 SUNW 1. 7;

1274 } SUNW 1. 6;

1276 SYMBOL_VERSI ON SUNW 1.6 {
1277 protected:

1278 SUNW 1. 6;

1279 } SUNW1.5;

1281 SYMBOL_VERSI ON SUNW 1.5 {
1282 protect ed:

1283 SUNW 1.

1284 } SUNW 1. 4;

1286 SYMBOL_VERSI ON SUNW 1.4 {
1287 protect ed:
1288 SUNW 1.
1289 } SUNW 1. 3;

1291 SYMBOL_VERSI ON SUNW 1. 3 {
1292 prot ect ed:
1293 SUNW 1.
1294 } SUNW 1. 2;

L

&

1296 SYMBOL_VERSI ON SUNW 1.2 {
1297 prot ect ed:
1298 SUNW 1.
1299 } SUNW1. 1;

1301 SYMBOL_VERSI ON SUNW 1.1 {

>

# SunCS 5.6 (Solaris 2.6)

1302 gl obal :

1303 __loci;

1304 protect ed:

1305 basenane;
1306 bi ndt ext domai n;
1307 bsd_si gnal ;
1308 dbm cl earerr;
1309 dbm error;
1310 dcget text;
1311 dget t ext;
1312 directio;
1313 di r nane;

1314 enduser shel | ;
1315 _exi thandl e;
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1316 f get we;

1317 f get ws;

1318 f pget r ound;

1319 f pset round;

1320 f put wec;

1321 f put ws;

1322 f seeko;

1323 ftello;

1324 ftrylockfile;

1325 get execnane;

1326 _get execnane;

1327 get passphr ase;

1328 gettext;

1329 getusershel | ;

1330 get we;

1331 getwchar;

1332 get ws;

1333 i senglish;

1334 i si deogram

1335 i snunber ;

1336 i sphonogr am

1337 i sspeci al ;

1338 i swal num

1339 i swal pha;

1340 iswentrl;

1341 i swetype;

1342 iswdigit;

1343 i swgr aph;

1344 i sw ower ;

1345 i swprint;

1346 i swpunct ;

1347 i swspace;

1348 i swupper;

1349 iswxdigit;

1350 | ocl;

1351 _l ongj np;

1352 _lwp_sema_trywait;
1353 ntp_adjtine;

1354 _ntp_adjtine;

1355 ntp_gettine;

1356 _ntp_gettime;

1357 __posix_asctinme_r;
1358 __posix_ctime_r;

1359 __posix_getgrgid_r;
1360 __posix_getgrnamr;
1361 __posix_getlogin_r;
1362 __posi x_get pwnam r;
1363 __posi x_get pwui d_r;
1364 __posix_sigwait;

1365 __posix_ttynanme_r;
1366 pset _assi gn;

1367 pset _bi nd;

1368 pset _create;

1369 pset _destroy;

1370 pset _i nfo;

1371 pt hr ead_at f or k;

1372 pt hread_attr_destroy;
1373 pt hread_attr_get det achst at e;
1374 pt hread_attr_getinheritsched;
1375 pt hread_at tr_get schedpar am
1376 pt hread_at tr_get schedpol i cy;
1377 pt hread_at tr_get scope;
1378 pt hread_at tr_get st ackaddr;
1379 pt hread_at t r_get st acksi ze;
1380 pthread_attr_init;

1381 pt hread_attr_set det achst at e;
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1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403
1404
1405
1406
1407
1408
1409
1410
1411
1412
1413
1414
1415
1416
1417
1418
1419
1420
1421
1422
1423
1424
1425
1426
1427
1428
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440
1441
1442
1443
1444
1445
1446
1447

pthread_attr_setinheritsched;
pt hread_attr_set schedpar am
pt hread_attr_set schedpolicy;
pt hread_attr_set scope;

pt hread_attr_set st ackaddr;
pt hread_at tr_set st acksi ze;
pt hr ead_cancel ;
__pthread_cl eanup_pop;
__pthread_cl eanup_push;

pt hread_creat e;

pt hr ead_det ach;

pt hread_equal ;
pthread_exit;

pt hr ead_get schedpar am

pt hr ead_get speci fi c;

pt hread_j oi n;

pt hread_key_create;

pt hr ead_key_del et e;
pthread_kill;

pt hr ead_once;

pt hread_sel f;

pt hr ead_set cancel st at e;

pt hr ead_set cancel t ype;

pt hr ead_set schedpar am

pt hread_set specific;

pt hr ead_si gmask;

pt hr ead_t est cancel ;

put we;

put wehar ;

put ws;

regenp;

regex;

resol vepat h;

_resol vepat h;

rw ock_destr oy { FLAGS
_rw ock_destroy { FLAGS
sema_dest roy;

_sema_dest roy;

_setj np;

set usershel | ;
siginterrupt;

si gst ack;

snprintf;

strtows;

sync_i nstructi on_nenory;

t ext donai n;

thr_mai n;

towct rans;

t ow ower ;

t owupper;

unget we;

vsnprintf;

wat ol | ;

wescat ;

weschr;

wescnp;

wescol | ;

wescpy;

wescspn;

wesftime;

wesl en;

wesncat ;

wesnenp;

wesncpy;

wespbrk;

wesr chr;

NODYNSORT };
NODYNSORT }:
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1448 wesspn;

1449 west od;

1450 west ok;

1451 west ol ;

1452 west oul ;
1453 WCSWCS;

1454 weswi dt h;
1455 wesxfrm
1456 wet rans;
1457 wet ype;

1458 wewi dt h;
1459 wscasecnp;
1460 wscat ;

1461 wschr;

1462 wscnp;

1463 wscol ;

1464 wscol | ;

1465 wscpy;

1466 wscspn;

1467 wsdup;

1468 wsl en;

1469 wsncasecnp;
1470 wsncat ;

1471 wsncnp;

1472 wsncpy;

1473 wspbr k;

1474 wsprintf;
1475 wsr chr;

1476 wsscanf;
1477 wsspn;

1478 wst od;

1479 wst ok;

1480 wst ol ;

1481 wstol | ;

1482 wst ostr;
1483 wsxfrm

1484 __Xpg4_put nsg;
1485 __Xpg4_put pnsg;
1487 $if 1f64

1488 creat 64;
1489 _Creat 64;
1490 f get pos64;
1491 f open64;
1492 freopen64;
1493 f seeko64;
1494 f set pos64;
1495 f st at 64;
1496 _fstat64;
1497 fstatvfs64;
1498 _fstatvfs64;
1499 ftell 064,
1500 ftruncat e64;
1501 _ftruncat e64;
1502 ftwe4;

1503 _ftwe4,;

1504 get dent s64;
1505 _getdent s64;
1506 getrlimté64;
1507 _getrlimté64,
1508 | ockf 64;
1509 _l ockf 64;
1510 | seek64;
1511 _| seek64;
1512 | st at 64;
1513 _| st at 64;
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1514
1515
1516
1517
1518
1519
1520
1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538
1539
1540
1541
1542
1543
1544
1545
1546

1548
1549
1550
1551

1553
1554
1555
1556
1557
1558
1559
1560
1561
1562
1563
1564
1565
1566
1567
1568
1569
1570
1571
1572
1573
1574
1575
1576
1577
1578
1579

$endi f

nkst enp64;
_nkst enp64;
map64;
_mmmuap64;
nf t we4;
_nftwb4;
opené4;
_opené64;
__posix_readdir_r;
pread64;
_pread64;
pwrite64;
_pwite64;
r eaddi r 64;
_readdir64;
readdir64_r;
_readdir64_r;
setrlimt64;
setrlimté64,
fentl;

(2

_ioctl;

t at 64;
_stat64;
stat vfs64;
_stat vfsé4,;
tell 64;
_tell 64;
tpfil e64;
truncat e64;
_truncat e64;
_xftwbe4;

n un

$if _sparc

$endi f

flt_rounds;

} SUNWO. 9;

SYMBOL_VERSI ON SUNW 0. 9 {

prot ect ed:

acl ;

bcnp;

bcopy;

bzero;

facl;

ftinme;

get dt abl esi ze;
get hosti d;

get host nane;

get pagesi ze;
getpriority;

get rusage;

get wd;

I ndex;

initstate;

ki Il pg;
_nsc_trydoorcall;
pt hread_condat tr _destroy;

pt hread_condat tr _get pshar ed;

pt hread_condattr_init;

pt hread_condat t r_set pshar ed;

pt hr ead_cond_br oadcast ;
pt hr ead_cond_dest r oy;
pt hread_cond_init;

pt hread_cond_si gnal ;

s_fecntl { FLAGS = NODYNSORT };

# SunCS 5.5 (Solaris 2.5)
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1580
1581
1582
1583
1584
1585
1586
1587
1588
1589
1590
1591
1592
1593
1594
1595
1596
1597
1598
1599
1600
1601
1602
1603
1604
1605
1606
1607
1608
1609
1610
1611
1612
1613
1614
1615
1616

1618
1619
1620
1621
1622
1623
1624
1625
1626
1627
1628
1629
1630
1631
1632
1633
1634
1635
1636
1637
1638
1639
1640
1641
1642
1643
1644
1645

pthread_cond_ti medwai t ;

pt hread_cond_wai t ;

pt hread_nut exattr_destroy;
pt hread_nut exattr_getprioceiling;
pt hr ead_nut exat t r _get prot ocol ;
pt hr ead_nut exat t r _get pshar ed;

pthread_nutexattr_init;

pt hread_nut exattr_setprioceiling;
pt hr ead_nut exattr _set prot ocol ;
pt hr ead_nut exat t r _set pshar ed;

pt hr ead_nut ex_destroy;

pt hr ead_nut ex_get pri ocei | i ng;

pt hread_nutex_init;
pt hr ead_nut ex_| ock;

pt hr ead_nut ex_set pri ocei | i ng;

pt hr ead_nut ex_t ryl ock;

pt hr ead_nut ex_unl ock;
random

reboot ;
re_conp;
re_exec;

ri ndex;

set buf fer;

set host nane;
set| i nebuf;
setpriority;
setregid;
setreuid;
setstate;
srandom

thr _m n_st ack;
thr_stksegnent;
ual arm

usl eep;

wai t 3;

wai t 4;

} SUNWO. 8;

SYMBOL_VERSI ON SUNW 0. 8 {
gl obal :

Xpg4

pr ot ect ed:

addsev;
cond_br oadcast
cond_destroy
cond_init;
cond_si gnal
cond_ti medwai t ;
cond_wai t ;
confstr;

fnmat ch;
_getdate_err_addr;
gl ob;

gl obfree;

i conv;

i conv_cl ose;

i conv_open;

I fnt;

nmut ex_destr oy
mutex_init;
mut ex_| ock

mut ex_t ryl ock
mut ex_unl ock
pfnt;

regconp;
regerror;

e

SunGs
FLAGS
FLAGS
FLAGS
FLAGS

FLAGS

FLAGS
FLAGS
FLAGS

.4 (Solaris 2.4)
NCDI RECT };
NODYNSORT };
NODYNSORT };
NODYNSORT };

NODYNSORT };

NODYNSORT };
NODYNSORT 1
NODYNSORT };
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1646
1647
1648
1649
1650
1651
1652
1653
1654
1655
1656
1657
1658
1659
1660
1661
1662
1663
1664
1665
1666
1667
1668
1669
1670
1671
1672
1673
1674
1675
1676
1677
1678
1679
1680
1681
1682
1683
1684
1685

1687
1688
1689
1690
1691
1692
1693
1694
1695
1696
1697
1698
1699
1700
1701
1702
1703
1704
1705
1706
1707
1708
1709
1710

regexec;
regfree;

rwl ock_init;
rw_rdl ock
rw_read_hel d;
rw_tryrdl ock
rw_trywl ock
rw_unl ock
rw_wite_hel d;
rw_wrl ock
sema_hel d;
sema_init;
sema_post ;
sema_trywait;
sema_wai t ;

set cat;

si gf pe;

strfnon;
strptime;

thr _conti nue;
thr_create;
thr_exit;
thr_get concurrency;
thr_getprio;
thr_getspecific;
thr_join;

thr _keycreate;
thr_kill;
thr_sel f
thr_setconcurrency;
thr_setprio;
thr_setspecific;
t hr_si gset mask;
t hr _suspend;
thr_yield;
vlfnt;

vpfnt;

wor dexp;

wor df r ee;

} SUNWO. 7;

SYMBOL_VERSI ON SUNW 0. 7 {
gl obal :

al t zone;

_ctype;
i snanf

nss_def aul t _finders;
_si buf;

_sobuf;

_sys_busli st;
_sys_cldlist;
_sys_fpelist;
_sys_illlist;
_sys_segvlist;
_sys_siginfolistp;
_sys_siglist;
_sys_siglistn;
_sys_siglistp;
_sys_traplist;

val | oc

{ FLAGS = NODYNSCRT };

# SunCS 5.3 (Solaris 2.3)

{ TYPE = FUNCTION, FILTER

FLAGS = NODI RECT }

]

{ FLAGS = NODI RECT };

{ FLAGS = NODYNSCRT };
{ FLAGS = NODYNSORT };
{ FLAGS = NODYNSORT }:
{ FLAGS = NODYNSORT }:
{ FLAGS = NODYNSORT };

TYPE = FUNCTI ON;, FILTER

libmso.2 };

libmso.2 };

26



new usr/src/lib/libc/port/ mapfile-vers

1712 $if _ELF32

1713 _buf endt ab;

1714 _l ast buf;

1715 sys_errlist;

1716 sys_nerr;

1717 _sys_nsig;

1718 $endi f

1720 prot ect ed:

1721 a64l ;

1722 adj ti ne;

1723 ascftinme;

1724 _assert;

1725 atol | ;

1726 brk;

1727 builtin _al | oca;
1728 cftine;

1729 cl osel og;

1730 csetcol ;

1731 csetlen;

1732 ctermd_r;

1733 dbm cl ose;

1734 dbm del et e;

1735 dbm f et ch;

1736 dbm firstkey;

1737 dbm next key;

1738 dbm open;

1739 dbm st ore;

1740 deci mal _t o_doubl €;
1741 deci mal _t o_ext ended;
1742 deci mal _t o_quadr upl e;
1743 deci mal _t o_si ngl e;
1744 doubl e_t o_deci nal ;
1745 dr and48;

1746 econvert;

1747 ecvt;

1748 endnet grent;

1749 endspent ;

1750 endut ent ;

1751 endut xent ;

1752 erand48;

1753 euccol ;

1754 eucl en;

1755 eucscol ;

1756 ext ended_t o_deci nal ;
1757 fchroot;

1758 fconvert;

1759 fevt;

1760 ffs;

1761 f get spent;

1762 fgetspent_r;

1763 filbuf;

1764 file_to_decimal;
1765 finite;

1766 _flsbuf;

1767 forkl { FLAGS = NODYNSORT };
1768 f pcl ass;

1769 f pget nask;

1770 f pget sti cky;

1771 f pset mask;

1772 f pset sticky;

1773 fstatfs;

1774 ftruncate;

1775 ftw

1776 func_t o_deci mal ;

1777 gconvert;
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1778 gevt ;

1779 getdents;

1780 get hrti ne;
1781 get hrvti me;
1782 get mt any;
1783 get mtent;
1784 getnetgrent;
1785 getnetgrent _r;
1786 get pw,

1787 get spent;

1788 getspent _r;
1789 get spnam

1790 get spnamr;
1791 getutent;

1792 getutid;

1793 getutline;
1794 get ut np;

1795 get ut nmpx;

1796 get ut xent ;
1797 get ut xi d;

1798 getut x| i ne;
1799 get vf sany;
1800 get vfsent;
1801 getvfsfile;
1802 get vf sspec;
1803 get wi dt h;

1804 gsi gnal ;

1805 hasmmt opt ;
1806 i nnet gr;

1807 i nsque;

1808 _insque;

1809 j rand4s;

1810 | 64a;

1811 | add;

1812 | ckpwdf ;

1813 | cong48;

1814 | di vi de;

1815 | expl10;

1816 | | abs;

1817 11 div;

1818 11 0g10;

1819 || seek;

1820 Iltostr;

1821 I mul ;

1822 | rand4s;

1823 I shiftl;

1824 | sub;

1825 | wp_cond_br oadcast ;
1826 “I wp_cond_si gnal ;
1827 I wp_cond_ti medwai t;
1828 "I wp_cond_wai t ;
1829 | wp_cont i nue;
1830 “Iwp_info;
1831 “Twp kill;

1832 _lwp_nut ex | ock;
1833 _l wp_nut ex trylock
1834 _I'wp_nut ex_unl ock;
1835 _lwp_sel f;

1836 _lwp_senma_init;
1837 _l'wp_sena_post ;
1838 _lwp_sema_wai t;
1839 “| wp_suspend;
1840 madvi se;

1841 __nmmjor;

1842 __nakedev;
1843 m ncor e;
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1844
1845
1846
1847
1848
1849
1850
1851
1852
1853
1854
1855
1856
1857
1858
1859
1860
1861
1862
1863
1864
1865
1866
1867
1868
1869
1870
1871
1872
1873
1874
1875
1876
1877
1878
1879
1880
1881
1882
1883
1884
1885
1886
1887
1888
1889
1890
1891
1892
1893
1894
1895
1896
1897
1898
1899
1900
1901
1902
1903
1904
1905
1906
1907
1908
1909

__mnor;

nkst enp;

_nkst enp;

m ockal | ;

nT and48;

munl ockal | ;

_mutex_hel d { FLAGS
_nmut ex_| ock { FLAGS
nrand4s;

_nss_netdb_al i ases;
_nss_XbyY_buf _al |l oc;
_nss_XbyY_buf _free;

__nsw_ext ended_acti on;
__nsw_freeconfi g;
__nsw_getconfig;

openlkog;

NODYNSORT };
NODYNSORT 1

p_online;
pread;
__priocntl;
__priocntlset;
processor _bi nd;
processor _i nfo;
psi gi nf o;

psi gnal ;

put pwent ;

put spent;
pututline;

put ut xI i ne;
pwite;
geconvert;
qgecvt;

gf convert;

gf cvt;
qggconvert;
qgevt;

quadrupl e_t o_deci nal ;
real pat h;
rengue;
_renmue;
_rw_read_hel d;
_rw.wite_held;
seconvert;
seed48;

sel ect;
_sena_hel d;

set egi d;

set eui d;

set | ogmask;
setnetgrent;
set spent ;

set ti meof day;
setutent;

set ut xent ;
sfconvert;
sgconvert;
sig2str;

sigwai t;

singl e_to_deci mal ;
srand48;

ssi gnal ;
statfs;
str2sig;
strcasecnp;
string_to_decinal;
strncasecnp;
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Here, we add the NODYNSORT
is an alias to syscall.

1910 strsignal;

1911 strtoll;

1912 strtoul | ;

1913 swapct | ;

1914 _syscall;

1915 sysfs;

1916 sysl og;

1917 _sysl og;

1918 t npnamr;

1919 truncate;

1920 ttyslot;

1921 uadmi n;

1922 ul ckpwdf ;

1923 ul ltostr;

1924 unor der ed;

1925 updwt np;

1926 updwt npx;

1927 ust at ;

1928 uti nes;

1929 ut npnane;

1930 ut npxnare;

1931 vfork;

1932 vhangup;

1933 vsysl og;

1934 yi el d;

1936 $if i386

1937 # Note: _syscall is also defined above.
1938 # attribute toit. On this platform it
1939 # If that is changed, this |lines should be renpved.
1940 _syscal | { FLAGS = NODYNSORT };
1941 $endi f

1943 # The 32-bit sparc ABI

requires SISCD 2.3. On other platforns,

1944 # go directly into SUNWO. 7.

1945 $if sparc32
1946 } SISCD 2. 3;

1948 SYMBOL_VERSI ON SI SCD 2. 3 {

1949 $endi f

1951 gl obal :

1952 errno { FLAGS = NODI RECT };
1953 _iob;

1955 prot ect ed:

1956 addseverity;
1957 _addseverity;
1958 asctinme_r;
1959 crypt;

1960 _crypt;

1961 ctime_r;

1962 encrypt;

1963 _encrypt;

1964 endgrent;

1965 endpwent ;

1966 ___errno;

1967 fgetgrent;
1968 fgetgrent_r;
1969 f get pwent ;
1970 fget pwent _r;
1971 flockfile;
1972 funl ockfile;
1973 get char _unl ocked;
1974 get c_unl ocked;
1975 getgrent;

those synbol s
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1976
1977
1978
1979
1980
1981
1982
1983
1984
1985
1986
1987
1988
1989
1990
1991
1992
1993
1994
1995
1996
1997
1998
1999
2000
2001
2002
2003

2005
2006
2007
2008
2009
2010
2011

2013
2014
2015
2016
2017
2018
2019
2020
2021
2022
2023
2024
2025

2027
2028
2029
2030
2031

2033
2034

2036
2037
2038
2039
2040
2041

getgrent _r;
getgrgid_r;
getgrnamr;
getitinmer;
_getitiner;
getlogin_r;
get pwent ;

get pwent _r;
get pwnam r;
get pwui d_r;
get ti meof day;
_gettineof day;
gntinme_r;
localtime_r;
put char _unl ocked;
put c_unl ocked;
rand_r;
readdir_r;
setgrent;
setitiner;
_setitiner;
set key;
_setkey;

set pwent ;
strtok_r;

sysi nfo;
_sysinfo;
ttynane_r;

$if _ELF32

$endi f

__divé64;
__mul 64;
__renb4;
__udi v64;
__urenb4;

$i f sparc32

$endi f

# On 32-bit

_dtoll;
__dtoul I ;
_ftoll;
__ftoull;
_Qlltogq
_Qaqtoll
_Qaqtoull;
_Qulltoq;
sbrk;
_sbrk;
__unul 64

pl atforms,

{ FLAGS = NODYNSORT }

the foll owing synbols go into SYSVABI

# Same address as

1.3, but on

# other platfornms they go directly into the current version (which will be

# either SUNWO. 7,
ELF32

$i f

} SYSVABI _1.3;

SYMBOL_VERSI ON SYSVABI _1.3 {

$endi f

gl obal :

_al tzone;
call oc
__Ctype;
dayl i ght;
_dayl i ght;

{ FLAGS = NODI RECT };
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2042 environ {
2043 _environ {
2044 free {
2045 frexp {
2046 getdate_err;

2047 _getdate_err;

2048 get env;

2049 __huge_val ;

2050 __iob;

2051 i snan

2052 _isnan

2053 i snand

2054 _isnand

2055 | dexp

2056 | ogb

2057 mal | oc

2058 mencn;

2059 mencpy;

2060 nmenmnove;

2061 menset ;

2062 nodf

2063 _nodf

2064 next after

2065 _nextafter

2066 _nuneric;

2067 opt arg;

2068 opterr;

2069 opti nd;

2070 opt opt ;

2071 real | oc {
2072 scal b {
2073 _scalb {
2074 timezone;

2075 _timezone;

2076 t znane;

2077 _tznane;

2078 $if i386

2079 _fp_hw

2080 $endi f

2082 prot ect ed:

2083 abort;

2084 abs;

2085 access;

2086 _access,;

2087 acct ;

2088 _acct;

2089 alarm

2090 _alarm

2091 asctinme;

2092 __assert;

2093 atexit;

2094 at of ;

2095 atoi;

2096 atol ;

2097 bsear ch;

2098 cat cl ose;

2099 _catcl ose;

2100 catgets;

2101 _catgets;

2102 cat open;

2103 _cat open;

2104 cf geti speed;

2105 _cfgetispeed;

2106 cf get ospeed;

2107 _cf get ospeed;

FLAGS
FLAGS
FLAGS

NCDI RECT
NODI RECT
NCDI RECT

TYPE = FUNCTI QN,

TYPE
TYPE
TYPE
TYPE
TYPE
TYPE
FLAGS

TYPE
TYPE
TYPE
TYPE

FLAGS
TYPE
TYPE

FUNCTI ON,
FUNCTI ON;
FUNCTI ON,
FUNCTI ON,
FUNCTI ON,
FUNCTI ON,

NCDI RECT

FUNCTI ON,
FUNCTI ON,
FUNCTI ON;
FUNCTI ON,

NODI RECT }

FUNCTI ON,
FUNCTI ON;

FI LTER
FI LTER
FI LTER
FI LTER
FI LTER
FI LTER

}

FI LTER
FI LTER
FI LTER
FI LTER

FI LTER
FI LTER

libm so.
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2108
2109
2110
2111
2112
2113
2114
2115
2116
2117
2118
2119
2120
2121
2122
2123
2124
2125
2126
2127
2128
2129
2130
2131
2132
2133
2134
2135
2136
2137
2138
2139
2140
2141
2142
2143
2144
2145
2146
2147
2148
2149
2150
2151
2152
2153
2154
2155
2156
2157
2158
2159
2160
2161
2162
2163
2164
2165
2166
2167
2168
2169
2170
2171
2172
2173

cf seti speed;
_cfsetispeed;
cf set ospeed;
_cf set ospeed;
chdir;
_chdir;
chnod;
_chnod;
chown;
_chown;
chroot;
_chroot;
_cl eanup;
clearerr;
cl ock;

_cl ose;

cl ose;

cl osedir;
_closedir;
creat;
_Creat;
ctermd;
ctine;
cuserid;
_cuserid;
difftine;
div;

dup;

_dup;
dup2;
_dup2;
execl ;
_execl ;
execl e;
_execl e;
execl p;
_execl p;
execv;
_execv;
execve;
_execve;
execvp;
_execvp;
exit;
_exit;
fattach;
_fattach;
fchdir;
_fehdir;

f chnod;
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2174
2175
2176
2177
2178
2179
2180
2181
2182
2183
2184
2185
2186
2187
2188
2189
2190
2191
2192
2193
2194
2195
2196
2197
2198
2199
2200
2201
2202
2203
2204
2205
2206
2207
2208
2209
2210
2211
2212
2213
2214
2215
2216
2217
2218
2219
2220
2221
2222
2223
2224
2225
2226
2227
2228
2229
2230
2231
2232
2233
2234
2235
2236
2237
2238
2239

_f pat hconf;
fprintf;

f put c;
fputs;
fread;
freopen;

f scanf;

f seek;

f set pos;
fstat;
_fstat;
fstatvfs;
_fstatvfs;
fsync;
_fsync;
ftell;

ft ok;
_ftok;
fwite;
getc;
getchar;
get cont ext ;
_getcontext;
get cwd;
_get cwd;
get dat e;
_getdat e;
get egi d;
_get egi d;
get eui d;
_get eui d;
getgid;
_getgid;
getgrgid;
get gr nam
get groups;
_get groups;
get | ogi n;
get nsg;
_getnsg;
get opt;
_getopt;
get pass;
_get pass;
get pgi d;
_get pgi d;
get pgrp;
_getpgrp
get pi d;
_getpi d;
get pnsg;
_get pnsg;
get ppi d;
_get ppi d;
get pwnam
get pwi d;
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2240
2241
2242
2243
2244
2245
2246
2247
2248
2249
2250
2251
2252
2253
2254
2255
2256
2257
2258
2259
2260
2261
2262
2263
2264
2265
2266
2267
2268
2269
2270
2271
2272
2273
2274
2275
2276
2277
2278
2279
2280
2281
2282
2283
2284
2285
2286
2287
2288
2289
2290
2291
2292
2293
2294
2295
2296
2297
2298
2299
2300
2301
2302
2303
2304
2305

getrlimt;
_getrlimt;
gets;
getsid;
_getsid;
get subopt ;
_get subopt ;
gettxt;
_gettxt;
get ui d;
_getui d;
getw,
_getw,
gntime;
grantpt;
_grantpt;
hcr eat e;
_hcreate;
hdest r oy;
_hdestroy;
hsear ch;
_hsearch;
initgroups;
_initgroups;
ioctl;
_ioctl;

i sal num

i sal pha;

i sascii;
_isascii;

i sast ream
_i sastream
isatty;
_isatty;
iscntrl;
sdigit;
sgr aph;

sl ower;
sprint;
spunct ;
sspace;
supper ;
sxdigit;
kill;
_kill;

| abs;

| ocal econv;
| ocal tine;

| ockf ;

_l ockf;
I'ongj np;

| sear ch;

_I search;

| seek;

_| seek;

I stat;
_Istat;
makecont ext ;
_nmakecont ext ;
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2306
2307
2308
2309
2310
2311
2312
2313
2314
2315
2316
2317
2318
2319
2320
2321
2322
2323
2324
2325
2326
2327
2328
2329
2330
2331
2332
2333
2334
2335
2336
2337
2338
2339
2340
2341
2342
2343
2344
2345
2346
2347
2348
2349
2350
2351
2352
2353
2354
2355
2356
2357
2358
2359
2360
2361
2362
2363
2364
2365
2366
2367
2368
2369
2370
2371

nbl en;
nmbst owcs;
nbt owc;
nenccpy;
_menccpy;
menchr ;
mencnt | ;
_nmentnt | ;
nkdir;
_nkdir;
nkfifo
nkfifo

_nm ock;
mrap
_mmap;
noni t or;
_noni tor;
nount ;
_ount;
nprot ect;
_nprotect;
nsgctl;
_msgctl;
nsgget ;
_msgget ;
nsgrcv;
_msgrcv;
nsgsnd;
_nsgsnd;
nsync;
_msync;
nunl ock;
_munl ock;
nunnap;
_munnap;
nftw
_nftw

ni ce;
_nice;

nl _I angi nf o;
_nl _Il angi nf o;
open;
_open,
opendir;
_opendir;
pat hconf ;
_pat hconf;
pause;
_pause;
pcl ose;
_pcl ose;
perror;
pi pe;

_pi pe;
pol I ;
_polI;
popen;
_popen;
printf;
profil;
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2372
2373
2374
2375
2376
2377
2378
2379
2380
2381
2382
2383
2384
2385
2386
2387
2388
2389
2390
2391
2392
2393
2394
2395
2396
2397
2398
2399
2400
2401
2402
2403
2404
2405
2406
2407
2408
2409
2410
2411
2412
2413
2414
2415
2416
2417
2418
2419
2420
2421
2422
2423
2424
2425
2426
2427
2428
2429
2430
2431
2432
2433
2434
2435
2436
2437

_profil;
pt snane;
_pt snane;
put c;

put char;
put env;
_putenv;
put nBQ;
_put nsg;
put pneg,
_put peg;
puts;
put w
_putw,
gsort;

readl i nk;
_readlink;
readv;
_ready;
renove;
renane;

rewi nddir;
_rewi nddir;
rondir;
_rndir;
scanf;
seekdir;
_seekdir;
senctl ;
_senttl;
senget ;
_senmget ;
senop;
_senop;

set buf ;

set cont ext;
_set cont ext { FLAGS = NODYNSORT };
setgid;
_setgid;
set groups;
_setgroups;
setj np;

set | abel ;
set | ocal e;
set pgi d;
_setpgid;
set pgrp;
_setpgrp
setrlimt;
_setrlimt;
setsid;
_setsid,;
set ui d;
_setuid;
set vbuf;
shmat ;
_shnat ;
shret |
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2438
2439
2440
2441
2442
2443
2444
2445
2446
2447
2448
2449
2450
2451
2452
2453
2454
2455
2456
2457
2458
2459
2460
2461
2462
2463
2464
2465
2466
2467
2468
2469
2470
2471
2472
2473
2474
2475
2476
2477
2478
2479
2480
2481
2482
2483
2484
2485
2486
2487
2488
2489
2490
2491
2492
2493
2494
2495
2496
2497
2498
2499
2500
2501
2502
2503

_shnetl;
shndt ;
_shmdt
shnget ;
_shnget;

si gacti on;
_sigaction
si gaddset ;
_si gaddset ;
si gal t st ack;
_si gal t st ack;
si gdel set;
_si gdel set;
si genpt yset ;
_si genptyset;
sigfillset;
_sigfillset;
si ghol d;

_si ghol d;

si gi gnore;
_sigignore;
si gi smenber ;
_si gi snenber ;
si gl ongj np;
_si gl ongj np;
signal ;

si gpause;
_si gpause;
si gpendi ng;
_si gpendi ng;
si gpr ocnask;
_si gpr ocnask;
sigrel se;
_sigrel se;
si gsend;

_si gsend;

si gsendset ;
_si gsendset;
si gset;
_sigset;

si gsetj np;
_sigsetjnmp
si gsuspend;
_si gsuspend;
sl eep;

_sl eep;
sprintf;
srand;
sscanf;
stat;

_stat;

stat vfs;
_statvfs;
stine;
_stine;
strcat;
strchr;
strcnp;
strcol | ;
strcpy;
strcspn;

st rdup;
_strdup;
strerror;
strftinme;
strlen;

{ FLAGS = NODYNSORT }

{ FLAGS = NODYNSCRT };
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2504 strncat;
2505 strncnp;
2506 strncpy;
2507 st rpbrk;
2508 strrchr;
2509 strspn;
2510 strstr;
2511 strtod;
2512 strtok;
2513 strtol;
2514 strtoul ;
2515 strxfrm
2516 swab;

2517 _swab;

2518 swapcont ext ;
2519 _swapcont ext ;
2520 sym i nk;
2521 _synlink;
2522 sync;

2523 _sync;

2524 sysconf ;
2525 _sysconf;
2526 system
2527 tcdrain;
2528 _tcdrain;
2529 tcfl ow,
2530 _tcflow
2531 tcflush;
2532 _tcflush;
2533 tcgetattr;
2534 _tcgetattr;
2535 tcget pgrp;
2536 _tcget pgrp;
2537 tcgetsid;
2538 _tcgetsid;
2539 t csendbr eak;
2540 _tcsendbr eak;
2541 tcsetattr;
2542 _tcsetattr;
2543 tcset pgrp;
2544 _tcsetpgrp;
2545 tdel ete;
2546 _tdel ete;
2547 tell;

2548 _tell;

2549 telldir;
2550 _telldir;
2551 t enpnam
2552 _tenpnam
2553 tfind;

2554 _tfind;
2555 tine;

2556 _time;

2557 times;

2558 _tinmes;
2559 tnpfile;
2560 t npnam
2561 toascii;
2562 _toascii;
2563 t ol ower;
2564 _tol ower;
2565 t oupper;
2566 _toupper;
2567 tsearch;
2568 _tsearch;

2569 ttynane;
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2570 twal k;
2571 _twal k;
2572 tzset;
2573 _tzset;
2574 ulimt;
2575 _ulimt;
2576 umask;
2577 _umask;
2578 unmount ;
2579 _unount ;
2580 unane;
2581 _unane;
2582 unget c;
2583 unl i nk;
2584 _unli nk;
2585 unl ockpt ;
2586 _unl ockpt ;
2587 utime;
2588 _utine;
2589 viprintf;
2590 vprintf;
2591 vsprintf;
2592 wai t ;
2593 _wait;
2594 wai tid;
2595 _waitid;
2596 wai t pi d;
2597 _wai t pi d;
2598 west onbs;
2599 wet onb;
2600 wite;
2601 _Wite;
2602 witev;
2603 _witev;
2604 xftw
2606 $if _ELF32

2607 ptrace;
2608 _ptrace;
2609 $endi f

2611 $if i386

2612 _fxstat;
2613 _I xstat;
2614 nunane;
2615 _nunane;
2616 _xnknod;
2617 “xstat;
2618 $endi f

2620 $if !sparc32
2621 sbrk;
2622 $endi f

2624 $if _sparc

2625 __dtou;
2626 _ ftou;
2627 $endi f

2629 $if sparc32
2630 .div;
2631 .mul ;
2632 .rem
2633 .stretl;
2634 .stret2;
2635 .stret4,;
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2636
2637
2638
2639
2640
2641
2642
2643
2644
2645
2646
2647
2648
2649
2650
2651
2652
2653
2654
2655
2656
2657
2658
2659
2660
2661
2662
2663

2665
2666
2667
2668
2669
2670
2671
2672
2673
2674
2675
2676
2677
2678
2679
2680
2681
2682
2683
2684
2685
2686
2687
2688
2689
2690
2691
2692
2693
2694
2695
2696
2697
2698
2699
2700
2701

$endi f

# .stret4 and .stret8 are the sane thing

.stret8
. udiv;
.umul ;
.urem

$if sparcv9
# __align_cpy_1 is an alias for nmencpy. Filter it out of

# the . SUNW dynsynsort

_align_cpy_1

al i gn_cpy_16;
align_cpy_2;
align_cpy_4;

FLAGS = NODYNSCRT }

section
FLAGS = NODYNSCORT };

# align_cpy 8 is same as __align_cpy_16
{ F

__align_cpy_8
__dtoul;
__ftoul;

_Q_sub;
_Q_uitogqg;
_Q_uxtoq;
_Qp_xtoq;

LAGS = NODYNSORT };

new usr/src/lib/libc/port/ mapfile-vers

2702 __sparc_utrap_install;
2703 $endi f

2705 # On and64, we al so have SYSVABI
2706

2707 $if and64

2708 } SYSVABI _1.3

2710 SYMBOL_VERSI ON SYSVABI _1.3 {
2711 $endi f

2712 gl obal :

2713 $if ! _sparc

2714 __flt_rounds;
2715 $endi f

2717 prot ect ed:

2718 _ctermd;

2719 _getgrgid;
2720 _get grnam
2721 _getlogin;
2722 _get pwnam
2723 _get pwui d;
2724 _ttynane;

2726 $if !sparc32

2727 _sbrk;

2728 $endi f

2730 $if _x86

2731 _fpstart;

2732 __fpstart;
2733 $endi f

2734 };

2738 # There shoul d never
2739 # Don’t add any nore.
2741 SYMBOL_VERSI ON SUNWprivate 1.1 {
2742 gl obal

2743 ___Argv

2744 cfree

2745 _cswidt h;

2746 __ctype_nask;
2747 __environ_| ock
2748 __inf_read;
2749 _inf_witten;
2750 __i_size;

2751 _i snanf

2752 __iswrune;
2753 __libc_threaded;
2754 _lib_version
2755 _logb

2756 _lone

2757 _Iten

2758 _lzero

2759 __mal l oc_I ock;
2760 _nenctnp;

2761 _nencpy

2762 _memove

2763 _menset ;

2764 _nodf f

2765 __han_r ead;
2766 __nhan_witten;
2767 __nextwctype;

1.3, but

# the synbols put in that version on other platforns.

be nore than
Add new pri

]

one SUNWpri vate version.

it contains a snall

subset of

vate synbols to SUNWrivate_1.1

FLAGS
FLAGS

FLAGS

TYPE =

FLAGS
TYPE =
FLAGS
FLAGS
FLAGS

FLAGS

TYPE =

NODI RECT };
NODI RECT }:

NODI RECT };

FUNCTI ON;  FILTER

= NODI RECT };
FUNCTI ON; FI LTER
= NODYNSORT };
= NODYNSORT };
= NODYNSORT }:

NODYNSORT };

FUNCTI ON;  FILTER

libmso.2 };

libmso.2 };

libmso.2 };
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2768
2769
2770
2771
2772
2773
2774
2775
2776
2777
2778
2779
2780
2781
2782
2783
2784
2785
2786
2787

2789
2790
2791
2792
2793
2794
2795
2796
2797
2798
2799
2800
2801
2802
2803
2804
2805
2806
2807
2808
2809
2810
2811
2812
2813
2814
2815
2816
2817
2818
2819
2820
2821
2822
2823
2824
2825
2826
2827
2828
2829
2830

2832
2833

__ni s_debug_bi nd;
__ni s_debug_cal I s;
__nis_debug_file;

__ni s_debug_rpc;
__nis_prefsry;
__nis_preftype;
__nis_server;

_nss_defaul t _finders;

__prognane
_snbuf;

_Sp;
__strdupa_str
__strdupa_l en
_tdb_boot strap;
__threaded;

thr _probe_get func_addr;

__trans_| ower;
__trans_upper;
_uberdat a;
__Xpg6

$if _ELF32
_dl addr
_dladdr1
_dlclose
—dl dunp
—dlerror
“dlinfo
_dl nopen
—dl open
dl sym
“Id_libc
_sys_errlist;
_sys_errs;
_sys_i ndex;
_sys_nerr
_sys_numerr;
$elif sparcv9

_dl addr TYPE
_dl addr 1 TYPE
_dlcl ose TYPE
_dl dunp TYPE
_dlerror TYPE
_dlinfo TYPE
_dI nopen TYPE
_dl open TYPE
_dl sym TYPE
“Id_libc TYPE
$elif and64
_dl addr { TYPE
_dl addr1 { TYPE
_dl and64get unwi nd { TYPI
_dlcl ose TYPE
_dl dunp TYPE
_dlerror TYPE
_dlinfo TYPE
_dl nopen TYPE
_dl open TYPE
_dl sym TYPE
_ld_libc TYPE

$el se
$error unknown platform
$endi f

$if _sparc

__lyday_to_nont h;

W mnmaunn

FLAGS = NODI RECT };

FLAGS
FLAGS

A

NODI RECT };
NODI RECT };

{ FLAGS = NODI RECT };

{ TYPE = FUNCTI ON,
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON,
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON;
{ TYPE = FUNCTI ON,
{ TYPE = FUNCTI ON,

{ FLAGS = NODYNSORT

FUNCTI ON; FI LTER
FUNCTI ON;, FI LTER
FUNCTI ON; FILTER
FUNCTI ON;  FILTER
FUNCTI ON, FI LTER
FUNCTI ON;, FI LTER
FUNCTI ON; FILTER
FUNCTI ON; FILTER
FUNCTI ON, FI LTER
FUNCTI ON;, FI LTER

FUNCTI ON;, FILTER
FUNCTI ON; FILTER
= FUNCTI ON, FILTEl
FUNCTI ON, FILTER
FUNCTI ON; FI LTER
FUNCTI ON;, FILTER
FUNCTI ON, FI LTER
FUNCTI ON;, FI LTER
FUNCTI ON; FILTER
FUNCTI ON;, FILTER
FUNCTI ON; FILTER

py)

FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.
FILTER = /usr/lib/ld.

b

lusr/liblsparcv9/ld
/usr/libl/sparcv9/ld
/usr/libl/sparcv9/ld
lusr/lib/sparcv9/ld
[usr/libl/sparcv9/ld.
/usr/lib/sparcv9/ld.
/usr/libl/sparcv9/ld
/usr/lib/sparcv9/ld
lusr/lib/sparcv9/ld
/usr/1ibl/sparcv9/ld
/usr/lib/aml64/1d.so.1
/usr/lib/ami64/1d.so.1
= [usr/lib/and64/1d. so
/usr/lib/ami64/1d.so.1
/usr/lib/aml64/1d.so.1
/usr/lib/aml64/1d.so.1
[usr/lib/and64/1d.so.1
[usr/lib/and64/1d.so.1
/usr/lib/ami64/1d.so.1
/usr/lib/aml64/1d.so.1
[usr/lib/and64/1d.so. 1

PRRERRRRRRR R
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2834
2835
2836
2837
2838
2839

2841
2842
2843
2844
2845
2846
2847
2848
2849
2850
2851
2852
2853
2854
2855
2856
2857
2858
2859
2860
2861
2862
2863
2864
2865
2866
2867
2868
2869
2870
2871
2872
2873
2874
2875
2876
2877
2878
2879
2880
2881
2882
2883
2884
2885
2886
2887
2888
2889
2890
2891
2892
2893
2894
2895
2896
2897
2898
2899

non_| engt hs;
~_yday_to_| rmnth

_sse_hw;

protect ed:

acctctl;
al | oci ds;
_assert_c99;
__assert_c99;
_assfail;
attr_count;
attr_to_data_type;
attr_to_nang;
attr_to_option;
attr_to_xattr_view

aut of ssys;
“buf sync;
_cladm
__class_quadrupl e;
core_get _defaul t _content;
core_get _defaul t _pat h;
core_get_gl obal _content;
core_get _gl obal _path;
core_get _options;
core_get_process_content;
core_get_process_path;
core_set_defaul t_content;
core_set_defaul t _path;
core_set _gl obal _content;
core_set_gl obal _path;
core_set_options;
core_set_process_content;
core_set_process_path;
dbm cl ose_st at us;
dbm do_next key;
dbm setdefwite;
_D cpl x_div;
_D cpl x_div_ix;
_D cplx_div_rx;
_D cpl x_mul ;
defcl ose_r;
defcntl ;
defcntl _r;
def open;
def open_r;
defread;
defread_r;
_del ete;
_dgettext;
_doprnt;
_doscan;
_errfp;
_errxfp;
exportfs;
_F_cpl x_div;
_F_cplx_div_ix;
_F cpl x_div_rx;
_F cpl x_mul;
__fgetwe_xpg5;
__fgetws_xpg5;
_findbuf;
_findi op;
__fini _daenmon_priv;
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2900
2901
2902
2903
2904
2905
2906
2907
2908
2909
2910
2911
2912
2913
2914
2915
2916
2917
2918
2919
2920
2921
2922
2923
2924
2925
2926
2927
2928
2929
2930
2931
2932
2933
2934
2935
2936
2937
2938
2939
2940
2941
2942
2943
2944
2945
2946
2947
2948
2949
2950
2951
2952
2953
2954
2955
2956
2957
2958
2959
2960
2961
2962
2963
2964
2965

finite;

“forkl { FLAGS = NODYNSORT };
_forkall { FLAGS = NODYNSORT };
_fpclass;

_f pget mask;

_fpgetround;
_fpgetsticky;
_fprintf;

_f pset mask;
_fpsetround;
_fpsetsticky;
__fputwe_xpg5;
__fputws_xpg5;
_ftw

_gevt;

_getarg;
__getcontext;
_getdents;
_get_exit_frame_nonitor;
etfp;

et gr oupshynenber ;
_getlogin_r;
getrandom

_getsp

__gettsp;

get vnusage;
__getwchar _xpg5;
__getwc_xpg>5;
gtty;

__idmap_fl ush_kcache;
__idmap_reg;
__idmap_unreg;
__init_daenmon_priv;
_init_suid_priv;
_insert;

i nst_sync;

_i swctype;

kl pd_create;

kl pd_get pat h;

kl pd_get port;

kl pd_get ucr ed;

kl pd_regi ster;

kl pd_regi ster_id;
kl pd_unregi ster;
kl pd_unregi ster_id;
_l grp_hone_f ast
_l grpsys;
_Iltostr;

_lock_cl ear;
_lock_try;
_ltzset;

I wp_sel f;

makeut ;

makeut x;
_nbf t owc;
mefiller;

mt opt ;

nodct | ;

nodut Xx;

msgct | 64;
__multi_innetgr;
_nut ex_dest r oy
nut ex_enter;
mutex_exit;

mut ex_hel d;
_mutex_init { FLAGS = NCDYNSORT };

-9
-9

{ FLAGS = NODYNSCRT };

{ FLAGS = NODYNSORT };
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2966
2967
2968
2969
2970
2971
2972
2973
2974
2975
2976
2977
2978
2979
2980
2981
2982
2983
2984
2985
2986
2987
2988
2989
2990
2991
2992
2993
2994
2995
2996
2997
2998
2999
3000
3001
3002
3003
3004
3005
3006
3007
3008
3009
3010
3011
3012
3013
3014
3015
3016
3017
3018
3019
3020
3021
3022
3023
3024
3025
3026
3027
3028
3029
3030
3031

_mut ex_unl ock
name_to_attr;
nfs_getfh;

nf ssvc;

_nf ssys;
__nis_get_environment;
_nss_db_state_destr;
nss_def aul t _key2str;
nss_del ete;
nss_endent ;

nss_get ent;
_nss_initf_group;
_nss_initf_netgroup;
_nss_initf_passwd;
_nss_initf_shadow,
nss_packed_arg_init;
nss_packed_context_init;
nss_packed_get key;
nss_packed_set _st at us;
nss_sear ch;
nss_setent;
_nss_XbyY_fgets;
__nsw_ext ended_action_v1;
__nsw freeconfig_vl,;
__nsw_getconfig_vi;
__nthreads;
__openattrdirat;
option_to_attr;
__priv_bracket;
__priv_relinquish;

pset _assi gn_forced;
pset _bi nd_I wp;

_psignal ;
_pthread_setcl eanupinit;
__putwchar _xpg5;

—_put we_xpg5;

rctlctl;

rctllist;

_real buf end;

_resune;

_resune_ret;

_rpcsys;

_sbrk_grow_al i gned;
scrwi dt h;

senct| 64;

_senttl 64;

set _set cont ext _enforcenent;
_set buf end;
__set_errno;
setprojrctl;

_setregid;

_setreuid;

set si gact handl er;
shnct | 64;

_shnetl 64;

si gf | ag;

_signal;

_sigoff;

_si gon;

_so_accept;

_so_bi nd;

_sockconfi g;
_so_connect ;

_So0_get peer nane;
_so_get socknane;
_so_get sockopt ;

{ FLAGS = NODYNSORT
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3032
3033
3034
3035
3036
3037
3038
3039
3040
3041
3042
3043
3044
3045
3046
3047
3048
3049
3050
3051
3052
3053
3054
3055
3056
3057
3058
3059
3060
3061
3062
3063
3064
3065
3066
3067
3068
3069
3070
3071
3072
3073
3074
3075
3076
3077
3078
3079
3080
3081
3082
3083
3084
3085
3086
3087
3088
3089
3090
3091
3092
3093
3094
3095
3096
3097

_so_listen;
_so_recv;
_so_recvfrom
_S0_recvnsg;
_so_send;
_so_sendnsg;
_so_sendt o;
_so_set sockopt ;
_so_shut down;
_so_socket;
_so_socket pair;
str2group;
str2passwd;
str2spwd;
__strptine_dontzero;
stty;
syscal | ;
sysconfi g;
__systental | ;
thr_continue_all mutators;
_thr_continue_all mitators;
thr _conti nue_nut at or;
_thr_continue_nutator;
thr_getstate;
_thr_getstate;
thr_mutators_barrier;
hr_mutators_barrier;
_probe_set up;
r_schedct| ;
_setnutator;
r_setmutator;
_setstate;
r_setstate;
si ghndl ri nfo;
_sighndl rinfo;
_slot_offset;
_suspend_al | mut ators;
r_suspend_al | nutat ors;
_suspend_nut at or;
r_suspend_nut at or;
_wait_mutator;
_thr_wait_nutator;
__tls_get_addr;
_tnem get _base;

tmem get _nentri es;
_tmem set _cl eanup;
t pool _create;
t pool _di spat ch;
t pool _destroy;
tpool _wai t;
t pool _suspend;
t pool _suspended;
t pool _resuneg;
t pool _nenber;
ttynanme_dev;
_ucred_all oc;

ucr ed_get amask;
_ucred_get amask;

ucr ed_get asi d;
_ucred_get asi d;
ucred_getatid;
_ucred_getati d;

ucr ed_get aui d;
_ucred_get aui d;
_ulltostr;
_uncached_getgrgid_r;

=5
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3098
3099
3100
3101
3102
3103
3104
3105
3106
3107
3108
3109
3110
3111
3112
3113
3114
3115
3116
3117
3118
3119
3120
3121
3122
3123
3124
3125
3126
3127
3128
3129
3130
3131
3132

3134
3135
3136
3137
3138
3139
3140
3141
3142
3143
3144
3145
3146
3147
3148
3149
3150
3151
3152
3153
3154
3155
3156
3157
3158
3159
3160
3161
3162
3163

_uncached_getgrnamr;
_uncached_get pwnam r;
_uncached_get pwui d_r;
__unget we_xpg5;
_unorder ed;

ut ssys;

_verrfp;

_verrxfp;

_vwar nf p;

_vwar nxf p;

_war nf p;

_war nxf p;
__wesftinme_xpg5;
__west ok_xpg5;

wdbi ndf ;

wdchki nd

wddel i m

_wrtchk;

_xfl sbuf;

_xget wi dt h;
zone_add_dat al i nk;
zone_boot ;
zone_check_dat al i nk;
zone_creat e;
zone_dest roy;
zone_enter;
zone_getattr;
zone_get _i d;

zonept ;

zone_r enove_dat al i nk;
zone_setattr;
zone_shut down;
zone_versi on;

$if _ELF32

__divdi 3;
_file_set;
_fprintf_c89;
_fscanf_c89;
_fwprintf_c89;
_fwscanf _c89;
_i maxabs_c89;
_i maxdi v_c89;
__noddi 3;
_printf_c89;
_scanf _c89;
_snprintf_c89;
_sprintf_c89;
_sscanf _c89;
_strtoi nax_c89;
_strtoumax_c89;
_swprintf_c89;
_swscanf _c89;
__udivdi 3;
__unoddi 3;
_vfprintf_c89;
_vfscanf _c89;
_viwprintf_c89;
_vfwscanf _c89;
_vprintf_c89;
_vscanf _c89;
_vsnprintf_c89;
_vsprintf_c89;
_vsscanf _c89;
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3164
3165
3166
3167
3168
3169
3170
3171

3172 $endi f

3174 $if
3175
3176
3177
3178
3179
3180
3181
3182
3183
3184
3185
3186
3187
3188

_spa

3189 $endi f

_vswprintf_c89;
_vswscanf _c89;
_vwprintf_c89;
_vwscanf _c89;
_wecst oi max_c89;
_west ounax_c89;
_wprintf_c89;
_wscanf _c89;

rc
_cerror;

instal |l _utrap;
_install _utrap;
nop;
_Qecplx_div;
_Qecplx_div_ix;
_Qecpl x_div_rx;
_Qecplx_Ir_div;

_Qeceplx_lr_div_ix
_Qeplx_lr_div_rx;

_Qeceplx_Ir_mul;
_Qcpl x_mul;
—_Qget RD;
_xregs_clrptr;

3191 $if sparc32

3192
3193
3194
3195
3196
3197
3198
3199
3200
3201
3202

3203 $endi f

3205 $if
3206
3207
3208
3209
3210
3211
3212
3213
3214
3215
3216
3217
3218
3219
3220
3221
3222
3223
3224
3225
3226

3227 $endi f

3229 $if

i 386

__ashl di 3;
__ashrdi 3;
_cerror64;
__cnpdi 2;
__floatdidf;
__floatdisf;
__floatundidf;
__floatundi sf;
__Ishrdi 3;
__muldi 3;
__ucnpdi 2;

_X cpl x_div;

_X_cpl x_div_ix;
_X_cplx_div_rx
_X_cpl x_lr_div;

X eplx_Ir_div_ix;
_Xeeplx_Ir_div_rx;

_X_cpl x_mul
__Xget RD;
__xtol;
_xtoll;
__xtoul;
__xtoul I ;
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3230
3231
3232
3233

3235 #

3236
3237
3238
3239
3240
3241
3242
3243
3244
3245
3246
3247
3248
3249
3250
3251
3252
3253
3254
3255
3256
3257
3258
3259
3260
3261
3262
3263
3264
3265
3266
3267
3268
3269
3270
3271
3272
3273
3274
3275
3276
3277
3278
3279
3280
3281
3282
3283
3284
3285
3286
3287
3288
3289
3290
3291
3292
3293
3294
3295

$endi f

# but /1ib/libmso.2
# conpi | er/ debugger conponents,

# found in /usr/dist reference them Wen we no |
# care about these old and broken binary objects,
#

__divrenb4;
__tls_get_addr;
__udi vrenb4;

synbol s shoul d be del et ed.

_brk

_cond_br oadcast

_cond_init

_cond_si gnal

_cond_wai t

_ecvt

_fevt

_getc_unl ocked

_I'l seek
_pthread_attr_getdetachstate
_pthread_attr_getinheritsched
_pthread_attr_getschedparam
_pthread_attr_getschedpolicy
_pthread_attr_get scope
_pthread_attr_get stackaddr
_pthread_attr_getstacksi ze
_pthread_attr_init
_pthread_condat tr_get pshared
_pthread_condattr_init
_pthread_cond_init
_pthread_create

_pthread_get schedparam
_pthread_join
_pthread_key_create
_pthread_nutexattr_getprioceiling
_pthread_nut exattr_get prot ocol
_pthread_nut exat tr_get pshared
_pthread_nutexattr_init

_pt hread_nut ex_get pri oceil i ng
_pthread_nutex_init
_pthread_si gnask
_rwock_init

_rw_rdl ock

_rw_unl ock

_rw wrlock

_sbrk_unl ocked

_sel ect

_sema_init

_sema_post

_sema_trywait

_senma_wai t

_sysfs

_thr_create

_thr_exit

_thr_getprio
_thr_getspecific

_thr_join

_thr_keycreate

_thr_kill

_thr_main

_thr_self

_thr_setspecific

_thr_sigset mask
_thr_stksegnent

_unget c_unl ocked

onger
t hese

FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS
FLAGS

The followi ng functions should not be exported fromlibc,
some ol der versions of the Studio
and some anci ent prograns

NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
NODYNSORT
NODYNSORT
NODYNSORT
NCDYNSORT
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3297
3298
3299
3300

3302
3303
3304
3305

3307
3308
3309

3311
3312
3313

3315
3316
3317

3319
3320
3321
3322

3324
3325
3326
3327

| ocal :
_imax_lldiv
i_thr_self

*

$if 1f64
_seekdir64
_telldiré4
$endi f

$if _sparc
__cerror
$endi f

$i f sparc32
__cerror64
$endi f

$if sparcv9
__cleanup
$endi f

$if i386
_syscall 6
__systental | 6
$endi f

$i f and64
___tls_get_addr

$endi f

b

]

FLAGS
FLAGS

FLAGS =

FLAGS

FLAGS =

FLAGS
FLAGS

FLAGS =

{ FLAGS
{ FLAGS

NODYNSORT };
NODYNSORT }:

NODYNSORT };

NODYNSORT };

NODYNSORT };

NODYNSORT };
NODYNSORT }:

NODYNSORT };

NODYNSORT }
NODYNSORT }
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R R R R

18165 Mon Dec 28 20:02:12 2015
new usr/src/lib/pam nodul es/ uni x_cred/ uni x_cred.c
uts: add a concept of a 'default’ set of privileges, separate from'’basic’

R R R R EEEE E

__unchanged_portion_onitted_

153 /*

154 = uni x_cred - pam.sm setcred

155 *

156 * Entry flags = PAM ESTABLI SH CRED, set up Solaris Unix cred.
157 * PAM DELETE_CRED, NOP, return PAM SUCCESS.

158 * PAM_REI NI TTALI ZE_CRED, set up Solaris Unix cred,
159 * or merge the current context with the new
160 * user.

161 * PAM REFRESH CRED, set up Solaris Unix cred.
162 * PAM_SI LENT, “print no messages to user.

163 *

164 * Returns PAM SUCCESS, if all successful.

165 * PAM CRED ERR, if unable to set credentials.

166 * PAM USER_UNKNOWN, if PAM USER not set, or unable to find
167 * user in databases.

168 * PAM SYSTEM ERR, if no valid flag, or unable to get/set
169 * user’s audit state.

170 */

172 int

173 ?am_sm_setcred(pam_handl e_t *panmh, int flags, int argc, const char **argv)
174

175 int i;

176 int debug = 0;

177 uint_t nowarn = flags & PAM SI LENT;

178 int ret = PAM SUCCESS;

179 char *user;

180 char *auser;

181 char *rhost ;

182 char *tty;

183 au_id_t auid;

184 adt _session_data_t *ah;

185 adt _termd_t *term d = NULL;

186 priv_set_t *lim *def, *t se

187 char nessages| PAM MAX NUM A MSG [ PAM_MAX_MSG_SI ZE] ;
188 char buf [ PRO]ECT_BUFSZ]

189 struct project proj, *pproj;

190 int error;

191 char *proj name;

192 char *Kkvs;

193 struct passwd pwd;

194 char pwbuf [ NSS_BUFLEN_PASSVD ;

195 deflimt deflim

197 for (i =0; i <argc; i++) {

198 if (strcn‘p(argv[i], "debug") == 0)

199 debug = 1;

200 else if (strcn"p(argv[l] "nowarn") == 0)

201 nowarn | =1

202 1

204 if (debug)

205 sysl og( LOG _AUTH | LOG _DEBUG,

206 "pam_uni x_cred: pamsm setcred(flags = %, argc= %l)",
207 flags, argc);

209 (void) pamget_item pamh, PAM USER, (void **)&user);

211 if (user == NULL || *user == '\0') {

new usr/src/lib/pam nodul es/ uni x_cred/ uni x_cred.c

212 sysl og( LOG AUTH | LOG ERR,

213 "pam uni x_cred: USER NULL or enpty!\n");

214 return (PAM USER_UNKNOWWN) ;

215 }

216 (void) pam get_iten(panmh, PAM AUSER, (void **)&auser);

217 (void) pam.get_item pamh, PAM RHOST, (void **)&rhost);

218 (void) pam.get_iten(panh, PAM TTY, (void **)&tty);

219 if (debug)

220 sysl og( LOG_AUTH | LOG_DEBUG

221 "pam.uni x_cred: user = %, auser = %, rhost = U,
222 "tty = %", user,

223 (auser == NULL) ? "NULL" : (*auser == '\0') ? "ZERO'
224 auser,

225 (rhost == NULL) ? "NULL" : (*rhost == '\0") ? "ZERO'
226 r host,

227 (tty == NULL) ? "NULL" : (*tty == '\0") ? "ZERO'
228 tty);

230 /* validate flags */

231 switch (flags & (PAM ESTABLI SH CRED | PAM DELETE_CRED |

232 PAM_REI NI TI ALI ZE_CRED | PAM REFRESH CRED)) {

233 case O:

234 /* set default flag */

235 flags | = PAM ESTABLI SH_CRED;

236 br eak;

237 case PAM ESTABLI SH_CRED:

238 case PAM REI NI Tl ALI ZE_CRED:

239 case PAM REFRESH_CRED:

240 br eak;

241 case PAM DELETE_CRED:

242 return (PAM_SUCCESS) ;

243 defaul t:

244 sysl og(LOG AUTH | LOG ERR,

245 "pam uni x_cred: invalid flags %", flags);

246 return (PAM SYSTEM ERR);

247 1

249 /*

250 * if auditing on and process audit state not set,

251 * setup audit context for process.

252 *

253 if (adt_start_session(&h, NULL, ADT_USE PROC DATA) != 0) {
254 sysl og( LOG AUTH | LOG ERR,

255 "pam_uni x_cr ed: cannot create start audit session %n') ;
256 return (PAM SYSTEM ERR);

257 }

258 adt _get _aui d(ah, &auid);

259 if (debug) {

260 I nt audi tstate;

262 if (auditon(A GETCOND, (caddr_t)&auditstate,

263 sizeof (auditstate)) != 0)

264 audi t state = AUC_DI SABLED;

265 }

266 sysl og( LOG_AUTH | LOG_DEBUG

267 "pam.uni x_cred: state = %, auid = %", auditstate,
268 aui d) ;

269 }

270 if (getpwnamr(user, &wd, pwbuf, sizeof (pwbuf)) == NULL) {
271 sysl og(LOG AUTH | LOG ERR,

272 "pam_uni x_cred: cannot get passwd entry for user = %",
273 user)

274 ret = PAM USER_UNKNOWN;

275 goto adt_done

276 1
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278 if ((auid == AU_NOAUDI TI D) && 344 "pam uni x_cred: cannot nerge user audit
279 (flags & PAM ESTABLI SH CRED)) { 345 o)
280 struct passwd apwd; 346 ret = PAM SYSTEM ERR;
281 char apwbuf [ NSS_BUFLEN_PASSWD] ; 347 goto adt _done;
348
283 errno = 0; 349 if (debug) {
284 if ((rhost == NULL || *rhost == "'\0")) { 350 sysl og(LCXB_AUTH | LOG_DEBUG,
285 if (adt_|oad ttynarre(tty, &ermd) = 0) { 351 "pam_uni x_cred: new audlt set for %l: %",
286 if (errno == ENETDOMW) { 352 apwd. pw_uid, pwd. pw_uid
287 /* 353 }
288 * tolerate not being able to 354 } else {
289 * translate | ocal hostnane 355 /*
290 * toatermd-- it will be 356 * No authenticated user or authenticated user is
291 * "| oopback". 357 * not a local user, no renote attribution, set
292 */ 358 * up the initial audit as for direct user login
293 sysl og( LOG AUTH | LOG ERR, 359 *
294 "pam uni x_cred: cannot |oad " 360 if (adt_set_user(ah, pwd.pw_uid, pwd.pw gid
295 "ttyname: %n continuing."); 361 pwd. pw_ui d, pwd. pw_gid, termd, ADT NEV\) 1=0) {
296 got o adt_setuser; 362 sysl og(LOG AUTH | LOG 5 ERR,
297 } elseif (errno !'=0) { 363 "pam uni x_cred: cannot set user audit %f);
298 sysl og(LOG_AUTH | LOG ERR 364 ret = PAM SYSTEM ERR
299 “pam uni x_cred: cannot |oad " 365 goto adt _done;
300 "ttyname: %n"); 366 }
301 } else { 367 }
302 sysl og( LOG AUTH | LOG ERR, 368 if (adt_set_proc(ah) !'= 0) {
303 "pam uni x_cred: cannot |oad " 369 sysl og(LOG AUTH | LOG_ERR,
304 "ttyname.™); 370 "pam.uni x_cred: cannot set process audit %i');
305 } 371 ret = PAM CRED ERR;
306 ret = PAM SYSTEM ERR; 372 goto adt_done;
307 goto adt_done; 373
308 } 374 if (debug) {
309 } else { 375 sysl og(LOG_AUTH | LOG _DEBUG,
310 i f (adt_| oad_hostnane(rhost, &ermd) !=0) { 376 "pam.uni x_cred: new audit set for %",
311 if (errno!'=0) { 377 pwd. pw_ui d) ;
312 sysl og( LOG AUTH | LOG ERR, 378 }
313 "pam_uni x_cred: cannot |oad " 379 } else if ((auid !'= AU NOAUDI TID) &&
314 "hostname: %n"); 380 (flags & PAM REINITI ALI ZE_CRED)) {
315 } else { 381 if (adt_set_user(ah, pwd.pw uid, pwd.pw gid, pwd.pw_uid,
316 sysl og(LOG _AUTH | LOG ERR, 382 pwd. pw _gi d, NULL, ADT_UPDATE) != 0) {
317 "pam_uni x_cred: cannot |oad " 383 sysl og( LOG AUTH | LOG ERR,
318 "hostnanme."); 384 pam uni x_cred: cannot set user audit %d);
319 } 385 ret = PAM SYSTEM ERR;
320 ret = PAM SYSTEM ERR; 386 goto adt_done
321 got o adt _done; 387 1
322 } 388 if (adt_set_proc(ah) !'= 0) {
323 } 389 sysl og( LOG_AUTH | LOG_ERR,
324 adt_setuser: 390 "pam uni x_cred: cannot set process audit %m);
325 if ((auser !'= NULL) && (*auser !='\0") && 391 ret = PAM CRED ERR,
326 (get pwnam r (auser, &apwd, apwbuf, 392 got o adt _done;
327 si zeof (apwbuf)) !'= NULL)) { 393 }
328 /* 394 if (debug) {
329 * set up the initial audit for user comng 395 sysl og( LOG _AUTH | LOG _DEBUG,
330 * from anot her user 396 "pam_uni x_cred: audit nerged for %l %",
331 */ 397 aui d, pwd. pw_ui d);
332 if (adt_set_user(ah, apwd. pw_uid, apwd. pw_gid, 398 }
333 apwd. pw_ui d, apwd.pw gid, ternmd, ADT_NEW != 0) { 399 } else if (debug) {
334 sysTog(LOG AUTH | LOG ERR, 400 sysl og(LOG AUTH | LOG DEBUG,
335 "pam uni x_cred: cannot set auser audit " 401 "pamuni x_cred: audit already set for %", auid);
336 "oer') ; 402 }
337 ret = PAM SYSTEM ERR; 403 adt _done:
338 got o adt _done; 404 if (termd !'= NULL)
339 } 405 free(termd);
340 if (adt_set_user(ah, pwd.pw_ uid, pwd.pw_gid, 406 if (adt_end_session(ah) != 0) {
341 pwd. pw_ui d, pwd. pw_gi d, NULL, 407 sysl og(LOG AUTH | LOG ERR,
342 ADT_UPDATE) !'= 0) { 408 "pam_ uni x_cred: unable to end audit session");
343 sysl og(LOG _AUTH | LOG ERR, 409 }




new usr/src/lib/pam nodul es/ uni x_cred/ uni x_cred.c

411
412

414
415
416
417

419
420
421

423
424
425
426
427
428
429
430
431
432

434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456

458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475

if (ret !'= PAM SUCCESS)
return (ret);

Initialize the user’s project */
id) pamget_item(panh, PAM RESOURCE, (void **)&kvs);
(kvs !'= NULL)

char *tnp, *lasts, *tok;

/*
(vo
if

kvs = tnmp = strdup(kvs);
if (kvs == NULL)
return (PAM BUF_ERR);

while ((tok = strtok_r(tnp, ";", & asts)) != NULL) {
if (strncnmp(tok, PRQIECT, PRQISZ) == 0) {
projname = tok + PRQISZ;

br eak;
}
tnp = NULL;
} else {
proj name = NULL;
}
if (projname == NULL || *projname == '\0") {
pproj = getdefaul tproj(user, &proj, (void *)&buf,
PRQIECT BUFSZ) ;
} else {

pproj = getprojbynanme(projnane, &proj, (void *)&buf,
PRQIECT_BUFSZ) ;

/* projnane points into kvs, so this is the first opportunity to free */
if (kvs !'= NULL)
free(kvs);
if (pproj == NULL)
sysl og(LOG AUTH | LOG ERR,
"pam_uni x_cred: no default project for user %", user);
if (!nowarn) {
(void) snpri ntf(nessages[O] , sizeof (messages| 0] ),
dgettext (TEXT_DOVAI N, "No default project!"));
(void) _ _pamdispl ay_nsg(panmh, PAM ERROR_MSG
1, nessages, NULL);

}
return (PAM SYSTEM ERR);

}
if ((error = setproject(proj.pj_nane, user, TASK NORMVAL)) != 0) {
kva_t *kv_array;

switch (error) {
case SETPRQJ_ERR _TASK:
if (errno == EAGAIN)
sysl og(LOG _AUTH | LOG ERR
"pam.uni x_cred: project \"%\" resource "
"control limt has been reached",
proj.pj_nane);
(void) snpri ntf(massages[ 0],
si zeof (nmessages[O0]), dgettext(
TEXT_DOMAI N,
“Resource control limt has been
"reached"));

} else {
sysl og(LOG _AUTH | LOG ERR,
"pam.uni x_cred: user % could not join
"project \"9s\": 9%, user, proj.pj_nane);
(void) snprintf(messages[O0],
si zeof (nmessages[0]), dgettext(
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TEXT_DOVAI N,
"Could not join default project"));

}
if (!nowarn)
(void) __pamdispl ay_nsg(panh, PAM ERROR MSG 1,
messages, NULL);
br eak;

case SETPRQJ_ERR POCL:

defaul t:

(void) snprintf(nmessages[0], sizeof (nmessages[0]),
dgettext(TEXT DOMAI N,
"Coul d not bind to resource pool"));
switch (errno) {
case EACCES:
sysl og(LOG_AUTH | LOG ERR
"pam.uni x_cred: project \"%\" could not
"bind to resource pool: No resource pool
"accepting default bindings exists",
proj.pj_name);
(void) snpri ntf(messages[ 1],
si zeof (messages[1]),
dget t ext (TEXT_DOVAI N,
"“No resource pool accepting "
"default bindings exists"));
br eak;
case ESRCH:
sysl og(LOG AUTH | LOG ERR,
"pam.uni x_cred: project \"%\" could not
"bind to resource pool: The resource pool
"i's unknown", proj.pj_nane);
(void) snprintf(nmessages[1],
si zeof (nmessages[1]),
dget t ext ( TEXT_DOVAI N,
"The specified resource pool
"i's unknown"));
br eak;

defaul t:
(void) snprintf(messages[1],
si zeof (messages| 1] )
dgettext(TEXT DOVAI N
"Fai l ure during pooI " bi ndi ng"));
sysl og(LOG AUTH | LOG_El
'pam_uni x_cred: proj ect \"%\" could not
"bind to resource pool: %W, proj.pj_nane);

}
if (!nowarn)
(void) __pamdispl ay_nsg(panh, PAM ERROR MSG
2, messages, NULL);
break;

/*

* Resource control assignnent failed. Unlike
* newtask(1lnm), we treat this as an error.

*

if (error <0) {
/*

* This isn't supposed to happen, but in
* case it does, this error nmessage
* doesn’t use error as an index, |ike
* the others m ght.
*
/
sysl og(LOG AUTH | LOG ERR,
" pam_uni x_cred: unkwown error joining
"project \"%\" (%l)", proj.pj_nanme, error);
(void) snprintf(nmessages[0],
si zeof (messages[O0]),
dget t ext ( TEXT_DOVAI N,
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“unkwown error joining project \"%\"
(%)"), prol pj _nane, error);
} else if ((kv_array = str2kva(pr01.p]_attr, KV_ASSI GN,
KV_DELI M TER)) != NULL)
sysl og(LOG AUTH | LOG ERR,
“pam_uni x_cred: % resource control
"assignment failed for project \"%\"",
kv_array- >dat a[error - 1] . key,
proj.pj_nane
(void) snpri ntf(massages[ 0],
si zeof (messages[O0]),
dget t ext ( TEXT_DOVAI N,
"% resource control assignnent failed for
"project \"%\""),
kv array >data[error - 1].key,
0j . pj _nane);
kva free(kv array)

} else {
sysl og(LOG AUTH | LOG ERR
"pam_uni x_cred: resource control
"assignnment failed for project \"%\""
“attribute %", proj.pj_nanme, error);
(void) snprintf(nmessages[0],
si zeof (nmessages[O0]),
dgettext(TEXT DOVAI N,
resource control assignment failed for "
"project \"%\" attribute %l"),
proj.pj_name, error);

"

}
if (!nowarn)
(void) _ _pamdisplay_ msg( panh, PAM ERROR_MSG
1, nessages, NULL

}
return (PAM_SYSTEM ERR);

}
tset = def = lim= NULL;
deflimdef = deflimlim= NULL;

(void) _enumattrs(user, finddeflim NULL, &deflinm;

if (getset(deflimlim & in !=0 || getset(deflimdef, &ef) !=0) {
ret = PAM SYSTEM ERR
goto out;

if (def == NULL) {
def = priv_allocset();
if (def == NULL)
ret = PAM SYSTEM ERR;
goto out;

}
priv_defaul tset (def);
priv_basi cset (def);

errno = 0;
if ((pathconf("/" PC_CHOWN_RESTRI CTED) == -1) && (errno == 0))
(voi d) pr|v “addset (def, PRI V_FILE_CHOWN_SELF);
R
* Silently limt the privileges to those actually avail able
* in the current zone.
*
*

XXX: i think this applies to non-zone cases too, fix the comment.
#endif /* | codereview */
*/

tset = priv_allocset();
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out :

if (tset == NULL)
ret = PAM SYSTEM ERR,
goto out;

}

if (getppriv(PRIV_PERM TTED, tset) != 0) {
ret = PAM SYSTEM ERR
goto out;

}
if (!priv_issubset(def, tset))
priv_| |ntersect(tset def);
/*
* We set privilege awareness here so that | gets copied to
* P & E when the final setuid(uid) happens.

i d) setpflags(PRIV_AWARE, 1);
(setppriv(PRI V_SET, PRIV_I NHERI TABLE, def) != 0) {
sysl og(LOG AUTH | LOG ERR,
"pam setcred: setppriv(defaultpriv) failed: %fi);
ret = PAM CRED ERR;

*/
(voi
if

}
if (lim!= NuLL) {
/*
* Silently limt the privileges to the limt set available.

|f (getppriv(PRIV_LIMT, tset) !=0) {
ret = PAVL SYSTEM A ERR;
goto out;

if (!priv_issubset(lim tset))
priv_intersect(tset, lim;
if (setppriv(PRIV.SET, PRIV.LIMT, Iim !=0) {
sysl og(LOG . AUTH| LOG ERR,
"pam setcred: setppriv(limtpriv) failed: %d);
ret = PAM CRED ERR;
goto out;

*

* In order not to surprise certain applications, we

* need to get rid of privilege awareness and thus we nust
* set this flag which will cause a reset on set*uid().

*/

}
/

(voi d) setpflags(PR V_AWARE_RESET, 1);
;*
* This may fail but we do not care as this will be reset later
* when the uids are set to their final values.
*

/
(voi d) setpflags(PR V_AWARE, 0);
/*

* Renpbve PRI V_PFEXEC, stop running as if we are under a profile
* shell. A user with a profile shell will set PRI V_PFEXEC.
*

(voi d) setpflags(PRI V_PFEXEC, 0);

free(deflimlim;
free(deflimdef);

if (lim!= NULL)
priv_freeset(lim;

if (def 1= NULL)
priv_freeset(def);

if (tset !'= NULL)
priv_freeset(tset);
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673 return (ret);
674 }
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R R R R

66839 Mon Dec 28 20:02: 18 2015
new usr/ src/ man/ man3c/ Makefil e
uts: add a concept of a 'default’ set of privileges, separate from’basic
* %k ok

LEEE R R R R EE SRR EEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEREREEREEEEEEESSE]
1#
2 # This file and its contents are supplied under the terms of the
3 # Common Devel opent and Distribution License ("CDDL"), version 1.0.
4 # You may only use this file in accordance with the terns of version
5 # 1.0 of the CDDL.
6 #
7 # A full copy of the text of the CDDL shoul d have acconpanied this
8 # source. A copy of the CDDL is also available via the Internet
9 # at http://ww.illunos.org/license/ CDDL.
10 #
12 #
13 # Copyright 2011, Richard Lowe
14 # Copyright 2013 Nexenta Systens, Inc. Al rights reserved.
15 # Copyright 2013, Omi Tl Conputer Consulting, Inc. Al rights reserved.
16 # Copyright 2014 Garrett D Anore <garrett @anore. org>
17 # Copyright (c) 2015, Joyent, Inc. Al rights reserved.
18 #
20 incl ude $(SRC) / Makefil e. naster
22 MANSECT= 3c
24 NANFI LES= _ fbufsize. 3c \
25 _longj np. 3¢ \
26 _stack_grow. 3c \
27 a64l . 3c \
28 abort. 3c \
29 abs. 3c \
30 addsev. 3c \
31 addseverity. 3c \
32 ai o_cancel . 3c \
33 aio_error.3c \
34 ai o_fsync. 3c \
35 ai o_read. 3c \
36 ai o_return. 3c \
37 ai o_suspend. 3c \
38 ai o_wai tn. 3c \
39 aio_wite.3c \
40 ai ocancel . 3c \
41 ai oread. 3c \
42 ai owai t. 3c \
43 ar c4r andom 3c \
44 assert. 3c \
45 atexit.3c \
46 at om c_add. 3c \
a7 at om c_and. 3c \
48 atom c_bits. 3c \
49 at om c_cas. 3c \
50 at om c_dec. 3c \
51 atom c_inc. 3c \
52 at om c_ops. 3c \
53 atom c_or. 3c \
54 at om c_swap. 3¢ \
55 attropen. 3c \
56 basenane. 3c \
57 bsd_si gnal . 3¢ \
58 bsear ch. 3c \
59 bstring. 3c \
60 bt owc. 3¢ \
61 catgets. 3c \
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62 cat open. 3c

63 cfgetispeed. 3c
64 cfsetispeed. 3c
65 cl earenv. 3c

66 cl ock. 3c

67 cl ock_nanosl eep. 3c
68 clock_settinme. 3c
69 closedir. 3c

70 cl osefrom 3c

71 cond_init.3c

72 confstr.3c

73 crypt. 3c

74 crypt _genhash_i npl . 3c
75 crypt_gensalt. 3c
76 crypt_gensal t _inpl. 3c
77 cset. 3c

78 ctermd. 3c

79 ctime.3c

80 ctype. 3c

81 cuserid. 3c

82 daenon. 3c

83 deci mal _to_fl oating. 3c
84 difftime.3c

85 directio. 3c

86 dirfd. 3c

87 di r name. 3c

88 div. 3c

89 dl addr. 3c

90 dl cl ose. 3c

91 dl dunp. 3c

92 dlerror.3c

93 dlinfo.3c

94 dl open. 3c

95 dl sym 3c

96 door _bi nd. 3¢

97 door_cal |l . 3c

98 door_create. 3c
99 door _cred. 3c
100 door _get param 3c
101 door _info. 3c
102 door _return. 3c
103 door _revoke. 3c
104 door_server_create. 3c
105 door _ucred. 3c
106 drand48. 3c
107 dup2. 3c
108 econvert. 3c
109 ecvt. 3c
110 enabl e_ext ended_FI LE_st di 0. 3c
111 encrypt. 3c
112 end. 3c
113 epol | _create. 3c
114 epol | _ctl.3c
115 epol | _wait. 3c
116 err.3c
117 eucl en. 3c
118 eventfd. 3c
119 exit.3c
120 fattach. 3c
121 fcl ose. 3c
122 fcloseall.3c
123 f dat async. 3c
124 fdetach. 3c
125 f dopen. 3c
126 ferror. 3c
127 fflush. 3c
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new usr/src/ man/ man3c/ Makefil e

128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193

ffs.3c
fgetattr. 3c
fgetc.3c

f get pos. 3¢
fgetwc. 3c

floating_to_decinal

flock. 3c
flockfile.3c
fmt nsg. 3c
fnmat ch. 3c

f open. 3c

f pget round. 3c
fputc. 3c

f putwe. 3c

f put ws. 3c
fread. 3c
freopen. 3c
fseek. 3c

f set pos. 3c
fsync. 3c
ftell.3c
ftime. 3c
ftok. 3c

fwprintf.3c
fwite.3c
fwscanf. 3c

get cpui d. 3c

get cwd. 3c
getdate. 3c

get dt abl esi ze. 3c
getentropy. 3c
getenv. 3c

get execnane. 3¢
get gr nam 3c

get hosti d. 3c
get host nane. 3c
gethrtinme. 3c
getline.3c

get | oadavg. 3c
getl ogin. 3c
getmtent. 3c
getnetgrent. 3c
get _nprocs. 3c
get opt. 3c

get pagesi ze. 3c
get pagesi zes. 3c
get pass. 3c

get peer ucred. 3c
getpriority.3c
get prognane. 3c
get pw. 3¢

get pwnam 3c
getrusage. 3c
gets. 3c

get spnam 3c

get subopt . 3c
gettext.3c
getti meof day. 3c
gettxt.3c
getusershel | . 3c
getutent. 3c

get ut xent. 3c
getvfsent. 3c
getwe. 3c

3c

o o o o o e o e o e e o e o e o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o o e e e —
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getwchar. 3c
getwd. 3¢
getwi dth. 3c
getws. 3c

get zonei d. 3c
gl ob. 3c
grantpt. 3c
hsear ch. 3c

i conv. 3c
conv_cl ose. 3c
conv_open. 3c
maxabs. 3c
maxdi v. 3¢
ndex. 3¢

ni t groups. 3¢
nsque. 3c
s_system | abel ed. 3c
saexec. 3c
sastream 3c
satty. 3c
snand. 3¢
swal pha. 3c
swct ype. 3¢
ki |l pg. 3c

| ckpwdf . 3c
Ifnt.3c
lio_listio.3c
| ocal econv. 3¢
| ockf . 3c

| search. 3c
madvi se. 3¢
makecont ext . 3¢
makedev. 3c
mal | oc. 3c

nmbl en. 3¢

nbrl en. 3c
nbrt owc. 3c
nmbsinit. 3c
nmbsrtowcs. 3¢
bt owc. 3¢
menbar _ops. 3c
menory. 3c
mkfifo.3c
kst enp. 3¢
nkt enp. 3c
nmktime. 3c

m ock. 3c

m ockal | . 3¢
noni tor. 3c
ny_cl ose. 3c
nmy_getattr. 3c
nmg_notify. 3c
ng_open. 3¢
ng_recei ve. 3c
ng_send. 3c
nmy_setattr. 3c
nmg_unl i nk. 3¢
msync. 3c
mutex_init.3c
nanosl eep. 3¢
ndbm 3c

newl ocal e. 3c
nl _l angi nfo. 3c
of fset of . 3c
opendir. 3c
perror.3c

o o o e e e e e e e e e e e o o e o e e e
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260 pfnt.3c \ 326 pt hread_key_del ete. 3c
261 pl ock. 3¢ \ 327 pthread_kill.3c
262 popen. 3¢ \ 328 pt hr ead_nut ex_consi st ent . 3c
263 port_alert.3c \ 329 pt hr ead_nut ex_get pri ocei | i ng. 3c
264 port_associ ate. 3c \ 330 pthread_nutex_init.3c
265 port_create. 3c \ 331 pt hr ead_nut ex_| ock. 3c
266 port_get. 3c \ 332 pt hread_nut ex_t i nedl ock. 3¢
267 port_send. 3c \ 333 pthread_nutexattr_getprioceiling.3c
268 posi x_f advi se. 3c \ 334 pt hread_nut exat tr _get prot ocol . 3c
269 posi x_fal |l ocate. 3c \ 335 pt hr ead_nut exat t r _get pshar ed. 3c
270 posi x_madvi se. 3c \ 336 pt hread_nut exattr_getrobust. 3c
271 posi x_nemal i gn. 3c \ 337 pt hread_nut exattr_gettype. 3c
272 posi x_openpt . 3¢ \ 338 pthread_nutexattr_init.3c
273 posi x_spawn. 3¢ \ 339 pt hread_once. 3c
274 posi x_spawn_fil e_acti ons_addcl ose. 3c \ 340 pthread_rw ock_init.3c
275 posi x_spawn_f il e_acti ons_addcl osef rom np. 3c \ 341 pt hread_rw ock_rdl ock. 3c
276 posi x_spawn_fil e_acti ons_adddup2. 3c \ 342 pt hread_rw ock_ti medrdl ock. 3c
277 posi x_spawn_fil e_acti ons_destroy. 3c \ 343 pt hread_rw ock_ti medw | ock. 3c
278 posi x_spawn_pi pe_np. 3c \ 344 pt hread_rw ock_unl ock. 3c
279 posi x_spawnat tr _destroy. 3c \ 345 pt hread_rw ock_wr | ock. 3c
280 posi x_spawnat tr_get fl ags. 3c \ 346 pt hread_rw ockattr_get pshared. 3c
281 posi x_spawnat t r _get pgr oup. 3c \ 347 pthread_rw ockattr_init.3c
282 posi x_spawnat t r _get schedparam 3c \ 348 pthread_sel f. 3c
283 posi x_spawnat t r _get schedpol i cy. 3¢ \ 349 pt hread_set cancel state. 3c
284 posi x_spawnat t r _get si gdef aul t. 3c \ 350 pt hread_set cancel t ype. 3c
285 posi x_spawnat t r _get si gi gnore_np. 3c \ 351 pt hread_set schedpri o. 3c
286 posi x_spawnat t r _get si gnask. 3c \ 352 pt hr ead_si gmask. 3c
287 printf.3c \ 353 pt hread_spi n_destroy. 3c
288 priv_addset. 3c \ 354 pt hr ead_spi n_| ock. 3¢
289 priv_set.3c \ 355 pt hr ead_spi n_unl ock. 3c
290 priv_str_to_set.3c \ 356 pt hread_t est cancel . 3c
291 pset _get| oadavg. 3c \ 357 ptrace. 3c
292 psignal . 3c \ 358 pt snare. 3c
293 pt hread_at f or k. 3c \ 359 put env. 3c
294 pthread_attr_getdetachstate. 3c \ 360 put pwent . 3c
295 pt hread_attr_get guardsi ze. 3c \ 361 puts. 3c
296 pthread_attr_getinheritsched. 3c \ 362 put spent . 3c
297 pthread_attr_get schedparam 3c \ 363 putws. 3c
298 pthread_attr_getschedpolicy. 3c \ 364 gsort.3c
299 pthread_attr_getscope. 3c \ 365 rai se. 3c
300 pthread_attr_get stack. 3c \ 366 rand. 3c
301 pthread_attr_getstackaddr. 3c \ 367 random 3c
302 pthread_attr_get st acksi ze. 3c \ 368 rctl_wal k. 3c
303 pthread_attr_init.3c \ 369 rctl bl k_set_val ue. 3c
304 pt hread_barrier_destroy. 3c \ 370 re_conp. 3c
305 pthread_barrier_wait. 3c \ 371 readdir. 3c
306 pthread_barrierattr_destroy. 3c \ 372 real path. 3c
307 pthread_barrierattr_get pshared. 3c \ 373 reboot . 3c
308 pt hread_cancel . 3c \ 374 regcnp. 3c
309 pt hr ead_cl eanup_pop. 3c \ 375 regconp. 3c
310 pt hr ead_cl eanup_push. 3c \ 376 renove. 3c
311 pthread_cond_init. 3c \ 377 rew nd. 3c
312 pt hread_cond_si gnal . 3c \ 378 rew nddir. 3c
313 pt hread_cond_wai t. 3¢ \ 379 rw ock. 3c
314 pt hread_condat tr _get cl ock. 3c \ 380 scandir. 3c
315 pt hread_condat tr _get pshar ed. 3c \ 381 scanf . 3c
316 pthread_condattr_init.3c \ 382 sched_get _priority_nax. 3c
317 pt hread_create. 3c \ 383 sched_get param 3c
318 pt hr ead_det ach. 3c \ 384 sched_get schedul er. 3c
319 pt hread_equal . 3c \ 385 sched_rr_get _interval . 3c
320 pthread_exit.3c \ 386 sched_set param 3c
321 pt hr ead_get concurrency. 3c \ 387 sched_set schedul er. 3c
322 pt hr ead_get schedpar am 3c \ 388 sched_yi el d. 3c
323 pt hread_get specific. 3c \ 389 schedct!| _init. 3c
324 pthread_j oi n. 3c \ 390 seekdir. 3c
325 pt hread_key_create. 3c \ 391 sel ect. 3c

o o e o o e o e e e o e o o e o o o o o o o o o o o o o o o o o o o o o o o o o o o e e —
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sem cl ose. 3c
sem destroy. 3c
sem get val ue. 3c
seminit.3c

sem open. 3¢

sem post . 3c

sem tinmedwait. 3c
sem unlink. 3c
sem wait. 3c
semaphore. 3c
set buf. 3c

set buffer. 3c
setcat. 3c
setenv. 3c

setj np. 3c

set key. 3c

set | abel . 3c

set | ocal e. 3¢
shm open. 3c
shm_unl i nk. 3c
si gf pe. 3¢
siginterrupt. 3c
signal . 3c
signal fd. 3c

si gqueue. 3c

si gset ops. 3c

si gstack. 3c

si gwai tinfo. 3c

snt _pause. 3c

st ack_get bounds. 3c
st ack_i nbounds. 3c
st ack_set bounds. 3c
stack_vi ol ation. 3c
stdio. 3c
str2sig. 3c

strcol |.3c
strerror. 3c
strfnon. 3c
strftine. 3c
string. 3c

string_to_decinal.3c

strptine. 3c
strsignal . 3c
strtod. 3c
strtoi max. 3c
strtol.3c
strtoul . 3c
strtows. 3c
strxfrm 3c
swab. 3c

sync_i nstruction_nenory. 3c

sysconf. 3c
sysl og. 3c
system 3c
tcdrain. 3c
tcflow 3c
tcflush. 3c
tcgetattr. 3c
t cget pgr p. 3c
tcgetsid. 3c
t csendbr eak. 3c
tcsetattr. 3c
t cset pgr p. 3c
tell.3c

o o o o e e e e e e e e e e o e o e e e
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459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523

telldir.3c
term os. 3c
thr_create. 3c
thr_exit.3c

thr_get concurrency. 3c

thr_getprio.3c
thr_join.3c
thr_keycreate. 3c
thr_kill.3c

thr _nain. 3c
thr_m n_stack. 3c
thr_sel f.3c
thr_si gset nask. 3c
thr_stksegnent . 3c
t hr _suspend. 3c
thr_yield. 3c
timer_create. 3c
tinmer_delete. 3c
tinmer_settine.3c
timeradd. 3c
timerfd_create. 3c
tmpfile.3c

t npnam 3c
toascii.3c

t ol ower. 3c

t oupper . 3c

t owl ower . 3c

t owupper . 3c
truncate. 3c
tsearch. 3c
ttynane. 3c
ttyslot.3c
u8_strcnp. 3c
u8_textprep_str.3c
u8_val i date. 3c
ual arm 3c
uconv_ul6t ou32. 3c
ucred. 3c
unget c. 3c
unget we. 3¢

unl ockpt . 3c
unset env. 3c

usel ocal e. 3¢

usl eep. 3c
viwprintf.3c

vl fnt.3c
vpfnt. 3c
vprintf.3c
vsysl og. 3c
wai t. 3c

wai t 3. 3c

wai t pi d. 3c

wal kcont ext . 3c
wepepy. 3¢
wertonb. 3¢
wcscasecnp. 3¢
wescol | . 3c
wesdup. 3c

wesl en. 3c
wesftine. 3c
wesrt onbs. 3c
wesstr. 3¢

west od. 3c
wcst oi max. 3c
west ol . 3c
west oul . 3¢
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524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540

542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589

MANLI NKS=

westring. 3c
weswi dt h. 3c
wesxfrm 3c
wet ob. 3¢
wct onb. 3¢
wctrans. 3c
wct ype. 3¢
wew dt h. 3c
wrenchr . 3c
wentnp. 3¢
wrentpy. 3¢
wremmove. 3¢
wnenset . 3¢
wor dexp. 3c
wsprintf.3c
wsscanf. 3c
wstring. 3c

FD CLR 3c
FD_| SSET. 3¢

FD_SET. 3c

FD_ZERO. 3¢

__flIbf.3c
__fpending. 3c
__fpurge. 3c
__freadabl e. 3c

_ freading. 3c
__fsetlocking.3c
__fwitable. 3c
__fwiting. 3c
_edata. 3c

_end. 3c

_etext.3c

_exi thandl e. 3c
_flushl bf. 3c
_setjnp.3c

addrt osymstr. 3c
aiowite. 3c

al | oca. 3c

al phasort. 3c
ascftime. 3c

asctime. 3c
asctime_r.3c
asprintf.3c

at of . 3¢

atoi . 3c

atol . 3c

atoll.3c

ar c4r andom buf . 3c

ar c4random uni f orm 3c
atom c_add_16. 3c
atom c_add_16_nv. 3c
at om c_add_32. 3c
atom c_add_32_nv. 3c
at om c_add_64. 3c
atom c_add_64_nv. 3c
atom c_add_8. 3c
atom c_add_8 _nv. 3c
atom c_add_char. 3c
at om c¢_add_char _nv. 3c
atom c_add_int. 3c

at om c_add_i nt _nv. 3c
atomi c_add_| ong. 3c
at om c_add_| ong_nv. 3c
atom c_add_ptr. 3c
atom c_add_ptr_nv. 3c

o e e e e e e e e e e o e e e
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590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647
648
649
650
651
652
653
654
655

atom c_add_short. 3c

at om c_add_short _nv. 3c
at om c_and_16. 3c

atom c_and_16_nv. 3c
atom c_and_32. 3c

atom c_and_32_nv. 3c

at om c_and_64. 3c

atom c_and_64_nv. 3c
atom c_and_8. 3c

atom c_and_8_nv. 3c

at om c_and_uchar. 3c

at om ¢_and_uchar _nv. 3c
at om c_and_uint. 3c

at om c_and_ui nt _nv. 3c
at om c¢_and_ul ong. 3c

at om c¢_and_ul ong_nv. 3c
at om c_and_ushort. 3c
at om c_and_ushort _nv. 3c
atom c_cas_16. 3c

atom c_cas_32. 3c

at om c_cas_64. 3c

atom c_cas_8. 3c

atom c_cas_ptr. 3c

atom c_cas_uchar. 3c
atom c_cas_uint. 3c

at om c_cas_ul ong. 3c
atom c_cas_ushort. 3c

atom c_cl ear _| ong_excl . 3c

at om c_dec_16. 3c

atom c_dec_16_nv. 3c

at om c_dec_32. 3c

atom c_dec_32_nv. 3c

at om c_dec_64. 3c

atom c_dec_64_nv. 3c

at om c_dec_8. 3c

atom c_dec_8_nv. 3c
atom c_dec_ptr. 3c

atom c_dec_ptr_nv. 3c
at om c_dec_uchar. 3c

at om c_dec_uchar _nv. 3c
at om c_dec_uint. 3c

at om c_dec_ui nt _nv. 3c
at om c_dec_ul ong. 3c

at om c_dec_ul ong_nv. 3c
at om c_dec_ushort. 3c
at om c_dec_ushort _nv. 3c
atom c_i nc_16. 3c

atom c_inc_16_nv. 3c
atom c_i nc_32.3c

atom c_inc_32_nv. 3c
atom c_i nc_64. 3c

atom c_i nc_64_nv. 3c
atom c_i nc_8. 3c

atom c_inc_8 _nv. 3c
atomi c_inc_ptr. 3c
atom c_i nc_ptr_nv. 3c
atom c_i nc_uchar. 3c
atom c_i nc_uchar_nv. 3c
atom c_inc_uint.3c
atom c_i nc_ui nt_nv. 3c
atom c_i nc_ul ong. 3c

at om c_i nc_ul ong_nv. 3c
atom c_i nc_ushort. 3c
atom c_i nc_ushort_nv. 3c
atom c_or_16. 3c

atom c_or_16_nv. 3c
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656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721

atom c_or_32. 3c

atom c_or_32_nv. 3c
atom c_or_64. 3c

atom c_or_64_nv. 3c
atom c_or_8. 3c

atom c_or_8_nv. 3c
atomi c_or _uchar. 3c

at om c_or_uchar_nv. 3c
atom c_or _uint. 3c
atom c_or _ui nt_nv. 3c
at om c_or _ul ong. 3c
atom c_or _ul ong_nv. 3c
atom c_or_ushort. 3c
atom c_or _ushort_nv. 3c
atom c_set _| ong_excl . 3c
at om c_swap_16. 3c

at om c_swap_32. 3c

at om c_swap_64. 3c

at om c_swap_8. 3c

at om c_swap_ptr. 3c

at om c_swap_uchar. 3c
at om c_swap_ui nt. 3c
at om c_swap_ul ong. 3c
at om c_swap_ushort. 3c
backtrace. 3c
backtrace_synbol s. 3c
backtrace_synbol s_fd. 3c
bcnp. 3¢

bcopy. 3¢

bi nd_t ext domai n_codeset . 3c
bi ndt ext domai n. 3c

bt owc_I . 3c

bzero. 3c

cal l oc. 3c

canoni cal i ze_fil e_nane. 3c
catcl ose. 3c

cf get ospeed. 3c

cf set ospeed. 3c
cftime.3c

clearerr.3c

cl ock_getres. 3c

cl ock_gettinme. 3c

cl osel og. 3c

cond_br oadcast . 3c
cond_destroy. 3c
cond_rel timedwait. 3c
cond_si gnal . 3c
cond_timedwait. 3c
cond_wai t. 3c
csetcol . 3c

csetlen. 3c

csetno. 3c
ctermd_r.3c
ctime_r.3c

dbm cl earerr. 3c
dbm cl ose. 3¢

dbm del ete. 3c

dbm error. 3c
dbm f et ch. 3c

dbm firstkey. 3c

dbm next key. 3c

dbm open. 3c
dbm st ore. 3c
dcgettext. 3c

dcnget text. 3c

deci mal _t o_doubl e. 3c

o e o e e e e e e e e e e e o o e
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722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
752
753
754
755
756
757
758
759
760
761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787

deci mal _t o_ext ended. 3c
deci mal _t o_quadrupl e. 3c
deci mal _to_singl e. 3c
dgettext. 3c

dl addr 1. 3c

dl nopen. 3c
dnget t ext. 3c

door _set param 3c
door _unbi nd. 3c

doubl e_t o_deci mal . 3c
dup3. 3c

dupl ocal e. 3¢
edat a. 3c

endgrent. 3c

endnet grent. 3c
endpwent . 3c
endspent . 3c
enduser shel | . 3c
endut ent. 3c

endut xent . 3c

epol | _createl. 3c
epol | _pwai t. 3c
erand48. 3c

errno. 3c

errx. 3c

etext. 3c

euccol . 3c

eucscol . 3c
explicit_bzero. 3c
ext ended_t o_deci nal . 3c

fconvert.3c

fecvt. 3c

fdopendir. 3c

fdwal k. 3c

feof.3c

ffsl.3c

ffsll.3c

fgetgrent. 3c

fgetgrent _r.3c

f get pwnent . 3c

fgetpwent _r. 3c

fgets.3c

fgetspent. 3c

fgetspent _r. 3c

fgetwe_| . 3c

getws. 3c
le_to_decimal.

get sticky. 3c
rintf.3c
pset mask. 3¢

f psetround. 3c
f psetsticky. 3c
fputs. 3c
free. 3c

freel ocal e. 3c
fscanf. 3c

f seeko. 3c
fsetattr. 3c
ftello.3c

f
fi
fi

fi

f

f

f

fp

f pget nask. 3c
fp

fp

f

o e o e e e e e e e e e e e o e o e e e
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788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823
824
825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853

ftruncate. 3c
ftrylockfile.3c
func_t o_deci nal . 3c
funl ockfile.3c
gconvert. 3c
gevt. 3c
getattrat. 3c
getc. 3c

get c_unl ocked. 3c
getchar. 3c

get char _unl ocked. 3c
getdelim 3c

get ext mt ent. 3c
getgrent. 3c
getgrent _r. 3c
getgrgi d. 3c
getgrgid_r.3c
getgrnamr. 3c

get honel gr oup. 3c
gethrvtime. 3c
getlogin_r.3c

get mt any. 3c
getnetgrent _r. 3c
get _nprocs_conf. 3c
get passphrase. 3c
get pwent . 3c

get pwent _r. 3c

get pwnam r. 3c

get pwui d. 3c

get pwui d_r. 3c

get spent. 3c

get spent _r. 3c

get spnam r. 3c
getutid. 3c
getutline.3c
get ut np. 3¢

get ut npx. 3c

getut xid. 3c
getut xl i ne. 3c

get vf sany. 3c
getvfsfile.3c

get vf sspec. 3c
getw. 3c

getwe_| . 3c
getwchar _| . 3c

get zonei dbynane. 3c
get zonenanebyi d. 3c

hasmmt opt . 3¢
hcreate. 3c
hdestroy. 3c
initstate.3c
nnet gr. 3c
sal num 3c
sal num.| . 3c
sal pha. 3c
sal pha_l . 3c
sascii.3c
sbl ank. 3c
sbl ank_I . 3c
scntrl. 3c
scntrl _I.3c
sdigit.3c

o e e e e e e e e e e e e e o o e e

13

new usr/src/ man/ man3c/ Makefil e

854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879
880
881
882
883
884
885
886
887
888
889
890
891
892
893
894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919

i
I
|
|
I
I

sdigit_l.3c
sengl i sh. 3c
sgraph. 3c
sgraph_l . 3c
si deogram 3c
sl ower. 3c
slower _| . 3c
snanf . 3c
snumnber. 3c
sphonogr am 3c
sprint.3c
sprint_l.3c
spunct. 3c
spunct _I| . 3c
sspace. 3c
sspace_| . 3c
sspeci al . 3c
supper. 3c
supper _| . 3c
swal num 3c
swal num | . 3c
swal pha_l . 3c
swascii. 3c

swbl ank. 3c
swbl ank_I . 3c
swentrl . 3c
swentrl _Il.3c
swetype_| . 3c
swdi git. 3c
swdigit_I.3c
swgr aph. 3c
swgr aph_l . 3c

sw deogram 3c
swi deogram | . 3c
swhexnunber . 3c
swhexnunber _| . 3c
sw ower. 3c

sw ower _| . 3c
swnunber . 3c
swnunber _| . 3c
swphonogr am 3c
swphonogram | . 3c
swprint.3c
swprint_I.3c
swpunct . 3¢
swpunct _| . 3c
swspace. 3c
swspace_| . 3c
swspeci al . 3c
swspeci al _| . 3c
swupper. 3c
swupper _| . 3c
swxdi gi t. 3c
swxdigit_I.3c
sxdigit.3c
sxdigit_I.3c
rand48. 3c

64a. 3c

abs. 3c
cong48. 3c

div. 3c

find. 3c

| abs. 3c

I div.3c
Itostr.3c

ocal time. 3c

o e o e e e e e e e e e e e e e e e
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920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971
972
973
974
975
976
977
978
979
980
981
982
983
984
985

| ocal time_r.3c

| ongj np. 3¢

| rand48. 3c
maj or. 3¢

nmbl en_l . 3c
nmbrlen_|.3c
nmbrtowc_| . 3c
nmbsinit_|.3c

nbsnrtowcs. 3c

mbsnrtowes_| . 3c

nmbsrtowcs_| . 3c

nmbst owcs. 3c

nmbst owcs_| . 3c

mbt owc_| . 3¢

memal i gn. 3¢

menbar _consuner. 3c

nmenbar _enter. 3c

menbar _exit. 3c
menbar _pr oducer. 3c

menccpy. 3c

nenchr. 3c

mencnp. 3¢

nencpy. 3c

menmmem 3¢

menmove. 3¢

nmenset . 3c

m nor. 3c

nmkdt enp. 3c

nkfifoat.3c

nmkost enp. 3c

nmkost enps. 3¢

kst enps. 3c

ny_rel ti nedrecei ve_np. 3c
ng_rel ti nedsend_np. 3c
nmg_ti medr ecei ve. 3c

ng_ti medsend. 3c

nT and48. 3c

nmunl ock. 3c

munl ockal | . 3¢

nmut ex_consi stent. 3c

mut ex_destroy. 3c

mut ex_| ock. 3c

mut ex_tryl ock. 3c

mut ex_unl ock. 3c

nl _langinfo_l.3c

nftw 3c

ngettext.3c

nrand48. 3c

openl og. 3¢

pcl ose. 3c

port _di ssoci ate. 3c

port_getn. 3c

port_sendn. 3¢

posi x_spawn_fil e_acti ons_addopen. 3c
posi x_spawn_file_actions_init.3c
posi x_spawnattr_init. 3c

posi x_spawnat tr_setfl ags. 3c

posi x_spawnat t r _set pgr oup. 3¢
posi x_spawnat t r _set schedparam 3c
posi x_spawnat tr _set schedpol i cy. 3c
posi x_spawnat tr_set si gdefaul t. 3c
posi x_spawnat t r _set si gi gnore_np. 3c
posi x_spawnat t r _set si gnask. 3c
posi x_spawnp. 3c

printstack. 3c

priv_allocset. 3c

o o o e e e e e e e e e e e e e
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986

987

988

989

990

991

992

993

994

995

996

997

998

999
1000
1001
1002
1003
1004
1005
1006
1007
1008
1009
1010
1011
1012
1013
1014
1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029
1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040
1041
1042
1043
1044
1045
1046
1047
1048
1049
1050
1051

priv_basicset. 3c
priv_copyset. 3c
priv_defaul tset.3c

coderevi ew */

priv_del set. 3c

priv_enptyset.3c

priv_fillset.3c

priv_freeset. 3c

priv_get bynane. 3c

priv_get bynum 3c
priv_get set bynane. 3c
priv_get set bynum 3c
priv_gettext.3c

priv_ineffect.3c
priv_intersect.3c
priv_inverse. 3c

priv_i senptyset. 3c
priv_isequal set. 3c
priv_isfullset.3c

priv_i smenber. 3c

priv_i ssubset. 3c
priv_set_to_str.3c

priv_union. 3c

psel ect. 3c

psi gi nfo. 3c
pthread_attr_destroy. 3c
pthread_attr_setdetachstate. 3c
pt hread_attr_set guardsi ze. 3c
pthread_attr_setinheritsched. 3c
pthread_attr_set schedparam 3c
pthread_attr_setschedpolicy. 3c
pthread_attr_setscope. 3c
pthread_attr_setstack. 3c
pthread_attr_setstackaddr. 3c
pthread_attr_setstacksi ze. 3c
pthread_barrier_init.3c
pthread_barrierattr_init.3c
pthread_barrierattr_setpshared. 3c
pt hr ead_cond_br oadcast . 3c

pt hread_cond_destroy. 3c

pt hread_cond_rel ti nedwai t _np. 3c
pt hread_cond_ti nedwai t. 3c

pt hread_condattr_destroy. 3c

pt hread_condat tr_set cl ock. 3c

pt hread_condattr_set pshared. 3c
pt hread_key_create_once_np. 3c

pt hr ead_nut ex_destroy. 3c

pt hread_nut ex_rel ti medl ock_np. 3c
pt hr ead_nut ex_set pri ocei | i ng. 3c
pt hread_nut ex_tryl ock. 3c

pt hr ead_nut ex_unl ock. 3c

pt hread_nut exattr_destroy. 3c
pthread_nutexattr_setprioceiling.3c
pt hread_nut exattr_set protocol . 3c
pt hread_nut exattr_set pshared. 3c
pt hread_nut exattr_setrobust. 3c
pt hread_nut exattr_settype. 3c

pt hread_rw ock_destroy. 3c
pthread_rw ock_rel ti medrdl ock_np. 3c
pthread_rw ock_rel ti medw | ock_np. 3c
pt hread_rw ock_tryrdl ock. 3c

pt hread_rw ock_tryw | ock. 3c
pthread_rw ockattr_destroy. 3c

pt hread_rw ockattr_set pshared. 3c
pt hr ead_set concurrency. 3c

pt hr ead_set schedpar am 3c

—
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1052 pt hread_set speci fic. 3c

1053 pthread_spin_init.3c

1054 pt hread_spi n_tryl ock. 3c
1055 putc. 3c

1056 put c_unl ocked. 3c

1057 put char. 3c

1058 put char _unl ocked. 3c

1059 put mt ent . 3c

1060 pututline.3c

1061 put ut xl i ne. 3c

1062 put w. 3¢

1063 put we. 3c

1064 put wchar . 3c

1065 geconvert. 3c

1066 gf convert. 3c

1067 ggconvert. 3c

1068 quadr upl e_t o_deci mal . 3c
1069 rand_r. 3c

1070 rctl bl k_get _enforced_val ue. 3c
1071 rctlblk_get_firing_tine.3c
1072 rctl bl k_get _gl obal _action. 3c
1073 rctl bl k_get _gl obal _fl ags. 3c
1074 rctl bl k_get_l ocal _action. 3c
1075 rctl bl k_get_l ocal _fl ags. 3c
1076 rctl bl k_get _privilege.3c
1077 rctl bl k_get _reci pi ent_pid. 3c
1078 rctl bl k_get _val ue. 3c

1079 rctl bl k_set_| ocal _action. 3c
1080 rctl bl k_set_l ocal _fl ags. 3c
1081 rctl bl k_set_privilege.3c
1082 rctl bl k_set_recipi ent_pid.3c
1083 rctl bl k_si ze. 3c

1084 re_exec. 3c

1085 readdir_r.3c

1086 real | oc. 3c

1087 regerror. 3c

1088 regex. 3c

1089 regexec. 3c

1090 regfree. 3c

1091 renque. 3c

1092 resetmttab. 3c

1093 rindex. 3c

1094 rw_rdl ock. 3c

1095 rw_tryrdl ock. 3c

1096 rw_trywl ock. 3c

1097 rw_unl ock. 3c

1098 rw_wr | ock. 3c

1099 rw ock_destroy. 3c

1100 rw ock_init.3c

1101 sched_get _priority_mn. 3c
1102 schedct| _exit. 3c

1103 schedct | _I ookup. 3c

1104 schedct| _start. 3c

1105 schedct| _stop. 3c

1106 seconvert. 3c

1107 seed48. 3c

1108 semrel ti medwai t _np. 3c

1109 semtrywait.3c

1110 sema_destroy. 3c

1111 seme_init.3c

1112 sema_post . 3c

1113 sema_trywait. 3c

1114 sema_wai t . 3c

1115 setattrat. 3c

1116 setgrent. 3c

1117 set host nane. 3c

o o o e e e e e e e e e e e e e
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1118 set | i nebuf. 3c
1119 set | ognask. 3c
1120 setnetgrent. 3c
1121 setpriority.3c
1122 set prognane. 3c
1123 set pwent . 3c
1124 set spent. 3c
1125 setstate. 3c
1126 setti neof day. 3c
1127 setusershel | . 3c
1128 setutent. 3c
1129 set ut xent . 3c
1130 set vbuf . 3c

1131 sfconvert. 3c
1132 sgconvert. 3c
1133 sig2str.3c

1134 si gaddset . 3c
1135 si gdel set . 3c
1136 si genpt yset . 3c
1137 sigfillset.3c
1138 si ghol d. 3c

1139 si gi gnore. 3c
1140 si gi snenber . 3c
1141 si gl ongj np. 3c
1142 si gpause. 3c
1143 sigrel se. 3c
1144 sigset. 3c

1145 sigsetjnp. 3c
1146 sigtinedwait. 3c
1147 singl e_to_deci mal . 3c
1148 snprintf.3c
1149 sprintf.3c

1150 srand. 3c

1151 srand48. 3c

1152 srandom 3c

1153 sscanf. 3c

1154 stderr. 3c

1155 stdin. 3c

1156 st dout . 3c

1157 st pcpy. 3¢

1158 st pncpy. 3c

1159 strcasecnp. 3c
1160 strcasecnp_| . 3c
1161 strcasestr. 3c
1162 strcasestr_|.3c
1163 strcat. 3c

1164 strchr. 3c

1165 strchrnul . 3c
1166 strcnp. 3¢

1167 strcoll _I.3c
1168 strcpy. 3c

1169 strcspn. 3c

1170 st rdup. 3c

1171 strdupa. 3c

1172 strerror_|.3c
1173 strerror_r. 3c
1174 strfrmon_l. 3c
1175 strftinme_|l.3c
1176 strlcat. 3c

1177 strlcpy. 3c

1178 strlen. 3c

1179 strncasecnp. 3¢
1180 strncasecnp_| . 3c
1181 strncat. 3c

1182 strncnp. 3c

1183 strncpy. 3c

o o o o e e e e e e e e e e
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1184
1185
1186
1187
1188
1189
1190
1191
1192
1193
1194
1195
1196
1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208
1209
1210
1211
1212
1213
1214
1215
1216
1217
1218
1219
1220
1221
1222
1223
1224
1225
1226
1227
1228
1229
1230
1231
1232
1233
1234
1235
1236
1237
1238
1239
1240
1241
1242
1243
1244
1245
1246
1247
1248
1249

strndup. 3c

st rndupa. 3c
strnlen. 3c
strnstr. 3c
strpbrk. 3c
strptine_|l.3c
strrchr. 3c
strsep. 3c
strspn. 3c
strstr. 3c
strtof.3c
strtok. 3c
strtok_r. 3c
strtold. 3c
strtoll.3c
strtoul | . 3c
strtounmax. 3c
strxfrml.3c
swapcont ext . 3c
swprintf.3c
swscanf . 3c
tdel ete. 3c

t enpnam 3¢

t ext domai n. 3c
tfind. 3c
thr_continue. 3c
thr_get specific.3c

thr_keycreate_once. 3c
thr_set concurrency. 3c

thr_setprio.3c
thr_setspecific.3c
ti mer_getoverrun. 3c
timer_gettine.3c
tinmerclear. 3c
timercnp. 3c
timerfd_gettine.3c
timerfd_settine.3c
tinerisset.3c
timersub. 3c

t oupper _| . 3c
towctrans. 3c
towctrans_I . 3c

tow ower _|. 3c

t owupper _| . 3c
ttynane_r. 3c
twal k. 3c

tzset. 3c
uconv_ul6t ou8. 3c
uconv_u32t oul6. 3c
uconv_u32t ou8. 3c
uconv_u8t oul6. 3c
uconv_u8t ou32. 3c
ucred_free. 3c
ucred_get. 3c
ucred_get egi d. 3c
ucr ed_get eui d. 3c
ucred_get groups. 3c
ucred_get| abel . 3c
ucred_get pfl ags. 3c
ucred_get pi d. 3c
ucred_getprivset. 3c
ucred_getprojid. 3c
ucred_getrgid. 3c
ucred_getruid. 3c

o e o e e e e e e e e e e e
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1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269
1270
1271
1272
1273
1274
1275
1276
1277
1278
1279
1280
1281
1282
1283
1284
1285
1286
1287
1288
1289
1290
1291
1292
1293
1294
1295
1296
1297
1298
1299
1300
1301
1302
1303
1304
1305
1306
1307
1308
1309
1310
1311
1312
1313
1314
1315

ucred_get sgi d. 3c
ucred_get sui d. 3c
ucr ed_get zonei d. 3c
ucred_si ze. 3c
ul ckpwdf . 3c
ulltostr.3c
unor der ed. 3c
updwt np. 3c
updwt nmpx. 3c

ut mpnane. 3c

ut npxnane. 3c
val | oc. 3¢
vasprintf.3c
verr. 3c
verrx. 3c
viprintf.3c
vfscanf. 3c
vfwscanf . 3c
vscanf . 3c
vsnprintf.3c
vsprintf.3c
vsscanf . 3c
vswprintf.3c
vswscanf. 3c
vwar n. 3c

vwar nx. 3c
vwprintf. 3c
vwscanf . 3¢
wai t 4. 3c
war n. 3c

war nx. 3c
wat of . 3c
wat oi . 3¢
wat ol . 3c
wat ol | . 3c
wepncpy. 3¢
wertonb_| . 3c
wecscasecnp_|l . 3c
wcscat . 3c
weschr . 3c
wescnp. 3¢
wescol | _|. 3¢
wescpy. 3c
wescspn. 3¢
wcset no. 3¢
wesncasecnp. 3¢
wesncasecnp_| . 3¢
wcsncat . 3¢
wesncnp. 3¢
wesncpy. 3¢
wesnl en. 3¢
wesnrt onbs. 3c
wesnrtonbs_| . 3c
wespbrk. 3c
wesrchr. 3c
wesrtonbs_| . 3c
wesspn. 3¢
west of . 3¢

west ok. 3c
west ol d. 3c
westol | . 3c
westoul | . 3¢
wecst ounmax. 3¢
weswes. 3¢
weswi dth_I . 3c
wetob_| . 3c

o o o e e e e e e e e e e o e e o
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1316
1317
1318
1319
1320
1321
1322
1323
1324
1325
1326
1327
1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1339
1340
1341
1342
1343
1344
1345
1346

1348
1349
1350
1351
1352
1353
1354
1355

wctonb_| . 3c
wetrans_| . 3c
wet ype_I . 3c
wewi dth_| . 3¢
wi ndex. 3c
wor df r ee. 3c

wprintf.3c
wri ndex. 3c
wscanf . 3c

wscasecnp. 3c

wscat . 3¢
wschr. 3c

wsncasecnp. 3¢

wsncat . 3¢
wsncnp. 3c
wsncpy. 3c
wspbr k. 3c
wsr chr. 3c
wsspn. 3c
wst od. 3c
wst ok. 3¢
wstol . 3c
wst ostr. 3c
wsxfrm 3c

__fIbf.3c
__fpending. 3c

_ fpurge. 3c
__freadabl e. 3c
__freading. 3c
__fsetlocking.3c
__fwitable.3c
__fwiting.3c
1356 _flushl bf. 3c

1358 _setj np. 3c

1360 | 64a. 3c

1362
1363

1365

1367
1368

1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381

| abs.

3c

Il abs. 3c

aiowite. 3c

ar c4r andom buf . 3c
ar c4random uni form 3c

at omi
at om
at om
at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi

c_add_16. 3c
c_add_16_nv. 3c
c_add_32.3c
c_add_32_nv. 3c
c_add_64. 3c
c_add_64_nv. 3c
c_add_8. 3c
c_add_8_nv. 3c
c_add_char. 3c
c_add_char _nv. 3c
c_add_int.3c
c_add_int_nv. 3c

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

o o e e e e —

__fbufsize.3c
__fbufsize.3c
__fbufsize.3c
_ fbufsize.3c
__fbufsize.3c
__fbufsize. 3c
__fbufsize.3c
_ fbufsize.3c
__fbufsize.3c

_longj nmp. 3¢
a64l . 3c

abs. 3c
abs. 3c

ai oread. 3c

ar c4r andom 3c
ar c4r andom 3¢

at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at omi c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
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1382
1383
1384
1385
1386
1387
1388
1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403

1405
1406

1408
1409
1410
1411
1412
1413
1414
1415
1416

1418
1419
1420
1421
1422
1423
1424
1425
1426
1427
1428
1429
1430
1431
1432
1433
1434
1435

1437
1438
1439
1440
1441
1442
1443
1444
1445
1446
1447

at omi
at om
at omi
at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi
at omi
at om

atom
atom

at om
at omi
at omi
at omi
at om
at om
at omi
at om
at om

at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi
at omi
at omi
at om
at omi
at omi
at omi
at om
at omi
at omi

at om
at om
at omi
at omi
at om
at om
at omi
at omi
at om
at om
at omi

c_add_l ong. 3c
c_add_l ong_nv. 3c
c_add_ptr.3c
c_add_ptr_nv. 3c
c_add_short. 3c
c_add_short _nv. 3c
c_and_16. 3c
c_and_16_nv. 3c
c_and_32. 3c
c_and_32_nv. 3c
c_and_64. 3c
c_and_64_nv. 3c
c_and_8. 3c
c_and_8_nv. 3c
c_and_uchar. 3c
c_and_uchar _nv. 3c
c_and_uint. 3c
c_and_ui nt _nv. 3c
c_and_ul ong. 3c
c_and_ul ong_nv. 3c
c_and_ushort. 3c
c_and_ushort_nv. 3c

c_cl ear_l ong_excl . 3c
c_set _l ong_excl . 3c

c_cas_16. 3c
c_cas_32.3c
c_cas_64. 3c
c_cas_8. 3c
c_cas_ptr.3c
c_cas_uchar. 3c
c_cas_uint.3c
c_cas_ul ong. 3c
c_cas_ushort. 3c

c_dec_16. 3c
c_dec_16_nv. 3c
c_dec_32.3c
c_dec_32_nv. 3c
c_dec_64. 3c
c_dec_64_nv. 3c
c_dec_8. 3c
c_dec_8_nv. 3c
c_dec_ptr. 3c
c_dec_ptr_nv. 3c
c_dec_uchar. 3c
c_dec_uchar _nv. 3c
c_dec_uint. 3c
c_dec_uint_nv. 3c
c_dec_ul ong. 3c
c_dec_ul ong_nv. 3c
c_dec_ushort. 3c
c_dec_ushort_nv. 3c

nc_16. 3c
nc_16_nv. 3c
nc_32. 3c
nc_32_nv. 3c
nc_64. 3c
nc_64_nv. 3c
nc_8. 3c
nc_8_nv. 3c
nc_ptr.3c
nc_ptr_nv. 3c
nc_uchar. 3c

OO0OO000O0O0O00O00O000

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC

L1 NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
at om c_add. 3c
atomi c_and. 3¢
at om c_and. 3c
atom c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c
at om c_and. 3c

atom c_bits. 3c
atom c_bits. 3c

atom c_cas. 3c
at om c_cas. 3c
atom c_cas. 3c
at om c_cas. 3c
atom c_cas. 3c

at om c_cas. 3c

at om c_dec. 3c
at omi c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c
at om c_dec. 3c

atom c_i nc. 3c
atom c_i nc. 3c
atom c_inc. 3c
atom c_inc. 3c
atom c_inc. 3c

atom c_i nc. 3c
atom c_inc. 3c
atomi c_inc. 3c
atom c_i nc. 3c
atom c_i nc. 3c
atom c_inc. 3c
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1448
1449
1450
1451
1452
1453
1454

1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
1470
1471

1473
1474
1475
1476
1477
1478
1479
1480
1481

1483
1484
1485
1486

1488
1490
1492
1494
1496

1498
1499

1501

1503
1504
1505
1506
1507
1508

1510
1511
1512
1513

atomi c_i nc_uchar_nv. 3c
atom c_i nc_uint. 3c
atomic_inc_uint_nv. 3c
atomi c_i nc_ul ong. 3c
atomi c_i nc_ul ong_nv. 3c
atom c_i nc_ushort. 3c
atomi c_i nc_ushort _nv. 3c

atomi c_or_16. 3c

atom c_or_16_nv. 3c
atom c_or_32. 3c

atom c_or_32_nv. 3c

at om c_or_64. 3c

atom c_or_64_nv. 3c
atom c_or_8. 3c

atom c_or_8_nv. 3c

at om c_or_uchar. 3c

at om c_or _uchar _nv. 3c
atom c_or _uint. 3c

at om c_or _ui nt_nv. 3c
at om c_or _ul ong. 3c

at om c_or _ul ong_nv. 3c
atom c_or _ushort. 3c
at om c_or _ushort _nv. 3c

at om c_swap_16. 3c

at om c_swap_32. 3c

at om c_swap_64. 3c

at om c_swap_8. 3c
atom c_swap_ptr. 3c

at om c_swap_uchar. 3c
at om c_swap_ui nt. 3c
at omi c_swap_ul ong. 3¢
at om c_swap_ushort. 3c

bcnp. 3¢
bcopy. 3¢
bzero. 3c
explicit_bzero. 3c

bt owc_| . 3c

canoni cal i ze_fil e_nane. 3c
catcl ose. 3c

cf get ospeed. 3c

cf set ospeed. 3c

cl ock_getres. 3c
cl ock_gettime. 3c

f dwal k. 3c

cond_br oadcast . 3c
cond_destroy. 3c
cond_rel ti nedwai t. 3c
cond_si gnal . 3c
cond_ti medwai t. 3c
cond_wai t. 3c

csetcol . 3c
csetl en. 3c
cset no. 3¢
weset no. 3¢

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

atomi c_inc. 3c
atom c_i nc. 3c
atom c_inc. 3c
atom c_inc. 3c
atomi c_inc. 3c
atom c_inc. 3c
atomic_inc. 3c

atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c
atom c_or. 3c

at om c_swap. 3¢
at om c_swap. 3c
at om c_swap. 3c
at omi c_swap. 3¢
at om c_swap. 3¢
at om c_swap. 3c
at om c_swap. 3c

at om c_swap. 3¢
at om c_swap. 3¢

bstring. 3c
bstring. 3c
bstring. 3c
bstring. 3c

bt owc. 3¢

real path. 3c
cat open. 3c

cf geti speed. 3c
cfsetispeed. 3c

cl ock_settine. 3c
cl ock_settime. 3c

cl osefrom 3c

cond_init.3c
cond_init.3c
cond_init.3c
cond_init.3c
cond_init.3c
cond_init.3c

cset. 3c
cset. 3c
cset. 3c
cset. 3c
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1515

1517
1518
1519
1520
1521
1522
1523
1524

1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538
1539
1540
1541
1542
1543
1544
1545
1546
1547
1548
1549
1550

1552
1553
1554
1555

1557
1558

1560
1562
1564
1566
1568
1569
1570
1571
1572
1573
1574
1575
1577

1579

ctermd_r.3c

asctime. 3c
asctime_r.3c
ctime_r.3c
gntine. 3c
gntinme_r.3c
|'ocal time. 3c
localtime_r.3c
tzset. 3c

i sal num 3c
i sal num| . 3c
i sal pha. 3c
i sal pha_I . 3c
i sascii.3c
i sbl ank. 3c
i sblank_I . 3c
iscntrl.3c
iscntrl _|.3c
isdigit.3c
isdigit_|.3c
i sgraph. 3c
i sgraph_I . 3c
i sl ower. 3c
i slower_|.3c
i sprint.3c
isprint_|.3c
i spunct . 3c
i spunct _| . 3c
i sspace. 3c
i sspace_| . 3c
i supper. 3c
i supper_| . 3c
isxdigit.3c
isxdigit_|.3c

deci mal _t o_doubl e. 3c
deci mal _t o_ext ended. 3c
deci mal _t o_quadr upl e. 3c
deci mal _to_singl e. 3c

I div.3c
I'ldiv.3c

dl addr 1. 3c

dl nopen. 3c
door _unbi nd. 3c
door _set param 3c
erand48. 3c

j rand48. 3c

| cong48. 3c

| rand48. 3c

nT and48. 3c
nrand48. 3c
seed48. 3c
srand48. 3c
dup3. 3c

fconvert. 3c

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC =

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

cterm d. 3c

ctine
ctinme
ctime
ctime
ctine.3c
ctinme
ctime
ctime

ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c
ctype. 3c

floating. 3c
floating. 3c
floating. 3c
floating. 3c
div. 3c
div.3c

dl addr. 3c

dl open. 3c
door _bi nd. 3c
door _get param 3c
drand48. 3c
drand48. 3c
drand48. 3c
drand48. 3c
drand48. 3c
drand48. 3c
drand48. 3c
drand48. 3c
dup2. 3c

econvert. 3c
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1580
1581
1582
1583
1584
1585
1586

1588
1589

1591
1592
1593
1594
1595

1597
1598

1600
1601
1602
1603
1604
1605
1606

1608
1609

1611

1613
1614
1615

1617
1618
1619
1620
1621

1623
1624
1625

1627
1628
1629
1630
1631

1633

1635
1636
1637
1638

1640
1641

1643
1644
1645

gconvert. 3c
geconvert. 3c
gf convert. 3c
ggconvert. 3c
seconvert. 3c
sfconvert. 3c
sgconvert. 3c

fecvt. 3c
gevt. 3c

_edata. 3c
_end. 3c

_etext. 3c
edat a. 3c

etext. 3c

epol | _createl. 3c
epol | _pwait. 3c

errx. 3c
verr. 3c
verrx. 3c
vwar n. 3c
vwar nx. 3c
war n. 3c
war nx. 3c

euccol . 3c
eucscol . 3c

_exithandl e. 3c

clearerr. 3c
f eof . 3c
fileno.3c

fsetattr. 3c
getattrat. 3c
setattrat. 3c

getc. 3c

get c_unl ocked. 3c
getchar. 3c

get char _unl ocked. 3c
getw. 3c

fgetwe_|. 3c

doubl e_t o_deci nmal . 3c
ext ended_t o_deci mal . 3c
quadrupl e_t o_deci nal . 3c
singl e_to_deci mal . 3c

ftrylockfile.3c
funl ockfile.3c

f pget mask. 3c
f pget sticky. 3c
f pset nask. 3c

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

o nn
—h —h —h —h —h
—h —h —h —h —h
nwununnuon
w
o

econvert. 3c
econvert. 3c
econvert. 3c
econvert. 3c
econvert. 3c
econvert. 3c
econvert. 3c

ecvt. 3c
ecvt. 3c

end. 3c
end. 3c
end. 3c
end. 3¢
end. 3c

epol | _create. 3c
epol | _wait.3c

err.3c
err.3c
err.3c
err.3c
err.3c
err.3c
err.3c

eucl en. 3c
eucl en. 3c

exit.3c

ferror.3c
ferror. 3c
ferror. 3c

fgetattr. 3c
fgetattr. 3c
fgetattr. 3c
fgetc. 3c
fgetc.3c
fgetc.3c
fgetc. 3c
fgetc. 3c

floating_to_decinal
floating_to_decinal
floating_to_deci mal
floating_to_deci mal

ckfile.3c
ckfile.3c

f pget r ound. 3c
f pget round. 3c
f pget round. 3c
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1646
1647

1649
1650
1651
1652
1653

1655
1656

1658
1660
1662

1664
1665

1667
1668
1669
1670
1671

1673

1675
1676
1677
1678
1679
1680
1681
1682
1683

1685
1687
1689
1691
1693
1694
1695
1696
1697
1699
1700
1701
1702
1704
1706
1708

1710

f psetround. 3c
f pset sticky. 3c

putc. 3c

put c_unl ocked. 3c
put char. 3c

put char _unl ocked. 3c
putw. 3¢

putwe. 3¢
put wchar. 3¢

f seeko. 3c
ftello.3c
nftw. 3c

swprintf.3c
wprintf.3c

swscanf. 3c
vfwscanf. 3c
vswscanf. 3c
vwscanf . 3c
wscanf . 3c

get horrel gr oup. 3c

endgrent . 3c
fgetgrent. 3c
fgetgrent _r.3c
getgrent. 3c
getgrent _r. 3c
getgrgid. 3c
getgrgid_r.3c
getgrnamr. 3c
setgrent. 3c

set host nane. 3¢
gethrvtine. 3c
getdelim 3c
getlogin_r.3c
get ext mt ent. 3c
get mt any. 3c
hasmt opt . 3¢

put mt ent. 3c
resetmttab. 3c
endnet grent. 3c
getnetgrent _r. 3c
i nnetgr. 3c
setnetgrent. 3c
get _nprocs_conf. 3c
get passphrase. 3c
setpriority.3c

set prognane. 3¢

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC =

LI NKSRC
LI NKSRC

f pget round. 3c
f pget r ound. 3c

fputc. 3c
fputc. 3c
fputc. 3c
fputc. 3c
fputc. 3c

f put we. 3c
f put we. 3c

fseek. 3c
ftell.3c
ftw 3c

fwprintf.3c
fwprintf.3c

fwscanf . 3c
fwscanf . 3c
fwscanf. 3c
fwscanf. 3c
fwscanf . 3c

get cpui d. 3c

get gr nam 3c
get grnam 3c
get grnam 3c
get gr nam 3c
get grnam 3c
get gr nam 3c
get gr nam 3c
get grnam 3c
get gr nam 3c

get host nane. 3c
gethrtinme. 3c
getline.3c
getl ogin. 3c
get mt ent. 3c
get mt ent. 3c
get mt ent. 3c
get mt ent . 3c
get mtent. 3c
getnetgrent. 3c
getnetgrent. 3c
getnetgrent. 3c
getnetgrent. 3c
get _nprocs. 3c
get pass. 3c
getpriority.3c

get pr ognane. 3c
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1712 endpwent. 3c
1713 fget pwent. 3c
1714 fgetpwent _r. 3c
1715 get pwent. 3c
1716 get pwent _r. 3c
1717 get pwnam r. 3c
1718 get pwui d. 3c
1719 getpwuid_r. 3c
1720 set pwent. 3c

1722 fgets. 3c

1724 endspent. 3c
1725 fgetspent. 3c
1726 fgetspent_r.3c
1727 getspent. 3c
1728 getspent_r. 3c
1729 getspnamr. 3c
1730 setspent. 3c

1732 bi nd_t ext domai n_codeset . 3c
1733 bi ndt ext domai n. 3¢

1734 dcgettext.3c

1735 dcngettext. 3c

1736 dgettext.3c

1737 dngettext. 3c

1738 ngettext.3c

1739 textdomain. 3c

1741 settinmeofday. 3c

1743 endusershel | . 3c
1744 setusershell. 3c

1746 endutent. 3c
1747 getutid. 3c
1748 getutline. 3c
1749 pututline. 3c
1750 setutent.3c
1751 ut npnane. 3c

1753 endut xent . 3c
1754 get ut np. 3c
1755 get ut npx. 3¢
1756 getutxi d. 3c
1757 getutxline.3c
1758 pututxline. 3c
1759 setutxent. 3c
1760 updwt np. 3c
1761 updwt nmpx. 3c
1762 ut npxnamne. 3c

1764 getvfsany. 3c
1765 getvfsfile. 3c
1766 get vfsspec. 3c
1768 getwc_| . 3c
1770 getwchar_| . 3c
1772 fgetws. 3¢

1774 get zonei dbynane. 3c
1775 get zonenanebyi d. 3c

1777 gl obfree. 3c

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c
get pwnam 3c

gets. 3c

get spnam 3c
get spnam 3c
get spnam 3c
get spnam 3c
get spnam 3c
get spnam 3c
get spnam 3c

gettext. 3c
gettext.3c
gettext.3c
gettext. 3c
gettext. 3c
gettext. 3c
gettext.3c
gettext. 3c

getti meof day. 3c

getusershel | . 3c
getusershel | . 3c

getutent. 3c
getutent. 3c
getutent. 3c
getutent. 3c
getutent. 3c
getutent. 3c

get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c
get ut xent . 3c

getvfsent. 3c
get vfsent. 3c
get vfsent. 3c
getwe. 3¢
getwchar. 3c
getws. 3c

get zonei d. 3c
get zonei d. 3c

gl ob. 3¢
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1779 hcreate. 3c
1780 hdestroy. 3c

1782 rindex. 3c
1784 renque. 3c

1786 finite.3c
1787 fpcl ass. 3c
1788 isnanf. 3c
1789 unor dered. 3c

1791
1792
1793
1794
1795
1796
1797
1798
1799
1800
1801
1802
1803
1804
1805
1806
1807

i senglish. 3c

i si deogram 3c

i snumber . 3c

i sphonogram 3c

i sspeci al . 3c

i swal num 3c

i swal num | . 3c

i swal pha_| . 3c

i swascii.3c

i swbl ank. 3c

i swbl ank_| . 3c

i swentrl. 3c

iswentrl _I.3c

i swdigit.3c

iswdigit_|.3c

i swgr aph. 3c

i swgraph_| . 3c
1808 i swhexnunber. 3c
1809 i swhexnunber _| . 3c
1810 i swi deogram 3c
1811 i swideograml. 3c

i

i

i

i

i

i

i

i

i

i

i

i

i

i

i

i

i

i

1812 isw ower. 3c
1813 i sw ower _| . 3c
1814 i swnunber . 3c
1815 i swnunber _| . 3c
1816 i swphonogram 3c
1817 i swphonogram | . 3c
1818 iswprint. 3c
1819 iswprint_|.3c
1820 i swpunct. 3¢
1821 iswpunct _| . 3c
1822 i swspace. 3¢
1823 i swspace_| . 3c
1824 i swspeci al . 3c
1825 iswspecial _|.3c
1826 i swupper. 3c
1827 i swupper_|.3c
1828 iswxdigit.3c
1829 iswxdigit_|.3c
1831 iswctype_|.3c

1833 ul ckpwdf. 3¢
1835 | find. 3c
1837 swapcont ext. 3c

1839 mmj or. 3c
1840 minor. 3c

1842 all oca. 3c
1843 cal l oc. 3¢

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

hsear ch. 3c
hsear ch. 3c

ndex. 3c

nsque. 3c

snand. 3c
snand. 3c
snand. 3c
snand. 3c

swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c
swal pha. 3c

swet ype. 3¢

| ckpwdf . 3¢

| search. 3c
makecont ext . 3¢

makedev. 3c
makedev. 3c

mal | oc. 3c
mal | oc. 3c
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1844
1845
1846
1847

1849
1851
1853
1855

1857
1858
1859
1860
1861

1863

1865
1866
1867
1868

1870
1871
1872
1873
1874
1875
1876

1878

1880
1881
1882
1883

1885
1887

1889
1890

1892
1893

1895
1896
1897
1898
1899

1901
1902
1903
1904
1905
1906
1907
1908
1909

free. 3c
memal i gn. 3¢
real |l oc. 3c
val | oc. 3¢

nbl en_| . 3c

nbrlen_|.3c
nmbrtowc_| . 3c
nbsinit_|.3c

nmbsnrtowcs. 3¢
nmbsnrtowcs_| . 3¢
nbsrtowcs_I . 3¢
nbst owcs. 3c
nmbst owcs_| . 3¢

nmbt owc_| . 3¢

menbar _consuner. 3¢
nmenbar _enter. 3c
nmenbar _exit. 3c
nenbar _producer. 3c

nmenccpy. 3¢
nenchr. 3c
mencnp. 3¢
mencpy. 3¢
menmem 3¢
menmove. 3¢
nmenset . 3¢

nmkfifoat. 3c

nkdt enp. 3¢

nkost enp. 3c
nmkost enps. 3c
nkst enps. 3¢

munl ock. 3c
munl ockal | . 3¢

ng_rel ti medrecei ve_np. 3c
ng_ti medrecei ve. 3c

ng_rel ti nedsend_np. 3c
ny_ti medsend. 3c

mut ex_consi st ent. 3c
nut ex_destroy. 3c
nmut ex_| ock. 3¢

nut ex_tryl ock. 3c
mut ex_unl ock. 3¢

dbm cl earerr. 3c
dbm cl ose. 3c
dbm del et e. 3c
dbm error. 3c
dbm f et ch. 3c
dbm firstkey. 3c
dbm next key. 3c
dbm open. 3c
dbm st ore. 3c

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

L1 NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

L1 NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

mal | oc. 3c
mal | oc. 3c
mal | oc. 3¢
mal | oc. 3¢

bl en. 3¢

nbrlen. 3c
nmbrtowc. 3c
nmbsinit. 3c

mbsrtowcs. 3
nmbsrtowcs. 3
nmbsrtowcs. 3
nmbsrtowcs. 3
mbsrtowcs. 3

bt owc. 3¢

menbar _ops
menbar _ops
menbar _ops
menbar _ops

mkfifo.3c

nkst enp. 3c
kst enp. 3c
kst enp. 3¢
kst enp. 3¢

m ock. 3c
m ockal | . 3c

nmy_recei ve
ny_recei ve

ng_send. 3c
ng_send. 3c

ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3c
ndbm 3¢

3c
3c
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1911
1912

1914
1916
1918
1920
1922
1924
1926
1928

1930
1931

1933
1935
1937
1939
1941
1943
1945
1947

1949
1950
1951
1952

1954
1955
1956
1957
1958
1959
1960
1961
1962
1963
1964
1965
1966
1967
1968
1969
1970

1972

1974
1975

dupl ocal e. 3c
freel ocal e. 3c

nl _l angi nfo_l . 3c

f dopendir. 3c
errno. 3c

pcl ose. 3¢

port _di ssoci ate. 3c
port_getn. 3c
port_sendn. 3c

posi x_spawnp. 3¢

posi x_spawn_fil e_acti ons_addopen. 3c
posi x_spawn_file_actions_init.3c

posi x_spawnattr_init.3c

posi x_spawnattr_setfl ags. 3c

posi x_spawnat t r _set pgr oup. 3c

posi x_spawnat tr _set schedparam 3c
posi x_spawnat tr_set schedpolicy. 3c
posi x_spawnat tr _set si gdefaul t. 3c
posi x_spawnattr_set si gi gnore_np. 3c
posi x_spawnat tr _set si gmask. 3c
asprintf.3c

fprintf.3c

snprintf.3c

sprintf.3c

priv_allocset. 3c

priv_basicset. 3c

priv_copyset. 3c
priv_defaul tset. 3c

#endif /* | codereview */
priv_del set. 3c

priv_enptyset. 3c
priv_fillset.3c

priv_freeset. 3c
priv_intersect.3c
priv_inverse. 3c
priv_isenptyset. 3c
priv_i sequal set. 3c
priv_isfullset.3c
priv_isnmenber. 3c
priv_i ssubset. 3c
priv_union. 3c

priv_ineffect.3c

pri v_get bynane. 3c
priv_get bynum 3c

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC

30
newl ocal e. 3c
new ocal e. 3c
nl _lI angi nfo. 3c
opendir. 3c
perror. 3c
popen. 3c
port_associ ate. 3c
port_get. 3c
port_send. 3c
posi x_spawn. 3c

posi x_spawn_fil e_actions_ad
posi x_spawn_fil e_acti ons_de

posi x_spawnat tr _destroy. 3c

posi x_spawnat tr_get f | ags. 3c
posi x_spawnat t r _get pgr oup. 3
posi x_spawnat t r _get schedpar
posi x_spawnat t r _get schedpol
posi x_spawnat t r _get si gdef au
posi x_spawnat t r _get si gi gnor
posi x_spawnat t r _get si gnask

printf.3c
printf.3c
printf.3c
printf.3c

priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c

priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c
priv_addset. 3c

priv_set. 3c

priv_str_to_set.3c
priv_str_to_set.3c
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1976
1977
1978
1979
1981
1983
1985
1987
1989
1991

1993
1994

1996
1998
2000
2002
2004
2006
2008
2010

2012
2013

2015
2017
2019
2021
2023
2025
2027
2029
2031

2033
2034

2036
2038
2040

priv_getsetbynane. 3c
priv_get set bynum 3c
priv_gettext.3c
priv_set_to_str.3c

psi gi nfo. 3c

pt hread_attr_setdetachstate. 3c
pt hread_attr_set guardsi ze. 3c
pthread_attr_setinheritsched. 3c
pt hread_attr_set schedparam 3c
pt hread_attr_set schedpolicy. 3c

pt hread_attr_set scope. 3¢
pthread_attr_setstack. 3c

pt hread_attr_setstackaddr. 3c

pt hread_attr_set stacksi ze. 3c

pt hread_attr_destroy. 3c

pt hread_barrier_init.3c
pthread_barrierattr_init.3c

pt hread_barrierattr_setpshared. 3c
pt hr ead_cond_dest roy. 3c

pt hr ead_cond_br oadcast . 3c

pt hread_cond_rel ti medwai t _np. 3c
pt hread_cond_ti nedwai t . 3c

pt hread_condattr_set cl ock. 3¢

pt hread_condattr_set pshared. 3c
pt hread_condattr_destroy. 3c

pt hr ead_set concurrency. 3c

pt hr ead_set schedpar am 3c

pt hr ead_set speci fi c. 3c

pt hr ead_key_creat e_once_np. 3c
pt hr ead_nut ex_set pri ocei | i ng. 3c
pt hr ead_mnut ex_dest roy. 3¢

pt hread_nut ex_tryl ock. 3c
pt hr ead_nut ex_unl ock. 3c

pt hread_mut ex_rel ti medl ock_np. 3c
pt hread_nut exattr_setpri oceiling. 3c

pt hread_mut exattr_set prot ocol . 3c

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
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priv_str_to_set.3c
priv_str_to_set.3c
priv_str_to_set.3c
priv_str_to_set.3c
psi gnal . 3c
pthread_attr_getdetachstate
pt hread_attr_get guardsi ze. 3
pthread_attr_getinheritsche
pt hread_at tr_get schedpar am
pt hread_attr_get schedpol i cy

pthread_attr_getscope. 3c
pt hread_attr_get st ack. 3c

pthread_attr_getstackaddr. 3
pthread_attr_get st acksi ze. 3
pthread_attr_init.3c

pt hread_barri er_destroy. 3c
pthread_barrierattr_destroy
pthread_barrierattr_get psha
pthread_cond_init. 3c

pt hr ead_cond_si gnal . 3c

pt hread_cond_wai t . 3¢
pt hread_cond_wai t . 3¢

pt hread_condattr_getcl ock. 3
pt hread_condat tr _get pshar ed
pthread_condattr_init.3c

pt hr ead_get concurrency. 3c
pt hr ead_get schedpar am 3c

pt hread_get speci fic. 3c

pt hread_key_create. 3c

pt hread_nut ex_getprioceilin
pthread_nutex_init. 3c

pt hr ead_nut ex_| ock. 3c
pt hr ead_nut ex_| ock. 3c

pt hr ead_nut ex_t i medl ock. 3c
pt hread_nut exattr_getprioce

pt hr ead_nut exat t r _get pr ot oc
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2042
2044
2046
2048
2050
2052
2054
2056
2058
2060
2062
2064
2066
2068

2070
2071

2073
2074
2075

2077
2078
2079
2080
2081
2082
2083
2084
2085
2086
2087
2088
2089
2090

2092
2094
2096

2098
2099
2100

2102
2103
2104
2105
2106
2107

pt hr ead_nut exat tr _set pshar ed. 3c

pt hread_nut exat tr _setrobust. 3c

pt hread_nut exattr_settype. 3c

pt hr ead_nut exat tr _destroy. 3c

pt hread_rw ock_destroy. 3c

pt hread_rw ock_t ryrdl ock. 3c

pt hread_rw ock_rel ti medrdl ock_np. 3c
pt hread_rw ock_rel ti medw | ock_np. 3c
pt hread_rw ock_tryw | ock. 3c

pt hread_rw ockattr_set pshared. 3c

pt hread_rw ockattr_destroy. 3c
pthread_spin_init.3c

pt hread_spi n_tryl ock. 3c

fputs. 3c

rand_r. 3c
srand. 3c

initstate. 3c
setstate. 3c
srandom 3c

rctl bl k_get_enforced_val ue. 3c
rctlblk_get_firing_tine.3c
rctl bl k_get_gl obal _acti on. 3c
rctl bl k_get_gl obal _fl ags. 3c
rctl bl k_get_l ocal _action. 3c
rctl bl k_get_local _flags. 3c
rctl bl k_get_privil ege. 3c
rctl bl k_get_recipient_pid. 3c
rctl bl k_get _val ue. 3¢

rctl bl k_set_l ocal _action. 3c
rctl bl k_set_local _flags. 3c
rctl bl k_set_privil ege. 3c
rctl bl k_set_recipient_pid. 3c
rctl bl k_size. 3c

re_exec. 3c
readdir_r. 3c
regex. 3c

regerror. 3c
regexec. 3c
regfree. 3c

rw_rdl ock. 3c
rw_tryrdl ock. 3c
rw_trywl ock. 3c
rw_unl ock. 3c
rw_wrl ock. 3c

rw ock_destroy. 3c

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
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pt hread_nut exattr_get pshare
pt hread_nut exat tr _get r obust
pthread_nutexattr_gettype. 3
pthread_nutexattr_init.3c
pthread_rw ock_init. 3c
pt hread_rw ock_rdl ock. 3c
pt hread_rw ock_ti medrdl ock
pt hread_rw ock_ti medw | ock.
pt hread_rw ock_wr | ock. 3c
pt hread_rw ockat t r _get pshar
pthread_rw ockattr_init.3c
pt hread_spi n_destroy. 3c
pt hr ead_spi n_| ock. 3c
puts. 3c

rand. 3c
rand. 3c

random 3c
random 3c
random 3c

rctl bl k_set_val ue. 3c
rctl bl k_set _val ue. 3¢
rctl bl k_set_val ue. 3c
rctl bl k_set_val ue. 3c
rctl bl k_set_val ue. 3c
rctl bl k_set _val ue. 3¢
rctl bl k_set_val ue. 3c
rctl bl k_set_val ue. 3c
rctl bl k_set_val ue. 3c
rctl bl k_set _val ue. 3¢
rctl bl k_set_val ue. 3c
rctl bl k_set _val ue. 3c
rctl bl k_set_val ue. 3c
rctl bl k_set _val ue. 3¢

re_conp. 3c
readdir. 3c
regenp. 3c

regconp. 3c
regconp. 3¢
regconp. 3c

rw ock. 3c
rw ock. 3c
rw ock. 3c
rw ock. 3c
rw ock. 3c
rw ock. 3c
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2108
2110

2112
2113
2114
2115
2116

2118

2120
2121
2122
2123

2125
2126
2127
2128
2129

2131
2133

2135
2136
2137
2138
2139

2141
2143

2145
2146
2147

2149
2150
2151
2152
2153

2155
2156
2157
2158
2159
2161
2163
2165
2166
2167
2169
2171

2173

rwl ock_init.3c
al phasort. 3c

fscanf. 3c
sscanf. 3c
vfscanf. 3c
vscanf. 3c
vsscanf . 3c

sched_get _priority_mn. 3c

schedct| _exit. 3c
schedct | _| ookup. 3c
schedct| _start. 3c
schedct | _st op. 3c

FD_CLR 3c
FD_I SSET. 3c
FD_SET. 3c
FD_ZERO. 3c
psel ect. 3c

semrel ti nedwait _np. 3c
sem trywait. 3c

sema_destroy. 3c
sema_init.3c
sema_post . 3¢
sema_trywait. 3c
sema_wai t. 3c

set vbuf. 3c

setlinebuf. 3c

| ongj np. 3c
si gl ongj np. 3c
si gset] np. 3c

si ghol d. 3c
si gi gnore. 3c
si gpause. 3c
sigrel se. 3c
si gset. 3c

si gaddset . 3c
si gdel set . 3c
si genpt yset . 3c
sigfillset.3c
si gi smenber. 3c
si gti medwai t. 3c
gsi gnal . 3c
stderr. 3c
stdin. 3c
stdout. 3c
sig2str. 3c
strcoll _I|.3c

strerror_|.3c

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

L1 NKSRC

rw ock. 3c
scandir. 3c

scanf. 3c
scanf. 3c
scanf. 3c
scanf. 3c
scanf. 3c

sched_get _priority_nax. 3c

t.3c

schedct | i
it.3c
i
i

schedct
schedct
schedct

_in
_in
_init.3c
_init.3c
sel ect . 3c
sel ect. 3c
sel ect. 3c
sel ect. 3c
sel ect . 3c

sem timedwait. 3c
semwai t. 3c

semaphore. 3c
senmaphore. 3c
semaphor e. 3c
semaphore. 3c
semaphore. 3c

set buf . 3c
setbuffer.3c

setj np. 3c
set| np. 3c
set] np. 3c

signal . 3c
signal . 3c
si gnal . 3c
si gnal . 3c
signal . 3c

si gset ops. 3c
si gset ops. 3c
si gset ops. 3c
si gset ops. 3c
si gset ops. 3¢
si gwai ti nfo. 3c
ssignal . 3c
stdio. 3c
stdio. 3c
stdio. 3c
str2sig.3c
strcoll.3c

strerror. 3c
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2174
2176

2178
2179
2180

2182
2183
2184
2185
2186
2187
2188
2189
2190
2191
2192
2193
2194
2195
2196
2197
2198
2199
2200
2201
2202
2203
2204
2205
2206
2207
2208
2209
2210
2211
2212
2213
2214

2216
2217

2219
2221
2222
2223
2225
2227
2228
2229
2230
2231
2232
2234
2236

2238

strerror_r.3c
strfnon_l. 3c

ascftine. 3c
cftime.3c
strftime_|.3c

st pcpy. 3c

st pncpy. 3c
strcasecnp. 3c
strcasecnp_| . 3c
strcasestr. 3c
strcasestr_|.3c
strcat. 3c
strchr. 3c
strchrnul . 3c
strcnp. 3c
strcpy. 3c
strcspn. 3c

st rdup. 3c
strdupa. 3c
strlcat.3c
strlcpy. 3c
strlen. 3c
strncasecnp. 3c
strncasecnp_| . 3c
strncat. 3c
strncnp. 3c
strncpy. 3c

st rndup. 3c

st rndupa. 3c
strnlen. 3c
strnstr. 3c
strpbrk. 3c
strrchr. 3c
strsep. 3c
strspn. 3c
strstr. 3c
strtok. 3c
strtok_r.3c

file_to_decimal.3c
func_t o_deci nal . 3c

strptinme_|.3c
at of . 3c
strtof.3c
strtol d. 3c
strtoumax. 3c
atoi . 3c
atol . 3c
atoll.3c
Iltostr. 3c
strtoll.3c
ul ltostr. 3c
strtoul | . 3c
wst ostr. 3c

strxfrml.3c

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

strerror. 3c
strfnon. 3c

strftinme.3c
strftime.3c
strftime.3c

string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c
string. 3c

string_to_decinal . 3c
string_to_decimal.3c

strptine. 3c
strtod. 3c
strtod. 3c
strtod. 3c
strtoi max. 3c
strtol.3c
strtol.3c
strtol . 3c
strtol.3c
strtol.3c
strtol.3c
strtoul . 3c
strtows. 3c

strxfrm 3c
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2240
2241
2242

2244
2246

2248
2249
2250

2252

2254
2255

2257
2258
2259
2260

2262
2263

2265
2266

2268
2270
2272
2274
2276

2278
2279
2280

2282

2284
2285
2286
2287
2288

2290
2291
2292
2293
2294
2295
2296
2297
2298
2299
2300
2301
2302
2303
2304
2305

cl osel og. 3c
openl og. 3c

set | ogmask. 3c
thr_setconcurrency. 3c
thr_setprio. 3c
thr_getspecific.3c
thr _keycreate_once. 3c
thr_setspecific.3c
thr _conti nue. 3c

tinmer_getoverrun. 3c
tinmer_gettine.3c

t
t

mer cl ear. 3¢
ner cnp. 3c
nerisset. 3c
i mersub. 3c

-

t
t

merfd_gettine. 3c
nerfd_settime. 3c

t enpnam 3c
t npnamr. 3c

tol ower _I.3c
t oupper _I . 3c
tow ower _|. 3c
t owupper _| . 3c
ftruncate. 3c

tdel ete. 3c
tfind. 3c
twal k. 3c

ttynane_r. 3c

uconv_ul6t ou8. 3c
uconv_u32t oul6. 3c
uconv_u32t ou8. 3¢
uconv_u8t oul6. 3c
uconv_u8t ou32. 3c

ucred_free. 3c
ucred_get. 3c
ucred_get egi d. 3¢
ucr ed_get eui d. 3c
ucr ed_get gr oups. 3c
ucred_get | abel . 3c
ucr ed_get pfl ags. 3¢
ucred_get pi d. 3c
ucred_get privset. 3c
ucred_getprojid. 3c
ucred_getrgid. 3c
ucred_getruid. 3c
ucr ed_get sgi d. 3c
ucred_get sui d. 3¢
ucr ed_get zonei d. 3¢
ucred_si ze. 3¢

LI NKSRC
LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

-

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC

sysl og. 3c

sysl og. 3c

sysl og. 3c

thr_get concurrency. 3c
thr_getprio.3c
thr_keycreate. 3c
thr_keycreate. 3c
thr_keycreate. 3c
thr_suspend. 3c

t
t

ner_settinme. 3c
ner_settinme. 3c

ti meradd. 3c
ti nmeradd. 3c
ti meradd. 3c
ti meradd. 3c

I NKSRC
I NKSRC

= timerfd_create. 3c
= tinerfd_create. 3c
t npnam 3c
t npnam 3c

t ol ower. 3c
t oupper . 3c
t o ower. 3c
t owupper . 3c
truncate. 3c

tsearch. 3c
tsearch. 3c
tsearch. 3c

ttynane. 3c

uconv_ul6t ou32. 3c
uconv_ul6t ou32. 3c
uconv_ul6t ou32. 3c
uconv_ul6t ou32. 3c
uconv_ul6t ou32. 3c

ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
ucred. 3c
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2307
2308

2310
2311
2312
2313

2315

2317
2318
2319
2320
2321

2323
2325

2327
2328
2329

2331
2332

2334

2336
2337
2338

2340
2341
2342
2343

2345

2347
2348
2349
2350
2351

2353

2355
2356
2357
2358
2359
2360
2361
2362
2363
2364
2365
2366
2367
2368
2369
2370
2371

vswprintf. 3c
vwprintf.3c

vasprintf.3c
viprintf.3c
vsnprintf.3c
vsprintf.3c

wai t 4. 3c

addrt osynstr. 3c
backtrace. 3c

backt race_synbol s. 3c
backt race_synbol s_fd. 3c
printstack. 3c

wepnepy. 3c
wertonmb_I . 3c

wecscasecnp_| . 3¢
wecsncasechp. 3c
wesncasecnp_| . 3c

wescol | _I. 3c
wscol | . 3c

wesnl en. 3¢

wesnrt onbs. 3c
wesnrtonbs_| . 3c
wesrtonbs_I. 3c

wat of . 3c
west of . 3¢
west ol d. 3¢
wst od. 3c

wecst oumax. 3¢

wat oi . 3¢
wat ol . 3c
wat ol | . 3c
westol | . 3c
wst ol . 3c

westoul | . 3¢

wescat . 3¢
weschr. 3c
wescnp. 3¢
wescpy. 3¢
wescspn. 3¢
wesncat . 3¢
wesnenp. 3c
wesncpy. 3¢
wespbrk. 3c
wesrchr. 3c
wesspn. 3¢
west ok. 3c
weswes. 3¢
wi ndex. 3c
wri ndex. 3c
wscat . 3c

wschr. 3c

LI NKSRC
L1 NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC

LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

viwprintf.3c
viwprintf.3c

vprintf.3c
vprintf.3c
vprintf.3c
vprintf.3c

wai t 3

3c

wal kcont ext .
wal kcont ext .
wal kcont ext .
wal kcont ext .
wal kcont ext .

wepepy. 3c

wert onb. 3¢

3c
3c
3c
3c
3c

wcscasecnp. 3¢
wcscasecnp. 3c
wcscasecnp. 3¢

wescol | . 3c
wescol | . 3c

wesl en. 3¢

wesrt onbs.
wesrt onbs.
wesrtonbs.

west od. 3¢
west od. 3c
west od. 3¢
west od. 3¢

west o

west ol
west ol
west ol
west ol
west ol

max.

3c
3c

3c

west oul . 3c

westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri
westri

ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
ng.
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2372
2373
2374
2375
2376
2377
2378
2379
2380
2381
2382
2383
2384
2385
2386

2388
2390
2392
2394
2396
2397
2398
2400
2402
2404
2406
2408
2410

wscnp. 3c
wscpy. 3c
wscspn. 3¢
wsl en. 3c
wsncat . 3¢
wsncnp. 3¢
wsncpy. 3¢
wspbrk. 3c
wsr chr. 3c
wsspn. 3c
wst ok. 3c
wscasecnp. 3¢
wscol . 3c
wsdup. 3c
wsncasecnp. 3c

weswi dth_| . 3c
wsxfrm 3c

wct ob_| . 3c
wetonb_| . 3¢

towctrans. 3c
towctrans_| . 3c

wetrans_| . 3c
wetype_| . 3c
wewi dt h_I . 3c
wor df r ee. 3¢

. KEEP_STATE

i ncl ude $( SRCO) / man/ Makefi |l e. man

install

LI NKSRC
LI NKSRC
L1 NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC
LI NKSRC

LI NKSRC

$( ROOTMANFI LES) $( ROOTMANLI NKS)

westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
westring. 3c
wstring. 3c
wstring. 3c
wstring. 3c
wstring. 3c

weswi dt h. 3c
wesxfrm 3c
wet ob. 3c
wct onb. 3c
wctrans. 3c
wetrans. 3c
wctrans. 3c
wct ype. 3¢

wecwi dt h. 3c

wor dexp. 3¢
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new usr/src/ man/ man3c/ pri v_addset. 3c

uts: add a concept of a 'default’ set of privileges, separate from'’basic’
LEEE R R R R EE SRR EEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEREREEREEEEEEESSE]
1'\" te
2 .\" Copyright (c) 2005, Sun Mcrosystens, Inc. All Rights Reserved.
3 .\" The contents of this file are subject to the terms of the Cormon Devel opnent
4 .\" You can obtain a copy of the license at usr/src/ OPENSOCLARI S. LI CENSE or http:
5 .\" Wen distributing Covered Code, include this CDDL HEADER in each file and In
6 . TH PRI V_ADDSET 3C "Sep 08, 2015"
7 . SH NAME
8 priv_addset, priv_allocset, priv_copyset, priv_delset, priv_enptyset,
9 priv_basicset, priv_defaultset, priv_fillset, priv_freeset, priv_intersect,
10 priv_inverse, priv_isenptyset, priv_isequal set, priv_isfullset, priv_isnmenber,
9 priv_basicset, priv_fillset, priv_freeset, priv_intersect, priv_inverse,
10 priv_isenptyset, priv_isequal set, priv_isfullset, priv_isnenber,
11 priv_issubset, priv_union \-
12 privilege set manipul ation functions
13 . SH SYNOPSI S
14 . LP
15 . nf
16 #include <priv.h>
18 \fBint\fR \fBpriv_addset\fR(\fBpriv_set_t *\fR flsp\fR \fBconst char *\fRflpri
19 . fi
21 . LP
22 .nf
23 \fBpriv_set_t *\fR fBpriv_allocset\fR(\fBvoid\fR);
24 . fi
26 .LP
27 .n
28 \fBvoi d\fR \fBpriv_copyset\fR(\fBconst priv_set_t *\fRflsrc\fR \fBpriv_set_t *
29 . fi
31 .LP
32 .nf
33 \fBint\fR \fBpriv_delset\fR(\fBpriv_set_t *\fRflsp\fR \fBconst char *\fRflpri
34 . fi
36 .LP
37 .nf
38 \ngoi d\f R \fBpriv_enptyset\fR(\fBpriv_set_t *\fRflsp\fR);
39 .fi
41 . LP
42 . nf
43 \ngoi d\f R \fBpriv_basicset\fR(\fBpriv_set_t *\fRfIsp\fR);
44 fi
46 . LP
47 . nf
48 \fBvoid\fR \fBpriv_defaul tset\fR(\fBpriv_set_t *\fRflsp\fR);
49 .fi
51 .LP
52 . nf
53 #endif /* | codereview */
54 \fBvoid\fR \fBpriv_fillset\fR(\fBpriv_set_t *\fRflsp\fR);
55 . fi
57 . LP
58 .nf
59 \fBvoid\fR \fBpriv_freeset\fR(\fBpriv_set_t *\fR flsp\fR);
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60

Cfi
.LP
. nf
\fBvoid\fR \fBpriv_intersect\fR(\fBconst priv_set_t *\fRflsrc\fR \fBpriv_set_t
i

. LP

. nf
\fBvoid\fR \fBpriv_inverse\fR(\fBpriv_set_t *\fRflsp\fR);
fi

.LP
. nf
\ f Bbool ean_t\fR \ fBpriv_i senptyset\f R(\fBconst priv_set_t *\fRflsp\fR);
i

.LP
. nf
\ f Bbool ean_t\fR \ fBpriv_i sequal set\fR(\fBconst priv_set_t *\fR flsrc\fR, \fBcons
i

.LP
. nf
\ f Bbool ean_t\fR \fBpriv_isfullset\fR(\fBconst priv_set_t *\fRflsp\fR);
i

.LP

. nf
\ f Bbool ean_t\f R \fBpriv_i smenber\ f R(\ f Bconst priv_set_t *\fRflsp\fR \fBconst c
fi

.LP
. nf
\ f Bbool ean_t\fR \ fBpriv_i ssubset\fR(\fBconst priv_set_t *\fR flsrc\fR \fBconst
i

.LP
.n
\fBvoid\fR \ fBpriv_union\fR(\fBconst priv_set_t *\fRflsrc\fR \fBpriv_set_t *\f
i

. SH DESCRI PTI ON

.LP

The \flsp\fR, \flsrc\fR and \fldst\fR argunents point to privilege sets. The
\flprivifR argument points to a named privil ege.

.sp

.LP

The \fBpriv_addset ()\fR function adds the named privilege \flprivifR to
\flsp\fR

.sp

.LP

The \fBpriv_allocset()\fR function allocates sufficient menory to contain a
privilege set. The value of the returned privilege set is indeterm nate. The
function returns \fINULL\fR and sets \fBerrno\fR when it fails to allocate
menory.

.sp

.LP

The \fBpriv_copyset()\fR function copies the set \flsrc\fRto \fldst\fR

.sp

.LP

The \fBpriv_del set()\fR function renpbves the nanmed privilege \flprivi\fR from
\flsp\fR

.sp

.LP

The \fBpriv_enptyset()\fR function clears all privileges from\flsp\fR
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126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191

.sp
.LP

The \fBpriv_basicset()\fR function copies the basic privilege set to \flsp\fR
.sp

.LP

The \fBpriv_defaultset()\fR function copies the default privilege set to
\flsp\fR

.sp

.LP

#endif /* | codereview */

The \fBpriv_fillset()\fR function asserts all privileges in \flsp\fR including
the privileges not currently defined in the system

.sp

.LP

The \fBpriv_freeset()\fR function frees the storage all ocated by
\fBpriv_allocset()\fR

.sp

. LP

The \fBpriv_intersect()\fR function intersects \flsrc\fRwith \fldst\fR and

pl aces the results in \fldst\fR

.sp

. LP

The \fBpriv_inverse()\fR function inverts the privilege set given as argunent
in place.

.sp

. LP

The \fBpriv_isenptyset()\fR function checks whether the argunent is an enpty
set.

.sp
.LP
The \ f Bpr

i v_isequal set ()\fR function checks whether the privilege set \flsrc\fR
is equal to \fldst\f

R

.sp
.LP

The \fBpriv_isfullset()\fR function checks whether the argunent is a full set.
A full set is a set with all bits set, regardl ess of whether the privilege is
currently defined in the system

.sp

.LP

The \fBpriv_isnenber()\fR function checks whether the naned privil ege
\flprivifR is a menber of \flsp\fR

.sp

.LP

The \fBpriv_issubset()\fR function checks whether \flsrc\fRis a subset of
\fldst\fR

.sp

.LP

The \fBpriv_union()\fR function takes the union of \flsrc\fR and \fldst\fR and
places the result in \fldst\fR

. SH RETURN VALUES

.LP

Upon successful conpletion, \fBpriv_allocset()\fR returns a pointer to an
opaque data structure. It returns \fINULL\fR if menory allocation fails and
sets \fBerrno\fR to indicate the error.

.sp

. LP

Upon successful conpletion, \fBpriv_isenptyse
\fBpriv_isequal set()\fR, \fBpriv_issubset()\f
return \fBB_TRUE\fR Otherwi se, they return \
.sp

. LP

Upon successful conpletion, \fBpriv_delset()\fR and \fBpriv_addset()\fR return
0. Oherwise, they return -1 and set \fBerrno\fR to indicate the error.

. SH ERRORS

.LP

The \fBpriv_allocset()\fR function will fail if:

()\fR, \fBpriv_isfullset
, and \fBpriv_isnenber ()

t OVfR
\f
fBB_FALSE\f R

R
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192
193
194
195
196
197
198
199

.sp
.ne 2

.na
\f B\ f BENOVEM f R f R

.ad

. RS 10n

The physical limts of the systemare exceeded by the menory allocation needed
to hold a privilege set.

200 . RE

202
203
204
205
206
207
208
209

.sp
.ne 2

.na
\f B\ f BEAGAI N\ f R f R

.ad

. RS 10n

There is insufficient menory for allocation to hold a privilege set. The
application can try again later.

210 . RE

212
213
214
215
216
217
218
219
220
221

.sp
. LP

The \fBpriv_delset()\fR and \fBpriv_addset ()\fR functions will fail if:
.Sp

.ne 2

.na
\ f B\ f BEI N\VAL\ f R f R

.ad

. RS 10n

The privilege argunent is not a valid privilege nane.

222 .RE

224
225
226
227

229
230
231
232
233
234
235
236
237
238
239

241
242
243
244
245
246
247
248

. SH ATTRI BUTES
LP

See \fBattributes\fR(5) for descriptions of the follow ng attributes:
.sp

.sp
. TS

box;

c| c

.

ATTRI BUTE TYPE ATTRI BUTE VALUE

Tnterface Stability Evol vi ng

M- Level Mr- Saf e

.TE

. SH SEE ALSO

.LP

\fBsetpprivifR(2), \fBmalloc\fR(3C), \fBpriv_str_to_set\fR(30),
\fBattributes\fR(5), \fBprivileges\fR(5)

. SH NOTES

.LP

The functions that conpare sets operate on all bits of the set, regardl ess of
whet her the specific privileges are currently defined in the system
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uts:

add a concept of a 'default’ set of privileges, separate from'’basic’

R R R R EEEE E

"\ te
.\" Copyright (c) 2009, Sun Mcrosystens, Inc. All Rights Reserved.
.\" Copyright 2015, Joyent, Inc. All Rights Reserved.
.\" The contents of this file are subject to the ternms of the Common Devel opnent
. See the License for the specific | anguage governing perm ssions and |limtat
.\ the fields enclosed by brackets "[]" replaced with your own identifying info
.TH PRIVILEGES 5 "Cct 30, 2015"
. SH NAME
privileges \- process privilege nodel
. SH DESCRI PTI ON

LP
Solaris software inplements a set of privileges that provide fine-grained
control over the actions of processes. The possession of a certain privilege
all ows a process to performa specific set of restricted operations.
.sp
.LP
The change to a primarily privilege-based security nodel in the Solaris
operating system gives devel opers an opportunity to restrict processes to those
privileged operations actually needed instead of all (super-user) or no
privileges (non-zero U Ds). Additionally, a set of previously unrestricted
operations now requires a privilege; these privileges are dubbed the "basic"
privileges.
privileges and are by default given to all processes.
.sp
.LP
The "basic" privileges, and certain privileges representing concepts not
traditionally present are, by default, given to all processes. These are the
"defaul t" set of privileges.

.sp
.LP

Taken together, all defined privileges with the exception of the "default"
Taken together, all defined privileges with the exception of the "basic"

privileges conpose the set of privileges that are traditionally associated with
the root user. The "basic" privileges are "privileges" unprivileged processes
were accustoned to having, and the "default” privileges are the "basic"
privileges plus additions that while unprivileged processes aren’t accustoned to
they shoul d now have.

wer e accustoned to having.

.sp

.LP

The defined privileges are:

.sp

.ne 2

. na

\ f B\ f BPRI V_CONTRACT_EVENT\ f R\ f R

.ad

.sp .6

. RS 4n

Al'low a process to request reliable delivery of events to an event endpoint.
.sp

All ow a process to include events in the critical event set termof a tenplate
whi ch could be generated in volume by the user.

. RE

.sp
.ne 2

.na
\ f B\ f BPRI V_CONTRACT_I DENTI TWf R f R
.ad

.sp .6

. RS 4n
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59 Allows a process to set the service FMR value of a process contract tenplate.
60 . RE

62 .sp

63 .ne 2

64 .na

65 \ f B\ f BPRI V_CONTRACT_OBSERVER\ f R\ f R

66 .ad

67 .sp .6

68 . RS 4n

69 Allow a process to observe contract events generated by contracts created and
70 owned by users other than the process’s effective user |D.

71 .sp

72 Allow a process to open contract event endpoints belonging to contracts created
73 and owned by users other than the process’s effective user |D.

74 . RE

76 .sp

77 .ne 2

78 .na

79 \fB\fBPRIV_CPC_CPU\fR fR

80 . ad

81 .sp .6

82 . RS 4n

83 Allow a process to access per-CPU hardware performance counters.
84 .RE

86 .sp

87 .ne 2

88 .na

89 \f B\ f BPRI V_DTRACE_KERNEL\ f R\ f R

90 . ad

91 .sp .6

92 .RS 4n

93 Allow DTrace kernel-1evel traci ng.

94 . RE

96 .sp

97 .ne 2

98 .na

99 \fB\f BPRI V_DTRACE_PROC\ f R f R

100 . ad

101 .sp .6

102 . RS 4n

103 Al l ow DTrace process-level tracing. Allow process-level tracing probes to be
104 placed and enabl ed in processes to which the user has perm ssions.
105 . RE

107 .sp

108 .ne 2

109 .na

110 \fB\f BPRI V_DTRACE_USER f R f R

111 . ad

112 .sp .6

113 . RS 4n

114 Allow DTrace user-level traci ng. Allow use of the syscall and profile DTrace
115 providers to exam ne processes to which the user has perni ssions.
116 . RE

118 .sp

119 .ne 2

120 .na

121 \fB\f BPRI V_FI LE_ CHOM f R f R

122 . ad

123 .sp .6

124 . RS 4n
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125
126
127

Al ow a process to change a file's owner user ID. Allow a process to change a
file's group 1D to one other than the process’s effective group ID or one of
the process’s suppl enental group |Ds.

128 . RE

130
131
132
133
134

135 .

136
137
138

139 .

141 .
142 .

143
144
145

146 .
147 .

148
149
150

152
153
154
155
156
157
158
159
160
161

163
164
165
166
167
168
169
170
171

‘ne 2

.na
\fB\f BPRI V_FI LE_CHOM SELF\f R fR
.ad

ﬂ
o

ow a process to give away its files. A process with this privilege runs as
{\f B_POSI X_CHOMW_RESTRI CTED\fR} is not in effect.

Al'low a process to execute an executable file whose permission bits or ACL
woul d ot herwi se disallow the process execute permi ssion.
. RE

.sp
.ne 2

.na
\fB\f BPRI V_FI LE_ DAC_ READ\fR f R

.ad

.Sp .6

.RS 4n

Allow a process to read a file or directory whose perm ssion bits or ACL would
otherw se disallow the process read pernission.

.RE

.sp
.ne 2

.na
\f B\ f BPRI V_FI LE_DAC_SEARCH\ f R f R

.ad

.sp .6

. RS 4n

Al ow a process to search a directory whose perm ssion bits or ACL woul d not
otherwi se all ow the process search perm ssion.

172 . RE

174
175
176
177
178
179
180
181
182
183

.sp
.ne 2

. na
\fB\f BPRI V_FI LE_DAC WRI TE\f R\ f R
.ad

.sp .6

. RS 4n

Allow a process to wite a file or directory whose perm ssion bits or ACL do
not allow the process wite permission. Al privileges are required to wite
files owned by UD O in the absence of an effective U D of O.

184 .RE

186
187
188
189
190

.sp
.ne 2

.na
\ f B\ f BPRI V_FI LE_ DOANGRADE_SL\ f R f R
.ad

new usr/src/ man/ man5/ privil eges. 5

191
192
193
194
195
196
197
198

200
201
202
203
204
205
206
207
208

210
211
212
213
214
215
216
217
218
219

221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236

238
239
240
241
242
243
244
245
246
247
248

250
251
252
253
254
255
256

.sp .6
. RS 4n
Allow a process to set the sensitivity label of a file or directory to a
sensitivity |abel that does not domi nate the existing sensitivity |abel.

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

.RE

.sp
.ne 2

.na
\fB\f BPRI V_FI LE_FLAG SET\fR fR
.ad

.sp .6

. RS 4n

Al ows a process to set inmmutable, nounlink or appendonly file attributes.
. RE

.sp
.ne 2

.na
\fB\fBPRI V_FI LE_LINK_AN\fR f R

.ad

.sp .6

. RS 4n

Allow a process to create hardlinks to files owed by a UD different fromthe
process’s effective UD.

.RE

.sp
.ne 2

.na
\fB\fBPRI V_FILE. O\NER fR f R

.ad

.sp .6

. RS 4n

Al ow a process that is not the owner of a file to nodify that file's access
and nodification tines. Allow a process that is not the ower of a directory to
nodi fy that directory’s access and nodification tines. Allow a process that is
not the owner of a file or directory to renove or renane a file or directory
whose parent directory has the "save text image after execution" (sticky) bit
set. Allow a process that is not the owner of a file to mount a \fBnamefs\fR
upon that file. Allow a process that is not the owner of a file or directory to
nodify that file's or directory’s permission bits or ACL.

.RE

.sp
.ne 2

.na
\fB\fBPRI V_FI LE_READ\f R f R

.ad

.sp .6

. RS 4n

Al ow a process to open objects in the filesystemfor reading. This

privilege is not necessary to read froman already open file which was opened
before dropping the \fBPRI V_FILE_READ\fR privil ege.

. RE

.sp
.ne 2

.na
\fB\fBPRIV_FILE_SETID\fR fR
.ad

.sp .6

. RS 4n
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257
258
259
260
261
262
263

Al'l ow a process to change the ownership of a file or wite to a file without
the set-user-1D and set-group-1D bits being cleared. Allow a process to set the
set-group-ID bit on a file or directory whose group is not the process’s
effective group or one of the process’s supplenental groups. Allow a process to
set the set-user-ID bit on a file with different ownership in the presence of
\fBPRI V_FILE_OAMNER\ f R Additional restrictions apply when creating or nodifying
a setuid 0 file.

264 . RE

266
267
268
269
270
271
272
273
274
275
276
277
278

280
281
282
283
284
285
286
287
288
289
290

292
293
294
295
296
297
298
299
300
301
302

304
305
306
307
308
309
310
311
312

314
315
316
317
318
319
320
321
322

.sp
.ne 2

.na
\f B\ f BPRI V_FI LE_UPGRADE_SL\f R f R
.ad

.sp .6

. RS 4n

Allow a process to set the sensitivity |abel of a file or directory to a
sensitivity |abel that domi nates the existing sensitivity |abel.

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

. RE

.sp
.ne 2

.na
\fB\fBPRIV_FILE WRITE\fR fR

.ad

.sp .6

.RS 4n

Al l ow a process to open objects in the filesytemfor witing, or otherw se
nodi fy them This privilege is not necessary to wite to an already open file
whi ch was opened before dropping the \fBPRIV_FILE_ WRITE\fR privil ege.

.RE

.sp
.ne 2

.na
\ f B\ f BPRI V_GRAPHI CS_ACCESS\ f R f R

.ad

.sp .6

.RS 4n

Al low a process to make privileged ioctls to graphics devices. Typically only
an xserver process needs to have this privilege. A process with this privilege
is also allowed to performprivileged graphics device nappings.

.RE

.sp
.ne 2

.na
\f B\ f BPRI V_GRAPHI CS_MAP\ f R\ f R

.ad

.sp .6

. RS 4n

Al ow a process to performprivileged mappi ngs through a graphics device.
. RE

.sp
.ne 2

.nha
\fB\f BPRI V_| PC_DAC READ\fR\ fR

.ad

.sp .6

. RS 4n

Allow a process to read a System V | PC Message Queue, Semaphore Set, or Shared
Menory Segment whose permission bits would not otherwi se allow the process read
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323
324

326
327
328
329
330
331
332
333
334
335
336

338
339
340
341
342
343
344
345
346
347
348
349

351
352
353
354
355
356
357
358
359
360
361

363
364
365
366
367
368
369
370
371
372
373
374
375
376

per m ssi on.
. RE

.sp
.ne 2

.na
\fB\fBPRI V_I| PC_DAC WRI TE\f R f R

.ad

.sp .6

. RS 4n

Allow a process to wite a SystemV | PC Message Queue, Semaphore Set, or Shared
Menory Segment whose permnission bits would not otherwi se allow the process
write permnission.

. RE

.sp
.ne 2

.na
\fB\f BPRI V_I PC_ OMNER\ f R\ f R

.ad

.sp .6

. RS 4n

Al low a process that is not the owner of a SystemV | PC Message Queue,
Semaphore Set, or Shared Menory Segnent to renpve, change ownership of, or
change permission bits of the Message Queue, Semaphore Set, or Shared Menory
Segment .

. RE

.sp
.ne 2

. na
\ f B\ f BPRI V_NET_ACCESS\f R f R
.ad

.sp .6

. RS 4n

Allow a process to open a TCP, UDP, SDP, or SCTP network endpoint. This
privilege is not necessary to comruni cate using an existing endpoint already
opened before dropping the \fBPRI V_NET_ACCESS\fR privil ege.

. RE

.sp
.ne 2

. na
\ f B\ f BPRI V_NET_BI NDMLP\ f R\ f R
.ad

.sp .6

. RS 4n

Allow a process to bind to a port that is configured as a nulti-level port
(MLP) for the process’s zone. This privilege applies to both shared address and
zone-specific address M.Ps. See \fBtnzonecfg\fR(\fB4\fR) fromthe Trusted

Ext ensi ons manual pages for information on configuring MP ports.

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

377 .RE

379
380
381
382
383
384
385
386
387

.sp
.ne 2

.na
\f B\ f BPRI V_NET_| CMPACCESS\ f R f R
.ad

.sp .6

.RS 4n
Allow a process to send and receive | CVMP packets.
.RE
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389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406

408
409
410
411
412
413
414
415
416
417
418
419
420
421

423
424
425
426

427 .

428
429
430
431

432 .

434 .
435 .

436
437
438

439 .

440
441
442
443
444
445

447
448
449
450
451
452
453
454

.sp
.ne 2

.na

\ f 5’:\ f BPRI V_NET_MAC_AWARE\f R\ f R

. al

.sp .6

. RS 4n

Al ow a process to set the \fBNET_MAC AWARE\fR process flag by using

Bset pflags\fR(2). This privilege also allows a process to set the

BSO MAC_EXEMPT\f R socket option by using \fBsetsockopt\fR(3SOCKET). The

BNET_MAC _AWARE\ f R process flag and the \fBSO MAC EXEMPT\fR socket option both

low a local process to communicate with an unl abel ed peer if the |ocal

ocess’s | abel dominates the peer’s default label, or if the |local process
in the global zone.

pr
runs

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

. RE

.sp
.ne 2

.na
\fB\f BPRIV_NET_MAC IMPLICIT\fR fR

.ad

.sp .6

. RS 4n

Al low a proces to set \fBSO MAC | MPLICIT\fR option by using

\ f Bset sockopt\ f RC3SOCKET). This allows a privileged process to transmt
inplicitly-1abel ed packets to a peer.

.S

This privilege is interpreted only if the systemis configured with
Trusted Extensions.

.RE

ne 2

. ha
\f B\ f BPRI V_NET_OBSERVABI LI TWf R f R

rocess to open a device for just receiving network traffic, sending
s disal | owed.

=aq

"2
o
-5

are 1-1023 (the traditional UNI X privileged ports) as well as those ports
marked as "\fBudp/tcp_extra_priv_ports\fR' wth the exception of the ports
reserved for use by NFS and SMB.

. RE

.sp
.ne 2

.na
\ f B\ f BPRI V_NET_RAWACCESS\ f R\ f R

.ad

.sp .6

. RS 4n

Al'low a process to have direct access to the network |ayer.
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455

457
458
459
460
461
462
463
464
465
466

468
469
470
471
472
473
474
475
476

478
479
480
481
482
483
484
485
486

488
489
490
491
492
493
494
495
496

498
499
500
501
502
503
504
505
506

508
509
510
511
512
513
514
515
516
517

. RE

.sp
.ne 2

.na
\f B\ f BPRI V_PROC_AUDI \f R fR

.ad

.sp .6

.RS 4n

Al low a process to generate audit records. Allow a process to get its own audit
pre-sel ection information.

.RE

.sp
.ne 2

.na
\ f B\ f BPRI V_PROC_CHROOT\ f R\ f R
.ad

.sp .6

. RS 4n

Al'l ow a process to change its root directory.
. RE

.sp
.ne 2

.na
\f B\ f BPRI V_PROC_CLOCK_HI GHRES\f R\ f R

.ad

.sp .6

.RS 4n

Allow a process to use high resolution tiners.
.RE

.sp
.ne 2

. na
\fB\f BPRI V_PROC_EXEQ\ f R\ f R
.ad

.sp .6

. RS 4n

Al ow a process to call \fBexec\fR(2).
.RE

.sp
.ne 2

.na
\f B\ f BPRI V_PROC_FORK\f R\ f R

.ad

.sp .6

.RS 4n

Al'low a process to call \fBfork\fR(2), \fBfork1\fR(2), or \fBvfork\fR(2).
. RE

.sp
.ne 2

.ha
\fB\f BPRI V_PROC I NFO f R fR

.ad

.sp .6

. RS 4n

Al l ow a process to exanine the status of processes other than those to which it
can send signals. Processes that cannot be exanined cannot be seen in

\fB/ proc\fR and appear not to exist.

518 . RE

520

.sp



new usr/src/ man/ man5/ privil eges. 5

521
522
523
524
525
526
527
528

530
531
532
533
534
535
536
537
538

540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555

557
558
559
560
561
562
563
564
565

567
568
569
570
571
572
573
574
575
576
577

579
580
581
582
583
584
585
586

.ne 2

.nha
\ f B\ f BPRI V_PROC_LOCK_MEMORY\ f R\ f R

.ad

.sp .6

. RS 4n

Al ow a process to | ock pages in physical nmenory.
.RE

.sp
.ne 2

.na
\f B\ f BPRI V_PROC_MEM NFO f R\ f R
.ad

.sp .6

. RS 4n

Al'l ow a process to access physical nmenory information.
. RE

.sp
.ne 2

.na
\ f B\ f BPRI V_PROC_OMER\ f R f R

.ad

.sp .6

. RS 4n

Al low a process to send signals to other processes and inspect and nodify the
process state in other processes, regardl ess of ownership. Wien nodifying

anot her process, additional restrictions apply: the effective privilege set of
the attaching process nust be a superset of the target process’s effective,
permtted, and inheritable sets; the linmt set nust be a superset of the
target’s limt set; if the target process has any U D set to 0 all privilege
nust be asserted unless the effective UDis 0. Allow a process to bind
arbitrary processes to CPUs.

. RE

.sp
.ne 2

.na
\ f B\ f BPRI V_PROC_PRI OUP\ f R f R
.ad

.sp .6

. RS 4n

Allow a process to elevate its priority above its current |evel.
.RE

.sp
.ne 2

.na

\ f g\ f BPRI V_PROC_PRI OCNTL\ f R\ f R

. al

.sp .6

. RS 4n

Allows all that PRIV_PROC PRI QUP all ows.

Al'l ow a process to change its scheduling class to any scheduling class,
including the RT class.
. RE

.sp
.ne 2

. ha
\ f B\ f BPRI V_PROC_SESSI ON\\f R f R

.ad

.sp .6

. RS 4n

Al low a process to send signals or trace processes outside its session.
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587

589
590
591
592
593
594
595
596
597

. RE

.sp
.ne 2

.na
\fB\f BPRI V_PROC SETID\fR fR

.ad

.Sp .6

.RS 4n

Allow a process to set its UDs at will, assumng UDO requires all privileges
to be asserted.

598 . RE

600
601
602
603
604
605
606
607
608

610
611
612
613
614
615
616
617
618
619

621
622
623
624
625
626
627
628
629
630

632
633
634
635
636
637
638
639
640
641

643
644
645
646
647
648
649
650
651
652

.sp
.ne 2

.na
\f B\ f BPRI V_PROC_TASKI D\f R f R
.ad

.sp .6

. RS 4n

Al ow a process to assign a newtask ID to the calling process.
. RE

.sp
.ne 2

.na
\f B\ f BPRI V_PROC ZONE\f R f R

.ad

.sp .6

.RS 4n

Al low a process to trace or send signals to processes in other zones. See
\ f Bzones\ f R(5) .

.RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS_ACCT\f R fR

.ad

.sp .6

. RS 4n

Al'l ow a process to enabl e and di sabl e and manage accounting through
\fBacct\fR(2).

. RE

.sp
.ne 2

. na
\fB\fBPRI V_SYS_ADM N\ f R\ f R
.ad

.sp .6

.RS 4n

Al ow a process to perform system admi nistration tasks such as setting node and
dormai n name and speci fying \fBcoreadm fR(1M and \fBnscd\fR(1M settings

. RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS_AUDI T\fR fR
.ad

.sp .6

.RS 4n

Allow a process to start the (kernel) audit daenmon. Allow a process to view and
set audit state (audit user ID, audit termnal ID audit sessions ID audit
pre-selection mask). Allow a process to turn off and on auditing. Allow a
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653
654
655

657
658
659
660
661
662
663
664
665
666
667
668

670
671
672
673
674
675
676
677
678
679
680
681

683
684
685
686
687
688
689
690
691

693
694
695
696
697
698
699
700
701
702
703
704
705

707
708
709
710
711
712
713
714
715

717
718

process to configure the audit parameters (cache and queue sizes, event to
cl ass mappi ngs, and policy options).
. RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS CONFIG fR fR
.ad

.sp .6

. RS 4n

All ow a process to performvarious system configuration tasks. Al low
filesystemspecific administrative procedures, such as filesystemconfiguration
ioctls, quota calls, creation and del etion of snapshots, and mani pul ating the
PCFS boot sector.

. RE

.sp
.ne 2

.na
\f B\ f BPRI V_SYS _DEVI CES\f R f R
.ad

.sp .6

. RS 4n

Allow a process to create device special files. Allow a process to successfully
call a kernel npdule that calls the kernel \fBdrv_priv\fR(9F) function to check
for allowed access. Allow a process to open the real console device directly.
Al'l ow a process to open devices that have been exclusively opened.

.RE

.sp
.ne 2

.na
\fB\fBPRIV_SYS_DL_CONFIG fRfR

.ad

.sp .6

. RS 4n

Al ow a process to configure a systenis datalink interfaces.
. RE

.sp
.ne 2

. na
\fB\fBPRIV_SYS_ | P_CONFI G fR fR
.ad

.sp .6

. RS 4n

Al low a process to configure a systemis I[P interfaces and routes. Allow a
process to configure network paraneters for \fBTCP/IP\fR using \fBndd\fR All ow
a process access to otherwi se restricted \fBTCP/IP\fR i nformation using
\fBndd\fR Allow a process to configure \fBlPsec\fR Allow a process to pop
anchored \f BSTREAM f Rs nodul es wi th matching \fBzonei d\fR

. RE

.sp
.ne 2

. na
\fB\f BPRIV_SYS | PC_ CONFIG fR fR

.ad

.sp .6

. RS 4n

Al low a process to increase the size of a SystemV | PC Message Queue buffer.
. RE

.sp
.ne 2
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719
720
721
722
723
724
725

727
728
729
730
731
732
733
734
735

737
738
739
740
741
742
743
744
745
746

.na
\fB\f BPRI V_SYS_| PTUN_CONFI G fR fR

.ad

.sp .6

.RS 4n

Allow a process to configure |IP tunnel |inks.
.RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS LINKDIR fRfR
.ad

.sp .6

. RS 4n

Al ow a process to unlink and link directories.
.RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS MOUNT\fR f R

.ad

.sp .6

.RS 4n

Al ow a process to nount and unnount filesystens that woul d otherw se be
restricted (that is, nost filesystenms except \fBnanefs\fR). Allow a process to
add and renove swap devices.

747 .RE

749
750
751
752
753
754
755
756
757
758
759
760

762
763
764
765
766
767
768
769
770
771
772

774
775
776
777
778
779
780
781
782
783

.sp
.ne 2

.na
\fB\f BPRI V_SYS_NET_CONFI G f R f R

.ad

.sp .6

. RS 4n

Al ow a process to do all that \fBPRI V_SYS | P_CONFI G fR,

\fBPRIV_SYS DL_CONFI G fR, and \fBPRI V_SYS PPP_CONFI G fR al |l ow, plus the
followi ng: use the \fBrpcnmd\fR STREAMS nodul e and insert/renmove STREAMS
nodul es on | ocations other than the top of the nodul e stack.

. RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS NFS\fR f R

.ad

.sp .6

.RS 4n

Al ow a process to provide NFS service: start NFS kernel threads, perform NFS

| ocki ng operations, bind to NFS reserved ports: ports 2049 (\fBnfs\fR) and port
4045 (\fBlockd\fR).

. RE

.sp
.ne 2

. na
\f B\ f BPRI V_SYS_PPP_CONFI G f R fR

.ad

.sp .6

. RS 4n

Al ow a process to create, configure, and destroy PPP instances with pppd(1M
\ f Bpppd\ f R(C1M and control PPPoE pl unmbing with \fBsppptun\fR(1M sppptun(1M.
This privilege is granted by default to exclusive IP stack instance zones.

784 . RE



new usr/src/ man/ man5/ privil eges. 5 13

786
787
788
789
790
791
792
793
794

796
797
798
799
800
801
802
803
804
805
806
807
808
809

811
812
813
814
815
816
817
818
819
820

822
823
824
825
826
827
828
829
830
831
832

834
835
836
837
838
839
840
841
842
843
844
845

847
848
849
850

.sp
.ne 2

.na
\fB\f BPRI V_SYS_RES BIND\f R f R
.ad

.sp .6

. RS 4n

Al ows a process to bind processes to processor sets.
. RE

.sp
.ne 2

.na
\fB\f BPRI V_SYS_RES CONFI G f R fR

.ad

.sp .6

.RS 4

Allows all that PRIV_SYS RES BIND al | ows.

Allow a process to create and del ete processor sets, assign CPUs to processor
sets and override the \fBPSET_NCESCAPE\fR property. Allow a process to change
the operational status of CPUs in the systemusing \fBp_online\fR(2). Allow a
process to configure filesystemquotas. Allow a process to configure resource
pool s and bind processes to pools.

.RE

.sp
.ne 2

.na
\f B\ f BPRI V_SYS_RESOURCE\f R\ f R
.ad
.sp .6
. RS 4n
low a process to exceed the resource limts inposed on it by
\fBsetrlimt\fR(2) and \fBsetrctl\fR(2).
RE

.sp
.ne 2

. na
\fB\f BPRI V_SYS_SMB\f R fR
.ad

.sp .6

. RS 4n

All ow a process to provide NetBl OGS or SMB services: start SMB kernel threads or
bind to NetBlIOS or SMB reserved ports: ports 137, 138, 139 (NetBlIOS) and 445
(SMB) .

. RE

.sp
.ne 2

. na
\ f B\ f BPRI V_SYS_SUSER COWPAT\f R\ f R
.ad

.sp .6

. RS 4n

All ow a process to successfully call a third party |oadable nodule that calls
the kernel \fBsuser()\fR function to check for allowed access. This privilege
exists only for third party |oadable nodule conpatibility and is not used by
Sol ari s proper.

. RE

.sp
.ne 2

. ha
\fB\fBPRIV_SYS TIME\fR fR
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851
852
853
854
855
856

858
859
860
861
862
863
864
865
866
867
868
869

.ad

.sp .6

. RS 4n

Al ow a process to nmani pul ate systemtine using any of the appropriate system
calls: \fBstime\fR(2), \fBadjtinme\fR(2), and \fBntp_adjtine\fR(2)

. RE

.sp
.ne 2

.na
\f B\ f BPRI V_SYS_TRANS_LABEL\f R f R

.ad

.sp .6

. RS 4n

Allow a process to translate |labels that are not dom nated by the process’s
sensitivity label to and froman external string form

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

870 . RE

872
873
874
875
876
877
878
879
880

882
883
884
885
886
887
888
889
890
891
892
893
894
895
896

.sp
.ne 2

.na
\fB\f BPRI V_VI RT_MANAGE\ f R f R
.ad

.sp .6

. RS 4n

Al ows a process to manage virtualized environnments such as \fBxVMfR(5).
.RE

.sp
.ne 2

.na
\fB\f BPRI V_W N_COLORMAP\ f R\ f R

.ad

.sp .6

.RS 4n

Al l ow a process to override colormap restrictions.
.sp

Allow a process to install or renpve col or maps.

.sp
Al low a process to retrieve colormap cell entries allocated by other processes.

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

897 . RE

899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916

.sp
.ne 2

. ha
\fB\fBPRIV_WN CONFI G fR fR
.ad

.sp .6

.RS 4n

Allow a process to configure or destroy resources that are pernanently retained
by the X server.

.sp
Al ow a process to use SetScreenSaver to set the screen saver tineout val ue
.sp

Al l ow a process to use ChangeHosts to nodify the display access control list.

.sp
Al'low a process to use G abServer.

.sp

Al l ow a process to use the SetC oseDownMde request that can retain w ndow,
pi xmap, col ornmap, property, cursor, font, or graphic context resources.
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917 .sp

918 This privilege is interpreted only if the systemis configured with Trusted
919 Extensions.

920 . RE

922 .sp

923 .ne 2

924 .na

925 \fB\f BPRI V_W N_DAC_READ\f R f R

926 . ad

927 .sp .6

928 . RS 4n

929 Allow a process to read froma wi ndow resource that it does not own (has a
930 different user ID).

931 .sp

932 This privilege is interpreted only if the systemis configured with Trusted
933 Extensions.

934 .RE

936 . sp

937 .ne 2

938 .na

939 \fB\fBPRI V. WN DAC WRI TE\fRfR

940 . ad

941 .sp .6

942 . RS 4n

943 Allow a process to wite to or create a wi ndow resource that it does not own
944 (has a different user ID). A newly created wi ndow property is created with the
945 wi ndow s user |D.

946 .sp

947 This privilege is interpreted only if the systemis configured with Trusted
948 Extensions.

949 . RE

951 .sp

952 .ne 2

953 . na

954 \fB\f BPRIV_W N_DEVI CES\fR f R

955 . ad

956 .sp .6

957 . RS 4n

958 All ow a process to perform operations on w ndow i nput devices.

959 .sp

960 Allow a process to get and set keyboard and pointer controls.

961 . sp

962 Allow a process to nodify pointer button and key mappings.

963 .sp

964 This privilege is interpreted only if the systemis configured with Trusted
965 Extensions.

966 . RE

968 .sp

969 .ne 2

970 .na

971 \fB\f BPRIV_WN_DGA\fR fR

972 . ad

973 .sp .6

974 . RS 4n

975 Allow a process to use the direct graphics access (DGA) X protocol extensions.
976 Direct process access to the frane buffer is still required. Thus the process
977 must have MAC and DAC privileges that allow access to the frame buffer, or the
978 frame buffer nust be allocated to the process.

979 .sp

980 This privilege is interpreted only if the systemis configured with Trusted
981 Extensions.

982 . RE

15
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984 .sp

985 .ne 2

986 .na

987 \fB\fBPRI V_W N_DOMNGRADE_SL\f R\ f R

988 . ad

989 .sp .6

990 . RS 4n

991 Allow a process to set the sensitivity |abel of a wi ndow resource to a

992
993
994
995
996

998

999
1000
1001
1002
1003
1004
1005
1006
1007

sensitivity |l abel that does not domi nate the existing sensitivity |abel.

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

. RE

.sp
.ne 2

.ha
\fB\f BPRI V_W N_FONTPATH\ f R\ f R

.ad

.sp .6

. RS 4n

Al low a process to set a font path.

.sp
This privilege is interpreted only if the systemis configured with Trusted

1008 Ext ensions.

1009 . RE

1011 .sp

1012 .ne 2

1013 .na

1014 \fB\f BPRIV_.W N MAC READ\fR fR

1015 . ad

1016 .sp .6

1017 . RS 4n

1018 Allow a process to read froma wi ndow resource whose sensitivity |label is not
1019 equal to the process sensitivity |abel.

1020 . sp

1021 This privilege is interpreted only if the systemis configured with Trusted
1022 Extensi ons.

1023 . RE

1025 . sp

1026 .ne 2

1027 .na

1028 \fB\f BPRIV_WN_MAC WRI TE\fR f R

1029 . ad

1030 .sp .6

1031 . RS 4n

1032 Allow a process to create a w ndow resource whose sensitivity |abel is not
1033 equal to the process sensitivity label. A newy created wi ndow property is
1034 created with the window s sensitivity |abel.

1035 . sp

1036 This privilege is interpreted only if the systemis configured with Trusted
1037 Extensions.

1038 . RE

1040 . sp

1041 .ne 2

1042 .na

1043 \fB\fBPRI V_W N_SELECTION\f R f R

1044 . ad

1045 .sp .6

1046 . RS 4n

1047 Allow a process to request inter-w ndow data noves wi thout the intervention of

1048

the selection confirner.
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1049
1050
1051

.sp
This privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

1052 . RE

1054
1055
1056
1057

.sp
.ne 2

. na
\f B\ f BPRI V_W N_UPGRADE_SL\fR\f R
d

1058 . al

1059
1060
1061
1062
1063
1064
1065
1066

1068
1069

.sp .6

. RS 4n

Al ow a process to set the sensitivity |abel of a window resource to a
sensitivity |abel that dominates the existing sensitivity |abel.

Sp
Thi s privilege is interpreted only if the systemis configured with Trusted
Ext ensi ons.

. RE

.sp
.ne 2

1070 .na

1071
1072
1073
1074
1075
1076
1077

\ f B\ f BPRI V_XVM CONTROL\ f R f R

.ad

.sp .6

. RS 4n

Al lows a process access to the \fBxVMfR(5) control devices for nanagi ng guest
domai ns and the hypervisor. This privilege is used only if booted into xVM on
x86 pl atformns.

1078 . RE

1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092

1093

1094
1095
1096
1097
1098

p
P

the privileges |isted above, the privileges \fBPRI V_FILE LI NK_ANY\fR,
B Rl V_PROC I NFOfR, \fBPRIV PRCI': SESSI OMfR, \fBPRI V_PROC FORK\f R,
BPRIV_FI LE_READ\fR, \fBPRIV_FILE WRI TE\fR, \fBPRIV_NET_ACCESS\fR and
BPRI V_PROC EXEC\fR are considered "basic" privileges. These are privil eges
that used to be always available to unprivileged processes. By default,
processes still have the basic privil eges.
.sp
.LP
The privileges \fBPRI V_PROC SETID\ fR and \fBPRI V_PROC_AUDI T\ f R nust be present
inthe Limt set (see below) of a process in order for set-uid root \fBexec\fRs
to be successful, that is, get an effective UD of 0 and additional privileges.
sp
.LP
The privilege inplementation in Solaris extends the process credential with
four privilege sets:
.sp
.ne 2

\f
\ f
\ f

1099 .na

1100

\fBl, the inheritable set\fR

1101 . ad

1102
1103

. RS 26n
The privileges inherited on \fBexec\fR

1104 .RE

1106
1107
1108
1109
1110
1111
1112

.sp
ne 2

\fBP the pernmitted set\fR
ad

"RS 26n
The maxi mum set of privileges for the process.

1113 . RE
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1115
1116

18

.sp
.ne 2

1117 .n

1118

a
\fBE, the effective set\fR
d

1119 .a

1120
1121

. RS 26n
The privileges currently in effect.

1122 . RE

1124
1125
1126
1127
1128
1129
1130
1131

.sp
ne 2

\fBL the linmt set\fR

RS 26n
The upper bound of the privileges a process and its of fspring can obtain.
Changes to L take effect on the next \fBexec\fR

1132 . RE

1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155

1156
1157 .i
1158
1159 i
1160 i
1161
1162 .i

1164

1165
1166
1167

1168
1169 .i
1170

1171
1172

1173
1174

1176
1177
1178
1179
1180

.sp
.LP

The sets |, P and E are typically identical to the basic set of privileges for
unprivileged processes. The limt set is typically the full set of privileges.
.sp

.LP

Each process has a Privil ege Anareness State (PAS) that can take the value PA
(privilege-aware) and NPA (not-PA). PAS is a transitional nmechanismthat allows
a choi ce between full conpatibility with the old superuser nodel and conpletely
ignoring the effective UD.

.sp

.LP

To facilitate the di scussion, we introduce the notion of "observed effective
set" (oE) and "observed pernmitted set" (oP) and the inplenmentation sets i E and
P

.sp
.LP

A process becones privil ege-aware either by manipul ating the effective,
permitted, or limt privilege sets through \fBsetppriv\fR(2) or by using
\fBsetpflags\fR(2). In all cases, oE and oP are invariant in the process of
becom ng privilege-aware. In the process of beconing privilege-aware, the
followi ng assignnments take pl ace:

Wen a process is privilege-aware, oE and oP are invariant under U D changes.
Wien a process is not privilege-aware, oE and oP are observed as foll ows:

euid == 0 ? L

= i E
oP = (euid == 0 || ruid == 0 || suid ==0) ? L: iP

.sSp
When a non- privilege-aware process has an effective U D of 0, it can exercise

the privileges contained inits limt set, the upper bound of its privil eges.
If a non-privilege-aware process has any of the U Ds 0, it appears to be
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1181 capabl e of potentially exercising all privileges in L.

1182 .sp

1183 LP

1184 is possible for a process to return to the non-privilege aware state using
1185 \stet pflags()\fR The kernel always attenpts this on \fBexec\fR(2). This
1186 operation is permtted only if the following conditions are net:

1187 . RS +4

1188 . TP

1189 .ie t \ (bu

1190 .e

1191 If any of the UDs is equal to O, P nust be equal to L.

1192 . RE

1193 . RS +4

1194 . TP

1195 .ie t \(bu

1196 .el o

1197 If the effective UDis equal to 0, E nust be equal to L.

1198 . RE

1199 .sp

1200 . LP

1201 When a process gives up privilege awareness, the follow ng assignments take
1202 pl ace:

1203 .sp

1204 .in +2

1205 . nf

1206 if (euid == 0) iE=1L &I

1207 if (any uid == 0) iP=1L &I

1208 . fi

1209 .in -2

1211 .sp

1212 . LP

1213 The privil eges obtai ned when not having a U D of \fBO\fR are the inheritable
1214 set of the process restricted by the limt set.

1215 .sp

1216 . LP

1217 Only privileges in the process’s (observed) effective privilege set allow the
1218 process to performrestricted operations. A process can use any of the

1219 privilege manipul ation functions to add or renove privileges fromthe privilege
1220 sets. Privileges can be renoved always. Only privileges found in the permtted
1221 set can be added to the effective and inheritable set. The linit set cannot
1222 grow. The inheritable set can be larger than the permtted set.

1223 .sp

1224 . LP

1225 When a process perfornms an \fBexec\fR(2), the kernel first tries to relinquish
1226 privil ege awareness before making the followi ng privilege set nodifications:
1227 .sp

1228 .in +2

1229 . nf

1230 E =P =1" =1L &

1231 L i s unchanged

1232 . fi

1233 .in -2

1235 .sp

1236 .LP

1237 If a process has not manipulated its privileges, the privilege sets effectively
1238 renain the same, as E, P and | are already identical.

1239 .sp

1240 .LP

1241 The limt set is enforced at \fBexec\fR tine.

1242 .sp

1243 . LP

1244 To run a non-privil ege-aware application in a backward-conpatible manner, a
1245 privil ege-aware application should start the non-privilege-aware application

1246

wi th |=basic.
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1247 .sp

1248 . LP

1249 For nost privileges, absence of the privilege sinply results in a failure. In
1250 sone instances, the absense of a privilege can cause systemcalls to behave
1251 differently. In other instances, the renmoval of a privilege can force a set-uid
1252 application to seriously nmalfunction. Privileges of this type are considered
1253 "unsafe". When a process is lacking any of the unsafe privileges fromits linit

1254
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1256
1257
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1276
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1280
1281
1282
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1284
1285
1286
1287
1288
1289
1290
1291
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set, the system does not honor the set-uid bit of set-uid root applications.
The foll owm ng unsafe privileges have been identified: \fBproc_setid\fR
\fBsys_resource\fR and \fBproc_audit\fR

.SS "Privilege Escal ati on”

.LP

In certain circunstances, a single privilege could |lead to a process gaining
one or nore additional privileges that were not explicitly granted to that

process. To prevent such an escal ation of privileges, the security policy
requires explicit permssion for those additional privileges.

.sp

.LP

Common exanpl es of escal ation are those nmechani sns that all ow nodification of
systemresources through "raw ' interfaces; for exanple, changing kernel data
structures through \fB/dev/knem fR or changing files through \fB/dev/dsk/*\fR
Escal ation al so occurs when a process controls processes with nore privil eges
than the controlling process. A special case of this is nanipulating or
creating objects owned by UDO or trying to obtain UD 0 using

\fBsetui d\fR(2). The special treatment of UD O is needed because the UD 0
owns all systemconfiguration files and ordinary file protection nmechani sns
all ow processes with UDO to nodify the systemconfiguration. Wth appropriate
file nodifications, a given process running with an effective U D of 0 can gain
all privileges.

.sp

.LP

In situations where a process mght obtain UD O, the security policy requires
additional privileges, up to the full set of privileges. Such restrictions
could be relaxed or rempved at such time as additional nechanisnms for
protection of systemfiles became avail able. There are no such nechanisnms in
the current Solaris rel ease.

.sp

.LP

The use of U D 0 processes should be limted as nuch as possible. They should
be replaced with programs running under a different U D but with exactly the
privileges they need.

.sp

.LP

Daenpns that never need to \fBexec\fR subprocesses should renopve the

\fBPRI V_PROC EXEC\fR privilege fromtheir pernmtted and linmt sets.

SS "Assigned Privileges and Saf eguards"

V\hen privileges are assigned to a user, the system admi nistrator could give
that user nore powers than intended. The adnini strator should consider whet her
saf eguards are needed. For exanple, if the \fBPRI V_PROC LOCK MEMORY\ f R
privilege is given to a user, the adm nistrator should consider setting the

\ f Bproj ect . max-| ocked- mnenory\fR resource control as well, to prevent that user
fromlocking all nenory.

.SS "Privil ege Debuggi ng"

.LP

Wien a systemcall fails with a permssion error, it is not always imediately
obvi ous what caused the problem To debug such a problem you can use a tool
called \fBprivil ege debuggi ng\fR Wen privil ege debugging is enabled for a
process, the kernel reports missing privileges on the controlling term nal of
the process. (Enable debugging for a process with the \fB-D\fR option of
\fBpprivifR(1).) Additionally, the adm nistrator can enable system w de
privilege debugging by setting the \fBsystem fR(4) variable \fBpriv_debug\fR
usi ng:

.sp

Lin 42

. nf
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1313 set priv_debug =
1314 .fi
1315 .in -2

1317 .sp

1318 . LP

1319 On a running system you can use \fBndb\fR(1) to change this variable.

1320 .SS "Privil ege Adm nistration"

1321 . LP

1322 The Sol ari s Managenment Console (see \fBsnt\fR(1M) is the preferred nethod of
1323 nodifying privileges for a conmand. Use \fBusernpd\fR(1M or \fBsnrole\fR(1M
1324 to assign privileges to or nodify privileges for, respectively, a user or a
1325 role. Use \fBpprivi\fR(1) to enunerate the privileges supported on a system and
1326 \fBtruss\fR(1) to determ ne which privileges a programrequires.

1327 . SH SEE ALS

1328 . LP

1329 \andb\fR(l), \fBpprivifR(1), \fBadd_drv\fR(1M, \fBifconfig\fR(1M,

1330 \fBl ockd\fR(1M, \f ansd\fR(lM, \f Bpppd\ fR(1M, \fBremdrv\fR(1M,

1331 \fBsnbd\f R(1M, \fBsppptun\fR(1M, \fBupdate_ drvifR(1M, \fBintro\fR(2),

1332 \fBaccess\fR(2), \fBacct\fR(2), \fBacl\fR(2), \fBadjtime\fR(2), \fBaudit\fR(2),
1333 \fBauditon\fR(2), \fBchnod\fR(2), \fBchown\fR(2), \fBchroot\fR(2),

1334 \fBcreat\fR(2), \fBexec\fR(2), \fBfcntI\fR(2), \fBfork\fR(2),

1335 \fBf pathconf\fR(2), \fBgetacct\fR(2), \fBgetpflags\fR(2), \fBgetppriv\fR(2)
1336 \fBgetsid\fR(2), \fBkill\fR(2), \fBlink\fR(2), \fBmencntl\fR(2),

1337 \fBrknod\fR(2), \fBrmount\fR(2), \fBmsgctI\fR(2), \fBnice\fR(2),

1338 \fBntp_adjtinme\fR(2), \fBopen\fR(Z), \fBp_online\fR(2), \fBpriocntl\fR(2),
1339 \fBpriocntlset\fR(2), \fBprocessor_bind\fR(2), \fBpset_bind\fR(2),

1340 \fBpset_create\fR(2), \fBreadlink\fR(2), \fBresoIvepath\fR(Z), \fBrndir\fR(2)
1341 \fBsentt!\fR(2), \fBsetauid\fR(2), \fBsetegid\fR(2), \fBseteuid\ fR(2),

1342 \fBsetgid\fR(2), \fBsetgroups\fR(2), \fBs etpflags\fR(Z) \fBsetppriv\fR(2),
1343 \fBsetrctI\fR(2), \fBsetregid\fR(2), \fBsetreuid\fR(2), \fBsetrlimt\fR(2),
1344 \fBsettaski d\fR(2), \fBsetuid\fR(2), \fBshnctl\fR(2), \sthrrget\fR(Z),

1345 \fBshnop\f R(2), \fBsigsend\fR(2), \fBstat\fR(2), \fBstatvfs\fR(2),

1346 \fBstime\fR(2), \fBswapctl\fR(2), \fBsysinfo\fR(2), \fBuadm n\fR(2),

1347 \fBulimt\fR(2), \fBunmount\fR(2), \fBunlink\fR(2), \fButlma\fR(Z),

1348 \fButinmes\fR(2), \fBbind\ fR(3SOCKET), \fBdoor ucred\fR( 0o,

1349 \fBpriv_addset\fR(3C), \fBpriv_set\fR(3C), \fBpriv_get bynama\fR(S 0,

1350 \fBpriv_get bynum f R(3C), \prriv_set_to_str\fR(SC) \fBpriv_str_to set\fR(SC)
1351 \fBsocket\f R(3SOCKET), \fBt_bind\fR(3NSL), \EBUi mer _create\fTR(30),

1352 \fBucred_get\fR(3C), \fBexec_attr\fR(4), \fBproc\fR(4), \stystemfR(4),
1353 \fBuser_attr\fR(4), \fBxVMfR(5), \fBddi _cred\fR(9F), \fBdrv_priv\fR(9F),
1354 \fBpriv_getbynane\f R(9F), \fBpriv_policy\fR(9F), \fBpriv_policy_choice\fR(9F),
1355 \fBpriv_policy_only\fR(9F)

1356 .sp

1357 . LP

1358 \fl System Admini stration Cuide: Security Services\fR
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 fl | e pat h:usrlshar e/ nan/ n«anSC/ cl OCk nanosl eep 3C
76690 Mon Dec 28 20: 02: 37 2015 63 file path=usr/share/ man/ man3c/ cl ock_setti ne. 3c
new usr/src/ pkg/ mani f ests/systemlibrary. nan3c.inc 64 file path=usr/share/ man/ man3c/ cl osedir. 3c
uts: add a concept of a 'default’ set of privileges, separate from’ basic’ 65 file path=usr/share/ man/ man3c/ cl osef rom 3c
LEEE R R R R EE SRR EEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEREREEREEEEEEESSE] 66 f| | e pat h:usrlshar e/ rran/ n«ansc/ Cond | ni t . 30
1 # 67 file path=usr/share/ man/ man3c/ confstr. 3c
2 # This file and its contents are supplied under the ternms of the 68 file path=usr/share/ man/ man3c/crypt. 3c
3 # Common Devel oprent and Distribution License ("CDDL"), version 1.0. 69 file path=usr/share/ man/ man3c/ crypt_genhash_i npl . 3c
4 # You may only use this file in accordance with the terns of version 70 file path=usr/share/ man/ man3c/ crypt_gensal t. 3c
5 # 1.0 of the CDDL. 71 file path=usr/share/ man/ man3c/crypt_gensalt _i npl. 3c
6 # 72 file path=usr/share/ man/ man3c/ cset. 3c
7 # A full copy of the text of the CDDL shoul d have acconpanied this 73 file path=usr/share/ man/ man3c/ cterm d. 3c
8 # source. A copy of the CDDL is also available via the Internet 74 file path=usr/share/ man/ man3c/ cti nme. 3c
9 # at http://ww.illunos.org/license/ CDDL. 75 file path=usr/share/ man/ man3c/ ct ype. 3c
10 # 76 file path=usr/share/ man/ man3c/ cuserid. 3c
77 file path=usr/share/ man/ man3c/ daenon. 3c
12 # 78 file path=usr/share/ man/ man3c/ deci mal _to_f | oati ng. 3c
13 # Copyright 2011, Richard Lowe 79 file path=usr/share/ man/ man3c/difftine. 3c
14 # Copyright 2013 Nexenta Systens, Inc. Al rights reserved. 80 file path=usr/share/ man/ man3c/ directio. 3c
15 # Copyright 2013 Omi Tl Conputer Consulting, Inc. Al rights reserved. 81 file path=usr/share/ man/ man3c/dirfd. 3c
16 # Copyright 2014 Garrett D Anore <garrett @anore. org> 82 file path=usr/share/ man/ man3c/ di r nanme. 3c
17 # 83 file path=usr/share/ man/ man3c/ di v. 3c
84 file path=usr/share/ man/ man3c/ dl addr. 3c
19 file path=usr/share/ man/ man3c/ __f bufsi ze. 3c 85 file path=usr/share/ man/ man3c/ dl cl ose. 3c
20 file path=usr/share/ man/ man3c/ _| ongj np. 3c 86 file path=usr/share/ man/ man3c/ dl dunp. 3c
21 file path=usr/share/ man/ man3c/ _st ack_grow. 3c 87 file path=usr/share/ man/ man3c/dl error. 3c
22 file path=usr/share/ man/ man3c/ a64l . 3c 88 file path=usr/share/ man/ man3c/dl i nfo. 3c
23 file path=usr/share/ man/ man3c/ abort. 3c 89 file path=usr/share/ man/ man3c/ dl open. 3c
24 file path=usr/share/ man/ man3c/ abs. 3c 90 file path=usr/share/ man/ man3c/ dl sym 3c
25 file path=usr/share/ man/ man3c/ addsev. 3c 91 file path=usr/share/ man/ man3c/ door _bi nd. 3c
26 file path=usr/share/ man/ man3c/ addseverity. 3c 92 file path=usr/share/ man/ man3c/ door _cal | . 3¢
27 file path=usr/share/ man/ man3c/ ai o_cancel . 3c 93 file path=usr/share/ man/ man3c/ door _create. 3¢
28 file path=usr/share/ man/ man3c/ ai o_error. 3c 94 file path=usr/share/ man/ man3c/ door _cred. 3c
29 file path=usr/share/ man/ man3c/ ai o_f sync. 3c 95 file path=usr/share/ man/ man3c/ door _get param 3c
30 file path=usr/share/ man/ man3c/ ai o_r ead. 3c 96 file path=usr/share/ man/ man3c/ door _i nfo. 3¢
31 file path=usr/share/ man/ man3c/ ai o_r et urn. 3c 97 file path=usr/share/ man/ man3c/ door _return. 3¢
32 file path=usr/share/ man/ man3c/ ai o_suspend. 3c 98 file path=usr/share/ man/ man3c/ door _r evoke. 3c
33 file path=usr/share/ man/ man3c/ ai o_wai t n. 3c 99 file path=usr/share/ man/ man3c/ door _server_create. 3c
34 file path=usr/share/ man/ man3c/ai o_wite. 3c 100 file path=usr/share/ man/ man3c/ door _ucred. 3c
35 file path=usr/share/ man/ man3c/ ai ocancel . 3¢ 101 fil e path=usr/share/ man/ man3c/ dr and48. 3c
36 file path=usr/share/ man/ man3c/ ai or ead. 3¢ 102 file path=usr/share/ man/ man3c/ dup2. 3c
37 file path=usr/share/ man/ man3c/ ai owai t . 3c 103 fil e path=usr/share/ man/ man3c/ econvert. 3c
38 file path=usr/share/ man/ man3c/ assert. 3c 104 file path=usr/share/ man/ man3c/ ecvt. 3c
39 file path=usr/share/ man/ man3c/ ar c4r andom 3c 105 fil e path=usr/share/ man/ man3c/ enabl e_ext ended_FI LE_st di 0. 3c
40 file path=usr/share/ man/ man3c/ atexit. 3c 106 file path=usr/share/ man/ man3c/ encrypt. 3c
41 file path=usr/share/ man/ man3c/ at om c_add. 3c 107 fil e path=usr/share/ man/ man3c/ end. 3c
42 file path=usr/share/ man/ man3c/ at om c_and. 3c 108 fil e path=usr/share/ man/ man3c/ epol | _create. 3c
43 file path=usr/share/ man/ man3c/ atomni c_bits. 3c 109 file path=usr/share/ man/ man3c/epoll _ctl.3c
44 file path=usr/share/ man/ man3c/ at onmi c_cas. 3¢ 110 file path=usr/share/ man/ man3c/epol | _wait. 3c
45 file path=usr/share/ man/ man3c/ at omi c_dec. 3c 111 file path=usr/share/ man/ man3c/err. 3c
46 file path=usr/share/ man/ man3c/ atom c_i nc. 3c 112 fil e path=usr/share/ man/ man3c/ eucl en. 3c
47 fil e path=usr/share/ man/ man3c/ at om c_ops. 3¢ 113 fil e path=usr/share/ man/ man3c/ eventfd. 3c
48 file path=usr/share/ man/ man3c/ at omi c_or. 3c 114 file path=usr/share/ man/ man3c/exit. 3c
49 file path=usr/share/ man/ nan3c/ at om c_swap. 3c 115 fil e path=usr/share/ man/ man3c/ f attach. 3c
50 file path=usr/share/ man/ man3c/ attropen. 3c 116 fil e path=usr/share/ man/ man3c/ fcl ose. 3c
51 file path=usr/share/ man/ man3c/ basenane. 3c 117 file path=usr/share/ man/ man3c/fcl oseal | . 3c
52 file path=usr/share/ man/ man3c/ bsd_si gnal . 3c 118 fil e path=usr/share/ man/ man3c/ f dat async. 3c
53 file path=usr/share/ man/ man3c/ bsearch. 3c 119 file path=usr/share/ man/ man3c/ f det ach. 3c
54 file path=usr/share/ man/ man3c/ bstring. 3c 120 fil e path=usr/share/ man/ man3c/ f dopen. 3c
55 file path=usr/share/ man/ man3c/ bt owc. 3c 121 file path=usr/share/ man/ man3c/ferror. 3c
56 file path=usr/share/ man/ man3c/ cat gets. 3¢ 122 file path=usr/share/ man/ man3c/ffl ush. 3c
57 file path=usr/share/ man/ man3c/ cat open. 3c 123 fil e path=usr/share/ man/ man3c/ffs. 3c
58 file path=usr/share/ man/ man3c/ cf geti speed. 3c 124 file path=usr/share/ man/ man3c/fgetattr. 3c
59 file path=usr/share/ man/ man3c/ cf seti speed. 3¢ 125 file path=usr/share/ man/ man3c/fgetc. 3c
file file
file file

pat h=usr/ shar e/ man/ man3c/ cl ear env. 3c
pat h=usr/ shar e/ man/ man3c/ cl ock. 3c

pat h=usr/ shar e/ man/ man3c/ f get pos. 3c
pat h=usr/ shar e/ man/ man3c/ f get wc. 3¢
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pat h=usr/ shar e/ man/ man3c/ f | oati ng_t o_deci nal . 3¢

pat h=usr/ shar e/ man/ man3c/ f | ock. 3c

pat h=usr/ shar e/ man/ man3c/ f | ockfil e. 3c
pat h=usr/ shar e/ man/ man3c/ f nt nsg. 3¢

pat h=usr/ shar e/ man/ man3c/ f nmat ch. 3c

pat h=usr/ shar e/ man/ man3c/ f open. 3c

pat h=usr/ shar e/ man/ man3c/ f pget r ound. 3c
pat h=usr/ shar e/ man/ man3c/ f put c. 3¢

pat h=usr/ shar e/ man/ man3c/ f put wc. 3c

pat h=usr/ shar e/ man/ man3c/ f put ws. 3c

pat h=usr/ shar e/ man/ man3c/ f r ead. 3c

pat h=usr/ shar e/ man/ man3c/ f r eopen. 3c

pat h=usr/ shar e/ man/ man3c/ f seek. 3c

pat h=usr/ shar e/ man/ man3c/ f set pos. 3c

pat h=usr/ shar e/ man/ man3c/ f sync. 3c

pat h=usr/share/ man/ man3c/ftell. 3c

pat h=usr/ shar e/ man/ man3c/ fti ne. 3c

pat h=usr/ shar e/ man/ man3c/ f t ok. 3c

pat h=usr/ shar e/ man/ man3c/ ft w. 3c

pat h=usr/ shar e/ man/ man3c/ f wi de. 3c

pat h=usr/ shar e/ man/ man3c/ f wprintf. 3c
pat h=usr/shar e/ man/ man3c/fwite. 3c

pat h=usr/ shar e/ man/ man3c/ f wscanf . 3c

pat h=usr/ shar e/ man/ man3c/ get cpui d. 3c
pat h=usr/ shar e/ man/ man3c/ get cwd. 3¢

pat h=usr/ shar e/ man/ man3c/ get dat e. 3c

pat h=usr/ shar e/ man/ man3c/ get dt abl esi ze. 3c
pat h=usr/ shar e/ man/ man3c/ get ent r opy. 3c
pat h=usr/ shar e/ man/ man3c/ get env. 3c

pat h=usr/ shar e/ man/ man3c/ get execnane. 3c
pat h=usr/ shar e/ man/ man3c/ get gr nam 3c
pat h=usr/ shar e/ man/ man3c/ get host i d. 3c
pat h=usr/ shar e/ man/ man3c/ get host nane. 3c
pat h=usr/ shar e/ man/ man3c/ get hrti me. 3c
pat h=usr/ shar e/ man/ man3c/ get | i ne. 3c

pat h=usr/ shar e/ man/ man3c/ get | oadavg. 3c
pat h=usr/ shar e/ man/ man3c/ get | ogi n. 3c
pat h=usr/ shar e/ man/ man3c/ get mtent . 3c
pat h=usr/ shar e/ man/ man3c/ get net grent . 3c
pat h=usr/ shar e/ man/ man3c/ get _nprocs. 3c
pat h=usr/ shar e/ man/ man3c/ get opt . 3c

pat h=usr/ shar e/ man/ man3c/ get pagesi ze. 3c
pat h=usr/ shar e/ man/ man3c/ get pagesi zes. 3c
pat h=usr/ shar e/ man/ man3c/ get pass. 3c

pat h=usr/ shar e/ man/ man3c/ get peer ucr ed. 3c
pat h=usr/ shar e/ man/ man3c/ getpriority. 3c
pat h=usr/ shar e/ man/ man3c/ get pr ognane. 3c
pat h=usr/ shar e/ man/ man3c/ get pw. 3c

pat h=usr/ shar e/ man/ man3c/ get pwnam 3c
pat h=usr/ shar e/ man/ man3c/ get r usage. 3c
pat h=usr/ shar e/ man/ man3c/ get s. 3c

pat h=usr/ shar e/ man/ man3c/ get spnam 3c
pat h=usr/ shar e/ man/ man3c/ get subopt . 3c
pat h=usr/ shar e/ man/ man3c/ get t ext . 3c

pat h=usr/ shar e/ man/ man3c/ get t i meof day. 3c
pat h=usr/ shar e/ man/ man3c/ gett xt . 3c

pat h=usr/ shar e/ man/ man3c/ get user shel I . 3c
pat h=usr/ shar e/ man/ man3c/ get ut ent . 3c
pat h=usr/ shar e/ man/ man3c/ get ut xent . 3c
pat h=usr/ shar e/ man/ man3c/ get vf sent . 3c
pat h=usr/ shar e/ man/ man3c/ get wc. 3c

pat h=usr/ shar e/ man/ man3c/ get wchar . 3c
pat h=usr/ shar e/ man/ man3c/ get wd. 3c

pat h=usr/ shar e/ man/ man3c/ get wi dt h. 3c
pat h=usr/ shar e/ man/ man3c/ get ws. 3c

pat h=usr/ shar e/ man/ man3c/ get zonei d. 3c
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pat h=usr/ shar e/ man/ man3c/ gl ob. 3c

pat h=usr/ shar e/ man/ man3c/ gr ant pt . 3c
pat h=usr/ shar e/ man/ man3c/ hsear ch. 3c
pat h=usr/ shar e/ man/ man3c/i conv. 3c

pat h=usr/ shar e/ man/ man3c/ i conv_cl ose. 3c
pat h=usr/ shar e/ man/ man3c/ i conv_open. 3c
pat h=usr/ shar e/ man/ man3c/ i maxabs. 3c
pat h=usr/ shar e/ man/ man3c/ i maxdi v. 3c
pat h=usr/ shar e/ man/ man3c/ i ndex. 3c

pat h=usr/ shar e/ man/ man3c/ i ni t gr oups. 3c
pat h=usr/ shar e/ man/ man3c/ i nsque. 3c

pat h=usr/shar e/ man/ man3c/i s_syst em | abel ed. 3c

pat h=usr/ shar e/ man/ man3c/ i saexec. 3c
pat h=usr/ shar e/ man/ man3c/ i sast r eam 3c
pat h=usr/share/ man/ man3c/isatty. 3c

pat h=usr/ shar e/ man/ man3c/ i snand. 3c

pat h=usr/ shar e/ man/ man3c/ i swal pha. 3c
pat h=usr/ shar e/ man/ man3c/ i swct ype. 3c
pat h=usr/ shar e/ man/ man3c/ ki | | pg. 3c

pat h=usr/ shar e/ man/ man3c/ | ckpwdf . 3¢
pat h=usr/ shar e/ man/ man3c/ | f nt. 3c

pat h=usr/share/ man/ man3c/lio_listio.3c
pat h=usr/ shar e/ man/ man3c/ | ocal econv. 3c
pat h=usr/ shar e/ man/ man3c/ | ockf. 3c

pat h=usr/ shar e/ man/ man3c/ | sear ch. 3c
pat h=usr/ shar e/ man/ man3c/ madvi se. 3c
pat h=usr/ shar e/ man/ man3c/ nakecont ext . 3¢
pat h=usr/ shar e/ man/ man3c/ makedev. 3c
pat h=usr/ shar e/ man/ man3c/ mal | oc. 3c

pat h=usr/ shar e/ man/ man3c/ nbl en. 3c

pat h=usr/ shar e/ man/ man3c/ nbr | en. 3c

pat h=usr/ shar e/ man/ man3c/ nbrt owc. 3c
pat h=usr/ shar e/ man/ man3c/ nbsi ni t. 3c
pat h=usr/ shar e/ man/ man3c/ nbsrt owcs. 3c
pat h=usr/ shar e/ man/ man3c/ nbt owc. 3c

pat h=usr/ shar e/ man/ man3c/ nenbar _ops. 3c
pat h=usr/ shar e/ man/ man3c/ menory. 3c

pat h=usr/ shar e/ man/ man3c/ nkfi f 0. 3¢

pat h=usr/ shar e/ man/ man3c/ nkst enp. 3c
pat h=usr/ shar e/ man/ man3c/ nkt enp. 3c

pat h=usr/ shar e/ man/ man3c/ nkt i ne. 3c

pat h=usr/ shar e/ man/ man3c/ m ock. 3c

pat h=usr/ shar e/ man/ man3c/ m ockal | . 3c
pat h=usr/ shar e/ man/ man3c/ noni t or . 3¢
pat h=usr/ shar e/ man/ man3c/ ng_cl ose. 3c
pat h=usr/ shar e/ man/ man3c/ ng_getattr. 3c
pat h=usr/ shar e/ man/ man3c/ ng_noti fy. 3c
pat h=usr/ shar e/ man/ man3c/ ng_open. 3¢
pat h=usr/ shar e/ man/ man3c/ ng_r ecei ve. 3c
pat h=usr/ shar e/ man/ man3c/ ng_send. 3c
pat h=usr/ shar e/ man/ man3c/ ng_setattr. 3c
pat h=usr/ shar e/ man/ man3c/ ng_unl i nk. 3c
pat h=usr/ shar e/ man/ man3c/ msync. 3¢

pat h=usr/ shar e/ man/ man3c/ nmutex_i nit. 3c
pat h=usr/ shar e/ man/ man3c/ nanosl eep. 3c
pat h=usr/ shar e/ man/ man3c/ ndbm 3c

pat h=usr/ shar e/ man/ man3c/ newl ocal e. 3c
pat h=usr/ shar e/ man/ man3c/ nl _| angi nf 0. 3c
pat h=usr/ shar e/ man/ man3c/ of f set of . 3c
pat h=usr/ shar e/ man/ man3c/ opendi r. 3c
pat h=usr/ shar e/ man/ man3c/ perror. 3c

pat h=usr/ shar e/ man/ man3c/ pf nt . 3c

pat h=usr/ shar e/ man/ man3c/ pl ock. 3c

pat h=usr/ shar e/ man/ man3c/ popen. 3c

pat h=usr/ shar e/ man/ man3c/ port _al ert. 3c
pat h=usr/ shar e/ man/ man3c/ port _associ at e. 3c



new usr/ src/ pkg/ mani f ests/systemlibrary. man3c.inc

260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325

ok —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h —h

DODODDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDODDDDDDDDDODDDODDDPDODDDDDDDDDDDMDMD D

pat h=usr/ shar e/ man/ man3c/ port _create. 3c

pat h=usr/ shar e/ man/ man3c/ port _get . 3c

pat h=usr/ shar e/ man/ man3c/ port _send. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_f advi se. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_f al | ocat e. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_nadvi se. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_nemnal i gn. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_openpt . 3¢

pat h=usr/ shar e/ man/ man3c/ posi x_spawn. 3¢

pat h=usr/ shar e/ man/ man3c/ posi x_spawn_f i | e_acti ons_addcl ose. 3c
pat h=usr/shar e/ man/ man3c/ posi x_spawn_fil e —act i ons_addcl osefrom np. 3¢
pat h=usr/ shar e/ man/ man3c/ posi x_spawn_fi | e_acti ons_adddup2. 3c
pat h=usr/ shar e/ man/ man3c/ posi x_spawn_fi |l e_acti ons_destroy. 3c
pat h=usr/ shar e/ man/ man3c/ posi X_spawn_pi pe_np. 3¢

pat h=usr/ shar e/ man/ man3c/ posi Xx_spawnattr _destroy. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_spawnattr_get fl ags. 3c

pat h=usr/ shar e/ man/ man3c/ posi x_spawnat t r _get pgr oup. 3¢

pat h=usr/ shar e/ man/ man3c/ posi X_spawnat t r _get schedparam 3c
pat h=usr/ shar e/ man/ man3c/ posi Xx_spawnat t r _get schedpol i cy. 3c
pat h=usr/ shar e/ man/ man3c/ posi x_spawnat tr _get si gdefaul t. 3c
pat h=usr/ shar e/ man/ man3c/ posi x_spawnat t r _get si gi gnor e_np. 3c
pat h=usr/ shar e/ man/ man3c/ posi Xx_spawnat t r _get si gmask. 3c

pat h=usr/ shar e/ man/ man3c/ printf. 3c

pat h=usr/ shar e/ man/ man3c/ pri v_addset . 3c

pat h=usr/ shar e/ man/ man3c/ pri v_set. 3c

pat h=usr/ shar e/ man/ man3c/ priv_str_to_set. 3c

pat h=usr/ shar e/ man/ man3c/ pset _get | oadavg. 3c

pat h=usr/ shar e/ man/ man3c/ psi gnal . 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_at f or k. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_at t r _get det achst at e. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_at tr_get guar dsi ze. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_attr_geti nheritsched. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_at t r _get schedparam 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_at t r _get schedpol i cy. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_at t r _get scope. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hread_at t r _get st ack. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hread_attr _get st ackaddr. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_at tr _get st acksi ze. 3¢

pat h=usr/shar e/ man/ man3c/ pthread_attr_init. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_barri er _destroy. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_barrier _wait. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_barri erattr_destroy. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_barrierattr_get pshared. 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_cancel . 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_cl eanup_pop. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_cl eanup_push. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_cond_i nit. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_cond_si gnal . 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_cond_wai t . 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_condat t r _get cl ock. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_condat t r _get pshar ed. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_condattr_init. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_creat e. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_det ach. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_equal . 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_exit. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_get concurrency. 3¢

pat h=usr/shar e/ man/ man3c/ pt hr ead_get schedpar am 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_get speci fi c. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_j oi n. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_key_create. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_key_ deI ete.3c

pat h=usr/ shar e/ man/ man3c/ pt hread_kilT.

pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut ex get prioceiling.3c
pat h=usr / shar e/ man/ man3c/ pt hr ead_nut ex_consi stent . 3¢

pat h=usr/ shar e/ man/ man3c/ pt hread_nutex_i nit. 3c
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pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut ex_| ock. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut ex_t i medl ock. 3¢
pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exattr_get pri ocei | i ng 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exat t r_get pr ot ocol .
pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exat t r _get pshar ed. 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exat t r _get r obust . 3¢
pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exattr _gettype. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_nut exattr_init. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_once. 3c

pat h=usr/ shar e/ man/ man3c/ pt hread_rw ock_i nit. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_rw ock_r dl ock. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hread_rw ock_t i medr dl ock. 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_rw ock_t i medwr | ock. 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_rw ock_unl ock. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_rw ock_wr | ock. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hread_rw ockat tr _get pshared. 3c
pat h=usr/ shar e/ man/ man3c/ pt hread_rw ockattr_init. 3c
pat h=usr/ shar e/ man/ man3c/ pt hr ead_sel f . 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_set cancel st at e. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_set cancel t ype. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_set schedpri o. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_si gmask. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_spi n_dest r oy. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_spi n_| ock. 3¢

pat h=usr/ shar e/ man/ man3c/ pt hr ead_spi n_unl ock. 3c

pat h=usr/ shar e/ man/ man3c/ pt hr ead_t est cancel . 3c

pat h=usr/ shar e/ man/ man3c/ ptrace. 3c

pat h=usr/ shar e/ man/ man3c/ pt snane. 3c

pat h=usr/ shar e/ man/ man3c/ put env. 3c

pat h=usr/ shar e/ man/ man3c/ put pwent . 3c

pat h=usr/ shar e/ man/ man3c/ puts. 3c

pat h=usr/ shar e/ man/ man3c/ put spent . 3c

pat h=usr/ shar e/ man/ man3c/ put ws. 3c

pat h=usr/ shar e/ man/ man3c/ gsort. 3c

pat h=usr/ shar e/ man/ man3c/ r ai se. 3c

pat h=usr/ shar e/ man/ man3c/ r and. 3c

pat h=usr/ shar e/ man/ man3c/ r andom 3c

pat h=usr/ shar e/ man/ man3c/rct| _wal k. 3c

pat h=usr/shar e/ man/ man3c/ rct | bl k_set _val ue. 3c

pat h=usr/ shar e/ man/ man3c/ r e_conp. 3c

pat h=usr/ shar e/ man/ man3c/ r eaddi r . 3c

pat h=usr/ shar e/ man/ man3c/ r eal pat h. 3c

pat h=usr/ shar e/ man/ man3c/ r eboot . 3c

pat h=usr/ shar e/ man/ man3c/ r egcnp. 3c

pat h=usr/ shar e/ man/ man3c/ r egconp. 3c

pat h=usr/ shar e/ man/ man3c/ r enove. 3c

pat h=usr/ shar e/ man/ man3c/ r ewi nd. 3c

pat h=usr/ shar e/ man/ man3c/ r ewi nddi r . 3c

pat h=usr/ shar e/ man/ man3c/ rw ock. 3c

pat h=usr/ shar e/ man/ man3c/ scandi r. 3c

pat h=usr/ shar e/ man/ man3c/ scanf . 3c

pat h=usr/ shar e/ man/ man3c/ sched_get _priority_nmax. 3c

pat h=usr/ shar e/ man/ man3c/ sched_get par am 3c

pat h=usr/ shar e/ man/ man3c/ sched_get schedul er. 3c

pat h=usr/ shar e/ man/ man3c/ sched_rr_get _i nterval . 3c

pat h=usr/ shar e/ man/ man3c/ sched_set par am 3c

pat h=usr / shar e/ man/ man3c/ sched_set schedul er. 3c

pat h=usr/ shar e/ man/ man3c/ sched_yi el d. 3c

pat h=usr/ shar e/ man/ man3c/ schedct| _i nit. 3c

pat h=usr/ shar e/ man/ man3c/ seekdi r. 3c

pat h=usr/ shar e/ man/ man3c/ sel ect . 3c

pat h=usr/ shar e/ man/ man3c/ sem cl ose. 3c

pat h=usr/ shar e/ man/ man3c/ sem dest r oy. 3c

pat h=usr/ shar e/ man/ man3c/ sem get val ue. 3c

pat h=usr/ shar e/ man/ man3c/ sem.init. 3c

pat h=usr/ shar e/ man/ man3c/ sem open. 3c



new usr/ src/ pkg/ mani f ests/systemlibrary. man3c.inc

392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457

DODODDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDODDDDDDDDDODDDODDDPDODDDDDDDDDDDMDMD D

pat h=usr/ shar e/ man/ man3c/ sem post . 3c

pat h=usr/ shar e/ man/ man3c/ sem ti nedwai t . 3¢
pat h=usr/ shar e/ man/ man3c/ sem unl i nk. 3c

pat h=usr/ shar e/ man/ man3c/ sem wai t . 3c

pat h=usr/ shar e/ man/ man3c/ semaphor e. 3c

pat h=usr/ shar e/ man/ man3c/ set buf . 3c

pat h=usr/ shar e/ man/ man3c/ set buf f er. 3c

pat h=usr/ shar e/ man/ man3c/ set cat . 3¢

pat h=usr/ shar e/ man/ man3c/ set env. 3c

pat h=usr/ shar e/ man/ man3c/ setj np. 3c

pat h=usr/ shar e/ man/ man3c/ set key. 3c

pat h=usr/ shar e/ man/ man3c/ set | abel . 3c

pat h=usr/ shar e/ man/ man3c/ set | ocal e. 3c

pat h=usr/ shar e/ man/ man3c/ shm open. 3c

pat h=usr/ shar e/ man/ man3c/ shm unl i nk. 3c

pat h=usr/ shar e/ man/ man3c/ si gf pe. 3¢

pat h=usr/ shar e/ man/ man3c/ si gi nterrupt. 3c
pat h=usr/ shar e/ man/ man3c/ si gnal . 3c

pat h=usr/ shar e/ man/ man3c/ si gnal fd. 3c

pat h=usr/ shar e/ man/ man3c/ si gqueue. 3c

pat h=usr/ shar e/ man/ man3c/ si gset ops. 3c

pat h=usr/ shar e/ man/ man3c/ si gst ack. 3c

pat h=usr/ shar e/ man/ man3c/ si gwai t i nf 0. 3c
pat h=usr/ shar e/ man/ man3c/ sl eep. 3¢

pat h=usr/ shar e/ man/ man3c/ snt _pause. 3c

pat h=usr/ shar e/ man/ man3c/ ssi gnal . 3c

pat h=usr/ shar e/ man/ man3c/ st ack_get bounds. 3c
pat h=usr/ shar e/ man/ man3c/ st ack_i nbounds. 3c
pat h=usr/ shar e/ man/ man3c/ st ack_set bounds. 3c
pat h=usr/ shar e/ man/ man3c/ st ack_vi ol ati on. 3c
pat h=usr/ shar e/ man/ man3c/ st di 0. 3c

pat h=usr/ shar e/ man/ man3c/ str 2si g. 3c

pat h=usr/ shar e/ man/ man3c/ strcol | . 3¢c

pat h=usr/ shar e/ man/ man3c/ strerror. 3c

pat h=usr/ shar e/ man/ man3c/ strf non. 3c

pat h=usr/shar e/ man/ man3c/strftine. 3c

pat h=usr/ shar e/ man/ man3c/ stri ng. 3c

pat h=usr/ shar e/ man/ man3c/ stri ng_t o_deci mal . 3c
pat h=usr/ shar e/ man/ man3c/ strptine. 3c

pat h=usr/ shar e/ man/ man3c/ strsi gnal . 3c

pat h=usr/ shar e/ man/ man3c/ strtod. 3c

pat h=usr/ shar e/ man/ man3c/ st rt oi max. 3c

pat h=usr/shar e/ man/ man3c/strtol . 3c

pat h=usr/ shar e/ man/ man3c/ strtoul . 3c

pat h=usr/ shar e/ man/ man3c/ st rt ows. 3c

pat h=usr/ shar e/ man/ man3c/ st rxfrm 3c

pat h=usr/ shar e/ man/ man3c/ swab. 3c

pat h=usr/ shar e/ man/ man3c/ sync_i nstructi on_nenory. 3c
pat h=usr/ shar e/ man/ man3c/ sysconf. 3c

pat h=usr/ shar e/ man/ man3c/ sysl og. 3c

pat h=usr/ shar e/ man/ man3c/ syst em 3c

pat h=usr/ shar e/ man/ man3c/ t cdr ai n. 3c

pat h=usr/ shar e/ man/ man3c/ t cf | ow. 3¢

pat h=usr/ shar e/ man/ man3c/ t cf | ush. 3c

pat h=usr/ shar e/ man/ man3c/tcgetattr. 3c

pat h=usr/ shar e/ man/ man3c/ t cget pgr p. 3c

pat h=usr/ shar e/ man/ man3c/ t cget si d. 3c

pat h=usr/ shar e/ man/ man3c/ t csendbr eak. 3c
pat h=usr/ shar e/ man/ man3c/tcsetattr. 3c

pat h=usr/ shar e/ man/ man3c/ t cset pgr p. 3c

pat h=usr/share/ man/ man3c/tel | . 3c

pat h=usr/share/ man/ man3c/tel I dir. 3c

pat h=usr/ shar e/ man/ man3c/ t er m os. 3c

pat h=usr/ shar e/ man/ man3c/t hr _create. 3c

pat h=usr/ shar e/ man/ man3c/thr_exit. 3c

pat h=usr/ shar e/ man/ man3c/ t hr _get concurrency. 3c
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pat h=usr/ shar e/ man/ man3c/ t hr _get pri o. 3c
pat h=usr/ shar e/ man/ man3c/ t hr _j oi n. 3c

pat h=usr/ shar e/ man/ man3c/ t hr _keycreate. 3c
pat h=usr/ shar e/ man/ man3c/thr_kill. 3c

pat h=usr/ shar e/ man/ man3c/ t hr _nmai n. 3c

pat h=usr/ shar e/ man/ man3c/ t hr _m n_st ack. 3c
pat h=usr/ shar e/ man/ man3c/ t hr _sel f. 3c

pat h=usr/ shar e/ man/ man3c/ t hr _si gset nask. 3c
pat h=usr/ shar e/ man/ man3c/ t hr _st ksegnent . 3c
pat h=usr/ shar e/ man/ man3c/ t hr _suspend. 3c
pat h=usr/ shar e/ man/ man3c/ t hr _yi el d. 3c

pat h=usr/ shar e/ man/ man3c/ ti mer _create. 3c
pat h=usr/ shar e/ man/ man3c/ ti nmer _del ete. 3c
pat h=usr/shar e/ man/ man3c/ti ner_settine. 3c
pat h=usr/ shar e/ man/ man3c/ ti ner add. 3c

pat h=usr/ share/ man/ man3c/ti nerfd_create. 3c
pat h=usr/ shar e/ man/ man3c/ t npfile. 3c

pat h=usr/ shar e/ man/ man3c/ t npnam 3c

pat h=usr/ shar e/ man/ man3c/ t oascii . 3c

pat h=usr/ shar e/ man/ man3c/ t ol ower . 3c

pat h=usr/ shar e/ man/ man3c/ t oupper. 3c

pat h=usr/ shar e/ man/ man3c/t owl ower . 3c

pat h=usr/ shar e/ man/ man3c/ t owupper . 3c

pat h=usr/ shar e/ man/ man3c/ t runcat e. 3c

pat h=usr/ shar e/ man/ man3c/ t sear ch. 3c

pat h=usr/ shar e/ man/ man3c/ t t ynane. 3c

pat h=usr/ shar e/ man/ man3c/ttysl ot. 3c

pat h=usr/ shar e/ man/ man3c/ u8_st r cnp. 3c

pat h=usr/ shar e/ man/ man3c/ u8_t ext prep_str. 3c
pat h=usr/ shar e/ man/ man3c/ u8_val i dat e. 3c
pat h=usr/ shar e/ man/ man3c/ ual arm 3c

pat h=usr/ shar e/ man/ man3c/ uconv_ul6t ou32. 3c
pat h=usr/ shar e/ man/ man3c/ ucr ed. 3¢

pat h=usr/ shar e/ man/ man3c/ unget c. 3¢

pat h=usr/ shar e/ man/ man3c/ unget we. 3¢

pat h=usr/ shar e/ man/ man3c/ unl ockpt . 3c

pat h=usr/ shar e/ man/ man3c/ unset env. 3c

pat h=usr/ shar e/ man/ man3c/ usel ocal e. 3c

pat h=usr/ shar e/ man/ man3c/ usl eep. 3c

pat h=usr/ shar e/ man/ man3c/ vfwprintf. 3c

pat h=usr/ shar e/ man/ man3c/ vl f nt . 3c

pat h=usr/ shar e/ man/ man3c/ vpf nt. 3c

pat h=usr/ shar e/ man/ man3c/ vprintf. 3c

pat h=usr/ shar e/ man/ man3c/ vsysl og. 3c

pat h=usr/ shar e/ man/ man3c/ wai t . 3c

pat h=usr/ shar e/ man/ man3c/ wai t 3. 3c

pat h=usr/ shar e/ man/ man3c/ wai t pi d. 3c

pat h=usr/ shar e/ man/ man3c/ wal kcont ext . 3c
pat h=usr/ shar e/ man/ man3c/ wepcpy. 3c

pat h=usr/ shar e/ man/ man3c/ wert onb. 3¢

pat h=usr/ shar e/ man/ man3c/ wcscasecnp. 3c
pat h=usr/ shar e/ man/ man3c/ wcscol | . 3¢

pat h=usr/ shar e/ man/ man3c/ wesdup. 3¢

pat h=usr/ shar e/ man/ man3c/ wesfti me. 3c

pat h=usr/ shar e/ man/ man3c/ wcsl en. 3c

pat h=usr/ shar e/ man/ man3c/ wesrt onbs. 3c

pat h=usr/ shar e/ man/ man3c/ wesstr. 3c

pat h=usr/ shar e/ man/ man3c/ west od. 3¢

pat h=usr/ shar e/ man/ man3c/ wcst oi max. 3c

pat h=usr/ shar e/ man/ man3c/ west ol . 3c

pat h=usr/ shar e/ man/ man3c/ west oul . 3c

pat h=usr/ shar e/ man/ man3c/ westri ng. 3c

pat h=usr/ shar e/ man/ man3c/ wcswi dt h. 3c

pat h=usr/ shar e/ man/ man3c/ wcsxfrm 3c

pat h=usr/ shar e/ man/ man3c/ wct ob. 3c

pat h=usr/ shar e/ man/ man3c/ wct onb. 3c
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pat h=usr/ shar e/ man/ man3c/ wct r ans. 3c

pat h=usr/ shar e/ man/ man3c/ wct ype. 3c

pat h=usr/ shar e/ man/ man3c/ wcwi dt h. 3c

pat h=usr/ shar e/ man/ man3c/ wrenthr. 3c

pat h=usr/ shar e/ man/ man3c/ wrentnp. 3c

pat h=usr/ shar e/ man/ man3c/ wnentpy. 3c

pat h=usr/ shar e/ man/ man3c/ wrenmove. 3c

pat h=usr/ shar e/ man/ man3c/ wrenset . 3¢

pat h=usr/ shar e/ man/ man3c/ wor dexp. 3c

pat h=usr/ shar e/ man/ man3c/ wsprintf. 3c

pat h=usr/ shar e/ man/ man3c/ wsscanf . 3c

pat h=usr/ shar e/ man/ man3c/ wstri ng. 3c

pat h=usr/ shar e/ man/ man3c/ FD_CLR. 3c tar get =sel ect. 3c

pat h=usr/ shar e/ man/ man3c/ FD_I SSET. 3c t ar get =sel ect. 3¢

pat h=usr/ shar e/ man/ man3c/ FD_SET. 3¢ t ar get =sel ect . 3¢

pat h=usr/ shar e/ man/ man3c/ FD_ZERQ. 3¢ t ar get =sel ect . 3¢

pat h=usr/share/ man/ man3c/ __fl bf.3c target=__fbufsize. 3c

pat h=usr/ shar e/ man/ man3c/ __f pendi ng. 3c target _f buf si ze. 3¢

pat h=usr/ shar e/ man/ man3c/ __fpurge. 3c target=__fbufsize. 3c

pat h=usr/ shar e/ man/ man3c/ __freadabl e. 3c target=__fbufsize. 3c

pat h=usr/ shar e/ man/ man3c/ __freadi ng. 3c target=__f bufsi ze. 3c

pat h=usr/ shar e/ man/ man3c/ __f set| ocki ng. 3c target=__fbufsi ze. 3c
pat h=usr/shar e/ man/ man3c/ __fwritabl e.3c target=__ fbufsize.3c

pat h=usr/shar e/ man/ man3c/ __fwriting.3c target=__fbufsize.3c

pat h=usr/ shar e/ man/ man3c/ _edat a. 3¢ tar get =end. 3c

pat h=usr/ shar e/ man/ man3c/ _end. 3c tar get =end. 3c

pat h=usr/ shar e/ man/ man3c/ _et ext. 3c target=end. 3c

pat h=usr/ shar e/ man/ man3c/ _exi t handl e. 3c target=exit.3c

pat h=usr/ shar e/ man/ man3c/ _f | ushl bf . 3c target=__fbufsi ze. 3c

pat h=usr/ shar e/ man/ man3c/ _setj np. 3c target=_| ongj np. 3c

pat h=usr/shar e/ man/ man3c/ addrt osynstr. 3c target =wal kcont ext . 3¢
pat h=usr/ shar e/ man/ man3c/ ai owi te. 3c target=ai oread. 3c

pat h=usr/ shar e/ man/ man3c/ al | oca. 3¢ target=nall oc. 3c

pat h=usr/ shar e/ man/ man3c/ al phasort. 3c target=scandir. 3c

pat h=usr/ shar e/ man/ man3c/ ar c4r andom buf . 3c t ar get =ar c4random 3c
pat h=usr/ shar e/ man/ man3c/ ar c4r andom uni f orm 3c t ar get =ar c4r andom 3c
pat h=usr/ shar e/ man/ man3c/ ascftine.3c target=strfti me. 3c

pat h=usr/ shar e/ man/ man3c/ ascti me. 3c target=cti me. 3c

pat h=usr/ shar e/ man/ man3c/ asctine_r. 3c target=ctine. 3c

pat h=usr/ shar e/ man/ man3c/ asprintf.3c target=printf.3c

pat h=usr/ shar e/ man/ man3c/ at of . 3c target=strtod. 3c

pat h=usr/ shar e/ man/ man3c/ atoi . 3c target=strtol.3c

pat h=usr/shar e/ man/ man3c/ atol . 3c target=strtol.3c

pat h=usr/share/ man/ man3c/atol | .3c target=strtol.3c

pat h=usr/ shar e/ man/ man3c/ at om c_add_16. 3c target =at om c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_add_16_nv. 3c tar get =at om c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at onmi c_add_32. 3c target =at om c_add. 3c
pat h=usr / shar e/ man/ man3c/ at oni ¢_add_32_nv. 3c tar get =at oni ¢c_add. 3¢
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_add_64. 3¢ t ar get =at omi c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at onmi c_add_64_nv. 3c t ar get =at om ¢_add. 3c
pat h=usr/ shar e/ man/ man3c/ at onmi ¢_add_8. 3c t ar get =at omi ¢_add. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢c_add_8_nv. 3c tar get =at om c_add. 3¢
pat h=usr/ shar e/ man/ man3c/ at omi c_add_char . 3c t ar get =at oni c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at oni c_add_char _nv. 3c tar get =at omi c¢_add. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_add_i nt. 3c target=atom c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_add_i nt _nv. 3c target=atom c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢_add_| ong. 3c t ar get =at omi ¢_add. 3c
pat h=usr/ shar e/ man/ man3c/ at oni c_add_| ong_nv. 3c tar get =at omi c¢_add. 3¢
pat h=usr/ shar e/ man/ man3c/ at oni c_add_pt r. 3c target=atomi c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at omi c_add_ptr _nv. 3c target=atom c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_add_short. 3c target=atom c_add. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_add_short _nv. 3c target=atoni c_add. 3¢
pat h=usr/ shar e/ man/ man3c/ at omi c_and_16. 3c t ar get =at oni c_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢_and_16_nv. 3c t ar get =at om ¢_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_and_32. 3¢ target =at ori ¢_and. 3¢
pat h=usr/ shar e/ man/ man3c/ at omi c_and_32_nv. 3c tar get =at om c_and. 3c
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pat h=usr/ shar e/ man/ man3c/ at om c_and_64. 3c tar get =at oni c_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢_and_64_nv. 3c tar get =at oni ¢c_and. 3¢
pat h=usr/ shar e/ man/ man3c/ at onmi c_and_8. 3¢ t ar get =at omi c_and. 3c

pat h=usr/ shar e/ man/ man3c/ at omi c_and_8_nv. 3¢ tar get =at oni c_and. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_and_uchar. 3c target =atom c_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢_and_uchar _nv. 3c tar get =at oni ¢_and. 3c
pat h=usr/ shar e/ man/ man3c/ at omi c_and_ui nt . 3¢ t ar get =at oni c_and. 3c

pat h=usr/ shar e/ man/ man3c/ at oni c_and_ui nt _nv. 3c tar get =atom c¢_and. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_and_ul ong. 3c t arget =at om c_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_and_ul ong_nv. 3c tar get =at oni ¢_and. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_and_ushort. 3c target=at om c_and. 3¢
pat h=usr/ shar e/ man/ man3c/ at oni ¢_and_ushort _nv. 3c target =at ormi ¢_and. 3c
pat h=usr/ shar e/ man/ man3c/ at omi c_cas_16. 3c tar get =at onmi c_cas. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢_cas_32. 3c target =at omi c¢_cas. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢_cas_64. 3¢ target =at oni ¢c_cas. 3¢

pat h=usr/ shar e/ man/ man3c/ at oni c_cas_8. 3c tar get =at oni ¢_cas. 3c

pat h=usr/ shar e/ man/ man3c/ at omi c_cas_ptr. 3c target=atom c_cas. 3c

pat h=usr/ shar e/ man/ man3c/ at om c_cas_uchar. 3c target=atom c_cas. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_cas_ui nt. 3c target=atom c_cas. 3c

pat h=usr/ shar e/ man/ man3c/ at om c_cas_ul ong. 3c target =atom c_cas. 3¢
pat h=usr/ shar e/ man/ man3c/ at omi c_cas_ushort. 3c target=atom c_cas. 3c
pat h=usr/ shar e/ man/ man3c/ at oni c_cl ear _| ong_excl .
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_dec_16. 3¢ t ar get =at omi ¢_dec. 3¢

pat h=usr/ shar e/ man/ man3c/ at oni c_dec_16_nv. 3c tar get =at oni c_dec. 3¢
pat h=usr/ shar e/ man/ man3c/ at oni c_dec_32. 3¢ tar get =at ori c_dec. 3c

pat h=usr/ shar e/ man/ man3c/ at onmi ¢_dec_32_nv. 3c tar get =at om c¢_dec. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_dec_64. 3¢ tar get =at ori ¢_dec. 3¢

pat h=usr/ shar e/ man/ man3c/ at omi c_dec_64_nv. 3c tar get =at om c_dec. 3c
pat h=usr/ shar e/ man/ man3c/ at omi c_dec_8. 3c t ar get =at omi c¢_dec. 3c

pat h=usr/ shar e/ man/ man3c/ at onmi ¢_dec_8_nv. 3c tar get =at oni c_dec. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢c_dec_ptr. 3c target=atonic_dec. 3¢

pat h=usr/ shar e/ man/ man3c/ at oni ¢_dec_ptr_nv. 3c target=at om c_dec. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_dec_uchar. 3c t arget =at om c_dec. 3c
pat h=usr/ shar e/ man/ man3c/ at oni c_dec_uchar _nv. 3c tar get =at oni ¢_dec. 3¢
pat h=usr/ shar e/ man/ man3c/ at oni ¢_dec_ui nt. 3¢ tar get =at om c_dec. 3¢

pat h=usr/ shar e/ man/ man3c/ at oni ¢_dec_ui nt _nv. 3¢ target =at om ¢_dec. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_dec_ul ong. 3c target =at om c_dec. 3¢
pat h=usr/ shar e/ man/ man3c/ at om c_dec_ul ong_nv. 3c target =at om c_dec. 3c
pat h=usr/ shar e/ man/ man3c/ at onmi c_dec_ushort. 3c target=atom c_dec. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢c_dec_ushort _nv. 3¢ target =at omi ¢_dec. 3¢
pat h=usr/shar e/ man/ man3c/ at oni c_i nc ~16.3c target=atom c_inc.3c

pat h=usr/ shar e/ man/ man3c/ at om nc_16_nv. 3c target=atom c_inc. 3c
pat h=usr/ shar e/ man/ man3c/ at om nc_32.3c target=atomi c_inc. 3c

pat h=usr/ shar e/ man/ man3c/ at om nc_32_nv.3c target=atom c_inc. 3c
pat h=usr/ shar e/ man/ man3c/ at om nc_64.3c target=atom c_inc.3c

pat h=usr/ shar e/ man/ man3c/ at om nc_64_nv. 3c target=atom c_inc. 3c
pat h=usr/ shar e/ man/ man3c/ at omi nc_8. 3c target=atom c_inc. 3c

pat h=usr/ shar e/ man/ man3c/ at om nc_8 nv.3c target=atom c_inc. 3c

pat h=usr/ shar e/ man/ man3c/ atom c_i nc_ptr.3c target=atom c_inc. 3c

pat h=usr/ shar e/ man/ man3c/ atomi c_i nc_ptr_nv. 3c target=atom c_i nc. 3c
pat h=usr/ shar e/ man/ man3c/ at om c_i nc_uchar. 3c target=atom c_i nc. 3c
pat h=usr/ shar e/ man/ man3c/ at oni ¢_i nc_uchar _nv. 3c target =at oni c_i nc. 3c

pat h=usr/ shar e/ man/ man3c/ at om
pat h=usr/ shar e/ man/ man3c/ at omi
pat h=usr/ shar e/ man/ man3c/ at om
pat h=usr/ shar e/ man/ man3c/ at om

nc_uint.3c target=atomc_inc. 3c
nc_uint_nv. 3c target=atom c_inc. 3c
nc_ul ong. 3c target=atom c_inc. 3c
nc_ul ong_nv. 3c target=atonic_inc. 3c
pat h=usr/ shar e/ man/ man3c/ at om nc_ushort. 3c target=atonic_inc. 3c
pat h=usr/ shar e/ man/ man3c/ at om nc_ushort_nv. 3c tar get =at omi c_inc. 3¢
pat h=usr/ shar e/ man/ man3c/ at omi c_or _16. 3c target=atom c_or. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢_or_16_nv. 3¢ target=at omi c_or. 3c

pat h=usr/ shar e/ man/ man3c/ at oni ¢_or _32. 3c target=atom c_or. 3c

pat h=usr/ shar e/ man/ man3c/ at onmi ¢_or_32_nv. 3c target=atom c_or. 3c
pat h=usr/ shar e/ man/ man3c/ at omi c_or _64. 3c tar get =at om c_or. 3c

pat h=usr/ shar e/ man/ man3c/ at oni c_or _64_nv. 3c target =at oni c_or. 3c

pat h=usr/ shar e/ man/ man3c/ at onmi ¢_or_8. 3c target=atonic_or. 3c

pat h=usr/ shar e/ man/ man3c/ at omi c_or_8_nv. 3c target=atomni c_or. 3c

OOOOOOOOOOOOOOOOO

3c target=atomic_bits. 3c
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656 |ink path=usr/share/ man/ man3c/ at om c_or _uchar. 3c target=atom c_or. 3c 722 target=deci mal _to_fl oating. 3c
657 |ink path=usr/share/ man/ man3c/ atomi c_or _uchar_nv. 3c target=atonic_or. 3c 723 1ink path=usr/share/ man/ nan3c/ dgettext.3c target=gettext.3c
658 |ink path=usr/share/ man/ man3c/ atom c_or _ui nt.3c target=atonic_or.3c 724 1ink path=usr/share/ man/ man3c/ dl addr1. 3c target=dl addr. 3c
659 |ink path=usr/share/ man/ man3c/ atom c_or _ui nt_nv. 3c target=atom c_or. 3c 725 |ink path=usr/share/ man/ man3c/ dl nopen. 3c t ar get =dl open. 3c
660 |ink path=usr/share/ man/ man3c/ at ori c_or _ul ong. 3c target=atom c_or. 3c 726 |ink path=usr/share/ man/ man3c/ dngettext. 3c target=gettext.3c
661 |ink path=usr/share/ man/ man3c/ at omi c_or _ul ong_nv. 3c target=atom c_or. 3c 727 1ink path=usr/share/ man/ nan3c/ door _set param 3c t ar get =door _get par am 3c
662 |ink path=usr/share/ man/ man3c/ at om c_or _ushort. 3c target=atom c_or. 3c 728 |ink path=usr/share/ man/ man3c/ door _unbi nd. 3¢ tar get =door _bi nd. 3c
663 |ink path=usr/share/ man/ man3c/ at om c_or _ushort_nv. 3c target=atom c_or. 3c 729 link path=usr/share/ man/ man3c/ doubl e_t o_deci nal . 3¢ \
664 |ink path=usr/share/ man/ man3c/ at om c_set _| ong_excl.3c target=atomi c_bits. 3c 730 target=fl oating_to_deci mal . 3c
665 |ink path=usr/share/ man/ nan3c/ at om c_swap_16. 3c tar get =at om c_swap. 3c 731 1ink path=usr/share/ man/ man3c/ dup3. 3c target =dup2. 3c
666 |ink path=usr/share/ man/ nan3c/ at om c_swap_32. 3¢ tar get =at om c_swap. 3c 732 1ink path=usr/share/ man/ man3c/ dupl ocal e. 3c t ar get =new ocal e. 3¢
667 |ink path=usr/share/ man/ man3c/ at om c_swap_64. 3¢ t ar get =at oni c_swap. 3c 733 |ink path=usr/share/ man/ man3c/ edat a. 3c t ar get =end. 3c
668 |ink path=usr/share/ man/ man3c/ at om c_swap_8. 3c target =at onmi c_swap. 3c 734 |ink path=usr/share/ man/ man3c/ endgrent. 3c target =get gr nam 3c
669 |ink path=usr/share/ man/ nan3c/ at om c_swap_ptr. 3c target=atom c_swap. 3¢ 735 |ink path=usr/share/ man/ man3c/ endnet grent. 3c target =get netgrent. 3c
670 |ink path=usr/share/ man/ man3c/ at om c_swap_uchar. 3c t arget =at om c_swap. 3¢ 736 |ink path=usr/share/ man/ man3c/ endpwent . 3c t ar get =get pwnam 3c
671 |ink path=usr/share/ man/ man3c/ at om c_swap_ui nt. 3c tar get =at oni c_swap. 3c 737 1ink path=usr/share/ man/ man3c/ endspent . 3c t ar get =get spnam 3c
672 |ink path=usr/share/ man/ man3c/ at om c_swap_ul ong. 3¢ tar get =at om c_swap. 3c 738 |ink path=usr/share/ man/ man3c/ endusershel | . 3c target =get usershel | . 3c
673 |ink path=usr/share/ man/ nan3c/ at om c_swap_ushort. 3c target =at om c_swap. 3c 739 |ink path=usr/share/ man/ man3c/ endut ent . 3c t ar get =get utent. 3c
674 1ink path=usr/share/ man/ man3c/ backtrace. 3c tar get =wal kcont ext . 3¢ 740 1ink path=usr/share/ man/ man3c/ endut xent . 3c t ar get =get ut xent. 3¢
675 |ink path=usr/share/ man/ man3c/ backt race_synbol s. 3c t arget =wal kcont ext . 3c 741 1ink path=usr/share/ man/ man3c/ epol | _createl. 3c target=epol | _create. 3c
676 |ink path=usr/share/ man/ man3c/ backtrace_synbol s_f d. 3c target =wal kcont ext . 3c 742 |ink path=usr/share/ man/ man3c/ epol | _pwai t.3c target=epol | _wait.3c
677 |ink path=usr/share/ man/ man3c/ bcnp. 3c target =bstring. 3c 743 |1ink path=usr/share/ man/ man3c/ er and48. 3c t ar get =dr and48. 3c
678 |ink path=usr/share/ man/ man3c/ bcopy. 3c target=bstring. 3c 744 1ink path=usr/share/ man/ nan3c/ errno. 3c target =perror. 3c
679 |ink path=usr/share/ man/ man3c/ bi nd_t ext domai n_codeset. 3c target =gettext.3c 745 1ink path=usr/share/ man/ man3c/ errx. 3c target=err. 3c
680 |ink path=usr/share/ man/ man3c/ bi ndt ext domai n. 3c tar get =gettext. 3c 746 |ink path=usr/share/ man/ man3c/ et ext. 3c target=end. 3c
681 |ink path=usr/share/ man/ man3c/ btowc_| . 3c target =bt owc. 3c 747 |ink path=usr/share/ man/ man3c/ euccol . 3c target=eucl en. 3c
682 |ink path=usr/share/ man/ man3c/ bzero. 3c target=bstring. 3c 748 1ink path=usr/share/ nman/ nan3c/ eucscol . 3c target =eucl en. 3¢
683 |ink path=usr/share/ man/ man3c/ cal | oc. 3c target=mall oc. 3c 749 |ink path=usr/share/ man/ man3c/explicit_bzero.3c target=bstring. 3c
684 |ink path=usr/share/ man/ man3c/ canoni cal i ze_fil e_nane. 3c target=real path. 3c 750 |ink path=usr/share/ man/ man3c/ ext ended_t o_deci mal . 3c \
685 |ink path=usr/share/ man/ man3c/ catcl ose. 3c target =cat open. 3c 751 target=fl oating_to_deci mal .
686 |ink path=usr/share/ man/ man3c/ cf get ospeed. 3c t ar get =cf geti speed. 3¢ 752 |ink path=usr/share/ man/ min3c/fconvert 3c target=econvert. 3c
687 |ink path=usr/share/ man/ man3c/ cf set ospeed. 3c t arget =cf seti speed. 3¢ 753 1ink path=usr/share/ man/ man3c/fcvt. 3c target=ecvt. 3c
688 |ink path=usr/share/ man/ man3c/cftime.3c target=strftinme.3c 754 1ink path=usr/share/ man/ man3c/ f dopendir. 3c target=opendir.3c
689 |ink path=usr/share/ man/ man3c/ clearerr.3c target=ferror. 3c 755 |ink path=usr/share/ man/ man3c/f dwal k. 3c target =cl osefrom 3c
690 |ink path=usr/share/ man/ man3c/ cl ock_getres. 3c target =cl ock_settinme. 3c 756 |ink path=usr/share/ man/ man3c/ feof.3c target=ferror. 3c
691 |ink path=usr/share/ man/ man3c/cl ock_getti ne. 3c target=cl ock_settine.3c 757 1ink path=usr/share/ man/ man3c/ffsl.3c target=ffs. 3c
692 |ink path=usr/share/ man/ man3c/ cl osel og. 3c target =sysl og. 3c 758 |ink path=usr/share/ man/ man3c/ffsll.3c target=ffs. 3c
693 |ink path=usr/share/ man/ man3c/ cond_broadcast.3c target=cond_init.3c 759 |ink path=usr/share/ man/ man3c/fgetgrent. 3c target=get grnam 3c
694 |ink path=usr/share/ man/ man3c/ cond_destroy. 3c target=cond_init.3c 760 |ink path=usr/share/ man/ man3c/fgetgrent _r.3c target=getgrnam 3c
695 |ink path=usr/share/ man/ man3c/ cond_relti nedwait.3c target=cond_init.3c 761 |ink path=usr/share/ man/ nan3c/ f get pwent. 3c t ar get =get pwnam 3c
696 |ink path=usr/share/ man/ man3c/ cond_signal . 3c target=cond_init.3c 762 |ink path=usr/share/ man/ man3c/f get pwent _r. 3c target =get pwnam 3c
697 |ink path=usr/share/ man/ man3c/ cond_ti nedwai t.3c target=cond_init.3c 763 |ink path=usr/share/ man/ man3c/fgets. 3c target=gets. 3c
698 |ink path=usr/share/ man/ man3c/ cond_wait.3c target=cond_init.3c 764 1ink path=usr/share/ man/ man3c/ f get spent. 3c t ar get =get spnam 3c
699 |ink path=usr/share/ man/ nan3c/ csetcol . 3c target =cset. 3c 765 |ink path=usr/share/ man/ nan3c/ f get spent _r. 3c tar get =get spnam 3c
700 |ink path=usr/share/ man/ man3c/ csetl en. 3c target =cset. 3c 766 |ink path=usr/share/ man/ man3c/fgetwc_|.3c target=fgetwc. 3c
701 |ink path=usr/share/ man/ man3c/ csetno. 3c target=cset. 3c 767 |ink path=usr/share/ man/ man3c/fgetws. 3c target=getws. 3c
702 |ink path=usr/share/ man/ man3c/cterm d_r.3c target=ctermd. 3c 768 |ink path=usr/share/ man/ man3c/file_to_deci mal.3c target=string_to_decimal.3c
703 |ink path=usr/share/ man/ man3c/ctine_r.3c target=ctine. 3c 769 |ink path=usr/share/ man/ man3c/fil eno.3c target=ferror. 3c
704 |ink path=usr/share/ man/ man3c/ dbm cl earerr. 3c target=ndbm 3c 770 link path=usr/share/ man/ man3c/finite.3c target=i snand. 3c
705 |ink path=usr/share/ man/ man3c/ dbm cl ose. 3c target =ndbm 3c 771 link path=usr/share/ man/ man3c/fls.3c target=ffs.3c
706 |ink path=usr/share/ man/ man3c/ dbm del ete. 3c target =ndbm 3c 772 link path=usr/share/ man/ man3c/flsl.3c target=ffs.3c
707 |ink path=usr/share/ man/ man3c/ dom error. 3c target =ndbm 3c 773 1ink path=usr/share/ man/ man3c/flsll.3c target=ffs.3c
708 |ink path=usr/share/ man/ man3c/ dbm f et ch. 3¢ tar get =ndbm 3c 774 1ink path=usr/share/ man/ man3c/ f pcl ass. 3¢ target =i snand. 3¢
709 |ink path=usr/share/ man/ man3c/ dbm firstkey. 3c target=ndbm 3c 775 |ink path=usr/share/ man/ man3c/f pget mask. 3c t ar get =f pget r ound. 3c
710 link path=usr/share/ man/ man3c/ dbm next key. 3c t ar get =ndbm 3c 776 |ink path=usr/share/ man/ man3c/f pget sti cky. 3c target =f pgetround. 3c
711 1ink path=usr/share/ man/ man3c/ dbm open. 3c t ar get =ndbm 3c 777 1ink path=usr/share/ man/ man3c/fprintf.3c target=printf.3c
712 1ink path=usr/share/ man/ man3c/ dbm store. 3c target =ndbm 3c 778 1ink path=usr/share/ man/ man3c/ f pset mask. 3c t ar get =f pget round. 3c
713 link path=usr/share/ man/ man3c/ dcgettext.3c target=gettext.3c 779 link path=usr/share/ man/ man3c/f psetround. 3c target =f pget round. 3c
714 |ink path=usr/share/ man/ man3c/ dcngettext. 3c target=gettext.3c 780 |ink path=usr/share/ man/ man3c/f psetsticky. 3c target=f pgetround. 3c
715 1ink path=usr/share/ man/ man3c/ deci mal _t o_doubl e. 3¢ \ 781 |ink path=usr/share/ man/ man3c/ f puts. 3c target =puts. 3c
716 target =deci mal _to_floating. 3c 782 1ink path=usr/share/ man/ man3c/free. 3c target=nmalloc. 3c
717 1ink path=usr/share/ man/ man3c/ deci mal _t o_ext ended. 3¢ \ 783 |ink path=usr/share/ man/ man3c/freel ocal e. 3c target=new ocal e. 3c
718 target=deci mal _to_fl oating. 3c 784 |ink path=usr/share/ man/ man3c/fscanf. 3c target=scanf.3c
719 1ink path=usr/share/ man/ man3c/ deci nal _t o_quadrupl e. 3c \ 785 |ink path=usr/share/ man/ man3c/ f seeko. 3c t ar get =f seek. 3¢
720 target =deci mal _to_floating. 3c 786 |ink path=usr/share/ man/ man3c/fsetattr.3c target=fgetattr.3c
721 link path=usr/share/ man/ man3c/ deci mal _t o_si ngl e. 3c \ 787 link path=usr/share/ man/ man3c/ftello.3c target=ftell.3c
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pat h=usr/ shar e/ man/ man3c/ f truncat e. 3c target=truncate. 3c

pat h=usr/share/ man/ man3c/ftryl ockfile.3c target=flockfile.3c
pat h=usr/ shar e/ man/ man3c/ f unc_t o_deci mal . 3c target=string_to_deci mal.3c
pat h=usr/ shar e/ man/ man3c/ f unl ockfil e. 3c target=fl ockfile.3c
pat h=usr/ shar e/ man/ man3c/ gconvert. 3c target=econvert. 3c

pat h=usr/ shar e/ man/ man3c/ gcvt. 3c target=ecvt. 3c

pat h=usr/shar e/ man/ man3c/ getattrat.3c target=fgetattr.3c

pat h=usr/ shar e/ man/ man3c/ getc. 3c target=fgetc. 3c

pat h=usr/ shar e/ man/ man3c/ get c_unl ocked. 3c target=fgetc. 3c
pat h=usr/ shar e/ man/ man3c/ get char. 3c target=fgetc. 3c

pat h=usr/ shar e/ man/ man3c/ get char _unl ocked. 3c target=fgetc. 3c
pat h=usr/ shar e/ man/ man3c/ get del i m 3c target=getline. 3c

pat h=usr/ shar e/ man/ man3c/ get ext mt ent . 3c tar get =get mt ent. 3c
pat h=usr/ shar e/ man/ man3c/ get grent . 3c t ar get =get gr nam 3c

pat h=usr/ shar e/ man/ man3c/ get grent _r. 3c target =get grnam 3c
pat h=usr/ shar e/ man/ man3c/ get gr gi d. 3c t ar get =get gr nam 3c

pat h=usr/ shar e/ man/ man3c/ get grgi d_r . 3c target=get grnam 3c
pat h=usr/ shar e/ man/ man3c/ get grnam r. 3c target =get gr nam 3c
pat h=usr/ shar e/ man/ man3c/ get honel gr oup. 3c t ar get =get cpui d. 3c
pat h=usr/ shar e/ man/ man3c/ get hrvti me. 3c target=gethrtinme. 3c
pat h=usr/ shar e/ man/ man3c/ get | ogi n_r . 3c target=getl ogi n. 3c
pat h=usr/ shar e/ man/ man3c/ get mnt any. 3c t ar get =get mt ent. 3c
pat h=usr/ shar e/ man/ man3c/ get netgrent _r. 3c target =getnetgrent. 3c
pat h=usr/ shar e/ man/ man3c/ get _nprocs_conf. 3c target =get_nprocs. 3c
pat h=usr/ shar e/ man/ man3c/ get passphr ase. 3c tar get =get pass. 3c
pat h=usr/ shar e/ man/ man3c/ get pwent . 3c t ar get =get pwnam 3c

pat h=usr/ shar e/ man/ man3c/ get pwent _r. 3c t ar get =get pwnam 3c
pat h=usr/ shar e/ man/ man3c/ get pwnam r. 3c t ar get =get pwnam 3¢
pat h=usr/ shar e/ man/ man3c/ get pwui d. 3c t ar get =get pwnam 3c

pat h=usr/ shar e/ man/ man3c/ get pwui d_r. 3c tar get =get pwnam 3c
pat h=usr/ shar e/ man/ man3c/ get spent . 3c t ar get =get spnam 3c

pat h=usr/ shar e/ man/ man3c/ get spent _r. 3c target =get spnam 3c
pat h=usr/ shar e/ man/ man3c/ get spnam r. 3c t ar get =get spnam 3c
pat h=usr/ shar e/ man/ man3c/ getuti d. 3c target=getutent.3c

pat h=usr/shar e/ man/ man3c/ get utl i ne. 3c target=getutent. 3c

pat h=usr/ shar e/ man/ man3c/ get ut np. 3c t ar get =get ut xent . 3¢

pat h=usr/ shar e/ man/ man3c/ get ut npx. 3c t ar get =get ut xent . 3c

pat h=usr/ shar e/ man/ man3c/ get ut xi d. 3c tar get =get ut xent . 3c

pat h=usr/ shar e/ man/ man3c/ get ut xI i ne. 3c t ar get =get ut xent. 3c
pat h=usr/ shar e/ man/ man3c/ get vf sany. 3c t ar get =get vfsent. 3c
pat h=usr/ shar e/ man/ man3c/ get vfsfil e. 3c target=getvfsent.3c
pat h=usr/ shar e/ man/ man3c/ get vf sspec. 3c target =get vfsent. 3c
pat h=usr/ shar e/ man/ man3c/ getw. 3c target=fgetc. 3c

pat h=usr/ shar e/ man/ man3c/ getwc_| . 3c t ar get =getwc. 3c

pat h=usr/ shar e/ man/ man3c/ get wchar _| . 3c t ar get =get wchar. 3¢
pat h=usr/ shar e/ man/ man3c/ get zonei dbynane. 3c t ar get =get zonei d. 3c
pat h=usr/ shar e/ man/ man3c/ get zonenanebyi d. 3c t ar get =get zonei d. 3¢
pat h=usr/ shar e/ man/ man3c/ gl obfree. 3c target =gl ob. 3c

pat h=usr/ shar e/ man/ man3c/ gnti ne. 3c target=ctine. 3c

pat h=usr/ shar e/ man/ man3c/ gnti ne_r. 3c target=ctine. 3c

pat h=usr/ shar e/ man/ man3c/ gsi gnal . 3c target=ssi gnal . 3c

pat h=usr/ shar e/ man/ man3c/ hasmt opt . 3c t ar get =get mt ent. 3¢
pat h=usr/ shar e/ man/ man3c/ hcreat e. 3¢ target =hsearch. 3c

pat h=usr/ shar e/ man/ man3c/ hdestroy. 3c target =hsearch. 3c

pat h=usr/ shar e/ man/ man3c/i ni t st ate. 3c target=random 3c

pat h=usr/ shar e/ man/ man3c/ i nnet gr. 3c target =getnetgrent. 3c
pat h=usr/ shar e/ man/ man3c/ i sal num 3c t arget =ctype. 3c

pat h=usr/ shar e/ man/ man3c/i sal num | . 3c target=ctype. 3c

pat h=usr/ shar e/ man/ man3c/ i sal pha. 3c target=ctype. 3c

pat h=usr/ shar e/ man/ man3c/ i sal pha_I| . 3c target=ctype. 3c

pat h=usr/ shar e/ man/ man3c/ i sascii.3c target=ctype. 3c

pat h=usr/ shar e/ man/ man3c/i sbl ank. 3c target =ctype. 3c

pat h=usr/ shar e/ man/ man3c/i sbl ank_| . 3c target =ctype. 3c

pat h=usr/shar e/ man/ man3c/iscntrl.3c target=ctype. 3c

pat h=usr/share/ man/ man3c/iscntrl _I.3c target=ctype. 3c

pat h=usr/ shar e/ man/ man3c/i sdi gi t. 3c target=ctype. 3c

13
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854 |ink path=usr/share/ man/ man3c/isdigit_|.3c target=ctype. 3c
855 | i nk path=usr/share/ man/ mnan3c/i sengli sh. 3c target =i swal pha. 3c
856 |ink path=usr/share/ man/ man3c/i sgraph. 3c target=ctype. 3c
857 |ink path=usr/share/ man/ man3c/i sgraph_| . 3c target=ctype. 3c
858 | i nk path=usr/share/ man/ man3c/i si deogram 3c tar get =i swal pha. 3c
859 |ink path=usr/share/ man/ man3c/i sl ower. 3c target=ctype. 3c
860 |ink path=usr/share/ man/ man3c/i sl ower_|.3c target=ctype.3c
861 |ink path=usr/share/ man/ man3c/isnanf. 3c target=i snand. 3c
862 |ink path=usr/share/ man/ man3c/i snunber. 3c target =i swal pha. 3c
863 | i nk path=usr/share/ man/ man3c/i sphonogram 3c t ar get =i swal pha. 3c
864 |ink path=usr/share/ man/ man3c/i sprint.3c target=ctype.3c
865 |ink path=usr/share/ man/ man3c/isprint_|.3c target=ctype.3c
866 |ink path=usr/share/ man/ man3c/i spunct. 3c target=ctype. 3c
867 |ink path=usr/share/ man/ man3c/i spunct _| . 3c target=ctype. 3c
868 | i nk path=usr/share/ man/ man3c/ i sspace. 3c target =ctype. 3c
869 |ink path=usr/share/ man/ man3c/i sspace_| . 3c target=ctype. 3c
870 |ink path=usr/share/ man/ man3c/i sspeci al . 3c target =i swal pha. 3c
871 |ink path=usr/share/ man/ man3c/ i supper. 3c target=ctype. 3c
872 |ink path=usr/share/ man/ man3c/ i supper _| . 3c target=ctype. 3c
873 |ink path=usr/share/ man/ man3c/i swal num 3c t arget =i swal pha. 3¢
874 |ink path=usr/share/ man/ man3c/i swal num | . 3c target =i swal pha. 3c
875 |ink path=usr/share/ man/ man3c/i swal pha_| . 3c target =i swal pha. 3c
876 |ink path=usr/share/ man/ man3c/i swascii.3c target=i swal pha. 3c
877 |ink path=usr/share/ man/ man3c/ i swbl ank. 3c t arget =i swal pha. 3¢
878 |ink path=usr/share/ man/ man3c/i swbl ank_| . 3c target =i swal pha. 3c
879 |ink path=usr/share/ man/ man3c/i swentrl.3c target=i swal pha. 3c
880 |ink path=usr/share/ man/ man3c/iswentrl _|.3c target=i swal pha. 3c
881 |ink path=usr/share/ man/ man3c/i swctype_| . 3c target=i swctype. 3¢
882 |ink path=usr/share/ man/ man3c/i swdi git.3c target=i swal pha. 3c
883 | i nk path=usr/share/ man/ man3c/iswdigit_|.3c target=i swal pha. 3c
884 |ink path=usr/share/ man/ man3c/ i swgr aph. 3c target =i swal pha. 3c
885 |ink path=usr/share/ man/ man3c/i swgraph_| . 3c target =i swal pha. 3¢
886 |ink path=usr/share/ man/ man3c/ i swhexnunber. 3c target =i swal pha. 3c
887 |ink path=usr/share/ man/ man3c/i swhexnunber_| . 3c target=i swal pha. 3c
888 | i nk path=usr/share/ man/ man3c/i swi deogram 3c t ar get =i swal pha. 3c
889 |ink path=usr/share/ man/ nan3c/i swi deogram | . 3c target =i swal pha. 3c
890 |ink path=usr/share/ man/ man3c/i swl ower. 3c target =i swal pha. 3c
891 |ink path=usr/share/ man/ man3c/i sw ower _| . 3c target =i swal pha. 3c
892 |ink path=usr/share/ man/ man3c/i swnunber. 3c t arget =i swal pha. 3c
893 | i nk path=usr/share/ man/ man3c/i swnunber _| . 3c t arget =i swal pha. 3c
894 |ink path=usr/share/ man/ man3c/ i swphonogram 3c t arget =i swal pha. 3¢
895 |ink path=usr/share/ man/ man3c/i swphonogram | . 3c target =i swal pha. 3c
896 |ink path=usr/share/ man/ man3c/i swprint.3c target=i swal pha. 3c
897 |ink path=usr/share/ man/ man3c/i swprint_|.3c target=iswal pha. 3c
898 |ink path=usr/share/ man/ man3c/i swpunct. 3c target =i swal pha. 3c
899 |ink path=usr/share/ man/ man3c/i swpunct _| . 3c target =i swal pha. 3c
900 |ink path=usr/share/ man/ man3c/ i swspace. 3c target =i swal pha. 3c
901 |ink path=usr/share/ man/ man3c/i swspace_| . 3c target =i swal pha. 3¢
902 |ink path=usr/share/ man/ man3c/ i swspeci al . 3c target =i swal pha. 3¢
903 |ink path=usr/share/ man/ man3c/i swspeci al _| . 3c target =i swal pha. 3c
904 |ink path=usr/share/ man/ man3c/i swupper. 3c target =i swal pha. 3c
905 |ink path=usr/share/ man/ man3c/ i swupper _| . 3c target =i swal pha. 3¢
906 |ink path=usr/share/ man/ man3c/i swxdi git.3c target=i swal pha. 3c
907 |ink path=usr/share/ man/ man3c/i swxdigit_|.3c target=iswal pha. 3c
908 | i nk path=usr/share/ man/ man3c/i sxdi git.3c target=ctype. 3c
909 |ink path=usr/share/ man/ man3c/isxdigit_|.3c target=ctype.3c
910 |ink path=usr/share/ man/ man3c/ jrand48. 3c tar get =dr and48. 3c
911 link path=usr/share/ man/ man3c/| 64a. 3c target=a64l.3c
912 |ink path=usr/share/ man/ man3c/| abs. 3c target =abs. 3c
913 | i nk path=usr/share/ man/ man3c/| cong48. 3c t ar get =dr and48. 3c
914 1ink path=usr/share/ man/ man3c/ | di v. 3c target=div. 3¢
915 |ink path=usr/share/ man/ man3c/|find. 3c target=lsearch. 3c
916 |ink path=usr/share/ man/ man3c/ || abs. 3c target=abs. 3c
917 |ink path=usr/share/ man/ man3c/ || div. 3c target=div.3c
918 |ink path=usr/share/ man/ man3c/Iltostr.3c target=strtol.3c
919 link path=usr/share/ man/ man3c/ | ocal ti ne.3c target=ctine. 3c
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i nk pat h=usr/share/ man/ man3c/ nkfifoat. 3c target
i nk pat h=usr/ shar e/ man/ man3c/ nkdt enp. 3c t ar get =nkst enp. 3c
i nk pat h=usr/ shar e/ man/ man3c/ nkost enp. 3c tar get
i nk pat h=usr/shar e/ man/ man3c/ nkost enps. 3c t ar get =nkst enp. 3¢

i nk pat h=usr/shar e/ man/ man3c/ nkst enps. 3c target
i nk pat h=usr/share/ man/ man3c/ ng_rel ti medrecei ve_np. 3c target=nqg_recei ve. 3c
i nk pat h=usr/share/ man/ man3c/ ng_r el ti medsend_np. 3c target=ng_send. 3c

i nk pat h=usr/shar e/ man/ man3c/ ng_t i nedr ecei ve. 3c target=ny_recei ve. 3¢

i nk pat h=usr/share/ man/ man3c/ ng_t i medsend. 3c target
i nk pat h=usr/ shar e/ man/ man3c/ nr and48. 3c t ar get =dr and48. 3c
i nk pat h=usr/ shar e/ man/ man3c/ nunl ock. 3c t arget =ni ock. 3c

i nk pat h=usr/shar e/ man/ man3c/ nunl ockal I .
i nk pat h=usr/shar e/ man/ man3c/ nut ex_consi stent.3c target=nutex_init.3c
i nk pat h=usr/shar e/ man/ man3c/ nut ex_destroy. 3c target=nutex_init. 3c

i nk pat h=usr/ shar e/ man/ man3c/ nut ex_| ock. 3c target
i nk pat h=usr/share/ man/ man3c/ nutex_tryl ock.3c target=nutex_init.3c
i nk pat h=usr/shar e/ man/ man3c/ nut ex_unl ock. 3c target
i nk pat h=usr/share/ man/ man3c/ nftw 3c target=ftw 3c
i nk pat h=usr/shar e/ man/ man3c/ ngettext. 3c target
i nk pat h=usr/shar e/ man/ man3c/ nl _|
i nk pat h=usr/shar e/ man/ man3c/ nr and48. 3c t ar get =dr and48. 3c

i nk pat h=usr/shar e/ man/ man3c/ openl og. 3c target =sysl og. 3c

i nk pat h=usr/ shar e/ man/ man3c/ pcl ose. 3c tar get =popen. 3c

i nk pat h=usr/ shar e/ man/ man3c/ port _di ssoci ate. 3c target=port_associ ate. 3c
i nk pat h=usr/share/ man/ man3c/ port _getn. 3c target=port_get. 3c

i nk pat h=usr/shar e/ man/ man3c/ port _sendn. 3c target
i nk pat h=usr/ shar e/ man/ man3c/ posi x_spawn_fi | e_acti ons_addopen. 3c \

i nk pat h=usr/share/ man/ man3c/| ocal ti me_r. 3c target=ctine.3c
i nk pat h=usr/shar e/ man/ man3c/ | ongj np. 3c target=setjnp. 3c

i nk pat h=usr/share/ man/ man3c/ | rand48. 3c target =drand48. 3c

i nk pat h=usr/ shar e/ man/ man3c/ nmgj or . 3c t ar get =makedev. 3c

i nk pat h=usr/ shar e/ man/ man3c/ nbl en_| .
i nk pat h=usr/share/ man/ man3c/ nbrlen_I .
i nk pat h=usr/ share/ man/ man3c/ nbrtowc_| .
i nk pat h=usr/share/ man/ man3c/ nbsinit_|.
i nk pat h=usr/ shar e/ man/ man3c/ nbsnrtowcs. 3c target
i nk pat h=usr/shar e/ man/ man3c/ nbsnrtowcs_|I .
i nk pat h=usr/shar e/ man/ man3c/ nbsrtowcs_1I .
i nk pat h=usr/shar e/ man/ man3c/ nbst owcs. 3c target =nbsrtowcs. 3¢
i nk pat h=usr/ shar e/ man/ man3c/ nbst owcs_| .
i nk pat h=usr/shar e/ man/ man3c/ nbt owc_| .
i nk pat h=usr/shar e/ man/ man3c/ menal i gn. 3c target
i nk pat h=usr/shar e/ man/ man3c/ nenbar _consuner . 3c tar get =nenbar _ops. 3¢
i nk pat h=usr/ shar e/ man/ man3c/ nenbar _enter. 3c target
i nk pat h=usr/shar e/ man/ man3c/ menbar _exi t.
i nk pat h=usr/shar e/ man/ man3c/ menbar
i nk pat h=usr/shar e/ man/ man3c/ nentcpy. 3c target=nenory. 3c
i nk pat h=usr/ shar e/ man/ man3c/ menchr. 3c target=nenory. 3c

i nk pat h=usr/shar e/ man/ man3c/ nentnp. 3c target =nenory. 3c

i nk pat h=usr/ shar e/ man/ man3c/ nentpy. 3c target =nenory. 3c

i nk pat h=usr/ shar e/ man/ man3c/ nermem 3c t ar get =nenory. 3¢

i nk pat h=usr/ shar e/ man/ man3c/ nemmove. 3c target =nenory. 3c
i nk pat h=usr/ shar e/ man/ man3c/ nenset . 3c target=nenory. 3c

3c target=nbl en. 3c

3c target=nbrlen. 3c

3c target=nbrtowc. 3c

3c target=nbsinit.3c
=nbsrtowcs. 3c
3c target=nbsrtowcs. 3c
3c target=nbsrtows. 3c

3c target=nbsrtowcs. 3c
3c target=nbtowc. 3c
=mal | oc. 3c

=menbar _ops. 3c
3c target=nmenbar_ops. 3c
_producer. 3c target =menbar_ops. 3c

nk pat h=usr/shar e/ man/ man3c/ m nor. 3c target =nakedev. 3c
=nkfifo.3c

=nkst enp. 3c
=nkst enp. 3c

=ng_send. 3c

3c target=niockall.3c

=nmutex_init.3c
=rmutex_init.3c

=gettext.3c

I angi nfo_l.3c target=nl_| angi nfo. 3c

=port_send. 3c

target =posi x_spawn_fil e_acti ons_addcl ose. 3c

nk pat h=usr/shar e/ man/ man3c/ posi x_spawn_file_actions_init.
t ar get =posi x_spawn_fil e_acti ons_destroy. 3¢c_

nk pat h=usr/ shar e/ man/ man3c/ posi x_spawnattr_init.3c \
tar get =posi x_spawnat tr_destroy. 3c

nk pat h=usr/shar e/ man/ man3c/ posi x_spawnattr_setfl ags. 3c \
t ar get =posi x_spawnattr_getfl ags. 3c

nk pat h=usr/shar e/ man/ man3c/ posi x_spawnat t r _set pgr oup. 3c \
tar get =posi x_spawnat t r _get pgr oup. 3c

nk pat h=usr/shar e/ man/ man3c/ posi x_spawnat tr _set schedparam 3c \
t ar get =posi x_spawnat t r _get schedpar am 3c

nk pat h=usr/shar e/ man/ man3c/ posi x_spawnat tr _set schedpol i cy. 3c \

3c \
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986 target =posi x_spawnat tr _get schedpol i cy. 3¢
987 |ink path=usr/share/ man/ man3c/ posi x_spawnat tr_setsi gdefaul t.3c \
988 t ar get =posi x_spawnat t r _get si gdef aul t. 3c
989 |ink path=usr/share/ man/ man3c/ posi x_spawnattr_set si gi gnore_np. 3c \
990 t ar get =posi x_spawnat t r _get si gi gnor e_np. 3c
991 |ink path=usr/share/ man/ man3c/ posi X_spawnattr_set si gmask. 3¢ \
992 tar get =posi x_spawnat t r _get si gmask. 3c
993 | i nk path=usr/share/ man/ man3c/ posi x_spawnp. 3c tar get =posi x_spawn. 3c
994 |ink path=usr/share/ man/ man3c/ pri ntstack. 3c target=wal kcont ext. 3c
995 |ink path=usr/share/ man/ man3c/ priv_al |l ocset.3c target=priv_addset.3c
996 |ink path=usr/share/ man/ man3c/ pri v_basi cset.3c target=priv_addset. 3c
997 |ink path=usr/share/ man/ man3c/ pri v_copyset. 3c target=priv_addset. 3c
998 |ink path=usr/share/ man/ man3c/ priv_defaul tset.3c target=priv_addset.3c
999 #endif /* ! codereview */
1000 Iink path=usr/share/ man/ man3c/ priv_del set.3c target=priv_addset.3c
1001 |ink path=usr/share/ man/ man3c/ priv_enptyset.3c target=priv_addset. 3c
1002 |ink path=usr/share/ man/ man3c/priv_fillset.3c target=priv_addset.3c
1003 |ink path=usr/share/ man/ man3c/priv_freeset.3c target=priv_addset. 3c
1004 1ink path=usr/share/ man/ man3c/ priv_get bynane. 3c target=priv_str_to_set. 3c
1005 |ink path=usr/share/ man/ man3c/ pri v_get bynum 3c target=priv_str_to_set.3c
1006 |ink path=usr/share/ man/ man3c/ pri v_getset bynanme. 3c target=priv_str_to_set.3c
1007 |ink path=usr/share/ man/ man3c/ priv_get set bynum 3c target=priv_str_to_set.3c
1008 |ink path=usr/share/ man/ man3c/priv_gettext.3c target=priv_str_to_set.3c
1009 |ink path=usr/share/ man/ man3c/priv_i neffect.3c target=priv_set. 3c
1010 |ink path=usr/share/ man/ man3c/ priv_i ntersect.3c target=priv_addset. 3c
1011 |ink pat h=usr/share/ man/ man3c/ priv_i nverse. 3c target=priv_addset. 3c
1012 |ink path=usr/share/ man/ man3c/ priv_i senptyset.3c target=priv_addset. 3c
1013 link path=usr/share/ man/ man3c/ priv_i sequal set.3c target=priv_addset. 3c
1014 |ink pat h=usr/share/ man/ man3c/priv_isful |l set.3c target=priv_addset. 3c
1015 |ink pat h=usr/share/ man/ man3c/ priv_i smenber. 3c target=priv_addset. 3c
1016 |ink path=usr/share/ man/ man3c/ priv_i ssubset. 3c target=priv_addset. 3c
1017 link path=usr/share/ man/ man3c/ priv_set_to_str.3c target=priv_str_to_set.3c
1018 |ink pat h=usr/share/ man/ man3c/ priv_uni on. 3c target=priv_addset. 3c
1019 |ink pat h=usr/share/ man/ man3c/ psel ect. 3c target =sel ect. 3c
1020 |ink path=usr/share/ man/ man3c/ psi gi nf o. 3c target =psi gnal . 3c
1021 link path=usr/share/ man/ man3c/ pthread_attr_destroy. 3c \
1022 target=pthread_attr_init.3c
1023 |ink pat h=usr/share/ man/ man3c/ pthread_attr_setdetachstate. 3c \
1024 target =pt hread_attr_getdetachstate. 3c
1025 |ink path=usr/share/ man/ man3c/ pt hread_attr_set guardsi ze. 3c \
1026 target =pt hread_attr_get guardsi ze. 3c
1027 1ink path=usr/share/ man/ man3c/ pthread_attr_setinheritsched. 3c \
1028 target =pt hread_attr_getinheritsched. 3c
1029 1ink path=usr/share/ man/ man3c/ pt hread_attr_set schedparam 3c \
1030 target =pt hread_attr_get schedparam 3c
1031 |ink pat h=usr/share/ man/ man3c/ pt hread_attr_set schedpolicy. 3c \
1032 target=pthread_attr_getschedpolicy.3c
1033 |ink path=usr/share/ man/ man3c/ pthread_attr_set scope. 3c \
1034 target =pt hread_attr_get scope. 3¢
1035 |ink pat h=usr/share/ man/ man3c/ pthread_attr_setstack.3c \
1036 target=pthread_attr_getstack. 3c
1037 |ink path=usr/share/ man/ man3c/ pt hread_attr_set st ackaddr. 3c \
1038 target =pt hread_attr_get stackaddr. 3c
1039 |ink pat h=usr/share/ man/ man3c/ pt hread_attr_set stacksi ze. 3c \
1040 target=pthread_attr_getstacksize. 3c
1041 1ink path=usr/share/ man/ man3c/ pt hread_barrier_init.3c \
1042 target =pt hread_barrier_destroy. 3¢c™
1043 link path=usr/share/ man/ man3c/ pt hread_barrierattr_init.3c \
1044 target=pthread_barrierattr_destroy. 3c
1045 |ink path=usr/share/ man/ man3c/ pthread_barrierattr_setpshared. 3c \
1046 target=pt hread_barrierattr_get pshared. 3c
1047 link path=usr/shar e/ man/ man3c/ pthread cond_broadcast. 3c \
1048 target =pt hread_cond_si gnal .
1049 |ink path=usr/share/ man/ man3c/ pt hread_cond_dest roy.3c \
1050 target =pt hread_cond_init. 3c
1051 |ink path=usr/share/ man/ man3c/ pt hread_cond_rel ti nedwai t _np. 3¢ \
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target=pthread_cond_wait. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_cond_ti medwai t. 3c \
target=pthread_cond_wait. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_condat tr_destroy. 3c \
target=pthread_condattr_init.3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_condat tr _set cl ock. 3c \
target =pt hread_condat t r _get cl ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_condat tr_set pshared. 3c \
target =pt hread_condat t r_get pshared. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_key_create_once_np. 3c \
t ar get =pt hr ead_key_create. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut ex_destroy. 3c \
target=pthread_nmutex_init.3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_nut ex_rel ti nedl ock_np. 3c \
tar get =pt hread_mut ex_t i medl ock. 3¢

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut ex_set pri ocei l i ng. 3c \
target =pt hread_nut ex_get pri ocei |l i ng. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut ex_tryl ock. 3c \
t ar get =pt hr ead_nut ex_| ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut ex_unl ock. 3c \
target =pt hread_nut ex_| ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut exattr _destroy. 3c \
target =pt hread_nutexattr_init.3c

nk pat h=usr/ shar e/ man/ man3c/ pt hr ead_nut exat tr _set pri ocei | i ng. 3c \
target =pt hread_nut exattr_getprioceiling.3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_nut exattr_set protocol . 3c \
t ar get =pt hr ead_mut exat t r _get pr ot ocol . 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_nut exattr _set pshared. 3c \
target =pt hread_nut exat t r _get pshar ed. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_nut exattr_setrobust. 3c \
target =pt hread_mut exat tr_get r obust. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_nut exattr_settype. 3c \
target =pt hread_nut exattr_gettype. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ock_destroy. 3c \
target =pt hread_rw ock_init.3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ock_rel ti nedrdl ock_np. 3c \
target =pthread_rw ock_ti nedrdl ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ock_rel ti medw | ock_np. 3c \
target =pt hread_rw ock_ti medwr | ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ock_tryrdl ock. 3c \
target =pt hread_rw ock_rdl ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ock_t rywr | ock. 3c \
tar get =pt hread_rw ock_wr | ock. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ockattr_destroy. 3c \
target=pthread_rw ockattr_init.3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_rw ockattr_set pshared. 3c \
target=pthread_rw ockattr_get pshared. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_set concurrency. 3c \
tar get =pt hr ead_get concurrency. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_set schedparam 3c \
tar get =pt hr ead_get schedpar am 3c

nk pat h=usr/shar e/ man/ man3c/ pt hr ead_set speci fic. 3c \
t ar get =pt hr ead_get speci fic. 3¢

nk pat h=usr/shar e/ man/ man3c/ pthread_spin_init.3c \
target =pt hread_spi n_destroy. 3c

nk pat h=usr/shar e/ man/ man3c/ pt hread_spi n_tryl ock. 3c \
t ar get =pt hr ead_spi n_| ock. 3¢

nk pat h=usr/ shar e/ man/ man3c/ put c. 3c target =f put c. 3c

nk pat h=usr/shar e/ man/ man3c/ put c_unl ocked. 3c target =f putc. 3c

nk pat h=usr/shar e/ man/ man3c/ put char. 3c target=fputc. 3c

nk pat h=usr/shar e/ man/ man3c/ put char _unl ocked. 3c t arget=fputc. 3c

nk pat h=usr/shar e/ man/ man3c/ put mt ent. 3c target =get mnt ent . 3c

nk pat h=usr/share/ man/ man3c/ pututline. 3c target=getutent.3c

nk pat h=usr/shar e/ man/ man3c/ put ut x| i ne. 3c t ar get =get ut xent . 3c

nk pat h=usr/shar e/ man/ man3c/ put w. 3c target =f putc. 3c

nk pat h=usr/shar e/ man/ man3c/ put wc. 3c t ar get =f put we. 3c
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1118
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i nk pat h=usr/ shar e/ man/ man3c/ put wchar . 3c tar get =f put wc. 3c
i nk pat h=usr/shar e/ man/ man3c/ geconvert. 3c target=econvert. 3c

nk pat h=usr/shar e/ man/ man3c/ qf convert. 3c target =econvert. 3c

i nk pat h=usr/ shar e/ man/ man3c/ qgconvert. 3c target=econvert. 3c
i nk pat h=usr/ shar e/ man/ man3c/ quadr upl e_t o_deci mal . 3c

target=fl oating_to_deci mal.3c
i nk pat h=usr/shar e/ man/ man3c/rand_r. 3c target=rand. 3c
i nk pat h=usr/shar e/ man/ man3c/ rct| bl k_get _enf orced_val ue. 3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_get _firing_tine.3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/share/ man/ man3c/rctl bl k_get _gl obal _action. 3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_get _gl obal _fl ags. 3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/share/ man/ man3c/rctl bl k_get _| ocal _action. 3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_get _| ocal _fl ags. 3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/share/ man/ man3c/rctl bl k_get _privil ege. 3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/ rctl bl k_get _reci pi ent _pid. 3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/share/ man/ man3c/rctl bl k_get _val ue. 3c target=rctl bl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_set_| ocal _action. 3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_set | ocal _flags.3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/shar e/ man/ man30/ rctl bl k_set_privilege.3c \
target=rctlbl k_set_val ue. 3c
nk pat h=usr/share/ man/ man3c/rctl bl k_set _reci pi ent_pid.3c \
target=rctl bl k_set_val ue. 3¢
nk pat h=usr/share/ man/ man3c/rctl bl k_si ze. 3c target=r ctl bI k_set _val ue. 3¢
nk pat h=usr/shar e/ man/ man3c/ re_exec. 3c target=re_conp. 3
nk pat h=usr/shar e/ man/ man3c/ readdir_r.3c target=readdir. 3c
nk pat h=usr/shar e/ man/ man3c/ real | oc. 3c target=nalloc. 3¢
nk pat h=usr/share/ man/ man3c/regerror. 3c target=regconp. 3c
nk pat h=usr/shar e/ man/ man3c/regex. 3c target=regcnp. 3c
nk pat h=usr/shar e/ man/ man3c/ r egexec. 3c target=regconp. 3c
nk pat h=usr/shar e/ man/ man3c/ regfree. 3c target=regconp. 3c
nk pat h=usr/shar e/ man/ man3c/ rengue. 3c tar get =i nsque. 3c
nk pat h=usr/share/ man/ man3c/reset mttab. 3c target=get nmtent. 3c
nk pat h=usr/shar e/ man/ man3c/ ri ndex. 3c target =i ndex. 3c
nk pat h=usr/shar e/ man/ man3c/rw_rdl ock. 3c target=rw ock. 3c
nk pat h=usr/shar e/ man/ man3c/rw_tryrdl ock. 3c target=rw ock. 3c
nk pat h=usr/share/ man/ man3c/rw_tryw | ock. 3c target=rw ock. 3c
nk pat h=usr/shar e/ man/ man3c/rw_unl ock. 3c target=rw ock. 3c
nk pat h=usr/shar e/ man/ man3c/ rw_w | ock. 3c target=rw ock. 3c
nk pat h=usr/shar e/ man/ man3c/ rw ock_destroy. 3c target=rw ock. 3c
nk pat h=usr/share/ man/ man3c/rw ock_i ni t. 3c target=rw ock. 3c
nk pat h=usr/share/ man/ man3c/ sched_get _priority_mn.3c \
target =sched_get _priority_max. 3c
nk pat h=usr/shar e/ man/ man3c/ schedct| _exit.3c target=schedct| _init.3c
nk pat h=usr/ shar e/ man/ man3c/ schedct | _| ookup. 3c target =schedct| _i m t.3c
nk pat h=usr/ shar e/ man/ man3c/ schedct | _start. 3c target =schedct | _| nit.3c
nk pat h=usr/shar e/ man/ man3c/ schedct | _st op. 3c target =schedct| _init. 3c
nk pat h=usr/shar e/ man/ man3c/ seconvert. 3c target =econvert. 3c
nk pat h=usr/shar e/ man/ man3c/ seed48. 3c t ar get =dr and48. 3c
nk pat h=usr/share/ man/ man3c/ semrel ti medwai t _np. 3c target=sem ti medwait. 3c
nk pat h=usr/shar e/ man/ man3c/sem trywait.3c target=semwait. 3c
nk pat h=usr/shar e/ man/ man3c/ sema_destroy. 3c t ar get =senaphor e. 3c
nk pat h=usr/shar e/ man/ man3c/ sema_i ni t. 3c target =semaphore. 3c
nk pat h=usr/shar e/ man/ man3c/ sema_post . 3c tar get =semaphore. 3c
nk pat h=usr/shar e/ man/ man3c/ sema_trywai t. 3c target =semaphore. 3c
nk pat h=usr/shar e/ man/ man3c/ sema_wai t . 3c t ar get =senaphore. 3c
nk pat h=usr/share/ man/ man3c/setattrat.3c target=fgetattr. 3c
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pat h=usr/ shar e/ man/ man3c/ set grent . 3c tar get =get gr nam 3c
pat h=usr/ shar e/ man/ man3c/ set host nane. 3c t ar get =get host nane. 3¢
pat h=usr/ shar e/ man/ man3c/ set| i nebuf . 3c target=setbuffer.3c
pat h=usr/ shar e/ man/ man3c/ set | ogmask. 3c t ar get =sysl og. 3c
pat h=usr/ shar e/ man/ man3c/ set net grent . 3c target =get netgrent. 3c
pat h=usr/ shar e/ man/ man3c/ setpriority.3c target=getpriority.3c
pat h=usr/ shar e/ man/ man3c/ set pr ognane. 3c t ar get =get pr ognane. 3¢
pat h=usr/ shar e/ man/ man3c/ set pwent . 3c t ar get =get pwnam 3c
pat h=usr/ shar e/ man/ man3c/ set spent . 3c t ar get =get spnam 3c
pat h=usr/ shar e/ man/ man3c/ set st at e. 3c t ar get =random 3c
pat h=usr/ shar e/ man/ man3c/ set t i neof day. 3c t arget =getti nmeof day. 3¢
pat h=usr/ shar e/ man/ man3c/ set user shel | . 3c t arget =get usershel | . 3¢
pat h=usr/ shar e/ man/ man3c/ set ut ent. 3c target =get utent. 3c
pat h=usr/ shar e/ man/ man3c/ set ut xent . 3c t ar get =get ut xent. 3c
pat h=usr/ shar e/ man/ man3c/ set vbuf . 3c target =set buf. 3c
pat h=usr/ shar e/ man/ man3c/ sf convert. 3c target=econvert. 3c
pat h=usr/ shar e/ man/ man3c/ sgconvert. 3c target=econvert. 3c
pat h=usr/ shar e/ man/ man3c/ si g2str. 3c target=str2sig. 3c
pat h=usr/ shar e/ man/ man3c/ si gaddset . 3c t ar get =si gset ops. 3¢
pat h=usr/ shar e/ man/ man3c/ si gdel set. 3c target=si gset ops. 3¢
pat h=usr/ shar e/ man/ man3c/ si genpt yset. 3c target =si gset ops. 3c
pat h=usr/ shar e/ man/ man3c/ si gfi |l | set. 3c target=si gsetops. 3c
pat h=usr/ shar e/ man/ man3c/ si ghol d. 3c target=si gnal . 3c
pat h=usr/ shar e/ man/ man3c/ si gi gnor e. 3c target=si gnal . 3c
pat h=usr/ shar e/ man/ man3c/ si gi smenber . 3c t ar get =si gset ops. 3¢
pat h=usr/ shar e/ man/ man3c/ si gl ongj np. 3c target=set| np. 3c
pat h=usr/ shar e/ man/ man3c/ si gpause. 3c target =si gnal . 3c
pat h=usr/ shar e/ man/ man3c/ si grel se. 3c target=signal.3c
pat h=usr/ shar e/ man/ man3c/ si gset. 3c target =si gnal . 3c
pat h=usr/ shar e/ man/ man3c/ si gsetj np. 3c target=setjnp. 3c
pat h=usr/ shar e/ man/ man3c/ si gt i nedwai t . 3c t arget=si gwai ti nfo. 3c
pat h=usr/ shar e/ man/ man3c/ si ngl e_t o_deci nal . 3c \
target=fl oating_to_deci mal . 3c
pat h=usr/ shar e/ man/ man3c/ snprintf.3c target=printf.3c
pat h=usr/ shar e/ man/ man3c/sprintf.3c target=printf.3c
pat h=usr/ shar e/ man/ man3c/ srand. 3c target=rand. 3c
pat h=usr/ shar e/ man/ man3c/ sr and48. 3c t ar get =dr and48. 3c
pat h=usr/ shar e/ man/ man3c/ srandom 3c tar get =random 3c
pat h=usr/ shar e/ man/ man3c/ sscanf . 3c target =scanf. 3c
pat h=usr/ shar e/ man/ man3c/ stderr. 3c target=stdio.3c
pat h=usr/ shar e/ man/ man3c/ stdi n. 3c target=stdi 0. 3c
pat h=usr/ shar e/ man/ man3c/ st dout . 3c target =stdi 0. 3c
pat h=usr/ shar e/ man/ man3c/ st pcpy. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st pncpy. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st rcasecnp. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcasecnp_| . 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcasestr. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcasestr_|.3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcat. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strchr. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strchrnul . 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcnp. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/strcol | _I.3c target=strcoll. 3c
pat h=usr/ shar e/ man/ man3c/ strcpy. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strcspn. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st rdup. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st rdupa. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/strerror_| .3c target=strerror. 3c
pat h=usr/ shar e/ man/ man3c/strerror_r.3c target=strerror. 3c
pat h=usr/ shar e/ man/ man3c/ strfnon_| . 3c target=strfnon. 3c
pat h=usr/share/ man/ man3c/strftine_|.3c target=strftime.3c
pat h=usr/shar e/ man/ man3c/ strl cat.3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strl cpy. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ strl en. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st rncasecnp. 3c target=string. 3c
pat h=usr/ shar e/ man/ man3c/ st rncasecnp_| . 3c target=string. 3c
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1250 |ink pat h=usr/share/ man/ man3c/strncat. 3c target=string. 3c

1251 |ink path=usr/share/ man/ man3c/ strncnp. 3c target=string. 3c

1252 |ink path=usr/share/ man/ man3c/ strncpy. 3c target=string. 3c

1253 |ink pat h=usr/share/ man/ man3c/ strndup. 3c target=string. 3c

1254 |ink pat h=usr/share/ man/ man3c/ strndupa. 3c target=string. 3c

1255 |ink path=usr/share/ man/ man3c/strnl en. 3c target=string.3c

1256 |ink path=usr/share/ man/ man3c/strnstr.3c target=string. 3c

1257 |ink pat h=usr/share/ man/ man3c/ strpbrk. 3c target=string. 3c

1258 |ink pat h=usr/share/ man/ man3c/strptinme_|.3c target=strptine.3c

1259 |ink path=usr/share/ man/ man3c/strrchr.3c target=string. 3c

1260 |ink path=usr/share/ man/ man3c/ strsep. 3c target=string. 3c

1261 link path=usr/share/ man/ man3c/ strspn. 3c target=string. 3c

1262 |ink path=usr/share/ man/ man3c/strstr.3c target=string. 3c

1263 |ink path=usr/share/ man/ man3c/strtof.3c target=strtod. 3c

1264 1ink path=usr/share/ man/ man3c/ strtok. 3c target=string. 3c

1265 |ink path=usr/share/ man/ man3c/strtok_r.3c target=string. 3c

1266 |ink path=usr/share/ man/ man3c/strtol d.3c target=strtod. 3c

1267 |ink path=usr/share/ man/ man3c/strtoll.3c target=strtol.3c

1268 |ink path=usr/share/ man/ man3c/strtoul | .3c target=strtoul.3c

1269 |ink pat h=usr/share/ man/ man3c/ strtounax. 3c target=strtoi nax. 3c

1270 |ink pat h=usr/share/ man/ man3c/strxfrml.3c target=strxfrm 3c

1271 1ink path=usr/share/ man/ man3c/ swapcont ext . 3c t ar get =makecont ext. 3c

1272 1ink path=usr/share/ man/ man3c/ swprintf.3c target=fwprintf.3c

1273 1ink pat h=usr/share/ man/ man3c/ swscanf. 3c target =fwscanf. 3c

1274 1ink pat h=usr/share/ man/ man3c/tdel ete. 3c target =tsearch. 3c

1275 |ink pat h=usr/share/ man/ man3c/t enpnam 3c t ar get =t npnam 3c

1276 1ink path=usr/share/ man/ man3c/t ext donai n. 3c target =gettext. 3c

1277 1ink path=usr/share/ man/ man3c/tfind. 3c target=tsearch. 3c

1278 |ink pat h=usr/share/ man/ man3c/thr_continue. 3c target=thr_suspend. 3c

1279 |ink pat h=usr/share/ man/ man3c/thr_getspecific.3c target=thr_keycreate.3c
1280 |ink path=usr/share/ man/ man3c/thr_keycreat e_once. 3c target =t hr_keycreate. 3c
1281 link path=usr/share/ man/ man3c/t hr_set concurrency. 3c \

1282 target =t hr_getconcurrency. 3c

1283 |ink pat h=usr/share/ man/ man3c/thr_setprio.3c target=thr_getprio.3c

1284 1ink path=usr/share/ man/ man3c/thr_set speci fic.3c target=thr_keycreate.3c
1285 |ink path=usr/share/ man/ man3c/ti nmer_getoverrun. 3c target=tiner_settinme. 3c
1286 |ink path=usr/share/ man/ man3c/timer_gettine.3c target=ti mer_settinme. 3c
1287 |ink path=usr/share/ man/ man3c/tinmerclear.3c target=timeradd. 3c

1288 |ink path=usr/share/ man/ man3c/ti nercnp. 3c target=timeradd. 3c

1289 |ink path=usr/share/ man/ man3c/tinerfd_gettine.3c target=timerfd_create. 3c
1290 link path=usr/share/ man/ man3c/tinerfd_settine.3c target=ti merfd_create. 3c
1291 |ink path=usr/share/ man/ man3c/timeri sset.3c target=ti meradd. 3c

1292 |ink path=usr/share/ man/ man3c/ti nersub. 3c target=timeradd. 3c

1293 |ink path=usr/share/ man/ man3c/t npnamr. 3c target =t npnam 3c

1294 1ink path=usr/share/ man/ man3c/tol ower _| . 3c target=tol ower. 3c

1295 |ink pat h=usr/share/ man/ man3c/t oupper _| . 3c target =t oupper. 3c

1296 |ink pat h=usr/share/ man/ man3c/towctrans. 3c target=wctrans. 3c

1297 |ink path=usr/share/ man/ man3c/towctrans_| .3c target=wctrans. 3c

1298 |ink path=usr/share/ man/ man3c/tow ower _| . 3c target=tow ower. 3c

1299 |ink pat h=usr/share/ man/ man3c/t owupper _| . 3c target =t omupper. 3c

1300 |ink path=usr/share/ man/ man3c/ttynane_r.3c target=ttynane. 3c

1301 |ink path=usr/share/ man/ man3c/twal k. 3c t ar get =t search. 3c

1302 |ink path=usr/share/ man/ man3c/tzset.3c target=ctine.3c

1303 |ink pat h=usr/share/ man/ man3c/ uconv_ul6t ou8. 3c tar get =uconv_ul6t ou32. 3c
1304 |ink pat h=usr/share/ man/ man3c/ uconv_u32t oul6. 3c target =uconv_ul6tou32. 3c
1305 |ink path=usr/share/ man/ man3c/ uconv_u32t ou8. 3c t ar get =uconv_ul6t ou32. 3c
1306 |ink path=usr/share/ man/ man3c/ uconv_u8t oul6. 3c target =uconv_ul6t ou32. 3c
1307 |ink pat h=usr/share/ man/ man3c/ uconv_u8t ou32. 3c target =uconv_ul6t ou32. 3c
1308 |ink pat h=usr/share/ man/ man3c/ ucred_free. 3c target=ucred. 3c

1309 |ink path=usr/share/ man/ man3c/ ucred_get. 3c target=ucred. 3c

1310 |ink path=usr/share/ man/ man3c/ ucr ed_get egi d. 3c t ar get =ucr ed. 3¢

1311 link path=usr/share/ man/ man3c/ ucr ed_get eui d. 3c t ar get =ucred. 3¢

1312 |ink pat h=usr/share/ man/ man3c/ ucr ed_get groups. 3c tar get =ucred. 3c

1313 |ink path=usr/share/ man/ man3c/ ucred_get | abel . 3c t arget=ucred. 3c

1314 1ink path=usr/share/ man/ man3c/ ucr ed_get pfl ags. 3c target =ucred. 3c

1315 link pat h=usr/share/ man/ man3c/ ucred_get pi d. 3c target =ucred. 3c
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1316
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1338
1339
1340
1341
1342
1343
1344
1345
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1347
1348
1349
1350
1351
1352
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1355
1356
1357
1358
1359
1360
1361
1362
1363
1364
1365
1366
1367
1368
1369
1370
1371
1372
1373
1374
1375
1376
1377
1378
1379
1380
1381

pat h=usr/ shar e/ man/ man3c/ ucred_get pri vset. 3c target=ucred. 3c
pat h=usr/ shar e/ man/ man3c/ ucr ed_get proj i d. 3c target=ucred. 3c
pat h=usr/ shar e/ man/ man3c/ ucred_getrgi d. 3c target=ucred. 3c
pat h=usr/ shar e/ man/ man3c/ ucred_get rui d. 3c target =ucred. 3c
pat h=usr/ shar e/ man/ man3c/ ucr ed_get sgi d. 3c tar get =ucr ed. 3c
pat h=usr/ shar e/ man/ man3c/ ucr ed_get sui d. 3c t ar get =ucr ed. 3¢
pat h=usr/ shar e/ man/ man3c/ ucr ed_get zonei d. 3c t ar get =ucred. 3¢
pat h=usr/ shar e/ man/ man3c/ ucr ed_si ze. 3c target=ucred. 3c

pat h=usr/ shar e/ man/ man3c/ ul ckpwdf . 3c target =l ckpwdf . 3c

pat h=usr/shar e/ man/ man3c/ ul [ tostr.3c target=strtol. 3c

pat h=usr/ shar e/ man/ man3c/ unor der ed. 3c t arget =i snand. 3c

pat h=usr/ shar e/ man/ man3c/ updwt np. 3c t ar get =get ut xent . 3¢

pat h=usr/ shar e/ man/ man3c/ updwt npx. 3c t ar get =get ut xent . 3c
pat h=usr/ shar e/ man/ man3c/ ut npnane. 3c target =get utent. 3c

pat h=usr/ shar e/ man/ man3c/ ut npxnane. 3c t ar get =get ut xent. 3¢
pat h=usr/ shar e/ man/ man3c/ val | oc. 3¢ target=nall oc. 3c

pat h=usr/ shar e/ man/ man3c/ vasprintf.3c target=vprintf.3c

pat h=usr/ shar e/ man/ man3c/verr. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ verrx. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ vfprintf.3c target=vprintf.3c

pat h=usr/ shar e/ man/ man3c/ vf scanf . 3c target=scanf. 3c

pat h=usr/ shar e/ man/ man3c/ vf wscanf . 3c t arget =f wscanf. 3c

pat h=usr/ shar e/ man/ man3c/ vscanf . 3c target =scanf. 3c

pat h=usr/ shar e/ man/ man3c/ vsnprintf.3c target=vprintf.3c

pat h=usr/ shar e/ man/ man3c/ vsprintf.3c target=vprintf.3c

pat h=usr/ shar e/ man/ man3c/ vsscanf . 3c target=scanf. 3c

pat h=usr/ shar e/ man/ man3c/ vswprintf.3c target=vfwprintf.3c
pat h=usr/ shar e/ man/ man3c/ vswscanf . 3c target =fwscanf. 3c

pat h=usr/ shar e/ man/ man3c/ vwar n. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ vwar nx. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ vwprintf.3c target=vfwprintf.3c
pat h=usr/ shar e/ man/ man3c/ vwscanf . 3c t ar get =f wscanf. 3c

pat h=usr/ shar e/ man/ man3c/ wai t 4. 3c target=wai t 3. 3c

pat h=usr/ shar e/ man/ man3c/ warn. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ war nx. 3c target=err. 3c

pat h=usr/ shar e/ man/ man3c/ wat of . 3c t ar get =wcst od. 3c

pat h=usr/ shar e/ man/ man3c/ wat oi . 3c tar get =wcstol . 3c

pat h=usr/ shar e/ man/ man3c/ wat ol . 3c target =wcstol . 3c

pat h=usr/ shar e/ man/ man3c/ wat ol | . 3c t arget =wcstol . 3c

pat h=usr/ shar e/ man/ man3c/ wepncpy. 3c tar get =wcpcpy. 3c

pat h=usr/ shar e/ man/ man3c/ wcrtonb_| . 3c target=wcrtonb. 3c

pat h=usr/ shar e/ man/ man3c/ wescasecnp_| . 3c target =wcscasecnp. 3c
pat h=usr/ shar e/ man/ man3c/ wcscat . 3c t arget =wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wcschr. 3c target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wcscnp. 3c target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wescol | _| . 3c target=wcscol | . 3c

pat h=usr/ shar e/ man/ man3c/ wescpy. 3¢ target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wescspn. 3c target =wecstring. 3c

pat h=usr/ shar e/ man/ man3c/ wcset no. 3¢ target =cset. 3c

pat h=usr/ shar e/ man/ man3c/ wcsncasecnp. 3c t ar get =wcscasecnp. 3¢
pat h=usr/ shar e/ man/ man3c/ wcsncasecnp_| . 3c tar get =wcscasecnp. 3c
pat h=usr/ shar e/ man/ man3c/ wesncat . 3c target =wecstring. 3c

pat h=usr/ shar e/ man/ man3c/ wesncnp. 3¢ target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wesncpy. 3¢ target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wcsnl en. 3c tar get =wcsl en. 3c

pat h=usr/ shar e/ man/ man3c/ wesnrt onbs. 3c target =wcsrtonbs. 3c
pat h=usr/ shar e/ man/ man3c/ wesnrtonbs_I| . 3c target =wcsrtonbs. 3c
pat h=usr/ shar e/ man/ man3c/ wcspbr k. 3c target =wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wesrchr. 3c target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wesrtonbs_| . 3c t arget =wcsrtonbs. 3c
pat h=usr/ shar e/ man/ man3c/ wcsspn. 3c target=wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ wcst of . 3c t ar get =wcst od. 3¢

pat h=usr/ shar e/ man/ man3c/ wcst ok. 3¢ target =wcstring. 3c

pat h=usr/ shar e/ man/ man3c/ west ol d. 3c t ar get =wcst od. 3¢

pat h=usr/ shar e/ man/ man3c/ westol | . 3c target =wcstol . 3c

pat h=usr/ shar e/ man/ man3c/ west oul | . 3c t arget =wcst oul . 3¢
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1382 |ink pat h=usr/share/ man/ man3c/ wecst ounmax. 3¢ tar get =wcst oi max. 3c
1383 |ink path=usr/share/ man/ man3c/ weswcs. 3¢ target=wcstring. 3c
1384 1ink path=usr/share/ man/ man3c/weswi dt h_| . 3c target =wcswi dt h. 3¢
1385 |ink pat h=usr/share/ man/ man3c/wct ob_| . 3c target =wct ob. 3c

1386 |ink path=usr/share/ man/ man3c/wctonb_| . 3c target =wct onb. 3c
1387 |ink path=usr/share/ man/ man3c/wectrans_| . 3c target=wctrans. 3c
1388 |ink path=usr/share/ man/ man3c/ wct ype_| . 3c tar get =wct ype. 3¢
1389 |ink pat h=usr/share/ man/ nan3c/wew dth_I . 3c target =wcw dt h. 3¢
1390 |ink pat h=usr/share/ man/ man3c/ wi ndex. 3c target =wcstring. 3c
1391 |ink path=usr/share/ man/ man3c/ wor df r ee. 3c t ar get =wor dexp. 3¢
1392 |ink path=usr/share/ man/ man3c/ wprintf.3c target=fwprintf.3c
1393 link pat h=usr/share/ man/ man3c/ wri ndex. 3c target=wcstring. 3c
1394 |ink pat h=usr/share/ man/ man3c/ wscanf. 3c target =fwscanf. 3c
1395 |ink path=usr/share/ man/ man3c/ wscasecnp. 3c target=wstring. 3c
1396 |ink path=usr/share/ man/ man3c/ wscat . 3c target=wcstring. 3c
1397 link path=usr/share/ man/ man3c/ wschr. 3c target=wcstring. 3c
1398 |ink pat h=usr/share/ man/ man3c/ wscnp. 3c target=wcstring. 3c
1399 |ink path=usr/share/ man/ man3c/ wscol . 3c target=wstring. 3c

1400 |ink path=usr/share/ man/ man3c/ wscol | . 3c target=wcscol | . 3c
1401 link path=usr/share/ man/ man3c/ wscpy. 3c target=wcstring. 3c
1402 |ink pat h=usr/share/ man/ man3c/wscspn. 3c target =wcstring. 3c
1403 |ink pat h=usr/share/ man/ man3c/ wsdup. 3c target=wstring. 3c

1404 1ink path=usr/share/ man/ man3c/ wsl en. 3c target=wcstring. 3c
1405 1ink path=usr/share/ man/ man3c/ wsncasecnp. 3c target=wstring. 3c
1406 |ink pat h=usr/share/ man/ man3c/wsncat. 3c target =wcstring. 3c
1407 |ink pat h=usr/share/ man/ man3c/ wsncnp. 3c target =wcstring. 3c
1408 |ink path=usr/share/ man/ man3c/ wsncpy. 3c target=wcstring. 3c
1409 |ink path=usr/share/ man/ man3c/ wspbrk. 3c target=wcstring. 3c
1410 |ink pat h=usr/share/ man/ man3c/ wsrchr.3c target=wcstring. 3c
1411 |ink pat h=usr/share/ man/ man3c/wsspn. 3c target =wcstring. 3c
1412 1ink path=usr/share/ man/ man3c/ wst od. 3c tar get =wcst od. 3¢

1413 1ink pat h=usr/share/ man/ man3c/ wst ok. 3c target=wcstring. 3c
1414 |ink pat h=usr/share/ man/ nan3c/ wstol . 3c target =wcstol . 3c

1415 |ink pat h=usr/share/ man/ man3c/wstostr. 3c target=strtows. 3c
1416 |ink path=usr/share/ man/ man3c/ wsxfrm 3c target =wcsxfrm 3c
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new usr/src/uts/comon/os/cred. c
uts: add a concept of a 'default’ set of privileges, separate from’basic’
* k%

R R R R EEEE E

__unchanged_portion_onitted_

162 /*

163 * Initialize credentials data structures.

164 */

166 void

167 cred_init(void)

168 {

169 priv_init();

171 crsize = sizeof (cred_t);

173 if (get_c2audit_load() > 0) {

174 #ifdef _LP64

175 /* assure audit context is 64-bit aligned */

176 audoff = (crsize +

177 sizeof (int64_t) - 1) & ~(sizeof (int64_t) - 1);
178 #el se /* _LP64 */

179 audoff = crsi ze;

180 #endif /* _LP64 */

181 crsize = audoff + sizeof (auditinfo_addr_t);

182 crsize = (crsize + sizeof (int) - 1) & ~(sizeof (int) - 1);
183 }

185 cred_cache = kmem cache_create("cred_cache", crsize, 0,

186 NULL, NULL, NULL, NULL, NULL, ;

188 /*

189 * dummycr is used to copy initial state for creds.

190 */

191 dummycr = cralloc();

192 bzero(dumycr, crsize);

193 dumycr->cr_ref = 1;

194 dumycr->cr_uid = (uid_t)-1;

195 dummycr->cr_gid = (gid_t)-1;

196 dumycr->cr_ruid = (uid_t)-1;

197 dumycr->cr_rgid = (gid_t)-1;

198 dumycr->cr_suid = (uid_t)-1;

199 dummycr->cr_sgid = (gid_t)-1,;

202 I

203 * kcred is used by anything that needs all privileges; it’'s
204 * also the tenplate used for crget as it has all the conpatible
205 * sets filled in.

206 */

207 kcred = cralloc();

209 bzero(kcred, crsize);

210 kcred->cr_ref = 1;

212 /* kcred is never freed, so we don’t need zone_cred_hold here */
213 kcred- >cr_zone = &zone0O;

215 priv_fillset (&R _LPRI V(kcred));

216 CR_I PRI V(kcred) = *priv_default; /* XXX Really needed here? */
216 CR_I PRI V(kcred) = *priv_basic;
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218 /* Not a basic privilege, if chown is not restricted add it to 10 */
219 if (!rstchown)
220 priv_addset (&CR_| PRI V(kcred), PRIV_FI LE_CHOAN_SELF);
222 /* Basic privilege, if link is restricted renpve it fromlO0 */
223 if (rstlink)
224 priv_del set (&CR_I PRI V(kcred), PRIV_FILE_LI NK_ANY);
226 CR_EPRI V(kcred) = CR PPRIV(kcred) = CR_| PRI V(kcred);
228 CR _FLAGS(kcred) = NET_MAC AVARE;
230 /*
231 * Set up credentials of pO.
232 */
233 ttoproc(curthread)->p_cred = kcred;
234 curthread->t_cred = kcred;
236 ucredsi ze = UCRED_SI ZE;
238 nmut ex_i ni t (&epheneral _zone_nutex, NULL, MJUTEX_DEFAULT, NULL);
239 zone_key_creat e( &pheneral _zone_key, NULL, NULL, destroy_epheneral _zsd);
240 }

__unchanged_portion_onitted_
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533 /*
534 * Perform generic exec duties and switchout to object-file specific
535 * handler.

536 */

537 int

538 gexec(

539 struct vnode **vpp,

540 struct execa *uap,

541 struct uarg *args,

542 struct intpdata *idatap,

543 int |evel,

544 | ong *execsz,

545 caddr _t exec_file,

546 struct cred *cred,

547 int brand_action)

548 {

549 struct vnode *vp, *execvp = NULL;

550 proc_t *pp = ttoproc(curthread);

551 struct execsw *eswp;

552 int error = 0;

553 int suidflags = 0;

554 ssize_t resid;

555 uid_t uid, gi d;

556 struct vattr vattr;

557 char magbuf [ MAG C_BYTES] ;

558 int setid;

559 cred_t *oldcred, *newcred = NULL;

560 int privflags = 0;

561 int setidfl;

562 priv_set_t fset;

564 /*

565 * If the SNOCD or SUG D flag is set, turn it off and renmenber the
566 * previous setting so we can restore it if we encounter an error.
567 */

568 if (level == 0 && (pp->p_flag & PSU DFLAGS)) {

569 nmut ex enter(&pp >p_l ock);

570 suidflags = pp->p_flag & PSU DFLAGS;

571 pp->p_flag & ~PSUI DFLAGS;

572 mut ex_exi t (&pp->p_I ock);

573 }

575 if ((error = execperm ssions(*vpp, &attr, args)) != 0)
576 got o bad_nocl ose;

578 /* need to open vnode for stateful file systens */

579 if ((error = VOP_OPEN(vpp, FREAD, CRED(), NULL)) != 0)
580 got o bad_nocl ose;

581 vp = *vpp;

583 I

584 * Note: to support binary conpatibility with SunCS a.out
585 * executables, we read in the first four bytes, as the
586 * magi c nunber is in bytes 2-3.

587 */

588 if (error = vn_rdw (U O READ, vp, nagbuf, sizeof (magbuf),
589 (offset t)0, U O SYSSPACE, 0, (rlinb4 t)0, CRED(), &resid))

590 got o bad;
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591 if (resid !'=0)

592 got o bad;

594 if ((eswp = findexec_by_hdr(nmagbuf)) == NULL)

595 got o bad;

597 if (level == 0 &&

598 (privflags = execsetid(vp, &attr, &uid, &gid, &fset,

599 args->pfcred == NULL ? cred : args->pfcred, args->pathnane))
601 /* Pfcred is a credential with a ref count of 1 */
603 if (args->pfcred !'= NULL) {

604 privflags | = PRI V_I NCREASE| PRI V_RESET;

605 newcred = cred = args->pfcred;

606 } else {

607 newcred = cred = crdup(cred);

608 }

610 /* If we can, drop the PA bit */

611 if ((privflags & PRIV_RESET) != 0)

612 priv_adj ust_PA(cred);

614 if (pnvflags&PRIVSErlD) {

615 cred->cr_uid = uid;

616 cred->cr_gid = gid;

617 cred->cr_suid = ui d

618 cred->cr_sgid = gid;

619 }

621 if (privflags & MAC_FLAGS)

622 if (!(CR FLAGS(cred) & NET_NMAC AWARE | NHERI T))
623 CR_FLAGS(cred) & ~NET_MAC AWARE;

624 CR_FLAGS(cred) & ~NET_MAC_AWARE_| NHERI T;

625 }

627 /*

628 * | npl ement the privilege updates:

629 *

630 * Restrict with L:

631 *

632 * 1" =1 &L

633 *

634 * E =P =(I' +F &A

635 *

636 * But if running under ptrace, we cap | and F with P.
637 */

638 if ((privflags & (PRIV_RESET| PRIV_FORCED)) != 0) {
639 if ((privflags & PRIV_INCREASE) 1= 0 &&

640 (pp->p_proc_flag & P_PR_ PTRACE) != 0) {
641 priv_intersect (&CR_OPPRI V(cred),

642 &CR | PRI V(cred));

643 ) priv_intersect (&CR_ OPPRI V(cred), &fset);
644

645 priv_intersect(& R _LPRI V(cred), &CR IPRIV(cred));
646 CR_EPRI V(cred) = CR PPRIV(cred) = CR_|IPRIV(cred);
647 if (privflags & PRI V_FORCED)

648 priv_set_PA(cred);

649 priv_union(& set, &CR EPRI V(cred));
650 priv_union(& set, &R PPRIV(cred));
651 }

652 priv_adj ust_PA(cred);

653 }

654 } else if (level == 0 && args->pfcred !'= NULL) {

655 newcred = cred = args->pfcred;

656 privflags | = PRI V_I NCREASE;

1= 0)
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657
658
659
660
661

663
664
665
666
667
668

670
671

673
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676
677
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680
681
682
683
684
685
686
687
688
689

691
692
693
694
695
696
697
698
699
700
701
702
703
704

706
707

709
710

712
713
714
715
716
717

719
720
721
722

/* pfcred is not forced to adhere to these settings */
priv_int ersect(&CR LPRI V(cred), &R IPRIV(cred));
CR_EPRI V( cr ed) CR_PPRI V(cred) = CRIPRIV(cred);

) priv_adj ust _PA( cred);

/* SunCS 4.x buy-back */
if ((vp->v_vfsp->vfs_flag & VFS_NOSETUI D) &&
(vattr.va_node & (VSU D VSG D)) {
char pat h[ MAXNAMVELEN] ;
refstr_t *mtpt = NULL;
int ret =-1;

bzero(path, sizeof (path));
zone_hol d( pp- >p_zone);

ret = vnodet opat h( pp->p_zone->zone_rootvp, vp, path,
si zeof (path), cred);

/* fallback to nountpoint if a path can’t be found */
if ((ret '=10) || (ret == 0 & path[0] == "'\0"))
mt pt = vfs_get mt poi nt (vp->v_vfsp);

if (mtpt == NULL)
zcm. _err(pp->p_zone->zone_id, CE_NOTE,
"luid %l: setuid execution not allowed,
"file=%", cred->cr_uid, path);
el se
zcmm err(pp >p_zone->zone_i d, CE_NOTE,
Tluid %l: setuid execution not allowed,
"fs=%, file=%", cred->cr_uid,
ZCNE_PATH_TRANSLATE( refstr_value(mtpt),
pp->p_zone), exec_file);

if (!1NGLOBALZONE(pp)) {
/* zone_rootpath always has trailing / */
if (mtpt == NULL)
crm_err(CE_NOTE, "lzone: %, uid: %

"setuid execution not allowed, file=%%",

pp- >p_zone- >zone_nane, cred->cr_uid,
| pp- >p_zone- >zone_r oot path path + l)
el se

cmm_err (CE_NOTE, "!zone: %, uid: % '

"setuid execution not allowed, fs=%s,

"file=%", pp->p_zone->zone_nane,

cred->cr_uid, refstr_value(mtpt),

exec_file);

}

if (mtpt !'= NULL)
refstr_rele(mtpt);

zone_r el e( pp- >p_zone);

}

/*
* execsetid() told us whether or not we had to change the
* credentials of the process. In privflags, it told us

* whet her we gained any privileges or executed a set-uid executable.

*
setid = (privflags & (PRI V_SETUG D| PRI V_| NCREASE| PRI V_FORCED)) ;

/*

* Use /etc/systemvariable to deternmine if the stack
* shoul d be narked as executable by default.

*/
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723
724

726
727

729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751
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754
755

757
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760
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767
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769
770
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775
776

778
779
780
781
782
783
784
785

787

i f (noexec_user_stack)
args- >stk_prot &= ~PROT_EXEC;

ar gs->execswp = eswp; /* Save execsw pointer in uarg for exec_func */
ar gs- >ex_vp = vp;

/*
* Traditionally, the setid flags told the sub processes whether
* the file just executed was set-uid or set-gid; this caused
* sone confusion as the 'setid flag did not match the SUG D
* process flag which is only set when the uids/gids do not match.
* A script set-gid/set-uid to the real uid/gid would start with
* /dev/fd/ X but an executabl e woul d happily trust LD LI BRARY_PATH.
* Now we flag those cases where the calling process cannot
* be trusted to influence the newWy exec’ ed process, either
* because it runs with nore privileges or when the uids/gids
* do in fact not match.
* This also nakes the runtime |inker agree with the on exec
* val ues of SNOCD and SUd D.
*
/
setidfl = 0;
if (cred->cr_uid !'= cred->cr_ruid || (cred->cr_rgid != cred->cr_gid &&
! supgr oupnenber (cred->cr_gid, cred))) {
setidfl |= EXECSETI D_UG DS;
if (setid & PRI V_SETUGQ D)
setidfl [= EXECSETI D SETID,
if (setid & PRI V_FORCED)
setidfl [= EXECSETI D PRI VS;

execvp = pp->p_exec;
if (execvp)
VN_HOLD( execvp) ;

error = (*eswp->exec_func)(vp, uap, args, idatap, |level, execsz,
setidfl, exec_file, cred, brand_action);
rw_exit( eswp >exec_| ock)
if (error 1= 0)
if (execvp)
VN_RELE( execvp) ;
/

If this process’s p_exec has been set to the vp of
t he executabl e by exec_func, we will return without
calling VOP_CLOSE because proc_exit will close it
on exit.

* Ok ok k% ok

if (pp->p_exec == vp)
got o bad_nocl ose;
el se
) goto bad;

if (level == 0)
uid_t oruid;

if (execvp !'= NULL) {
/*

* Cose the previous executable only if we are
* at level 0.
*/
(void) VOP_CLCSE(execvp, FREAD, 1, (offset_t)O,
cred, NULL);
}

mut ex_ent er (&pp- >p_crl ock);
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789 oruid = pp->p_cred->cr_ruid; 854 /*
855 * |f process is traced via /proc, arrange to
791 if (newcred !'= NULL) { 856 * invalidate the associated /proc vnode.
792 /* 857 */
793 * Free the old credentials, and set the new ones. 858 if (pp->p_plist || (pp- >p_ proc _flag & P_PR _TRACE))
794 * Do this for both the process and the (single) thread. 859 args->traceinval =
795 */ 860 }
796 crfree(pp- >p_ cred) 861 if (pp->p_proc_flag & P_PR PTRACE)
797 pp->p_cred = cre /* cred already held for proc */ 862 psi gnal (pp, S| GTRAP);
798 crhol d(cred); /* hold new cred for thread */ 863 if (args->traceinval)
799 /* 864 prinval i dat e( &p- >p_user);
800 * DTrace accesses t_cred in probe context. t_cred 865 }
801 * must al ways be either NULL, or point to a valid, 866 i f (execvp)
802 * allocated cred structure. 867 VN_RELE( execvp);
803 */ 868 return (0);
804 ol dcred = curthread->t_cred;
805 curthread->t_cred = cred; 870 bad:
806 crfree(ol dcred); 871 (void) VOP_CLOSE(vp, FREAD, 1, (offset_t)O0, cred, NULL);
808 if (priv_basic_test >= 0 && 873 bad_nocl ose:
809 1 PRI V_| SVMEMBER( &CR_| PRI V( newcr ed) , 874 if (newcred !'= NULL)
809 ! PRI V_| SASSERT( &CR_| PRI V( newcr ed) , 875 crfree(newcred);
810 priv_basic test)) { 876 if (error == 0)
811 pid_t pid = pp->p_pid,; 877 error = ENCEXEC;
812 char *fn = PTOY(pp) - >u_conmm
879 if (suidflags) {
814 crm_err (CE_WARN, "%[%d]: exec: basic_test " 880 mut ex_ent er (&p- >p_| ock) ;
815 "privilege removed fromE/ 1", fn, pid); 881 pp->p_flag | = suidfl ags;
816 } 882 mut ex_exi t (&p->p_| ock);
817 } 883
818 /* 884 return (error);
819 * On energing froma successful exec(), the saved 885 }
820 */ uid and gid equal the effective uid and gid. __unchanged_portion_omtted_
821 *
822 cred->cr_suid = cred->cr_uid;
823 cred->cr_sgid = cred->cr_gid,
825 /*
826 * |f the real and effective ids do not match, this
827 * is a setuid process that should not dunp core.
828 * The group conparison is tricky; we prevent the code
829 * from flaggi ng SNOCD when executing with an effective gid
830 * which is a supplenentary group.
831 */
832 if (cred->cr_ruid !'= cred->cr_uid ||
833 (cred->cr_rgid != cred->cr_gid &&
834 I supgr oupnenber (cred->cr_gid, cred)) ||
835 (prlvflags&PRIVINCREASE) 1= 0)
836 sui df  ags = PSUI DFLAGS;
837 el se
838 sui df l ags = O;
840 mut ex_exi t (&p->p_crl ock);
841 if (newcred I'= NULL &% oruid != newcred->cr_ruid) {
842 /* Note that the process remains in the same zone. */
843 mut ex_ent er (&pi dl ock) ;
844 upcount _dec(oruid, crgetzonei d(newcred));
845 upcount _i nc(newcr ed->cr _rui d, crgetzonei d(newcred));
846 nut ex_exi t (&pi dl ock);
847 }
848 1f (suidflags) {
849 nut ex_ent er ( &pp- >p_| ock) ;
850 pp->p_flag | = suidflags;
851 mut ex_exi t (&pp- >p_I ock) ;
852

}
853 if (setid & (pp->p_proc_flag & P_PR PTRACE) == 0) {




new usr/src/uts/comon/os/ policy.c

R R R R

62951 Mon Dec 28 20:02: 40 2015
new usr/src/uts/comon/os/ policy.c

uts:

give privilege nacros nore sensibl e names

R R R R

1/*

21/

22 * Copyright (c) 2003, 2010, Oracle and/or
23 * Copyright 2013, Joyent, Inc. Al rights reserved
*
/

26 #i
27 #i
28 #i
29 #i
30 #i
31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i
46 #i
47 #i
48 #i
49 #i
50 #i
51 #i
52 #i
53 #i
54 #i
55 #i
56 #i
57 #i

59 /[ *

=
[N
NN
-~

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

When distributing Covered Code
file and include the License file at
I f applicable
fields enclosed by brackets "[]" replaced with
information:

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License")
You may not use this file except

in conpliance with the License

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing

See the License for the specific | anguage governing perm ssions

and |limtations under the License

include this CDDL HEADER in each
usr/ src/ OPENSOLARI S. LI CENSE.
add the follow ng bel ow this CDDL HEADER, with the
your own identifying
[name of copyright owner]

Portions Copyright [yyyy]

CDDL HEADER END

its affiliates. Al rights reserved

<sys/types. h>
<sys/sysmacros. h>
<sys/ param h>
<sys/systm h>
<sys/cred_i npl . h>
<sys/vnode. h>
<sys/vfs. h>
<sys/stat. h>
<sys/errno. h>
<sys/ kmem h>
<sys/ user. h>
<sys/ proc. h>
<sys/ acct. h>
<sys/ipc_inpl.h>
<sys/cm_err. h>
<sys/ debug. h>
<sys/policy. h>
<sys/ kobj . h>
<sys/ msg. h>

<sys/ devpolicy. h>
<c2/ audit. h>
<sys/varargs. h>
<sys/ kl pd. h>
<sys/nodct! . h>
<sys/ di sp. h>
<sys/ zone. h>

<i net/ optcom h>
<sys/sdt. h>
<sys/vfs. h>

<sys/ mtent. h>
<sys/contract _i npl . h>
<sys/dl d_ioc. h>

60 * There are two possible layers of privilege routines and two possible

61 * levels of secpolicy

Pl us one other we may not be interested in, so
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62
63
64

66
67

*

*/

we may need as many as 6 but no nore.

#def i ne MAXPRI VSTACK 6

int priv_debug =0
int priv_basic_test = -1;

/

T T T T 2 T T . T A T

This file contains the majority of the policy routines
Since the policy routines are defined by function and not
by privilege, there is quite a bit of duplication of
functions.

The secpolicy functions nmust not make assunptions about
l ocks held or not held as any lock can be held while they re
being called

Credentials are read-only so no special
be taken while | ocking them

precautions need to

When a new policy check needs to be added to the systemthe
foll owing procedure should be followed:

Pi ck an appropriate secpolicy_*() function
-> done if one exists.
Create a new secpolicy function, preferably with
a descriptive nanme using the standard tenpl ate
Pick an appropriate privilege for the policy
If no appropraite privilege exists, define new one
(this should be done with extreme care; in nost cases
little is gained by adding another privilege)

WHY ROOT |'S STILL SPECI AL.

I'n a nunber of the policy functions, there are still explicit

checks for uid 0. The rationale behind these is that nmany root

owned files/objects hold configuration information which can give ful
privileges to the user once witten to. To prevent escal ation

of privilege by allowing just a single privilege to nodify root owned
obj ects, we’ve added these root specific checks where we considered
them necessary: nodifying root owned files, changing uids to 0, etc

PRI VI LEGE ESCALATI ON AND ZONES

A nunber of operations potentially allow the caller to achieve

privil eges beyond the ones normally required to performthe operation
For exanple, 1f allowed to create a setuid O executable, a process can
gain privileges beyond PRI V_FILE_SETID. Zones, however, place
restrictions on the ability to gain privileges beyond those avail abl e
within the zone through file and process mani pul ation. Hence, such
operations require that the caller have an effective set that includes
all privileges available within the current zone, or all privileges

if executing in the global zone

This is indicated in the priv_policy* policy checking functions

through a conbi nation of paraneters. The "priv" paraneter indicates

the privilege that is required, and the "allzone" paraneter indicates

whether or not all privileges in the zone are required. |In addition

priv can be set to PRIV_ALL to indicate that all privileges are

required (regardl ess of zone). There are three scenarios of interest

(1) operation requires a specific privilege

(2) operation requires a specific privilege, and requires al
privileges available wthin the zone (or all privileges if in
the gl obal zone)

(3) operation requires al

privileges, regardl ess of zone
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128 * For (1), priv should be set to the specific privilege, and allzone
129 * should be set to B_FALSE.

130 * For (2), priv should be set to the specific privilege, and allzone
131 * should be set to B_TRUE.

132 * For (3) priv shoul d be set to PRIV_ALL, and all zone shoul d be set
133 * to B_FALSE.

134 *

135 */

137 /

*
138 * The privileges are checked against the Effective set for
139 * ordinary processes and checked against the Limt set
140 * for euid O processes that haven't manipulated their privilege
141 * sets.
142 */
143 #define HAS ALLPRI VS(cr)
144 #define ZONEPRI VS(cr)
145 #define HAS_ALLZONEPRI VS(cr)
146 #define HAS PRI VI LEGE(cr, pr) ((pr) == PRIV_ALL ? \

priv_isfullset (&R _CEPRI V(cr))
(cr) >Cr_zone->zone_pri vset

—

147 HAS_ALLPRIVS(cr) : \

148 PRI V_I SMEMBER( &CR_CEPRI V(cr), pr))
148 PRI V_I SASSERT( &CR_CEPRI V(cr), pr))
150 #define FAST_BASI C_CHECK(cr, priv) \

151 if (PRIV_I SMEMBER(&CR CEPRI V(cr), priv)) { \

151 if (PRIV_|I SASSERT(&CR CEPRIV(cr), priv)) { \

152 DTRACE_PROBE2( priv__ok, int, priv, boolean_t, B_FALSE); \
153 return (0); \

154 }

156 /*

157 * Policy checking functions.

158 *

159 * Al of the systems policy should be inplenmented here.

160 */

162 /

*
163 * Private functions which take an additional va_list argument to
164 * inplement an object specific policy override.

165 */

166 static int priv_policy_ap(const cred_t *, int, boolean_t, int,

167 const char *, va_list);

168 static int priv_policy_ va(const cred_t *, int, boolean_t, int,
169 const char *, ...);

171 /*

172 * Generic policy calls

173 *

174 * The "bottont functions of policy control
175 */

176 static char *

177 nprintf(const char *fnt, ...)

178 {

179 va_list args;

180 char *buf;

181 size_t len;

183 va_start(args, fnt);

184 len = vsnprintf( UL, 0, fnt, args) + 1;
185 va_end(args);

187 buf = knem al | oc(l en, KM NOSLEEP);
189 if (buf == NULL)

190 return (NULL);

priv_i ssubset (ZONEPRI VS(cr), &CR CEPRI V(cr))
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192 va_start(args, fnt);

193 (void) vsnprintf(buf, len, fnt, args);

194 va_end(args);

196 return (buf);

197 }

__unchanged_portion_omtted_

391 /*

392 * priv_policy_ap()

393 * return O or error.

394 */See bl ock comment above for a description of "priv" and "allzone" usage.
395 *

396 static int

397 priv_policy_ap(const cred_t *cr, int priv, boolean_t allzone, int err,

398 const char *nsg, va_list ap)

399 {

400 if ((HAS_PRIVILEGE(cr, priv) && (!'allzone || HAS_ALLZONEPRI VS(cr))) ||
401 (!servicing_interrupt() &&

402 priv_policy override(cr, priv, allzone, ap) == 0)) {

403 if ((allzone || priv == PRIVALL||

404 ' PRI V_| SMEMBER(priv_basic, priv)) &&

404 ' PRIV_I SASSERT(priv_basic, priv)) &&

405 I'servicing_interrupt()) {

406 PTOQU(curproc)->u_acflag | = ASU; /* Needed for SWS */
407 if (AU_AUDI TI N&())

408 audi t _priv(priv,

409 al | zone ? ZONEPRI VS(cr) NULL, 1);

410 }

411 err = 0;

412 DTRACE_PROBE2( priv__ok, int, priv, boolean_t, allzone);

413 } elseif (lserwcmglnterrupt()) {

414 /* Failure audited in this procedure */

415 priv_policy_err(cr, priv, allzone, nsg);

416 }

417 return (err);

418 }

__unchanged_portion_omtted_

441 | *

442 * Return B_TRUE for sufficient privileges, B FALSE for insufficient privileges.
443 */

444 bool ean_t

445 priv_policy_choice(const cred_t *cr, int priv, boolean_t allzone)

446 {

447 bool ean_t res = HAS PRI VI LEGE(cr, priv) &&

448 (tallzone || HAS_ALLZONEPRI VS(cr));

450 /* Audit success only */

451 if (res & AU AUDITING) &&

452 (allzone || priv == PRIV_ALL || !PRIV_I SMEMBER(priv_basic, priv)) &&
452 (allzone || priv == PRIV_ALL || !PRIV_|I SASSERT(priv_basic, priv)) &&
453 I'servicing_interrupt()) {

454 audit _priv(priv, allzone ? ZONEPRIVS(cr) : NULL, 1);

455 }

456 if (res) {

457 DTRACE_PROBE2( priv__ok, int, priv, boolean_t, allzone);

458 } else {

459 DTRACE_PROBE2(priv__err, int, priv, boolean_t, allzone);

460 }

461 return (res);

462 }

__unchanged_portion_omtted_

963 /*
964 * Like secpolicy_vnode_access() but we get the actual

want ed node and the
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965 * current node of the file, not the missing bits.

966 */
967 int

968 secpolicy_vnode_access2(const cred_t *cr, vnode_t *vp, uid_t owner,

969
970 {
971

973
974
975
975
976
977
978
979

981
982
982
983
984
985
986

988

990
991

993
994
995
996
997

999
1000

1002
1003
1004
1005
1006
1007
1008
1009
1010
1011

1013
1014
1015
1016
1017
1018

1020
1021
1022
1023
1024 }

node_t curnode, node_t want node)
node_t node;

/* Inline the basic privileges tests. */
if ((wantnode & VREAD) &&
I PRI'V_I SVMEMBER( &CR _CEPRI V(cr), PRIV_FILE READ) &&
I PRI V_| SASSERT( &CR_CEPRI V(cr), PRIV_FI LE READ) &&
priv_policy_va(cr, PRIV_FILE READ, B _FALSE, EACCES, NULL,
KLPDARG VNODE, vp, (char *)NULL, KLPDARG NOMORE) != 0) {
return (EACCES);
}

if ((wantnmode & W\RI TE) &&
I PRI'V_I| SMEMBER( &CR CEPRI V(cr), PRIV_FILE WRI TE) &&
I PRI V_| SASSERT( &CR_CEPRI V(cr), PRIV_FILE_WRI TE) &&
priv_policy_va(cr, PRIV_FILE WRI TE, B_FALSE, EACCES, NULL,
KLPDARG VNODE, vp, (char *)NULL, KLPDARG NOMORE) != 0) {
return (EACCES);
}

node = ~curnode & want node;

if (mode == 0)
return (0);

if ((mde & VREAD) && priv_policy_va(cr, PRI V_FILE DAC READ, B_FALSE,
EACCES, NULL, KLPDARG VNCDE, vp, (char *)NULL
KLPDARG NOMORE) != 0) {
return (EACCES);
}

if (mode & WRITE) {
bool ean_t al |l zone;

if (owner == 0 && cr->cr_uid !'= 0)
al | zone = B_TRUE;
el se
al | zone = B_FALSE;
if (priv_policy_va(cr, PRI V_FILE DAC WRITE, allzone, EACCES,
NULL, KLPDARG VNCDE, vp, (char *)NULL,
KLPDARG_NOMORE) != 0) {
return (EACCES);

}

if (node & VEXEC) {
/*
* Directories use file_dac_search to override the execute bit.
*/

int p=vp->_type == VDIR ? PRI V_FI LE_DAC _SEARCH :
PRI V_FI LE_DAC_EXECUTE;

return (priv_policy_va(cr, p, B_FALSE, EACCES, NULL,
KLPDARG _VNCDE, vp, (char *)NULL, KLPDARG NOVORE));

}
return (0);

____unchanged_portion_onitted_
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new usr/src/uts/comon/os/priv.c
uts: add a concept of a 'default’ set of privileges, separate from’basic’
uts: give privilege nacros nore sensibl e names
LR EEEREEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEERERERERERESRESRESESESESE]
1/*
CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and linmtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

NRRRRRRRR R
COONOUITAWNROW©O~NOUTSWN
L I S T R A

bel ow.

21/
22 Copyri ght 2010 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to license terms.
24 */
26 /*
27 * Privilege inplenentation.
28 *
29 * This file provides the infrastructure for privilege sets and linits
30 * the nunber of files that requires to include <sys/cred_inpl.h> and/or
31 * <sys/priv_inpl.h>
32 *
33 * The Solaris privilege nechani sm has been designed in a
34 * future proof manner. Wile the kernel may use fixed size arrays
35 * and fixed bitmasks and bit values, the representation of those
36 * is kernel private. Al external interfaces as well as K-to-K interfaces
37 * have been constructed in a manner to provide the maximumflexibility.
38 *
39 * There can be X privilege sets each containing Y 32 bit words.
40 * <X, Y> are constant for a kernel invocation.
41 *
42 * As a consequence, all privilege set manipul ati on happens in functions
*
*
*

47 #include <sys/systm h>

48 #include <sys/ddi.h>

49 #incl ude <sys/knmem h>

50 #include <sys/sunddi.h>

51 #include <sys/errno. h>

52 #incl ude <sys/debug. h>

53 #include <sys/priv_inpl.h>
54 #include <sys/procfs. h>

55 #include <sys/policy.h>

56 #include <sys/cred_inpl.h>
57 #include <sys/devpolicy.h>
58 #include <sys/atonic.h>

60 /*
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112
113
114

116
117

*

* priv_const.c file.
*

*

* gl obal

* the pri

* the pri

* the pri

*/

krw ock_t privi

static bool ean_

Privilege nane to nunber mapping table consists in the generated

This lock protects against updates of the privilege

nanes and counts; all other priv_info fields are read-only.
The actual protected values are:

variabl e nprivs

v_max field

v_nanes field

v nanes info item (cnt/strings)

nfo_| ock;

t priv_valid(const cred_t *);

priv_set_t priv_fullset; /* set of all privileges */
priv_set_t priv_unsafe; /* unsafe to exec set-uid root if these are not in L */
/*
* Privilege initialization functions.
* Called fromcomon/os/cred.c when cred_init is called.
*
/
voi d
priv_init(void)
{
#i f def DEBUG
int alloc_test_priv = 1;
#el se
int alloc_test_priv = priv_debug;
#endi f
rw_init(&rivinfo_lock, NULL, RWDRI VER, NULL);
PRI V_BASI C_ADDSET( pri v_basic);
/*
* The "default" set is the basic privileges + any 'defaul t’
* privileges. with no traditional unix connotations.
*
/
PRI V_BASI C_ADDSET(pri v_defaul t);
PRI V_DEFAULT_ADDSET(priv_defaul t);
PRI V_UNSAFE_ADDSET( &pri v_unsaf e);
PRI V_BASI C_ASSERT( pri v_basic);
PRI V_UNSAFE_ASSERT( &pri v_unsafe);
priv_fillset(&riv_fullset);
/*
* When booting with priv_debug set or in a DEBUG kernel, then we'll
* add an additional basic privilege and we verify that it is always
* present in E
*/
if (alloc_test_priv !=0 &&
(priv_basic_test = priv_getbynane("basic_test", PRIV_ALLOC)) >= 0) {
priv_addset (priv_basic, priv_basic_test);
priv_addset (priv_default, priv_basic_test);
#endif /* | codereview */
devpolicy_init();
}

119 /* Utility functions: privilege sets as opaque data types */

121
122
123
124

/*

* Quts of prgetprivsize.

*/

int
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125 priv_prgetprivsize(prpriv_t *tnpl)
126 {

127 return (sizeof (prpriv_t) +

128 PRI V_SETBYTES - sizeof (priv_chunk_t) +

129 (tnpl ? tnpl->pr_infosize : priv_info->priv_infosize));
130

132 /*

133 * Cuts of prgetpriv.

134 */

135 void

136 frederpriv(const cred_t *cp, prpriv_t *pr)

137

138 priv_set_t *psa;

139 int i;

141 pr->pr_nsets = PRI V_NSET;

142 pr->pr_setsize = PRI V_SETSI ZE;

143 pr->pr_infosize = priv_info->priv_infosize;

145 psa = (priv_set_t *)pr->pr_sets;

147 for (i = 0; i < PRIV_NSET; i++)

148 psa[i] = *priv_getset(cp, i);

150 priv_getinfo(cp, (char *)pr + PRI V_PRPRI V_I NFO OFFSET(pr));
151

153 /*

154 * CQuts of pr_spriv:

155 *

156 * Set the privileges of a process.

157 *

158 * In order to set the privileges, the setting process will need to
159 * have those privileges in its effective set in order to prevent
160 * specially privileged processes to easily gain additional privileges.
161 * Pre-existing privileges can be retained. To change any privil eges,
162 * PRI V_PROC_OMER needs to be asserted.

163 *

164 * In formul a:

165 *

166 * S <=S|| § <=S+Ea

167 *

168 * the new set nust either be subset of the old set or a subset of
169 * the oldset nerged with the effective set of the acting process; or just:
170 *

171 * S <= S + Ea

172 *

173 * It’s not legal to growthe limt set this way.

174 *

175 */

176 int

177 priv_pr_spriv(proc_t *p, prpriv_t *prpriv, const cred_t *cr)

178 {

179 cred_t *ol dcred;

180 cred_t *newcred;

181 int i;

182 int err = EPERM

183 cred_priv_t *cp, *ocp;

184 priv_set_t eset;

186 ASSERT( MUTEX_HELD( &p- >p_| ock) ) ;

188 /*

189 * Set nust have proper dinmension; infosize nust be absent
190 * or properly sized.
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191
192
193
194
195
196
197

199

201
202
203
204

206

208
209

211
212
213

217
218
219
220
221
222
223
224
225
226
227
228

232
233

235
236
237
238

240
241
242

244
245
246
247
248
249
250
251
252
253
254
255
256

*

/

if (prpriv->pr_nsets != PRIV_NSET ||
prpriv->pr_setsize != PRIV_SETSI ZE | |
(prpriv->pr_infosize & (S|zeof (uint32_t) - 1)) =0 ||
prpriv->pr_ infosize > priv_info->priv_infosize ||
prpriv->pr_infosize < 0)

return (EINVAL);

mut ex_exi t (&p->p_| ock);

if (priv_proc_cred_perm(cr, p, &oldcred, VWRITE) != 0) {
mut ex_ent er ( &p- >p_| Iock)
return (EPERV;

}

newcred = crdup(ol dcred);

/* Copy the privilege sets fromprpriv to newcred */
bcopy(prpriv->pr_sets, CR PRI VSETS(newcred), PRI V_SETBYTES);

cp = &newcred->cr_priv;
ocp = &ol dcred->cr_priv;
eset = CR_CEPRI V(cr);

priv_intersect (&R _LPRI V(ol dcred), &eset);

/*
* Verify the constraints laid out:
* for the limt set, we require that the new set is a subset
* of the old limt set.
* for all other sets, we require that the new set is either a
* subset of the old set or a subset of the intersection of
*/the old limt set and the effective set of the acting process.
*
for (i = 0; i < PRIV_NSET; i++)
if (!priv_] |ssubset(&cp >crprivs[i], &ocp->crprivs[i]) &&
(i _5 PRLV LIMT || !priv_ |ssubset(&cp >crprivs[i], &eset)))
real

crfree(ol dcred);

if (i < PRIV_NSET || !priv_valid(newcred))
goto err;

/* Load the settable privilege information */

if (prpriv->pr_infosize > 0) {
char *x = (char *)prpriv + PRIV_PRPRI V_| NFO OFFSET( prpriv);
char *lastx = x + prpriv->pr_infosize;

while (x < lastx) {
priv_info_t *pi (prlv info_t *)x;
priv_info_uint_t *pii;

switch (pi->priv_info_type) {
case PRIV_ INFO FLAGS:
pii (priv_info_uint_t *)x;
1 f (p||->|nf0 priv_info_size != sizeof (*pii)) {
err = EINVAL;
goto err;

}
CR_FLAGS(newcr ed) &= ~PRIV_USER;
CR_FLAGS(newcred) |= (pii->val & PRIV _USER) ;
br eak;

defaul t:
err = EINVAL;
goto err;
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257

258 /* Quarantee alignnent and forward progress */
259 if ((pi->priv_info_size & (sizeof (uint32_t) -
260 pi ->priv_info_size < sizeof (*pi) ||

261 lastx - x > pi->priv_info_size) {

262 err = ElI NVAL;

263 goto err;

264 }

266 X += pi->priv_info_size;

267 }

268 }

270 /*

271 * W'l try to copy the privilege aware flag; but since the
272 * privileges sets are all individually set, they are set
273 * as if we're privilege aware. |If PRIV_AWARE wasn’'t set
274 * or was explicitely unset, we need to set the flag and then
275 * try to get rid of it.

276 *

277 if ((CR_FLAGS(newcred) & PRIV_AWARE) == 0) {

278 CR_FLAGS(newcred) | = PRI V_AWARE;

279 priv_adj ust _PA(newcred);

280 }

282 nmut ex_ent er (&p->p_crl ock);

283 ol dcred = p->p_cred;

284 p->p_cred = newcred;

285 mut ex_exi t (&p->p_crl ock);

286 crfree(ol dcred);

288 mut ex_ent er (&p- >p_I ock) ;

289 return (0);

291 err:

292 crfree(newcred);

293 nmut ex_ent er (&p->p_l ock);

294 return (err);

295 }

297 priv_inpl_info_t

298 *priv_hol d_i nplinfo(void)

299 {

300 rw_enter (&privinfo_|l ock, RW READER);
301 return (priv_info);

302 }

304 void

305 priv_rel ease_inplinfo(void)

306 {

307 rw_exit(&privinfo_l ock);
308 }

310 size_t

311 priv_get_inplinfo_size(void)
312 {

313 return (privinfosize);
314 }

317 | *

318 * Return the nth privilege set

319 */

320 const priv_set_t *

321 priv_getset(const cred_t *cr, int set)
322 {

1))
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323 ASSERT( PRI V_VALI DSET( set)) ;

325 if ((CR_FLAGS(cr) & PRIV_AWARE) == 0)
326 switch (set) {

327 case PRI V_EFFECTI VE:

328 return (&R _CEPRI V(cr));
329 case PRI V_PERM TTED:

330 return (&R_OPPRI V(cr));
331 }

332 return (&R PRI VS(cr)->crprivs[set]);
333 }

335 /*

336 * Buf nust be allocated by caller and contain sufficient space to
337 * contain all additional info structures using priv_info.priv_infosize.
338 * The buffer nust be properly aligned.

339 */

340 /* ARGSUSED*/

341 void

342 priv_getinfo(const cred_t *cr, void *buf)

343 {

344 struct priv_info_uint *ii;

346 ii = buf;

347 ii->val = CR_FLAGS(cr);

348 ii->nfo.priv_info_size = (uint32_t)sizeof (*ii);
349 ii->nfo.priv_info_type = PRI V_I NFO FLAGS;
350 }

352 int

353 priv_getbyname(const char *nane, uint_t flag)

354 {

355 int i;

356 int wheld = 0;

357 int |en;

358 char *p;

360 if (flag !=0 & flag != PRI V_ALLCC)

361 return (-EINVAL);

363 if (strncasecnp(nane, "priv_", 5) == 0)
364 nane += 5;

366 rw_enter (&privinfo_|l ock, RW READER);

367 rescan:

368 for (i =0; i < nprivs; i++)

369 if (strcasecnp(priv_nanes[i], name) == 0) {
370 rw_exit(&privinfo_lock);
371 return (i);

372 }

375 if (!wheld) {

376 if ('(flag & PRIV_ALLOC)) {

377 rw_exit(&privinfo_lock);
378 return (-ElINVAL);

379 }

381 /* check length, validity and avail abl e space */
382 len = strlen(nanme) + 1;

384 if (len > PRI VNAME_MAX) {

385 rw_exit(&privinfo_lock);
386 return (- ENAVETOOLONG) ;
387 }
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389 for (p = (char *)narre *p l="\0"; p++) {

390 har ¢ = *p;

392 if (!((c>"A & c<="'7) ||

393 (c>"a && c <="2")

394 (c >="'0 &&c <='9") ||

395 c=="'_ {

396 rw_exit(&privinfo_lock);

397 return (-EINVAL);

398 }

399 }

401 if (!rw_tryupgrade(&privinfo_lock)) {

402 rw_exit(&privinfo_lock);

403 rw_ent er(&prl vinfo_l ock, RWWRI TER);
404 wheld = 1;

405 /* Someone may have added our privilege */
406 goto rescan;

407 }

408 }

410 if (nprivs == MAX_ PRIVILECE || len + privbytes > nmaxprivbytes) {
411 rw_exit(&rivinfo_l ock);

412 return (- ENOVEM ;

413 }

415 priv_names[i] = p = priv_str + privbytes;

417 bcopy(nane, p, len);

419 /* make the priv_names[i] and privilege name globally visible */
420 menbar _pr oducer () ;

422 /* adjust priv count and bytes count */

423 priv_ninfo->cnt = priv_info->priv_max = ++nprivs;

424 privbytes += |len;

426 rw_exit(&privinfo_l ock);

427 return (i);

428 }

430 /*

431 * W can’'t afford |ocking the privil eges here because of the |ocations
432 * we call this from so we make sure that the privileges table
433 * is visible to us; it is nade visible before the value of nprivs is
434 * updat ed.

435 =/

436 const char *

437 priv_getbynun(int priv)

438 {

439 int maxpriv = nprivs;

441 menbar _consuner () ;

443 if (priv>=0 & priv < maxpriv)

444 return (priv_names[priv]);

446 return (NULL);

447 }

449 const char *

450 priv_getsetbynun(int setno)

451 {

452 if (!PRV_VALI DSET(setno))

453 return (NULL);
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455 return (priv_setnanmes[setno]);

456 }

458 [ *

459 * Privilege sanity checking when setting: E <= P.

460 */

461 static bool ean_t

462 priv_valid(const cred_t *cr)

463 {

464 return (priv_issubset (&R EPRI V(cr), &CR PPRIV(cr)));
465 }

467 [ *

468 * Privilege mani pul ation functions

469 *

470 * Wthout knowing the details of the privilege set inplenentation,
471 * opaque pointers can be used to nmanipulate sets at will.
472 */

473 v0| d

474 priv_enptyset (priv_set_t *set)

475 {

476 bzero(set, sizeof (*set));

477 }

479 void

480 priv_fillset(priv_set_t *set)

481 {

482 int i;

484 /* menset? */

485 for (i = 0; i < PRIV_SETSIZE, i++)

486 set->pbits[i] = ~(priv_chunk_t)O;

487 }

489 void

490 priv_addset (priv_set_t *set, int priv)

491 {

492 ASSERT(priv >= 0 & priv < MAX_PRI VI LECE);

493 __PRIV_ADDSET(set, priv);

104 ~_PRIV_ASSERT(set, priv);

494 }

496 void

497 priv_del set(priv_set_t *set, int priv)

498 {

499 ASSERT(priv >= 0 & priv < MAX_PRI VI LECE);

500 __PRIV_DELSET(set, priv);

111 —_PRIV_CLEAR(set, priv);

501 }

503 bool ean_t

504 priv_isnmenber(const priv_set_t *set, int priv)

505 {

506 ASSERT(priv >= 0 & priv < MAX_PRI VI LEGE);

507 return (__PRIV_| SMEMBER(set, priv) ? B_TRUE : B _FALSE);
118 return (__PRIV_| SASSERT(set, priv) ? B_TRUE : B_FALSE);
508 }

__unchanged_portion_omtted_
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new usr/src/uts/comon/os/ priv_defs
uts: add a concept of a 'default’ set of privileges, separate from’basic’
* %k ok

LEEE R R R R EE SRR EEEEEEEEEEEEEREEEEEEEEEEEEEEEEEEEREREEREEEEEEESSE]

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

*

21/

22 * Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved.

23 * Copyright 2015, Joyent, Inc. Al rights reserved.
*

24

25 | NSERT COMVENT

26 */

28 #

29 # Privileges can be added to this file at any |ocation, not

30 # necessarily at the end. For patches, it is probably best to

31 # add the new privilege at the end; for ordinary rel eases privil eges
32 # should be ordered al phabetically.

33 #

35 privilege PRIV_CONTRACT EVENT

37 Al'l ows a process to request critical events without limtation.
38 Al lows a process to request reliable delivery of all events on
39 any event queue.

41 privilege PRI V_CONTRACT_I DENTI TY

43 Al lows a process to set the service FMRI value of a process
44 contract tenplate.

46 privilege PRI V_CONTRACT_OBSERVER

48 Al lows a process to observe contract events generated by

49 contracts created and owned by users other than the process’s
50 effective user ID

51 Al l ows a process to open contract event endpoints bel onging to
52 contracts created and owned by users other than the process’s
53 effective user |D.

55 privilege PRI V_CPC CPU
57 Al l ow a process to access per-CPU hardware performance counters.
59 privil ege PRI V_DTRACE_KERNEL

61 Al'l ows DTrace kernel -level tracing.
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63

65
66
67

69

100
101

105
106
107
108

110

112
113
114
115
116

118

120
121

125
126

privilege PRI V_DTRACE _PROC

Al'l ows DTrace process-|evel tracing.
Al'l ows process-|evel tracing probes to be placed and enabled in
processes to which the user has pernissions.
privilege PRI V_DTRACE_USER
Al |l ows DTrace user-|evel tracing.
Al l ows use of the syscall and profile DTrace providers to
exam ne processes to which the user has pernmissions.
privilege PRI V_FI LE_CHOM
Al l ows a process to change a file's owner user ID.
Al'l ows a process to change a file's group ID to one other than
the process’ effective group ID or one of the process’
suppl emental group I Ds.
privilege PRI V_FILE CHOWN_SELF
Al lows a process to give away its files; a process with this
privilege will run as if {_POSI X CHOMN_RESTRI CTED} is not
in effect.
privilege PRI V_FI LE_DAC _EXECUTE
Al'l ows a process to execute an executable file whose pernmnission
bits or ACL do not allow the process execute perm ssion.
privilege PRIV _FILE_DAC READ
Al'l ows a process to read a file or directory whose permi ssion
bits or ACL do not allow the process read pernission.
privilege PRI V_FI LE_DAC_SEARCH
Allows a process to search a directory whose pernission bits or
ACL do not allow the process search perm ssion.
privilege PRI V_FILE_DAC WRI TE
Al lows a process to wite a file or directory whose pernission
bits or ACL do not allow the process wite perm ssion.
In order to wite files owned by uid 0 in the absence of an
effective uid of O ALL privileges are required.
privilege PRI V_FI LE_DOANNGRADE_SL
Al'l ows a process to set the sensitivity |abel of a file or
directory to a sensitivity |abel that does not dom nate the
existing sensitivity |abel.
This privilege is interpreted only if the systemis configured
with Trusted Extensions.
privilege PRIV _FILE FLAG SET
Al'l ows a process to set inmutable, nounlink or appendonly
file attributes.
basic privilege PRI V_FILE_ LI NK_ANY

Al lows a process to create hardlinks to files owned by a uid
different fromthe process’ effective uid.
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128 privil ege PRI V_FI LE_OANER

130
131
132
133
134
135
136
137

139
141
143

145
146
147
148
149
150
151
152
153
154

156

158
159

173

177
178

182
183
184
185
186

188

190
191
192
193

Al'l ows a process which is not the owner of a file or directory
to performthe follow ng operations that are normally permtted
only for the file owner: nodify that file' s access and

nmodi fication times; renove or renane a file or directory whose
parent directory has the ‘‘save text image after execution’’
(sticky) bit set; mount a ‘‘namefs’’ upon a file; nodify

perm ssion bits or ACL except for the set-uid and set-gid

bits.

basic privilege PRI V_FI LE READ

Al lows a process to read objects in the filesystem

privilege PRI V_FILE_SETID

Al lows a process to change the ownership of a file or wite to
a file without the set-user-1D and set-group-1D bits being

cl eared.

Al'l ows a process to set the set-group-1D bit on a file or
directory whose group is not the process’ effective group or
one of the process’ supplenental groups.

Al lows a process to set the set-user-ID bit on a file with
different ownership in the presence of PRI V_FILE_OMER

Addi tional restrictions apply when creating or nodifying a
set-uid O file.

privilege PRI V_FI LE_UPGRADE_SL

Al lows a process to set the sensitivity label of a file or
directory to a sensitivity | abel that domi nates the existing
sensitivity |abel.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

basic privilege PRIV_FILE WRI TE

Al lows a process to nodify objects in the filesystem

privilege PRI V_GRAPHI CS_ACCESS

Allows a process to make privileged ioctls to graphics devices.
Typically only xserver process needs to have this privilege.

A process with this privilege is also allowed to perform
privil eged graphics device nappi ngs.

privilege PRI V_GRAPH CS_MAP

Al'l ows a process to performprivileged nappings through a
graphi cs devi ce.

privilege PRI V_|I PC_DAC_READ

Al'l ows a process to read a SystemV | PC

Message Queue, Semaphore Set, or Shared Menory Segnent whose
pernmission bits do not allow the process read pernission.

Al'l ows a process to read renote shared nenory whose

perm ssion bits do not allow the process read perm ssion.

privilege PRI V_| PC_DAC WRI TE

Al'l ows a process to wite a SystemV | PC

Message Queue, Semaphore Set, or Shared Menory Segnent whose
permission bits do not allow the process wite perm ssion.
Al lows a process to read renote shared nmenory whose

new usr/src/uts/comon/os/ priv_defs

194
195
196

198

200
201
202
203

213

236

240
241
242
243
244

246

248
249

253
254
255
256
257

permi ssion bits do not allow the process wite perm ssion.
Additional restrictions apply if the owner of the object has uid O
and the effective uid of the current process is not O.

privilege PRI V_I PC_OMER

Al'l ows a process which is not the owner of a System

V | PC Message Queue, Semaphore Set, or Shared Menory Segnent to
renove, change ownership of, or change permission bits of the
Message Queue, Semaphore Set, or Shared Menory Segnent.

Additional restrictions apply if the owner of the object has uid O
and the effective uid of the current process is not O.

basic privilege PRI V_NET_ACCESS
Al lows a process to open a TCP, UDP, SDP or SCTP network endpoint.
privilege PRI V_NET_BI NDMLP

Al low a process to bind to a port that is configured as a

mul ti-level port(MP) for the process’s zone. This privilege
applies to both shared address and zone-specific address MPs.
See tnzonecfg(4) fromthe Trusted Extensions manual pages for
information on configuring MP ports.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

privilege PRI V_NET_| CMPACCESS
Al'l ows a process to send and receive | CWP packets.
privilege PRIV _NET_MAC AWARE

Al'l ows a process to set NET_MAC AWARE process flag by using
setpflags(2). This privilege also allows a process to set

SO _MAC_EXEMPT socket option by using setsockopt (3SOCKET) .

The NET_MAC_AWARE process flag and the SO MAC_EXEMPT socket
option both allow a | ocal process to comrunicate with an

unl abel ed peer if the local process’ |abel doninates the
peer’s default label, or if the local process runs in the

gl obal zone.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

privilege PRIV_NET_MAC IMPLICIT

Allows a process to set SO MAC | MPLICIT option by using

set sockopt (3SOCKET). This allows a privileged process to
transmt inplicitly-labeled packets to a peer.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

privilege PRI V_NET_OBSERVABI LI TY

Al'l ows a process to access /dev/|I o0 and the devices in /dev/ipnet/
while not requiring themto need PRI V_NET_RAWACCESS.

privilege PRI V_NET_PRI VADDR

Allows a process to bind to a privileged port

nunber. The privilege port nunbers are 1-1023 (the traditional
UNI X privileged ports) as well as those ports marked as
"udp/tcp_extra_priv_ports" with the exception of the ports
reserved for use by NFS.

privilege PRI V_NET_RAWACCESS
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Al lows a process to have direct access to the network |ayer.
unsafe privilege PRI V_PROC AUDI T

Al lows a process to generate audit records.
Al'lows a process to get its own audit pre-selection information.

privilege PRI V_PROC_CHROOT
Al lows a process to change its root directory.
privilege PRI V_PROC CLOCK_HI GHRES
Al lows a process to use high resolution tiners.
basic privilege PRI V_PROC EXEC
Al lows a process to call execve().
basic privilege PR V_PROC FORK
Al lows a process to call forkl()/forkall ()/vfork()
basic privilege PRI V_PROC | NFO
Al lows a process to exanm ne the status of processes other
than those it can send signals to. Processes which cannot
be exam ned cannot be seen in /proc and appear not to exist.
privilege PRI V_PROC_LOCK_MEMORY
Al'l ows a process to |ock pages in physical nmenory.
privilege PR V_PROC_MEM NFO
Al lows a process to access physical nenory information.
privilege PRI V_PROC_OMER
Al lows a process to send signals to other processes, inspect
and nodi fy process state to other processes regardl ess of
ownership. Wien nodi fyi ng anot her process, additional
restrictions apply: the effective privilege set of the
attaching process nust be a superset of the target process’
effective, permitted and inheritable sets; the limt set nust
be a superset of the target’s limt set; if the target process
has any uid set to O all privilege nust be asserted unless the
effective uid is 0.
Al'l ows a process to bind arbitrary processes to CPUs.
# XXX: This is nade default nmerely for test purposes.
default privilege PRI V_PROC PRI OQUP
privilege PRI V_PROC_PRI OUP
Al lows a process to elevate its priority above its current
privilege PRI V_PROC_PRI OCNTL
Al lows all that PRI V_PROC PRI OUP all ows.
Al lows a process to change its scheduling class to any schedulin
including the RT class.
basic privilege PRI V_PROC_SESSI ON

Al lows a process to send signals or trace processes outside its

DO NOT LEAVE HERE

| evel .

g class,
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sessi on.

unsafe privilege PRI V_PROC SETID

pr

pr

pr

pr

pr

pr

pr

pr

pr

pr

Al'l ows a process to set its uids at will.
Assuming uid O requires all privileges to be asserted.

vi | ege PRI V_PROC _TASKI D
Allows a process to assign a new task IDto the calling process.
vi | ege PRI V_PROC_ZONE

Al lows a process to trace or send signals to processes in
ot her zones.

vi |l ege PRI V_SYS_ACCT

Al lows a process to enable and di sabl e and manage accounting through
acct(2), getacct(2), putacct(2) and wacct(2).

vil ege PRI V_SYS ADM N

Al'l ows a process to perform system adm nistration tasks such
as setting node and donmin nane and specifying nscd and coreadm
settings.

vilege PRIV_SYS AUDI T

Al'l ows a process to start the (kernel) audit daenon.

Al lows a process to view and set audit state (audit user ID,
audit termnal 1D, audit sessions ID, audit pre-selection mask).
Allows a process to turn off and on auditing.

Al'l ows a process to configure the audit paraneters (cache and
queue sizes, event to class mappings, policy options).

vil ege PRI V_SYS _CONFI G

Al ows a process to performvarious system configuration tasks.

Al lows a process to add and renpve swap devi ces; when adding a swap
device, a process nust also have sufficient privileges to read from
and wite to the swap device.

vil ege PRIV_SYS_DEVI CES
Al'l ows a process to successfully call a kernel nodule that
calls the kernel drv_priv(9F) function to check for all owed
access.
Al l ows a process to open the real console device directly.
Al'l ows a process to open devices that have been exclusively opened.
vil ege PRI V_SYS_ | PC_CONFI G

Al'l ows a process to increase the size of a SystemV | PC Message
Queue buffer.

vilege PRIV_SYS LINKDIR
Al'l ows a process to unlink and Iink directories.

vil ege PRIV_SYS MOUNT
Al'l ows fil esystem specific adm nistrative procedures, such as
filesystemconfiguration ioctls, quota calls and creation/deletion

of snapshots.
Al'l ows a process to nount and unnount filesystens which woul d
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otherw se be restricted (i.e.,
nanef s) .

A process performng a nmount operation needs to have
appropriate access to the device being mounted (read-wite for
"rw' nmounts, read for "ro" nounts).

A process performng any of the aforenentioned

filesystem operations needs to have read/ wite/owner

access to the nount point.

Only regular files and directories can serve as nount points
for processes which do not have all zone privileges asserted.
Unl ess a process has all zone privileges, the nount(2)
systemcall will force the "nosuid" and "restrict" options, the
latter only for autofs nountpoints.

Regardl ess of privileges, a process running in a non-global
only control nounts perforned fromw thin said zone.
Qutside the global zone, the "nodevices" option is always forced.

nost filesystens except

zone may

vil ege PRIV_SYS_| PTUN_CONFI G
Al lows a process to configure |P tunnel |inks.
vil ege PRI V_SYS_DL_CONFI G

Al lows a process to configure all classes of datalinks,
configuration allowed by PRI V_SYS_| PTUN_CONFI G

including

vil ege PRI V_SYS_ | P_CONFI G

process to configure a systenmis |P interfaces and routes.
process to configure network paraneters using ndd

process to configure |Psec.

222>
cooogo
5550505
Lo

vil ege PRI V_SYS_NET_CONFI G

Allows all that PRIV_SYS |P_CONFIG PRIV_SYS DL_CONFIG and

PRI V_SYS_PPP_CONFI G al | ow.

Al l ows a process to push the rpcnod STREAMs nodul e.

Al ows a process to | NSERT/ REMOVE STREAMs nodul es on | ocations ot her
than the top of the nodul e stack.

vil ege PRI V_SYS_NFS

Al lows a process to perform Sun private NFS specific systemcalls.
Al'l ows a process to bind to ports reserved by NFS: ports 2049 (nfs)
and port 4045 (I ockd).

vil ege PRI V_SYS_PPP_CONFI G

Al'l ows a process to create and destroy PPP (sppp) interfaces.
Al l ows a process to configure PPP tunnels (sppptun).

vil ege PRI V_SYS RES_BI ND
Al lows a process to bind processes to processor sets.
vi |l ege PRI V_SYS RES_CONFI G

Al'lows all that PRIV_SYS RES_BIND al | ows.

Al lows a process to create and del ete processor sets, assign
CPUs to processor sets and override the PSET_NCESCAPE property.
Al'l ows a process to change the operational status of CPUs in
the systemusing p_online(2).

Al lows a process to configure resource pools and to bind
processes to pools

process access to otherwise restricted infornmation using ndd.

process to pop anchored STREAMs nodul es with matching zoneid.
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unsafe privilege PRI V_SYS RESOURCE

Al'lows a process to nodify the resource limts specified
by setrlimt(2) and setrctl(2) without restriction.
lows a process to exceed the per-user maxi num nunber of
processes.
Allows a process to extend or create files on a filesystemthat
has | ess than nminfree space in reserve.
privilege PRI V_SYS SMB
Al'l ows a process to access the Sun private SMB kernel nodul e.
Al lows a process to bind to ports reserved by NetBI OS and SMB:
ports 137 (NBNS), 138 (NetBI OS Datagram Service), 139 (NetBICOS
Sessi on Service and SMB-over-NBT) and 445 (SMB-over-TCP).
privilege PRIV_SYS SUSER COWPAT
Al lows a process to successfully call a third party | oadabl e nodul e
that calls the kernel suser() function to check for all owed access.
This privilege exists only for third party |oadabl e nodul e
conpatibility and is not used by Solaris proper.
privilege PRI V_SYS TI ME
Al lows a process to mani pul ate systemtinme using any of the
appropriate systemcalls: stine, adjtime, ntp_adjtinme and
the I A specific RTC cal ls.
privilege PRI V_SYS TRANS LABEL
Allows a process to translate |abels that are not dom nated
by the process’ sensitivity label to and froman external
string form
This privilege is interpreted only if the systemis configured
with Trusted Extensions.
privilege PRI V_VI RT_MANAGE
Al'l ows a process to nmanage virtualized environnents such as
XVM 5) .
privilege PRI V_WN_CO.ORVAP
Al'l ows a process to override colormap restrictions.
Al lows a process to install or renove col ormaps.
Al lows a process to retrieve colormap cell entries allocated
by ot her processes.
This privilege is interpreted only if the systemis configured
with Trusted Extensions.
privilege PRI V_W N_CONFI G
Al'l ows a process to configure or destroy resources that are
permanently retained by the X server.
Al lows a process to use Set ScreenSaver to set the screen
saver timeout val ue.
Al'l ows a process to use ChangeHosts to nodify the display
access control list.
Al lows a process to use G abServer.
Al lows a process to use the SetC oseDownMde request which
may retain w ndow, pixmap, colormap, property, cursor, font,
or graphic context resources.
This privilege is interpreted only if the systemis configured
with Trusted Extensions.
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Al'l ows a process to read froma wi ndow resource that it does
not own (has a different user ID).

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vil ege PRIV_WN_DAC WRI TE

Al lows a process to wite to or create a wi ndow resource that
it does not own (has a different user ID). A newy created

wi ndow property is created with the wi ndow s user |D.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vilege PRIV W N _DEVI CES

Al ows a process to perform operations on w ndow i nput devices.
Al lows a process to get and set keyboard and pointer controls.
Al'l ows a process to nodify pointer button and key mappings.
This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vil ege PRI V_W N_DGA

Al lows a process to use the direct graphics access (DGA) X protocol
extensions. Direct process access to the frame buffer is still
required. Thus the process nust have MAC and DAC privil eges that
al l ow access to the frane buffer, or the franme buffer nust be

all ocated to the process.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vil ege PRI'V_W N_DOANGRADE_SL

Al'l ows a process to set the sensitivity |abel of a wi ndow resource
to a sensitivity |label that does not dominate the existing
sensitivity |abel.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vilege PRIV_W N _FONTPATH

Al'l ows a process to set a font path.
This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vilege PRIV_W N _MAC READ

Al'l ows a process to read froma wi ndow resource whose sensitivity
label is not equal to the process sensitivity |abel.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vil ege PRIV_WN_MAC WRI TE

Al lows a process to create a w ndow resource whose sensitivity
| abel is not equal to the process sensitivity |abel.

A newly created wi ndow property is created wth the wi ndow s
sensitivity |abel.

This privilege is interpreted only if the systemis configured
with Trusted Extensions.

vilege PRIV_WN_SELECTI ON
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589 Al'l ows a process to request inter-w ndow data noves without the
590 intervention of the selection confirmer.

591 This privilege is interpreted only if the systemis configured
592 with Trusted Extensions.

594 privil ege PRI V_W N_UPGRADE_SL

596 Al'l ows a process to set the sensitivity |abel of a wi ndow

597 resource to a sensitivity |label that dom nates the existing
598 sensitivity |abel.

599 This privilege is interpreted only if the systemis configured
600 with Trusted Extensions.

602 privil ege PRI V_XVM CONTROL

604 Al l ows a process access to the xVM5) control devices for

605 managi ng guest domains and the hypervisor. This privilege is
606 used only if booted into xVM on x86 pl atforns.

608 set PRI V_EFFECTI VE

610 Set of privileges currently in effect.

612 set PRIV_|I NHERI TABLE

614 Set of privileges that conmes into effect on exec.

616 set PRI V_PERM TTED

618 Set of privileges that can be put into the effective set without
619 restriction.

621 set PRIV_LIMT

623 Set of privileges that determ nes the absol ute upper bound of
624 privileges this process and its off-spring can obtain.
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11570 Mon Dec 28 20:02:42 2015
new usr/src/uts/comon/ os/ privs. ank
uts: add a concept of a 'default’ set of privileges, separate from’basic’
uts: give privilege nacros nore sensibl e names

LR R R R

__unchanged_portion_omtted_

100 #
101 # Privilege strings are represented as |ower case strings;
102 # PRIV_ is stripped fromthe strings.

103 #
104 /([ A-Za-z]* )?privilege / {
105 if (NF == 3) {
106 key = toupper ($1)
107 priv = toupper($3)
108 i1f (set[key] '="")
109 set[ key] = set[key] ";"
110 set[key] = set[key] "\\\n\t\tPRI V_ADDSET((set), " priv ")"
110 set[key] = set[key] "\\\n\t\tPRI V_ASSERT((set), " priv ")"
111 } else {
112 priv = toupper($2);
113
114 privs[npriv] = tol ower(substr(priv, 6));
115 inset =0
116 inpriv =1
118 privind[npriv] = privbytes;
120 tabs = (32 - Iength(prlv) 1)/8
121 # length +\0 - PRI
122 privbytes += | engt h(pr| v) - 4
123 pdef [ npriv] = "#define\t" priv substr("\t\t\t\t\t", 1, tabs)
125 npriv++
126 next
127 }
__unchanged_portion_omtted_
213 END {
215 if (!pubhfile & !privhfile & !cfile && !pnanmesfile) {
216 print "Qutput file paraneter not set" > "/dev/stderr"
217 exit 1
218 }
220 setsize=|nt((npr|v+slack)/(8* 4)) + 1
221 maxnpriv = setsize * 8 *
222 # Assune all ocated privil eges are on average "NSDQ' bytes |arger.
223 maxprivbytes = int((privbytes / npriv + 5.5)) * (maxnpriv - npriv)
224 maxprivbytes += privbytes
226 if (cfile) {
227 print "\n" > cfile
228 print pragma "\n"> cfile
229 print "#include <sys/types.h>" > cfile
230 print "#include <sys/priv_const.h>" > cfile
231 print "#include <sys/priv_inpl.h>" > cfile
232 print "#include <sys/priv.h>" > cfile
233 print "#include <sys/sysmacros. h>" > cfile
234 print "\n" > cfile
235 #
236 # Create the entire priv info structure here.
237 # When adding privileges, the kernel needs to update
238 # too many fields as the nunber of privileges is kept in

239 # many pl aces.
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#endi f

#endi f

[* !

[* 1

#
print

2
\
"static struct _info {\n"
priv_inpl_info_t inpl _info;\n" \
priv_info_t settype;\n" \
I nt nsets;\n" \
const char sets[" setbytes "];\n" \
priv_info_t privtype;\n" \
I nt nprivs;\n" \
char privs[" maxprivbytes "];\n" \
priv_info_t sysset;\n" \
priv_set_t basi cset;\n" \
perlnfot defset;\n" \
priv_set_t defaul tset;\n" \

coder evi e

w */

} info = {\n" \
{ sizeof (priv_inmpl_info_t)
"PRIV_SETSI ZE, " npriv ",\n"
"\t\tsizeof (priv_info_uint_t
"\t\tsizeof (info) - sizeof (i
{ PRIV_I NFO_SETNAMES, \ n" \

of fsetof (struct _info, privtype) -

, 0,
\
Yo\
i fompl

PRI V_NSET, " \

_info)},\n" \
0§

"of fsetof (struct _info, settype)},\n\tPRIV_NSET," > cfile

sep
len
for (

I
print

print

1
print

print
print

print
print

R

i =0; i <nset; i++) {
if (len + length(sets[i]) > 80) {
sep = "\\O\"\n\t\""
len =9

printf sep sets[i] > cfile
len += Iength(sets[l]) + | ength(sep);
sep = "\\0

"\\0\"," > cfile
"\t{ PRI V_I NFO_PRI VNAMES, \ n\ t "\
"of fsetof (struct _info, sysset) - " \
"of fsetof (struct _info, privtype)},\n\
> cfile
RIS
9;
i =0; i <npriv; i++) {
if (len + Iength(privs[l]) > 80) {
sep = "\\O\"\n\t\"
len = 9
printf sep privs[i] > cfile
len += Iength(prlvs[l]) + | ength(sep);
sep = "\\0
"\\o\"," > cfile
"\t{ PRI V_I NFO BASI CPRI VS, offsetof (str
"\t{ PRI V_I NFO BASI CPRI VS, sizeof (info)
"of fsetof (struct _info, sysset)}," > cfil
“\t{ 0 },\n" > cfile
"\t{ PRI V_I NFO DEFAULTPRI VS, sizeof ( nf
"of fsetof (struct _info, defset)}" > cfile
w */

coderevi e
print

print

"};\n" > cfile

"\nconst char *priv_nanes[" maxnpriv "]

t" npriv "," \

uct _info, defset)
"\

e

o) - "\

=\n{" > cfile
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305 for (i =0; i <npriv; i++)

306 print "\t& nfo.privs[" privind[i] "]," > cfile

308 print "};\n" > cfile

310 print "\nconst char *priv_setnanes[" nset "] =\n{" > cfile
311 for (i =0; i < nset; i++)

312 print "\t& nfo.sets[" setind[i] "]," > cfile

314 print "};\n" > cfile

316 print "int nprivs =" npriv ";" > cfile

317 print "int privbytes =" privbytes ";" > cfile

318 print "int maxprivbytes = " maxprivbytes ";" > cfile

319 print "size_t privinfosize = sizeof (info);" > cfil

320 print "char *priv_str = info.privs;" > cfile

321 print "priv_set_t *priv_basic = & nfo.basicset;" > cfile

322 print "priv_set_t *priv_default = & nfo.defaultset;" > cfile
323 #endif /* | coderevi ew */

324 print "priv_inmpl _info_t *priv_info = & nfo.inpl_info;" > cfile
325 print ' perlnfo nanes_t *priv_ninfo ="

326 "(priv_info_nanes_t *)& nfo.privtype;" > cfile

327 close(cfile)

328 }

330 # Kernel private

331 if (privhfile) {

332 print "#i fndef _SYS PRIV_CONST_H' > privhfile

333 print "#define\t_SYS PRIV_CONST H\n" > privhfile

334 print pragma "\n"> privhfile

335 print "\n#include <sys/types.h>\n\n" > privhfile

336 print "#ifdef _ cplusplus\nextern \"Q" {\n#endif\n" > privhfile
338 print "#i f defined(_KERNEL) || defined(_KMEMUSER)" > privhfile
339 print "#define\tPRIV_NSET\t\t\t " nset > privhfile

340 print "#define\tPRIV_SETSIZE\t\t\t " setsize > privhfile

341 print "#endi f\n\n#ifd

ef KERNEL" > privhfile

342 print "#define\t__PRI V_CONST_I MPL\n" > privhfile

343 print "extern const char *priv_nanes[];" > privhfile

344 print "extern const char *priv_setnanes[];" > privhfile
346 print "extern int nprivs;" > privhfile

347 print "extern int privbytes;" > privhfile

348 print "extern int maxprivbytes;" > privhfile

349 print "extern size_t privinfosize;" > privhfile

350 print "extern char *priv_str;" > prlvhflle

351 print “"extern struct priv_ set *priv_basic;" > privhfile
352 print "extern struct priv_set *priv_ default " > privhfile
353 #endif /* ! coderevi ew */

354 print "extern struct priv_inpl_info *priv_info;" > privhfile
355 print "extern struct priv_info_names *priv_ninfo;" > privhfile
357 print "\n/* Privileges */" > privhfile

358

359 for (i =0; i <npriv; i++

360 print pdef[i] sprintf("93d", i) > privhfile

362 print "\n/* Privilege sets */" > privhfile

363 for (i =0; i < nset; i++)

364 print sdef[i] sprintf("93d", i) > privhfile

366 print "\n#define\t MAX_ PRIVILEGE\t\t\t " setsize * 32\
367 > privhfile

369 # Special privilege categories.

370 for (s in set)

new usr/src/uts/comon/ os/ privs. ank

371 print "\ n#define\tPRI s "_ADDSET(set)" set[s] \
254 print "\n#define\tPRl s "_ASSERT(set)" set[s] \
372 > privhfile

374 print "\n#endif /* _KERNEL */" > privhfile

375 print "\ n#ifdef __ cplusplus\n}\n#endif" > privhfile

376 print "\n#endif 7* _SYS_PRIV_CONST_H */" > privhfile

377 close(privhfile)

378 }

380 if (pubhfile) {

381 cast="((const char *)"

382 print "#i fndef _SYS PRIV_NAMES H' > pubhfile

383 print "#define\t_SYS PRI V_NAMES _H n" > pubhfile

385 print pragma "\n" > pubhfile

386 print "#i fdef __cplusplus\nextern \"Q" {\n#endi f\n" > pubhfile
388 print "#i fndef _ PRIV_CONST_I MPL" > pubhfile

389 print "/*\'n * Privilege nanmes\n */" > pubhfile

390 for (i =0; i <npriv; i++)

391 print “/*\n" privent[i] " */" > pubhfile

392 print pdef[i] cast "\"" privs[i] "\")\n" > pubhfile
393 }

395 print > pubhfile

397 print "/*\n * Privilege set names\n */" > pubhfile

398 for (i = 0; i < nset; i++)

399 print "/*\n" setcnt[i] " */" > pubhfile

400 print sdef[i] cast "\"" sets[i] "\")\n" > pubhfile
401 }

403 print "\n#endif /* PRI V_CONST_I MPL */" > pubhfile

404 print "\ n#ifdef _ cplusplus\n}\n#endif" > pubhfile

405 print "\n#endif /* _SYS PRIV_.NAMES H */" > pubhfile

406 cl ose(pubhfile)

407 }

409 if (pnanmesfile) {

410 print pnamescnt > pnanesfile

411 for (i =0; i <npriv; i++) {

412 print privs[i] > pnanesfile

413 print privncnt[i] > pnanesfile

414 }

415 }

417 }

__unchanged_portion_onitted_
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180 * Priv
181 */

182 #define
183 #define
184 #define
185 #define
186 #define
187 #endi f

189 /*

190 * Spec
191 * debu
192 */

193 #define
194 #define
195 #define
196 #define
197 #define

199 #i f def
201 #define

203 extern
204 extern

206 struct
207 struct
208 struct

210 extern
211 extern
212 extern

214 extern
215 extern
216 extern
217 extern
218 extern
219 extern
220 extern
221 extern
222 extern

224 extern
225 extern
226 extern
227 extern
228 extern
229 extern
230 extern
231 extern
232 extern
233 extern
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235 extern
236 extern
237 extern
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oncept of a 'default’ set of privileges, separate from’basic

D R R R R R

ged_portion_omtted_

ilege information types.

PRI V_| NFO_SETNAMES 0x0001
PRI V_I NFO_PRI VNANES 0x0002
PRI V_I NFO_BASI CPRI VS 0x0003
PRI V_I NFO_FLAGS 0x0004
PRI V_I NFO_DEFAULTPRI VS 0x0005

/* 1 codereview */

ial "privileges" used to indicate special
ggi ng/ traci ng code.

conditions in privilege

PRI V_ALL (-1) /* Al privileges required */
PRI V_MJULTI PLE (-2) /* More than one */
PRI V_NONE (-3) /* No value */
PRI V_ALLZONE (-4) /* Al privileges in zone */
PRI V_GLOBAL (-5) /* Miust be in global zone */
_ KERNEL
PRI V_ALLOC 0x1
int priv_debug;

int priv_basic_test;

proc;
prpriv;
cred;

int priv_prgetprivsize(struct prpriv *);
void cred2prpriv(const struct cred *, struct prpriv *);
int priv_pr_spriv(struct proc *, struct prpriv *, const struct cred *);

priv_inpl _info_t *priv_hold_inplinfo(void);

void priv_rel ease_i nplinfo(void);

size_t priv_get_inplinfo_size(void);

const priv_set_t *priv_getset(const struct cred *, int);
void priv_getinfo(const struct cred *, void *);

int priv_getbynanme(const char *, uint_t);

int priv_getsetbyname(const char *, int);

const char *priv_getbynun(int);

const char *priv_getsetbynun{int);

void priv_enptyset(priv_set_t *);

void priv_fillset(priv_set_t *);

void priv_addset(priv_set_t *, int);

void priv_del set(priv_set_t *, int);

bool ean_t priv_ |sn'enber(const priv_set_t *, int);

bool ean_t priv_i senptyset (const priv_set_t *);

bool ean_t priv_isfullset(const priv_set_t *);

bool ean_t priv_isequal set(const priv_set_t *, const priv_set_t *);

bool ean_t priv_issubset(const priv_set_t *, const priv_set_t *);

int priv_proc_cred_pern(const struct cred *, struct proc *,
struct cred **, int);

void priv_| |ntersect(const priv_set_t *, priv_set_t *);

void priv_union(const priv_set_t *, priv_set_t *);

void priv_inverse(priv_set_t *);

new usr/src/uts/comon/sys/priv.h
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240
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244
245

247
249
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251

253

extern
extern
extern
extern

extern
extern

#endi f
#i f def
#endi f
#endi f

void priv_set_PA(cred_t *)'

voi d priv_adj ust PA(cred *);

void priv_reset_PA(cred_t bool ean_t);
bool ean_t priv_can_cl ear_PA(const cred_t *);

int setpflags(uint_t, uint_t,

cred_t *);
uint _t getpflags(uint_t, *

const cred_t )
/* _KERNEL */

__cpl uspl us
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new usr/src/uts/comon/sys/priv_inpl.h
uts: give privilege nacros nore sensibl e names

R R R R

1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the ternms of the

5 * Common Devel opnent and Distribution License, Version 1.0 only

6 * (the "License"). You may not use this file except in conpliance
7 * with the License.

8 *

9 * You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE
10 * or http://ww. opensol aris.org/os/licensing.

11 * See the License for the specific |anguage governing perm ssions
12 * and limtations under the License.

13 =

14 * Wen distributing Covered Code, include this CDDL HEADER i n each
15 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
16 * |f applicable, add the follow ng below this CODL HEADER, with the
17 * fields enclosed by brackets "[]" replaced with your own identifying
18 * information: Portions Copyright [yyyy]l [nane of copyright owner]
19 =
20 * CDDL HEADER END
21 */
22 /*

23 * Copyright 2003 Sun M crosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
*/

27 #ifndef _SYS PRIV_|IMPL_H
28 #define _SYS_PRIV_I MPL_H

30 #pragne ident " %YW % % %E% SM "

30 #include <sys/priv_const.h>
31 #include <sys/priv.h>

33 #ifdef __cplusplus
34 extern "C' {
35 #endi f

37 #if defined(_KERNEL) || defined(_KVEMUSER)

38 /*

39 * priv_set_t is a structure holding a set of privileges
40 */

42 struct priv_set {

43 priv_chunk_t pbits[ PRI V_SETSI ZE] ;
44 };

__unchanged_portion_onitted_

51 #endif
53 #ifdef _KERNEL

55 extern priv_set_t *priv_basic;
56 extern priv_set_t priv_unsafe;
57 extern priv_set_t priv_fullset;
58 extern void priv_init(void);

60 /* The CR_PRIVS macro is defined in <sys/cred_inpl.h> */

61 #define CR_EPRI V(c) (CR_PRIVS(c)->crprivs[ PR V_EFFECTI VE] )
62 #define CR_I PRI V(c) (CR_PRIVS( c) - >crpri vs[ PRI V_I NHERI TABLE] )
63 #define CR_PPRIV(c) (CR_PRI VS(c) - >crpri vs[ PRI V_PERM TTED] )

new usr/src/uts/comon/sys/priv_inpl.h
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106

106
107
108
109
109
110
111
110
111
112
113
113
114
115
114

116

#define CR_LPRIV(c) (CR_PRIVS(c)->crprivs[PRIV_LIMT])
#defi ne CR_FLAGS(c) (CR_PRIVS(c)->crpriv_flags)
#define PRIV_SETBYTES (PRIV_NSET * PRI V_SETSI ZE * sizeof (priv_chunk_t))

#define PRI V_EI SAWARE(c) ((CR_FLAGS(c) & PRIV_AWARE) || (c)->cr_uid != 0)
#define PRI V_PI SAWARE(c) ((CR_FLAGS(c) & PRIV AV\ARE) [\

((c)->cr_uid '=0 & (c)->cr_suid !'= 0 && \

(c)->cr_ruid !'= 0))
#define CR_CEPRI V(c) (*(PRIV_ElI SAWARE(c) ? &CR EPRIV(c) : &CR LPRIV(c)))
#define CR_OPPRI V(c) (* ( V_PI SAWARE(c) ? &R PPRIV(c) : &R LPRIV(c)))
#define PRI V_VALI DSET(s) ((s) >= 0 && (s) < PRIV_NSET)
#define PRI V_VALI DOP(op) ((op) >= PRIV_ON && (op) <= PRIV_SET)
#define PRI V_FULLSET &priv_fullset /* Require full set */
/*
* Privil ege macros bits nmanipul ati on nmacros; DEBUG kernels w |
* ASSERT() that privileges are not out of range.
*/
#i f ndef NBBY
#def i ne NBBY 8
#endi f
#defi ne __NBWRD (NBBY * sizeof (priv_chunk_t))
#def i ne privmask(n) (1U << ((__NBWRD - 1) - ((n) % __NBWRD)))
#define privword(n) ((n)/__NBWRD)
/*
* PRIV_ADDSET(a, b) sets privilege "b" in privilege set "a".
* PRIV_DELSET(a, b) clears privilege "b" |n privilege set "a".
* PRIV_| SMEMBER(a, b) tests if privil ege b’ is asserted in privilege set
* PRI V_ASSERT(a, b) sets privilege "b" in prl vilege set "a".
* PRIV_CLEAR(a, b) clears privilege "b" in privilege set "a".
* PRIV_| SASSERT tests if privilege 'b’ is asserted in privilege set "a'.
*/
#define _ PRI V_ADDSET(a, b) ((a)->pbits[privword(b)] |= privmask(b))
#define _ PRI V_DELSET(a, b) ((a)->pbits[privword(b)] & ~privmask(b))
#define _ PRI V_| SMEMBER(a, b) ((a)->pbits[privword(b)] & privmask(b))
#define __PRIV_ASSERT(a, b) ((a)->pbits[privword(b)] |= privmask(b))
#define __PRIV_CLEAR(a, b) ((a)->pbits[privword(b)] & ~privmask(b))
#define __ PRI V_| SASSERT(a, b) ((a)->pbits[privword(b)] & privmask(b))

#i f def DEBUG

#define PRI V_DELSET(a, b) priv_delset((a), (b))
#defi ne PRI V_ADDSET(a, b) priv_addset((a), (b))
#defi ne PRI V_| SMEMBER(a, b) priv_i snenber((a), (b))
#define PRIV_CLEAR(a, b) priv_del set((a), (b))
#defi ne PRI V_ASSERT(a, b) priv_addset((a), (b))
#define PRI V_| SASSERT(a, b) priv_isnenber((a), (b))
#el se

#defi ne PRI V_DELSET(a, b) __ PRIV_DELSET((a), (b))
#defi ne PRI V_ADDSET(a, b) “_ PRIV /_ADDSET((a), (b))
#define PRI V_I SNENBER( a, b) ~_PRIV_I| SMEMBER((a), (b))
#define PRI V_CLEAR(a, b) ~_PRIV_CLEAR((a), (b))
#define PRI V_ASSERT(a, b) PRI V_ASSERT((a), (b))
#degi ?e PRI V_| SASSERT(a, b) PRI V_I SASSERT( ( a) , (b))
#endi

#endi f /* _KERNEL */

a'.
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 60 */
3459 Mon Dec 28 20:02:46 2015 61 #define PRIV_EQUAL(a, b) (priv_isequalset(a, b))
new usr/src/uts/comon/sys/tsol/priv.h 62 #define PRIV_EMPTY(a) (priv_enptyset(a))
uts: give privilege nacros nore sensibl e names 63 #define PRIV_FILL(a) (priv_fillset(a))
LEEE R R R R EE SRR EEEEEEEEEEE RS SRR EEEEEEEEEEEEREREEEEEEEEESE]

1/* 65 /*

2 * CDDL HEADER START 66 * PRIV_| SASSERT tests if privilege 'b’ is asserted in privilege set 'a'.

3 * 67 */

4 * The contents of this file are subject to the terms of the 68 #define PRIV_| SASSERT(a, b) (priv_isnmenber(a, b))

5 * Common Devel opnent and Distribution License (the "License"). 69 #define PRI V_|I SEMPTY(a) (priv_isenptyset(a))

6 * You may not use this file except in conpliance with the License. 70 #define PRI V_ISFULL(a) (priv_isfullset(a))

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 72 | *

9 * or http://ww. opensol aris.org/os/licensing. 73 * This macro returns 1 if all privileges asserted in privilege set "a"
10 * See the License for the specific |anguage governi ng perm ssions 74 * are also asserted in privilege set "b" (i.e. if ais a subset of b)
11 * and limtations under the License. 75 *

12 * 76 #define PRIV_I SSUBSET(a, b) (priv_issubset(a, b))
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 78 | *
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 79 * Takes intersection of "a" and "b" and stores in "b".
16 * fields enclosed by brackets "[]" replaced with your own identifying 80 */
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 81 #define PRI V_I NTERSECT(a, b) (priv_intersect(a, b))
18 *
19 * CDDL HEADER END 83 /*
20 */ 84 * Replaces "a" with inverse of "a".
21 /* 85 */
22 * Copyright 2006 Sun Mcrosystens, Inc. Al rights reserved. 86 #define PRI V_INVERSE(a) (priv_inverse(a))
23 * Use is subject to license terns.
24 */ 88 /*
89 * Takes union of "a" and "b" and stores in "b".
26 #ifndef _SYS TSOL_PRIV_H 90 */
27 #define _SYS TSOL_PRIV_H 91 #define PRIV_UNION(a, b) (priv_union(a, b))
29 #pragma ident " %Y U % %Y SM "
94 #define PRI V_FILE _UPGRADE_SL ((const char *)"file_upgrade_sl")
29 #include <sys/priv.h> 95 #define PRI V_FILE DOMGRADE_SL ((const char *)"fil e_downgrade_sl")
96 #
31 #ifdef __cplusplus 97 #define PRI V_PROC_AUDI T_TCB ((const char )" proc_audit")
32 extern "C' { 98 #define PRI V_PROC_AUDI T_APPL ((const char *)"proc_audit")
33 #endif 99 #
100 #define PRIV_SYS TRANS LABEL ((const char *)"sys_trans_| abel ")
35 typedef enumpriv_ftype { 101 #define PRI V_W N_COLORVAP ((const char *)"w n_col or map")
36 PRI V_ALLOVED, 102 #define PRI V_W N_CONFI G ((const char *)"wi n_config")
37 PRI V_FORCED 103 #define PRI V_W N_DAC_READ ((const char *)"wi n_dac_read")
38 } priv_ftype_t; 104 #define PRI V_W N_DAC WRI TE ((const char *)"wi n_dac_write")
105 #define PRI V_W N_DGA ((const char *)"win —dga”)
40 /= 106 #define PRI V_W N_DEVI CES ((const char *)"wi n_devices")
41 * Privilege nmacros. 107 #define PRI V_W N _DOANGRADE_SL ((const char *)"wi n downgrade sl™)
42 * 108 #define PRI V_W N_FONTPATH ((const char *)"w n_fontpath")
43 * These nanmes are here for conpatibility reasons, and thus do not natch 109 #define PRI V_W N_MAC_READ ((const char *)"wi n_mac_read")
44 * priv_inpl.h 110 #define PRI V_W N_MAC WRI TE ((const char *)"win_mac_wite")
45 #endif /* 1 codereview */ 111 #define PRI V_W N_SELECTI ON ((const char *)"w n_sel ection")
46 */ 112 #define PRI V_W N_UPGRADE_SL ((const char *)"wi n_upgrade_sl™)
48 | * 114 #ifdef __cplusplus
49 * PRIV_ASSERT(a, b) setst.privilege "b" in privilege set "a". 115 }
50 */ 116 #endif

51 #define PRIV_ASSERT(a, b) (priv_addset(a, b))
118 #endif /* _SYS TSOL_PRIV_H */
53 /*
54 * PRIV_CLEAR(a,b) clearst.privilege "b" in privilege set "a".
*
/

56 #define PRIV_CLEAR(a, b) (priv_delset(a, b))

58 /*
59 * PRIV_EQUAL(set_a, set_b) is true if set_a and set_b are identical.




new usr/src/uts/comon/syscal | /ppriv.c 1 new usr/src/uts/comon/syscal | /ppriv.c
LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 If (]PR'V VALI DSE‘r(type) || |PR|VVALI m:)(op))
10217 Mon Dec 28 20:02: 47 2015 63 return (set_errno(EINVAL));
new usr/src/uts/comon/syscal | /ppriv.c
uts: give privilege nacros nore sensibl e names 65 if (copyin(in_pset, &pset, sizeof (priv_set_t)))
LEEE R R R R EE SRR EEEEEEEEEEE RS SRR EEEEEEEEEEEEREREEEEEEEEESE] 66 return (Se'[_erl’r‘lO(EFAULT)):
1/*
2 * CDDL HEADER START 68 p = ttoproc(curthread);
3 * 69 cr = cralloc();
4 * The contents of this file are subject to the terms of the 70 mut ex_ent er (&p->p_crl ock);
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License. 72 retry:
7 * 73 pcr = p->p_cred;
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing. 75 if (AU_AUDI TI NX))
10 * See the License for the specific |anguage governi ng perm ssions 76 audi t _setppriv(op, type, &pset, pcr);
11 * and limtations under the License.
12 = 78 /*
13 * When distributing Covered Code, include this CDDL HEADER in each 79 * Filter out unallowed request (bad op and bad type)
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE. 80 */
15 * |If applicable, add the followi ng below this CDDL HEADER, wth the 81 switch (op) {
16 * fields enclosed by brackets "[]" replaced with your own identifying 82 case PRI V_ON
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 83 case PRI V_SET:
18 * 84 /*
19 * CDDL HEADER END 85 * Turning on privileges; the limt set cannot grow,
20 */ 86 * other sets can but only as long as they renmain subsets
21 | * 87 * of P. Only imediately after exec holds that P <= L.
22 * Copyright (c) 2003, 2010, Oracle and/or its affiliates. Al rights reserved. 88 */
23 */ 89 if (type == PRIV_LIMT &&
90 I'priv_issubset(&set, &R LPRIV(pcr))) {
25 #incl ude <sys/param h> 91 nut ex_exi t (&p->p_crl ock);
26 #include <sys/types. h> 92 crfree(cr);
27 #include <sys/sysnacros. h> 93 return (set_errno(EPERM);
28 #include <sys/systm h> 94 }
29 #include <sys/cred_inpl.h> 95 if (!priv_issubset(&pset, &R OPPRIV(pcr)) &&
30 #include <sys/errno. h> 96 I'priv_issubset (&pset, priv_getset(pcr, type))) {
31 #include <sys/kl pd. h> 97 mut ex_exit (&p->p_crl ock);
32 #include <sys/proc. h> 98 /* Policy override should not grow beyond L either */
33 #include <sys/priv_inpl.h> 99 if (type != PRI V_I NHERI TABLE | |
34 #include <sys/policy.h> 100 Ipriv_issubset (&pset, &CR LPRIV(pcr)) ||
35 #include <sys/ddi.h> 101 secpolicy_require_privs(CRED(), &pset) 1= 0) {
36 #include <sys/thread. h> 102 crfree(cr);
37 #include <sys/cm_err. h> 103 return (set_errno( EPERM);
38 #include <c2/audit.h> 104 }
105 mut ex_ent er (&p->p_crl ock);
40 /* 106 if (pcr !'= p->p_cred)
41 * Systemcall support for manipulating privileges. 107 goto retry;
42 * 108 donocd = B_TRUE;
43 * 109 }
44 * setppriv(2) - set process privilege set 110 br eak;
45 * getppriv(2) - get process privilege set
46 * getprivinplinfo(2) - get process privilege inplenmentation infornation 112 case PRI V_OFF:
47 * setpflags(2) - set process (privilege) flags 113 /* PRIV_OFF is always allowed */
48 * getpflags(2) - get process (privilege) flags 114 br eak;
49 */ 115 }
51 /* 117 I*
52 * setppriv (priv_op_t, priv_ptype_t, priv_set_t) 118 * OK! everything is cool.
53 */ 119 * Do cred COW
54 static int 120 */
55 setppriv(priv_op_t op, priv_ptype_t type, priv_set_t *in_pset) 121 crcopy_to(pcr, cr);
56 {
57 priv_set_t pset, *target; 123 I*
58 cred_t *cr, *pcr; 124 * |f we change the effective, permitted or limt set, we attain
59 proc_t *p; 125 * "privilege awareness".
60 bool ean_t donocd = B_FALSE; 126 */
127 if (type !'= PRIV_I NHERI TABLE)
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priv_set_PA(cr);
target = & CR PRIVS(cr)->crprivs[type]);

switch (op) {
case PRI V_ON:
pri v_uni on(&pset, target);
br eak;
case PRI V_COFF:
priv_inverse(&pset);
priv_intersect(target, &pset);

*

* Fall-thru to set target and change other process
* privilege sets.
*/

/ * FALLTHRU*/

case PRIV_SET:
*target = pset;

/*

* Take privileges no longer pernitted out

* of other effective sets as well.

* Limt set is enforced at exec() tine.

*/

if (type == PRI V_PERM TTED)
priv_intersect(&set, &R EPRIV(cr));

br eak;

*
* When we give up privileges not in the inheritable set,
* set SNOCD if not already set; first we conpute the
* privileges renoved fromP using Diff = (~P') & P
* and then we check whether the renoved privileges are
* a subset of I. If we retain uid 0, all privileges
* are required anyway so don’t set SNOCD.
*
/
f

(type == PRIV_PERM TTED && (p->p_flag & SNOCD) == 0 &&
cr->cr U|d 1= 0 &&cr->cr ruid '= 0 & cr->cr swd 1= 0) {
priv_set_t diff CR_OPPRI V(cr);
priv_ inverse(&diff)
priv_| mtersect(&CR ODPRIV(pcr) &di ff);
donocd = !priv_issubset(&diff, & CR_ I PRI V(er));

}

p->p_cred = cr;
mut ex_exi t (&p->p_crl ock);

if (donocd) {
mut ex enter(&p >p_| Iock)
p->p_flag | = Sl
mut ex_exi t (&p->p_| Iock)

}
/*
* The basic_test privilege should not be renpved fromE;
* if that has happened, then sone programer typically set the E/P to
* enpty. That is not portable.
*
/

if ((type == PRIV_EFFECTIVE || type == PRI V_PERM TTED) &&
priv_basic_test >= 0 & ! PRIV_| SMEMBER(target, priv_basic_test)) {
priv_basic test >= 0 & ! PRIV_| SASSERT(target, priv_basic_test)) {
proc_t *p = curproc;
pid_t pid = p->p_pid;

new usr/src/uts/comon/syscal |l /ppriv.c

193
195
196
197
199

201

202 }
__unchanged_portion_onitted_

char *fn = PTOUY(p)->u_comm

cmm_er r ( CE_WARN,

"%s[%l]: setppriv: basic_test privilege "

"renoved fromE P", fn, pid);

}
crset(p, cr);

return (0);

/* broadcast to process threads */



