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1.\

2 .\" This file and its contents are supplied under the terms of the

3 .\" Conmon Devel opnent and Distribution License ("CDDL"), version 1.0.
4 .\" You may only use this file in accordance with the ternms of version
5.\" 1.0 of the CDDL.

6 .\"

7 .\" Afull copy of the text of the CDDL should have acconpanied this
8 .\" source. A copy of the CDDL is also available via the Internet at
9 .\" http://ww.illunos.org/license/ CDDL.

10 .

11 .\"

12 .\" Copyright 2016 Joyent, Inc.

13 .\"

14 .Dd "Aug 27, 2019"

14 .Dd "Jan 13, 2015"

15 .Dt THRD_JO N 3C

16 . Cs

17 . Sh NAME

18 .Nmthrd_join

19 .Nd wait for thread termnation
20 .Sh SYNOPSI'S

21 .In threads.h

22 .Ft int

23 .Fo thrd_join

24 .Fa "thrd_t thrd"

25 .Fa "int *res"

26 . Fc
27 . Sh DESCRI PTI ON
28 The

29 .Fn thrd_join

30 function suspends the execution of the current thread and waits for the
30 function suspends the exection of the current thread and waits for the
31 thread indicated by

32 .Fa thrd

33 to ternminate and stores the exit status, as set by a call to

34 . Xr thrd_exit 3C,

35 for that thread in

36 .Fa res ,
37 if

38 .Fa res

39 is non-null.
40 The

41 .Fa thrd

42 argument nust be a nenber of the current process and it cannot be
43 det ached.

44 | f

45 .Fa thrd

46 has already term nated and another caller has not called

47 .Fn thrd_join

48 then the exit status will be returned to the caller without bl ocking
49 execution of the thread.

. Pp
51 If multiple threads call
52 .Fn thrd_join
53 on the sane thread, then both will be suspended until that thread
54 term nates; however, only one thread will return successfully and obtain
55 the actual status and the other will instead return with an error.
56 . Pp
57 For additional information on the thread joining interfaces supported by
58 the system see
59 . Xr pthread_join 3C
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60 and

61 . Xr thr_join 3C.

62 .Sh RETURN VALUES

62 . Sh RETURN_VALUES

63 Upon successful conpletion, the
64 .Fn thrd_join

65 function returns

66 .Sy thrd_success

67 and if

68 .Fa res

69 is a non-null pointer, it wll
70 .Fa thrd .

71 If an error occurs,

72 .Sy thrd_error

73 will be returned.

74 . Sh | NTERFACE STABILITY
75 .Sy Standard

76 .Sh Mr-LEVEL

77 .Sy MI-Safe

78 .Sh SEE ALSO

79 . Xr pthread_join 3C,
80 . Xr thrd_create 3C,

81 . Xr thrd_detach 3C,

82 . Xr attributes 5,

83 . Xr threads 5

be filled in with the exit status of
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1'\" te

2 .\" Copyright (c) 2005, Sun Mcrosystens, Inc. All Rights Reserved.

3 .\" The contents of this file are subject to the terms of the Cormon Devel opnent
4 .\" You can obtain a copy of the license at usr/src/ OPENSOCLARI S. LI CENSE or http:
5 .\" Wen distributing Covered Code, include this CDDL HEADER in each file and In
6 . TH SUNW C_GETMECHSESSI ON 3EXT " Aug 27, 2019"

6 . TH SUNW C_GETMECHSESSI ON 3EXT "Apri | 9, 2016"

7 .SH NAME

8 SUI\NVC Get MechSessi on, SUNW C_KeyToObj ect \- PKCS#11 Cryptographi ¢ Framework

9 functions

10 . SH SYNOPSI S

11 . LP

11 . nf

12 cc [ \fiflag \&\|.\| .\fR] \fifile\fR&\|.\|. \fB-Ipkcs1I\fR [ \fllibrary\&\|
13 #i nclude <security/cryptoki.h>
14 #include <security/pkcsll. h>

16 \f BCK_RWfR \ f BSUNW C_Get MechSessi on\ f R(\ f BCK_MECHANI SM TYPE\f R \ f I mech\f R,

17 Vf BOK_SESSI ON_HANDLE_PTR\fR \ f | hSessi on\fR) ;

18 . fi

20 .LP

21

22 \fBCK_R\/\fR \ f BSUNW C_KeyToObj ect \ f R(\ f BCK_SESSI ON_HANDLE\ f R \ f | hSessi on\ f R,

23 \f BCK_MECHANI SM TYPE\ f R \ f I mech\f R, \fBconst void *\fR flrawkey\fR \fBsize
24 \fBCK OBJECT_HANDLE_PTR\fR \flobj\fR);

25 . fi

27 . SH DESCRI PTI ON
29 .LP

28 These functions inplement the RSA PKCS#11 v2.20 specification by using plug-ins
29 to provide the slots.

30 .sp

31 .LP

32 The \fBSUNW C Get MechSession()\fR function initializes the PKCS#11

33 cryptographic franework and perfornms all necessary calls to Standard PKCS#11
34 functions (see \fBlibpkcs11\fR(3LIB)) to create a session capabl e of providing
35 operations on the requested nechanism It is not necessary to call

36 \fBC Initialize()\fR or \fBC GetSlotList()\fR before the first call to

38 \fBC Initalize()\fR or \fBC GetSlotList()\fR before the first call to

37 \f BSUNW C_Get MechSessi on()\fR

38 sp

will
is
is

P
40 If the \ f BSUNW.C_Get MechSessi on()\fR function is called nultiple tines, it
41 return a new session each tine wthout re-initializing the framework. If it
43 return a new session each tinme without re-initalizing the framework. If it
42 unable to return a new session, \fBCKR SESSION COUNT\fR is returned.
43 .sp

LP

45 The \fBC O oseSession()\fR function should be called to rel ease the session
46 when it is no longer required.

47 .sp

48 . LP

49 The \fBSUNW C KeyToObject ()\fR function creates a key object for the specified
50 mechanism fromthe \flrawkey\fR data. The object should be destroyed wth
51 \fBC _DestroyCbject()\fR when it is no |onger required.

52 . SH RETURN VALUES

55 . LP

53 The \ f BSUNW C_Get MechSession()\fR function returns the foll ow ng val ues:

54 .sp

55 .ne 2
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.na

57 \fB\f BCKR_ K\ f R f R

58 . ad

59 . RS 25n

60 The function conpleted successfully.
. RE

63 .sp
64 .ne 2

. na
66 \fB\fBCKR_SESSI ON_ COUNT\f R\ f R
67 .ad
68 . RS 25n
69 No sessions are avail abl e.

. RE

72 .sp
73 .ne 2

.na

75 \ f B\ f BCKR_ARGUMENTS_BAD\ f R\ f R

76 .ad

77 . RS 25n

78 A null pointer was passed for the return session handl e.
.RE

81 .sp
82 .ne 2

. na

84 \fB\f BCKR_MECHANI SM | N\VALID\fR fR

85 . ad

86 . RS 25n

87 The requested nechanismis invalid or no available plug-in provider supports
it.

89 .RE

91 .sp
92 .ne 2

. na
94 \ f B\ f BCKR_FUNCTI ON_FAI LED\f R f R
95 . ad
96 . RS 25n
97 The function failed.

. RE

100 .sp
101 .ne 2

. ha
103 \f B\ f BCKR_GENERAL_ERROR f R f R

.a

105 . RS 25n

106 A general error occurred.
. RE

109 .sp

110 . LP

111 The \f BSUNW C KeyToObj ect ()\fR function returns the followi ng val ues:
112 .sp

113 .ne 2

.na
115 \fB\f BCKR_ K\ f R f R

116 . ad

117 . RS 25n

118 The function conpl eted successfully.
119 . RE

121 .sp
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122 .ne 2

123 .na

124 \f B\ f BCKR_ARGUVENTS_BAD\ f R\ f R

125 . ad

126 . RS 25n

127 A null pointer was passed for the session handle or the key materi al
128 .RE

130 .sp

131 .ne 2

132 .na

133 \f B\ f BCKR_MECHANI SM | NVALID\f R f R

134 . a

135 . RS 25n

136 The requested nmechanismis invalid or no avail able plug-in provider supports
137 it.

138 . RE

140 .sp
141 .ne 2

142 .na

143 \f B\ f BCKR_FUNCTI ON_FAI LED\f R f R
144 . ad

145 . RS 25n

146 The function failed

147 . RE

149 . sp

150 .ne 2

151 .na

152 \f B\ f BCKR_GENERAL_ERROR\ f R\ f R
153 . ad

154 . RS 25n

155 A general error occurred

156 . RE

158 .sp

159 . LP

160 The return val ues of each of the inplenented functions are defined and |isted
161 in the RSA PKCS#11 v2.20 specification. See http://ww.rsasecurity.com

162 . SH USAGE

166 . LP

163 These functions are not part of the RSA PKCS#11 v2.20 specification. They are
164 not likely to exist on non-Solaris systenms. They are provided as a conveni ence
165 to application programers. Use of these functions will nake the application
166 non-portable to other systens

167 . SH ATTRI BUTES

172 . LP

168 See \fBattributes\fR(5) for descriptions of the follow ng attributes

169 .sp

171 .sp
172 . TS

173 box

174 ¢ | ¢

1751 | | .

176 ATTRI BUTE TYPE ATTRI BUTE VALUE
177 _

178 Interface Stability Evol vi ng
179

180 MT-Level MT- Saf e

181 . TE

183 . SH SEE ALSO
189 .LP
184 \fBlibpkcs11\fR(3LIB), \fBattributes\fR(5)
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185 .sp
186 . LP
187 http://ww.rsasecurity.com
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.\" Copyright (c) 2008, Sun Mcrosystens, Inc. Al rights reserved.
.\" Copyright 2016 Jason King.

\" Copyright 2019 Peter Tribble.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE or http:

A\

.\" The contents of this file are subject to the terns of the Conmon Devel opnment
\

\" When distributing Covered Code,

include this CDDL HEADER in each file and in
Aug 27, 2019

Cct 19, 2016

LI BPKCS11 3LIB

Dd
Dd
Dt
Gs
. Sh NAME
.Nm | i bpkcs1l
Nd PKCS#11 Cryptographic Framework library
Sh SYNOPSI S
Lb Iibpkcs1l
I'n security/cryptoki.h
In security/pkcsll. h
Sh DESCRI PTI ON
. Nm
library inplements the RSA Security Inc. PKCS#11
Crypt ographi c Token Interface (Cryptoki), v2.40 specification by using plug-ins
to provide the slots.
L

-Lp

Each plug-in, which also inplenments RSA PKCS#11 v2.40, represents one or nore
sl ots.

.Lp

The

. Nm

l'ibrary provides a special slot called the neta slot.

The neta slot provides a virtual union of capabilities of all other slots.

When available, the meta slot is always the first slot provided by
. Nm .

.Lp
The neta slot feature can be configured either systemw de or by individual
users.

Systemw de configuration for neta slot features is done with the

. Xr cryptoadm 1M

utility.

User configuration for nmeta slot features is performed with environnent
vari abl es.

.Lp
By default, the following is the systemw de configuration for neta slot.

Meta sl ot is enabled.

Meta sl ot provides token-based object support with the Software RSA PKCS#11
sof tt oken

.Pg Xr pkcsll_softtoken 5 .

Meta slot is

allowed to nove sensitive token objects to other slots if that is necessary to
perform an operation.

.Lp

Users can overwite one or nore systemw de configuration options for nmeta sl ot
using these environnent vari abl es.

.Lp

The
. E\é ${ METASLOT_OBJECTSTORE_SLOT}

an

. Ev ${ METASLOT_OBJECTSTORE_TOKEN}

envi ronment variables are used to specify an alternate token object store.
A user can specify either slot-description in
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. Ev ${ METASLOT_OBJECTSTORE_SLOT}

or token-label in

. Evb${ hNETASLOT _OBJECTSTORE_TCKEN}

or both.

. Ev ${ METASLOT_OBJECTSTORE_TOKEN} , or both.
Valid values for slot-description and token-| abel
the command:

.Bd -literal -offset indent

# cryptoadmlist -v

. Ed

are avail abl e from out put of

.Lp

The

. Ev ${ METASLOT_ENABLED}

environment variable is used to specify whether

the user wants to turn the nmetaslot feature on or off.
Only two val ues are recogni zed.

The value "true" neans neta slot will be on.
The value "fal se" neans neta slot will be off.
.Lp

The

. Ev ${ METASLOT_AUTO _KEY_M GRATE}

environnment variable is used to specify

whet her the user wants sensitive token objects to nove to other slots for
crypt ographi ¢ operations.

Only two val ues are recogni zed.

The value "true" means neta slot wll
slots if necessary.

The value "false" neans neta slot wll
other slots even if it is necessary.

mgrate sensitive token objects to other

not mgrate sensitive token objects to

- Lp
Wien the neta slot feature is enabled, the slot that provides token-based
obj ect support is not shown as one of the available slots.
Al of its functionality can be used with the neta slot.
.Lp
This library filters the Iist of mechanisnms avail able from plug-ins based on
the policy set by
. Xr cryptoadm 1M .
L

-Lp

This library provides entry points for all PKCS#11 v2.40 functions.

See the PKCS#11 v2.40 specifications at

. Lk http://ww. oasis-open.org .

. Lk http://ww. oasi s-open.org.

.Lp

Plug-ins are added to

. Nm

by the

. Sy pkcslilconf

class action

script during execution of

. Xr pkgadd 1M .

The avail abl e mechani snms are admini stered by the

. Xr cryptoadm 1M

utility.

.Lp

Pl ug-ins nust have all of their library dependencies specified, including
Plug-ins nmust have all of their library dependancies specified, including
.Xr libc 3LIB .

Li braries that have unresol ved synbol s,
.Xr libc 3LIB,

will be rejected and a nessage w ||
. Xr syslog 3C

for such plug-ins.

.Lp

Due to U S. Export regulations, all plug-ins are required to be
cryptographically signed using the

.Xr elfsign 1

including those from

be sent to
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124 utility.

125 .Lp

126 Any plug-in that is not signed or is not a conpatible version of PKCS#11 will
127 be dropped by

128 . Nm

129 Wen a plug-in is dropped, the administrator is alerted by the
130 . Xr syslog 3C

131 utili ty.

132 . Lp

133 The

134 .1n security/pkecslif.h

135 header contains function definitions.

136 The

137 .In security/pkcsllt.h

138 header contains type definitions.

139 Applications can include either of these headers in place of
140 .In security/pkcsll. h ,

141 which contains both function and type definitions.
142 . Sh | NTERFACES

143 The shared obj ect

144 . Pa |ibpkcsll.so.1

145 provides the public interfaces defined bel ow

146 See

147 . Xr Intro 3

148 for additional information on shared object interfaces.
149 .Ss "PKCS#11 Standard"

150 .\"

151 .\" Use SUNW C Get MechSession for the first colum so both sections wll
152 Q line up better when rendered

153 .\"

154 . Bl -colum -offset indent ".Sy SUNWC_Cet MechSession" ".Sy C DecryptDi gest Updat
155 .1t Sy C CloseAll Sessions Ta Sy C O oseSession

156 .1t Sy C CopyObject Ta Sy C CreateQbject

157 .1t Sy C Decrypt Ta Sy C Decrypt Di gest Update

158 .1t Sy C DecryptFinal Ta Sy C Decryptlnit

159 .1t Sy C DecryptUpdate Ta Sy C Decrypt VerifyUpdate
160 .1t Sy C DeriveKey Ta Sy C DestroyQbject

161 .1t Sy C Digest Ta Sy C DigestEncryptUpdate

162 .1t Sy C DigestFinal Ta Sy C Digestlnit

163 .1t Sy C DigestKey Ta Sy C _Di gest Updat e

164 .1t Sy C Encrypt Ta Sy C_EncryptFinal

165 .1t Sy C Encryptlnit Ta Sy C Encrypt Update

166 .1t Sy C Finalize Ta Sy C_FindQbjects

167 .1t Sy C_FindQbjectsFinal Ta Sy C FindQbjectslnit
168 .1t Sy C GenerateKey Ta Sy C GenerateKeyPair

169 .1t Sy C GenerateRandom Ta Sy C GetAttri buteVal ue
170 .1t Sy C GetFunctionList Ta Sy C Getlnfo

171 .1t Sy C GetMechanisminfo Ta Sy C_Get Mechani snLi st
172 .1t Sy C Get vjectSize Ta Sy C GetQperationState
173 .1t Sy C GetSessionlnfo Ta Sy C GetSlotlnfo

174 .1t Sy C GetSlotList Ta Sy C Get Tokenl nfo

175 .1t Sy CInitPIN Ta Sy C_ In|tT0ken

176 .1t Sy Clnitialize Ta Sy C Login

177 .1t Sy C_Logout Ta Sy C_OpenSession

178 .1t Sy C SeedRandom Ta Sy C Set Attri buteVal ue

179 .1t Sy C Set(perationState Ta Sy C SetPIN

180 .It Sy C Sign Ta Sy C SignEncrypt Update

181 .1t Sy C SignFinal Ta Sy C Signlnit

182 .1t Sy C SignRecover Ta Sy C SignRecoverlnit

183 . It Sy C SignUpdate Ta Sy C Unw apKey

184 .1t Sy C Verify Ta Sy C VerifyFinal

185 .1t Sy C Verifylnit Ta Sy C_VerifyRecover

186 .1t Sy C VerifyRecoverlnit Ta Sy C VerifyUpdate
187 .1t Sy C WaitForSlotEvent Ta Sy C_W apKey

188 . El

189 . Ss "SUNW Ext ensi ons"
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190
191
192
193
194
195
196
197
198

.Bl -colum -offset indent ".Sy SUNWC Get MechSessi on"
.1t Sy SUNW C Get MechSession Ta Sy SUNW C_KeyToObj ect
L H
.Sh FILES
.Bl -tag -conpact -width Pa
.1t Pa /usr/lib/libpkecsll.so.1
shared obj ect
.1t Pa /usr/lib/64/1ibpkcsll.so.1
64-bit shared object
|

199 . El

200
201
202
203
204

205 .

206
207
208
209
210
209
210
211
211
212
213
214
215
216
217
218
219

220 .
.90 "PKCS#11 Cryptographic Token Interface Base Specification v2.40 Plus Errata

221
222

223 .
224 .

225
226

227 .
228 .

229
230

. Sh ATTRI BUTES
See
.Xr attributes 5
for descriptions of the followi ng attributes:
. Sh | NTERFACE STABI LI TY
Sy Committed
. Sh Mr- LEVEL
The SUNW Ext ension functions are M- Safe.
The PKCS#11 Standard functions are MI-Safe with exceptions.
See Section 2.5.3 of PKCS#11 Cryptographi c Token Usage Guide v2.40 and
Section 5.1.5 of PKCS#11 Cryptographic Token Interface Base Standard v2.40
. Sh  STANDARD
The PKCS#11 Standard functions conformto PKCS#11 Cryptographic Token
Interface Profiles v2.40 Extended Provider.
. Sh SEE ALSO
. Xr cryptoadm 1M,
. Xr pkgadd 1M,
. Xr Intro 3,
. Xr syslog 3C,
- Xr SUNW C_Get MechSessi on 3EXT ,
.Xr attributes 5 ,
. Xr pkcsll_kernel 5 ,
. Xr pkcsll_softtoken 5

4

". Sy C_DecryptDi gest Updat

.9 http://docs. oasi s-open. or g/ pkcs1l/ pkcs1l- base/ v2. 40/ err at a01/ os/ pkcs1l- base-

.90 "PKCS#11 Cryptographic Token Interface Profiles v2.40"

.9 http://docs. oasi s-open. or g/ pkcs11l/ pkcs1l-profil es/v2. 40/ pkcsll-profiles-v2. 4

.90 "PKCS#11 Cryptographic Token Interface Usage Cuide v2.40"
. %J http://docs. oasi s-open. or g/ pkcs11/ pkcs11-ug/ v2. 40/ pkcs1l-ug-v2. 40. ht m

231 .

232
233
234
235
236
237
238
239
240

241 . N

242
243
244
245
246
247
248
249
248
249
250

Sh STANDARDS
The PKCS#11 Standard functions conformto PKCS#11 Crypt ogr aphi ¢ Token
Interface Profiles v2.40 Extended Provider.

. Sh NOTES

If an application calls

. Fn C_Wai t For Sl ot Event
wi t hout the

. Dv CKF_DONT_BLOCK
flag set,
m
must create threads internally.
1f, however,

. Dv CKF_LI BRARY CANT_CREATE_OS_THREADS
is set,
. Fn C_V\ai t For Sl ot Event
returns
. Dv. CKR_FUNCTI ON_FAI LED .
.Lp
The PKCS#11 |ibrary does not work with Netscape 4.\flIx\fR but does work with
nore recent versions of Netscape and Mzill a.
. Lp
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250 Because

251 .Fn C.lnitialize

252 .Fn C_Initalize

252 m ght have been called by both an application and a

253 library, it is not safe for a library or its plugins to call
254 .Fn C_Finalize .

255 A library can be finished calling functions from

256 . Nm,

257 while an application mght not.
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A\

.\" This file and its contents are supplied under the terms of the

.\" Common Devel opment and Distribution License ("CDDL"), version 1.0.
.\" You may only use this file in accordance with the terns of version
" 1.0 of the CDDL.

source. A copy of the CDDL is also available via the Internet at

\
A\
A" A full copy of the text of the CDDL should have acconpanied this
\
\" http://ww.illunos.org/license/ CDDL.

" Copyright 2015 Joyent, Inc.

\

.Dd Aug 27, 2019

.Dd May 11, 2016

Dt Pl SPRCCI DR 3PROC
Gs

. Sh NAME

. Nm Pi sprocdir

.Nd determine if a directory is the /proc directory
. Sh LI BRARY

.Lb Iibproc

. Sh SYNOPSI S

.In libproc.h

.Ft int

.Fo Pisprocdir

.Fa "struct ps_prochandl e *P"
.Fa "const char *dir"

. Sh DESCRI PTI ON
. Sh DESECRI PTI ON

.Fn Pisprocdir
function deternines whether or not the di rectory
Fa dir
is the root of the /proc file-system
This works across | oopback file system (lofs) nmounts and chroots.
. Sh RETURN VALUES
Upon successful conpletion, the
.Fn Pisprocdir
function returns
.Sy 1
if
.Fa dir
is the /proc directory, otherwise if not, it returns
0

Sh | NTERFACE STABI LI TY
Sy Uncommitted
Sh MT- LEVEL

.Sy LOCKI NG

.Xr libproc 3LIB .
. Sh SEE ALSO
.Xr libproc 3LIB ,
.Xr proc 4,
. Xr lofs 7FS




