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22 | *
23 * Copyright (c) 2011 Gary MlIls
24 *

25 * Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
26 * Use is subject to license terns.
/

27 *
29 /* Copyrlght (c) 1984, 1986, 1987, 1988, 1989 AT&T */
30 /* Al Rights Reser ved *

32 #include <sys/resource. h>
33 #include <sys/stat.h>
34 #include <sys/types. h>

36 #include <dirent.h>
37 #include <string. h>
38 #include <stdlib. h>
39 #include <fcntl. h>
40 #i ncl ude <pwd. h>

41 #include <stdio. h>
42 #include <ctype. h>
43 #include <tine. h>

44 #incl ude <signal.h>
45 #incl ude <errno. h>
46 #include <linmits.h>
47 #include <ulimt.h>
48 #include <unistd. h>
49 #include <l ocal e. h>
50 #include <libintl.h>
51 #include <tzfile.h>
52 #include <project.h>
53 #incl ude <paths. h>

55 #include "cron. h"
57 #define TMPFI LE "_at" /* prefix for tenporary files
58 /*

59 * Mode for creating files in ATDI R
60 * Setuid bit on so that if an owner of a file gives that file

"Li cense").
You may not use this file except in conpliance with the License.

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE

See the License for the specific |anguage governing pernissions

include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
add the follow ng below this CDDL HEADER, with the
replaced with your own identifying
Portions Copyright [yyyy] [name of copyright owner]

*/
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* away to someone el se,
* |'f this happens,

*/
#def i
#def i
#def i

#def i
#def i
#def i
#def i

#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i
#def i

#def i

stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
#endi
voi d

the setuid bit will no I onger be set.
atrun will not execute the file

ne ATMODE (S ISUD| SIRUSR| S IRGRP | S_IROTH)
ne ROOT /* user-id of super-user */
ne MAXTRYS 100 /* max trys to create at job file */
ne BADTI ME "bad tine specification"
ne BADQUEUE "queue nane nust be a single character a-z"
ne NOTCQUEUE "queue c is reserved for cron entries"
ne BADSHELL "because your login shell isn't /usr/bin/sh,"\
"you can’t use at"
ne WARNSHELL "commands will be executed using %\n"
ne CANTCD "can’t change directory to the at directory"”
ne CANTCHOMWN "can’t change the owner of your job to you"
ne CANTCHU D "can’t change user identifier"
ne CANTCREATE "can't create a job for you"
ne | NVALI DUSER "you are not a valid user (no entry in /etc/passwd)"
ne NOOPENDI R "can’t open the at directory"
ne NOTALLOWED "you are not authorized to use at. Sorry."
ne USAGE\
"usage at [-c|-k|-s] [-m [-f file] [-p project] [-q queuenane] "\
-t time\n"\
at [-c|-k|-s] [-m [-f file] [-p project] [-q queuenane] "\
"tinmespec\n"\
at -1 [-p project] [- q queuenane] [at_job_id...]\n"\
at -r at_job_id ...\n
ne FORMAT "Y%a Y% Y% YH M Y5 %
c int leap(int);
c int atol_for2(char *);
c int check_queue(char *, int);
cint list_jobs(int, char **, int, int);
c int renmove_jobs(int, char **, char *);
¢ voi d usage(void);
c void catch(int);
c void copy(char *, FILE *, int);
c void atime(struct tm*, struct tm?*);
c int not_this_project(char *);
¢ char *nkj obname(tine_t);
c time_t parse_tinme(char *);
c time_t gtime(struct tm?*);

c void escapestr(const char *);
f /* 1 codereview */

at abort (char *)

— NORETURN;

voi d yyerror(void);

108 extern int yyparse(void);

110 extern void audi t _at _del ete(char *, char *, int);

111 extern int audi t _at_create(char *, int);

112 extern int audi t _cron_i s_anc_nane(char *)'

113 extern int audit_cron_delete_anc_file(char *, char *);

115 /*

116 * Error in getdate(3Q

117  */

118 static char *errlist[] = {

119 /* 0 */

120 /* 1 */ "getdate: The DATEMSK environment variable is not set",

121 /* 2 */ "getdate: Error on \"open\" of the tenplate file",

122 /* 3 */ "getdate: Error on \"stat\" of the tenplate file",

123 /* 4 *|/ "getdate: The tenplate file is not a regular file",

124 /* 5 */ "getdate: An error is encountered while reading the tenplate",
125 /* 6 */ "getdate: Malloc(3C) failed",

126 /* 7 */ "getdate: There is no line in the tenplate that nmatches the input”,
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/* 8 */
bs

i nt
int

ui d_t
struct
stati
stati
stati
stati
stati
stati
stati
stati
stati
stati
extern
extern
static

sEeNeNeNoNeNeNeNeNel

i nt

mai n(int argc,

{

#i f !defined( TEXT_DOVAI
#def i ne TEXT_DOVAI N "SYS_TEST"

#endi f

"getdate: Invalid input specification"
gntflag = O;
nday[ 12] = {31, 29, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31};
user;
tm *tp, at, rt;
int cshfl ag = 0;
int kshfl ag = 0;
int shfl ag = 0;
int nfl ag = 0;
int pfl ag = 0;
char *Shel I
char *tfnane
char pnane[ 80] ;
char pnanel[ 80] ;
short | obt ype = ATEVENT; /* set to 1 if batch job */
char *argp;
int per_errno;
projid_t project;

char **argv)

FI LE *inputfile;

int i, fd;

int try = 0;

int fflag = 0O;

int Iflag = 0O;

int gflag = 0;

int rflag = 0;

int tflag = 0O;

int c;

int tflen;

char *file;

char *| ogi n;

char *j ob;

char *jobfile = NULL; /* file containing job to be run */
char ar gpbuf [ LI NE_MAX], ti nmebuf[80];
tine_t now,

time_t when = O;

struct tm *ct'

char *proj;

struct project prj, *pprj;

char r'rybuf[PROJECT BUFSZ] ;
char i pbuf [ PROJECT_BUFSZ] ;

(void) setlocal e(LC ALL, "");
/* Shoul d be defined by cc -D */
/* Use this only if it weren't */

(voi d) textdomai n( TEXT_DOVAIN);

user = getuid();
| ogi n = getuser(user);
if (login == NULL)
if (per_errno == 2
at abor t (BADSHELL) ;
el se
at abort (| NVALI DUSER) ;
}

if (!allowed(login, ATALLOW ATDENY))
at abor t (NOTALLOWED) ;
while ((c

= getopt(argc, argv, "cklmsrf:p:qg:t:")) != EOF)
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193 switch (c) {
"®

case

case

case

case "I’

cshfl ag++;

br eak;

fflag++;
jobfile = optarg;

br eak;
K

i(shfl ag++;
br eak;

| flag++;
br eak;
case 'm:
nfl ag++;
br eak;
case 'p’:

proj

R

}
(void) fprintf(stderr,

|
]

opt ar g;
&prj

| f ((Bpr] —getprObenama(prOJ, pprij,
(void *)é&nyb

uf, sizeof (nybuf))) != NULL)
project = ppr] ->pj _projid,
1 f (|npr01(log|n pprj->pj
(void *)& pbuf, sizeof (|pbuf)))
pfl ag++;
el se {
(void) fpri ntf(stderr
gettext( user 0/5 is
"not a menber of
"project % (O/d)\n ),
I'ogin, pprj->pj_nane,
project);
exit(2);

[0]) && )

roj byld(atm(prol), pprij,

uf, sizeof (nybuf))) !'= NULL)
ct = pprj->pj_projid;
nprol(logln pprj - >pj _nane,

voi d *) & pbuf, sizeof (|pbuf)))
pfl ag++;

(void) fprintf(stderr,
gettext("at: user % is "
"not a nenmber of "
"project % (%)\n"),

I ogi n, pprj->pj_nane,
project);

br eak;

gettext("at:
"% not found.\n"), proj);

proj ect

exit(2);
br eak;
case 'q:
qf | ag++;

if (optarg[1] !'="\0")

job
i f

t
(

at abort ( BADQJEUE)
ype = *optarg - 'a
(jobtype < 0) || (jobtype > 25))
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at abor t ( BADQUEUE) ;
if (jobtype == 2)
at abor t ( NOTCQUEUE) ;
br eak;
rflag++;
br eak;
s':
shf |l ag++;
br eak;
case 't’:
tflag++;
when = parse_tinme(optarg);

case 'r

case

}

argc -= optind;
argv += optind;

if (Iflag + rflag > 1)
usage() ;

if (Iflag) {
if (cshflag || kshflag || shflag || nflag ||
fflag || tflag || rflag)
usage() ;
return (list_jobs(argc, argv, qflag, jobtype));

}
if (rflag) {

if (cshflag || kshflag || shflag || nflag ||

flag || tflag || qflag)
usage() ;

return (renove_jobs(argc, argv, login));
}
if ((argc + tflag == 0) && (j obtype != BATCHEVENT))

usage();

if (cshflag + kshflag + shflag > 1)
at abort ("ambi guous shell request");

ti me(&ow ;

if (jobtype == BATCHEVENT)
when = now;,

if (when == 0) { /* figure out what time to run the job */
int argpl en = sizeof (argpbuf) - 1;

argpbuf[o] ='\0";
argp = argpbuf

\M’1I|e (i < argc) {
/* guard agai nst buffer overflow */
argplen -= strlen(argv[i]) + 1;
if (argplen < 0)
at abor t ( BADTI ME) ;
strcat(argp, argv[il);
strcat(argp, " ");
i ++;

i}f ((file = getenv("DATEMBK")) == 0 || file[0] == "\0") {
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tp = local ti me(&now);

/*

* Fix for 1047182 - we have to |let yyparse
* check bounds on nday[] first, then fixup
* the | eap year case.

*

yyparse();

nday[ 1] = 28 + leap(at.tmyear);

if (at.tmnday > nday[at.tmnon])
at abort ("bad date");

atime(&at, &t);
when = gtine(&at);
if (tgnmflag) {
when += tinmezone;
if (localtime(&nwhen)->tmisdst)
when -= (tinezone-altzone);

}
} else { /* DATEMSK is set */
if ((ct = getdate(argpbuf)) == NULL)
atabort(errlist[getdate_err]);

when = nktine(ct);

el se

}

if (when < now) /* tine has already past */
atabort("too late");

tflen = strlen(ATDIR) + 1 + strlen(TMPFILE) +
10 + 1; /* 10 for an INT_MAX pid */

tfname = xmal loc(tflen);

snprintf(tfnane, tflen, "%/%%", ATDIR TMPFILE, getpid());

/* catch INT, HUP, TERM and QJIT signals */
if (S|gnaI(SIGINT catch) == SIGIQN)
signal (SIGANT, SIGIGN);
if (signal (SIGHUP, catch) == SIGIGN)
si gnal ( SI GHUP, SIGIGN)
if (signal (SIGQU T, catch) == SIGIGN)
signal (SIGUIT, SIGIGN)
if (signal (SIGTERM catch) == SIGIGN)
signal (S| GTERM SIG I GN);
if ((fd = open(tfnane, OCREAT|OEXCL|OV\RO\ILY ATMODE) ) < 0)
at abor t ( CANTCREATE) ;

if (chown(tfnane, user, getgi d()) == -1) {
unl i nk(tfnane);

) at abort ( CANTCHO/\N) ;

close(1);

dup(fd);

close(fd);

sprintf(pnane, "%", PROTO)
sprintf(pnanel, "%. %" PROTO "a’ +j obtype);

/*
* Open the input file with the user’s perm ssions.
*

if (jobfile !'= NULL)
if ((seteuid(user) < 0) ||
(inputfile = fopen(jobfile, "r")) == NULL) {
unl i nk(tfname);
fprintf(stderr, "at: %: %\n", jobfile, errmsg(errno));
exit(1);
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391 }

392 el se

393 seteui d(0);

394 } else

395 inputfile = stdin;

397 copy(jobfile, inputfile, when);

398 while (renane(tfnane, job = nkjobname(when)) == -1) {
399 sl eep(1);

400 if (++try > MAXTRYS / 10) {

401 unl i nk(tfnane);

402 at abor t ( CANTCREATE) ;

403 }

404

405 unl i nk(tfname);

406 if (audit_at_create(job, 0))

407 at abor t ( CANTCREATE) ;

409 cron_sendnsg(ADD, |ogin, strrchr(job, '/')+1, AT);
410 if (per_errno == 2)

411 fprintf(stderr, gettext(WARNSHELL), Shell);
412 cftime(ti mebuf, FORVAT, &when);

413 fprintf(stderr, gettext("job % at %\n"),

414 strrchr(job, '/’)+1, tinebuf);

415 if (when - M NUTE < HOUR)

416 fprintf(stderr, gettext(

417 "at: this job may not be executed at the proper tine.\n"));
418 return (0);

419 }

422 static char *

423 nkj obnane(t)

424 time_t t;

425 {

426 int i, fd;
427 char *nane;

429 name = xmal | oc(200);

430 for (i = 0; i < MAXTRYS; i++) {

431 sprintf(nane, "%/ %d.%", ATDIR t, 'a +jobtype);
/* f
if (

432

433

434 cl ose(fd);

435 return (name);
436 }

437 t
438 }

439 atabort ("queue full");
440 /* NOTREACHED */

441 }

+= 1;

444 static void

445 catch(int x)

446 {

447 unl i nk(tfname);
448 exit(1);

449 }

452 void

453 at abort (nsg)

454 char *nsg;

455 {

456 fprintf(stderr, "at: %\n", gettext(msg));

ix for 1099183, 1116833 - create file here, avoid race */
(fd = open(name, O CREAT | O EXCL, ATMODE)) > 0) {
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458 exit(1);
459 }

461 int

462 yyw ap( voi d)

463 {

464 return (1);
465 }

467 void

468 yyerror (void)

469 {

470 at abor t ( BADTI ME) ;
471 }

473 [ *

474 * add tine structures |ogically
475 */

476 static void

477 atime(struct tm*a, struct tm*b)

478 {

479 if ((a->tmsec += b->tmsec) >= 60) {
480 b->mmn += a->tmsec / 60;
481 a->tmsec % 60;

482 }

483 if ((a->tmmin += b->mnin) >= 60) {
484 b->tm hour += a->tmnin / 60;
485 a->tmmnmn % 60;

486 }

487 if ((a->tmhour += b->tmhour) >= 24) {
488 b->tm nday += a->tm hour / 24;
489 a- >t m hour % 24;

490 }

491 a->tmyear += b->tmyear;

492 if ((a->tmunon += b->tmunon) >= 12) {
493 a->tmyear += a->tmunmon / 12;
494 a->tmnmon % 12;

495 }

496 a- >t m nday += b->t m nday;

497 nday[ 1] = 28 + | eap(a->tmyear);

498 while (a->tmnday > nday[a->tmnon]) {
499 a->tm nday -= nday[ a- >t m non++];
500 if (a->tmunon > 11) {

501 a->tmnon = 0;

502 nday[ 1] = 28 + | eap(++a->tmyear);
503 }

504 1

506 }

508 static int

509 | eap(int year)

510 {

511 return (isleap(year + TM YEAR BASE));
512 }

514 | *

515 * return tinme fromtime structure
516 */

517 static tinme_t

518 gtinme(tptr)

519 struct tm*tptr;

520 {
521 int i;
522 | ong tv;
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523 int dnsi ze[ 12] = 589 char pbuf 2[ PRRUECT_BUFSZ] ;
524 {31, 28, 31, 30, 31, 30, 31, 31, 30, 31, 30, 31}; 590 char *user;
592 /*
527 tv = 0; 593 * Fix for 1099381:
528 for (i = 1970; i != tptr->tmyear+TM YEAR BASE; i ++) 594 * |f the inputfile is froma tty, then turn on pronpting, and
529 tv += (365 + isleap(i)); 595 * put out a pronpt now, instead of waiting for a lot of file
530 /* 596 * activity to conplete.
531 * We call isleap since |leap() adds 597 */
532 * 1900 onto any val ue passed 598 ttyinput = isatty(fileno(inputfile));
533 */ 599 if (ttyi nput) {
600 fputs("a ", stderr);
535 if (!leap(tptr->tmyear) & at.tmnday == 29 & at.tmnon == 1) 601 fflush(s tderr)
536 atabort("bad date - not a | eap year"); 602 }
538 if ((leap(tptr->tmyear)) && tptr->tmunon >= 2) 604 /*
539 ++tv; 605 * Fix for 1053807:
606 * Determ ne what shell we should use to run the job. If the user
541 for (i =0; i <tptr->tmnon; ++) 607 * didn't explicitly request that his/her current shell be over-
542 tv += dmsi ze[i]; 608 * ridden (shflag or cshflag), then we use the current shell.
543 tv += tptr->tmnday - 1; 609 */
544 tv = 24 * tv + tptr->tm hour; 610 if (cshflag)
545 tv = 60 * tv + tptr->tmnin; 611 Shell = shell = "/bin/csh";
546 tv = 60 * tv + tptr->tmsec; 612 else if (kshflag) {
547 return (tv); 613 ell = shell = "/bin/ksh";
548 } 614 ullmtflag—l;
615 } else if (shflag) {
550 /* 616 Shell = shell = "/bin/sh";
551 * Escape a string to be used inside the job shell script. 617 ulimt_flag = 1;
552 */ 618 } else if (((Shell = val = getenv("SHELL")) != NULL) &&
553 static void 619 (*val '="\0")) {
554 escapestr(const char *str) 620 shel | = "$SHELL";
555 { 621 if ((strstr(val, "/sh") != NULL) ||
556 char c; 622 (strstr(val, "/ksh") != NULL))
557 (void) putchar(’\’"); 623 ulimt_flag = 1;
558 while ((c = *str++) I_’\o) { 624 } else {
559 if (c!="\"") 625 /* SHELL is NULL or unset, therefore use default */
560 (void) putchar(c); 626 Shel |l = shell = _PATH BSHELL;
561 el se 627 ulimt_flag = 1;
562 (void) fputs("'\\''", stdout); /* ' ->"\"" */ 628 }
563 }
564 (void) putchar('\'"); 630 printf(": % job\n", jobtype ? "batch" : "at");
565 } 631 printf(": jobname: % 127s\n", (jobfile == NULL) ? "stdin" : jobfile);
632 printf( notify by mail: %\n", (nflag) ? "yes" : "no");
567 [ *
568 #endif /* ! codereview */ 634 if (pflag) {
569 * make job file fromproto + stdin 635 (void) printf(": project: %\ n", project);
570 */ 636 } else {
571 static void 637 /*
572 copy(char *jobfile, FILE *inputfile, int when) 638 * Check if current user is a nenber of current project.
573 { 639 * This check is done here to avoid setproject() failure
574 int c; 640 * |ater when the job gets executed. |f current user does
575 FI LE *pfp; 641 * not belong to current project, user’s default project
576 char *shel | ; 642 * will be used instead. This is achieved by not specifying
577 char di r buf [ PATH_MAX + 1]; 643 * the project (": project: <project>\n") in the job file.
578 char I'i ne[ LI NE_MAX] ; 644 */
579 char **ep; 645 if ((user = getuser(getuid())) == NULL)
580 node_t um 646 at abort (| NVALI DUSER) ;
581 char *val; 647 project = getprojid();
582 extern char **environ; 648 ppr] = getproj byid(project, &prj, pbuf, sizeof (pbuf));
583 uid_t realusr, effeusr; 649 1 f (pprJ 1= NULL) {
584 int ttyinput; 650 if (inproj(user, pprj->pj_nanme, pbuf2, sizeof (pbuf2)))
585 int ulimt_flag = 0; 651 (voi d) printf(": project: %\ n", project);
586 struct rlimt rlp; 652 }
587 struct project prj, *pprj; 653 }
588 char pbuf [ PRROECT_BUFSZ] ;
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655 for (ep = environ; *ep; ep++) { 717 * fix for 1113572 - use fputs() so that a
104 if (strchr(*ep, "\"") !'= NULL) 718 * newine isn't appended to the one returned
105 conti nue; 719 * with fgets(); 1099381 - pronpt for input.
656 if ((val = strchr( ep, '=")) == NULL) 720 */

657 conti nu 721 while (fgets(li ne LI NE_MAX, inputfile) != NULL)
658 *val ++ = "\ 0’ 722 fputs(lin stdout);

659 (void) pri ntf( export 9%; %=", *ep, *ep); 723 if (ttyi nput)

660 escapestr(val); 724 fputs("at> ", stderr);
661 (voi d) putchar( \n'); 725 }

109 prl ntf(" export %; %="9%’'\n", *ep, *ep, val); 726 if (ttyinput) /* clean up the final output */
662 --val ='="; 727 fputs("<EOT>\n", stderr);
663 } 728 br eak;

664 if ((pfp = fopen(pnanel, "r")) == NULL && 729 case 't’:

665 (pfp = fopen(pnan‘e "r")) == NULL) 730 printf(":%u", when);

666 atabort("no prototype"); 731 br eak;

667 /* 732 defaul t:

668 * Put inaline to run the pr oper shel | using the rest of 733 put char(c);

669 * the file as input. Note that 'exec’ing the shell wll 734 }

670 * cause sh() to leave a /tnp/sh### file around. (1053807) 735 }

671 */ 736 out:

672 printf("% << '...the rest of this file is shell input’\n", shell); 737 fcl ose(pfp);

738 fflush(NULL);

674 um = umask(0); 739 }

675 while ((c = getc(pfp)) !'= EOF) { __unchanged_portion_onitted_

676 if (c!="9¢

677 put char(c);

678 else switch (¢ = getc(pfp)) {

679 case ECF:

680 goto out;

681 case 'd:

682 /*

683 * Must obtain current working directory as the user

684 */

686 dirbuf[0] = '\0";

687 real usr = getuid();

688 ef feusr = geteuid();

689 /* change euid for getcwd */

690 if (seteuid(realusr) < 0) {

691 at abor t (CANTCHUI D) ;

692 }

693 if (getcwd(dirbuf, sizeof (dirbuf)) == NULL) {

694 at abort (

695 "can't obtain current working directory");

696 }

697 /* change back afterwards */

698 if (seteuid(effeusr) < 0) {

699 at abor t (CANTCHUI D) ;

700 }

701 escapestr (dirbuf);

149 printf("%", dirbuf);

702 break;

703 case 'm:

704 printf("%", um;

705 br eak;

706 case '<':

707 if (ulinmit_flag) {

708 if (getrlimt(RLIMT_FSIZE, &lp) == 0) {

709 |f(r|pr||mcur == RLIMINFINITY)

710 printf(" ullmt unlimted\n");

711 el se

712 printf("ulimt %I1d\n",

713 rlp.rlimecur / 512);

714 }

715 }

716 /*




