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1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the |icense at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and linmtations under the License.
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* When distributing Covered Code, include this CDDL HEADER i n each
* file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
* | f applicable, add the follow ng below this CDDL HEADER, with the
* fields enclosed by brackets "[]" replaced with your own identifying
* information: Portions Copyright [yyyy] [name of copyright owner]

*
*
*
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*
*
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21/

22 Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to license terms.

24 Copyri ght 2012 Joyent, Inc. Al rights reserved.

25

26

Copyright 2013 Nexenta Systens, Inc. Al rights reserved.
/

30 * lofiadm- administer lofi(7d). Very sinple, add and renove fil e<->device
31 * associations, and display status. Al the ioctls are private between
32 * |ofi and lofiadm and so are very sinple - device information is
33 * communicated via a mnor nunber.
*
/

36 #include <sys/types. h>

37 #include <sys/param h>

38 #include <sys/lofi.h>

39 #include <sys/stat.h>

40 #i ncl ude <sys/sysmacros. h>

41 #include <netinet/in.h>

42 #include <stdio. h>

43 #include <fcntl. h>

44 #include <l ocal e. h>

45 #include <string. h>

46 #include <strings. h>

47 #incl ude <errno. h>

48 #include <stdlib. h>

49 #include <unistd. h>

50 #include <stropts. h>

51 #include <libdevinfo.h>

52 #include <libgen. h>

53 #incl ude <ctype. h>

54 #include <dlfcn. h>

55 #include <limts.h>

56 #include <security/cryptoki.h>
57 #include <cryptoutil.h>

58 #include <sys/crypto/ioctl.h>
59 #include <sys/crypto/ioctladm n. h>
60 #include "utils.h"
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61 #include <LzmaEnc. h>

63 /* Only need the 1V | en #defines out of these files, nothing else. */
64 #include <aes/aes_inpl.h>

65 #include <des/des_inpl.h>

66 #include <bl owfish/bl owfish_inpl.h>

68 static const char USAGE[] =

69 " Usage: cVs[—r] -a file [ device ]\n"

70 " ® [-r] -c crypto_algorithm-a file [device]\n"

71 " %; [-r] -c crypto_algorithm-k raw key file -a file [device]\n"
72 " % [-r] -c crypto_al gorithm-T [token]:[manuf]:[serial]:key "
73 —aflle [dewce]\n

74 % [-r] -c crypto_algorithm-T [token] [manuf]:[serial]:key "
75 -k wrapped key file -a file [device]\n"

76 [-r] -c crypto_algorithm-e -a file [device]\n"

69 "Usage. O/s[—r] -a file [ device ] "

70 " [-c aes-128-cbc| aes-192-cbc| aes- 256- chc| des3- cbc| bl owfi sh-cbc] "

71 " [-el [ k keyfile] [-T [token] [manuf]:[serial]:key]\n"

77 " -d file | device\n"

78 " 0/5 -C [gzip| g2|p 6| gzip-9|1zm] [-s segnent_size] file\n"

79 % -Ufile\n”

80 % [ file | device ]\n";

82 typedef struct token_spec {

83 char *nane;

84 char *nfr;

85 char *serno;

86 char *key;

87 } token_spec_t;
__unchanged_portion_onitted_

143 /* For di spI ayl ng | ofi mappings */

144 #define "% 20s % 30s %8\ n"
146 #defi ne COVPRESS_ALGORI THM "gzip"

147 #defi ne COVWPRESS THRESHOLD 2048

148 #defi ne SEGSI ZE 131072

149 #define BLOCK_ Sl ZE 512

150 #define KILOBYTE 1024

151 #define MEGABYTE (KI LOBYTE * KI LOBYTE)
152 #define G GABYTE (KI LOBYTE * MEGABYTE)
153 #define LIBZ "libz.so"

155 static void
156 usage(const char *pnane)

157 {

158 (void) fprintf(stderr, gettext(USAGE), pnane, pnane, pnane,
159 pnane, pnane, pnane, pname, pname, pname, pnane);

154 pnane, pnane);

160 exit (E_USAGE);

161 }
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