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24136 Mon Jul 30 12:50: 08 2018 225 nmv kpti_kbase, % 14; \
new usr/src/uts/i86pc/m/kpti_tranpolines.s 226 cnp % 14 KPTI RSP(%sp) ; \
9685 KPTI %r3 handling needs fixes 227 jb \
LEEE R R R R EE SRR EEEEEEEEEEE R REEEE SRR EEEEEEEEEEEEREREEEEEEEEESE] 228 /* lee the O/WSp fromthe trap fran-e */ \
__unchanged_portion_onitted_ 229 nmv KPTI _RSP(% sp), % 14, \

230 and $(~0xf), % 14, \
165 #define SET_KERNEL_CR3(spillreg) \ 231 4: \
166 nov %r3, spillreg; \ 232 nov % sp, % 13; \
167 nmv spillreg, %gs: CPU KPTI _TR CR3; \ 233 /* 9% 14 contains our destination stk */ \
168 nmov %gs: CPU_KPTI_KCR3, spiTlreg; \ 234 v % 14, % sp; \
169 cnp $0 spillreg; \ 235 pushq KPTI _SS(% 13) ; \
170 je \ 236 pushq KPTI _RSP( % 13) ; \
171 nmv Spl Ilreg, %r3; \ 237 pushq KPTI _RFLAGS( % 13) \
172 2: 238 pushq  KPTI _CS(% 13) ; \

239 pushq  KPTI _RI P(% 13) ; \
174 #if DEBUG 240 errpush; \
175 #define SET_USER CR3(spillreg) \ 241 nmv KPTI _R14(% 13), % 14, \
176 nmv %r3, spillreg; \ 242 nmv KPTI _R13(% 13), % 13
177 nov spillreg, %gs: CPU KPTI_TR CR3; \
178 nov %s: CPU_KPTI _UCR3, spillreg; \ 244 #define | NTERRUPT_TRAMPCLI NE_NCERR \
179 nmv spillreg, %r3 245 | NTERRUPT_TRAMPOLI NE_P(/**/)
180 #el se
181 #define SET_USER CR3(spillreg) \ 247 #define | NTERRUPT_TRAMPOLI NE \
182 nov %s: CPU_KPTI _UCR3, spillreg; \ 248 | NTERRUPT_TRAMPOLI NE_P( pushg KPTI _ERR( % 13))
183 nov spillreg, %r3
184 #endi f 250 /*

251 * This is used for all interrupts that can plausibly be taken inside another
186 #define PI VOT KPTI _STK(spi | I reg) \ 252 * interrupt and are using a kpti_frane stack (so #BP, #DB, #GP, #PF, #SS).
187 % sp, spillreg; \ 253 *
188 rmv %s: CPU_KPTI _RET_RSP, % sp; \ 254 * \\& also use this for #NP, even though it uses the standard |ST: the
189 pushq T_FRAMERET_SS(spi | | reg) \ 255 * additional % sp checks below will catch when we get an exception doing an
190 pushqg  T_FRAMVERET_RSP(spil | reg), \ 256 * iret to userspace with a bad %s/%s. This appears as a kernel trap, and
191 pushq T_FRAMERET_RFLAGS(spilireg); \ 257 * only later gets redirected via kern_gpfault().
192 pushqg T_FRAMERET_CS(spillreg); \ 258 *
193 pushq T_FRAMVERET_RI P(spi | | reg) 259 * W check for whether we took the interrupt while in another tranpoline, in

260 */Wni ch case we need to use the kthread stack.

261 *
196 #define | NTERRUPT_TRAMPOLI NE_P(errpush) \ 262 #define DBG_I NTERRUPT_TRAMPCLI NE_P( err push) \
197 pushq % 13; \ 263 pushq % 13; \
198 pushq % 14; \ 264 pushq % 14; \
199 subq $KPTI _R14, % sp; \ 265 subq $KPTI _R14, % sp; \
200 /* Save current %r3. */ \ 266 /* Check for clobbering */ \
201 mov %r3, % 14; \ 267 cnp $0, KPTI _FLAG % sp); \
202 mov 9% 14, KPTI _TR CR3(% sp) ; \ 268 je 1f; \
203 \ 269 /* Don't worry, this totally works */ \
204 cnpw $KCS_SEL, KPTI_CS(% sp); \ 270 int $8; \
205 je 3f; \ 271 1: \
206 1: \ 272 movg $1, KPTI _FLAG % sp) ; \
207 /* Change to the "kernel" %r3 */ \ 273 /* Save current %r3. */ \
208 nov KPTI _KCR3( % sp), % 14; \ 274 nov %r3, % 14; \
209 cnp $0, % 14; \ 275 nov % 14, KPTI_TR CR3(% sp); \
210 je 2f; \ 276 \
211 nmov % 14, %r 3; \ 277 cmpw $KCS_SEL, KPTI _CS(% sp); \
212 2: \ 278 je 4f; \
213 /* Get our cpu_t in %13 */ \ 279 2: \
214 nmov % sp, % 13; \ 280 /* Change to the "kernel" %r3 */ \
215 and $(~(MVMU_PAGESI ZE - 1)), % 13; \ 281 nov KPTI _KCR3( % sp), % 14; \
216 subq $CPU_KPTI _START, % 13; \ 282 cnp $0, % 14; \
217 /* Use top of the kthread stk */ \ 283 je 3f; \
218 nmv CPU_THREAD( % 13), 9% 14; \ 284 nmv % 14, Y%r 3; \
219 nmv T_STACK( % 14), %14; \ 285 3: \
220 addq $REGS| ZE+M NFRANE % 14; \ 286 /* Get our cpu_t in %13 */ \
221 jmp Af ; \ 287 nmv % sp, % 13; \
222 3: \ 288 and $(~(MWU_PAGESI ZE - 1)), %13; \
223 /* Check the %sp in the frame. */ \ 289 subq $CPU_KPTI _START, % 13; \
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/* Use top of the kthread stk */ \
mov CPU_THREAD( % 13), % 14; \
nov T STACK(% 14), % 14; \
addq SREGS| ZE+M NFRAME, 9% 14; \
jmp 6f; \
4. \
/* Check the %sp in the frame. */ \
/* |Is it above kernel base? */ \
/* |If not, treat as user. */ \
nmov kptl kbase, % 14; \
cnp 9% 14, KPTI _RSP(% sp) ; \
jb 2b; \
/* Is it within the kpti _franme page? */ \
/* 1f it is, treat as user interrupt */ \
nmov % sp, % 13; \
and $( ~( MMU_PAGESI ZE - 1)) % 13; \
nov KPTI _RSP(% sp), % 14 \
and $(~( MMU_PAGESI ZE - 1)) % 14; \
cnp % 13, % 14; \
je 2b; \
/* Were we in tranmpoline code? */ \
| eaq kpti_tranp_start, % 14; \
cnp % 14, KPTI_R P(%sp); \
jb 5f; \
| eaq kpt i _tranp_end, % 14; \
cnp % 14, KPTI _RI P(% sp); \
ja 5f; \
/* If we were, change %r3: we mght */ \
/* have interrupted before it did. */ \
nov KPTI _KCR3( % sp), % 14; \
nmov % 14, %r 3; \
5: \
/* Use the %sp fromthe trap frane */ \
nov KPTI _RSP( % sp), % 14; \
and $(~0xf), % 14, \
6: \
nmov % sp, % 13; \
/* % 14 contains our destination stk */ \
nmov % 14, % sp; \
pushq KPTI _SS(% 13) ; \
pushq KPTI _RSP( % 13) \
pushq KPTI _RFLAGS( % 13) \
pushq KPTI _CS(% 13) ; \
pushq  KPTI _RI P(% 13) ; \
errpush; \
nov KPTI _R14(% 13), % 14; \
novq $0, KPTI _FLAG % 13); \
mov KPTI _R13(% 13), % 13
#defi ne DBG_| NTERRUPT_TRAMPOLI NE_NCERR \

DBG_| NTERRUPT_TRAMPOLI NE_P(/ **/)

#def i ne DBG | NTERRUPT_TRAMPOLI NE \
DBG_| NTERRUPT_TRAMPOLI NE_P( pushq KPTI _ERR( % 13))

/*
* These | abels (_start and _end) are used by trap.c to determine if
* we took an interrupt like an NM during the return process.
*/
.global tr_sysc_ret_start
tr_sysc_ret_start:

/*
* Syscall return tranpolines.
*

* These are expected to be called on the kernel %gs. tr_sysret[qgl] are
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* called after % sp |s changed back to the user value, so we have no
* stack to work with. _sysexit has a kernel stack (but has to

* preserve rfl ags, soooo)

*/

ENTRY_NP(tr_sysretq)
cnpq $1, kpti_enable

jne 1f

nmv % 13, %s: CPU_KPTI _R13
SET_USER _CR3( % 13)

nov %gs: CPU_KPTI _R13, % 13

/* Zero these to make sure they didn't leak froma kernel trap */
novq $0, %gs: CPU_KPTI _R13
novq $0, %gs: CPU_KPTI _R14

370 1:

371
372
373

y q
SET_SI ZE(tr_sysretq)
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R_TRAMPOLI NE_NOERR( di vOt r ap)
NTR_TRAMPOLI NE_NOERR( dbgt r ap)
NTR_TRAMPOLI NE_NOERR( br kt r ap)
_TRAMPOLI NE_NCERR( ovf | ot r ap)
_TRAMPOLI NE_NCERR( boundst r ap)
. TRAMPOLI NE_NCERR( i nvopt r ap)
_TRAMPOLI NE_NOERR( ndpt r ap)

_ TRAMPOLI NE(i nvt sstrap)
TNTR_TRAMPOLI NE( segnpt r ap)
TRAVPOLI NE( segnpt r ap)
NTR_TRAMPOLI NE( st kt r ap)
NTR_TRAMPOLI NE( gpt r ap)

5 | NTR_TRAMPOLI NE( pf t r ap)

. TRAMPOLI NE_NCERR( r esvt r ap)

. TRAMPOLI NE_NCERR( ndperr)

. TRAMPOLI NE(achkt r ap)

. TRAMPOLI NE_NOERR( XNt r ap)

_ TRAMPOLI NE_NCERR( i nval t r ap)

. TRAMPOLI NE_NCERR( f ast t r ap)

. TRAMPOLI NE_NCERR(dtrace_ret)

_____88
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/*

* These are special because they can interrupt other traps, and

* each other. W don’t need to pivot their stacks, because they have
* dedicated | ST stack space, but we need to change %r 3.

*/

ENTRY_NP(tr_nmint)
pushq % 13

nmov kpti_safe_cr3, %13
nmov % 13, %r3
popq % 13

jnp nm i nt
SET_SI ZE(tr _nmiint)

__unchanged_portion_omtted_
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1080 #endif /* __lint */
1081 #endif /* T__anu64 */

1084 /*

1085 * For stack |layout, see privregs.h

1086 * Wen crmtrap gets called, the error code and trap nunber have been pushed.
1087 * Wen cmmtrap_pushed gets called, the entire struct regs has been pushed.
1088 */

1090 #if defined(__Iint)
1092 /* ARGSUSED */

1093 voi d

1094 cmmtrap()

1095 {}

1097 #el se /* _lint */

1099 .globl trap /* C handl er called bel ow */

1101 #if defined(__and64)

1103 ENTRY_NP2(cmmtrap, _cmmtrap)

1105 I NTR_PUSH

1107 ALTENTRY(cmt r ap_pushed)

1109 novq % sp, % bp

1111 I*

1112 * - if thisis a #pf i.e. T_PG-LT, %15 is live

1113 * and contains the faulting address i.e. a copy of %r2

1114 *

1115 * - if thisis a #db i.e. T_SGSTP, %15 is live

1116 * and contains the val ue of %lb6

1117 */

1119 TRACE_PTR(% di, % bx, %bx, % cx, $TT_TRAP) /* Uses |abels 8 and 9 */
1120 TRACE_REGS(% di, % sp, % bx, % cx) /* Uses | abel 9 */

1121 TRACE_STAMP( % di ) /* C obbers %ax, %dx, uses 9 */
1123 /*

1124 * We nust first check if DIrace has set its NOFAULT bit.

1125 * regrettably nmust happen before the trap stack is recorded, because
1126 * this requires a call to getpcstack() and may induce recursion if an
1127 * fbt::getpcstack: enabling is inducing the bad | oad.

1128 */

1129 nmovl %s: CPU_I D, %eax

1130 shl g $CPU_CORE_SHI FT, % ax

1131 | eaq cpu_core(%ip), %8

1132 addq % 8, % ax

1133 movw CPUC_DTRACE_FLAGS(% ax), %X

1134 testw $CPU DTRACE_NOFAULT, %x

1135 jnz .dtrace_i nduced

1137 TRACE_STACK( % di )
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1139 novq % bp, % di

1140 nmovq % 15, % si

1141 nmov| %s: CPU_I D, %edx

1143 /*

1144 * W know that this isn't a DIrace non-faulting | oad; we can now safely
1145 * reenable interrupts. (In the case of pagefaults, we enter through an
1146 * interrupt gate.)

1147 */

1148 ENABLE_| NTR_FLAGS

1150 cal | trap /* trap(rp, addr, cpuid) handles all traps */
1151 jnp _sys_rtt

1153 .dtrace_i nduced:
1154 cmpw $KCS_SEL, REGOFF_CS(% bp) /* test CS for user-node trap */
: ’ ;

1155 jne 3 /* if fromuser, panic */
1157 cnpl $T_PGFLT, REGOFF_TRAPNQ( % bp)

1158 je 1f

1160 cnpl $T_GPFLT, REGOFF_TRAPNQ( % bp)

1161 je of

1163 cnpl $T_I LLI NST, REGOFF_TRAPNQ( % bp)

1164 je of

1166 cnpl $T_ZERODI V, REGOFF_TRAPNQ( % bp)

1167 jne af /* if not PF/ GP/UD/DE, panic */
1169 orw $CPU_DTRACE_DI VZERO, %&x

1170 mvw %x, CPUC DTRACE_FLAGS( % ax)

1171 jnp 2f

1173 I*

1174 * |f we've taken a GPF, we don't (unfortunately) have the address that
1175 * induced the fault. So instead of setting the fault to BADADDR,
1176 * we'll set the fault to ILLOP.

1177 */

1178 0:

1179 orw $CPU_DTRACE_I LLOP, %X

1180 novw % x, CPUC_DTRACE_FLAGS( % ax)

1181 jm 2f

1182 1:

1183 orw $CPU_DTRACE_BADADDR, %gx

1184 nmovw % x, CPUC_DTRACE_FLAGS( % ax) /* set fault to bad addr */
1185 nmovq % 15, CPUC_DTRACE_| LLVAL( % ax)

1186 /* fault addr is illegal value */
1187 2:

1188 novq REGOFF_RI P(% bp), % di

1189 novq %di, %12

1190 cal | dtrace_i nstr_size

1191 addq % ax, 9% 12

1192 novg 9% 12, REGOFF_RI P( % bp)

1193 | NTR_POP

1194 jmp tr_iret_auto

1195 | * NOTREACHED* /

1196 3:

1197 | eaq dtrace_badfl ags(%ip), %di

1198 xor | Y%eax, %eax

1199 cal | pani ¢

1200 4:

1201 | eaq dtrace_badtrap(%ip), % di

1202 xor | Y%eax, %eax

1203 cal | pani c

1204 SET_SI ZE(cmmt r ap_pushed)
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1205 SET_SI ZE(cmmt r ap)
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registers. First we check whether we should junp straight back to
the kernel. If not, we save a few nore registers, ready the
machi ne for debugger entry, and enter the debugger.
ENTRY_NP( kdi _save_common_st at e)
popq % di /* the cpusave area */
novq % sp, KRS_GREGS(% di) /* save ptr to current saved regs */
pushqg % di
cal | kdi _trap_pass
testq % ax, % ax
jnz kdi _pass_t o_kernel
cnpq $1, % ax
je kdi _pass_t o_ker nel
popq % ax /* cpusave in % ax */
SAVE_| DTGDT
#i f !defined(__xpv
/* Save off %r0, and clear wite protect */
nmovq %r0, % cx
nmovq % cx, KRS_CRO(% ax)
andq $_BI TNOT(CRO_WP) , 9% cXx
nmovq % cx, %rO0
#endi f
/* Save the debug registers and disable any active watchpoints */
novq % ax, % 15 /* save cpusave area ptr */
novl $7, %edi
cal | kdi _dreg_get
novq % ax, KRS_DRCTL(% 15)
andq $_BI TNOT( KDI REG_DRCTL_WPALLEN_MASK) , % ax
nmovq % ax, 9% si
nmov| $7, Yedi
cal | kdi _dreg_set
novl $6, %edi
cal | kdi _dreg_get
novq % ax, KRS_DRSTAT( % 15)
novl $0, %edi
cal | kdi _dreg_get
novq % ax, KRS_DROFF(0) (% 15)
novl $1, %edi
cal | kdi _dreg_get
movq 9% ax, KRS_DROFF(1) (% 15)

The state of

the worl d:

The stack has a conplete set of saved registers and segnent

selectors, arranged in the kdi _regs.h order.

to our cpusave area.

W need to save,

It also has a pointer

into the cpusave area, a pointer to these saved
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493 novl $2, %edi
494 call kdi _dreg_get
495 novq % ax, KRS_DROFF(2) (% 15)
497 novl $3, %edi
498 call kdi _dreg_get
499 novq % ax, KRS_DROFF(3) (% 15)
501 nmovq % 15, % ax /* restore cpu save area to rax */
503 clrq % bp /* stack traces should end here */
505 pushqg % ax
506 novq % ax, % di /* cpusave */
508 call kdi _debugger _entry
510 /* Pass cpusave to kdi_resunme */
511 popq % di
513 jnp kdi _resune
515 SET_SI ZE( kdi _save_conmmon_st at e)
____unchanged_portion_onitted_
572 ENTRY_NP( kdi _pass_t o_kernel )
574 popq % di /* cpusave */
576 novg $KDI _CPU_STATE_NONE, KRS_CPU_STATE( % di )
573 /*
574 * W& took a trap that should be handl ed by the kernel, not KMDB.
579 * Find the trap and vector off the right kernel handler. The trap
580 * handler will expect the stack to be in trap order, with %ip being
581 * the last entry, so we'll need to restore all our regs. On 186xpv
582 * we'll need to conpensate for XPV_TRAP_PCP.
575 *
576 * We're hard-coding the three cases where KMDB has installed pernmanent
577 * handlers, since after we KDl _RESTORE_REGS(), we don’t have registers
578 * to work with; we can’t use a global since other CPUs can easily pass
579 * through here at the sanme tinmne.
580 *
581 * Note that we handl e T_DBGENTR since userspace mght have tried it.
582 *
583 * The trap handler will expect the stack to be in trap order, with %ip
584 * being the last entry, so we'll need to restore all our regs. On
585 * 186xpv we' Il need to conpensate for XPV_TRAP_POP.
586 *
587 * Oax on entry is either 1 or 2, which is fromkdi _trap_pass().
588 * kdi _crmint stashed the original %r3 into KDI REG CR3, then (probably)
589 * switched us to the CPU s kf_kernel _cr3. But we’'re about to call, for
590 * exanpl e:
591 *
592 * dbgtrap->trap()->tr_iret_kernel
593 *
594 * which, unlike, tr_iret_kdi, doesn't restore the original %r3, so
595 * we'll do so here if needed.
596 *
597 * This isn't just a matter of tidiness: for exanple, consider:
598 *
599 * hat _swi tch(ol dhat =kas. a_hat, newhat =prochat)
600 *  setcr3()
601 * reset_kpti()
602 * *brktrap* due to fbt on reset_kpti:entry
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603 *

604 * Here, we have the new hat’s %r3, but we haven't yet updated
605 * kf_kernel _cr3 (so its currently kas’s). So if we don’t restore here,
606 * we' Il stay on kas’s cr3 value on returning fromthe trap: not good if
607 * we fault on a userspace address.

608 *

609 ENTRY_NP( kdi _pass_t o_kernel)

611 popq % di /* cpusave */

612 movq $KDI _CPU_STATE_NONE, KRS_CPU_STATE( % di )

613 novq KRS_GREGS(% di ), % sp

615 cnpq $2, % ax

616 jne no_restore_cr3

617 mov(q REG OFF( KDI REG CR3) (% sp), % 11

618 nmovq % 11, %r3

620 no_restore_cr3:

621 movq REG_OFF( KDl REG TRAPNO) (% sp), % di

623 cnpq $T_SGLSTP, % di

624 je kdi _pass_dbgtrap

594 je 1f

625 cnpq $T BPTFLT, % di

626 je kdi _pass_brktrap

596 je 2f

627 cnpq $T_DBGENTR, % di

628 je kdi _pass_inval trap

598 je 3f

629 /*

630 * Hmm unknown handl er. Sonmebody forgot to update this when they
631 * added a new trap interposition... try to drop back into kndb.
632 *

633 int $T_DBCGENTR

635 #define CALL_TRAP_HANDLER( nane) \

636 KDl _RESTORE_REGS(% sp); \

637 /* Discard state, trapno, err */ \

638 addq $REG OFF(KDI REG_ RIP), % sp; \

639 XPV_TRAP_PUSH;, \

640 jmp % s: nane

642 kdi _pass_dbgtrap:

612 1:

643 CALL_TRAP_HANDLER( dbgt r ap)

644 / * NOTREACHED* /

645 kdi _pass_brktrap:

615 2:

646 CALL_TRAP_HANDLER( br kt r ap)

647 / * NOTREACHED* /

648 kdi _pass_inval trap:

618 3:

649 CALL_TRAP_HANDLER(i nval t r ap)

650 / * NOTREACHED* /

652 SET_SI ZE( kdi _pass_t o_kernel)
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375

368 /*
369 * We receive all breakpoints and single step traps. Sone of them including
370 * those fromuserland and t hose induced by DTrace providers, are intended for
371 * the kernel, and nust be processed there. W adopt this
372 * ours-until-proven-otherw se position due to the painful consequences of
373 * sending the kernel an unexpected breakpoint or single step. Unless sonmeone
374 * can prove to us that the kernel is prepared to handle the trap, we'll assune
375 * there’'s a problemand will give the user a chance to debug it.
376 *
377 * |If we return 2, then the calling code should restore the trap-tinme %r3: that
378 * is, it really is a kernel-originated trap.
369 * W receive all breakpoints and single step traps. Sonme of them
370 * including those fromuserland and those induced by DTrace providers,
371 * are intended for the kernel, and nust be processed there. W adopt
372 * this ours-until-proven-otherw se position due to the painful
373 * consequences of sending the kernel an unexpected breakpoint or
374 * single step. Unless soneone can prove to us that the kernel is
*
*

prepared to handle the trap, we'll assume there’'s a problemand will

376 give the user a chance to debug it.

379 */

380 int

381 kdi _trap_pass(kdi _cpusave_t *cpusave)

382 {

383 greg_t tt cpusave- >krs_gregs[ KDl REG_TRAPNQ ;

384 greg_t pc - cpusave- >krs_gregs[ KDl REG PC| ;

385 greg_t cs cpusave- >krs_gregs[ KDl REG CS] ;

387 if (USERMODE(cCS))

388 return (1);

390 if (tt !'= T_BPTFLT && tt != T_SG.STP)

391 return (0);

393 if (tt == T_BPTFLT && kdi _dtrace_get_state() ==

394 KDl _DTSTATE_DTRACE_ACTI VE)

395 return (2);

393 return (1);

397 /*

398 * See the comments in the kernel’s T_SG.STP handl er for why we need to
399 * do this.

400 */

401 #if !defined(__xpv)

402 if (tt == T_SGLSTP &&

403 (pc == (greg_t)sys_sysenter || pc == (greg_t)brand_sys_sysenter ||
404 pc == (greg_t)tr_sys_sysenter ||

405 pc == (greg_t)tr_brand_sys_sysenter)) {

406 #el se

407 if (tt == T_SGLSTP &&

408 (pc == (greg_t)sys_sysenter || pc == (greg_t)brand_sys_sysenter)) {
409 #endi f

410 return (1);

411 }

413 return (0);

414 }

__unchanged_portion_onitted_




