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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 2238 If (Shp >Sh addr |— 0)
112390 Fri May 3 07:39:24 2019 2239 kobj _free((void *)shp->sh_addr,
new usr/src/uts/comon/krtld/ kobj.c 2240 shp->sh_si ze);
10908 Sinplify SMAP relocations with krtld 2241 br eak;
LEEE R R R R EE SRR EEEEEEEEEEE RS SRR EEEEEEEEEEEEREREEEEEEEEESE] 2242 }
__unchanged_portion_onitted_ 2243
2244 err_free_done:
2179 static void 2245 if ('(mp->flags & KOBJ_PRIM) {
2180 free_nodul e_data(struct nodul e *np) 2246 kobj _free(np->shdrs,
2181 { 2247 nmp- >hdr . e_ shent si ze * nmp- >hdr . e_shnun) ;
2182 struct nodule_list *Ip, *tnp; 2248 }
2183 hotinline_desc_t *hid, *next; 2249 }
2184 int ksyns_exported = O;
2251 if (np->bss)
2186 I p = np->head; 2252 vem free(data_arena, (void *)np->bss, np->bss_size);
2187 while (I p) {
2188 = lp; 2254 if (np->fbt_tab)
2189 I p = I p- >next ; 2255 kobj _texthol e_free(np->fbt_tab, np->fbt_size);
2190 kobj free((char *)tnp, sizeof (*tnp));
2191 } 2257 if (np->textw n_base)
2258 kobj _textwi n_free(np);
2193 /* reI ease hotinlines */
2194 hid = nmp->hi_calls; 2260 if (np->sdt_probes != NULL)
2195 while (hid != NJLL) { 2261 sdt _probedesc_t *sdp = np->sdt_probes, *next;
2196 next = hid->hi d_next;
2197 kobj _free(hi d->hid_symane, strlen(hid->hid_symane) + 1); 2263 while (sdp !'= NULL) {
2198 kobj _free(hid, sizeof (hotinline_desc_t)); 2264 next = sdp->sdpd_next;
2199 hid = next; 2265 kobj _free(sdp->sdpd_ nama strl en(sdp->sdpd_nane) + 1);
2200 } 2266 kobj _free(sdp, sizeof (sdt _probedesc_t));
2267 sdp = next;
2202 rw_enter (&synms_| ock, RWWRI TER); 2268 }
2203 if (- >symspace) { 2269 }
2204 if (vmem.contains(ksyns_arena, np->synspace, np->synsize)) {
2205 vireem free(ksyns_arena, np->synspace, np->synsize); 2271 if (np->sdt_tab)
2206 ksyms_exported = 1; 2272 kobj _texthol e_free(np->sdt _tab, np->sdt_size);
2207 } else { 2273 if (mp->text)
2208 if (nmp->flags & KOBJ NO(SYNS) 2274 veem free(text _arena, np->text, np->text_size);
2209 ksynms_exported = 1; 2275 if (np->data)
2210 kobj _free(np->synmspace, np->synsize); 2276 viem free(dat a_arena, np->data, np->data_size);
2211 } 2277 i f (np->depends_on)
2212 } 2278 kobj _free(np->depends_on, strlen(np->depends_on) +1);
2213 rw_exit(&synms_| ock); 2279 if (nmp->filenane)
2280 kobj _free(np->fil enane, strlen(np->filenane)+1);
2215 if (nmp->ctfdata)
2216 if (vmemcontains(ctf_arena, np->ctfdata, np->ctfsize)) 2282 kobj _free((char *)np, sizeof (*np));
2217 vrem free(ctf_arena, np->ctfdata, np->ctfsize); 2283 }
2218 el se __unchanged_portion_omtted_
2219 kobj _free(nmp->ctfdata, np->ctfsize);
2220 } 2977 static int
2978 do_synbol s(struct nodul e *np, Elf64_Addr bss_base)
2222 if (np->sigdata) 2979 {
2223 kobj _free(np->si gdata, np->sigsize); 2980 int bss_align;
2981 uintptr_t bss_ptr;
2225 /* 2982 int err;
2226 * We did not get far enough into kobj_export_ksyns() to free allocated 2983 int i;
2227 * puffers because we encounted error conditions. Free the buffers. 2984 Sym *sp, *spl;
2228 */ 2985 char *nane;
2229 f ((ksyms_exported == 0) && (np->shdrs != NULL)) { 2986 int assign;
2230 uint_t shn; 2987 int resolved = 1;
2231 Shdr *shp;
2989 I*
2233 for (shn = 1; shn < np->hdr.e_shnum shn++) { 2990 * Nothing left to do (optimnization).
2234 shp = (Shdr *)(np->shdrs + shn * np->hdr. e_shentsize); 2991 */
2235 sw tch (shp >sh _type) { 2992 if (mp->flags & KOBJ_RESOLVED)
2236 case SHT_RE 2993 return (0);
2237 case SHT_REL
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assi
bss
bss
err

for

#i f defined(

#endi f /*

gn = (bss_ base) ?21: 0;
_ptr = bss_base;
—align = 0;
= 0;
(i =1; i < np->nsyms; i++) {
sp = (Sym *) (np->syntbl + np->synhdr->sh_entsize * i);
/*
* we know that st_nanme is in bounds, since get_sections
* has already checked all of the syn‘ool s
*/
nane = np->strings + sp->st_nane;
if (sp->st_shndx != SHN_UNDEF && sp->st_shndx != SHN_COVWN)
conti nue;
__sparc)
/*
* Register synbols are ignored in the kernel
*
/
if (ELF_ST_TYPE(sp->st_info) == STT_SPARC REG STER) {
if (*name !'="\0
_kobj _printf(ops, "%: naned REQ STER synbol
mp->fil enane);
_kob] pr| ntf(ops, "not supported ’'%’'\n",
me) ;
err = DCSYM UNDEF;
conti nue;
}
__sparc */
/*

* TLS synbols are ignored in the kernel
*

if (ELF_ST_TYPE(sp->st_info) == STT_TLS) {
_kobj _printf(ops, "%: TLS synbol ",
mp->fil enane) ;
kObj pr| ntf(ops, "not supported '%’\n",
me) ;
err DCSYM UNDEF;
conti nue;

}

if (ELF_ST_BIND(sp->st_info) !'= STB_LOCAL) {
if ((spl = kobj _| ookup_ aII(r’rp, nanme, 0)) != NULL) {

sp->st _shndx = SHN_ABS;
sp->st_val ue = spl->st_val ue;
conti nue;
}
}
if (sp->st_shndx == SHN_UNDEF) {
resolved = 0;
/*

* Skip over sdt probes and smap calls,
* they're relocated |ater.

#if defined(__x86)

*
/
if (strncnp(name, sdt_prefix, strlen(sdt_prefix)) ==
conti nue;
if (strcnp(nanme, "smap_enable") == 0 ||
strcnp(name, "smap_di sabl e') == 0)

conti nue;

#endi f /* defined(__x86)

| *

0)
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3113 }

* |f it’s not a weak reference and it’s
* not a prinmary object, it's an error.
* (Primary objects nay take nore than

* one pass to resolve)

*

if (!(mp->flags & KOBJ_PRIM &&
ELF_ST_BI ND(sp->st_i nfo) != STB_WEAK)
_kobj _printf(ops, "%: undefined synmbol",
mp->fil enane) ;
_kobj _printf(ops, "%’\n", nane);
/
Try to determi ne whether this synbol
represents a dependency on obsol ete
unsafe driver support. This is just
* to nake the warning nore informative.

*/

* ok ok ok

if (strcnp(nane, "sleep") == 0 ||
strcnp(nane, "unsleep”) == 0 ||
strcnp(nane, "wakeup") == 0 ||

"bsd _conpat _ioctl") == 0 ||
strcnp(nane, unsafe dri ver") == ||
strncnp(nane, “spl*" =0 ||
strncnp(nama, “i_ddi _spl", 9) == 0)

err = DOSYM UNSAFE;
if (err == 0)
err = DOSYM_UNDEF;

strcnp( nane,

conti nue;
}
/*
* |t’s a comon synbol - st_value is the
* required alignnent.
*

if (sp->st_value > bss_align)
bss_align = sp->st_val ue;

bss_ptr = ALI GN(bss_ptr, sp->st_val ue);
if (assign) {
sp->st _shndx = SHN_ABS;
sp->st_val ue = bss_ptr;

}
bss_ptr += sp->st_size;

}
1f (err)
return (err);
if (assign == 0 & nmp->bss == 0) {
mp->bss_align = bss_align;
nmp- >bss_si ze = bss_ptr;
} else if (resolved) {
mp->fl ags | = KOBJ_RESOLVED;
}

return (0);

__unchanged_portion_omtted_



new usr/src/uts/comon/os/ nodctl . c 1 new usr/src/uts/comon/os/ nodctl . c
LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 #I ncl ude <SyS/ cal I b h>
116237 Fri May 3 07:39:24 2019 63 #incl ude <sys/ debug. h>
new usr/src/uts/comon/os/ nodctl . c 64 #include <sys/cpuvar.h>
10908 Sinplify SMAP relocations with krtld 65 #i nclude <sys/sysnmacros. h>
LEEE R R R R EE SRR EEEEEEEEEEE RS SRR EEEEEEEEEEEEREREEEEEEEEESE] 66 #I nCl ude <SyS/ SySGVer‘It . h>
1/* 67 #include <sys/sysevent_inpl.h>
2 * CDDL HEADER START 68 #i ncl ude <sys/instance. h>
3 * 69 #include <sys/nodhash. h>
4 * The contents of this file are subject to the terms of the 70 #include <sys/nodhash ierI h>
5 * Common Devel opnent and Distribution License (the "License"). 71 #incl ude <sys/dacf_inpl.
6 * You may not use this file except in conpliance with the License. 72 #include <sys/vfs.h>
7 0* 73 #include <sys/pat hname. h>
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 74 #include <sys/consol e. h>
9 * or http://ww. opensol aris.org/os/licensing. 75 #include <sys/policy. h>
10 * See the License for the specific |anguage governi ng perm ssions 76 #include <ipp/ipp_inpl.h>
11 * and limtations under the License. 77 #include <sys/fs/dv_node. h>
12 * 78 #include <sys/strsubr.h>
13 * When distributing Covered Code, include this CDDL HEADER in each 79 #include <sys/fs/sdev_inpl.h>
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 81 static int nod_ci rcdep(struct nodctl *);
16 * fields enclosed by brackets "[]" replaced with your own identifying 82 static int nodi nfo(nodi d_t, struct nodi nfo *);
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 * 84 static void nmod_uni nstal |l _all (void);
19 * CDDL HEADER END 85 static int nod_getinfo(struct nodctl *, struct nodinfo *);
20 * 86 static struct nodctl *al | ocat e_nmpdp(const char *, const char *);
22 | * 88 static int nod_| oad(struct nodctl *, int);
23 * Copyright (c) 1990, 2010, Oracle and/or its affiliates. Al rights reserved. 89 static void nod_unl oad(struct nodctl *);
24 * Copyright (c) 2017 Joyent, Inc. 90 static int nodi nstal | (struct nmodctl *);
25 =/ 91 static int noduni nstal | (struct nodctl *);
27 |* 93 static struct nodctl *nmod_hol d_by_nane_common(struct nodctl *, const char *);
28 * nodctl systemcall for |oadable nodul e support. 94 static struct nodctl *mod_hol d_next _by_i d(modi d_t);
29 =/ 95 static struct nodctl *mod_hol d_| oaded_mod( st r uct modct | *, char *, int *);
96 static struct nodctl *mod_hol d_i nstal Ted_nod(char *, int, int, int *);
31 #include <sys/param h>
32 #include <sys/user. h> 98 static void nod_r el ease(struct nodctl *);
33 #include <sys/systm h> 99 static void nod_nake_requi site(struct nodctl *, struct nodctl *);
34 #include <sys/exec. h> 100 static int nmod_i nstal | _requi sites(struct nodctl *);
35 #include <sys/file.h> 101 static void check_esc sequences(char *, char *);
36 #include <sys/stat.h> 102 static struct nodctl *mod_hol d_by_name_requi si te(struct nmodctl *, char *);
37 #include <sys/conf.h>
38 #include <sys/tine.h> 104 /*
39 #include <sys/reboot. h> 105 * modul e loading thread control structure. Calls to kobj_load_nodule()() are
40 #include <sys/fs/ufs_fsdir.h> 106 * handled off to a separate thead using this structure.
41 #incl ude <sys/knmem h> 107 */
42 #include <sys/sysconf.h> 108 struct |oadnt {
43 #include <sys/cmm_err. h> 109 ksema_t sema;
44 #incl ude <sys/ddi.h> 110 struct nodct| *np;
45 #incl ude <sys/sunddi . h> 111 int usepat h;
46 #incl ude <sys/sunndi . h> 112 kt hr ead_t *owner ;
47 #include <sys/ndi _i npl defs. h> 113 int retval ;
48 #include <sys/ddi _i npl defs. h> 114 };
49 #incl ude <sys/ddi _i npl funcs. h> __unchanged_portion_omtted_
50 #i ncl ude <sys/bootconf. h>
51 #include <sys/dc_ki.h> 3381 static char |oading_ msg[] = "loading '%’ id %\n
52 #include <sys/cladm h> 3382 static char load_nsg[] = "load "%’ id % | oaded @Ox%)/ Ox%p size %/ %\ n"
53 #include <sys/dtrace. h>
54 #include <sys/kdi.h> 3384 /*
3385 * Common code for |oading a nodule (but not installing it).
56 #i nclude <sys/devpolicy.h> 3386 * Handoff the task of npdule |loading to a separate thread
57 #include <sys/nodctl.h> 3387 * with a large stack if possible, since this code may recurse a few tines.
58 #i ncl ude <sys/kobj.h> 3388 * Return zero if there are no errors or an errno val ue.
59 #include <sys/devops. h> 3389 */
60 #incl ude <sys/autoconf.h> 3390 static int
61 #include <sys/hwconf.h> 3391 nod_| oad(struct nodctl *np, int usepath)
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3392 {
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3456
3457

int retval;
struct nodinfo *nodinfop = NULL;
struct | oadnt I't;

ASSERT( MUTEX_NOT_HELD( &od_| ock) ) ;
ASSERT( np- >nod_busy) ;

if (np->nod_| oaded)
return (0);

if (rmod_sysctl (SYS_CHECK_EXCLUDE, np->npd_nodnane) != 0
mod_sysct | ( SYS_CHECK_EXCLUDE, np->nmod_filenane) !=
if (noddebug & MODDEBUG LOADMSG) {
printf(nmd_excl _nmsg, np->nod_fil enane,
np- >nod_nodnane) ;

o
-
~

}
return (ENXIO;

}
if (noddebug & MODDEBUG LOADMSG2)
printf(loading_nsg, np->nod_filenane, np->nod_id);

if (curthread !'= &0) {

It usepat h' = usepat h;
It.owner = curthread;
sema_init(& t.senmn, 0, NULL, SEMA DEFAULT, NULL);

/* create thread to hand of call to */
(void) thread_create(NULL, DEFAULTSTKSZ * 2,
nodl oad_t hread, & t, 0, &0, TS_RUN, maxclsyspri);

/* wait for thread to conpl ete kobj_| oad_nodule */
sema_p(& t.sema);

sema_destroy(& t.sem);
retval = It.retval;
} else
retval = kobj _| oad_nodul e(np, usepath);

if (nmp->mod_np) {

ASSERT(retval == 0);

nmp- >nod_| oaded = 1;

np- >nod_| oadcnt ++;

if (noddebug & MODDEBUG_LOADMSG) {

printf(load_nmsg, np->nod_filenanme, np->nod_id,

(void *)((struct nodul e *)np->nod_np) - >t ext,
(void *)((struct nodul e *)np->nod_np) - >dat a,
((struct nodul e *) np->nod_np) - >t ext _si ze,
((struct nodul e *)np->nod_np) - >dat a_si ze);

}

*

* XXX - There should be a better way to get this.
*/

nmodi nfop = kmem zal | oc(sizeof (struct nodinfo), KM SLEEP);

modi nfop->ni _info = M _I NFO_LI NKAGE
if (mod_getinfo(np, nodi nfop) == 0)
np- >nod_| i nkage = NULL;
el se {
np- >nod_| i nkage = (voi d *)nodi nf op->m _base;
) ASSERT( nmp- >nod_| i nkage->nl _rev == MODREV_1);

/*
* DCS: bootstrapping code. |f the driver is |oaded
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3458
3459
3460
3461
3462
3463
3464
3465
3466
3467

3469
3470
3471

3473
3474
3475
3476

3478
3479
3480
3481
3482
3483
3484

3486
3487

3489
3490

3492
3493
3494
3495
3496
3497
3498

3500
3501
3502
3503
3504

3505 }
__unchanged_portion_onitted_

before root mount, it is assuned that the driver
may be used before mounting root. In order to
access mappi ngs of global to local mnor no.’'s
during installation/open of the driver, we |oad
theminto menory here while the BOP_interfaces
are still up.

* ok kb F %

*/
if ((cluster_bootflags & CLUSTER BOOTED) && ! nodroot!| oaded) {
retval = cl boot _nodl oad(np);
}

kmem f ree(nodi nfop, sizeof (struct nodinf o))
(void) mod_sysctl (SYS_SET_MWAR, (void *)np
retval = install_stubs_by_nane(np, np- >m)d m)dnanE)
/*
* Perform hotinlines before nodule is started.
*
/

do_hoti nl i nes(np->nod_np) ;

/*

* Now that the nodule is |oaded, we need to give DTrace
* a chance to notify its providers. This is done via
* the dtrace_nodl oad function pointer.

*

if (strcnp(np->nod_nodnanme, “dtrace") != 0

struct nmodct! *dmp = nod_hol d_by_nane("dtrace");

if (dnmp !'= NULL && dtrace_nodl oad != NULL)
(*dtrace_nodl oad) () ;

nod_r el ease_nod(dnp) ;

}

} else {
/*
* |f load failed then we need to rel ease any requisites
* that we had established.
*/
ASSERT(retval);
nod_r el ease_requi sites(np);

if (nmoddebug & MODDEBUG _ERRMSG)
printf("error loading %', error %l\n",
mp- >nod_fil enanme, retval);

return (retval);
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/*

*

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END
Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

Copyri ght 2017 RackTop Systens.

Copyright (c) 2017 Joyent, Inc.
*/

#i f ndef _SYS KOBJ_H
#define _SYS_KOBJ_H
#i ncl ude <sys/nodctl . h>

#
#
#

ncl ude <sys/elf.h>
ncl ude <sys/ machel f. h>
ncl ude <sys/vnem h>

#i ncl ude <sys/sdt. h>
#i ncl ude <sys/bootstat. h>
#ifdef _ cplusplus
extern "C' {
#endi f
/*
* List of nodul es naintained by kobj.c
*
/
struct module_list {

struct nodul e_list *next;
struct nodul e *np;

}
typedef struct hotinline_desc {
char *hi d_symane; /* synbol nane */
uintptr_t hid_instr_offset; /* offset of call in text */

}

typedef unsigned short
typedef unsigned char

struct hotinline_desc *hid_next; /* next hotinline */

hotinline_desc_t;

symd_t;
*rel oc dest _t;

/* synbol table index */
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62 typedef

64 struct
65

67
68
69

71

103

105
106
107
108
109

111

113
114
115
116

118
119
120 }

157 #define
158 #define
159 #define
160 #define
161 #define

voi d

nmodul e_mach;

nmodul e {
int total _allocated;

Ehdr
char
Shdr

char

si ze_

char

hdr;
*shdrs;
*symhdr, *strhdr;
*depends_on;

t synsi ze;
*synmspace; /* synmbols + strings + hashtbl, or NULL */

int flags;

si ze

si ze_|

char
char

t text_size;
t data_size;
*t ext;
*dat a;

unsi gned int syntbl_section;

/* pointers into synspace,

char
char

or NULL */
*synt bl ;
*strings;

unsi gned int hashsi ze;
sym d_t *buckets;
sym d_t *chains;

unsi gned int nsyns;

unsi gned int bss_align;

si ze

_t bss_size;

uintptr_t bss;

char

*fil enane;

struct nodule_list *head, *tail;
rel oc_dest_t destination;
nmodul e_nmach * machdat a;

char

si ze_

char

si ze_
si ze_

*ctfdata;
t ctfsize;

*f bt _tab;
t fbt_size;
t fbt_nentries;

caddr _t textw n;
caddr _t textw n_base;

hotinline_desc_t *hi_calls;

sdt
si ze
char

char

si ze_

_probedesc_t *sdt_probes;

t sdt _nprobes;

T*sdt _tab;
si ze_

t sdt_size;

*si gdat a;
t sigsize;

_hnchanged_port ion_omtted_

kobj _fil ename(p) ((p)->_nane)

kobj _l'i nenum(p) ((p)->_In)

kobj _new ine(p) ((p)->_In++

kobj _get c(p) (--(p)->_cnt >=0 ? ((int)*(p)-> ptr++) kobj_f||buf( p))
kobj _ungetc(p)  (++(p)->_cnt > (p)->_size ? -1 : ((int)*(--(p)->_ptr)))
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162 #define kobj _conphdr(p) ((struct conphdr *)(p)->_dbuf)
164 /* Offset into buffer */

165 #define B_OFFSET(file, off) (off % (file)->_bsize)

167 /* Start of page */

168 #define F_PACGE(file, off) (off - B_OFFSET(file, off))

170 #define F_BLKS(file, size) ((size | (file)->_bsize) * (file)->_bsize)

172 #if defined(_KERNEL)

| defined(_FAKE_KERNEL)

174 extern int kobj_| oad_nodul e(struct nodctl *, int);

175 extern void kobj _unl oad_nodul e(struct nodctl *);

176 extern uintptr_t kobj_l ookup(struct nodule *, const char *);
177 extern Sym *kobj _| ookup_al | (struct nodule *, char *, int);
178 extern int kobj_addrcheck(void *, caddr_t);

179 extern int kobj_nodule_to_id(void *);

180 extern void kobj_getnodi nfo(void *, struct nodinfo *);

181 extern int kobj_get_needed(void *, short *, int);

182 extern uintptr_t kobj_getsynmvalue(char *, int);

183 extern char *kobj _getsymane(uintptr_t, ulong_t *);

184 extern char *kobj_searchsyn(struct nmodule *, uintptr_t, ulong_t *);

186 extern int kobj_fstat(intptr_t, struct bootstat *);
187 extern intptr_t kobj_open(char *);

188 extern int kobj_path_exists(char *, int);

189 extern struct _buf *kobj_open_path(char *, int, int);

190 extern int kobj_read(intptr_t, char *, unsigned int, unsigned int);
191 extern void kobj_close(intptr_t);
192 extern void *kobj_alloc(size_t, int
193 extern void *kobj _zalloc(size_t, in
194 extern void kobj_free(void *, size_t);

195 extern struct _buf *kobj _open_file(char *);

196 extern void kobj_close _file(struct _buf *);

197 extern int kobj_read_file(struct _buf *, char *, unsigned, unsigned);
198 extern int kobj_get_filesize(struct _buf *, uint64_t *size);

199 extern uintptr_t kobj_getel fsyn(char *, void *, int *);

200 extern void kobj _set_ctf(struct nodule *, caddr_t data, size_t size);
201 extern void do_hotinlines(struct nodule *);

’

- ——
~—— -

203 extern int kobj_filbuf(struct _buf *);

204 extern void kobj _sync(void);

205 #if defined(__i386) || defined(__sparc) || defined(__and64)
206 extern void kobj _vmeminit(vremt **, vnemt **);
207 #el se

208 #error "I SA not supported"

209 #endi f

210 extern caddr_t kobj _text_alloc(vnemt *, size_t);
211 extern caddr_t kobj _texthol e_alloc(caddr_t, size_t);
212 extern void kobj_texthole_free(caddr_t, size_t);

213 extern void kobj _stat_get (kobj _stat_t *);

214 extern void kobj _textw n_alloc(struct nodule *);

215 extern void kobj _textw n_free(struct nodule *);

217 #endif /* defined(_KERNEL) || defined(_FAKE_KERNEL) */
219 #ifdef __cplusplus

220 }
__unchanged_portion_onitted_
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$

$

$(OBJS_DIR)/ % o:

$

CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 1992, 2010, Oracle and/or its affiliates. Al rights reserved.

Copyri ght 2015 | gor Kozhukhov <i kozhukhov@neil .con®
Copyri ght 2019 Omi OGS Conmmunity Edition (Omi GSce) Associ ation.
Copyright (c) 2017 Joyent, Inc.

This Makefile defines the build rules for the directory uts/i86pc
and its children. These are the source files which are i86pc
"inpl ementation architecture" dependent.

The foll owing two-level ordering nmust be maintained in this file.
Lines are sorted first in order of decreasing specificity based on
the first directory conponent. That is, i86pc rules cone before
intel rules cone before comon rules.

Li nes whose initial directory conponents are equal are sorted
al phabetically by the renaining conponents.

Section la: C object build rules

(OBIS DIR)/ % o:
$(COWPILE. c) -0 $@ $<
$( CTFCONVERT_O)

(0BIS DIR)/ % o:
$(COWPILE. c) -0 $@ $<
$( CTFCOWERT_O)

(OBJS_DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)

$(UTSBASE) / i 86pc/ conf/ % c

$(UTSBASE) / i 86pc/ cpu/ amd_opt eron/ % ¢

$( UTSBASE) / i 86pc/ cpu/ aut henti cand/ % c

$(UTSBASE) / i 86pc/ cpu/ generic_cpu/ % c
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)

(OBIS_DIR)/ % o:
$(COWILE.c) -0 $@ $<

$( UTSBASE) / i 86pc/ cpu/ genui neintel /% c
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$( CTFCONVERT_O)

$(0BIS DIR)/ % o:
$(COVPILE. c) -0 $@ $<
$( CTFCONVERT_O)

$(OBJS_DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)

$(OBJS_DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)

$(OBJS_DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)

$(0BIS DIR)/ % o:
$(COVPI LE. ¢) -0 $@ $<
$( CTFCONVERT_O)

$(UTSBASE) / i 86pc/iol % c

$(UTSBASE) / i 86pc/i o/ acpi _drv/%c

$(UTSBASE) / i 86pc/i o/ fipel % c

$( UTSBASE) / i 86pc/ i o/ acpi / acpi dev/ % ¢

$( UTSBASE) / i 86pc/ i o/ acpi / acpi nex/ % ¢

SBD_I OCTL = $( UTSBASE) /i 86pc/ sys/ sbd_i octl . h
DRMACH_ | O = $(UTSBASE) /i 86pc/ i o/ acpi / dr mach_acpi
DRVACH_GENERR = $(DRMACH_I O)/ sbdgener r

DR 10O = $( UTSBASE) / i 86pc/i o/ dr

DR_GENERR = $(DR_I1 O/ shdgenerr

$( DRMACH§GENER§) : $(DR_I1 O/ sbdgenerr. pl
R

$(CAT) $(DR_ IO)/sbdgenerr pl > 3@
$(CHVOD) +x $@

$( DRMACH@I o/ dgmach_er r.c: $( DRVACH_GENERR) $( SBD_I OCTL)
@
$§ SRMNAOLGENERR) EX86 < $(SBD_I OCTL) > $(DRVACH_ | O/drmach_err.c
$(0BJS_DIR)/ % 0:
$(COWPI LE.c) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS_DIR)/ % 0:
$(COWPI LE.c) -0 $@ $<
$( CTFCONVERT_O)
$( DR_GENERR) : $(DR_I O/ shdgenerr. pl

$(RM $@
$(CAT) $(DR IO)/sbdgenerr pl > $@
$( CHVOD)  +x

$(DR_I O){sdr_erg. c:
@
$(DR_GENERR) ESBD < $(SBD_IOCTL) > $(DR 10O/dr_err.c

$(OBIS_DIR)/ % o: $(UTSBASE) / i 86pc/io/dr/%c
$(COWPI LE.c) -0 $@ $<
$( CTFCONVERT_O)

$(OBJS DIR)/ % o:
$(COMPI LE. ¢) -0 $@ $<
$( CTFCONVERT_O)

$(0BIJS_DIR)/ % 0:
$(COVPI LE. ¢) -0 $@$<
$( CTFCONVERT_O)

$(UTSBASE) / i 86pc/ i o/ acpi / drmach_acpi /% c

$( UTSBASE) / i 86pc/ i o/ amd_i ommu/ % ¢

$(DR_GENERR) $( SBD_I OCTL)

$(UTSBASE) / i 86pc/io/ioat/ %c

$(UTSBASE) / i 86pc/iol pci/ % c
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$( UTSBASE) / i 86pc/ i of pci ex/ % ¢

$(UTSBASE) /i nt el /i o/ pci ex/ hot pl ug/ % c

$( UTSBASE) / i 86pc/ i o/ pcpl usnp/ % ¢

$( UTSBASE) / i 86pc/ i o/ pcpl usnp/ % s

$( UTSBASE) / i 86pc/ i o/ api x/ % ¢

$(UTSBASE) / i 86pc/i o/ ppm % ¢

$(UTSBASE) / i 86pc/i o/ ppm % s

$( UTSBASE) / i 86pc/i o/ psml % ¢

$( UTSBASE) / i 86pc/i o/ psml % s

$( UTSBASE) / i 86pc/i o/ t znon/ % c

$( UTSBASE) /i 86pc/ ml / % s

$(UTSBASE) / i 86pc/ os/ % ¢

-_gcc=-fno-stack-protector -o $@ $<

$(0BIS_DIR)/ % 0:
$(COWPILE.c) -0 $@ $<
(CTFCCNVERT 0
$(0BJS DI R)/% o:
$(COWPILE.¢) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS DI R)/% o:
$(COWPILE.¢) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS DI R)/% o:
$(COWPILE. s) -0 $@ $<
$(OBIS_DIR)/ % o
$(COVPI LE. C) -0 $@ $<
$( CTFCONVERT_O)
$(OBIS_DIR)/ % o
$(COVPI LE. C) -0 $@ $<
$( CTFCONVERT_O)
$(OBIS_DIR)/ % o:
$(COVPI LE. s) -0 $@ $<
$(OBIS_ DR/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)
$(OBIS_ DR/ % o:
$(COWPI LE. s) -0 $@ $<
$(0BIJS_DIR)/ % 0:
$(COWPI LE.c) -0 $@ $<
$( CTFCONVERT_O)
$(0BIJS_DIR)/ % 0:
$(COWPI LE. s) -0 $@ $<
$(OBIS_DIR)/ % o
$( COWPI LE. ¢)
$( CTFCONVERT_O)
$(OBIS_DIR)/ % o:
$(COMPI LE. C) -0 $@ $<
$( CTFCONVERT_O)
$(OBIS_DIR)/ % o:
$(COVPI LE. C) -0 $@ $<
$( CTFCONVERT_O)
$(OBIS_DIR)/ % o:
$(COVPILE. c) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS DIR)/ % o:
$(COWPILE.c) -0 $@ $<
$( CTFCONVERT_O)
$(0BJS DIR)/ % o:
$(COWILE.c) -0 $@ $<

$( UTSBASE) / i 86pc/ os/ cpupm % ¢

$( UTSBASE) / i 86pc/ boot/ % c

$(UTSBASE) / i 86pc/ v % ¢

$( UTSBASE) / common/ i o/ % ¢

$( UTSBASE) / common/ i o/ ppm % ¢

$( UTSBASE) / common/ i o/ pci ex/ % ¢
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194 $( CTFCONVERT_O)

196 $(OBJIS_DIR)/ % o: $( UTSBASE) / cormon/ os/ % ¢

197 $(COWILE. c) -0 $@ $<

198 $( CTFCONVERT_O)

200 $(OBIS DIR)/ % o: $(SRC) / common/ di s/ i 386/ % c

201 $(COWPILE.c) -0 $@ $<

202 $( CTFCONVERT_O)

204 $(O0BJS DI R)/ % o: $(UTSBASE) /i 86pc/i o/ gf x_private/ % c

205 $(COVPI LE. c) -0 $@ $<

206 $( CTFCONVERT_O)

208 $(OBIS DIR)/ % o: $( UTSBASE) / i 86pc/ i of xsve/ % ¢

209 $(COVPI LE. c) -0 $@ $<

210 $( CTFCONVERT_O)

212 $(OBIJS DI R)/ % o: $( UTSBASE) / common/ xen/ os/ % ¢

213 $(COWPI LE. ¢) -0 $@ $<

214 $( CTFCONVERT_O)

216 $(OBIS DIR)/ % o: $( UTSBASE) / i 86pc/ dboot / % ¢

217 $(COWPILE.c) -0 $@ $<

218 $( CTFCONVERT_O)

220 #

221 # dboot stuff is always 32 bit, linked to run with phys_addr == virt_addr

222 #

223 DBOOT_OBJS DIR = dboot/$(0BJS_DI R)

224 DBOOT_NMACH 32 = -D_BOOT_TARGET_i 386

225 DBOOT_NMACH 64 = -D_BOOT_TARGET_anu64

226 DBOOT_DEFS = -D_BOOT $( DBOCT_MACH_$( CLASS))

227 DBOOT_DEFS += -D_MACHDEP - U KERNEL - D | 32LPx

228 DBOOT_FLAGS = $( CCVERBOSE) $(CSTD) $( CERRWARN) $( CCNOAUTO NLI NE)

230 DBOOT_CC | NCL = -1$(SRC)/ comon -1 $(SRC)/ conmon/ util $(1 NCLUDE_PATH)

231 DBOOT_AS INCL = $(AS_I NC_PATH)

233 DBOOT_AS = $(ONBLD_TOOLS)/ bi n/ $( MACH) / aw

235 $(DBOOT_OBJS_DI R)/ % o: $( UTSBASE) / i 86pc/ boot / % ¢

236 T$(i386_CC) $(DBOOT_FLAGS) -O $(DBOOT_DEFS) $(DBOOT_CC INCL) -¢ -0 $@ $<
238 $(DBOOT_OBJS DI R)/ % o: $( UTSBASE) / i 86pc/ dboot / % ¢

239 T$(i386_CC) $(DBOOT_FLAGS) -O $(DBOOT_DEFS) $(DBOOT_CC INCL) -c -0 $@ $<
241 $(DBOOT_OBJS_DIR)/ % o: $(UTSBASE) /i ntel /ia32/% s

242 $(DBOOT_AS) - P -D_ASM $( DBOOT_DEFS) $(DBOOT_AS_INCL) -0 $@ $<

244 $(DBOOT_OBJS_DI R)/ % o: $(SRC) / common/ font/ % c

245 $(i 386_CC) $(DBOOT_FLAGS) - O $( DBOOT_DEFS) $(DBOOT_CC INCL) -¢ -0 $@ $<
247 $(DBOOT_OBJS DI R)/ $( FONT) . c: $( FONT_DI R) / $( FONT_SRC) . bdf

248 “$(VIFONTCVT) -f source -o $@ $(FONT_DI R)/ ${FONT_SRC) . bdf

250 $( DBOOT_OBJS_DI R)/ % o: $(DBOOT_OBJS DI R)/ % ¢

251 $(i386_CC) $(DBOOT_FLAGS) -O $(DBOOT_DEFS) $(DBOOT_CC INCL) -c -0 $@ $<
253 $(DBOOT_OBJS DI R)/ % o: $( COMMONBASE) / cr ypt o/ shal/ % c

254 $(i386_CC) $(DBOOT_FLAGS) - O $(DBOOT_DEFS) $(DBOOT_CC INCL) -c -0 $@ $<
256 $(DBOOT_OBJS_DI R)/ % o: $( DBOOT_OBJS_DIR)/ % ¢

257 $(i 386_CC) $(DBOOT_FLAGS) - O $(DBOOT_DEFS) $(DBOOT_CC INCL) -¢ -0 $@ $<

$(DBOOT_OBJS DI R)/ % o: $( COVMONBASE) / util /% c
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260 $(i 386_CC) $( DBOOT_FLAGS) - O $( DBOOT_DEFS) $(DBOOT_CC INCL) -¢ -0 $@ $<
262 $(DBOOT_OBJS_DI R)/ % o: $( COVMONBASE) / ut i | /1 386/ % s

263 $(DBOOT_AS) -P -D _ASM $( DBOOT_DEFS) $(DBOOT_AS_INCL) -0 $@ $<

265 $(DBOOT_OBJS_DI R)/ % o: $( UTSBASE) / i 86pc/ dboot / % s

266 $(DBOOT_AS) - P -D_ASM $( DBOOT_DEFS) $(DBOOT_AS_INCL) -0 $@ $<

268 #

269 # Stuff to build bios_call.o for the kernel.

270 #

271 NMAPFI LE_BI GS = $( UTSBASE) /i 86pc/ conf/ Mapfil e. bi os

272 $(OBJS_DIR)/bios_call. $( UTSBASE) / i 86pc/ m / bi os_cal | _src.s

273 $( COWVPI LE. s) —0 $(OBIS_DIR)/bios_call_src.o \

274 $(UTSBASE) /i 86pc/ nl / bios_cal | _src.s

275 $(LD) -dn -M $( MAPFI LE_BI OS) \

276 ((BJS DIR)7'bios_call _src $((BJS DI R)/bios_call_src.o
277 @cho " data > $(OBIS_DIR)/bios_call.s
278 @cho " .globl bi 0s _i mage" >> $(OBIS_DIR)/bios_call.s
279 @cho "bi os_i mage:"' >> $(OBIS_DIR)/bios_call.s
280 $( ELFEXTRACT) $(CBJS DI R)/bios_call _src >> $(0BJS_DIR)/bios_call.s
281 @cho " .align 4" >> $(OBIS_DIR)/bios_call.s
282 @cho " .globl bios_size" >> $(OBIJS_DIR)/bios_call.s
283 @cho "bi 0s _size:" >> $(OBIS_DIR)/bios_call.s
284 @cho " .long . - bios_inmge" >> $(CBJS_DI R)/bios_call.s
285 $(vaILE s) -0 $@$(OBIS_DIR)/ bi os_cal | .

287 #

288 # Stuff to build fb_swtch.o for the kernel.

289 #

290 MAPFI LE_FBSWICH = $( UTSBASE) /i 86pc/ conf/ Mapfile.fb_swtch

291 $(0OBJS DIR)/fb_swtch. o: $(UTSBASE) /i 86pc/ ml /fb_swtch_src.s

292 $(COMPILE.s) -0 $(OBIS_ DIR)/fb_swich_src.o \

293 $( UTSBASE) / i 86pc/ ml /fb_swtch_src.s

294 $(LD) —dn -M $( MAPFI LE_FBSWICH) \

295 (CBJS DIR) 7fb_swtch_src $((]3JS DIR)/fb_swtch_src.o
296 @cho " data > $(OBIS_ DIR/fb_swtch.s
297 @cho " .globl fb_sw ch _i mage" >> $(OBIS_DIR)/fb_swtch.s
298 @cho "fb_swt ch_i nmage: >> $(OBIS_DIR)/fb_swtch.s
299 $( ELFEXTRACT) $(OBJS DIR)/fb_swtch_src >> $(OBIS DIR)/fh_swtch.s
300 @cho " .align 4" >> $(OBIS_ DR /fb_swtch.s
301 @cho " .globl fb_swtch_size" >> $(OBIS DIR)/fb_swich.s
302 @cho "fb_swtch_size:" >> $(OBIS_DIR)/fb_swtch.s
303 @cho " .long . - fb_swtch_i mage" >> $(OBIS_ DIR)/fb_swch.s
304 $(COWPILE.s) -0 $@$(OBJS_DIR)/fb_swtch.s

306 # ridiculous contortions ---

307 ATOM C_SUBDI R_32 = 386

308 ATOM C_SUBDI R 64 = and64

309 ATOM C_SUBDI R~ = $(ATOM C_SUBDI R_$( CLASS))

311 $(OBIJS DI R)/ % o: $( SRC) / common/ at omi ¢/ $( ATOM C_SUBDI R)/ % s
312 $(COWILE. s) -0 $@ $<

314 #

315 # dtrace stubs

316 #

318 $(OBJS DI R)/dtracestubs.s: $(UNI X_O $(LIBS)

319 $(NM -u $(UNIX_O $(LIBS) | \

320 $(EGREP) ' (__dtrace_probe_| smap_(di sable|enable))’ | $(SORT) | \
318 $(NM -u $(UNIX O $(LIBS) | $(GREP) _ dtrace_probe_ | $(SORT) | \
321 S(UNNQ | $(AWK) " { \

322 printf("\t.globl %\n\t.type %, @unction\n%:\n", \

323 $$1, $$1, $31); }’ > $(OBIS D R)/dtracestubs.s
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325 $( DTRACESTUBS):

326

$( DTRACESTUBS_O)
$(BUI LD. SO $(DTRACESTUBS_O)
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23 *
24 *
*

26 [ *
27 %

28 * A

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License")
You nmay not use this file except in conpliance with the License

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing

See the License for the specific | anguage governing perm ssions

and |limtations under the License

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 1992, 2010, Oracle and/or its affiliates. Al rights reserved
Copyri ght 2017, Joyent, Inc
/

Copyright (c) 2010, Intel Corporation
| rights reserved

29 */

31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
40 #i

42 #i
43 #i

45 #i
46 #i
47 #i

49 #i
50 #i
51 #i

53 #i
54 #i
55 #i

57 #i
58 #i

60 #i
61 #i

ncl ude <sys/types. h>

ncl ude <sys/t_l ock. h>
ncl ude <sys/param h>

ncl ude <sys/segnents. h>
ncl ude <sys/sysmacros. h>
ncl ude <sys/signal.h>
ncl ude <sys/systm h>

ncl ude <sys/user. h>

ncl ude <sys/mman. h>

ncl ude <sys/vm h>

ncl ude <sys/disp. h>
ncl ude <sys/cl ass. h>

ncl ude <sys/proc. h>
ncl ude <sys/ buf. h>
ncl ude <sys/kmem h>

ncl ude <sys/reboot. h>
ncl ude <sys/uadm n. h>
ncl ude <sys/callb. h>

ncl ude <sys/cred. h>
ncl ude <sys/vnode. h>
ncl ude <sys/file.h>

ncl ude <sys/procfs. h>
ncl ude <sys/acct.h>

ncl ude <sys/vfs.h>
ncl ude <sys/dnlc. h>
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#
#
#
#

#
#
#
#
#

#
#

#

#

#

#

#

#

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

#
#
#
#
#
#
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude
ncl ude

<sys/var. h>
<sys/cm_err. h>
<sys/ ut snane. h>
<sys/ debug. h>

<sys/ dunphdr . h>
<sys/ boot conf . h>
<sys/varargs. h>
<sys/prom f.h>
<sys/ nmodct| . h>

<sys/ consdev. h>
<sys/frane. h>

<sys/ sunddi . h>
<sys/ ddi dmar eq. h>
<sys/ psw. h>
<sys/regset. h>
<sys/privregs. h>
<sys/ cl ock. h>
<sys/tss. h>

<sys/ cpu. h>
<sys/ st ack. h>
<sys/trap. h>
<sys/pic. h>

<vni hat. h>

<vnl anon. h>

<vnl as. h>

<vni page. h>

<vni seg. h>

<vn seg_kmem h>
<vni seg_map. h>
<vni seg_vn. h>
<vnl seg_kp. h>
<vnl hat _i 86. h>
<sys/ swap. h>
<sys/thread. h>
<sys/sysconf. h>
<sys/vm machpar am h>
<sys/ archsystm h>
<sys/ machsyst m h>
<sys/ machl ock. h>
<sys/x_cal |l . h>
<sys/instance. h>

<sys/tinme. h>
<sys/snp_i npl def s. h>
<sys/psm types. h>
<sys/atom c. h>
<sys/ pani c. h>
<sys/cpuvar. h>
<sys/dtrace. h>
<sys/ bl . h>
<sys/nvpair. h>
<sys/ x86_ar chext . h>
<sys/ pool _pset. h>
<sys/ aut oconf. h>
<sys/mem h>

<sys/ dunphdr. h>
<sys/ conpress. h>
<sys/ cpu_nodul e. h>

#i f defined(__xpv)

#i ncl ude <sys/ hypervisor. h>
#i ncl ude <sys/xpv_panic. h>
#endi f
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129
130
131

133
134
135

137
138

140
141

143
144
145
146

148

150
151
152
153

155
156
157
158

160
161
162
163

165
166
167
168

170
171
172
173
174
175

177

179
180
181
182
183

185

187
188

192
193

#i ncl ude <sys/fastboot. h>
#i ncl ude <sys/ machel f. h>
#i ncl ude <sys/kobj . h>

#i ncl ude <sys/multiboot. h>

#i fdef TRAPTRACE
#i ncl ude <sys/traptrace. h>
#endif /* TRAPTRACE */

#i ncl ude <c2/ audit. h>
#i ncl ude <sys/clock_i npl. h>

extern void audit_enterpron(int);
extern void audit_exitpron(int);

/*
* Tunable to enable apix PSM if set to O, pcplusnp PSMwill be used.
*
/
int api x_enable = 1;
int apic_nvidia_io_max = 0; /* no. of NVIDIA i/o apics */
/*

* Cccassionally the kernel knows better whether to power-off or reboot.
*/
int force_shutdown_nethod = AD_UNKNOMN;

/*
* The pani cbuf array is used to record nessages and state:
*/

char pani cbuf [ PANI CBUFSI ZE] ;

/*
* Flags to control Dynamic Reconfiguration features.
*/

uint64_t plat_dr_options;

/*
* Maxi mum physi cal address for menory DR operations.
*
/
uint64_t plat_dr_physmax;
/*
* maxphys - used during physio
* klustsize - used for klustering by swapfs and specfs
*
/

int maxphys = 56 * 1024;
int klustsize = 56 * 1024,

/* XXX See vmsubr.c - max b_count in physio */

caddr _t pO_va; /* Virtual address for accessing physical page 0 */

/*

* defined here, though unused on x86,
* to nake kstat_fr.c happy.

*/

int vac;

voi d debug_enter(char *);

extern void pmcfb_check_and_powerup(void);
extern void pmcfb_rele(void);

extern fastboot_info_t newkernel;

/*
* Instructions to enable or disable SMAP, respectively.
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194 */

195 static const uint8_t clac_instr[3] = { OxOf, O0x01, Oxca };

196 static const uint8_t stac_instr[3] = { OxOf, 0x01, Oxcb };

198 /*

199 * Machi ne dependent code to reboot.

200 * "ndep" is interpreted as a character pointer; if non-null, it is a pointer
201 * to a string to be used as the argunent string when rebooting.

202 *

203 * "invoke_cb" is a boolean. It is set to true when ndboot() can safely
204 * invoke CB_CL_MDBOOT cal |l backs before shutting the system down, i.e. when
205 * we are in a normal shutdown sequence (interrupts are not bl ocked, the
206 * systemis not panic’ing or being suspended).

207 *

208 /* ARGSUSED*/

209 void

210 ndboot (int cnd, int fcn, char *ndep, bool ean_t invoke_cb)

211 {

212 processorid_t bootcpuid = O;

213 static int is_first_quiesce = 1;

214 static int is_first_reset = 1;

215 int reset_status = 0;

216 static char fallback_str[] = "Falling back to regular reboot.\n";
218 if (fcn == AD_FASTREBOOT && ! newkernel.fi _valid)

219 fcn = AD_BOOCT;

221 if (!'panicstr) {

222 kpreenpt _di sabl e();

223 if (fcn == AD_FASTREBOOT) {

224 mut ex_ent er (&cpu_|l ock) ;

225 i f (CPU_ACTI VE(cpu_get (bootcpuid))) {

226 affinity_set(bootcpuid);

227

228 mut ex_exi t (&cpu_l ock) ;

229 } else {

230 affinity_set(CPU_CURRENT);

231 }

232 }

234 if (force_shutdown_method != AD_UNKNOWN)

235 fcn = force_shut down_net hod;

237 I*

238 * XXX - rconsvp is set to NULL to ensure that output nessages
239 * are sent to the underlying "hardware" device using the

240 * ponitor’s printf routine since we are in the process of

241 * either rebooting or halting the machine.

242 *

243 rconsvp = NULL;

245 /*

246 * Print the reboot nessage now, before pausing other cpus.

247 * There is a race condition in the printing support that

248 * can deadl ock multiprocessor nachines.

249 */

250 if (I(fcn == AD HALT || fcn == AD_POWEROFF))

251 promprintf("rebooting...\n");

253 if (IN_XPV_PANI C())

254 reset();

256 /*

257 * W can’t bring up the console from above | ock |level, so do it now
258 */

259 pm cf b_check_and_power up();
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262

264
265

267
268
269
270

272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295

297
298
299
300
301
302
303
304
305
306
307

309
310
311
312
313
314
315
316
317
318

320
321
322
323
324
325

/* make sure there are no nore changes to the device tree */
devtree_freeze();

if (invoke_ch)
(void) callb_execute_class(CB_CL_MDBOOT, 0);

/'k

* Clear any unresolved UEs from nenory.
*

/

page_retire_ndboot ();

ined(__xpv)
/*

* XXPV Shoul d probably think some nore about how we deal

* with panicing before it’s really safe to panic.

* On hypervisors, we reboot very quickly.. Perhaps panic
* should only attenpt to recover by rebooting if,

* say, we were able to nount the root filesystem

*/ or if we successfully launched init(1m.

*

f

(panicstr && proc_init == NULL)
(voi d) HYPERVI SOR_shut down( SHUTDOWN_power of f) ;

/*
* stop other cpus and raise our priority. since there is only
* one active cpu after this, and our priority will be too high
* for us to be preenpted, we’'re essentially single threaded
*/from here on out.
*
(voi d) spl 6();
if (!pani cstr)
mut ex_ent er (&cpu_| ock);
pause_cpus(NULL, NULL);
mut ex_exi t (&pu_l ock) ;
}
/*

* If the systemis panicking, the prel oaded kernel is valid, and
* fastreboot _onpani c has been set, and the system has been up for
* | onger than fastreboot_onpanic_uptinme (default to 10 m nutes),
* choose Fast Reboot.
*/
if (fcn == AD_BOOT && panicstr && newkernel .fi_valid &&
fastreboot _onpanic &%
(panic_lbolt - Ibolt_at_boot) > fastreboot_onpanic_uptine) {
fcn = AD_FASTREBOOT;

}

/*
* Try to quiesce devices.
*

if (i s_fi/rst_qui esce) {

* Clear is_first_quiesce before calling quiesce_devices()
* so that Tf quiesce_devices() causes panics, it will not
* be invoked again.

*/

is_first_quiesce = 0;

qui esce_active = 1,
qui esce_devi ces(ddl root_node(), & eset_status);
if (reset_status == -1
if (fcn == AD_FASTREBOOT && !force_fastreboot) {
promprintf("Driver(s) not capable of fast
"reboot.\n");
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326 promprlntf(fallback str);
327 fastreboot _capable = 0;
328 fcn = AD_BOOT;
329 } elseif (fen I= AD FASTREBGJT)
330 fastreboot _capable = 0;
331
332 qui esce_active = 0O;
333 }
335 /*
336 * Try to reset devices. reset_|eaves() should only be called
337 * a) when there are no other threads that could be accessing devices,
338 * and
339 * b) on a systemthat’s not capable of fast reboot (fastreboot_capable
340 * being 0), or on a system where quiesce_devices() failed to
341 * conpl ete (quiesce_active being 1).
342 *
343 if (is_first_reset & (!fastreboot_capable || quiesce_active)) {
344 /*
345 * Cear is_first_reset before calling reset_devices()
346 * so that if reset_devices() causes panics, it wll not
347 * be invoked again.
348 */
349 is_first_reset = 0;
350 reset _| eaves();
351 }
353 /* Verify newkernel checksum */
354 if (fastreboot_capable && fcn == AD_FASTREBOOT &&
355 fast boot _cksum veri fy(&ne\/\.ker nel) 1= 0) {
356 f astreboot capabl e = 0;
357 prom. pr| ntf (" Fast reboot: checksum failed for the new "
358 kernel .\n");
359 promprlntf(fallback str);
360 }
362 (void) spl8();
364 if (fastreboot_capable && fcn == AD_FASTREBOOT) ({
365 /*
366 * psmshutdown is called within fast_reboot ()
367 */
368 fast _reboot ();
369 } else {
370 (*psm_shut downf) (cnd, fcn);
372 if (fcn == AD HALT || fcn == AD_POWERCFF)
373 halt ((char *) NULL)
374 el se
375 prom reboot ("");
376 }
377 | * NOTREACHED* /
378 }
__unchanged_portion_omtted_
1459 void
1460 pl at_dr_di sabl e_capability(uint64_t features)
1461 {
1462 atomi c_and_64( &pl at _dr_options, ~features);
1463 }
1465 /*
1466 * If SMAP is supported, |ook through hi_calls and inline
1467 * calls to smap_enable() to clac and snap_di sable() to stac.
1468 */
1469 void
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1470 hotinline_smap(hotinline_desc_t *hid)

1471 {

1472 if (is_x86_feature(x86_featureset, X86FSET_SMAP) == B_FALSE)
1473 return

1475 if (strcnp(hid->hid_symane, "snap_enable") == 0) {

1476 bcopy(clac_instr, (void *)hid->hid_instr_offset
1477 si zeof (clac_instr))

1478 } else if (strcnp(hid->hid_symane, "snap_disable") == 0) {
1479 bcopy(stac_instr, (void *)hid->hid_instr_offset
1480 si zeof (stac_instr))

1481 }

1482 }

1484 /*

1485 * Loop through hi_calls and hand off the inlining to
1486 * the appropriate calls.

*

/

1487

1488 voi d

1489 do_hotinlines(struct nodul e *np)
1490 {

1491 for (hotinline_desc_t *hid = nmp->hi_calls; hid != NULL
1492 hid = hid->hid_next) {
1493 #if !defined(__xpv)

1494 hoti nl i ne_smap(hi d)
1495 #endif /* __xpv */

1496 }

1497 }

____unchanged_portion_onmitted_
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__unchanged_portion_onitted_

685 /*

686 *

687 * VM has been set up so we can use hot_patch_kernel _text().
*

688 .
*

Set up and enabl e SMAP now before we start other CPUs, but after the kernel’s

689 We can only patch 1, 2, or 4 bytes, but not three bytes. So instead, we
690 replace the four byte word at the patch point. See uts/intel/ia32/m/copy.s
691 * for nore information on what’s going on here.

692 */

693 static void
694 startup_smap(void)

695 {

696 int i;

697 uint32_t inst;

698 uint8_t *instp;

699 char synf 128];

700 struct nodctl *nodp;

702 extern int _smap_enabl e_patch_count;

703 extern int _smap_di sabl e_patch_count;

705 if (disable_smap != 0)

706 renpve_x86_f eat ure(x86_f eatureset, X86FSET_SMAP);

708 if (is_x86_feature(x86_featureset, X86FSET_SVAP) == B_FALSE)

709 return;

711 for (i = 0; i < _smap_enabl e_patch_count; i++) {

712 int sizep;

714 VERI FY3U(i, <, _smap_enabl e_patch_count);

715 VERI FY(snprintf(sym sizeof (sym, "_smap_enabl e_patch_v%d"
716 si zeof (sym);

717 instp = (uint8_t *) (void *)kobj_getel fsymsym NULL, &sizep);
718 VERI FY(| nstp !'= 0);

719 i nst (instp[3] << 24) | (SMAP_CLAC_INSTR & Ox00ffffff);
720 hot _pat ch_kernel _text((caddr_t)instp, inst, 4);

721 1

723 for (i =0; i < _smap_disable_patch_count; i++) {

724 int sizep;

726 VERI FY(snprintf(sym sizeof (sym, "_smap_disable_patch_%l",
727 i) < sizeof (sym);

728 instp = (uint8_t *) (v0| d *)kobj _getel fsym(sym NULL, &sizep);
729 VERI FY(| nstp !'= 0);

730 inst = (instp[3] << 24) | (SMAP_STAC I NSTR & OxO00ffffff);
731 hot _patch_kernel _text((caddr_t)instp, inst, 4);

732 }

734 /*

735 * Hotinline calls to smap_enabl e and snap_di sable within

736 * uni x mbdul e. Hotinlines in other nodul es are done on

737 * nod_| oad() .

738 */

739 nmodp = nod_hol d_by_nane("uni x");

740 do_hoti nl i nes(modp- >nod_np) ;

741 nmod_r el ease_nod( nodp) ;

733 hot _pat ch_kernel _text ((caddr_t)smap_enabl e, SMAP_CLAC | NSTR, 4);

i) <
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734
743
744

745 }
__unchanged_portion_omtted_

hot _pat ch_ker nel _t ext ((caddr_t)smap_di sabl e,
_SVAP) ;

setcr4(getcrd() |
smap_enabl e() ;

CR4

SMAP_STAC | NSTR, 4);
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2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 =
*

CDDL HEADER END
/

23 * Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
24 * Use is subject to |license terns.
*/

25

26 /*

27 * Copyright 2019 Joyent, Inc.

28 */

27 #pragne ident " %YW % % %E% SM "
30 /*

31 * x86 relocation code.

32 */

34 #include <sys/types. h>

35 #include <sys/param h>

36 #i nclude <sys/sysnmacros. h>
37 #include <sys/systm h>

38 #include <sys/user.h>

39 #include <sys/bootconf. h>
40 #i nclude <sys/nodctl . h>

41 #include <sys/elf.h>

42 #incl ude <sys/kobj.h>

43 #incl ude <sys/kobj _inpl.h>
44 #include <sys/tnf.h>

45 #incl ude <sys/tnf_probe. h>

47 #include "rel oc. h"

50 /*
51 * Probe Discovery
52 =/

54 #defi ne PROBE_MARKER SYMBOL __tnf_probe_version_1"
55 #define TAG MARKER SYMBOL "__tnf_tag_version_1"

57 extern int tnf_splice_probes(int, tnf_probe_control_t *, tnf_tag_data_t

59 /*

*)s
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60 * The kernel run-time linker calls this to try to resolve a reference
61 * it can't otherwise resolve. W see if it’s marking a probe control
62 * block; if so, we do the resolution and return 0. [If not, we return
63 * 1 to show that we can't resolve it, either.
64 */
65 static int
66 tnf_reloc_resol ve(char *symane, Addr *val ue_p,
67 El f 64_Sxwor d *addend_p,
68 | ong of fset,
69 t nf _probe_ control _t **probel i st,
70 tnf _tag_data_t **taglist)
71 {
72 if (strcr’rp(syrmar're PROBE_MARKER_SYMBOL) == 0) {
73 addend_p = 0;
74 ((t nf_pr obe_control _t *)offset)->next = *probelist;
75 *probelist = (tnf_probe_control _t *)offset;
76 return (0);
77 1
78 if (strcnp(symane, TAG MARKER SYMBOL) == 0) {
79 *addend_p = O;
80 *value_p = (Addr) taglist;
81 *taglist = (tnf_tag_dat a_t *)of fset;
82 return (0);
83 }
84 return (1);
85
__unchanged_portion_onitted_
124 /*
125 * W're relying on the fact that the call we're replacing is
126 * call (e8) plus 4 bytes of address, neking a 5 byte instruction
127 */
128 #defi ne NOP_I NSTR 0x90
129 #defi ne SMAP_NOPS 5]
131 /*
132 * Currently the only call replaced as a hot inline
133 * is smap_enabl e() and smap_disable(). If nore are needed
134 * we should probably come up with an sdt probe like prefix
135 * and look for those instead of exact call names.
136 */
137 static int
138 smap_rel oc_resol ve(struct nodul e *np, char *symane, uint8_t *instr)
139 {
140 uint_t synlen;
141 hotinline_desc_t *hid,;
143 if (strcnp(symane, smap enable") == 0
144 strcnp(symane, "snmap_di sabl e") == O) {
146 #ifdef KOBJ_DEBUG
147 if (kobj_debug & D_RELOCATI ONS) {
148 _kobj _printf(ops, "smap_reloc_resolve: % relocating "
149 "enabl e/ di sabl e_smap\ n", np->filenane);
150 }
151 #endif
153 hid = kobj _al | oc(sizeof (hotinline_desc_t), KMWAIT);
154 symen = strl en(syrmama) + 1;
155 hi d- >hi d _symane = kobj _all oc(sym en, KMVWAIT);
156 bcopy(symane, hid->hid_symaneg, syrr1 en);
158 /*
159 * W backtrack one byte here to consune the call
160 * instruction itself.
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161
162
163
164

166

168
169

171
172

174
123
175
176

}

int

*

/

hid->hid_instr_offset = (uintptr_t)instr - 1,
hi d->hi d_next = np->hi _calls;

mp->hi _calls = hid;

menset ((void *)hid->hid_instr_offset, NOP_INSTR SMAP_NOPS);

return (0);

}

return (1);

/* ARGSUSED2 */
do_rel ocate(struct nmodule *np, char *reltbl, Wrd relshtype, int nreloc,

int

177 {

178
179
180
181
182
183
184
185
186
187
188
189
190

192
193
194
195
196
197
198

200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219

222
223

#i f def

#endi f

rel ocsi ze, Addr baseaddr)

unsi gned | ong st ndx;
unsi gned | ong off;
regi ster unsigned |long reladdr, rend;
regi ster unsigned int rtype;

unsi gned | ong val ue;

El f 64_Sxwor d addend;

Sym *synref;

int err = 0;

tnf_probe_control _t *probelist = NULL;
tnf_tag_data_t *taglist = NULL;

int symum

rel addr = (unsigned long)relthl;

rend = reladdr + nreloc * rel ocsize;

KOBJ_DEBUG
if (kobj_debug & D_RELOCATI ONS) {
_kobj _printf(ops, "krtld:\ttype\t\t\toffset\t
" synbol\n");
_kobj _printf(ops, "krtld:\t\t\t\t\t

addend"

val ue\ n");

symum = -1;
/* 1oop through relocations */
while (reladdr < rend) {

symumt+;
rtype = ELF_R TYPE(((Rela *)reladdr)->r_info);
off = ((Rela *)reladdr)->r_offset;
stndx = ELF_R SYM ((Rela *)rel addr)->r_info);
if (stndx >= np->nsyns) {
_kobj _printf(ops, "do_relocate: bad strndx %\ n",
symumn) ;
return (-1);

}

if ((rtype > R AVD64_NUM |
_kobj _printf(ops, '

rtype);

_kobj _printf(ops,
_kobj _printf(ops,
err = 1;
conti nue;

| I'S TLS_I rtype))
"krtld: invalid relocation type %",

"at Ox%Ix:", off);
" file=%s\n", np->filenane);

addend = (long)(((Rela *)rel addr)->r_addend);
rel addr += rel ocsi ze;

/* can't be register for tnf_reloc_resolve() */
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226
227

229
230
231
232
233
234
235
236
237
238
239
240
241

243
244

246
247
248
249

251
252
253
254
255
256
257
258
259

261
262
263
264
265
266
267
268
269
270
271
272
273
274

276
277
278
279

281
282
283
284
285
286
287
288
289
290
291

#i f def

#endi f

if (rtype == R_AVD64_NONE)
conti nue;

KOBJ_DEBUG

if (kobj_debug & D_RELOCATIONS) {

Sym*  synp;

synp = (Sym *) )
(np->synt bl +(stndx * np->synhdr->sh_entsize));

_kobj _printf(ops, "krtld:\tus",
conv_rel oc_and64_type(rtype));

_kobj _printf(ops, "\tOx%8lIx", off);

_kobj _printf(ops, " Ox%8lIx", addend);

_kobj _printf(ops, " %\n",
(const char *)np->strings + synp->st_nane);

if (!(mp->flags & KOBJ_EXEC))
of f += baseaddr;

/
if R_AVD64_RELATIVE, sinply add base addr
to reloc |location

/

if (rtype == R_AMD64_RELATI VE) {
val ue = baseaddr;

} else {
*

*
*
*
*

* get synmbol table entry - if synmbol is |ocal
* value is base address of this object
*/
synref = (Sym*)
(np- >synt bl +(stndx * np->synhdr->sh_entsize));

if (ELF_ST_BIND(synref->st_info) == STB_LOCAL) {
/* *** this is different for .0 and .so */
val ue = synref->st_val ue;
} else {
/*
* 1t's global. Allow weak references. |If
* the synbol is undefined, give TNF (the
* kernel probes facility) a chance to see
* if it’s a probe site, and fix it up if so.
*
if

(synref->st_shndx == SHN_UNDEF &&

sdt _rel oc_resol ve(np, np->strings +

symref->st_nane, (uint8_t *)off) == 0)
conti nue;

if (synref->st_shndx == SHN_UNDEF &&
smap_rel oc_resol ve(np, np->strings +
synref->st_name, (uint8_t *)off) == 0)
conti nue;

if (synref->st_shndx == SHN_UNDEF &&
tnf_rel oc_resol ve(np->strings +
synref - >st _name, &synref->st_val ue,
&addend, off, &probelist, &aglist) !'= 0) {
if (ELF_ST_BI ND(synref->st_info)
| = STB_WEAK)
_kobj _printf(ops,
"not found: %s\n",
mp->strings +
synr ef - >st _nane) ;
err = 1;



new

292
293
294
295
296
297
298
299
300

302
303
304

306
307
308
309
310
311
312

314
315
316
317
318
319
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327
328
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conti nue;
} else { /* synbol found - relocate */
/*

* calculate | ocation of definition

* - synbol value plus base address of
* containing shared obj ect

*/

val ue = synref->st_val ue;

} /* end el se synbol found */
} /* end gl obal or weak */
} /* end not R_AVD64_RELATI VE */

val ue += addend;
/*
* calculate final value -
* if PCrelative, subtract ref addr
*/
if (I'S_PC_RELATIVE(rtype))
val ue -= off;

#i fdef KOBJ_DEBUG
if (kobj_debug & D_RELOCATI ONS) {
_kobj _printf(ops, "krtld:\t\t\t\tOx%8l|x", off);
_kobj _printf(ops, " O0x%8l1x\n", value);

#endi f

if (do_reloc_krtld(rtype, (unsigned char *)off, &val ue,
(const char *)np->strings + synref->st_nane,
np->fil ename) == 0)
err = 1;
} /* end of while |oop */
if (err)
return (-1);

if (tnf_splice_probes(np->flags & KOBJ_PRIM probelist, taglist))
mp->fl ags | = KOBJ_TNF_PROBE;

return (0);

334 }
__unchanged_portion_onitted_
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*

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright 2009 Sun Mcrosystens, Inc. Al
Use is subject to license terns.

rights reserved.

Oopyrlght (c) 2009, Intel Corporation

* Al rights reserved.

*/

/* Copyright (c) 1990, 1991 UNI X System Laboratories, Inc. */
[* Copyright (c) 1984, 1986, 1987, 1988, 1989, 1990 AT&T */
/* Al Rights Reser ved */
I * Oopyrlght (c) 1987, 1988 M crosoft Corporation */
/* Al Rights Reserved */
/*

*
*

Copyright (c) 2017 Joyent, Inc.

Copyri ght 2016 Joyent, Inc.
*
/

#i ncl ude <sys/errno. h>
#i ncl ude <sys/asm|inkage. h>

#if defined(__lint)
#i ncl ude <sys/types. h>
#i ncl ude <sys/systm h>

#el se /* _lint */
#i ncl ude "assym h"
#endif /* __lint */

#define KCOPY_M N_SIZE 128
#define XCOPY_M N_SI ZE 128 /*

/*

*

Non-t enopr al
/

/* Mist be >= 16 bytes */
Mist be >= 16 bytes */

access (NTA) alignnment requirenent

#define NTA ALIGN SIZE 4 /* Mist be at |east 4-byte aligned */
#define NTA_ALI GN_MASK _CONST(NTA ALI GN_SI ZE- 1)
#defi ne COUNT_ALI GN_SI ZE 16 /* Must be at |east 16-byte aligned */

#def i ne COUNT_ALI GN_MASK

_CONST( COUNT_ALI GN_SI ZE- 1)
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62 /*
63 * Wth the introduction of Broadwell, Intel has introduced supervisor node
64 * access protection -- SVMAP. SVAP forces the kernel to set certain bits to
65 * enable access of user pages (ACin rflags, defines as PS_ACHK in
66 * <sys/psw.h>). One of the challenges is that the inplenmentation of many of the
67 * userland copy routines directly use the kernel ones. For exanple, copyin and
68 * copyout sinply go and junp to the do_copy_fault |abel and traditionally |et
69 * those deal with the return for them In fact, changing that is a can of frane
70 * pointers.
71 *
72 * Rules and Constraints:
73 *
74 * 1. For anything that’s not in copy.s, we have it do explicit calls to the
75 * smap related code. It usually is in a position where it is able to. This is
76 * restricted to the following three places: DIrace, resunme() in swch.s and
77 * on_fault/no_fault. If you want to add it somewhere el se, we shoul d be
78 * thinking tw ce.
79 *
80 * 2. W try to toggle this at the smallest w ndow possible. This nmeans that if
81 * we take a fault, need to try to use a copyop in copyin() or copyout(), or any
82 * other function, we will always |eave with SVAP enabl ed (the kernel cannot
83 * access user pages).
84 *
85 * 3. None of the *_noerr() or ucopy/uzero routines should toggle SVAP. They are
86 * explicitly only allowed to be called while in an on_fault()/no_fault() handle
87 * which already takes care of ensuring that SMAP is enabl ed and di sabl ed. Note
88 * this neans that when under an on_fault()/no_fault() handler, one nust not
89 * call the non-*_noeer() routines.
90 *
91 * 4. The first thing we should do after com ng out of an lofault handler is to
92 * nmmke sure that we call snmap_enable again to ensure that we are safely
93 * protected, as nore often than not, we will have disabled smap to get there.
94 *
95 * 5. The SMVAP functions, smap_enabl e and smap_di sabl e may not touch any
96 * registers beyond those done by the call and ret. These routines nay be called
97 * fromarbitrary contexts in copy.s where we have slightly nore special ABIs in
98 * place.
99 *
100 * 6. For any inline user of SMAP, the appropriate SVMAP_ENABLE_I NSTR and
101 * SMAP_DI SABLE | NSTR nmacro shoul d be used (except for smap_ enabl e() and
102 * smap_disable()). If the nunber of these is changed, you nust update the
103 * constants SMAP_ENABLE_COUNT and SMAP_DI SABLE_COUNT bel ow.
104 *
105 * 7. Note, at this time SMAP is not inplenented for the 32-bit kernel. There is
106 * no known technical reason preventing it from being enabl ed.
107 *
108 * 8. Cenerally this .s file is processed by a K&R style cpp. This neans that it
109 * really has a lot of feeli ngs about whitespace. In particular, if you have a
110 * nacro FOO with the arguments FOOQ(1l, 3), the second argument is in fact ' 3'.
111 *
112 * 9. The smap_enabl e and smap_di sabl e functions should not generally be called.
113 * They exist such that DTrace and on_trap() may use them that’s it.
114 *
115 * 10. In general, the kernel has its own value for rflags that gets used. This
116 * is maintained in a few different places which vary based on how the thread
117 * comes into existence and whether it's a user thread. In general, when the
118 * kernel takes a trap, it always will set ourselves to a known set of flags,
119 * mainly as part of ENABLE |INTR_FLAGS and F_OFF and F_ON. These ensure that
120 * PS_ACHK is cleared for us. In addition, when using the sysenter instruction,
121 * we mask off PS_ACHK off via the AVD SFMASK MSR. See init_cpu_syscall () for
122 * where that gets nmasked off.
123 */
125 /*
126 * The optimal 64-bit bcopy and kcopy for nodern x86 processors uses
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127
128
129
130
131
132
133
134

136
137
138
139
140

142
143
144
145
146
147
148
149
150
151
152

154
155
156
157

159
160
161
162

164

166
167
168
169

171

173
174

178
179
180
181
182
183
184
185
186
187
188
189
190
191
192

* "rep snmovq" for large sizes. Performance data shows that many calls to

* bcopy/ kcopy/ bzero/ kzero operate on small buffers. For best performance for
* these snmall sizes unrolled code is used. For nedium sizes |oops witing

*

64-bytes per loop are used. Transition points were determ ned experinentally.
*/

#define BZERO USE_REP  (1024)
#def i ne BCOPY DFLT REP (128)
#def i ne BCOPY_NHM REP  ( 768)

/*
* Copy a block of storage, returning an error code if ‘from or
* ‘to’ takes a kernel pagefault which cannot be resol ved.

* Returns errno value on pagefault error, 0 if all ok

*/

/*
* 1"msorry about these macros, but copy.s is unsurprisingly sensitive to
* additional call instructions.
*/
#i f defined(__and64)
#defi ne SMAP_DI SABLE_COUNT 16
#def i ne SMAP_ENABLE_COUNT 26
#elif defined(__i386)
#def i ne SMAP_DI SABLE_COUNT 0
#def i ne SMAP_ENABLE_COUNT 0
#endi f
#def i ne SMAP_DI SABLE_| NSTR(| TER) \
.globl _smap_di sabl e_patch_/**/1| TER \
_smap_di sabl e_pat ch_/ **/ | TER/ **/ : \
nop; nop; nop;
#defi ne SMAP_ENABLE_I NSTR(| TER) \
.globl _snap_enabl e_patch_/**/| TER \
_smap_enabl e_patch_/**/ | TER/ **/: \

nop; nop; nop;
#if defined(__lint)

/* ARGSUSED */

int

kcopy(const void *from void *to,
{ return (0);

size_t count)

#el se /* _lint */

. gl obl kernel base

. gl obl postboot ker nel base
#if defined(__and64)

ENTRY( kcopy)

pushq % bp
novq % sp, % bp
#i f def DEBUG

cnpq post boot ker nel base(% i p), % di /* %di = from?*/
ib of

cnpq post boot ker nel base(% i p), % si /* %si =to */
1f

jnb
0: | eaq . kcopy_pani c_msg(%ip), %di
xor | %aax Yeax
call pani c
1
#endi f
/*

* pass |lofault value as 4th argunent to do_copy_fault

new usr/src/uts/intel/ia32/m/copy.s 4
193 */
194 | eaq _kcopy_copyerr (% i p) % cx
195 novq %gs: CPU_THREAD, % 9 /* %9 = thread addr */

197 do_copy_faul t:
198

199
200
201
202

204
205
206
207
208
209
210
211
212

3107 #endif /*

nmovq T_LOFAULT(%9), % 11

/* save the current |ofault */
T_LOFAULT(% 9) /*

novq % cX, new |l ofault */
call bcopy_altentry
xor | %ax, %Yeax /* return O (success)

SMAP_ENABLE_| NSTR( 0)

*

* A fault during do_copy_fault is indicated through an errno val ue
*in %ax and we iretq fromthe trap handler to here.
*/

_kcopy_copyerr:

novq % 11, T_LOFAULT(% 9)

| eave

ret

SET_SI ZE(kcopy)
__unchanged_portion_omtted_

/* restore original lofault */

1386 */

3109 #ifdef DEBUG
3110

.data

3111 . kcopy_panic _I8g:

3112 .string "kcopy: argunents bel ow kernel base"

3113 . bcopy_pam C_nsvg:

3114 .string "bcopy: argunents bel ow kernel base"

3115 . kzero_pani c_nsg:

3116 .string "kzero: argunents bel ow kernel base"

3117 . bzero_pani c_nsg:

3118 .string "bzero: argunents bel ow kernel base"

3119 . copyi n_pani c_nsg:

3120 .string "copyin: kaddr argunent bel ow kernel base"

3121 . xcopyi n_pani c_nsg:

3122 .string "xcopyin: kaddr argument bel ow kernel base"

3123 . copyout _pani c_nsg:

3124 .string "copyout: kaddr argument bel ow kernel base”

3125 .xcopyout _panic _nsg:

3126 .string "xcopyout: kaddr argunment bel ow kernel base"

3127 . copyst r_pani Cc_msgQ:

3128 .string "copystr: arguments in user space"

3129 . copyi nstr_pani c_nsg:

3130 .string "copyinstr: kaddr argument not in kernel address space”

3131 . copyout str_pani c_nsg:

3132 .string "copyoutstr: kaddr argunment not in kernel address space"

3133 . cpyi n_ne_pnsg:

3134 .string "copyin_noerr: argument not in kernel address space"

3135 . cpyout _ne_pnsg:

3136 .string "copyout_noerr: argunment not in kernel address space"

3137 #endif

3139 #endif [/* __lint */

3141 /*

3142 * These functions are used for SMAP, supervisor npbde access protection. They
3143 * are hotpatched to becone real instructions when the systemstarts up which is
3144 * done in nlsetup() as a part of enabling the other CR4 rel ated features.
3145 *

3146 * Cenerally speaking, smap_di sable() is a stac instruction and smap_enable is a
3147 * clac instruction. It's safe to call these any nunber of times, and in fact,
3148 * out of paranoia, the kernel will likely call it at several points.

3149 */
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3151 #if defined(__lint)

3153 void

3154 smap_enabl e(voi d)

3155 {}

3157 void

3158 smap_di sabl e(voi d)

3159 {}

3161 #el se

3163 #if defined (__and64) || defined(__i 386)
3164 ENTRY( smap_di sabl e)
3165 nop

3166 nop

3167 nop

3168 ret

3169 SET_SI ZE( smap_di sabl e)
3171 ENTRY( smap_enabl e)
3172 nop

3173 nop

3174 nop

3175 ret

3176 SET_SI ZE( smap_enabl e)
3178 #endif /* __and64 || __i386 */
3180 #endif /* __lint */

3141 #ifndef __lint

3143 .data

3144 .align 4
3145 .globl _snmap_enabl e_pat ch_count
3146 .type _smap_enabl e_pat ch_count, @bj ect

3147 .size _smap_enabl e_pat ch_count
3148 _smap_enabl e_pat ch_count
3149 .long  SMAP_ENABLE COUNT

3151 .globl _smap_di sabl e_patch_count
3152 .type _smap_di sabl e_pat ch_count, @bj ect

3153 .size _smap_di sabl e_patch_count, 4
3154 _smap_di sabl e_pat ch_count:
3155 .l ong SMAP_DI SABLE_COUNT

3157 #endif /* __lint */
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 =
*

CDDL HEADER END
/

23 * Copyright (c) 1993, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright 2018 Joyent, Inc.
*/

25

27 #ifndef _SYS_ARCHSYSTM H

28 #define _SYS ARCHSYSTM H

30 /*

31 * A selection of |SA-dependent interfaces
32 */

34 #include <vm seg_enum h>
35 #include <vni page. h>

37 #ifdef __cplusplus
38 extern "C' {
39 #endif

41 #ifdef _KERNEL

43 extern greg_t getfp(void);
44 extern int getpil (void);

46 extern ulong_t getcrO(void);

47 extern void setcrO(ulong_t);

48 extern ulong_t getcr8(void);

49 extern void setcr8(ulong_t);

50 extern ulong_t getcr2(void);

51 extern void clflush_insn(caddr_t addr);
52 extern void nfence_insn(void);

54 #if defined(__i386)
55 extern uint16_t getgs(void);

extern void setgs(uintl16_t);
#endi f

extern kmem cache_t *fpsave_cachep;
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62
63

106
107
108
109

111
112
113
114

116
117
118
119

121
122
123
124
125

extern void cli(void);

extern void sti(void);

extern void tenm crosec(void);
extern void restore_int_flag(ulong_t);
extern void intr_restore(ulong_t);
extern ulong_t clear_int_flag(void);
extern ulong_t intr_clear(void);
extern ulong_t getflags(void);
extern int interrupts_enabl ed(void);
extern void int3(void);

extern void int18(void);

extern void int20(void);

extern void int_cnti(void);

#i f defined(__and64)

extern void sys_syscall (), tr_sys_syscall();

extern void sys_syscall32(), tr_sys_syscall32();

extern void sys_lcall32();

extern void sys_syscall _int();

extern void tr_sys_syscall_int();

extern void brand_sys_syscall (), tr_brand_sys_syscall();
extern void brand_sys_syscal |1 32(), tr_brand_sys_syscal | 32(
extern void brand_sys_syscall _int(), tr_brand_sys_syscall_int();
extern int update_sregs();

extern void reset_sregs();

#elif defined(__i 386)

extern void sys_call();

extern void tr_sys_call();

extern void brand_sys_call();

#endi f

extern void sys_sysenter();

extern void tr_sys_sysenter();

extern void _sys_sysenter_post_swapgs();
extern void brand_sys_sysenter();

extern void tr_brand_sys_sysenter();

extern void _brand_sys_sysenter_post_swapgs();
extern void dosyscall (void);

extern voi d bi nd_hwcap(void);

extern uint16_t inwint port);

extern uint32_t inl(int port);

extern void outw(int port, uintl6_t val ue);
extern void outl (int port, uint32_t value);
extern void pc_reset(void) _ NORETURN

extern void efi_reset(void) __ NORETURN;

extern void reset(void) __ NORETURN,

extern int goany(void);

extern void setgregs(klwp_t *, gregset_t);
extern void getgregs(klwp_t *, gregset_t);
extern void setfpregs(klwp_t *, fpregset_t *);
extern void getfpregs(klwp_t *, fpregset_t *);
#if defined(_SYSCALL32_I MPL)

)
I

extern void getgregs32(klwp_t *, gregset32_t);

extern void setfpregs32(klwp
extern void getfpregs32(klwp
#endi f

t
"t

struct fpu_ctx;

*, fpregset32_t *);
*, fpregset32_t *);
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129
130
131

133

135
136

138
139

141
143
145

147
148
149

151
152
153

155
156

158

176

178
179
180
181
182
183

187
188
189
190
191
192
193

extern void fp_free(struct fpu_ctx *, int);
extern void fp_save(struct fpu_ctx *);
extern void fp_restore(struct fpu_ctx *);
extern int fpu_pentiumfdivbug;

extern void sep_save(void *);
extern void sep_restore(void *);

extern void brand_i nterpositioning_enabl e(void);
extern void brand_i nterpositioning_disable(void);

struct regs;

extern int instr_size(struct regs *, caddr_t *, enumseg_rw);
extern int enable_cbcp; /* patchable in /etc/system*/
extern uint_t cpu_hwcap_fl ags;

extern uint_t cpu_fregq;

extern uint64_t cpu_freq_hz;

extern int use_sse_pagecopy;

extern int use_sse_pagezero;

extern int use_sse_copy;

extern caddr_t i86devmap(pfn_t,
extern page_t

pgcent _t, uint_t);
*page_nunt opp_al | oc(pfn_t pfnum;

extern void hwbl kclr(void *, size_t);

extern voi d hwbl kpagecopy(const void *, void *);
extern void page_copy_no_xm(void *dst, void *src);
extern voi d bl ock_zero_no_xm(voi d *dst int len);
#defi ne BLOCKZEROALI GN (4™ * si zeof (voi d *))

extern void (*kcpc_hw _enabl e_cpc_intr) (void);
extern void init_desctbls(void);
extern user_desc_t *cpu_get _gdt (void);

extern void switch_sp_and_call (void *, void (*)(uint_t,
uint_t);

extern hrtime_ (*gethrtirref)(void);

extern hrtime_t (*gethrtinmeunscal edf)(void);

extern void (*scalehrtinef)(hrtine_t *);

extern uint64_ (*unscalehrtlrref)(hrtlne t);

extern void (*gethrestinef)(tinestruc_t *);

uint_t), uint_t,

t
t
sc
t
g

extern void av_di spatch_softvect(uint_t);
extern voi d av_di spatch_autovect (uint_t);
extern uint_t atomc_btr32(uint32_t *, uint_t);
extern uint_t bsrw_insn(uintl6_t);

extern int sys rtt_conmon(struct regs *);
extern void fakesoftint(void);

extern void *plat_traceback(void *);

/
The following two nacros are the four byte instruction sequence of stac, nop
and clac, nop. These are used in startup_smap() and hotinline_smap() as a
part of properly setting up the valid instructions. For nore information on
SMAP, see uts/intel/ia32/m/copy.s, uts/i86pc/os/mchdep.c and

ut s/ common/ os/ nodct ! . c.

O
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194
195
188
189
190
191
196
197
198
193
194
199
200

202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217

* Note that smap_disable and snmap_enabl e are resolved to stubs at conpile ting,
* put inlined at runtine by do_hotinlines() in uts/i86pc/os/machdep.c.
* The following two nacros are the four byte instruction sequence of stac, ret
* and clac, ret. These are used in startup_snap() as a part of properly setting
* up the valid instructions. For more information on SVAP, see
* uts/intel/ia32/m/copy.s.
*

/

#defi ne SMAP_CLAC_| NSTR 0x90ca010f
#defi ne SMAP_STAC_| NSTR 0x90cb010f
#defi ne SMAP_CLAC | NSTR 0xc3ca010f
#defi ne SMAP_STAC | NSTR 0xc3cb010f
extern voi d smap_di sabl e(void);
extern void smap_enabl e(voi d);

#if defined(__xpv)

extern void xen_init_call backs(void)

extern voi d xen_set_cal | back(void (* )(v0| d),
extern void xen_pri ntf(const char *, .)s
#define cpr_dprintf xen_printf

extern int xpv_panicking;

#define I N_XPV_PANIC() (xpv_panicking > 0)
#el se

extern void setup_nta(void);

extern void pat_sync(void);

extern void patch_tsc_read(int);

#if defined(__and64) && !defined(__xpv)
extern voi d patch_nmenops(uint_t);

#endi f /* defined(__anmi64) && I def i ned(__xpv) */
extern void setup_xfen(void);

#define cpr_dprintf prompri nt f

uint_t, uint_t);

218 #define IN_XPV_PANIC() (__lintzero)

219 #endi f

221 #endif /* _KERNEL */

223 #if defined(_KERNEL) || defined(_BOOT)
224 extern uint8_t inb(int port);

225 extern void outb(int port, uint8_t value);
226 #endif

228 #ifdef __cplusplus

229 }

__unchanged_portion_onitted_



