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1/*
* CDDL HEADER START

The contents of this file are subject to the terms of the
Conmmon Devel opnent and Distribution License (the "License")
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific | anguage governi ng perm ssions

and limtations under the License.

file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END
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* Wen distributing Covered Code, include this CDDL HEADER i n each
*
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*
*
*
*
*
*

21/

22 Copyright 2010 Sun Mcrosystens, Inc. Al rights reserved.
23 Use is subject to |license terns.

24 /

26 /*

27 * Copyright 2019 Joyent, Inc.

28 */

30 /* Copyrlght (c) 1984, 1986, 1987, 1988, 1989 AT&T */

31 /* Al Rights Reserved *

33 #include <sys/types. h>

34 #include <sys/sysmacros. h>
35 #include <sys/param h>

36 #i nclude <sys/vnparam h>
37 #include <sys/systm h>

38 #include <sys/cred. h>

39 #include <sys/user.h>

40 #i ncl ude <sys/proc. h>

41 #incl ude <sys/conf.h>

42 #include <sys/tuneable. h>
43 #incl ude <sys/cpuvar. h>
44 #include <sys/archsystm h>
45 #incl ude <sys/vmem h>

46 #include <vnm seg_knem h>
47 #incl ude <sys/errno. h>

48 #include <sys/cmm_err. h>
49 #i ncl ude <sys/debug. h>

50 #include <sys/atom c. h>
51 #incl ude <sys/nodel . h>

52 #include <sys/knem h>

53 #include <sys/nemist.h>
54 #include <sys/autoconf. h>
55 #incl ude <sys/ontrap. h>
56 #i nclude <sys/utsnane. h>
57 #include <sys/zone. h>
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59 #ifdef __sparc
60 #include <sys/nmenbar. h>

61 #endif
63 /*
64 * Routine which sets a user error; placed in
65 * illegal entries in the bdevsw and cdevsw tabl es.
66 */
68 int
69 nodev()
70
71 return (curthread->t_Iwp ?
72 ttolwp(curthread)->lwp_error = ENXIO : ENXI O);
73}
__unchanged_portion_onitted_
313 /*
314 * Hot-patch a single instruction in the kernel’s text.
315 *
316 * |If you want to patch nultiple instructions you nust arrange to do it so that
317 * all internediate stages are sane -- we don't stop other cpus while doing
318 * this.
319 *
311 * |f you want to patch nultiple instructions you nust
312 * arrange to do it so that all internediate stages are
313 * sane -- we don’t stop other cpus while doing this.
320 * Size nust be 1, 2, or 4 bytes with iaddr aligned accordingly.
321 *
322 * The instruction itself mght straddl e a page boundary, so we have to account
323 * for that.
324 */
325 void
326 hot_patch_kernel _text(caddr_t iaddr, uint32_t new_.instr, uint_t size)
327 {
328 const uintptr_t pageoff = (uintptr_t)iaddr & PAGEOFFSET;
329 const boolean_t straddles = (pageoff + size > PAGESIZE);
330 const size_t mapsize = straddles ? PAGESIZE * 2 : PAGESI ZE;
331 caddr _t ipageaddr = iaddr - pageoff;
332 caddr _t vaddr;
333 page_t **ppp;
321 uintptr_t off = (uintptr_t)iaddr & PAGEOFFSET;
335 vaddr = vnem al | oc(heap_arena, mapsize, VM SLEEP);
323 vaddr = vnem al | oc(heap_arena, PAGESI ZE, VM SLEEP);
337 (voi d) as_pagel ock(&kas, &ppp, ipageaddr, mapsize, S WRITE);
325 (voi d) as_pagel ock(&kas, &ppp, iaddr - off PAGESI ZE, S WRI TE);
339 hat _devl oad(kas. a_hat, vaddr, PAGESI ZE,
340 hat _get pf num(kas. a_hat, ipageaddr), PROT_READ | PROT_WRI TE,
341 HAT_LOAD LOCK | HAT_ LOAD NOCONSI ST, )
343 if (straddles) {
344 hat _devl oad(kas. a_hat, vaddr + PAGESIZE, PACESI ZE,
345 hat _get pf nun(kas. a_hat, ipageaddr + PAGCESI ZE),
328 _get pf nun(kas a_hat, iaddr - off),
346 ROT_READ | PROT WRI TE, HAT_| LOAD LOCK | HAT_LOAD NOCONSI ST) ;
347 }
349 switch (size) {
350 case 1:
351 *(uint8_t *)(vaddr + pageoff) = new_.instr;
333 *(uint8_t *)(vaddr + off) = new.instr;
352 br eak;

353 case 2:
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369 }

*(uint16_t *)(vaddr + pageoff) = new.instr;
*(uint1l6_t *)(vaddr + off) = new.instr;

br eak;
case 4:
*(uint32_t *)(vaddr + pageoff) = new_.instr;
*(uint32_t *)(vaddr + off) = new.instr;
br eak;
defaul t:
panic("illegal hot-patch");
}

menbar _enter();

sync_i cache(vaddr + pageoff, size);

sync_i cache(vaddr + off, size);

sync_i cache(i addr, size);

as_pageunl ock( &as, ppp, ipageaddr, nmapsize, S WRITE);

hat _unl oad(kas. a_hat, vaddr, napsize, HAT_UNLOAD_ UNLOCK);
viem free(heap_arena, vaddr, mapsize);

as_pageunl ock( &as, ppp, iaddr - off, PAGESIZE, S WRI TE);
hat _unl oad(kas. a_hat, vaddr, PAGESIZE, HAT_UNLOAD_UNLOCK);
vreem free(heap_arena, vaddr, PAGESIZE);

__unchanged_portion_onitted_




