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2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 =

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright (c) 2004, 2010, Oracle and/or its affiliates. Al rights reserved.
23 * Copyright (c) 2018, Joyent, Inc.

23 * Copyright (c) 2017, Joyent, Inc. Al rights reserved.
*/

26 #include <fndunp. h>
27 #include <stdio. h>
28 #include <strings.h>

30 /* ARGSUSED*/

31 static int

32 flt_short(fmd_log_t *Ip, const fnmd_log_record_t *rp, FILE *fp)
{

34 char buf[32], str[32];

35 char *class = NULL, *uuid = "-", *code = "-";

37 static const struct {

38 const char *cl ass;

39 const char *tag;

40 } tags[] = {

41 { FM_LI ST_SUSPECT_CLASS, "Di agnosed" },

42 { FM_LI ST_REPAI RED_CLASS, "Repaired" },

43 { FM_LI ST_RESOLVED CLASS, "Resol ved" },

44 { FM_LI ST_UPDATED CLASS, "Updat ed" },

45 { FM LI ST | SO_ATED CLASS, "l sol ated" },

46 b

48 (void) nvlist_|ookup_string(rp->rec_nvl, FM SUSPECT_UU D, &uuid);
49 (void) nvlist_|ookup_string(rp->rec_nvl, FM SUSPECT_DI AG CODE, &code);
51 ( void) nvlist_|lookup_string(rp->rec_nvl, FMCLASS, &class);

52 if (class !'= NULL) {

53 int i;

55 for (i =0; i < sizeof (tags) / sizeof (tags[0]); i++) {
56 if (strcnp(class, tags[i].class) == 0)

57 (void) snprintf(str, sizeof (str), "% %",
58 code, tags[i].tag);

59 code = str;

60 br eak;
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61 }

62 }

63 }

65 frrdunp printf(fp, "% 20s % 32s %\n",

66 mdunp_dat e( buf, sizeof (buf), rp), uuid, code);
68 return (0);

69 }
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150 static int
151 flt_verb23_cm(fnd_log_t *Ip, const fnd_log_record_t *rp, FILE *fp,
152 nvlist_prtctl_t pctl)

153 {

154 const struct fndunp_fnm *efp = & ndunp_err_ops. do_f or mat s[ FMDUMP_VERBL1] ;
155 const struct frdunp_fnt *ffp = & ndunp_flt_ops. do_f or mat s[ FMDUMP_VERB2] ;
156 uint_t i;

157 char buf[32], str[32];

158 char *class = NULL, *uuid = "-", *code = "-";

160 (void) nvlist_|lookup_string(rp->rec_nvl, FM SUSPECT_UU D, &uuid);

161 (void) nvlist_lookup_string(rp->rec_nvl, FM SUSPECT_DI AG CODE, &code)
163 (void) nvlist_lookup_string(rp->rec_nvl, FMCLASS, &class);

164 if (class !'= NULL && strcnp(class, FM Li ST_ REPAI RED_CLASS) == 0) {
165 (void) snprintf(str, si zeof (str), "% %", code, "Repaired");
166 code = str;

167 }

168 if (class !'= NULL && strcnp(class, FM LIST_RESOLVED CLASS) == 0) {
169 (void) snprintf(str, sizeof (str), "% %", code, "Resolved");
170 code = str;

171 1

172 if (class !'= NULL && strcnp(class, FM LI ST_UPDATED CLASS) == 0)

173 (void) snprintf(str, sizeof (str), "% %", code, "Updated");
174 code = str;

175 }

177 fmdunp_printf(fp, "%;\n", ffp->do_hdr);

178 frrdunp printf(fp, "%20s.%9.911u % 32s %\n",

179 f mdunp_year (buf, sizeof (buf), rp), rp->rec_nsec, uuid, code);
181 if (rp->rec_nrefs = 0)

182 frdunp_printf(fp, "\n 9%\n", efp->do_hdr);

184 for (i =0; i <rp->rec_nrefs; i++) {

185 frdunp_printf(fp, " ");

186 (void) efp->do_func(lp, & p->rec_xrefs[i], fp);

186 ef p->do_func(lp, & p->rec_xrefs[i], fp);

187 }

189 f mdunp_ prlntf(fp, "\n");

190 if (pctl)

191 nvlist_prt(rp->rec_nvl, pctl);

192 el se

193 nvlist_print(fp, rp->rec_nvl);

194 fmdunp_printf(fp, "\n");

196 return (0);

197 }

__unchanged_portion_onitted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 62 /*
26401 Thu Jan 24 09: 47: 47 2019 63 * Debug nmessages can be enabled by setting the debug property to true
new usr/src/crmd/ fm notify/smtp-notify/comon/sntp-notify.c 64 *
10130 snatch fixes for usr/src/cmd/fm 65 * # svccfg -s svc:/system fnisntp-notify setprop config/debug=true
LEEE R R R EE SRR EEEEEEEEEEE R EREEEEEEEEEEEEEEEEEEREEEEEEEEEESEE] 66 *
1/* 67 * Debug nmessages will be spooled to the service log at:
2 * CDDL HEADER START 68 * <root>/var/svc/log/systemfmsntp-notify:default.log
3 * 69 */
4 * The contents of this file are subject to the terms of the 70 #define PP_SCRIPT "usr/lib/fmnotify/process_nsg_tenplate.sh"
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License. 72 typedef struct emmil _pref
7 * 73 {
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 74 int ep_numrecips;
9 * or http://ww. opensol aris.org/os/licensing. 75 char **ep_recips;
10 * See the License for the specific |anguage governi ng perm ssions 76 char *ep_reply_to;
11 * and limtations under the License. 77 char *ep_tenpl at e_path;
12 * 78 char *ep_tenpl ate;
13 * When distributing Covered Code, include this CDDL HEADER in each 79 } email _pref_t;
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. __unchanged_portion_ontted_
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying 779 int
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 780 mai n(int argc, char *argv[])
18 * 781 {
19 * CDDL HEADER END 782 struct rlimt rlim
20 */ 783 struct sigaction act;
784 sigset _t set;
22 | * 785 char c;
23 * Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved. 786 bool ean_t run_fg = B_FALSE;
24 */
788 if ((nhdl = malloc(sizeof (nd_hdl_t))) == NULL) {
26 /* 789 (void) fprintf(stderr, "Failed to allocate space for notifyd "
27 * Copyright (c) 2018, Joyent, Inc. 790 "handle (%)", strerror(errno));
28 */ 791 return (1);
792 }
30 #include <stdio.h> 793 (void) nemset (nhdl, 0, sizeof (nd_hdl_t));
31 #include <stdlib. h>
32 #include <string. h> 795 nhdl - >nh_keep_runni ng = B_TRUE;
33 #include <alloca. h> 796 nhdl - >nh_l og_fd = stderr;
34 #include <errno. h> 797 nhdl - >nh_pnanme = argv[O0];
35 #include <fcntl. h>
36 #include <libscf.h> 799 get _svc_config();
37 #include <priv_utils.h>
38 #incl ude <netdb. h> 801 /*
39 #include <signal.h> 802 * In the case where we get started outside of SMF, args passed on the
40 #include <strings. h> 803 * command |ine override SMF property setting
41 #include <tinme.h> 804 */
42 #include <unistd. h> 805 whi |l e (optl nd < ar gc)
43 #i ncl ude <zone. h> 806 le ((c = get opt(argc, argv, optstr)) I=-1) {
44 #include <sys/types. h> 807 switch (c) {
45 #include <sys/stat.h> 808 case 'd':
46 #include <fm fnd_nsg. h> 809 nhdl - >nh_debug = B_TRUE;
47 #include <fnflibfmevent. h> 810 break;
48 #include "libfmotify.h" 811 case 'f':
812 run_fg = B_TRUE;
50 #define SENDMAI L "/ usr/sbin/sendmail " 813 br eak;
51 #define SVCNAME "system fm sntp-notify" 814 case 'R :
815 nhdl - >nh_rootdir = strdup(optarg);
53 #define XHDR_HOSTNAMVE " X- FMEV- HOSTNAME" 816 br eak;
54 #define XHDR_CLASS " X- FMEV- CLASS" 817 defaul t:
55 #define XHDR _UUI D " X- FMEV- UUI D' 818 free(nhdl);
56 #define XHDR_Msd D " X- FMEV- CCDE" 819 return (usage( argv[0]));
57 #define XHDR _SEVERI TY " X- FMEV- SEVERI TY" 814 return (usage(nhdl - >nh_pnama) )
58 #define XHDR_FMRI " X- FMEV- FMVRI " 820 }
59 #define XHDR_FROM STATE " X- FMEV- FROM STATE" 821 }
60 #define XHDR_TO STATE " X- EMEV- TO- STATE" 822 }
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/
Set up a signal handler for SIGIERM (and SI G NT if
be running in the foreground) to ensure sure we ge
in an orderly fashion. W also catch SIGHUP, whic
us by SMF if the service is refreshed.

we' ||
a chance to exit
will

t
h be sent to

* ok ok ok F ok

(void) sigfillset(&set);

(void) sigfill set(&act sa_mask) ;
act.sa_handl er = nd_si ghandl er;
act.sa flags = 0;

(void) sigaction(SIGTERM &act, NULL);
(voi d) sigdel set(&set, SIGITERM;
(void) sigaction(SIGHUP, &act, NULL);
(voi d) sigdel set(&set, SIGHUP);

if (run_fg) {

(void) sigaction(SIGNT, &act, NULL);
(voi d) sigdel set(&set, SIGNT);

} else
nd_daenoni ze(nhdl ) ;

mrlimcur = RLIMINFINTY;
mlimn‘ax:RLIMINFINITY
i setrlimt(RLIMT_CORE, &lim;

*
* W& need to be root to initialize our |ibfnevent handl e (because that
* invol ves reading/witing to /dev/sysevent), so we do this before

* calling __init_daenmon_priv.

nhdl - >nh_evhdl = frev_shdl _init (LI BEMEVENT_VERSI ON 2, NULL, NULL, NULL);

if (nhdl=>nh_evhdl == NULL)
(void) sleep(5);
nd_abort(nhdl, "failed to initialize |ibfnevent: %",
frev_strerror(fnev_errno));
}
/*
* If we're in the global zone, reset all of our privilege sets to
* the mninum set of required privileges. Since we’ve already
* initialized our |libmevent handle, we no no |onger need to run as
* root, so we change our uid/gid to noaccess (60002).
*
* __init_daenon_priv will also set the process core path for us
*
*/

if (getzoneid() == GLOBAL_ZONEI D)
if (__init daem)n _priv(
PU_RESETGROUPS | PU_LIM TPRIVS | PU_I NHERI TPRI VS,
60002, 60002, PRIV_ PR@ SETI D, NULL) 1= 0)

nd_abort ( nhdl, “additional privileges required to run");

nhdl - >nh_nsghdl = fnmd_nsg_i ni t (nhdl ->nh_rootdir, FMD_MSG VERSION);
if (nhdl->nh_nsghdl == NULL)
nd_abort(nhdl, "failed to initialize Iibfnd_nsg");

(voi d) gethost name( host name, MAXHOSTNAMELEN + 1);
/*
* Set up our event subscriptions. W subscribe to everything and then

* consult libscf when we receive an event to determ ne whether to send
* an enmil notification.

*/
nd_debug(nhdl, "Subscribing to ireport.* events");
if (fmev_shdl _subscribe(nhdl ->nh_evhdl, "ireport.*", irpt_cbfunc,

NULL) != FMEV_SUCCESS) {
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nd abort(nhdl "fnmev_shdl _subscribe failed:
f nev strerror(fmav errno));
}
nd_debug(nhdl, "Subscribing to list.* events");
if (fmev_shdl _subscribe(nhdl ->nh_evhdl, "list.*",
NULL) != FMEV_SUCCESS)
nd_abort (nhdl, "frmev_shdl _subscribe failed:
frev_strerror(fmev_errno));
}
/*
* We run until soneone kills us
*
/

whi I e (nhdl - >nh_keep_r unni ng)
(voi d) sigsuspend(&set);

free(nhdl ->nh_rootdir);
free(nhdl);

return (0);

%",

listev_ch,

%",
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26 [ *
27 %
*

30 #i
31 #i
32 #i
33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i
43 #i
44 #i
45 #i
46 #i
47 #i
48 #i

50 /*
51 *
*

55 #define SVCNAME

23 *
*/

53 *
*/

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2018, Joyent, Inc.
/

ncl ude <sys/fni protocol.h>

ncl ude <fnl fnd_snnp. h>

nclude <fnf fmd_nsg. h>

nclude <fnflibfnevent. h>

ncl ude <net-snnp/ net-snnp-config. h>
ncl ude <net-snnp/ net-snnp-i ncl udes. h>
ncl ude <net-snnp/ agent/ net-snnp-agent-i ncl udes. h>
ncl ude <errno. h>

ncl ude <l ocal e. h>

ncl ude <netdb. h>

ncl ude <signal . h>

ncl ude <strings. h>

ncl ude <stdlib. h>

ncl ude <unistd. h>

nclude <limts. h>

ncl ude <al |l oca. h>

nclude <priv_utils.h>

ncl ude <zone. h>

nclude "libfmotify.h"

Debug nessages can be enabl ed by setting the debug property to true
# svecefg -s svc:/systenm fmlsnnp-notify setprop config/debug=true
"systen f m snnp-noti fy"

57 typedef struct ireport_trap {

char *host;
char *nsgid;
char *desc;
long long tstanp;

Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
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char *fnri;

uint32_t fromstate;
uint32_t to_state;

char *reason;

bool ean_t is_stn_event;

ireport_trap_t;
__unchanged_portion_om tted_

argc, char *argv[])

struct rlimt rlim

struct sigaction act;
sigset_t set;

char c;

bool ean_t run_fg = B_FALSE;

if ((nhdl = malloc(sizeof (nd_hdl_t))) == NULL) {
(void) fprintf(stderr, "Failed to allocate space for notifyd "
"handle (%)", strerror(errno));
return (1);

}

bzero(nhdl, sizeof (nd_hdl_t));
nhdl - >nh_keep_runni ng = B_TRUE;
nhdl - >nh_l og_fd = stderr;

nhdl - >nh_pnane = argv[O0];

get _svc_config();
/*

* In the case where we get started outside of SMF, args passed on the
* command |ine override SMF property setting
*

while (optind < argc) {
while ((c = getopt(argc, argv, optstr)) !=-1) {
switch (c) {
case 'd’:
nhdl - >nh_debug = B_TRUE;
br eak;
case 'f’:
run_fg = B_TRUE;
br eak;
case 'R :
nhdl - >nh_rootdir = strdup(optarg);
br eak;
defaul t:
free(nhdl);
return (usage(argv[0]));
) return (usage(nhdl ->nh_pnane));
}
}
/

be running in the foreground) to ensure sure we get a chance to exit
in an orderly fashion. W also catch SIGHUP, which will be sent to

*/us by SMF if the service is refreshed.

*

(void) sigfillset(&set);

(void) sigfillset(&act.sa_nask);

act.sa_handl er = nd_si ghandl er;

act.sa_flags = 0;

*
* Set up a signal handler for SIGTERM (and SIGNT if we'll
*
*

(void) sigaction(SIGTERM &act, NULL);
(voi d) sigdel set(&set, SIGIERM;
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(void) sigaction(SIGHUP, &act, NULL);
(voi d) sigdel set(&set, SIGHUP);

if (run_fg) {
(void) sigaction(SIGNT, &ct, NULL);
(voi d) sigdel set(&set, SIGANT);

} else

nd_daenoni ze(nhdl ) ;
rlimrlimcur = RLIMINFINTY;
rlimrlimmx = RLIMINFINTY;
(void) setrlimt(RLIMT_CORE, &lim;
/

*
* W need to be root initialize our libfrmevent handl e (because that
* invol ves reading/witing to /dev/sysevent), so we do this before
* calling __init_daenmon_priv.
*
/
nhdl - >nh_evhdl = fnev_shdl _init (LI BEVEVENT_VERSI ON 2, NULL, NULL, NULL);
if (nhdl->nh_evhdl == NULL) {
(void) sleep(5);
nd_abort(nhdl, "failed to initialize |ibfnevent: %",
fnev_strerror(fnev_errno));

If we’'re in the global zone, reset all of our privilege sets to
the m ninum set of required privileges. We al so change our
uid/ gid to noaccess/ noaccess

__init_daenmon_priv will also set the process core path for us

(getzonei d() == GLOBAL_ZONEI D)
if (__1nit_daenmon_priv(
PU RESETGROUPS | PU_LIM TPRIVS | PU_I NHERI TPRI VS,
60002, 60002, PRIV_FILE_DAC READ, NULL) != 0)
nd_abort(nhdl, "additional privileges required to run");

nhdl - >nh_msghdl = frd_nsg_i ni t (nhdl ->nh_rootdir, FVMD _MSG VERSI ON);
if (nhdl->nh_nsghdl == NULL)
nd_abort(nhdl, "failed to initialize |ibfnd_nsg");

if (init_sma() !'= SNMPERR SUCCESS)
nd_abort(nhdl, "SNWP initialization failed");

(voi d) gethostnanme(hostname, MAXHOSTNAMELEN + 1);
/*
* Set up our event subscriptions. W subscribe to everything and then

* consult |ibscf when we receive an event to deternmine what (if any)
* notification to send.

*
/
nd_debug(nhdl, "Subscribing to ireport.os.snf.* events");
if (frmev_shdl _subscribe(nhdl->nh_evhdl, "ireport.os.snf.*",
ireport_ch, NULL) !'= FMEV_SUCCESS)
nd_abort (nhdl, "frmev_shdl _subscribe failed: %",
frev_strerror(fnev_errno));
}
nd_debug(nhdl, "Subscribing to list.* events");
if (fmev_shdl _subscribe(nhdl->nh_evhdl, "list.*", list_cb,
NULL) != FMEV_SUCCESS)
nd_abort (nhdl, "frev_shdl _subscribe failed: %",

fnev_strerror(fnev_errno));

Avoi d
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668 /*
669 * We run until soneone kills us
670 */
671 whi | e (nhdl ->nh_keep_runni ng)
672 (voi d) sigsuspend(&set);
674 /*
675 * snnp_shutdown, which we would normally use here, calls free_slots,
676 * a call back that is supposed to tear down the pkcsll state; however,
677 * it abuses C Finalize, causing fmd to drop core on shutdown.
678 * this by shutting down the |library pieceneal.
679 *
680 snnp_st or e( SNMP_SUPPCONF) ;
681 snnp_al arm unregi ster_all ();
682 (voi d) snnp_cl ose_sessions();
683 shut down_m b();
684 unregi ster_al | _config_handl ers();
685 net snnp_ds_shut down() ;
687 free(nhdl ->nh_rootdir);
688 free(nhdl);
690 return (0);
691 }

__unchanged_portion_omtted_



