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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright (c) 1991, 2010, Oacle and/or its affiliates. Al rights reserved.
23 * Copyright (c) 2013 by Del phix. Al rights reserved.
24 * Copyright 2014, Omi Tl Conputer Consulting, Inc. Al rights reserved.
25 * Copyright (c) 2018, Joyent, Inc.
*

27 /* Copyright (c) 1990 Mentat Inc. */

29 #include <sys/types. h>

30 #include <sys/stream h>
31 #include <sys/stropts. h>
32 #include <sys/strlog. h>
33 #include <sys/strsun. h>
34 #define _SUN TPl VERSI ON 2
35 #include <sys/tihdr.h>

36 #include <sys/tinod. h>

37 #include <sys/ddi.h>

38 #include <sys/sunddi . h>
39 #include <sys/strsubr.h>
40 #incl ude <sys/suntpi.h>
41 #include <sys/xti_inet.h>
42 #include <sys/cmm_err. h>
43 #incl ude <sys/kmem h>

44 #include <sys/cred. h>

45 #incl ude <sys/policy. h>
46 #include <sys/priv.h>

47 #include <sys/ucred. h>

48 #incl ude <sys/zone. h>

50 #incl ude <sys/sockio. h>

51 #include <sys/socket.h>

52 #include <sys/socketvar. h>
53 #include <sys/vtrace. h>

54 #include <sys/sdt.h>

55 #i nclude <sys/debug. h>

56 #include <sys/isa_defs.h>
57 #include <sys/random h>

58 #include <netinet/in.h>

59 #include <netinet/ip6.h>
60 #include <netinet/icnp6. h>
61 #include <netinet/udp.h>
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63 #incl ude <i net/common. h>

64 #include <inet/ip.h>

65 #include <inet/ip_inpl.h>

66 #include <inet/ipsec_inpl.h>
67 #include <inet/ip6.h>

68 #include <inet/ip_ire.h>

69 #include <inet/ip_if.h>

70 #include <inet/ip_nmulti.h>
71 #include <inet/ip_ndp.h>

72 #include <inet/proto_set.h>
73 #include <inet/m b2. h>

74 #include <inet/nd. h>

75 #include <inet/optcom h>

76 #include <inet/snnpcom h>

77 #include <inet/kstatcom h>
78 #include <inet/ipclassifier.h>

80 #include <sys/tsol/label.h>
81 #include <sys/tsol/tnet.h>

83 #include <inet/raw p_inpl.h>

85 #i ncl ude <sys/disp. h>

87 /*

88 * Synchronization notes:

89 *

90 *

91 * conn_lock to protect the icnp_t
92 *

93 * Plunbing notes:

94 *

95 * it is possible to I_PUSH "icmp", but that
96 * durmmy nodul e.

97 */

98 static void
99 static void

i cnp_addr _req(queue_t q bl k
icnp_t pi _bind(queue_t *q, nblk
100 static void i cnp_bi nd_proto(icnp_t *i er
101 static int i cnp_bui | d_hdr _t enpl at e(conn
102 const in6_addr_t *, uint32_t);

103 static void cnp_capabi lity_ req(queue t

i

104 static int i

105 static void icnp_cl ose_free(conn_t *);

106 static void i cnp_t pi _connect (queue_t *q,

107 static void i cnp_t pi _di sconnect (queue_t *
i

108 static void

RAWP is MI and uses the usual kernel synchronization primtives. W use

ICMP is always a device driver. For conpatibility with m bopen() code

results in pushing a passthrough

np) ;
np)

*, const in6_addr_t *,

*q, nblk_t *np);
crmp_cl ose(queue_t *q, int flags, cred_t *);

bl k_t rrp)
q, mblk_t rrp)

icmp_err_ack(queue_t *q, nblk_t *np, t_scalar_t t_error,

109 int sys_error);

110 static void icnp_err_ack_primqueue_t *q, nblk_t *np, t_scalar_t primtive,
111 t_scalar_t tlierr, int sys_error);

112 static void icnp_i cnp_i nput (void *argl, nblk_t *np, void *arg2,

113 ip_recv_attr_t *);

114 static void icnp_icnp_error_i pv6(conn_t *connp, nblk_t *np,

115 ip_recv_attr_t *);

116 static void icnp_i nfo_reqg(queue_t *q, nmblk_t *np);

117 static void icnmp_input(void *, nmblk_t *, void *, ip_recv_attr_t *);

118 static conn_t *i cnp_open(i nt famly, cred_t *credp, int *err, int flags);
119 static int i cnp_openv4(queue_t *q, dev_t *devp, int flag, int sflag,
120 cred_t *credp);

121 static int icnp_openv6(queue_t *q, dev_t *devp, int flag, int sflag,
122 cred_t *credp);

123 static boolean_t icnp_opt_allow udr_set(t_scalar_t |evel,

t_scalar_t nane);

124 int i cnp_opt _set (conn_t *connp, uint _t optset_context,

125 int Tevel, int nane, uint_t inlen,

126 uchar _t *i nval p, ui nt _t *outlenp, uchar_t *outvalp,
127 void *thisdg_attrs, cred_t *cr);
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128 int icnp_opt_get(conn_t *connp, int level, int nane,

129 uchar_t *ptr);

130 static int i cnp_out put _newdst (conn_t *connp, nblk_t *data_np, sin_t *sin,
131 siné_t *sin6, cred_t *cr, pid_t pid, ip_xmt_attr_t *ixa);
132 static nbl k_t *i cnp_pr epend_ hdr(conn t *, ip_xmt_attr_t *, const ip_pkt_t *,
133 const in6_addr_t *, const in6_addr_t *, uint32_t, nblk_t *, int *);

134 static nbl k_t *i crrp_prepend_header _tenplate(conn_t *, ip_xmt_attr_t *,

135 nbl k_t *, const in6_addr_t *, ui nt32 _t, int *);

136 static int icnp_snnp_. set(queue t *q, t _scalar_t level, t_scalar_t nane,
137 uchar_t *ptr, |nt I en);

138 static void icrrp_ud_err(queue_t *q, rrbl k_t *mp, t_scalar_t err);

139 static void i cnp_t pi _unbi nd(queue t *q, nblk_t *np);

140 static int i cnp_wput (queue_t *q, mbl k_t *np);

141 static int icnmp_wput _fall back(queue t *q, nblk_t *np);

142 static void i cp_wput _ot her (queue_t *q, nblk_t *np);

143 static void i cnmp_wput _i ocdat a(queue_t *q, nblk_t *np);

144 static void icnp_wput _restricted(queue_t *q, nblk_t *np)

145 static void icmp_ul p_recv(conn_t *, nblk_t *, uint_t);

147 static void *rawi p_stack_init(netstackid_t stackid, netstack_t *ns);

148 static void rawi p_st ack_fini (netstackid_t stackid, void *arg);

150 static void *rawi p_kstat _init(netstackid_t stackid);

151 static void rawi p_kstat_fini (netstackid_t stackid, kstat_t *ksp);

152 static int raw p_kstat “updat e(kstat _t *kp, int rvv)

153 static void rawi p_st ack_shut down( net st acki d_t st acki d, void *arg);

155 /* Common routines for TPl and socket nodule */

156 static conn_t *raw p_do_open(int, cred_t *, int *, int);

157 static void rawi p_do_cl ose(conn_t *);

158 static int raw p_do_bi nd(conn_t *, struct sockaddr *, socklen_t);

159 static int raw p_ do_unbi nd(conn_t *);

160 static int rawi p_do_connect (conn_t *, const struct sockaddr *, socklen_t,
161 cred_t *, pid_t);

163 int raw p_get socknanme(sock_| ower _handl e_t, struct sockaddr *,

164 socklen_t *, cred_t *);

165 int rawi p_get peer name( sock_ | ower _handl e_t, struct sockaddr *,

166 socklen_t *, cred_t *);

168 static struct erduIelnf0|cnp mod_info = {
169 707, "icnp", 1, INFPSZ, 512, 128
170 }

__unchanged_portion_onitted_

5068 static int

5069 raw p_kstat _update(kstat_t *ksp, int rw

5070 {

5071 rawi p_naned_kstat _t *raw pkp;

5072 netstackid_t stackid = (net stackid_t) (uintptr_t)ksp->ks_private;
5073 net stack_t *ns;

5074 icnp_stack_t *is;

5076 (ksp->ks_data == NULL)

5075 ((ksp == NULL) || (ksp->ks_data == NULL))
5077 return (ElO;

5079 if (rw == KSTAT_WRI TE)

5080 return (EACCES);

5082 rawi pkp = (raw p_nanmed_kstat _t *)ksp->ks_dat a;
5084 ns = netstack_find_by_stackid(stackid);

5085 if (ns == NULL)

5086 return (-1);

5087 is = ns->netstack_icnp;

new usr/src/uts/comon/inet/ip/icnp.c

5088 if (is == NULL) {

5089 net stack_rel e(ns);

5090 return (-1);

5091

5092 rawi pkp- >i nDat agr ans. val ue. ui 32 =
5093 raw pkp->i nCksunErrs. val ue. ui 32 =
5094 raw pkp->inErrors.val ue.ui 32 =

5095 rawi pkp- >out Dat agr ans. val ue. ui 32 =i
5096 rawi pkp->out Errors. val ue. ui 32 = i
5097 net stack_rel e(ns);

5098 return (0);

5099 }

__unchanged_portion_omtted_

.raw pl nDat agr ans;
.raw pl nCksunkrrs;
.rawi plnErrors;

. rawi pQut Dat agr ans;
.rawi pQutErrors;
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__unchanged_portion_onitted_

14067 static int
14068 i p_kstat_update(kstat_t *kp, int rw

14069 {

14070 i p_named_kstat _t *i pkp;

14071 m b2_iplfStatsEntry_t ipmb;

14072 ill_wal k_context_t ctx;

14073 il —t *ill;

14074 net st acki d_t stackid = (zoneid_t)(uintptr_t)kp->ks_private;

14075 net st ack_t *ns;

14076 i p_stack_t *ipst;

14078 if (kp->ks_data == NULL)

14078 if (kp == NULL || kp->ks_data == NULL)

14079 return (EIO;

14081 if (rw == KSTAT WRI TE)

14082 return (EACCES);

14084 ns = netstack_find_by_stackid(stackid);

14085 if (ns == NULL)

14086 return (-1);

14087 i pst = ns >net st ack_i p;

14088 if (ipst == NULL) {

14089 net stack_rel e(ns);

14090 return (-1);

14091 }

14092 i pkp = (ip_naned_kstat_t *)kp->ks_data;

14094 bcopy(& pst->ips_ip_mb, & pm b, sizeof (ipmb));

14095 rw ent er(& pst->ips_ill_g_lock, RWREADER);

14096 iIT = ILL_START WALK_V4(&ct X, |pst)

14097 for (; ilT = NULL; ill =il next(&ctx, 1))

14098 |pmb2add|pstats(&1pmb ill->11_ip_mb);

14099 rw_exit(& pst->ips_ill_g_lock);

14101 i pkp->f orwardi ng. val ue. ui 32 = i pm b.iplfStatsForwarding;
14102 i pkp->defaul t TTL. val ue. ui 32 = ipmb.iplfStatsDefaul t TTL;
14103 i pkp- >i nRecei ves. val ue. ui 64 = i pm b.iplfStatsHCl nRecei ves;
14104 i pkp->i nHdr Errors. val ue. ui 32 = ipmb.iplfStatslnHdrErrors;
14105 i pkp->i nAddr Errors. val ue. ui 32 = ipmb.iplfStatslnAddrErrors;
14106 i pkp->f or wDat agr ans. val ue. ui 64 = i pm b. i pl f St at sHCOut For wDat agr ans;
14107 i pkp- >i nUnknownPr ot os. val ue. ui 32 = 1 pmi b.iplfStatslnUnknownPr ot os;
14108 i pkp- >i nDi scards. val ue. ui 32 = ipmb.iplfStatslnD scards;
14109 i pkp->i nDel i vers. val ue. ui 64 = ipmb.iplfStatsHC nDelivers;
14110 i pkp- >out Request s. val ue. ui 64 = i pm b.iplfStat sHCOut Requests;
14111 i pkp- >out Di scards. val ue. ui 32 = ipmb.iplfStatsCutDi scards;
14112 i pkp- >out NoRout es. val ue. ui 32 = i pmb.iplfStatsQut NoRout es;
14113 i pkp- >r easnili neout . val ue. ui 32 = i pst->i ps_i p_reassenbl y_ti meout;
14114 i pkp->reasnReqds. val ue. ui 32 = i pm b.iplfStatsReasnmReqds;
14115 i pkp->reasnKs. val ue. ui 32 = i pm b.iplfStatsReasnOKs;
14116 i pkp->reasnfail s. val ue. ui 32 = ipmb.iplfStatsReasnfails;
14117 i pkp->fragOKs. val ue. ui 32 = i pm b.iplfStatsQut FragOKs;
14118 i pkp->fragFail s.val ue.ui 32 = ipmb.iplfStatsQutFragFails;
14119 i pkp->fragCreates.val ue.ui 32 = i pm b.iplfStatsCutFragCreates;
14121 i pkp- >routingDi scards. val ue. ui 32 = 0;

14122 i pkp->i nErrs.val ue. ui 32 = ipmb.tcplfStatslnErrs;
14123 i pkp->noPorts. val ue. ui 32 = i pm b. udpl f St at sNoPorts;
14124 i pkp->i nCksunErrs. val ue. ui 32 = ipmb.iplfStatslnCksuntrrs;
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14125
14126
14127
14128
14129
14130
14131
14132

14134
14135
14136
14138

14140
14141 }

i pkp- >reasnDupl i cat es. val ue. ui 32 =
i pkp->reasnPart Dups. val ue. ui 32 =
i pkp- >f or wPr ohi bi ts. val ue. ui 32 =
i pkp- >udpl nCksunErrs. val ue. ui 32

i pkp- >udpl nOver f | ows. val ue. ui 32

i pkp->raw pl nOverfl ows. val ue. ui 32
i pkp- >i psecl nSucceeded. val ue. ui 32
i pkp->i psecl nFai |l ed. val ue.i 32 =

UOTTUOTTUU‘

i pkp->i nl Pv6. val ue. ui 32 = i
i pkp->out | Pv6. val ue. ui 32 = i
i pkp- >out Swi t chl Pv6. val ue. ui 32 =
netstack_rel e(ns);

return (0);

__unchanged_portion_onitted_

14207 static int
14208 icnp_kstat _update(kstat_t *kp, int rw)

14209 {
14210
14211
14212
14213

14215
14215
14216

14218
14219

14221
14222
14223
14224
14225
14226
14227
14228
14229

14231
14232
14233
14234
14235
14236
14237
14238
14239
14240
14241
14242
14243
14244
14245
14246
14247
14248
14249
14250
14251
14252

i cnp_naned_kstat _t *icnpkp;

net stacki d_t st acki d
net stack_t *ns;
i p_stack_t *ipst;

if (kp->ks_data == NULL)
if ((kp == NULL) || (kp->ks_data == NULL))
return (EIO;

if (rw == KSTAT_WRI TE)
return (EACCES);

ns = net st ack_find_by_stackid(stackid);
if (ns == NULL)
return (-1);
t = ns >net stack_i p;
(i pst == NULL)
net stack_rel e(ns);
return (-1);

i ps
i f

}

i cnpkp = (icnp_named_kstat_t *)kp->ks_dat a;

i cnpkp- >i nMsgs. val ue. ui 32 = i pst->ips_|
i cnpkp->i nErrors. val ue. ui 32 = i pst->ips_|

i cnpkp- >i nDest Unr eachs. val ue. ui 32 =
i pst->ips_icnp_mb.icnpl nDest Unr eachs;

i cnpkp->i nTi meExcds. val ue. ui 32 = i pst->i ps_|

i cnpkp- >i nPar nPr obs. val ue. ui 32 = i pst->i ps_|
i cnpkp->i nSrcQuenchs. val ue. ui 32 = ipst->ips_
i cnpkp->i nRedi rects. val ue. ui 32 = i pst->i ps_|
i cnpkp- >i nEchos. val ue. ui 32 = i pst->i ps_|
i cnpkp- >i nEchoReps. val ue. ui 32 = i pst->ips_
i cnpkp->i nTi mest anps. val ue. ui 32 = ipst->ips_
i

i cnpkp->i nTi mest anpReps. val ue. ui 32 =
i pst->i ps_i cnp_mi b. i cnpl nTi nmest anpReps;
i cnpkp- >i nAddr Masks. val ue. ui 32 =
i cnpkp->i nAddr MaskReps. val ue. ui 32 =
i pst->ips_i cnp_m b. i cnpl nAddr MaskReps;
i cnpkp- >out Msgs. val ue. ui 32 = i pst->i ps_|
i cnpkp->out Errors. val ue. ui 32 =
i cnpkp->out Dest Unr eachs. val ue. ui 32 =
i pst->ips_i cnp_ni b. i cnpQut Dest Unr eachs;
i cnpkp- >out Ti mreExcds. val ue. ui 32 = i pst->i ps_|
i cnpkp- >out Par nPr obs. val ue. ui 32 i pst->ips

i pst->ips_|

i pst->i ps_

Zicnp_

2

| at sReasnDupl i cat es;
| at sReasnPar t Dups;

| f St at sFor wPr ohi bi ts;

pl f Stat sl nCksunErrs;
udp f Statsl nOverfl ows;
.raw plfStatslnOverflows;
.ipseclfStatslnSucceeded;
.ipseclfStatslnFail ed;

f
f
f
|
|

| at s| nW ongl PVer si on;
I at sQut W ongl PVer si on;
i pl f St at sQut Swi t chl PVer si on;

(zoneid_t)(uintptr_t)kp->ks_private;

i cnp_m b. i cnpl nMsgs;
icnp_mb.icnmplnErrors;

i cp_mi b. i cnpl nTi meExcds;

i cnp_mi b. i cnpl nPar nPr obs;

i cnp_mi b. i cnpl nSrcQuenchs;
icnp_mi b.icnplnRedirects;

i cp_mi b. i cnpl nEchos;

i cnp_mi b. i cnpl nEchoReps;

i cnp_mi b. i cnpl nTi mest anps;

i cnp_mi b. i cnpl nAddr Masks;

i cnp_mi b. i cnpQut Msgs;
icnmp_mb.icmpQutErrors;

i cnp_m b. i cnpQut Ti meExcds;
m b. i crpQut Par nPr obs;
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14253 i cnpkp- >out SrcQuenchs. val ue. ui 32 =

14254 i pst->i ps_i cnp_m b. i cnpQut Sr cQuenchs;

14255 i cnpkp->out Redi rects. val ue. ui 32 = i pst->ips_i
14256 i cnpkp- >out Echos. val ue. ui 32 = i pst->ips_i
14257 i cnpkp- >out EchoReps. val ue. ui 32 = i pst->ips_i
14258 i cnpkp- >out Ti mest anps. val ue. ui 32 =

14259 i pst->i ps_i cnp_mi b. i cnpQut Ti nest anps;

14260 i cnpkp- >out Ti nest anpReps. val ue. ui 32 =

14261 i pst->i ps_i cnp_m b. i cnpQut Ti nest anpReps;
14262 i cnpkp- >out Addr Masks. val ue. ui 32 =

14263 i pst->i ps_i cnp_m b. i cnpQut Addr Masks;

14264 i cnpkp- >out Addr MaskReps. val ue. ui 32 =

14265 i pst->i ps_i cnp_mi b. i cnpQut Addr MaskReps;
14266 i cnpkp->i nCksunErrs. val ue. ui 32 = i pst->ips_i
14267 i cnpkp- >i nUnknowns. val ue. ui 32 = i pst->ips_i
14268 i cnpkp- >i nFragNeeded. val ue. ui 32 = i pst->ips_i
14269 i cnpkp- >out Fr agNeeded. val ue. ui 32 =

14270 i pst->i ps_icnp_m b. i cnpQut Fr agNeeded;

14271 i cnpkp- >out Dr ops. val ue. ui 32 = i pst->ips_i
14272 i cnpkp->i nOverfl ows. val ue. ui 32 = i pst->ips_i
14273 i cnpkp- >i nBadRedi rects. val ue. ui 32 =

14274 i pst->ips_icnp_m b.icnpl nBadRedi rects;
14276 netstack_rel e(ns);

14277 return (0);

14278 }

__unchanged_portion_onitted_

crmpQut Redi rect s;
cnmpQut Echos;
cnmpQut EchoReps;

crmpl nCksunErrs;
crpl nUnknowns;
crpl nFr agNeeded;

cnpQut Dr ops;
crpl nOver f | ows;
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.

7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions

11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each

14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]

18 =

19 * CDDL HEADER END

20 */

22 /*

23 * Copyright (c) 2004, 2010, Oacle and/or its affiliates. Al rights reserved.
24 */

26 /*

% :/Oopyright (c) 2018, Joyent, Inc.

30 #include <sys/types. h>

31 #include <sys/stream h>

32 #include <sys/cm_err. h>
33 #define _SUN_TPI _VERSI ON 2
34 #include <sys/tihdr.h>

35 #include <sys/ddi.h>

36 #include <sys/sunddi.h>

37 #include <sys/tsol/tndb. h>

39 #include <netinet/in.h>

41 #i ncl ude <i net/common. h>

42 #include <inet/ip.h>

43 #include <inet/m b2. h>

44 #incl ude <i net/snnpcom h>

45 #incl ude <inet/kstatcom h>

46 #include <inet/ipclassifier.h>
47 #include "sctp_inpl.h

48 #include "sctp_addr. h"

c void sctp_clr_kstats2(sctp_kstat_t *)
¢ void sctp_add_kstats2(sctp_kstat_counter _t *, sctp_kstat_t *);
52 static int sctp_snnp_state(sctp_t *);
ic void sctp_summ b(sctp_stack_t *, mb2_sctp_t *);
c void sctp_add_m b(m b2_sctp_t *, mb2_sctp_t *);

56 static int
57 sctp_kstat_update(kstat_t *kp, int rw
{

58
59 sct p_nanmed_kst at _t *sct pkp;
60 sctp_t *sctp, *sctp_prev;

61 zonei d_t nyzonei d;
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62 net st acki d_t stackid = (netstackid_t)(uintptr_t)kp->ks_private;
63 net st ack_t *ns;

64 sctp_stack_t *sct ps;

65 m b2_sctp_t sctp_m b;

67 if (kp->ks_data == NULL)

63 if (kp == NULL|| kp->ks_data == NULL)

68 return(EIO);

70 if (rw == KSTAT_WRI TE)

71 return (EACCES);

73 ns = netstack_find_by_stackid(stackid);

74 if (ns == NULL)

75 return (-1);

76 sctps = ns->netstack_sctp;

77 if (sctps == NULL)

78 net stack_rel e(ns);

79 return (-1);

80 }

82 /*

83 * For all exclusive netstacks, the zone ID is always GLOBAL_ZONEI D.
84 */

85 if (stackid !'= GLOBAL_NETSTACKI D)

86 nmyzonei d = GLOBAL_ZONEI D;

87 el se

88 myzonei d = curproc->p_zone->zone_i d;

90 bzero(&sctp_mib, sizeof (sctp_mb));

92 /*

93 * Get the nunber of current associations and gather their
94 * individual set of statistics.

95 */

96 sctp_prev = NULL;

97 mut ex_ent er (&sct ps->sct ps_g_I ock);

98 sctp = |list_head(&sctps->sctps_g_list);

99 while (sctp !'= NULL)
100 mut ex_ent er (&sct p- >sct p_refl ock);
101 if (sctp->sctp_condemed)
102 nut ex_exi t (&sct p- >sctp_refl ock);
103 sctp = |list_next(&sctps->sctps_g_list, sctp);
104 cont i nue;
105
106 sct p->sctp_refcnt ++;
107 mut ex_exi t (&sct p->sctp_refl ock);
108 mut ex_exi t (&sct ps->sctps_g_I ock);
109 if (sctp_prev !'= NULL)
110 SCTP_REFRELE(sctp_prev);
111 if (sctp->sctp_connp->conn_zoneid != myzoneid)
112 got o next sctp
113 if (sctp->sctp_state == SCTPS_ESTABLI SHED | |
114 sctp->sctp_state == SCTPS_SHUTDOAN_PENDI NG | |
115 sctp >sctp state == SCTPS_SHUTDOWN RECEI VED) {
116
117 * Just bunp the local sctp_mb. The nunber of
118 * existing associations is not kept in kernel.
119 */
120 BUMP_M B(&sctp_mi b, sctpCurrEstab);
121 }
123 if (sctp->sctp_opkts)
124 SCTPS_UPDATE_M B('sct ps, sctpQut SCTPPkt s,
125 sct p- >sct p_opkts);
126 sct p->sctp_opkts = 0;
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}

if (sctp->sctp_obchunks) {
SCTPS_UPDATE_M B(sct ps, sctpQut Ctrl Chunks,
sct p- >sct p_obchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum obchunks,
sct p->sct p_obchunks);
sct p- >sct p_obchunks = 0;

if (sctp->sctp_odchunks) {
SCTPS_UPDATE_M B(sct ps, sctpQut O der Chunks,
sct p- >sct p_odchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum odchunks,
sct p- >sct p_odchunks) ;
sct p- >sct p_odchunks = 0;

if (sctp->sctp_oudchunks) {

SCTPS_UPDATE_M B(sct ps, sct pQut Unor der Chunks,

sct p- >sct p_oudchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum oudchunks,
sct p- >sct p_oudchunks) ;
sct p- >sct p_oudchunks = 0;

if (sctp->sctp_rxtchunks)
SCTPS_UPDATE_M B( sct ps, sct pRetransChunks,
sct p- >sct p_r xt chunks) ;
UPDATE_LOCAL( sct p- >sct p_cum r xt chunks,
sct p- >sct p_r xt chunks) ;
sct p->sct p_rxt chunks = 0;

if (sctp->sctp_ipkts) {
SCTPS_UPDATE_M B(sct ps, sct pl nSCTPPkt s,
sct p- >sctp_i pkts);
sctp->sctp_i pkts = 0;

if (sctp->sctp_ibchunks) {
SCTPS_UPDATE_M B('sct ps, sctplnCtrl Chunks,
sct p- >sct p_i bchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum i bchunks,
sct p- >sct p_i bchunks) ;
sct p->sctp_i bchunks = 0;

if (sctp->sctp_idchunks) {
SCTPS_UPDATE_M B( sct ps, sctpl nOr der Chunks,
sct p- >sct p_i dchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum i dchunks,
sct p- >sct p_i dchunks) ;
sct p->sctp_i dchunks = 0;

if (sctp->sctp_iudchunks) {
SCTPS_UPDATE_M B( sct ps, sct pl nUnorder Chunks,
sct p- >sct p_i udchunks) ;
UPDATE_LOCAL( sct p- >sct p_cum_ i udchunks,
sct p- >sct p_i udchunks) ;
sct p- >sct p_i udchunks = 0;

if (sctp->sctp_fragdmsgs)
SCTPS_UPDATE_M B(sct ps, sctpFragUsr Msgs,
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sctp->sctp_ fragdrmgs)
sct p->sctp_fragdnmsgs = O;

}

if (sctp->sctp_reassnsgs) {
SCTPS_UPDATE_M B(sct ps, sctpReasnlsr Msgs,
sctp->sctp_ reassmsgs)
sct p->sct p_reassnsgs = 0;

_sctp:

sctp_prev = sctp;
mut ex_ent er (&sct ps- >sct ps_g_| ock) ;
sctp = list_next(&sctps->sctps_g_list, sctp);

mut ex_exi t (&sct ps->sct ps_g_| ock);
if (sctp_prev !'= NULL)
SCTP_REFRELE(sct p_prev);

sctp_sum m b(sctps, &sctp_mb);

/* Copy data fromthe SCTP M B */
sctpkp = (sctp_naned_kstat _t *)kp->ks_dat a;

/* These are from gl obal ndd params. */

sct pkp- >sct pRt oM n. val ue. ui 32 = sct ps->sctps_rto_m ng;

sct pkp- >sct pRt oMax. val ue. ui 32 = sct tps- >sctps_rto_ _Maxg,;

sct pkp- >sctpRtolnitial.val ue.ui 32 = sct ps->sctps_rto_initialg;
sct pkp- >sct pVal Cooki eLi f e. val ue. ui 32 = sct ps->sctps_cookie_life;
sct pkp- >sct pMax| ni t Retr. val ue. ui 32 = sctps->sctps_max_init_retr;

/* Copy data fromthe local sctp_mb to the provided kstat. */
sct pkp- >sct pCurrEst ab. val ue.i 32 = sctp_m b. sct pCurr Est ab;
sct pkp- >sct pActi veEst ab. val ue. i 32 = sctp_m b. sct pActi veEst ab;
sct pkp- >sct pPassi veEst ab. val ue. i 32 = sctp_m b. sct pPassi veEst ab;
sct pkp- >sct pAborted. val ue.i 32 = sctp_m b. sct pAbort ed;
sct pkp- >sct pShut downs. val ue. i 32 = sct p_m b. sct pShut downs;
sct pkp- >sct pQut O Bl ue. val ue. i 32 = sctp_m b. sct pQut O Bl ue;
sct pkp- >sct pChecksunError. val ue.i 32 = sctp_m b. sct pChecksunError;
sct pkp- >sct pQut Ctr | Chunks. val ue.i 64 = sctp_mi b. sct pQut Ctrl Chunks;
sct pkp- >sct pQut Or der Chunks. val ue. i 64 = sctp_m b. sct pQut O der Chunks;
sct pkp- >sct pQut Unor der Chunks. val ue. i 64 = sctp_m b. sct pQut Unor der Chunks;
sct pkp- >sct pRet r ansChunks. val ue. i 64 = sctp_m b. sct pRet ransChunks;
sct pkp- >sct pQut Ack. val ue. i 32 = sctp_m b. sct pQut Ack;
sct pkp- >sct pQut AckDel ayed. val ue.i 32 = sctp_ni b. sct pQut AckDel ayed;
sct pkp- >sct pQut W nUpdat e. val ue. i 32 = sctp_m b. sct pQut W nUpdat e;
sct pkp- >sct pQut Fast Retrans. val ue. i 32 = sctp_m b. sct pQut Fast Ret r ans;
sct pkp- >sct pQut W nPr obe. val ue.i 32 = sctp_m b. sct pQut W nPr obe;
sct pkp->sct pl nCt r | Chunks. val ue.i 64 = sctp_m b. sctpl nCtrl Chunks;
sct pkp- >sct pl nOr der Chunks. val ue. i 64 = sctp_mi b. sct pl nOr der Chunks;
sct pkp- >sct pl nUnor der Chunks. val ue. i 64 = sctp_m b. sct pl nUnor der Chunks;
sct pkp- >sct pl nAck. val ue.i 32 = sctp_m b. sct pl nAck;
sct pkp- >sct pl nDupAck. val ue. i 32 = sctp_m b. sct pl nDupAck;
sct pkp- >sct pl nAckUnsent . val ue. i 32 = sctp_m b. sct pl nAckUnsent ;
sct pkp- >sct pFragUsr Msgs. val ue. i 64 = sctp_m b. sct pFragUsr Msgs;
sct pkp- >sct pReasnmsr Msgs. val ue. i 64 = sctp_m b. sct pReasniJsr Msgs;
sct pkp- >sct pQut SCTPPkt s. val ue. i 64 = sctp_m b. sct pQut SCTPPkt s;
sct pkp- >sct pl nSCTPPkt s. val ue. i 64 = sctp_m b. sct pl nSCTPPkt s;
sct pkp- >sct pl nl nval i dCooki e. val ue.i 32 = sctp_m b. sctpl nl nval i dCooki e;
sct pkp- >sct pTi nRetrans. val ue. i 32 = sctp_m b. sct pTi nRet r ans;
sct pkp- >sct pTi nRet ransDr op. val ue. i 32 = sctp_m b. sct pTi nRet r ansDr op;
sct pkp- >sct pTi nHear t Beat Pr obe. val ue.i 32 =
sctp_m b. sct pTi nHear t Beat Pr obe;
sct pkp- >sct pTi nHear t Beat Drop. val ue. i 32 = sctp_m b. sct pTi nHear t Beat Dr op;
sct pkp- >sct pLi st enDrop. val ue. i 32 = sctp_m b. sct pLi st enDr op;
sct pkp- >sct pl nd osed. val ue. i 32 = sctp_m b. sct pl nC osed;
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260 net stack_rel e(ns);
261 return (0);
262 }

____unchanged_portion_onmitted_




