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#

# This file and its contents are supplied under the terms of the

# Common Devel opnent and Distribution License ("CDDL"), version 1.0.
# You may only use this file in accordance with the ternms of version
# 1.0 of the CDDL.

#

# A full copy of the text of the CDDL should have acconpanied this
# source. A copy of the CDDL is also available via the Internet at
# http://ww.illunos.org/license/ CODL.

#

#

# Copyright 2012 Joshua M C ul ow <j osh@ysngr. or g>

#

PROG= certsdir

OBJS= certsdir.o utils.o scf.o

SRCS= $(OBIS: % 0=% c)

include ../ Makefile.cnd

FI LEMODE = 0555

MANI FEST = certsdir. xni
ROOTMANI FESTDI R = $( ROOTSVCSYSTEM
LDLI BS += -1 scf

. KEEP_STATE:

.PARALLEL: $(OBJS)

all: $( PROG

$(PROG) : $(0BJIS)
$( LINK. c) $(0BJS) -0 $@ $(LDLIBS)

$( POST_PROCESS)

install: all .WAIT $(ROOTLI BPROG) $( ROOTMANI FEST)

lint: i nt_SRCS

cl ean:
$(RM $(0BIS)

include ../ Makefile.targ
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1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the followi ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/

22 /| *

23 * Copyright 2012 Joshua M d ul ow <j osh@ysnygr. or g>
*
/

26 #include <stdlib. h>
27 #include <string. h>
28 #include <strings. h>
29 #include <errno. h>

30 #include <unistd. h>
31 #include <limts.h>
32 #include <fcntl. h>

33 #include <err. h>

34 #include <l ocal e. h>
35 #include <libintl.h>
36 #include <sys/types. h>
37 #include <sys/stat.h>
38 #include <sys/wait.h>
39 #include <dirent. h>
40 #incl ude <stddef.h>
41 #include <libscf.h>

43 #include "utils.h"
44 #incl ude "scf.h"

46 #ifndef TEXT_DOVAI N

47 #define TEXT_DOVAI N " SYS_TEST"
48 #endi f

50 #define _(x) gett ext (x)

52 #define CERTS FILE DIR "/etc/certs/CA"
53 #define CERTS LINK DIR "/etc/openssl/certs"

55 #define OPENSSL "/usr/bin/openssl"

57 #define FMI_VERSI ON "OpenSSL Version: % (%)\n"

58 #define MSG OLD_HASH "supports ol d hash only"

59 #define MSG_NEW HASH "supports new hashes"

61 #define FMI_WRONG "WRONG [%] -> %\n should be: ¥%\n"
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62 #define FMI_M SSI NG "M SSING [%] -> %\n"
63 #define FMI_DANGLI NG "DANGLING [%] -> %\n"
64 #define FMI_UNKNOWN " UNKNOWN TARGET: [%] -> %\n"

66 #define MAX_HASHES 2

68 typedef struct cert_file {

69 char *path;

70 char *hash[ MAX_HASHES] ;
71 uint8_t hashcnt;

73 struct cert_file *next;

74 } cert_file_t;

76 typedef struct cert_link {

77 char *path;

78 char *hash;

79 uint8_t targetfound;
81 struct cert_link *next;

82 } cert_link_t;

84 /* configuration fromsnf(5) */
85 static char *certs_file_dir = CERTS_FI

E

> FILE DI R
char *certs_link_dir = CERTS _LINK DI R

86 static

87 static char *openssl = OPENSSL;

88 static int verbose = B_FALSE;

89 static bool ean_t renpve_dangling = B_TRUE;
90 static boolean_t renove_unknown = B_FALSE;
91 static bool ean_t create_mi ssing = B_TRUE;
92 static boolean_t correct_wong = B _TRUE;
94 /* |ist heads */

95 static cert_file_t *file0 = NULL;

96 static cert_link_t *IinkO = NULL;

98 #define OP_HASH 0

99 #define OP_VERSI ON 1

100 #define OP_HASH OLD 2

101 #defi ne NUM OPS 3

102 char *

103 run_openssl (unsigned int op, char *arg)
104 {

105 pid_t pid;

106 int des[2];

107 int i;

108 ssize_t num

109 char buf[500];

110 int status;

112 if (op >= NUM OPS)

113 abort();

115 (voi d) pipe(des);

116 switch (pid = fork()) {

117 case -1: /* error */

118 err (SM-_EXI T_ERR FATAL, _("forking child for openssl"));
119 br eak;

120 case 0: /* child */

121 (void) close(des[0]);

122 if (dup2(des[1], STDOUT FILENO) == -1 || dup2(des[1],
123 STDERR_FI LENO == -1
124 err (100, NULL);
125 (voi d) cl ose(STDI N_FI LENO ;
126 switch (op) {

127 case OP_HASH:
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128 execl p(openssl, openssl, "x509", "-hash",

129 "-npoout”, "-in", arg, (char *)O0);

130 br eak;

131 case OP_VERSI O\

132 execl p(openssl, openssl, "version", (char *)0);
133 break;

134 case OP_HASH OLD:

135 execl p(openssl, openssl, "x509",

136 "-subj ect _hash_ol d", "-noout", "-in",

137 arg, (char *)0);

138 break;

139 }

140 printf(_("exec openssl failed: %\n"), strerror(errno));
141 exit (SMF_EXI T_ERR_FATAL) ;

142 br eak;

143 default: /* parent */

144 (void) close(des[1]);

145 num = read(des[ 0], &buf, sizeof (buf));

146 (void) close(des[O0]);

148 if (num< 0)

149 err (101, _("reading fromopenssl child"));

151 buf [ nuni = 0;

152 for (i =0; i <num i++) {

153 if (buf[i] =="\n" || buf[i] =="\r") {

154 buf[i] = 0;

155 br eak;

156 }

157 }

159 if (waitpid(pid, &tatus, 0) == -1 || ! WFEX TED(st atus))
160 err (SMF_EXI T_ERR_FATAL,

161 _("waiting for openssl child"));

162 if (VEXI TSTATUS(status) != 0)

163 errx(SMF_EXI T_ERR FATAL,

164 _("error fromopenssl child (rc: %d): %"),
165 WEXI TSTATUS( st atus), buf);

167 return (xstrdup(buf));

168 }

169 }

171 int newossl = 0;

174 void

175 det ect _openssl (voi d)

176 {

177 char *vers;

179 /* determ ne openssl version */

180 vers = run_openssl (OP_VERSI ON, NULL);

181 if (strstr(vers, "OpenSSL 1.") == vers)

182 newoss| = 1;

183 else if (strstr(vers, "OpenSSL 0.9.") != vers)

184 errx(SM-_EXI T_ERR_FATAL, _("unrecogni sed OpenSSL: %"), vers);
185 if (verbose)

186 printf(_(FMI_VERSION), vers, (newossl ? _(MSG_NEW HASH)
187 _(MSG_OLD HASH)) ) ;

188 free(vers);

189 }

191 void

192 store_certlink(cert_link_t *cd)
193 {
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194 if (linkO == NULL) {

195 l'inkO = cd;

196 } else {

197 cert_link_t *t = linkO;
198 while (t->next !'= NULL)
199 t = t->next;
200 t->next = cd;

201 }

202 }

204 cert_link_t *

205 find_link_by_hash(char *hash)

206 {

207 cert_link_t *t = linkO;

208 while (t T= NULL) {

209 if (strcnp(t->hash, hash) == 0)
210 return (t);

211 t = t->next;

212 1

213 return (NULL);

214 }

216 void

217 store_certfile(cert_file_t *cs)

218

219 if (fileO == NULL) {

220 filed0 = cs;

221 } else {

222 cert_file_t *t = fileO;
223 while (t->next !'= NULL)
224 t = t->next;
225 t->next = cs;

226 }

227 }

229 char *

230 add_dot_zero(char *str)

231 {

232 char *ret;

233 xasprintf(&et, "%.0", str);
234 free(str);

235 return (ret);

236 }

238 void

239 popul ate_hash_list(cert_file_t *cs)

240 {

241 if (cs->path[0] !="/")

242 abort();

244 if (newossl)

245 cs- >hash[ cs- >hashcnt ++] =
246 add_dot _zero(run_openssl (OP_HASH OLD, cs->path));
247 ) cs->hash[ cs- >hashcnt ++] = add_dot _zer o(run_openssl| (OP_HASH,
248

250 void

251 get_cert_file_list(void)

252 {

253 DIR *dir;

254 struct dirent *de;

256 dir = opendir(certs_file_dir);
257 if (dir == NULL)

258 err (SM-_EXI T_ERR FATAL, _("could not
259 certs_file_dir);

read directory %"),
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261 for (de = readdir(dir); de !'= NULL; de = readdir(dir)) {
262 char *a;

263 cert_file_t *cs;

265 if (strenp(".", de->d_nane) == 0 ||

266 strecnp("..", de->d_nane) == 0)

267 conti nue;

269 cs = xmal |l oc(sizeof (*cs));

270 xasprintf(&, "%/%", certs _file_dir, de->d_nane);
271 cs->path = xreal path(a);

272 free(a);

273 popul ate_hash_list(cs);

274 store_certfile(cs);

275 }

276 (void) closedir(dir);

277 }

279 void

280 renovehashl i nk(char *hash)

281 {

282 char *fghash;

283 xasprintf (& ghash, "%/ %", certs_link_dir, hash);
284 xunl i nk(fghash);

285 free(fqghash);

286 }

288 void

289 fixhashlink(char *file, char *hash)

290 {

291 char *fghash;

292 char *relfile;

294 xasprintf (& qghash, "%/9%", certs_link_dir, hash);
295 relfile = xmakerel ative(certs_link_dir, file);

297 if (xexists(fghash))

298 xunl i nk(f ghash);

300 if (symink(relfile, fghash) != 0)

301 err (SMF_EXI T_ERR FATAL, _("could not create symink %"),
302 f ghash) ;

304 free(fqghash);

305 free(relfile);

306 }

308 void

309 get_cert_link_list(void)

310 {

311 DIR *dir;

312 struct dirent *de;

314 dir = opendir(certs_link_dir);

315 if (dir == NULL)

316 err (SM_EXI T_ERR FATAL, _("could not read directory %"),
317 certs_link_dir);

319 for (de = readdir(dir); de !'= NULL; de = readdir(dir)) {
320 cert_link_t *cd;

321 char *a, *b;

323 if (strenp(".", de->d_nane) == 0 ||

324 strenp("..", de->d_nane) == 0)

325 conti nue;
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327 cd = xmal | oc(sizeof (*cd));

329 cd->hash = xstrdup(de->d_nane);
331 xasprintf (&, "¥%/%", certs_link_dir, de->d_nane);
332 b = xreadlink(a);

333 free(a);

334 if (b[0] ==".")

335 xasprintf(&, "%/%", certs_link_dir, b);
336 free(b);

337 b = a;

338 }

339 a = xreal path(b);

340 free(b);

341 cd->path = a;

343 store_certlink(cd);

344 1

345 (void) closedir(dir);

346 }

348 void

349 read_config(void)

350 {

351 int a;

352 char *b;

354 a = get_config_bool ean("verbose");

355 if (a>=0)

356 verbose = a;

357 a = get_config_bool ean("renove_dangling");
358 if (a>=0

359 renove_dangling = a;

360 a = get_config_bool ean("renove_unknown");
361 if (a>=0)

362 renove_unknown = a;

363 a = get_config_bool ean("create_mi ssing");
364 if (a>=0)

365 create_m ssing = a;

366 a = get_config_bool ean("correct_wong");
367 if (a>=0)

368 correct_wong = a;

370 b = get_config_string("certs_file_dir");
371 if (b !'= NULL)

372 certs_file_dir = b;

373 b = get_config_string("certs_link_dir");
374 if (b != NULL)

375 certs_link_dir = b;

376 b = get_config_string("openssl_comand");
377 if (b != NULL)

378 openssl = b;

379 }

382 int

383 mai n(voi d)

384 {

385 cert_file_t *tf;

386 cert_link_t *tl;

388 (void) setlocal e(LC_ALL, "");

389 (voi d) textdomai n( TEXT_DOVAIN);

391 if (init_scf() !'= 0)
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392
393
394
395

397 #ifdef
398
399 #endi f

401

403
404

406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452

454
455 }

errx(SMF_EXI T_ERR _FATAL, _("could not connect to snf(5): %"),

scf_strerror(scf_error()));
read_config();
fini_scf();

DEBUG
ver bose = B_TRUE;

det ect _openssl () ;

get_cert_link_list();
get_cert_file_list();

/*

* |l ook at each certificate file and determne if there is
* asynlink toit inthe link directory

*/

for (tf = fileO; tf !'= NULL; tf = tf->next) {
int j;
for (j =0; j < tf->hashcent; j++) {
tl = find_link_by_hash(tf->hash[j]);
if (tl) {
tl->targetfound = 1;
if (correct_wong & strcnmp(tl->path, tf->path)
1=0
1f (verbose)
printf(_( FMI_WRONG) ,
tf->hash[j], tl->path,
tf->path);
fixhashlink(tf->path, tf->hash[j]);
}
} else if (create_missing) {
if (verbose)
printf(_(FMI_M SSING, tf->hash[j],
tf->path);
fixhashlink(tf->path, tf->hash[j]);
}
}
}
/*

* | ook at each certificate link and determne if it’'s dangling or
* pointing to a certificate file which we haven't seen
*
for (tl linkO; tlI !'= NULL; tl = tl->next) {
f (!xexists(tl->path)) {
if (rempve_dangling) {
if (verbose)
printf(_(FMI_DANGLI NG, tl->hash,
tl->path);
removehashl i nk(tl->hash);

}
} elseif (!tl->targetfound) {
i f (renove_unknown) {
if (verbose)
printf(_(FMI_UNKNOM), tl->hash,
tl->path);
removehashl i nk(tl ->hash);

}

return (0);
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1 <?xm version="1.0"7?>

2 <! DOCTYPE servi ce_bundl e SYSTEM "/usr/share/lib/xm /dtd/service_bundle.dtd. 1">

3 <l--

4 Copyright 2012 Joshua M C ul ow <j osh@ysngr. or g>

6 CDDL HEADER START

8 The contents of this file are subject to the terms of the

9 Common Devel opment and Distribution License (the "License").

10 You may not use this file except in conpliance with the License.

12 You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE

13 or http://ww. opensol aris.org/os/licensing.
14 See the License for the specific |anguage governi ng perm ssions
15 and linitations under the License.

17 When distributing Covered Code, include this CDDL HEADER in each
18 file and include the License file at usr/src/OPENSOLARI S. LI CENSE.

19 |If applicable, add the follow ng below this CDDL HEADER, with the
20 fields enclosed by brackets "[]" replaced with your own identifying

21 information: Portions Copyright [yyyy] [name of copyright owner]
23 CDDL HEADER END

25 NOTE: This service nanifest is not editable; its contents wll
26 be overwritten by package or patch operations, including

27 operating system upgrade. Make custom zations in a different
28 file.

29 -->

31 <service_bundl e type="nani fest’ nanme='crypto-ca-certificates:certsdir’>

33 <service

34 name=" systenf certsdir’

35 type=' service’

36 version="1">

38 <create_defaul t _i nstance enabl ed="true’ />
40 <singl e_i nstance />

42 <dependency

43 nanme="fil esystem m ni mal’
44 type='service’

45 groupi ng="require_al |’

46 restart_on='none’ >

47 <service_fnri value="svc:/system fil esystenl m ni mal’
48 </ dependency>

50 <exec_net hod

51 type=' net hod’

52 name='start’

53 exec="/usr/lib/certsdir’
54 ti meout _seconds='60" />
56 <exec_net hod

57 t ype=' net hod’

58 name=" st op’

59 exec=':true’

60 timeout _seconds="0" />

/>
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99 certsdir:

100
101
102

<exec_net hod

type=' net hod’
nane="refresh’
exec="/usr/lib/certsdir’
ti meout _seconds='60" />

<property_group nane='startd type=framework’ >

<propval name='duration’ type=astring’ value="transient’ />

</ property_group>

<property_group name="config type="application’ >

<propval name='verbose’ type='bool ean’ val ue='false />

<l-- rempve syminks fromthe link directory that

point to non-existent files: -->
<propval name='renove_dangling type= bool ean’ value=true />
<l-- renpbve syminks fromthe link directory that

point to files fromsonewhere outside the CA file directory
<propval name='renove_unknown’ type='bool ean’ val ue='false />
<l-- create symlinks to files fromthe CA file directory that
are missing fromthe link directory -->
<propval name='create_mi ssing type= boolean’ value=true />
<l-- recreate syminks for files fromthe CA file directory that
are linked with an incorrect hash in the link directory -->
<propval name='correct_wong’ type= bool ean’ value="true />
<l-- the directory with CA certificate files -->
<propval name='certs_file_dir’ type='astring’ value=/etc/certs/
<l-- the directory with OpenSSL certificate hash syminks -->
<propval name='certs_link_dir’ type="astring value="/etc/openss
<l-- the OpenSSL binary to use -->
<propval name='openssl’ type='astring’ value="/usr/bin/openssl|’

</ property_group>
<stability val ue="Unstable’ />

<t enpl at e>

<common_nane>
<l octext xni:lang="C >
OpenSSL certificates directory symink popul ator
</l octext>
</ common_namne>

</tenpl at e>
103 </service>

105 </service_bundl e>
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.

10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the followi ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END
20 */
22 /*
gi :/ Copyright 2012 Joshua M C ul ow <j osh@ysngr. org>

26 #include <stdio. h>
27 #include <stdlib. h>
28 #include <unistd. h>
29 #include <string.h>
30 #include <err. h>

31 #include <limts.h>
32 #include <libscf.h>

34 #include "utils.h"
35 #include "scf.h"

37 static char *fnri;

38 static scf_handle_t *scf;

39 static scf_instance_t *inst;

40 static scf_propertygroup_t *pg;

42 /*

43 * |nitialise our connection to snf(5). Returns:
44 > 0 on success

45 = <0 for any failure

46 = -2 if we believe we’'re not actually running under snf(5)
47 */

48 int

49 init_scf(void)

50 {

51 int rc =-1;

52 int fnrisz;

54 scf = scf_handl e_creat e( SCF_VERSI ON) ;
55 if (scf == NULL)

56 return (-1);

57 if (scf_handl e_bind(scf) !'=0)

58 goto cl eanupO;

60 if (getenv("SMF_TEST FMRI") = NULL)

61 fprintf(stderr, "DEBUG snf test node engaged\n");
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62 frori = strdup(get env("SMF_TEST_FMRI ")) ;
63 goto have_fnri;

64

66 frorisz = scf_nyname(scf, NULL, 0);

67 if (fnrisz == -1)

68 if (scf_error() == SCF_ERROR_NOT_SET) {
69 rc = -2;

70 }

71 got o cl eanupl;

72 1

73 frri = xmalloc(fnrisz + 1);

74 frorisz = scf_nyname(scf, fmri, fnrisz + 1);
75 if (frrisz == -1)

76 got o cl eanup2;

78 have_fnri:

80 if ((inst = scf_instance_create(scf)) == NULL ||
81 (pg = scf_pg_create(scf)) == NULL

82 goto cl eanup3;

84 if (scf_handl e_decode_fnri(scf, fnri, NULL, NULL, inst,
85 NULL, NULL, SCF_DECODE_FMRI _EXACT) != 0)
86 goto cl eanup3;

88 if (scf_instance_get_pg_conposed(inst, NULL, "config",
89 got o cl eanup3;

91 return (0);

93 cl eanup3:

94 if (pg !'= NULL)

95 scf _pg_destroy(pg);

96 pg = NULL;

97 1

98 if (inst !'= NULL) {

99 scf _i nstance_destroy(inst);

100 inst = NULL;

101 1

102 cl eanup2:

103 free(fnri);

104 fori = NULL;

105 cl eanupl:

106 (voi d) scf_handl e_unbi nd(scf);

107 cl eanupO:

108 (void) scf_handl e_destroy(scf);

109 scf = NULL;

110 return (rc);

111 }

113 void

114 fini _scf(void)

115 {

116 (v0| d) scf_pg_destroy(pg);

117 pg = NULL;

118 (voi d) scf _inst ance_destroy(inst);

119 inst = NULL;

120 free(fnri);

121 frori = NULL

122 (voi d) scf handl e_unbi nd(scf);

123 (voi d) scf_handl e destroy(scf)

124 scf = NULL;

125 }

127 | *

pg)

1= 0)
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128 * Fetch the bool ean value of a property fromthe 'config property
129 * group in our snf(5) instance.

130 * Returns:

131 * <0 on failure

132 * 0 if found and fal se

133 * 1if found and true

134 */

135 int

136 get _confi g_bool ean(char *nane)

137 {

138 scf _property_t *prop = NULL;

139 scf_value_t *val = NULL;

140 uint8_t out;

141 int rc =-1;

143 prop = scf_property_create(scf);

144 val = scf_val ue_create(scf);

145 if (prop == NULL || val == NULL)

146 got o cl eanupO;

148 if (scf_pg_get_property(pg, name, prop) != 0)
149 got o cl eanupO;

151 if (scf_property_is_type(prop, SCF_TYPE_BOCLEAN)
152 goto cl eanupO;

154 if (scf_property_get_value(prop, val) != 0)
155 got o cl eanupO;

157 if (scf_val ue_get_bool ean(val, &out) != 0)
158 got o cl eanupO;

160 rc = out;

162 cl eanupO:

163 if (val != NULL)

164 scf _val ue_destroy(val);

165 if (prop != NULL)

166 scf _property_destroy(prop);

168 return (rc);

169 }

171 /*

172 * Fetch the bool ean value of a property fromthe 'config property
173 * group in our snf(5) instance.

174 * Returns:

175 * NULL on failure

176 */ a NUL-term nated string value on success, caller to free
177 *

178 char *

179 get _config_string(char *nane)

180 {

181 scf_property_t *prop = NULL;

182 scf_value_t *val = NULL;

183 char out [ PATH_MAX] ;

184 char *rc = NULL;

186 prop = scf_property_create(scf);

187 val = scf_val ue_create(scf);

188 if (prop == NULL || val == NULL)

189 got o cl eanupO;

191 if (scf_pg_get_property(pg, name, prop) != 0)

192 got o cl eanupO;
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194 if (scf_property_is_type(prop, SCF_TYPE_ASTRI NG
195 got o cl eanupO;

197 if (scf_property_get_value(prop, val) !=0)

198 goto cl eanupO;

200 if (scf_value_get_astring(val, out, sizeof (out))
201 goto cl eanupO;

203 rc = xstrdup(out);

205 cl eanupO:

206 if (val !'= NULL)

207 scf _val ue_destroy(val);

208 if (prop !'= NULL)

209 scf _property_destroy(prop);

211 return (rc);

212 }

1)
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =

13 * When distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the followi ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END
20 */
22 /*
gi :/ Copyright 2012 Joshua M C ul ow <j osh@ysngr. org>

26 #ifndef _SCF_H
27 #define _SCF_H

29 #ifdef _ _cplusplus
30 extern "C' {
31 #endif
33 int init_scf(void);
34 void fini_scf(void);
35 int get_config_bool ean(char *);
36 char *get_config_string(char *);
38 #ifdef __cplusplus
}
40 #endi f

42 #endif [/* _SCF_H */
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1/*

2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the followi ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
*/

22 /| *

23 * Copyright 2012 Joshua M d ul ow <j osh@ysnygr. or g>
*
/

26 #include <stdlib. h>
27 #include <string. h>
28 #include <strings. h>
29 #include <errno. h>

30 #include <unistd. h>
31 #include <limts.h>
32 #include <fcntl. h>

33 #include <err. h>

34 #include <libintl.h>
35 #include <sys/types. h>
36 #include <sys/stat.h>
37 #include <sys/wait.h>
38 #include <dirent. h>
39 #include <stddef.h>
40 #include <libscf.h>

42 #include "utils.h"

44 #define _(x) gettext (x)
46 void *

47 xmal | oc(size_t sz)

48 {

49 void *x = malloc(sz);
50 if (x == NULL)

51 abort();

52 bzero(x, sz);

53 return (x);

54 }

56 char *

57 xstrdup(const char *a)

58

59 char *x = strdup(a);
60 if (x == NULL)

61 abort();
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62
63

65
66
67
68
69

114

116
117
118
119
120
121
122
123

125
126

return (x);

}

int

xasprintf(char **str, const char *format, ...)
{

va_list ap;
int ret;

*str = NULL;

va_start(ap, format);

ret = vasprintf(str, format, ap);
va_end(ap);

if (ret == -1)
abort();

return (ret);

}
int
xexi st s(char *pat h)

struct stat buf;
if (stat(path, &buf) !'= 0) {
if (errno == ENCENT)
return (0);
el se
err ( SMF_EXI T_ERR_FATAL,

}
return (1);

}

char *
xreadl i nk(char *pat h)

char tnp[ PATH_MAX] ;
int |en;

len = readlink(path, tnp, sizeof (tnp)
if (len == -

_("stat on path: %"), path);

= )3

len >= (int)sizeof (tnp))

err(SMF_EXI T_ERR FATAL, _("readlink failure on path: %"),

path);
tnp[len] ='\0"; /* NUL-term nate what

) return (xstrdup(tnp));

char *
xr eal pat h(char *path)
{

char *ret;
char tnp[ PATH_MAX] ;

ret = real path(path, tnp);
if (ret == NULL)
if (errno == ENCENT)
return (xstrdup(path));
el se
err (SMF_EXI T_ERR_FATAL,

path: "), path)

}
return (xstrdup(tmp));

readl i nk gives us */

_("realpath failure on"
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128 voi d

129 xunl i nk(const char *path)

130 {

131 if (unlink(path) !'= 0)

132 err (SM-_EXI T_ERR_FATAL, _("could not unlink: %"), path);
133 }

135 char *

136 xmakerel ative(char *rel ativetodir, char *path)

137 {

138 int i;

139 int comen = 0;

140 int extrael ens = 0;

141 char tnp[ PATH_MAX] ;

142 char *lastsrc, *lastpath, *srcconp, *pathconp;

143 char *trelativetodir = strdup(relativetodir);

144 char *tpath = strdup(path);

146 if (relativetodir[0] !="/" || path[O] !'="/")

147 abort();

149 srcconp = strtok_r(trelativetodir, "/", & astsrc);

150 pathconp = strtok_r(tpath, "/", & astpath);

152 /* discard el ements comon to both paths */

153 while (srcconp !'= NULL && pathconp != NULL &&

154 strcnp(srcconp, pathconp) == 0) {

155 srcconp = strtok_r(NULL, "/", & astsrc);

156 pat hcomp = strtok_r (NULL, "/", & astpath);

157

158 /* record the start of the unique part of the target path */
159 conl en = pat hconp - tpath;

160 /* count the number of non-common path elements in the target dir */
161 while (srcconp !'= NULL) {

162 extrael ens++;

163 srcconp = strtok_r(NULL, "/", & astsrc);

164 }

166 if (extraelems * 3 + strlen(&ath[conmen]) + 1 > PATH MAX)
167 errx(17, "relative path generation error");

169 /*

170 * generate a path that escapes only the non-common el ements of the
171 * target directory

172 */

173 tmp[0] = '\0";

174 for (i = 0; i < extraelens; i++)

175 strcat(tnp, "../");

176 strcat(tnp, &path[comen]);

178 free(trelativetodir);

179 free(tpath);

181 return (strdup(tnp));

182 }
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww.opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =

13 * When distributing Covered Code, include this CDDL HEADER i n each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the followi ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END
20 */
22 /*
gi :/ Copyright 2012 Joshua M C ul ow <j osh@ysngr. org>

26 #ifndef _UTILS H
27 #define _UTILS H

29 #ifdef _ _cplusplus
30 extern "C' {
31 #endif

33 void *xnmal | oc(size_t);

34 char *xstrdup(const char *);

35 int xasprintf(char **, const char *, ...);
36 int xexists(char *);

37 char *xreadlink(char *);

38 char *xreal path(char *);

39 void xunlink(const char *);

40 char *xmekerel ative(char *, char *);

42 #ifdef __cplusplus
}
44 #endi f
46 #endif /* _UTILS H */
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
23 # Copyright (c) 2012, Omi Tl Conputer Consulting, Inc. Al rights reserved.
25 #

26 # These CA certs are extracted fromthe NSS database |ibnssckbi.so
27 # Each CA cert is pointed by a synbolic |ink. The name of the

28 # synbolic link file is determned by the "hash" val ue using

29 # openssl command. WWen the NSS database is updated, we will extract
30 # the CA certs out of it and deliver the new set of CA certs.

31 #

33 CASRCDIR = CA-certs

34 OPENSSL = / usr/ bi n/ openssl

36 CAFILES = ABAecom sub., _Am _Bankers_Assn. _Root _CA pem \

37 AddTr ust _Ext er nal _Root . pem \

38 AddTr ust _Low- Val ue_Ser vi ces_Root . pem \

39 AddTrust _Publ i c_Servi ces_Root . pem \

40 AddTr ust QJaI ified_Certificates_Root.pem \

41 America_Online_Root_Certification_Authority_1.pem \
42 Anerica_Online_Root_Certification_Authority_2.pem \
43 ACQL_Ti me_Warner _Root _Certification_Authority 1. pem \
44 AQL_Ti me_Warner _Root _Certification_Authority_ 2. pem \
45 Bal ti nore_Cyber Trust _Root.pem \

46 beTRUSTed_Root _CA-Bal ti nore_| npl enentati on. pem \

47 beTRUSTed_Root _CA - _Entrust_I npl enent ati on. pem \

48 beTRUSTed_Root _CA. pem \

49 beTRUSTed_Root _CA_-_RSA_| npl enent ati on. pem \

50 Carrer f i r ma_Chamber s_of _Cormer ce_Root . pem \

51 Caner fi rma_QG obal _Chanber si gn_Root . pem \

52 Certigna. pem

53 Certplus_CO ass_2_Primary_CA. pem\

54 Cer t um Root _CA. pem \

55 Conmodo_AAA_Servi ces_root. pem \

56 COMODO Certification_Authority. pem \

57 COMODO_ECC Certification_Authority.pem \

58 Conpdo_Secur e_Ser vi ces_r oot . pem \

59 Conodo_Trust ed_Servi ces_root . pem \

60 Consi gn_CA. pem_

61 ConSi gn_Secur ed_CA. pem \
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62 Cybertrust_d obal _Root. pem \

63 Deut sche_Tel ekom Root _CA 2. pem \

64 Di gi Cert “Assured_| D_Root _CA. pem \

65 Di gi Cert ~d obal _Root _CA. pem \

66 Di gi Cert “Hi gh_Assurance_EV_Root CA pem \

67 Digital _Signature_Trust_Co. G obal _CA 1.pem \
68 Digital _Signature_Trust_Co._G obal _CA_2. pem \
69 Digital _Signature_Trust_Co._d obal _CA 3. pem \
70 Di gital _Signature_Trust _Co._d obal _CA_4. pem \
71 DST_ACES _CA _X6. pem

72 DST_Root _CA_X3. pem \

73 Entrust. net _d obal _Secure_Personal _CA pem \
74 Entrust. net _d obal _Secure_Server_CA pem\

75 Entrust.net _Prem um 2048_Secure_Server CA. pem \
76 Ent rust . net _Secur e_Per sonal _CA. pem \

77 Entrust. net_Secure_Server CA pem \

78 Entrust_Root _Certification_Authority.pem \
79 ePKl _Root _Certification_Authority.pem \

80 Equi f ax_Secur e_CA. pem

81 Equi f ax_Secur e_eBusi ness_CA_1. pem \

82 Equi f ax_Secur e_eBusi ness_CA 2. pem \

83 Equi f ax_Secur e_G obal _eBusi ness_CA pem \

84 Fi r mapr of esi onal _Root _CA. pem "\

85 GeoTrust _G obal _CA 2. pem \

86 GeoTrust_d obal _CA. pem \

87 GeoTrust_Primary_Certification_Authority. pem \
88 CGeoTrust _Uni versal _CA 2. pem

89 GeoTr ust _Uni ver sal _CA pem \

90 d obal Si gn_Root _CA. pem \

91 d obal Si gn_Root _CA -_R2. pem \

92 Go_Daddy_Class_2_CA. pem \

93 GTE_Cyber Trust _d obal _Root . pem \

94 GTE O/ber Trust _Root _CA. pem \

95 | GC_A. pem \

96 I PS_ Chai ned_Cas _root.pem \

97 | PS_CLASE1_r oot . pem \

98 | PS_CLASE3_r oot . pem \

99 | PS_CLASEA1_r oot . pem \

100 | PS_CLASEA3_r oot . pem \

101 | PS_Ser vi dor es_r oot . pem \

102 | PS_Ti nest anpi ng_root . pem \

103 MD5_Col | i si ons_For ged_Rogue_CA_25c3. pem \

104 M crosec_e- Szi gno_Root _CA. pem  \

105 Net Lock_Busi ness_Cl ass_B_Root . pem \

106 Net Lock_Express_C ass_C _Root . pem \

107 Net Lock_Notary_Cl ass _A Root . pem\

108 Net Lock_Qual i fied_Cl ass_QA Root . pem \

109 Net wor k_Sol utions_Certificate_Authority.pem \
110 O STE_W SeKey_d obal _Root _GA _CA. pem \

111 QuoVadi s_Root _CA 2. pem \

112 QuoVadi s_Root _CA 3. pem \

113 QuoVadi s_Root _CA. pem \

114 RSA Root _Certificate_1.pem \

115 RSA Security_1024_v3. pem \

116 RSA_Security_2048_v3. pem

117 Secur e_d obal _CA. pem \

118 Secur eTr ust _CA. pem \

119 Security_Communi cati on_EV_Root CAL. pem \

120 Security_Conmuni cati on_Root _CA. pem \

121 Sonera_C ass_1_Root _CA. pem \

122 Sonera_Cl ass_2_Root _CA. pem \

123 St aat _der _Neder | anden_Root _CA. pem \

124 Starfiel d_O ass_2_CA pem \

125 StartCom Certification_Authority. pem \

126 Start Com Ltd..pem \

127 S- TRUST_Aut henti cat i on_and_Encrypti on_Root _CA 2005_PN. pem
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128 Swi sscom Root _CA 1. pem \
129 Swi ssSign_Gold_CA -_&. pem \
130 Swi ssSi gn_Pl atinum CA_- Gme \
131 Swi ssSign_Sil ver _CA -_G2. pem \
132 Tai wan_GRCA. pem \
133 TC TrustCenter_Class_2_CA |l.pem \
134 TC Trust Center_C ass_3_CA_ II pem \
135 TC Trust Center, _Gernmany, _C ass_2_CA. pem \
136 TC Trust Center, _Germany, _C ass_3_CA pem\
137 TC_Trust Center _Uni versal _CA_|.pem \
138 TDC_I nt er net _Root _CA. pem \
139 TDC_OCES_Root _CA. pem \
140 Thawt e_Per sonal _Basi c_CA pem \
141 Thawt e_Per sonal _Freemai | _CA pem \
142 Thawt e_Per sonal _Prenmi um CA. pem \
143 Thawt e_Preni um Server _CA. pem \
144 thawt e_Pri mary_Root _CA. pem \
145 Thawt e_Ser ver _CA. pem \
146 Thawt e_Ti ne_St anpi ng_CA. pem \
147 TURKTRUST_Certificate_Servi ces_Provider_Root _1.pem \
148 TURKTRUST _Certificate_Servi ces_Provider_Root _2. pem \
149 UTN_DATACor p_SGC_Root _CA. pem
150 UTN_USERFi r st _Enmai | _Root _CA. pem \
151 UTN_USERFi r st _Har dwar e_Root _CA. pem \
152 UTN- USER _Fi r st - Net wor k_Appl i cat i ons. pem \
153 UTN_USERFi r st _Chj ect _Root _CA. pem \
154 Val i Cert _C ass_1_ VA pem\
155 Val i Oert_Cl ass_2 VA pem\
156 Verisign_Cass_1_ Public_Primary_Certification_Authority_ -_G2. pem
157 Verisign_Cass_1_Public_Primary Certification_Authority -_G3. pem
158 Verisign_Cass_1 Public_Primary_Certification_Authority.pem \
159 Verisign_Cl ass_2 Public Primary Certification Authority - G2.pem
160 Verisign_Class_2 Public_Primary_Certification_Authority_-_G3. pem
161 Verisign_Class_2 Public_Primary Certification_Authority. pem \
162 Verisign_C ass_3_Public_Primary Certification Authority -_G.pem
163 Verisign_Cl ass_3 Public_Primary Certification Authority -_G3.pem
164 Veri Sign_C ass_3_Public_Primary_Certification Authority -_G5. pem
165 Verisign_Cl ass_3_Public_Primary_Certification_Authority. pem \
166 Verisign_Cass_4 Public Primry Certification_Authority -_G2. pem
167 Verisign_C ass_4_Public_Primary_Certification_Authority_-_G3. pem
168 Veri si gn_RSA_Secure_Server_CA. pem \
169 Veri si gn_Ti me_St anpi ng_Aut hority_CA pem\
170 Vi sa_eComrer ce_Root . pem \
171 Vi sa_l nternational _d obal _Root _2. pem \
172 Wl |'s_Fargo_Root CA. pem \
173 Vel | sSecure_Public_Root_Certificate_Authority. pem \
174 XRanp_d obal _CA_Root . pem
176 | ETCCAFI LES += $( CAFI LES: %=$( ROOTETCCADI R) / %
178 $( ROOTETCCADI R) / % $( CASRCDI R) / %
179 $(INS.file)
179 $(INS. file); \
180 ROOTCALI NK=$( ROOTETCCALI NKDI R) / * $( OPENSSL) x509 -noout -hash -in $<'.0;
181 $(RM $$ROOTCALI NK; \
182 $(LN) -s $(CATARGDI R)/ $( @) $$SROOTCALI NK
183 - ROOTCAL I NK=$( ROOTETCCALI NKDI R) / © $( OPENSSL) x509 -noout -subj ect _hash_ol
184 test "$SROOTCALI NK' = "$(ROOTETCCALI NKDIR)/. 0" || $(RM $$ROOTCALI NK; \
185 test "$$ROOTCALI NK' = "$( ROOTETCCALI NKDIR)/. 0" || $(LN) -s $(CATARGDI R)/
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CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2010, Oracle and/or its affiliates. Al rights reserved.
Copyright (c) 2012, Omi TI Conputer Consulting, Inc. Al rights reserved.
Copyri ght 2012 Joshua M d ul ow <j osh@ysngr. or g>

et nane=pkg.fnri val ue=pkg:/crypto/ca-certificates@)(PKGVERS)
et nanme=pkg. description \
val ue="System X. 509 Certifiate Trust Anchors for Public Certificate Authorit
et nane=pkg. summary \
val ue="System X. 509 Certifiate Trust Anchors for Public Certificate Authorit
et nane=info.classification \
val ue=or g. opensol ari s. cat egory. 2008: Syst enf Security
et name=variant.arch val ue=$( ARCH)
r path=etc group=sys
r path=etc/certs group=sys
r path=etc/certs/ CA group=sys
r pat h=et c/ openssl group=sys
r pat h=etc/openssl/certs group=sys
ir path=lib
r path=lib/svc
r path=lib/svc/ manifest group=sys
r path=lib/svc/ manifest/system group=sys
r path=usr group=sys
r path=usr/lib
ile path=etc/certs/ CA ABAecom sub., _Am _Bankers_Assn. _Root _CA. pem gr oup=sys
ile path=etc/certs/CA AOL_Ti me_Warner _Root _Certification_Authority_1.pem\
group=sys
ile path=etc/certs/ CA/ AOL_Ti me_Warner _Root _Certification_Authority_2.pem\
group=sys
ile path=etc/certs/ CA/ AddTrust _Ext ernal _Root. pem gr oup=sys
ile path=etc/certs/CA AddTrust_Low Val ue_Servi ces_Root . pem gr oup=sys
ile path=etc/certs/CA AddTrust_Public_Servi ces_Root.pem group=sys
ile path=etc/certs/CA AddTrust QJaI ified_Certificates_Root.pem group=sys
ile path=etc/certs/CA America_Online_Root_Certification_Authority_1.pem\
group=sys
ile path=etc/certs/ CA/ America_Online_Root_Certification_Authority_2.pem\
group=sys
e path=etc/certs/CA/ Bal ti nore_Cyber Trust _Root. pem group=sys

ile
ile path=etc/certs/CA COMODO Certification_Authority.pem group=sys
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pat h=et ¢/ cert s/ CA/ COMODO_ECC Certificati on_Authority.pem group=sys

pat h=et ¢/ cert s/ CA/ Caner firma_Chanmbers_of _Conmer ce_Root . pem gr oup=sys

pat h=et ¢/ certs/ CA/ Canerfirma_QG obal _Chanber si gn_Root . pem gr oup=sys

pat h=et c/ certs/ CA/ Certi gna. pem gr oup=sys

pat h=etc/ certs/ CA/ Certpl us_C ass_2_Pri mary_CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Cert um Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Conti gn_CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Coni gn_Secur ed_CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Conbdo_AAA_Servi ces_r 0ot . pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Conodo_Secur e_Ser vi ces_r oot . pem gr oup=sys

pat h=et c/ certs/ CA/ Conodo_Tr ust ed_Ser vi ces_r oot . pem gr oup=sys

pat h=et c/ certs/ CA/ Cybertrust _G obal _Root.pem group=sys

pat h=et ¢/ cert s/ CA/ DST_ACES_CA_X6. pem gr oup=sys

pat h=et c/ cert s/ CA/ DST_Root _CA_X3. pem gr oup=sys

pat h=et c/ certs/ CA/ Deut sche_Tel ekom Root _CA 2. pem gr oup=sys

pat h=et c/ certs/ CA/ Di gi Cert _Assured_| D_Root _CA. pem gr oup=sys

pat h=etc/ certs/ CA/ Di gi Cert _G obal _Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ Di gi Cert “Hi gh_Assurance_EV_Root _CA. pem gr oup=sys

pat h=etc/certs/CA/ Digital _Signature_Trust_Co. d obal _CA 1.pem group=sys

pat h=et ¢/ certs/ CA/ Di gi tal _Si gnature_Trust_Co._d obal _CA 2. pem gr oup=sys

pat h=etc/certs/ CA/Digi tal _Signature_Trust_Co._Qd obal _CA 3. pem gr oup=sys

pat h=etc/ certs/ CA/Di gital _Si gnature_Trust_Co. G obal _CA 4. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Entrust . net _Gd obal _Secure_Per sonal _CA pem gr oup=sys

pat h=et ¢/ certs/ CA/ Ent rust. net _Gd obal _Secure_Server _CA. pem gr oup=sys

pat h=etc/ certs/ CA/ Entrust. net _Prem um 2048_Secur e_Server _CA pem gr oup=sys

pat h=et c/ cert s/ CA/ Entrust. net _Secur e_Per sonal _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Entrust. net _Secure_Server _CA. pem gr oup=sys

pat h=et ¢/ certs/ CA/ Entrust _Root _Certification_Authority.pem group=sys

pat h=et c/ cert s/ CA/ Equi f ax_Secur e_CA. pem gr oup=sys

pat h=et c/ cert s/ CA/ Equi f ax_Secur e_G obal _eBusi ness_CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Equi f ax_Secur e_eBusi ness_CA 1. pem gr oup=sys

pat h=et c/ cert s/ CA/ Equi f ax_Secur e_eBusi ness_CA_2. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Fi r mapr of esi onal _Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ GTE_Cyber Trust _Q obal _Root . pem gr oup=sys

pat h=et ¢/ cert s/ CA/ GTE_Cyber Tr ust _Root _CA. pem gr oup=sys

pat h=et c/ cert s/ CA/ GeoTr ust _Gd obal _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ GeoTrust _d obal _CA 2. pem gr oup=sys

pat h=etc/ certs/ CAl GeoTrust _Primary_Certification_Authority.pem group=sys

pat h=et c/ cert s/ CA/ GeoTr ust _Uni ver sal _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ GeoTr ust _Uni ver sal _CA 2. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ G obal Si gn_Root _CA pem gr oup=sys

pat h=et c/ certs/ CA/ G obal Si gn_Root _CA -_R2. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Go_Daddy_d ass_2_CA. pem gr oup=sys

pat h=etc/ certs/ CA/ > A. pem gr oup=sys

pat h=etc/certs/ > CLASE1_r oot . pem gr oup=sys

pat h=etc/certs/ > CLASE3_r oot . pem gr oup=sys

pat h=etc/certs/ > CLASEAL r oot . pem gr oup=sys

pat h=etc/certs/ > CLASEA3_r oot . pem gr oup=sys

path=etc/certs/ ,_Chai ned_CAs_r oot . pem gr oup=sys

pat h=etc/certs/ >_Servi dor es_r oot . pem gr oup=sys

pat h=etc/certs/ > Ti nest anpi ng_r oot . pem gr oup=sys

path=etc/ certs/ MD5_Col | i si ons_For ged_Rogue_CA 25c3. pem gr oup=sys

path=etc/certs/ M crosec_e- Szi gno_Root _CA. pem gr oup=sys

pat h=etc/certs/ Net Lock_Busi ness_Cl ass_B_Root . pem gr oup=sys

pat h=etc/certs/ Net Lock_Express_Cl ass_C_Root. pem gr oup=sys
Net
Net

'U'U'U'U'U'U'U8
n 0 unnnunnol

path=etc/ certs/ Lock_Notary_| Cl ass_A Root . pem gr oup=sys
path=etc/certs/ Lock_Qual i fied_Cl ass_QA Root.pem group=sys

pat h=et c/ certs/ CA/ Net work_Sol utions_Certificate_Authority.pem group=sys
pat h=et c/ certs/ CA/ O STE_W SeKey_d obal _Root _GA CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ QuoVadi s_Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ QuoVadi s_Root _CA 2. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ QuoVadi s_Root _CA_3. pem gr oup=sys

pat h=et c/ certs/ CA/ RSA_Root _Certificate_1.pem group=sys

pat h=etc/ certs/ CA/ RSA_Security_1024_v3. pem gr oup=sys

pat h=et c/ certs/ CA/ RSA_Security_2048_v3. pem gr oup=sys

2222882888888
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pat h=et c/ certs/ CA/ S- TRUST_Aut henti cati on_and_Encrypti on_Root _CA_2005_PN. pem
group=sys

pat h=et ¢/ cert s/ CA/ Secur eTrust _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Secur e_QG obal _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ Security_Comruni cati on_EV_Root CAl. pem gr oup=sys

pat h=et ¢/ certs/ CA/ Security_Communi cati on_Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ Sonera_C ass_1_Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ Soner a_Cl ass_2_Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ St aat _der _Neder | anden_Root _CA. pem gr oup=sys

pat h=etc/certs/CA/ Starfiel d_C ass_2_CA pem gr oup=sys

pat h=etc/certs/ CA/ Start Com Certification_Authority.pem group=sys

path=etc/certs/ CA/ Start Com Ltd..pem group=sys

pat h=et c/ cert s/ CA/ Swi ssSi gn_Col d_CA _-_Q@&2. pem gr oup=sys

pat h=et c/ certs/ CA/ Swi ssSi gn_Pl ati num CA - (2. pem gr oup=sys

pat h=et c/ certs/ CA/ Swi ssSi gn_Si | ver _CA - _G2. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Swi sscom Root _CA_1. pem gr oup=sys

pat h=etc/ certs/ CA/ TC Trust Cent er, _Germany, _C ass_2_CA. pem gr oup=sys

pat h=et c/ certs/ CA/ TC_Trust Cent er, _Germany, _C ass_3_CA. pem gr oup=sys

pat h=etc/ certs/ CA/ TC Trust Center _Cl ass_2_ CA | |l.pem gr oup=sys

pat h=etc/ certs/ CA/ TC Trust Center _Cl ass_3_CA | | . pem gr oup=sys

pat h=et c/ certs/ CA/ TC Trust Cent er _Uni versal _CA_| . pem gr oup=sys

pat h=et c/ certs/ CA/ TDC | nt er net _Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ TDC_OCES_Root _CA. pem gr oup=sys

pat h=et c/ certs/ CA/ TURKTRUST Certifi cate_Services_Provi der_Root _1. pem\
group=sys

pat h=et ¢/ cert s/ CA/ TURKTRUST_Certificate_Servi ces_Provider_Root_2.pem\
group=sys

pat h=et ¢/ cert s/ CA/ Tai wan_GRCA. pem gr oup= sys

pat h=et c/ certs/ CA/ Thawt e_Per sonal _Basi c_CA. pem gr oup=sys

pat h=et c/ certs/ CA Thawt e_Per sonal _Fr eenai | _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Thawt e_Per sonal _Pr eni um CA. pem gr oup=sys

pat h=et c/ certs/ CA/ Thawt e_Pr emi um Ser ver _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ Thawt e_Ser ver _CA. pem gr oup=sys

pat h=et c/ cert s/ CA/ Thawt e_Ti ne_St anpi ng_CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ UTN- USER _Fi r st - Net wor k_Appl i cati ons. pem gr oup=sys

pat h=et c/ cert s/ CA/ UTN_DATACor p_SGC_Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ UTN_USERFi r st _Enmai | _Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ UTN_USERFi r st _Har dwar e_Root _CA. pem gr oup=sys

pat h=et ¢/ cert s/ CA/ UTN_USERFi r st _Chj ect _Root _CA. pem gr oup=sys

path=etc/certs/CA/ Val i Cert _C ass_1_VA. pem gr oup=sys

{Jat h=etc/certs/ CA/ Val i Cert _Cl ass_2_VA. pem gr oup=sys

pat h=etc/certs/ CA/ Veri Sign_C ass_3_Public_Primary_Certification_Authority_-_
group=sys

file\

pat h=etc/certs/ CA/ Verisign_Cass_1_ Public_Primary_Certification_Authority.pe
group=sys

file\

pat h=etc/certs/ CA/ Verisign_C ass_1_Public_Primary_Certification_Authority_-_
gr oup=sys

file\

file

pat h=etc/certs/ CA/ Verisign_C ass_1_Public_Prinmary_Certification_Authority_-_
group=sys
\

pat h=etc/certs/ CA/ Verisign_C ass_2_Public_Primary_Certification_Authority.pe
gr oup=sys

file\

pat h=etc/certs/ CA/ Verisign_C ass_2_Public_Primary_Certification_Authority_-_
group=sys

file\

pat h=etc/certs/ CA/ Verisign_C ass_2_Public_Primary_Certification_Authority_-_
group=sys

file\

pat h=etc/certs/ CA/ Verisign_C ass_3_Public_Prinmary_Certification_Authority. pe
group=sys

file\
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194 pat h=etc/ certs/ CA/ Verisign_C ass_3_Public_Primary_Certification_Authority_-_
195 group=sys
196 file \

197 pat h=etc/certs/ CA/ Verisign_C ass_3_Public_Primary_Certification_Authority_-_
198 gr oup=sys

199 file \

200 pat h=etc/certs/ CA/ Verisign_C ass_4_Public_Primary_Certification_Authority_-_
201 group=sys

202 file \

203 pat h=etc/certs/ CA/ Verisign_C ass_4_Public_Primary_Certification_Authority_ -_
204 group=sys

205 file path=etc/certs/ CA/ Verisign_RSA Secure_Server_CA pem group=sys

206 file path=etc/certs/CA/ Verisign_Time_Stanpi ng_Aut hority_CA pem group=sys

207 file path=etc/certs/CA Visa_lnternational _d obal _Root_2. pem group=sys

208 file path=etc/certs/CA Vi sa_eConmer ce_Root. pem gr oup=sys

209 file path=etc/certs/ CA Wl | sSecure_Public_Root_Certificate_Authority.pem)\
210 group=sys

211 file path=etc/certs/ CA Wl | s_Fargo_Root _CA. pem group=sys

212 file path=etc/certs/ CA XRanp_d obal _CA Root . pem gr oup=sys

213 file path=etc/certs/ CA beTRUSTed_Root CA-Bal tinore_| npl enent ati on. pem \

214 group=sys

215 file path=etc/certs/ CA beTRUSTed_Root _CA. pem gr oup=sys

216 file path=etc/certs/ CA beTRUSTed_Root _CA - _Entrust_| npl enentation. pem\

217 group=sys

218 file path=etc/certs/CA beTRUSTed_Root _CA -_RSA | npl enent ati on. pem gr oup=sys
219 file path=etc/certs/CA ePKI _Root_Certification_Authority.pem group=sys

220 file path=etc/certs/CA thawte_Primary_Root _CA. pem group=sys

221 file path=lib/svc/ manifest/system certsdir.xm group=sys node=0444

222 file path=usr/lib/certsdir npde=0555

223 license cr_Sun |icense=cr_Sun

224 license |ic_CDDL |icense=lic_CDDL

216 |ink path et ¢/ openssl / certs/00673b5b. 0 \

217 target=../../certs/CA/ thawt e_Pri nary_Root _CA. pem

218 $( OPENSSL10_ O\ILY) |'i nk path=etc/openssl/certs/024dc131.0 \

219 target=../../certs/ CAlM crosec_e- Szi gno_Root _CA. pem

220 link pat h=et c/openssl /certs/02b73561.0 \

221 target=../../certs/CA Conpdo_Secure_Services_root.pem

222 $( OPENSSL10 O\ILY) I'i nk pat h=et c/ openss| /certs/039c618a. 0 \

223 target=../../certs/ CAl TURKTRUST Certificate_Servi ces_Provi der_Root_2. pem
224 $( OPENSSL10_ CNLY) I'i nk pat h=et c/ openssl/certs/03f0efa4.0 \

225 target=../../certs/ CAlWel|s_Fargo_Root _CA. pem

226 |ink path=et c/openssl/certs/ 0481cbh65.0 \

227 target=../../certs/ CA/ AOL_Ti me_Warner_Root_Certification_Authority_2. pem
228 1i nk path et c/openssl/certs/052e396b 0\

229 arget=../../certs/CA AddTrust _Qualified_Certificates_Root.pem

230 $( ODENSSLlo O\ILY) l'i nk pat h=et c/ openssl /certs/ 0750887b. 0 \

231 target=../../certs/ CA/ | PS_CLASE3_r oot .

232 $( (PENSSLlO_CNLY) I'i nk pat h=et ¢/ openssl /certs/ 080911ac. 0 \

233 target=../../certs/CA QuoVadi s_Root _CA. pem

234 link path=etc/openssl/certs/08aef7bb.0 \

235 target=../../certs/ CAWel|sSecure_Public_Root_Certificate_Authority.pem
236 $( OPENSSL10 CNLY) link pat h=et c/openssT/certs/09ca8la7.0 \

237 target=../../certs/CA Thawt e_Personal _Prem um CA. pem

238 $( OPENSSL10 CNLY) l'ink path=etc/openssl/certs/0a8f0c78.0 \

239 target=../../certs/CA/ | PS_Chai ned_CAs_root. pem

240 |ink pat h=et c/openssl /certs/ 0c364b2d. 0 \

241 target=../../certs/CA Entrust.net_Secure_Personal _CA pem

242 $ (ODENSSLlo CNLY) I'i nk pat h=et ¢/ openssi/ certs/0d1b923b. 0 \

243 target=../../certs/ CA S- TRUST_Aut henti cati on_and_Encrypti on_Root _CA 2005_PN.
244 1ink path= et c/openssl/certs/ 0dbd0096. 0 \

245 target=../../certs/CA AOL_Ti me_Warner_Root_Certification_Authority_1.pem
246 |ink path= et c/openssl/certs/0e82f 83a.0 \

247 target=../../certs/ CA Thawt e_Per sonal _Basi c_CA. pem

248 $( CPENSSL10. O\ILY) I'i nk pat h=et c/ openssl/certs/ 0f 11b315. 0 \

249 target=../../certs/CA/ Verisign_Class_2 Public_Primary_Certification_Authorit
250 $( OPENSSL10_ CNLY) link path=etc/openssl/certs/106cd822.0 \



new usr/ src/ pkg/ mani f ests/crypto-ca-certificates.nf

251
252
253
254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316

target=../../certs/ CA Verisign_RSA Secure_Server_CA pem
I'i nk pat h=etc/ openssl/certs/111e6273.0 \
target=../../certs/ CA d obal Si gn_Root _CA -_R2.pem
|'i nk pat h=et c/ openssl|/certs/1155c94b. 0 \
target=../../certs/CA Firmaprof esi onal _Root _CA. pem
I'i nk pat h=et c/ openssl/certs/11a09b38.0 \
target=../../certs/CA TDC_OCES_Root _CA. pem
$( OPENSSL10_ONLY) | i nk pat h=et ¢/ openssl|/certs/11c69ce5. 0 \
target=../../certs/CARSA Security_1024_v3. pem
I'i nk pat h=et ¢/ openssl /certs/11f 154d6. 0 \
target=../../certs/CA Verisign_Cass_1 Public_Primary_Certification_Authorit
l'i nk pat h=et c/ openssl / certs/ 124bbd54. 0 \
target=../../certs/ CA Conpdo_Trusted_Servi ces_root.pem
I'i nk pat h=et c/ openssl/certs/128b9c8d. 0 \
target=../../certs/CA/ Digital _Signature_Trust_Co._G obal _CA 2. pem
$( OPENSSL10_ONLY) i nk pat h=et ¢/ openssl/certs/12ac4d91.0 \
target=../../certs/CA AOL_Ti me_Warner_Root_Certification_Authority_2.pem
I'i nk pat h=et ¢/ openssl /certs/12d55845. 0 \
target=../../certs/CA/ DST_Root _CA X3. pem
$( ODENSSLlo CNLY) i nk pat h=et c/ openssl/certs/157753a5.0 \
arget=../../certs/ CA/ AddTrust _Ext ernal _Root . pem
$( CPENSSLlO O\ILY) I'i nk pat h=et ¢/ openss|/certs/166851b2. 0 \
target=../../certs/CA Entrust. net_Secure_Personal _CA pem
$(CPENSSL10 O\ILY)I|nk pat h=et ¢/ openssl/cert s/ 16b3fe3c. 0 \
target=../../certs/ CA beTRUSTed_Root _CA - _RSA | npl enentation. pem
l'i nk pat h=et c/ openssl /certs/17b51fe6. 0 \
target=../../certs/CA/ Certplus_Cl ass_2_Primary_CA pem
|'i nk pat h=et c/ openssl/certs/19899da5. 0 \
target=../../certs/ CA Entrust.net_Qd obal _Secure_Server_CA pem
|'i nk pat h=et c/ openssl|/certs/1dac3003.0 \
target=../../certs/ CA/ DST_ACES CA X6. pem
l'i nk pat h=et c/ openssl /certs/1dcd6f4c. 0 target= ./ certs/ CA Tai wan_GRCA. pem
$(OPENSSL10_ONLY) I'i nk pat h=et c/ openssl /certs/ 1ec4d31a 0\
target=../../certs/CA/ Verisign_C ass_3_Public_Primary_Certification_Authorit
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openssl / certs/20icada0.0 \
target=../../certs/CA Arerica_Online_Root_Certification_Authority_2.pem
$( OPENSSL10 CNLY) |'i nk pat h=et c/ openssl /certs/20d096ba. 0 \
target=../../certs/CA/ Vali Cert_0O ass_1_VA pem
I'i nk pat h=et c/ openssl /certs/219d9499.0 \
target=../../certs/ CAl Go_Daddy_Cl ass_2_CA. pem
$( OPENSSL10 CNLY) l'i nk pat h=etc/openssl|/certs/2251b13a.0 \
target=../../certs/CA ConSi gn_Secur ed_CA. pem
I'i nk pat h=et c/ openssl /certs/23f4c490.0 \
target=../../certs/CA/ Starfield_C ass_2_CA pem
$( OPENSSL10 CNLY) l'i nk pat h=et c/ openssl /certs/244b5494.0 \
target=../../certs/CA/ Digi Cert_H gh_Assurance_EV_Root _CA pem
$( CPENSSLlO_O\lLY) i nk pat h=etc/openssl/certs/24ad0b63.0 \
target=../../certs/CA/ Verisign_Class_1 Public_Primary_Certification_Authorit
I'i nk pat h=et c/ openssl/certs/256fd83b.0 \
target=../../certs/CA TC TrustCenter,_Germany, C ass_2_CA pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| / certs/2835ab7b. 0 \
target=../../certs/ CA GTE_Cyber Trust _Root _CA. pem
$( OPENSSL10 0\1LY)I|nk pat h=et ¢/ openssl / cert s/ 2ab3b959. 0 \
target=../../certs/CA Net Lock_Express_C ass_C Root.pem
I'i nk pat h=etc/ openssl /certs/2afc57aa. 0 \
target=../../certs/CA/ TC TrustCenter_Class_2_CA |l.pem
$( OPENSSL10 O\ILY) link path=etc/openssl/certs/2c3e3f84.0 \
target=../../certs/CA UTN_USERFi r st _Obj ect _Root _CA. pem
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openss| /certs/2c543cdl. 0 \
target=../../certs/CA/ GeoTrust_d obal _CA pem
$( OPENSSL10 CNLY) link path=etc/openssl/certs/2cfc4974.0 \
target=../../certs/ CAl TDC_OCES_Root _CA. pem
$( CPENSSLlO_O\lLY) l'ink path=etc/openssl/certs/2ed4eed3c.0 \
target=../../certs/CA/'thawte_Pri mary_Root _CA pem
$( OPENSSL10 CNLY) I'i nk pat h=et c/ openssl /certs/2e5ac55d. 0 \
target=../../certs/ CA/ DST_Root _CA X3. pem
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|'i nk pat h=et c/ openssl/certs/2edf 7016.0 \
target=../../certs/CA/ Verisign_Class_1 Public_Primary_Certification_Authorit
I'i nk pat h=et c/openssl/certs/Zf a87019.0 \
target=../../certs/ CA/ Network_Sol utions_Certificate_Authority.pem
I'i nk pat h= et c/ openssl /certs/2fb1850a. 0 \
target=../../certs/ CA/ America_Online_Root_Certification_Authority_2.pem
I'i nk pat h=et c/ openssl / certs/ 31044350.0 \
target=../../certs/CA beTRUSTed_Root _CA. pem
I'i nk pat h=et c/ openssl /certs/33815e15.0 \
target=../../certs/CA/ StartCom Certification_Authority.pem
l'i nk pat h=et c/ openssl / certs/ 343eb6ch. 0 \
target=../../certs/ CAl Cybertrust_d obal _Root.pem
$( OPENSSL10 O\ILY) I'i nk pat h=et ¢/ openss| /certs/3513523f.0 \
target=../../certs/ CA/ Digi Cert _d obal _Root _CA. pem
l'i nk pat h=et c/ openssl /certs/399e7759.0 \
target=../../certs/ CA/Digi Cert _Qd obal _Root _CA. pem
l'i nk pat h=et c/ openssl / certs/3a3b02ce. 0 \
target=../../certs/ CAl O STE_W SeKey_G obal _Root _GA_CA. pem
$( OPENSSL10 CNLY) Iink path=etc/openssl/certs/3a7f6b22.0 \
target=../../certs/ CA Thawt e_Per sonal _Basi c_CA. pem
I'i nk pat h= et c/ openssl /certs/3ad48a91. 0 \
target=../../certs/ CA/ Bal ti nore_Cyber Trust_Root. pem
l'i nk pat h=et c/ openssl / certs/3c58f906.0 \
target=../../certs/CA AddTrust _Ext ernal _Root.pem
l'i nk pat h=et c/ openssl /certs/3c860d51. 0 \
target=../../certs/ CA Swi ssSign_CGol d_CA -_@&. pem
$( OPENSSL10 CNLY) link path=etc/openssl/certs/3dfd7537.0 \
target=../../certs/CA/ Visa_lnternational _G obal _Root_2. pem
l'i nk pat h=et c/ openssl /certs/3e7271e8.0 \
target=../../certs/ CA Entrust.net_Prem um 2048_Secure_Server _CA pem
$( OPENSSL10 CNLY) Iink path=etc/openssT/certs/3ee7el181.0 \
target=../../certs/CA | GC_A pem
$( GDENSSLlo_CNLY) i nk pat h=et c/ openssl /certs/40547a79. 0 \
target=../../certs/CA/ COMODO Certification_Authority.pem
$( OPENSSL10 O\ILY) Iink path=etc/openssl/certs/40e67a49.0 \
target=../../certs/CA/ Digital _Signature_Trust_Co._Gd obal _CA 4. pem
l'i nk pat h=et c/ openssl /certs/412bea73.0 \
target=../../certs/ CA Thawt e_Personal _Prem um CA pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| /certs/415660c1. 0 \
target=../../certs/CA/ Verisign_Class_3 Public_Primary_Certification_Authorit
I'i nk pat h=et c/ openssl/certs/4166ecOc. 0 \
target=../../certs/ CARSA Security_1024_v3. pem
I'i nk pat h=et c/ openssl/certs/4184de39.0 \
target=../../certs/ CA/'| PS_Ti mest anpi ng_r oot . pem
$( OPENSSL10_ONLY) i nk pat h=et ¢/ openssl /certs/ 4304c5e5.0 \
target=../../certs/ CA Network_Sol utions_Certificate_Authority.pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl / cert s/ 442adcac. 0 \
target=../../certs/ CAl Certum Root _CA pem
$( OPENSSL10_ONLY) i nk pat h=et ¢/ openssl/certs/4597689c. 0 \
target=../../certs/ CA Equi f ax_Secur e_eBusi ness_CA 2. pem
$( OPENSSL10 G\ILY) I'i nk pat h=et ¢/ openss| / certs/4615970e. 0 \
target=../../certs/CA/Digital _Signature_Trust_Co._d obal _CA 2. pem
I'i nk pat h=et c/openssl/certs/4643210f 0\
target=../../certs/CA/ Digital _Signature_Trust_Co._G obal _CA 4.pem
I'i nk pat h=etc/ openssl /certs/ 46b2fd3b. 0 \
target=../../certs/CA/ Swi ssSign_Plati num CA -_@&. pem
i nk pat h=et c/ openssl / certs/47996b5c. 0 \
target=../../certs/CA beTRUSTed_Root _CA -_Entrust_| npl ementati on. pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| /certs/480720ec. 0 \
target=../../certs/ CA/ GeoTrust _Primary_Certification_Authority.pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| /certs/48ef 30f1.0 \
target=../../certs/ CAITC TrustCenter,_Germany, C ass_2_CA pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl /certs/4a6481c9.0 \
target=../../certs/ CA/ d obal Si gn_Root _CA -_R2. pem
l'ink pat h= etc/ openssl / certs/4d654d1d. 0 \
target=../../certs/ CAl GTE_Cyber Trust _Q obal _Root . pem
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|'i nk pat h=etc/ openssl|/certs/4e18c148.0 \
target=../../certs/ CAl Deut sche_Tel ekom Root _CA 2. pem
$( OPENSSL10 O\ILY)I|nk pat h=et ¢/ openssl / certs/ 4efc7a23.0 \
target=../../certs/CA Entrust.net_Qd obal _Secure_Server_CA. pem
$( OPENSSL10 O\ILY) I'i nk pat h=et ¢/ openssl/ certs/ 4f 316efb. 0 \
target=../../certs/CA/ Swi ssSign_CGol d_CA -_@&.pem
I'i nk pat h=et c/openssl/certs/4f bdébfa. 0 \
target=../../certs/ CA UTN_DATACor p_SGC Root _CA. pem
I'i nk pat h=etc/ openssl /certs/5021a0a2. 0 \
target=../../certs/ CA/ TC Trust Center_Uni versal _CA_|.pem
I'i nk pat h=et ¢/ openssl / certs/5046¢355.0 \
target=../../certs/CA Swi ssSign_Silver_CA -_Q&2.pem
|'i nk pat h=et c/ openssl/certs/54edf a5d. 0 \
target=../../certs/ CAI TC Trust Center, _Germany, C ass_3_CA pem
$( OPENSSL10 CNLY) I'i nk pat h=et c/ openssl [ certs/55a10908. 0 \
target=../../certs/CA/ ValiCert_0d ass_2_VA. pem
$( CPENSSLlO_O\lLY) i nk pat h=etc/openssl/certs/5620c4aa. 0 \
target=../../certs/CA/ TC TrustCenter_Class_3_CA |I|.pem
$( OPENSSL10 CNLY) Iink path=etc/openssl/certs/56657bde. 0 \
target=../../certs/CAl Conodo_Trusted_Servi ces_root.pem
I'i nk pat h= et c/ openssl / certs/56b8a0b6. 0 \
target=../../certs/ CA TURKTRUST Certificate_Servi ces_Provi der_Root_2. pem
l'ink pat h= et c/ openssl /certs/57692373.0 \
target=../../certs/CA GeoTrust_d obal _CA 2. pem
$( OPENSSL10 CNLY) I'i nk pat h=et ¢/ openss| /certs/578d5c04. 0 \
target=../../certs/CA Equi fax_Secure_CA pem
$( OJENSSLlo_O\lLY) I'i nk pat h=et c/ openssl/certs/57b0f 75e. 0 \
target=../../certs/CA UTN- USER Fi rst - Net wor k_Appl i cati ons. pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl /certs/57bcb2da. 0 \
target=../../certs/ CA Swi ssSign_Silver CA_ GZ pem
l'i nk pat h=et ¢/ openssl / certs/58a44af1.0 target-=. ./certs/CA/'l GC_A. pem
I'i nk pat h=et c/ openssl/certs/594f1775.0 \
target=../../certs/CA Equi fax_Secure_CA pem
|'i nk pat h=etc/openssl/certs/5a3f0ff8.0 \
target=../../certs/ CA/ COMODO Certification_Authority.pem
i nk pat h=et c/ openssl /certs/5a5372fc.0 \
target=../../certs/CA Net Lock_Busi ness_C ass_B_Root. pem
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openssl / certs/ 5a950642 0\
target=../../certs/CA/'| PS_CLASEAl_r oot .
$( OPENSSL10 CNLY) Ii nk pat h=et ¢/ openssT /certs/ 5ad835d6 0\
target=../../certs/ CA d obal Si gn_Root _CA. pem
l'i nk pat h=et c/ openssl /certs/5cf9d536.0 \
target=../../certs/CA/ QuoVadi s_Root _CA. pem
$( OPENSSL10 CNLY) Iink pat h=etc/openssl /certs/5f267794.0 \
target=../../certs/ CA/ Entrust.net_Secure_Server_CA pem
l'i nk pat h=et c/ openssl /certs/635ccfd5.0 \
target=../../certs/ CA Net Lock_Express_C ass_C Root.pem
$( (PENSSLlO CNLY) link path=etc/openssl/certs/6410666e.0 \
arget=../../certs/ CA Tai wan_GRCA. pem
(ODENSSLlo CNLY) I'i nk pat h=et c/ openssl/certs/64d1f6f4.0 \
target=../../certs/ CA Thawt e_Personal _Freemai | _CA pem
$( OPENSSL10 CNLY) I'i nk pat h=etc/openssl/certs/653b494a.0 \
target=../../certs/ CA/Bal ti nore_Cyber Trust _Root. pem
$( OPENSSL10 CNLY) I'ink path=etc/openssi/certs/667c66d4.0 \
target=../../certs/ CA Swi sscom Root _CA 1.pem
$( OPENSSL10 CNLY) Iink path=etc/openssl/certs/67d559d1. 0 \
target=../../certs/CA Sonera_Cl ass_1_Root _CA. pem
$( OPENSSL10_ CNLY) I'i nk pat h=et c/ openss| 7 certs/686ef 281. 0 \
target=../../certs/ CA beTRUSTed_Root _CA - _Entrust_| npl enmentati on. pem
i nk pat h= et c/ openssl /certs/69105f4f.0 \
target=../../certs/CA Digi Cert_Assured_| D_Root _CA pem
I'i nk pat h=et c/ openssl / cert s/ 6adf 0799. 0 \
target=../../certs/ CA Wl |s_Fargo_Root_CA. pem
$( OPENSSL10 G\ILY) I'i nk pat h=et ¢/ openssl/ certs/6b99d060. 0 \
target=../../certs/CA/ Entrust_Root_Certificati on_Authority.pem
$( OPENSSL10_ CNLY) link path=etc/openssl /certs/6ch3815b. 0 \
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target=../../certs/CA Verisign_Ti me_St anpi ng_Aut hority_CA pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| /certs/6cc3c4c3.0 \
target=../../certs/CA Thawt e_Server _CA pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl / certs/6db5a580. 0 \
target=../../certs/ CA/ | PS_CLASEA3_r oot.pem
I'i nk pat h=et c/ openssl/certs/6e8bf996.0 \
target=../../certs/CA Certum Root _CA pem
$( GDENSSLlo_Cj\lLY) I'i nk pat h=et c/ openssl/certs/6faac4e3.0 \
target=../..
I'i nk pat h=et c/ openssl/certs/6fccl25d.0 \
target=../../certs/CA Visa_eCommer ce_Root.pem
$( OPENSSL10_ONLY) i nk pat h=et c/ openssl /certs/ 706f 604c. 0 \
target=../../certs/CA XRanp_Q obal _CA Root.pem
nk pat h=et c/openssl/certs/709afd2b 0\
target=../../certs/CA Thawt e_Personal _Freemai | _CA pem
nk pat h=et c/ openssl / certs/ 72bf 6a04. 0 \
target=../../certs/ CA/ | PS_CLASEA3_r oot.pem
nk pat h=et c/ openssl/certs/72fa7371.0 \
target=../..
nk pat h=etc/ openssl/certs/74c26bd0.0 \
target=../../certs/ CA Equi fax_Secure_d obal _eBusi ness_CA. pem
nk pat h=et c/ openssl/certs/755f7420.0 \
target=../../certs/ CAl Sonera_Cl ass_1_Root _CA. pem
nk pat h=etc/ openssl/certs/75680d2e.0 \
target=../../certs/CA Conbdo_AAA Servi ces_root.pem
nk pat h=etc/ openssl/certs/7651b327.0 \
target=../..
Iink path et c/ openssl/certs/76579174.0 \
arget=../../certs/CA XRanp_G obal _CA_Root . pem
$( ODENSSLlo O\ILY) I'i nk pat h=et c/ openssl 7 certs/ 760b8f 92 0\
target=../../certs/CA/ Cybertrust_d obal _Root.
$( OPENSSL10 O\ILY) Ii nk pat h=et c/ openssl / certs/ 76f af 6c0 0\
target=../../certs/CA/ QuoVadi s_Root _CA_ 3. pem
$( OPENSSL10_ O\ILY) l'i nk pat h=etc/ openssl/certs/778e3ch0.0 \
target=../../certs/ CA/ UTN_DATACor p_SGC _Root _CA. pem
I'i nk pat h=et c/ openssl /certs/ 788c9bfc. 0 \
target=../../certs/CA Visa_lnternational _G obal _Root_2.pem
$( CPENSSLlO_O\lLY) l'ink pat h=etc/openssl/certs/790a7190.0 \
target=../../certs/ CA/ DST_ACES CA X6.pem
i nk pat h=et c/ openssl /certs/7999be0d. 0 \
target=../../certs/ CA GeoTrust_d obal _CA pem
(CPENSSLlO O\ILY) I'ink path=etc/openssl/certs/79ad8b43.0 \
target=../../certs/ CAl Equi fax_Secure_eBusi ness_CA 1. pem
l'i nk pat h=et c/ openssl /certs/7a481e66.0 \
target=../../certs/CA TC TrustCenter_C ass_3_CA_I|l.pem
|'i nk pat h=et c/ openssl|/certs/7a819ef2.0 \
target=../../certs/CA QuoVadi s_Root CA 2.pem
I'i nk pat h=et c/ openssl/certs/7d3cd826.0 \
target=../../certs/CANRSA Root_Certificate_1.pem
I'i nk pat h=et c/ openssl /certs/ 7d453d8f. 0 \
target=../.
$( OJENSSLlo_O\lLY) I'i nk pat h=et c/ openssl/certs/7d5a75e4. 0 \
target=../../certs/ CA Wl |lsSecure_Public_Root_Certificate_Authority.pem
$( OPENSSL10 CNLY) link path=etc/openssl/certs/812el7de. 0 \
target=../../certs/CA Deut sche_Tel ekom Root _CA 2. pem
l'ink pat h= et c/ openssl /certs/81b9768f.0 \
target=../../certs/CA Digi Cert_H gh_Assurance_EV_Root _CA pem
l'ink path=et c/ openssl /certs/8317b10c. 0 \
target=../../certs/ CA Net LockaJaI ified_C ass_QA Root.pem
l'ink path= et c/ openssl /certs/8470719d.0 \
target=../../certs/CA RSA Security_2048_v3. pem
I'i nk pat h=et c/ openssl / certs/ 84cba82f.0 \
target=../../certs/ CAl TURKTRUST Certificate_Services_Provider_Root_1. pem
$( CPENSSLlO_O\lLY) I'i nk pat h=et c/ openssl/certs/861a399d. 0 \
target=../../certs/CA/ AddTrust _Low Val ue_Servi ces_Root . pem
$( OPENSSL10_ CNLY) link path=etc/openssl/certs/861e0100.0 \

/certs/ CA/ Verisign_C ass_4_Public_Primary_Certification_Authorit

/certs/CAl Verisign_C ass_3_Public_Primary_Certification_Authorit

/certs/CAl Verisign_C ass_3_Public_Primary_Certification_Authorit

./certs/ CA/ Verisign_C ass_3_Public_Primary_Certification_Authorit
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target=../../certs/ CA NetLock_Qualified_C ass_QA Root.pem
l'i nk pat h=et c/ openssl / certs/ 86f32474.0 \
target=../../certs/CA/ | PS_CLASE3_root.pem
I'i nk pat h=et c/ openssl / certs/87753b0d. 0 \
target=../../certs/ CA GeoTrust_Uni versal _CA 2. pem
$( OPENSSL10 CNLY) Iink pat h=et c/openssl /certs/8867006a.0 \
target=../../certs/CA GeoTrust_Universal _CA 2. pem
$( OPENSSL10 CNLY) I'i nk pat h=et c/openssl /certs/88f89ea7.0 \
target=../../certs/ CAl TURKTRUST Certificate_Services_Provider_Root_1. pem
i nk pat h=et c/ openssl / certs/89c02a45.0 \
target=../../certs/CA COMODO ECC Certificati on_Authority.pem
$( ODENSSLlo _ONLY) | i nk pat h=et c/ openssl/certs/8b59blad. 0 \
arget=../../certs/ CA/ AddTrust _Public_Servi ces_Root.pem
$( CPENSSLlO G\ILY) I'i nk pat h=et c/ openssl /certs/8f111d69. 0 \
target=../../certs/CA MD5_Col | i si ons_For ged_Rogue_CA 25c3. pem
I'i nk pat h=et c/ openssl /certs/ 8f7b96c4. 0 \
target=../../certs/CA Equi fax_Secure_eBusi ness_CA 2. pem
l'ink path= et c/ openssl /certs/8fe643df.0 \
target=../../certs/ CA/'| PS_CLASEAl_root.pem
I'i nk pat h=et c/ openssl /certs/9339512a.0 \
target=../../certs/CA QuoVadi s_Root _CA 3. pem
I'i nk pat h=et c/ openssl /certs/95750816.0 \
target=../../certs/ CA/ Verisign_Ti me_Stanpi ng_Aut hority_CA pem
$( OPENSSL10_ONLY) i nk pat h=et ¢/ openssl/certs/972672fc.0 \
target=../../certs/CA TC Trust Center, _Germany, _C ass_3_CA pem
|'i nk pat h=etc/ openssl|/certs/9772ca32.0 \
target=../../certs/ CA/ GeoTrust_Primary_Certification_Authority.pem
I'i nk path et c/ openssl/certs/97b4211c. 0 \
target=../../certs/ CA GIE_Cyber Trust_Root _CA. pem
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openss| /certs/98ec67f0.0 \
target=../../certs/CA Thawt e_Prem um Server_CA pem
$( ODENSSLlo O\ILY) Iink path=etc/openssl/certs/9af9f759.0 \
arget=../../certs/CA/RSA Root_Certificate_1. pem
(O’ENSSLlO O\ILY) l'i nk pat h=etc/ openssl/certs/9b353c9a. 0 \
target=../../certs/ CA/ TDC | nt er net _Root _CA. pem
$( ODENSSLlo CNLY) link path=etc/openssl/certs/9c2e7d30.0 \
arget=../../certs/CA Sonera_Cd ass_2_Root _CA. pem
$( CPENSSLlO O\ILY) I'i nk pat h=et ¢/ openss| 7 certs/9d520b32. 0 \
target=../../certs/ CA/ Security_Communi cati on_EV_Root CAl. pem
l'ink pat h= et c/ openssl / certs/9d6523ce. 0 \
target=../../certs/CA ePKl _Root_Certification_Authority.pem
I'i nk pat h=et c/ openssl / certs/9dbef e7b. 0 \
target=../../certs/ CA/ Security_Commruni cati on_EV_Root CAl. pem
$( OPENSSL10 CNLY) Iink pat h=etc/openssl/certs/9e6afd31.0 \
target=../../certs/CA Thawt e_Ti ne_St anpi ng_CA. pem
l'i nk pat h=et c/ openssl /certs/9ec3a561.0 \
target=../../certs/CA UTN_USERFi r st _Emai | _Root _CA. pem
$( OPENSSL10 CNLY) link path=etc/openssl/certs/9f541fb4.0 \
target=../../certs/CA/Digital _Signature_Trust_Co._d obal _CA 3. pem
$( OPENSSL10_ CNLY) l'ink path=etc/openssl/certs/a0ldicc2.0 \
target=../../certs/ CA/ | PS_Servidores_root.pem
l'i nk pat h=et c/ openssl / certs/ aObc6f bb. 0 \
target=../../certs/CA Canerfirma_d obal _Chanbersi gn_Root. pem
$( ODENSSLlo_CNLY) i nk pat h=et c/ openssl/certs/al37bdlc. 0 \
target=../../certs/ CA beTRUSTed_Root _CA-Bal ti nore_| npl enent ati on. pem
I'i nk pat h=et c/ openssl/certs/al5b3b6b. 0 \
target=../../certs/CA/ Digital _Signature_Trust_Co._G obal _CA 3. pem
l'ink path= etc/ openssl /certs/a2df 7ad7.0 \
target=../../certs/ CA AddTrust_Public_Servi ces_Root. pem
I'i nk pat h=et c/ openssl / certs/a3896b44.0 \
target=../../certs/CA Security_Comruni cati on_Root_CA. pem
$( OPENSSL10 CNLY) I'i nk pat h=etc/ openssl|/certs/a5fd78f0.0 \
target=../../certs/CA TC TrustCenter_C ass_2_CA |l.pem
I'i nk pat h=et c/ openssl /certs/a6776c69.0 \
target=../../certs/ CA/'| PS_Chai ned_CAs_r oot .
$( OPENSSL10_ CNLY) link path=etc/openssl/certs/ a6a593ba 0\
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581 target=../../certs/CA/ Digital _Signature_Trust_Co._GQ obal _CA 1.pem
582 |ink path=etc/openssl/certs/a7605362.0 \
583 target=../../certs/CA Sonera_Cl ass_2_Root _CA. pem
584 $( ODENSSLlo CNLY) I'i nk pat h=et c/ openssl 7 certs/a760elbd. 0 \
585 arget=../../certs/ CA Vi sa_eComrer ce_Root . pem
586 $( CPENSSLlO CNLY) Iink path=etc/openssl/certs/a8dee976.0 \
587 target=../../certs/CA Swi ssSign_Plati num CA -_Q&2. pem
588 |ink pat h=et c/ openssl / certs/aaad45464.0 \
589 target=../../certs/CA Thawt e_Ti ne_St anpi ng_CA. pem
590 $( OPENSSL10_ CNLY) l'i nk pat h=et ¢/ openssl/certs/ad088eld. 0 \
591 target=../../certs/CA GeoTrust_Universal _CA pem
592 |ink pat h=et c/ openssl /certs/add67345.0 \
593 target=../../certs/ CA Net Lock_Notary_C ass_A Root.pem
594 $( OPENSSL10 G\ILY) I'i nk pat h=et c/ openssl/certs/ ae8153b9. 0 \
595 target=../../certs/CA StartCom Certification_Authority.pem
596 $( CPENSSLlO CNLY) i nk pat h=et c/ openssl/certs/aee5f10d. 0 \
597 arget=../../certs/CA Entrust.net_Prem um 2048_Secur e_Server_CA. pem
598 (ODENSSLlo O\ILY) l'i nk pat h=etc/openssT/certs/af4f0c93.0 \
599 target=../../certs/ CA Entrust.net_Gd obal _Secure_Personal _CA. pem
600 |ink pat h=et c/ openssl / certs/ b0f 3e76e.0 \
601 target=../../certs/ CA d obal Si gn_Root _CA. pem
602 $( OPENSSL10_ONLY) !l ink path=etc/openssl/certs/bl1159c4c.0 \
603 target=../../certs/ CA/Digi Cert _Assured_I| D_Root _CA. pem
604 $(CPENSSL10 O\ILY)I|nk pat h=et ¢/ openssl / certs/b13cc6df. 0 \
605 arget=../../certs/ CA/ UTN_USERFi r st _Har dwar e_Root _CA. pem
606 (CPENSSLlO G\ILY) l'i nk path=etc/openssl/certs/blb8a7f3.0 \
607 target=../../certs/ CAl O STE_W SeKey_G obal _Root _GA_CA. pem
608 $( CPENSSLlO O\ILY)I|nk pat h=et ¢/ openssl / cert s/ b204d74a. 0 \
609 arget=../../certs/CA VeriSign_Class_3_Public_Primary_Certification_Authorit
610 $( ODENSSLlo O\ILY) I'i nk pat h=et ¢/ openss| /certs/b42f7584.0 \
611 target=../../certs/ CAl Staat_der_Nederl anden_Root _CA. pem
612 |ink pat h=et c/ openssl / certs/b5f329fa.0 \
613 target=../../certs/CA/ Verisign_Cass_2_Public_Primary_Certification_Authorit
614 $( OPENSSL10_ O\ILY) l'ink path=etc/ openssl/certs/b66938e9.0 \
615 target=../../certs/CAl Secure_d obal _CA pem
616 $( ODENSSLlo CNLY) Iink path=etc/openssl/certs/b7e7231a.0 \
617 arget=../../certs/ CA Net Lock_Busi ness_Cl ass_B_Root. pem
618 $( CPENSSLlO O\ILY) I'ink pat h=et c/ openssl/certs/b8e83700.0 \
619 target=../../certs/CA/ Verisign_Class_1_Public_Primary_Certification_Authorit
620 $( ODENSSLlo CNLY) I'i nk pat h=et ¢/ openssl / certs/ bad35b78.0 \
621 arget=../../certs/CA Verisign_C ass_4_Public_Primary_Certification_Authorit
622 (CPENSSLlO O\ILY) I'i nk pat h=et c/ openssl /certs/bb2d49a0.0 \
623 target=../../certs/CAl ConSi gn_CA pem
624 1ink path=et c/ openssl / certs/bcdd5959.0 \
625 target=../../certs/CA/ ValiCert_0d ass_2_VA. pem
626 |ink pat h=et c/ openssl / certs/bdad4cc84.0 \
627 target=../../certs/CA Anerica_Online_Root_Certification_Authority_1.pem
628 |ink path=etc/openssl/certs/bdacca6f.0 \
629 target=../../certs/CA Secure_d obal _CA. pem
630 |ink path=etc/openssl/certs/bf64f35b.0 \
631 target=../../certs/ CA Entrust_Root_Certification_Authority.pem
632 |ink path=et c/ openssl / certs/ bf 87590f .0 \
633 target=../../certs/CA beTRUSTed_Root _CA - _RSA | npl enentation. pem
634 $( OPENSSL10_ CNLY) I'i nk pat h=et ¢/ openssl /certs/cOff1f52.0 \
635 target=../../certs/CA/ Verisign_C ass_3_Public_Primary_Certification_Authorit
636 |ink path= et c/ openssl /certs/cl19d42c7.0 \
637 target=../../certs/CA Verisign_Cass_1_Public_Primary_Certification_Authorit
638 |ink path=et c/ openssl /certs/c215bc69. 0 \
639 target=../../certs/CA/ Digital _Signature_Trust_Co._GQ obal _CA 1.pem
640 |ink path= et c/ openssl /certs/c33a80d4.0 \
641 target=../../certs/CA Thawt e_Preni um Server_CA pem
642 |ink path= et c/ openssl /certs/c527e4ab. 0 \
643 target=../../certs/CA Verisign_Cass_4_Public_Primary_Certification_Authorit
644 $( OPENSSL10 G\ILY) I'i nk pat h=et ¢/ openssl| / certs/c5e082db. 0 \
645 target=../../certs/ CA/ UTN_USERFi r st _Emai | _Root _CA. pem
646 $( OPENSSL10_| CNLY) l'i nk pat h=etc/ openssl/certs/c692a373.0 \
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target=../../certs/ CA GIE_Cyber Trust_d obal _Root. pem
$( OPENSSL10_ CNLY) l'i nk pat h=et c/ openssl /certs/c8841d13.0 \
target=../../certs/CA TC Trust Center_Universal _CA |.pem
$( OPENSSL10 CNLY) I'i nk pat h=etc/ openssl/certs/c99398f3.0 \
target=../../certs/ CAl RSA_Securi ty 2048_v3. pem
l'i nk pat h=et ¢/ openssl /certs/c9bc75ba. 0\
target=../../certs/CA ABAecom sub., _Am _Bankers_Assn.
$( ODENSSLlo CNLY) I'i nk pat h=et c/ openssl Jcerts/cof83alc. 0 \
arget=../../certs/ CA Conpdo_Secure_Servi ces_root.pem
(CPENSSLlO CNLY) I'i nk pat h=et c/ openssl /certs/ca6e4ad9. 0 \
target=../../certs/CA ePKl _Root_Certification_Authority.pem
$( ODENSSLlo CNLY) I'i nk pat h=et c/openssl/certs/cb357862.0 \
arget=../../certs/CA Verisign_C ass_2_Public_Pri mary Certification_Authorit
$( CPENSSLlO G\ILY) I'i nk pat h=et ¢/ openssl /certs/ch59f961.0 \
target=../../certs/CA Canerfirma_Gd obal _Chanbersi gn_Root. pem
i nk pat h=et c/ openssl /certs/ch796bcl.0 target=../../certs/CA/ StartCom Ltd..pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl| /certs/cbeee9e2.0 \
target=../../certs/ CA/ GeoTrust_d obal _CA 2. pem
l'ink path= et c/ openssl /certs/ccb919f9.0 \
target=../../certs/CA UTN_USERFi r st _Obj ect _Root _CA. pem
I'i nk pat h= et c/ openssl / certs/ cdaebb72. 0 \
target=../../certs/ CA/ Staat_der_Neder| anden_Root _CA. pem
$( OPENSSL10_ CNLY) I'i nk pat h=et c/ openssl /certs/ce026bf8.0 \
target=../../certs/CA Firnaprof esi onal _Root _CA. pem
l'i nk pat h=et c/ openssl /certs/cf70leeb. 0 \
target=../../certs/CA SecureTrust_CA pem
$( OPENSSL10 CNLY) Ii nk pat h=et c/ openssT/certs/dOcba2e5.0 \
target=../../certs/CA/ StartCom Ltd..pem
I'i nk pat h=et c/ openssl /certs/d2adc77d. 0 \
target=../../certs/ CA Entrust.net_Qd obal _Secure_Personal _CA pem
$( CPENSSLlO_CNLY) I'i nk pat h=et c/ openssl/certs/d495d385. 0 \
target=../../certs/CA | PS_Ti mest anpi ng_r oot . pem
l'ink path=et c/ openssl /certs/ d537fba6. 0 \
target=../../certs/ CA TDC_ | nt er net _Root _CA. pem
I'i nk pat h=et ¢/ openssl /certs/ d78a75¢c7.0 \
target=../../certs/CA Verisign_Cass_2_Public_Primary_Certification_Authorit
$( OPENSSL10 CNLY) I'i nk pat h=et c/ openssl|/certs/d7e8dc79.0 \
target=../../certs/CA QuoVadi s_Root _CA 2.pem
I'i nk pat h=et c/ openssl /certs/d8274e24.0 \
target=../../certs/ CA/ UTN- USER _Fi r st - Net wor k_Appl i cati ons. pem
$( OPENSSL10_ONLY) i nk pat h=et ¢/ openssl/certs/d9d12c58.0 \
target=../../certs/ CA Net Lock_Notary_C ass_A Root.pem
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openssl / certs/dc45b0bd. 0 \
target=../../certs/CA/ Verisign_Class_2 Public_Primary_Certification_Authorit
$( OPENSSL10 CNLY)I|nk pat h=et ¢/ openssl / certs/ dc4ebcb9. 0 \
target=../../certs/CA/ | PS_CLASEl_r oot.pem
l'i nk pat h=et c/ openssl /certs/ddc328ff.0 \
target=../../certs/CA Thawt e_Server _CA pem
$( OPENSSL10_ O\ILY)I|nk pat h=et ¢/ openssl /certs/e113¢810.0 \
target=../../certs/CA Certigna. pem
|'i nk pat h=et c/ openssl /certs/e268a4c5.0 \
target=../../certs/CA/ AddTrust _Low Val ue_Servi ces_Root . pem
$( OPENSSL10_ONLY) I'i nk pat h=et ¢/ openssl /certs/e536d871. 0 \
target=../../certs/CA AddTrust_Qualified_Certificates_Root.pem
|'i nk pat h=et c/ openssl/certs/e60bf0c0.0 \
target=../../certs/ CA/ Swi sscom Root _CA 1. pem
I'i nk pat h=et c/ openssl/certs/e7461595.0 \
target=../../certs/ CAMD5_Col | isions_Forged_Rogue_CA 25c3. pem
|'i nk pat h=et c/ openssl|/certs/e775ed2d. 0 \
target=../../certs/ CA GeoTrust_Uni versal _CA pem
I'i nk pat h=et c/ openssl/certs/e7b8d656.0 \
target=../../certs/CA Equi fax_Secure_eBusi ness_CA 1. pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl / certs/eacdeb40.0 \
target=../../certs/ CA Amrerica_Online_Root_Certification_Authority_1.pem
I'i nk pat h=et c/ openssl/certs/ed049835.0 \
target=../../certs/ CA/ Verisign_Cl ass_4 Public_Primary_Certification_Authorit

_Root _CA. pem
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|'i nk pat h=et c/ openssl|/certs/ed524cf5.0 \
target=../../certs/CA Entrust.net_Secure_Server_CA pem
I'i nk pat h=et c/openssl/certs/ed62f4e3.0 \
target=../../certs/CA Verisign_Cass_2_Public_Primary_Certification_Authorit
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl / certs/ed9bb25c. 0 \
target=../../certs/ CA/ AOL_Ti me_Warner_Root_Certification_Authority_1.pem
$( OPENSSL10 O\ILY)I|nk pat h=et ¢/ openssl /certs/eel365c0.0 \
target=../../certs/CA/ Verisign_Cass_1_ Public_Primary_Certification_Authorit
$( OPENSSL10 O\ILY) l'ink pat h=etc/openssl/certs/ee64a828.0 \
target=../../certs/CA Conodo_AAA Services_root.pem
l'i nk pat h=et c/ openssl /certs/ee7cd6fb. 0 \
target=../../certs/CA Canerfirma_Chanbers_of _Conmmrer ce_Root.pem
$( OPENSSL10 O\ILY) I'i nk pat h=et c/ openss| /certs/eed8c118.0 \
target=../../certs/ CA/ COMODO ECC Certification_Authority.pem
$( OPENSSL10 CNLY) Iink pat h=et c/ openssl /certs/ef2f636c.0 \
target=../../certs/ CAl Equi f ax_Secure_d obal _eBusi ness_CA. pem
$( CPENSSLlO_O\lLY) i nk pat h=etc/openssl/certs/f060240e.0 \
target=../../certs/CA/ Certplus_Class_2_Primary_CA pem
$( OPENSSL10 CNLY) I'i nk pat h=et ¢/ openssl /certs/f081611a 0\
target=../../certs/ CAl Go_Daddy_Cl ass_2_CA. p
$( OPENSSL10 O\ILY) l'ink pat h=etc/openssl/ certs/f2cce23a 0\
target=../../certs/ CA beTRUSTed_Root _CA. pem
$( (PENSSLlO_CNLY) I'i nk pat h=et c/ openssl/certs/f3377blb. 0 \
target=../../certs/CA/ Security_Comunication_Root_CA pem
$( OPENSSL10 CNLY) I'i nk pat h=et ¢/ openss|/certs/f387163d.0 \
target=../../certs/CA Starfield_C ass_2_CA pem
$( OPENSSL10 CNLY) link path=etc/openssl/certs/f39fc864.0 \
target=../../certs/ CAl SecureTrust_CA pem
I'i nk pat h= et c/ openssl /certs/f3cfleB8e.0 \
target=../../certs/CA beTRUSTed_Root _CA-Bal ti nore_| npl enent ati on. pem
l'ink pat h= et c/ openssl /certs/f4996e82.0 \
target=../../certs/CA/ ValiCert_d ass_1_VA pem
l'ink path= etc/ openssl /certs/f559733c.0 \
target=../../certs/ CA S- TRUST_Aut henti cati on_and_Encrypti on_Root _CA 2005_PN.
I'ink pat h= et c/ openssl /certs/f58a60fe.0 \
target=../../certs/CA ConSi gn_Secured_CA pem
l'i nk pat h=et c/ openssl /certs/f61bff45.0 \
target=../../certs/ CA M crosec_e-Szi gno_Root _CA. pem
I'i nk pat h=et c/ openssl/certs/f64d9715.0 \
target=../../certs/ CA/'l PS_Servi dores_root.pem
I'i nk pat h=et c/ openssl /certs/f73e89fd.0 \
target=../../certs/ CA Verisign_RSA Secure_Server_CA pem
$( OPENSSL10 O\ILY) I'i nk pat h=et ¢/ openssl /certs/f90208f7.0 \
target=../../certs/CAl Canerfirma_Chanbers_of _Conmmerce_Root. pem
l'i nk pat h=et c/ openssl /certs/f950ccc2.0 \
target=../../certs/CA/ | PS_CLASEl_root.pem
|'i nk pat h=et c/ openssl|/certs/facacbc6.0 \
target=../../certs/CA/ Veri Sign_Class_3 Public_Primary_Certification_Authorit
I'i nk pat h=et c/ openssl/certs/fde84897.0 target=../../certs/CA/ Certigna. pem
$( OPENSSL10_ONLY) | i nk pat h=et c/ openssl|/certs/f €30b214. 0 \
target=../../certs/CA ABAecom sub., _Am Bankers Assn. _Root _CA. pem
I'i nk pat h=et c/ openssl certs/ff588423.0 tar get = .Tcert s/ CAl ConSi gn_CA. pem
I'i nk pat h=et c/openssl/certs/ff783690.0 \

target=../../certs/CA UTN_USERFi r st _Har dwar e_Root _CA. pem



