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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
*
*
*

CDDL HEADER END
/

23 * Copyright 2007 Sun M crosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.
25 */

27 #include <sys/dtrace. h>

29 #define | NTFUNC( x) \
30 BEG N \
31 | * DSTYLED*/ \
32 { \
33 subr ++; \
34 @ (long)x] = sum(1); \
35 | * DSTYLED*/ \
36 }

38 #define STRFUNC(x) \
39 BEG N \
40 / *DSTYLED*/ \
41 { \
42 subr ++; \
43 @tr[x] = sum(1l); \
44 | * DSTYLED*/ \
45 }

47 #define VO DFUNC( x) \
48 BEG N \
49 / *DSTYLED*/ \
50 { \
51 subr ++; \
52 | * DSTYLED*/ \
53 }

55 | NTFUNC(rand())

56 | NTFUNC( nut ex_owned( & cpu_I ock))

57 | NTFUNC( nut ex_owner ( & cpu_l ock))

58 | NTFUNC( nut ex_t ype_adapti ve( & cpu_| ock))
59 | NTFUNC( nut ex_t ype_spi n( & cpu_I ock))

60 | NTFUNC(rw_r ead_hel d( & vfssw_| ock))

61 I NTFUNC(rw write_hel d(& vfssw_|ock))
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62 | NTFUNC(rw_i swriter(& vfssw_|ock))

63 | NTFUNC( copyi n( NULL, 1))

64 STRFUNC( copyi nstr(NULL, 1))

65 | NTFUNC( specul ation())

66 | NTFUNC( progenyof ($pi d))

67 | NTFUNC(strlen("fooey"))

68 VO DFUNC( copyout )

69 VO DFUNC( copyout str)

70 | NTFUNC( al | oca(10))

71 VO DFUNC( bcopy)

72 VO DFUNC( copyi nt 0)

73 | NTFUNC( msgdsi ze( NULL) )

74 | NTFUNC( msgsi ze( NULL) )

75 | NTFUNC( get maj or (0))

76 1 NTFUNC( get m nor (0))

77 STRFUNC(ddi _pat hname( NULL, 0))

78 STRFUNC(strjoin("foo", "bar"))

79 STRFUNC(IItostr(12373))

80 STRFUNC( basenane("/var/crash/systentap"))
81 STRFUNC(dirnane("/var/crash/systentap"))
82 STRFUNC(cl eanpat h("/var/crash/ syst ent ap") )

83 STRFUNC(strchr("The SystenTap, The." t

84 STRFUNC(strrchr("The SystenTap, The. Tt ))
85 STRFUNC(strstr("The SystenTap, The. "The"))
86 STRFUNC(strtok("The Systenfap, The.", "T"))
87 STRFUNC(substr("The Systenfap, The."

88 | NTFUNC(i ndex(" The SysteniTap, The. The ))
89 | NTFUNC(ri ndex("The Systeniap, The.", "The"))

90 | NTFUNC( ht ons(0x1234))
91 | NTFUNC( ht onl (0x12345678) )
92 | NTFUNC( ht onl | (0x1234567890abcdef L))
93 | NTFUNC( nt ohs( 0x1234))
94 | NTFUNC( nt ohl (0x12345678))
95 | NTFUNC( nt ohl | (0x1234567890abcdef L))
96 STRFUNC(i net _ntoa( (i paddr_t *)alloca(sizeof (ipaddr_t))))
97 STRFUNC(i net _ntoa6((in6_addr_t *)alloca(sizeof (in6_addr_t
98 STRFUNC(i net_nt op( AF_I NET, (void *)alloca(sizeof (ipaddr_t
99 STRFUNC(t oupper ("fo0"))
100 STRFUNC(t ol ower ("BAR"))
101 | NTFUNC( get f (0))

)
)))

~——

103 BEG N

104 /subr == DI F_SUBR MAX + 1/
105

106 exit(0);

107

__unchanged_portion_onitted_
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1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # When distributing Covered Code, include this CDDL HEADER i n each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright (c) 2012, Joyent, Inc. Al rights reserved.

24 #

26 tnpin=/tnp/tst.fds.$$.d

27 tnpout1=/tnp/tst.fds.$$. outl

28 tnpout2=/tnp/tst.fds.$$. out 2

30 cat > $tnpin <<EOF
31 #define DUWPFI ELD(fd, fnt, field) \

32 errnsg = "could not dunp field"; \

& printf("%l: field =fnt\n", fd, fds[fd].field);
35 /*

36 * Note that we are explicitly not |ooking at fi_mount -- it (by design) does
37 * not work if not running with kernel perm ssions.
38 */

39 #define DUVP(fd) \

40 DUVPFI ELD(fd, %, fi_name); \

41 DUWPFI ELD(fd, %, fi_dirnane); \

42 DUVPFI ELD(fd, %, fi_pathnane); \

43 DUVPFI ELD(fd, %l, fi_offset); \

44 DUVPFI ELD(fd, %, fi _fs);

45 DUWPFI ELD(fd, %, fi_oflags);

47 BEGA N

48 {

49 DUMP( 0) ;

50 DUMP( 1) ;

51 DUMP( 2) ;

52 DUMP( 3) ;

53 DUMVP( 4) ;

54 exit(0);

55 }

57 ERROR

58 {

59 printf("error: %\n", errnsg);

60 exit(1);
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62 ECF

#
65 # First, with all privs
#

67 /usr/shin/dtrace -q -Cs /dev/stdin < $tnpin > $t npout 2
68 mv $tnpout2 $t npout 1

70 #
71 # And now with only dtrace_proc and dtrace_user -- the output should be
72 # identical.
#
74 ppriv -s A=basic,dtrace_proc, dtrace_user $$
76 /usr/sbin/dtrace -q -Cs /dev/stdin < $tnpin > $tnpout2

78 echo ">>> $tnpout 1"
79 cat $tnpoutl

81 echo ">>> $t npout 2"
82 cat $tnpout 2

84 rval =0

86 if ! cnp $tnpoutl $tnpout2 ; then
87 rval =1

88 fi

90 rm $tnpout 1 $t mpout 2 $t npi n
91 exit $rval
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1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # When distributing Covered Code, include this CDDL HEADER i n each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
22 #
23 # Copyright (c) 2012, Joyent, Inc. Al rights reserved.

#

26 ppriv -s A=basic,dtrace_proc, dtrace_user $$
28 /usr/sbhin/dtrace -q -Cs /dev/stdin <<EOF
30 #define CANREAD(field) \

31 BEG N { this->fp = getf(0); errnsg = "can’t read field"; \

32 printf("field: "); trace(this->fp->field); printf("\n"); }
34 #define CANTREAD(field) \

35 BEG N { errmsg:"'; this->fp = getf(0); trace(this->fp->field);
36 printf("\nable to successfully read field!"); exit(1);

38 CANREAD(f _fl ag)

39 CANREAD(f fl ag2)

40 CANREAD( f _vnode)

41 CANREAD(f _of f set)

42 CANREAD(f _cr ed)

43 CANREAD(f _audit _dat a)
44 CANREAD(f _count)

46 /*
47 * W can potentially read parts of our cred, but we can’t dereference
48 * through cr_zone.

*/

50 CANTREAD(f _cred->cr_zone->zone_i d)

52 CANREAD(f _vnode->v_pat h)
53 CANREAD( f _vnode- >v_op)
54 CANREAD( f _vnode- >v_op->vnop_nane)

56 CANTREAD(f _vnode->v_fI ag)

57 CANTREAD(f _vnode->v_count)

58 CANTREAD(f _vnode- >v_pages)

59 CANTREAD(f _vnode->v_t ype)

60 CANTREAD( f _vnode- >v_vf snount edher e)
61 CANTREAD(f _vnode- >v_op- >vop_open)

\
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63 BEG N
64 {

’getf(O);
= getf(1);

(2]
o
)

rrnsg
hi s- >f
hi s->f

69 trac

e(t >fp >f _vnode) ;
70 pri ntf(
(1)

able to successfully read this->fp!");

=) 'UU 1

71 exit

74 BEG N
{
76 errmsg = "
77 this->fp = getf(O)
80 BEG N

82 trace(this->fp->f_vnode);

83 printf("\nable to successfully read this->fp fromprior clause!"

86 BEG N
{
88 exit(0);
91 ERROR
92 /errnmsg !=""/
{
94 printf("fatal error: %", errnsg);

95 exit(1);

98 ECF

)5
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
22 /*
23 * Copyright (c) 2003, 2010, Oacle and/or its affiliates. Al rights reserved.
24 * Copyright (c) 2012, Joyent, Inc. Al rights reserved.
24 * Copyright (c) 2011, Joyent, Inc. Al rights reserved.
25 * Copyright (c) 2011 by Del phix. Al rights reserved.
26 */
28 #include <sys/types. h>

29 #i
30 #i
31 #i

33 #i
34 #i
35 #i
36 #i
37 #i
38 #i
39 #i
40 #i
41 #i
42 #i

44 #define

45 #i

46 #undef

48 #i
49 #i
50 #i
51 #i
52 #i
53 #i

55 /

5
~
L I

ncl ude <sys/nodctl . h>
ncl ude <sys/system nfo. h>
ncl ude <sys/resource. h>

ncl ude <libel f.h>
ncl ude <strings. h>
ncl ude <all oca. h>
nclude <limts. h>
ncl ude <uni std. h>
ncl ude <stdlib. h>
ncl ude <stdio. h>

nclude <fcntl. h>

ncl ude <errno. h>

ncl ude <assert. h>

_POSI X_PTHREAD_SENMANTI CS
ncl ude <dirent. h>
_POSI X_PTHREAD_SEMANTI CS

nclude <dt _i npl. h>

ncl ude <dt_program h>
ncl ude <dt_nodul e. h>
ncl ude <dt_printf.h>
nclude <dt_string. h>
ncl ude <dt_provider. h>

Stability and versioning definitions. These #defines are used in the tables
of identifiers belowto fill in the attribute and version fields associated
with each identifier. The DI_ATTR * macros are a conveni ence to pernit nore
conci se decl arati ons of common attributes such as Stabl e/ Stabl e/ Common. The
DT_VERS_* macros declare the encoded integer values of all versions used so
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124

R T

*

*/

far. DT_VERS_LATEST nust correspond to the |atest version value anong all
versions exported by the D conpiler. DT_VERS STRING nust be an ASCI| string
that contains DT_VERS LATEST within it along with any suffixes (e.g. Bet a) .
You nust update DT_VERS_LATEST and DT_VERS_STRI NG when adding a new versi on,
and then add the new version to the _dtrace_versions[] array decl ared bel ow.
Refer to the Solaris Dynam ¢ Tracing CGuide Stability and Versioning chapters
respectively for an explanation of these DIrace features and their val ues.

NOTE: Al though the DTrace versioning scheme supports the |abeling and
introduction of inconpatible changes (e.g. dropping an interface in a
maj or release), the libdtrace code does not currently support this.
Al'l versions are assuned to strictly inherit fromone another. |If
we ever need to provide divergent interfaces, this will need work.

#defi ne DT_ATTR_STABCWN { DTRACE_STABI LI TY_STABLE, \

DTRACE_STABI LI TY_STABLE, DTRACE_CLASS_COWON }

#define DT_ATTR_EVOLCWN { DTRACE_STABI LI TY_EVOLVI NG, \

DTRACE_STABI LI TY_EVOLVI NG, DTRACE_CLASS_COVMON \
}
/*
* The version nunber should be increased for every custoner visible rel ease
* of Solaris. The nmaj or nunber should be incremented when a fundanent al
* change has been nade that would affect all consuners, and would reflect
* sweepi ng changes to DIrace or the D | anguage. The minor nunber should be
* increnented when a change is introduced that could break scripts that had
* previously worked; for exanple, adding a new built-in variable could break
* a script which was already using that identifier. The micro nunber shoul d
* be changed when introducing functionality changes or major bug fixes that
* do not affect backward conpatibility -- this is nmerely to make capabilities
* easily determined fromthe version nunber. M nor bugs do not require any
*/erdifi cation to the version nunber.
*
#define DT_VERS 1 0 DT_VERSI ON_NUMBER(1, 0, 0)
#define DT_VERS 1_1 DT_VERSI ON_NUMBER(1, 1, 0)
#define DT_VERS 1_2 DT_VERSI ON_NUMBER(1, 2, 0)
#define DI_VERS 1_2_1 DT_VERSI ON_NUMBER(1, 2, 1)
#define DT_VERS 1 2 2  DT_VERSI ON_NUMBER(1, 2, 2)
#define DT_VERS 1_3 DT_VERSI ON_NUMBER(1, 3, 0)
#define DT_VERS_1_4 DT_VERSI ON_NUMBER(1, 4, 0)
#define DI_VERS 1_4_1 DT_VERSI ON_NUMBER(1, 4, 1)
#define DT_VERS 1 5 DT_VERSI ON_NUMBER(1, 5, 0)
#define DT_VERS 1 6 DT_VERSI ON_NUMBER(1, 6, 0)
#define DT_VERS_1_6_1  DT_VERSI ON_NUMBER(1, 6, 1)
#define DI_VERS 1_6_2 DT_VERSI ON_NUMBER(1, 6, 2)
#define DT_VERS 1 6_3 DT_VERSI ON_NUMBER(1, 6, 3)
#define DT_VERS 1 7 DT_VERSI ON_NUMBER(1, 7, 0)
#define DT_VERS_1_7_1  DT_VERSI ON_NUMBER(1, 7, 1)
#define DI_VERS 1_8 DT_VERS| ON_NUMBER(1, 8, 0)
#define DT_VERS 1 8 1  DT_VERSI ON_NUMBER(1, 8, 1)
#define DT_VERS 1 9 DT_VERSI ON_NUMBER(1, 9, 0)
#define DT_VERS_1_10 DT_VERSI ON_NUMBER( 1, 10, 0)

#def i ne DT_VERS_LATEST
#def i ne DT_VERS_STRI NG
#def i ne DT_VERS_LATEST
#def i ne DT_VERS_STRI NG

DT_VERS_1_10
“Sun D 1.10"
DT_VERS_1_9
"Sun D 1.9"

const dt_version_t _dtrace_versions[] = {

DT_VERS_1_0, /* D APl 1.0.0 (PSARC 2001/466) Solaris 10 FCS */
DT_VERS 1 1, /* DAPI 1.1.0 Solaris Express 6/05 */

DT_VERS 1_2, /* DAPI 1.2.0 Solaris 10 Update 1 */
DI_VERS 1 2 1, /* DAPI 1.2.1 Solaris Express 4/06 */
DT_VERS 1 2 2, /* DAPI 1.2.2 Solaris Express 6/06 */

DT_VERS 1_3, /* D APl 1.3 Solaris Express 10/06 */
DT_VERS_1_4, /* D APl 1.4 Solaris Express 2/07 */
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DI_VERS 1 4 1, /* DAPI 1.4.1 Solaris Express 4/07 */

DT_VERS 1_5, /* D APl 1.5 Solaris Express 7/07 */

DT_VERS_1_6, /* DAPl 1.6 */

DI_VERS 1 6_1, /* DAPI 1.6.1 */

DI_VERS 1 6_2, /* DAPl 1.6.2 */

DI _ VERS 1 6 3, /* DAPl 1.6.3 */

DT_VERS_1_7, /* DAPl 1.7 */

DI_VERS 1 7.1, /* DAPl 1.7.1 */

DT_VERS 1_8, /* DAPI 1.8 */

DI _ VERS 1 8 1, /* DAPl 1.8.1 */

DT_VERS_1_9, /* DAPI 1.9 */

DT_VERS_1_10, /* D APl 1.10 */

0
Tabl e of global identifiers. This is used to populate the global identifier
hash when a new dtrace client open occurs. For nore info see dt_ident.h.
The global identifiers that represent functions use the dt_idops_func ops
and specify the private data pointer as a prototype string which is parsed
when the identifier is first encountered. These prototypes | ook |ike ANSI
C function prototypes except that the special synbol "@ can be used as a
wildcard to represent a single paraneter of any type (i.e. any dt_node_t).
The standard " " notation can also be used to represent varargs. An enpty

148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
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167
168
169
170
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172
173
174
175
176
177
178
179
180
181
182
183
184
185
186

187 {

188
189
190

paranmeter list is taken to nean void (that is,
A paraneter enclosed in square brackets (e.g.
argunent .

no argunents are pernmitted).
"[int]"™) denotes an optional

atic const dt_ident_t _dtrace_globals[] = {

"al l oca", DT_IDENT FUNC 0, DI F_SUBR _ALLCCA, DT_ATTR STABCWN, DT_VERS 1_0,
&dt _i dops_func, "void *(size_t)" },

"arg0", DT_I DENT_ SC‘ALAR 0, DI F VAR_AR®), DT_ATTR_STABCMW\,

&dt _idops_type, "int 64t By

DT_| DENT_SCALAR, 0, DI F_VAR ARGL,

&dt i dops_type, "int64_t" },

"arg2", DT_I DENT_SCALAR,
&dt _i dops_type, "int64_t" }

"arg3", DT_| DENT_SCALAR, 2
&dt _i dops_type, "int64_t" },

"arg4", DT_| DENT_SCALAR,
&dt _i dops_type, "int64_t"

"arg5", DT_| DENT_SCALAR, 0, DIF_ VAR _ARGS,
&dt _i dops_type, "int64_t" },
"arg6", DT_| DENT _SCALAR, 0, DI F_VAR ARGS,

&dt _i dops_type, "int 64 _t"

"arg7", DT_| DENT_SCALAR, 0, DIF_ VAR _ARGY7,
&dt _i dops_type, "int64_t" },
"arg8", DT_I DENT_SCALAR, 0, DI F_VAR ARGS,

&dt _i dops_type, "int 64 t" 71,
"arg9", DT_| DENT_SCALAR, 0, DI F_VAR AR®9,
&dt _idops_type, "int64_t" },
DT_| DENT_ARRAY, 0, DIF_VAR _ARGS,
adt _idops_args, NULL 1,
avg", DT_I DENT_ AGGFUNC 0, DTRACEAGG 5 AVG, DT_ATTR_STABCWN, DT_VERS_1_0,
&dt _i dops_func, "voi d
"basenane”, DT_| DENT_ FUNC 0, DI F SUBR_BASENAME, DT_ATTR_STABCWN, DT_VERS_ 1_0,
&dt |dops func, strlng(const char *)"
"bcopy", DT_I DENT FUNC 0, DIF SUBR BCOPY, DT ATTR STABCMN, DT_VERS 1 0,
&dt |dops func, "void(void *, void *, size t)" },
"breakpoi nt", DT_I DENT_ACTFUNC, 0, DT_ACT_BREAKPO NT,
DT_ATTR STABCWN, DT_VERS 1 0
&dt _i dops_func, "void()"
"cal ler", DT_I DENT_ SOALAR 0, D F VAR_CALLER, DT_ATTR_STABCMN, DT_VERS_1_0,
&dt _idops_type, "uintptr_t""},
“chill", DT_IDENT_ACTFUNC, 0, DT_ACT_CHILL, DT_ATTR STABCWN, DT_VERS 1 0,
&dt _i dops_func, "voi d(| nt)" },

DT_VERS 1_0,
DT_ATTR STABCMN, DT_VERS 1 0,
DT_ATTR STABCWN, DT _VERS 1 0,
DT_ATTR STABCMN, DT_VERS 1 0,
DT_ATTR STABCWN, DT_VERS 1 0,
DT_ATTR STABCWN, DT_VERS 1 0,
DT_ATTR STABCWN, DT _VERS 1 0,
DT_ATTR STABCMN, DT_VERS 1 0,
DT_ATTR STABCWN, DT _VERS 1 0,
DT_ATTR STABCWN, DT_VERS_1_0,

"args" DT_ATTR _STABCWN, DT_VERS_1_0,
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191 {
192
193 {
194
195 {
196
197 {
198
199 {
200
201
202 {
203
204
205
206
207
208
209
210
211 {
212
213
214
215 {
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241 {
242
243
244 {
245
246 {
247
248 {
{
{
{

~— o~

-~

249
250
251
252
253
254
255
256 {

“cl eanpath", DT_I DENT_FUNC, 0, DIF_ SUBR CLEANPATH, DT_ATTR_STABCMW,
DT VERS 1_0, &dt_idops_ func "string(const char *)"
DT_I DENT ACTFUNC 0, DT ACT CLEAR, DT_ATTR_ STABCNN DT_VERS_1_0,

&dt _idops_func, "void(...)"

“conmit", DT_| DENT ACTFUNC 0, DT_ ACT COM T, DT_ATTR _STABCMN, DT_VERS_1_0,
&dt _idops_func, "void(int)" "},

"copyi n", DT_I DENT FUNC 0, DI F_SUBR_COPYIN, DT_ATTR STABCWN, DT_VERS 1_0,
&dt |dops func, "voi d *(uintptr_t, size_t)" },

"copyinstr", DT_I DENT_FUNC, 0, DI F_ SUBR COPY! NSTR,
DT ATTR STABCWN, DT_VERS_1 0,
&dt_i dops_func, strlng(umtptr t, [size_t])" },

"copyinto", DI_IDENT_FUNC, 0, DIF_ SUBR CCPYI NTO, DT_ATTR_STABCWN,
DT_ VERS 1.0, &dt_idops_func, "void(uintptr_t, size t, void *)"

"copyout™, DT_I DENT FUNC 0, DIF_ SUBR COPYQUT, DT_, ATTR STABCI\/N DT_ VERS 1.0,
&dt | |dops func, "voi d(v0|d T*, uintptr_t, size t)" },

"copyoutstr", DT_ IDENT FUNC, 0, DI F_SUBR | OODYCUTSTR
DT_ ATTR STABCWN, DT_VERS_1_0,

"clear"

&dt i dops_func, "void(char *, uintptr_t, size t)" },
"count", DT_I DENT AGGFUNC 0, DTRACEAGG_ COJNT DT_ATTR_STABCWN, DT_VERS_1_0,
&dt _i dops_func, "voi d()
"curthread", DT_ IDENT SCALAR, O, "Dl F_VAR_CURTHREAD,
{ DTRACE STABI LT TY_STABLE, DTRACE_STABI LI TY_PRI VATE,
DTRACE_CLASS _ OOVND\I }, DT_VERS_1 0,
&dt |dops type, "genunix'kthread_t *" 1},
"ddi _pat hnane", DT_|I DENT_FUNC, 0, DI F_SUBR DDI _PATHNAME,

DT_ATTR EVO_CI\/N DT_VERS 1 0,
&dt_ldops func, "string(void *, int64_t)" },

"denormal i ze", DT_| | DENT ACTFUNC, 0, DT_ACT_DENORMALI ZE, DT_ATTR_STABCW\,
DT_ VERS 1.0, &dt_idops_func, "void(...)" },

DI F_SUBR_DI RNAME, DT_ATTR_STABCWN, DT_VERS 1_0,

“di rname™, DT_| DENT FUNC 0,
&dt | _idops_func, "string(const char *)" },

"di scard", DT_I DENT ACTFUI\K: 0, DT ACT_DI SCARD, DT_ATTR_STABCWN, DT_VERS_ 1_0,
&dt i dops_func, "void(int T,

"epid", DT_| DENT_ SCALAR 0, DI F_VAR EPI D, DT_ATTR_STABCW, DT_VERS 1_0,
adt _idops_type, "uint_t" Y,

"errno", DT_I DENT SCALAR 0, DI F_VAR ERRNO, DT_ATTR _STABCM\, DT_VERS 1_0,
&dt_l dops_type, "int"

"execnane”, DT_| DENT_SCALAR 0, D F_VAR_EXECNAME,
DT_. ATTR STABCMN, DT_VERS 1_0, &dt_idops_type, "string" },

"exit", DT_I DENT ACTFUNC ~o0, DT ACT EXI T, DT_ATTR_STABCWN, DT_VERS_1_0,
adt _idops_func, "voi d(| nt)"

"freopen", DT_| DENT_ ACTFUNC, 0, DT_ ACT FREOPEN, DT_ATTR_STABCWN,
DT VERS 1.1, &dt_idops_func, "void(@ ...)" },

"ftruncate", DI_ | DENT ACTFUNC, O, DT ACT FTRUI\KZATE DT_ATTR_STABCMWN,
DT VERS 1_0, &dt_idops_ func "void()" },

"func", DT_|I DENT_ACTFUNC, 0, DT_ ACT SYM DT_ATTR_STABCW,
DT VERS 1 2, &dt_idops_func, " _symaddr(uintptr_t)" },

"getmajor", DT T DENT FUNC, 0, DI F_SUBR _GETMAJCR,
DT_ATTR EVOLCWN, DT_ VERS 1.0,
&dt’ |dops func, "genunix‘ major_t(genunix‘dev_t)" },

"getm nor”, DI_IDENT_FUNC, 0, DI F_SUBR GETM NOR,
DT_ATTR EVOLCWN, DT VERS 1.0,
&dt _i dops_func, "genuni x"m nor_t (genuni x‘ dev_t)" },

"htonl", DT_I DENT FUNC 0, DI F_SUBR _HTONL, DT_ATTR EVOLCWN, DT_VERS 1_3,
&dt _i dops_func, "uint32_t(uint32_t)"

"htonl|", DT_I DENT FUNC 0, DI F_SUBR_HTONLL, DT ATTR_EVOLCWN, DT_VERS 1_3,
&dt _i dops_func, "ui nt 64 t(uint64_t)"

"htons", DT_I DENT FUNC 0, D F_SUBR_HTONS, DT ATTR_EVOLCWN, DT_VERS 1_3,
&dt _i dops_func, "uint16_t(uint16_t)"

"getf", DT_I DENT FU\IC 0, DI F_SUBR GETF, DT_ A'I'I'R STABCMN, DT_VERS_1_10,
&dt _idops_func, f|Iet *(int)"

"gid", DT_IDENT_ SCALAR 0, DIF_VAR G D, DT ATTR_STABCWN, DT_VERS_1_0,

&dt i dops_type, "gi d _t"
"id", DT_IDENT_SCALAR, 0, DIF_ VAR I D, DT_ATTR _STABCWN, DT_VERS 1_0,
&dt _i dops_type, "uint_t" },
"index", DT_IDENT_FUNC, 0, DIF_SUBR INDEX, DT_ATTR STABCMN, DT _VERS 1 1,
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257 &dt |dops func, "int(const char *, const char *, [int])" }, 323 DT_ATTR_STABCWN, DT_VERS 1_0, &dt_idops_type, "string" },

258 { "inet_ntoa", DT_ | DENT FUNC, 0, DI F_ SUBR | NET_NTQA, DT_ATTR_STABCMW\, 324 { "probenane”, DT_|I DENT_SCALAR, 0, DiF -~ VAR_PROBENANME,

259 DT VERS 1°5, &dt_i dops_ func "string(ipaddr_t *)" 1}, 325 DT, ATTR STABCWN, DT VERS_l 0, &dt_idops_type, "string" },

260 { "inet_ntoa6", DT_| DENT_FUNC, O, Di F_SUBR_I NET_| NTCA6, DT_ATTR_STABCW, 326 { "probeprov", DT_I DENT_SCALAR 0, DI F_VAR PROBEPROV,

261 DT VERS 1.5, &dt i dops_func Tstring(in6_addr_t *)" }, 327 DT ATTR STABCWN, DT_VERS_1 0, &dt_idops_type, "string" },

262 { "inet_ntop", DT_IDENT_FUNC, 0, DIF_ SUBR | NET_NTOP, DT_ATTR_STABCMW, 328 { "progenyof", DT_IDENT_FUNC, 0, DI F_SUBR PROGENYOF,

263 DT VERS 1_5, &dt_idops_ func "string(int, void *)" }, 329 DT_ATTR STABCWN, DT VERS 1.0,

264 { "ipl", DT_IDENT_ SC‘ALAR 0, D F VAR | PL, DT_ ATTR STABCMN, DT_VERS_1_0, 330 &dt _i dops_func, "int(pid_t)" },

265 &dt ~i dops_type, "uint_t"}, 331 { "quantize", DT_|I DENT_AGGFUNC, 0, DTRACEAGG QUANTI ZE,

266 { "jstack", DT_I DENT ACTFUNC 0, DT_ACT_JSTACK, DT_ATTR STABCWN, DT_VERS 1 0, 332 DT ATTR STABCWN, DT _VERS 1 0,

267 &dt_l dops_func, "stack(...)™ }, 333 &dt _i dops_func, "void(@ .. ) 1,

268 { "lltostr", DT_| DENT FUNC 0, Di F SUBR_LLTOSTR, DT_ATTR_STABCWN, DT_VERS_1_0, 334 { "raise", DT_IDENT ACTFUNC 0, DT ACT RAI SE, DT_ATTR _STABCWN, DT_VERS_1_0,
269 &dt _i dops func, "stri ng(l nt64_t, [int])" }, 335 &dt _i dops_func, "voi d(l nt)"

270 { "Il quantize", DT_|I DENT_AGGFUNC, O, DTRACEAGG 5> LLQUANTI ZE, DT_ATTR_STABCMW\, 336 { "rand", DT_| DENT FU\IC 0, DI F_SUBR | RAND DT_ATTR_STABCMN, DT_VERS_1_0,

271 DT VERS_1 7, &dt”idops_func, 337 &dt _Tdops_func, "int()"},

272 "voi d(@ |nt 32_t, int32_t, |nt 32_t, int32_t, ...)" }, 338 { "rindex", DT_I DENT FUNC 0, DI F_SUBR_RI NDEX, DT_ATTR _STABCWN, DT_VERS 1_1,
273 { "lquantize", DT_| DENT . AGGFUNC O DTRACEAGG LQJANTI ZE 339 &dt |dops func, int(const char *, const char *, [int])" },

274 DT ATTR STABCWN, DT_VERS_1_0, 340 { "rw_iswiter", DT_IDENT_FUNC, O, DI F_SUBR RW.| SWRI TER,

275 &dt _i dops_func, "void(@ int 32 t, int32_t, DT 341 DT_ATTR. EVOLCWN, DT_VERS 1 0,

276 { "max", DT_I DENT A(XEFUNC 0, DTRACEAGG I\/AX DT_. ATTR STABCNN DT_VERS_1_0, 342 &dt _i dops_func, "int(genunix‘ krw ock_t *)"

277 &dt i dops_func, "voi d(@ }, 343 { "rw_read_hel d", DT_ IDENT FUNC, 0, DIF_SUBR_ RWREAD HELD,

278 { "mn", DT_I DENT AGG:UNC, 0, DTRACEAGG M N, DT_ATTR STABCWN, DT_VERS 1_0, 344 DT_ATTR EVO_CI\/N DT_VERS 1 0,

279 &dt "i dops_func, "voi d(@ }, 345 &dt’ |dops func, "int(genunix'krw ock_t *)" },

280 { "nmpd", DT_I DENT_ ACTFUNC 0, DT_ACT_MOD, DT_ATTR_STABCMW\, 346 { "rw.wite_held", DT_ i DENT_FUNC, 0, DI F_SUBR RW WRI TE_HELD,

281 DT_ VERS 12, &dt |dops func, "_symaddr (uintptr_t)" }, 347 DT_ATTR_ EVO_CNN DT_VERS_1 0,

282 { "msgdsize", DT, T DENT FUNC, 0, DI F_SUBR MSCDSI ZE, 348 &dt _i dops_func, "int(genunix‘krw ock_t *)" },

283 DT_ATTR STABCWN, DT VERS 1.0, 349 { "self", DT_I DENT PTR 0 0, DT_ATTR _STABCWN, DT VERS 1.0,

284 &dt _idops_func, "size_ t(mblk_t *)" }, 350 &dt _Tdops_type, "voi d" 1,

285 { "nsgsize", DT_| DENT_| FUNC, 0, DI F_SUBR_MSGSI ZE, 351 { "setopt", DT_IDENT_ACTFUNC, 0, DT_ ACT_SETOPT, DT_ATTR _STABCMWN,

286 DT_ATTR_ STABCW, DT_VERS_1_0, 352 T VERS_1_2, &dt _i dops_ func "voi d(const char *, [const char *])" },
287 &dt |dops_func "size_t(mblk_t * }, 353 { "specul ate", DT_|I DENT_ACTFUNC, 0, DT_ACT_SPECULATE,

288 { "mutex_owned", DT_IDENT_FUNC, 0, DIF_SUBR_MJUTEX_OWNED, 354 DT_ATTR STABCWN, DT_VERS_1_0,

289 DT_ATTR EVOLCWN, DT VERS_l_O, 355 &dt’ |dops_func "voi d(int)"™ }

290 &dt |dops_func "int(genunix‘ kmutex_t *)" }, 356 { "specul ation", DT_IDENT_FUNC, O, DI F_SUBR_SPECULATI ON,

291 { "mutex_owner", DT_IDENT_FUNC, 0, DI F_SUBR_MJUTEX OWNER, 357 DT ATTR STABCW, DT_VERS 1 0,

292 DT_ATTR_EVOLCWN, DT_ VERS 1 0, 358 &dt i dops_func, "int()" ¥,

293 &dt _i dops_func, "genuni x” “kthread |t *(genunix‘ kmutex_t *)" }, 359 { "stack", DT_I DENT ACTFUNC 0, DT_ACT_STACK, DT_ATTR STABCWN, DT_VERS 1 0,
294 { "mutex_type_adaptive", DT_IDENT_FUNC, 0, DI F_SUBR MJUTEX_TYPE_ADAPTI VE, 360 &dt |dops func, "st ack( DR

295 DT_ATTR EVQCI\/N DT_VERS 1 0, 361 { "stackdepth", DT_I DENT_SCALAR, 0 DI F VAR_STACKDEPTH,

296 &dt |dops func "int(genuni x' kmutex_t *)" }, 362 DT_ATTR STABCWN, DT_VERS_1_0,

297 { "mutex_type_spin" DT | DENT_FUNC, 0, DI F_SUBR MJTEX_TYPE_SPI N, 363 &dt _i dops_type, "uint32_t" },

298 DT_ATTR | EVOLOW, DT_VERS_1_0, 364 { "stddev", DT_|I DENT_AGGFUNC, 0, DTRACEAGG_STDDEV, DT_ATTR_STABCWN,

299 &dt i dops_func, "int(genunix‘knmutex_t *)" }, 365 DT_VERS 1_6, &dt_idops_func, "void(@" },

300 { "ntohl", DT_I DENT FUNC 0, DI F_SUBR NTOHL, DT_ATTR EVOLCWN, DT_VERS 1 3, 366 { "stop", DT_I DENT ACTFUNC 0, DT ACT STOP, DT_ATTR_STABCMN, DT_VERS 1_0,
301 &dt _i dops_func, "uint32_t(uint32_t)" }, 367 adt _idops_func, "void()" T,

302 { "ntohll", DT_I DENT_| FUNC 0, DIF_SUBR NTOHLL, DT_ATTR EVOLCWN, DT_VERS 1_3, 368 { "strchr", DT_I DENT_| FUNC 0, DI F_SUBR _STRCHR, DT_ATTR STABCWN, DT_VERS 1_1,
303 &dt _idops_func, "uint64_t(uint64_t)" }, 369 &dt _idops_func, "string(const char *, char)" },

304 { "ntohs", DT_I DENT FUNC 0, DIF_SUBR_NTOHS, DT_ATTR_EVOLCWN, DT_VERS_1_3, 370 { "strlen", DT_I DENT FUNC 0, DI F_SUBR_STRLEN, DT_ATTR STABCWN, DT_VERS 1_0,
305 &dt |dops func, "uint16_t(uint16_t)" }, 371 &dt _idops_func, "size_t(const char *)" },

306 { "nornalize", DT_| IDENT ACTFUNC, 0, DT_ACT_NORMALI ZE, DT_ATTR_STABCWN, 372 { "strjoin", DT_IDENT_| FUNC 0, DI F_SUBR STRJO N, DT_ATTR _STABCWN, DT_VERS 1_0,
307 DT_ VERS 1_0, &dt_idops_func, "void(...)" }, 373 &dt | _idops_func, strlng(const char *, const char *)" },

308 { "panic", DT_I DENT ACTFUNC 0, DT_. ACT PANI C DT_ATTR_STABCWN, DT_VERS 1_0, 374 { "strrchr", DT_I DENT FUNC 0, DI F_SUBR_STRRCHR, DT_ATTR_ STABC!VN DT_VERS 1_1,
309 &dt _idops_func, "voi d() 1, 375 &dt | _idops_func, strlng(const char *, char)™ },

310 { "pid", DT_IDENT_ SC‘ALAR 0, DI F_VAR PI D, DT_ATTR_STABCWN, DT_VERS_ 1_0, 376 { "strstr", DT_I DENT FUNC 0, DI F_SUBR_ STRSTR DT_ATTR_STABCWN, DT_VERS 1 _1,
311 &dt _i dops_type, "pi d_t T, 377 &dt _idops_func, "string(const char *, const char *)"

312 { "ppid", DT_I DENT_ SGALAR 0, DIF_VAR PPID, DT_ATTR STABCWN, DT_VERS 1 0, 378 { "strtok", DT_I DENT FUNC 0, DI F_SUBR STRTCOK, DT_ATTR STABCNN DT_VERS 1_1,
313 &dt _Tdops_type, "pid_t" }, 379 &dt _i dops_func, strlng(const char *, const char *)" },

314 { "print", DT_I DENT ACTFUNC 0, DT_ACT_PRINT, DT_ATTR STABCWN, DT_VERS 1_9, 380 { "substr", DT_I DENT FUNC 0, DI F_SUBR SUBSTR, DT_ATTR STABCNN DT_VERS 1_1,
315 &dt _i dops_func, "voi d(@ T, 381 &dtJ dops_func, "string(const char *, int, [int

316 { "printa", DT_I DENT ACTFUNC 0, DT_ACT_PRINTA, DT_ATTR STABCW, DT_VERS 1_0, 382 { "suni, DT_I DENT_. AGG:UNC 0, DTRACEAGG SUM DT._ ATTR STABCIVN DT_VERS_1_0,
317 &dt _idops_func, "voi d(@ BEBE 383 &dt "i dops_func, "voi d(@ },

318 { "printf", DT_I DENT ACTFUNC 0, DT ACT_PRI NTF, DT_ATTR_STABCWN, DT_VERS_1_0, 384 { "syni', DT_I DENT_. ACTFUNC 0, DT_ACT_SYM DT_ATTR STABCMW\,

319 &dt |dops func, "voi d(@ )T 385 DT_VERS 1_2, &dt |dops func, "_symaddr(uintptr_t)"

320 { "probefunc", DT_I DENT_SCALAR, O, DI F_VAR_PROBEFUNC, 386 { "systent, DT_IDENT ACTFUNC 0, DT_ACT_SYSTEM DT_ATTR_ STABCNN DT_VERS_1_0,
321 DT ATTR STABCWN, DT_VERS_ 1 0, &It _idops_type, "string" }, 387 &dt _idops_func, "void(@ BERE

322 { "probenod", DT_I DENT_SCALAR 0, D F VAR_PROBEMOD, 388 { "this", DT_IDENT_ PTR 0, 0, DT_, ATTR STABCMN, DT_VERS 1_0,
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{

{

"tid",

&dt _i dops_type, "void"

b
DT_| DENT, SCALAR 0, DIF_VAR TID, DT_ATTR STABCWN, DT_VERS 1_0,

&dt |dops type, |dt

b
"timestanp", DT_| DENT_SCALAR 0, DI F_VAR TI MESTAMP,

DT_ATTR STABCWN, DT_VERS_1_0,
&dt _idops_type, "uint64_t"

"tol ower", DT_I DENT FUI\C 0, DF SUBR TOLOWER, DT_ATTR STABCWN, DT_VERS 1_8,

&dt _idops_func, strlng(const char *)"

"toupper", DT_I DENT FUNC 0, DI F_SUBR _TOUPPER, DT ATTR_STABCWN, DT_VERS 1_8,

&dt | _idops_func, "string(const char *)"
"trace",
&dt _i dops_func, "voi d(@

DT_| DENT, ACTFUNC 0, DT_ACT_TRACE, DT ATTR_STABCWN, DT_VERS_1_0,

"tracement, DT_I DENT_ACTFUNC, O, DT ACT_TRACEMEM

"trunc"

"uaddr"

DT_ATTR STABCWN, DT_VERS_1 0,
&dt _i dops_func, "void(@ size_t,

)" 3
DT _| DENT_ ACTFUNC 0, DT ACT TRUNC DT ATTR_STABCMW\,

DT VERS_1_0, &dt_idops_func, "void(..

DT_| DENT_ACTFUNC, 0, DT ACT UADDR DT ATTR STABCW,

DT VERS 1_2, &dt_idops_func, "_usymaddr (uintptr_

t)" 3,
"ucal ler™, DT_| DENT_SCALAR 0, DI F VAR _UCALLER, DT_ATTR_STABCW\,

"uf unc"
"uid",
" unod"

"uregs",

DT VERS 1 2, &dt_idops_type, "uint64_t"

DT_| DENT_ACTFUNC, 0, DT_ACT_USYM DT ATTR STABCIWN,

DT VERS 1 2, &dt_idops_func, "_usymaddr(uintptr_|

t)" },
DT_| DENT_ SCALAR, 0, DF VAR U'D,  DT_ATTR_STABCWN, DT_VERS_1_0,

&dt _i dops_type, "ui d _t"

1.
DT_| DENT_ACTFUNC, 0, DT_ACT_UMOD, DT_ATTR_STABCMWN,

DT_VERS 1 2, &dt |dops func, "_usymaddr (uintptr_

)"},
DT_I DENT_ARRAY, 0, DIF_ VAR UREGS, DT_ATTR STABCWN, DT_VERS 1_0,

&dt _idops_regs, NULL

}
“ustack", DT_I DENT ACTFUNC 0, DT ACT_USTACK, DT_ATTR_STABCWN, DT_VERS_1_0,

&dt |dops func, "stack(.

3,
"ust ackdept h", DT_ IDENT SO—\LAR O DI F_VAR_USTACKDEPTH,

"usynt',

DT_ATTR. STABCW, DT_VERS 1_2,
&dt _i dops_type, "uint32_t" },

DT_| DENT_ACTFUNC, 0, DT_ACT_USYM DT_ATTR STABCW,

DT VERS 1 2, &dt |dops func, "_usymaddr(uintptr_
"vnregs",
&dt |dops regs, NULL },

t)" 1,
DT_T DENT ARRAY, 0, DIF_ VAR VMREGS, DT_ATTR_STABCWN, DT_VERS_1_7,

"vtinmestanp”, DT_|I DENT_SCALAR, 0, DI F_VAR VTI MESTAMWP,

DT ATTR STABCWN, DT_VERS_1_0,
&dt’ |dops type, "uint64_t" },

"wal | ti mestanp", DT_| DENT_SCALAR, "0, DI F_VAR VALLTI MESTAMP,

DT_ATTR STABCI\/N DT_VERS_1_0,
&dt _i dops_type, "int64_t" T,

"zonename™, DT_IDENT_SCALAR 0, DI F_VAR ZONENAME,

DT_. ATTR STABCMN, DT_VERS 1_0, &dt_idops_type, "string" },

435 { NULL, 0,70, 0, { 0, 0, OF, O, NOLL, NULL }
436 };

_unchanged_port ion_omtted_
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 } buflnfo t'
7992 Fri Jun 22 23:48:17 2012 __unchanged_portion_onitted_
new usr/src/lib/libdtrace/comon/io.d.in
2916 DTrace in a zone should be able to access fds[] 202 inline fileinfo_t fds[int fd] = xlate <fileinfo_t> (getf(fd));
LEEE R R R EE SRR EEEEEEEEEEE R EREEEEEEEEEEEEEEEEEEEREEEEEEEEEEEE] 200 inline f||e| nfo_t fd5[|nt fd] = Xlate <f||e| nfo_t> (
1/* 201 fd >= 0 & fd < curthread->t_procp->p_user.u_finfo.fi_nfiles ?
2 * CDDL HEADER START 202 curthread->t _procp->p_user.u_finfo.fi_list[fd].uf_file : NULL);
3 *
4 * The contents of this file are subject to the terms of the 204 #pragma D attributes Stabl e/ Stabl e/ Conmon fds
5 * Common Devel opnent and Distribution License (the "License"). 205 #pragma D binding "1.1" fds
6 * You may not use this file except in conpliance with the License.
7 * 207 #pragma D binding "1.2" translator
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 208 translator fileinfo_t < struct vnode *V > {
9 * or http://ww. opensol aris.org/os/licensing. 209 fi_name = V->v_path == NULL ? "<unknown>"
10 * See the License for the specific |anguage governi ng perm ssions 210 basenane( cl eanpat h(V->v_path));
11 * and limtations under the License. 211 fi_dirname = V->v_path == NULL ? "<unknown>"
12 * 212 di rnane(cl eanpat h(V->v_path));
13 * When distributing Covered Code, include this CDDL HEADER in each 213 fi_pathname = V->v_path == NULL ? "<unknown>" : cl eanpath(V->v_path);
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 214 fi_fs = stringof (V->v_op->vnop_nane);
15 * |f applicable, add the follow ng below this CODL HEADER, wth the 215 fi_mount = V->v_vfsp->vfs_vnodecovered == NULL ? "/" :
16 * fields enclosed by brackets "[]" replaced with your own identifying 216 V->v_vf sp->vfs_vnodecovered- >v_path == NULL ? "<unknown>"
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 217 cl eanpat h( V->v_vf sp->vfs_vnodecover ed- >v_pat h) ;
18 * 218 };
19 * CDDL HEADER END __unchanged_portion_omtted_
20 */
21 /*
22 * Copyright 2006 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.
24 */
26 /*
27 * Copyright (c) 2012, Joyent, Inc. Al rights reserved.
28 */

26 #pragma ident " %Y U % %Y SM "

30 #pragnma D depends_on nodul e uni x
31 #pragma D depends_on provider io

33 inline int B_BUSY = @_BUSY@

34 #pragma D binding "1.0" B _BUSY
35 inline int B DONE = @_DONE@

36 #pragma D binding "1.0" B_DONE
37 inline int B_ERROR = @_ERROR@
38 #pragma D binding "1.0" B_ERROR
39 inline int B _PACEI O = @_PACEl 0@
40 #pragma D binding "1.0" B _PACEIO
41 inline int B_PHYS = @_PHYS@

42 #pragma D binding "1.0" B_PHYS
43 inline int B READ = @_

44 #pragma D binding "1.0" B_READ

45 inline int B WRITE = @ WR TE@
46 #pragma D binding "1.0" B_WRI TE
47 inline int B_ASYNC = @_ASYNC@

48 #pragma D binding "1.0" B_ASYNC
50 typedef struct bufinfo {

51 int b_flags; /* buffer status */

52 size_t b_bcount; /* nunber of bytes */

53 caddr _t b_addr; /* buffer address */

54 uint64_t b_| bl kno; /* block # on device */

55 uint64_t b_bl kno; /* expanded bl ock # on device */
56 size_t b_resid; /* # of bytes not transferred */
57 size_t b_bufsize; /* size of allocated buffer */
58 caddr _t b_i odone; /* 1/0O conpletion routine */

59 int b_error; /* expanded error field */

60 dev_t b_edev; /* extended device */
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new usr/src/uts/comon/ dtrace/ dtrace. c

2916 DTrace in a zone should be able to access fds[]
* %

P R R s

1

/*

/*
*
*

B T T A I A

B T T R
~

/Copyright (c) 2012,
*

*ok koK Kk ok

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyright (c) 2003, 2010, Oracle and/or its affiliates. All

Joyent, Inc. Al rights reserved.

DTrace - Dynamic Tracing for Solaris

This is the inplenentation of the Solaris Dynanic Tracing framework
(DTrace). The user-visible interface to DIrace is described at length in
the "Solaris Dynamic Tracing Guide". The interfaces between the |ibdtrace
library, the in-kernel DTrace framework, and the DTrace providers are
described in the block comments in the <sys/dtrace. h> header file. The
internal architecture of DTrace is described in the block comments in the
<sys/dtrace_i npl . h> header file. The comments contained within the DTrace
inpl erentation very much assune mastery of all of these sources; if one has
an unanswer ed question about the inplenentation, one should consult them
first.

The functions here are ordered roughly as foll ows:

- Probe context functions

- Probe hashing functions

- Non-probe context utility functions
- Matching functions

- Provider-to-Framework API

- Probe nmanagenent functions
- DIF object functions

- Format functions

- Predicate functions

- ECB functions

- Buffer functions

- Enabling functions

- DOF functions

- Anonynous enabling functions
- Consuner state functions

- Hel per functions

- Hook functions

- Driver cookbook functions

functions

rights reserved.
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Each group of functions begins with a bl ock comment |abelled the "DTrace
[ Group] Functions"”, allowing one to find each bl ock by searching forward
on capital -f functions.

ncl ude <sys/errno. h>

ncl ude <sys/stat.h>

ncl ude <sys/nodctl. h>

ncl ude <sys/conf.h>

ncl ude <sys/systm h>

ncl ude <sys/ddi. h>

ncl ude <sys/sunddi . h>

ncl ude <sys/cpuvar. h>

ncl ude <sys/knem h>

ncl ude <sys/strsubr.h>
ncl ude <sys/sysmacros. h>
ncl ude <sys/dtrace_inpl.h>
ncl ude <sys/atomic. h>

ncl ude <sys/cmm_err. h>
ncl ude <sys/mutex_inpl.h>
ncl ude <sys/rw ock_i npl . h>
ncl ude <sys/ctf_api.h>
ncl ude <sys/panic. h>

ncl ude <sys/priv_inpl.h>
ncl ude <sys/policy. h>

ncl ude <sys/cred_i npl . h>
ncl ude <sys/procfs_isa. h>
ncl ude <sys/taskqg. h>

ncl ude <sys/ nkdev. h>

ncl ude <sys/ kdi . h>

ncl ude <sys/zone. h>

ncl ude <sys/socket. h>

ncl ude <netinet/in.h>

DTrace Tunabl e Vari abl es

The followi ng variables may be tuned by adding a line to /etc/systemthat
includes both the name of the DTrace nodule ("dtrace") and the nanme of the
variable. For exanple:

set dtrace:dtrace_destructive_disallow =1

In general, the only variables that one should be tuning this way are those
that affect systemw de DTrace behavior, and for which the default behavior
is undesirable. Mst of these variables are tunable on a per-consuner
basis using DTrace options, and need not be tuned on a systemw de basis.
When tuning these variabl es, avoid pathol ogi cal values; while sone attenpt
is made to verify the integrity of these variables, they are not considered
part of the supported interface to DIrace, and they are therefore not
checked conprehensively. Further, these variables should not be tuned
dynamical ly via "nmdb -kw' or other neans; they should only be tuned via
/etc/system

*/

int dtrace_destructive_disallow = 0;

dt
Si
dt
si
si
Si
dt
dt
dt
Si
dt
dt

race_optval _t
ze_t
race_optval _t
ze_t
ze_t
ze_t
race_optval _t
race_optval _t
race_optval _t
ze_t
race_optval _t
race_optval _t

dtrace_nonroot _nmaxsize = (16 * 1024 * 1024);
dtrace_di fo_maxsize = (256 * 1024);
dtrace_dof _maxsize = (256 * 1024);
dtrace_gl obal _nmaxsi ze = (16 * 1024);
dtrace_actions_nmax = (16 * 1024);
dtrace_retai n_max = 1024;

dtrace_hel per_acti ons_max = 1024;
dtrace_hel per_provi ders_max = 32;
dtrace_dstate_defsize = (1 * 1024 * 1024);
dtrace_strsize_default = 256;

dtrace_cl eanrate_default = 9900990;
dtrace_cl eanrate_min = 200000;

[* 101 hz */
/* 5000 hz */
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128 dtrace_optval _t dtrace_cleanrate_max = (uint64_t)60 * NANOSEC, /* 1/m nute */
129 dtrace_optval _t dtrace_aggrate_default = NANOSEC, /* 1 hz */

130 dtrace_optval _t dtrace_statusrate_default = NANOSEC, /* 1 hz */

131 dtrace_optval _t dtrace_statusrate_max = (hrtinme_t)10 * NANCSEC, /* 6/mi nute */
132 dtrace_optval _t dtrace_sw tchrate_default = NANGCSEC; /* 1 hz */

133 dtrace_optval _t dtrace_nspec_default = 1;

134 dtrace_optval _t dtrace_specsize_default = 32 * 1024;

135 dtrace_optval _t dtrace_stackframes_default = 20;

136 dtrace_optval _t dtrace_ustackframes_default = 20;

137 dtrace_optval _t dtrace_j stackframes_default = 50;

138 dtrace_optval _t dtrace_j stackstrsi ze_def ault = 512;

139 int dtrace_nsgdsi ze_ mex = 128;

140 hrtine_t dtrace_chill_max = 500 * (NANCSEC/ M LLISEC); [/* 500 nms */
141 hrtime_t dtrace_chill_interval = NANCSEC, /* 1000 ns */
142 int dtrace_devdept h_max = 32;

143 int dtrace_err_verbose;

144 hrtime_t dtrace_deadman_i nterval = NANOSEC,

145 hrtime_t dtrace_deadman_ti neout = (hrtime_t)10 * NANOSEC,

146 hrtime_t dtrace_deadman_user = (hrt| me t)SO *  NANOSEC,

147 hrtinme_t dtrace_unregi ster_defunct_reap = (hrtinme_t)60 * NANOSEC,

149 /*

150 * Dlrace External Variables

151 *

152 * As dtrace(7D) is a kernel nodule, any DIrace variabl es are obviously

153 * available to DIrace consuners via the backtick (‘) syntax. One of these,
154 * dtrace_zero, is made deliberately so: it is provided as a source of

155 * well-known, zero-filled menory. Wile this variable is not docunented,

156 */it is used by sone translators as an inplenentation detail.

157 *

158 const char dtrace_zero[256] ={ 0 }; /* zero-filled nmenory */

160 /*

161 * DTrace Internal Variables

162 */

163 static dev_info_t *dtrace_devi ; /* device info */

164 static vmemt *dtrace_arena; /* probe ID arena */

165 static vnmemt *dtrace_m nor; /* m nor nunber arena */

166 static taskg_t *dtrace_t askq; /* task queue */

167 static dtrace_probe_t **dt race_probes; /* array of all probes */

168 static int dtrace_nprobes; /* nunber of probes */

169 static dtrace_provider_t *dtrace_provider; /* provider list */

170 static dtrace_neta_t *dtrace_net a_pi d; /* user-land neta provider */
171 static int dtrace_opens; /* nunber of opens */

172 static int dtrace_hel pers; /* nunber of hel pers */

173 static int dtrace_getf; /* nunber of unpriv getf()s */
174 static void *dtrace_softstate; /* softstate pointer */

175 static dtrace_hash_t *dtrace_bynod; /* probes hashed by nodule */
176 static dtrace_hash_t *dtrace_byfunc; /* probes hashed by function */
177 static dtrace_hash_t *dt race_bynaneg; /* probes hashed by name */
178 static dtrace_toxrange_t *dtrace_t oxrange; /* toxic range array */

179 static int dtrace_t oxranges; /* nunber of toxic ranges */
180 static int dt race_t oxr anges_nax; /* size of toxic range array */
181 static dtrace_anon_t dtrace_anon; /* anonynous enabling */

182 static knmem cache_t *dtrace_state_cache; /* cache for dynamc state */
183 static uint64_t dtrace_vtinme_references; /* nunber of vtimestanp refs */
184 static kthread_t *dt race_pani cked; /* panicking thread */

185 static dtrace_echb_t *dtrace_ecbh_create_cache; /* cached created ECB */

186 static dtrace_genid_t dtrace_probegen; /* current probe generation */
187 static dtrace_hel pers_t *dtrace_deferred_pid, /* deferred hel per list */

188 static dtrace_enabling_t *dtrace_retained; /* list of retained enablings */
189 static dtrace_genid_t dtrace_retai ned_gen; /* current retained enab gen */
190 static dtrace_dynvar_t dtrace_dynhash_sink; /* end of dynam ¢ hash chains */
191 static int dtrace_dynvar_failclean; /* dynvars failed to clean */
193 /*
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194 * DTrace Lockin
195 * DTrace is protected by three (relatively coarse-grained) |ocks:
196 *
197 * (1) dtrace_lock is required to manipul ate essentially any DIrace state,
198 * including enabling state, probes, ECBs, consunmer state, helper state,
199 * etc. Inportantly, dtrace_lock is _not_ required when in probe context;
200 * probe context is |lock-free -- synchronization is handled via the
201 * dtrace_sync() cross call mechanism
202 *
203 * (2) dtrace_provider_lock is required when mani pul ating provi der state, or
204 * when provider state nust be held constant.
205 *
206 * (3) dtrace_neta_lock is required when manipul ating neta provider state, or
207 * when neta provider state nust be held constant.
208 *
209 * The lock ordering between these three locks is dtrace_neta_l ock before
210 * dtrace_provider_lock before dtrace_lock. (In particular, there are
211 * several places where dtrace_provider_lock is held by the framework as it
212 * calls into the providers -- which then call back into the framework,
213 * grabbing dtrace_l ock.)
214 *
215 * There are two other locks in the mix: nmpd_lock and cpu_l ock. Wth respect
216 * to dtrace_provider_lock and dtrace_|l ock, cpu_lock continues its historical
217 * role as a coarse-grained lock; it is acquired before both of these |ocks.
218 * Wth respect to dtrace_neta_lock, its behavior is stranger: cpu_lock nust
219 * be acquired _between_ dtrace_neta_|l ock and any ot her DTrace | ocks.
220 * nod_lock is simlar with respect to dtrace_provider_lock in that it nmust be
221 */acqui red _between_ dtrace_provider_|l ock and dtrace_I ock.
222 %
223 static kmutex_t dtrace_| ock; /* probe state |lock */
224 static kmutex_t dtrace_provi der_| ock; /* provider state |ock */
225 static knmutex_t dtrace_net a_l ock; /* nmeta-provider state |lock */
227 I|*
228 * DTrace Provider Variables
229 *
230 * These are the variables relating to DIrace as a provider (that is, the
231 * provi der of the BEG N, END, and ERROR probes).
232
233 stat|c dtrace_pattr_t dtrace_provider_attr = {
234 { DTRACE_STABI LI TY_STABLE, DTRACE_STABI LI TY_STABLE, DTRACE_CLASS COWMN },
235 { DTRACE_STABI LI TY_PRI VATE, DTRACE STABI LI TY_PRI VATE, DTRACE_CLASS_UNKNOWN },
236 { DTRACE_STABI LI TY_PRI VATE, DTRACE STABI LI TY_PRI VATE, DTRACE_CLASS_UNKNOWN },
237 { DTRACE_STABI LI TY_STABLE, DTRACE STABI LI TY_STABLE, DTRACE _CLASS COVMN },
238 { DTRACE_STABI LI TY_STABLE, DTRACE_STABI LI TY_STABLE, DTRACE_CLASS COWMN },
239 };

__unchanged_portion_onitted_
428 #ifdef _LP64
429 #define dtrace_l oadptr dtrace_| oad64
430 #el se
431 #define dtrace_|l oadptr dtrace_| oad32
432 #endi f
434 #defi ne DTRACE_DYNHASH FREE 0
435 #define DTRACE_DYNHASH_SI NK 1
436 #define DTRACE_DYNHASH VALI D 2
438 #defi ne DTRACE_MATCH FAI L -1
439 #defi ne DTRACE_MATCH NEXT 0
440 #define DTRACE_MATCH DONE 1
441 #define DTRACE_ANCHORED( probe) ((probe)->dtpr_func[0] !="'\0")
442 #define DTRACE_STATE_ALI GN 64
444 #define DTRACE FLAGS2FLT(f! ags) \
445 (((flags) & CPU DTRACE_BADADDR) ? DTRACEFLT_BADADDR : \
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446 ((flags) & CPU DTRACE | LLOP) ? DTRACEFLT_ILLOP : \
447 ((flags) & CPU DTRACE_DI VZERO) ? DTRACEFLT DI VZERO : \
448 ((flags) & CPU_DTRACE_KPRIV) ? DTRACEFLT_KPRIV : \
449 ((flags) & CPU DTRACE_UPRIV) ? DTRACEFLT_UPRIV : \
450 ((flags) & CPU DTRACE_TUPCFLOW ? DTRACEFLT_TUPGZLQN: \
451 ((flags) & CPU DTRACE BADALIGN) ? DTRACEFLT_BADALI GN : \
452 ((flags) & CPU_DTRACE_NOSCRATCH) ? DTRACEFLT_NOSCRATCH : \
453 ((flags) & CPU DTRACE BADSTACK) ? DTRACEFLT_BADSTACK : \
454 DTRACEFLT_UNKNOWN)
456 #defi ne DTRACEACT_I SSTRI NG(act) \
457 ((act)->dta_ki nd == DTRACEACT_DI FEXPR && \
458 (act)->dta_difo->dtdo_rtype.dtdt_kind == DI F_TYPE_STRI NG
460 static size_t dtrace_strlen(const char *, size_t);
461 static dtrace_probe_t *dtrace _probe_| ookup_| |d(dtrace id t id);
462 static void dtrace_enabling_provide(dtrace_provider_t *);
463 static int dtrace enabllng mat ch(dtrace_enabling t *, int *);
464 static void dtrace_enabling_matchall (void);
465 static void dtrace_enabling_reap(void);
466 static dtrace_state_t *dtrace_anon_grab(voi d);
467 static uint64_t dtrace_hel per(int, dtrace_nstate_t *,
468 dtrace_state_t *, uint64_t, uint64_t);
469 static dtrace_helpers_t *dtrace_hel pers_ create(proc to*);
470 static void dirace_buffer_drop(dtrace_buffer_t *);
471 static int dtrace_buffer_consuned(dtrace buffer t *, hrtine_t when);
472 static intptr_t ditrace_buffer_reserve(dtrace_buffer_t *, size_t, size_t,
473 dtrace_state_t *, dtrace_mstate_t *);
474 static int dtrace_state_option(dtrace_state_t *, dtrace_optid_t,
475 dtrace_optval _t);
476 static int dtrace_ecb_create_enabl e(dtrace_probe_t *, void *);
477 static void dtrace_hel per_provider_destroy(dtrace_hel per_provider _t *);
478 static int dtrace_priv_proc(dtrace_state_t *, dtrace_nstate_t *);
479 static void dtrace_getf_barrier(void);
481 | *
482 * DTrace Probe Context Functions
483 *
484 * These functions are called from probe context. Because probe context is
485 * any context in which C may be called, arbitrarily | ocks may be held,
486 * interrupts may be disabled, we may be in arbitrary dispatched state, etc.
487 * As a result, functions called from probe context may only call other DIrace
488 * support functions -- they may not interact at all wth the systemat |arge.
489 * (Note that the ASSERT macro 1s made probe-context safe by redefining it i
490 * terns of dtrace_assfail (), a probe-context safe function.) If arbitrary
491 * |oads are to be performed from probe context, they _nust_ be in ternms of
492 * the safe dtrace_| oad*() variants.
493 *
494 * Some functions in this block are not actually called from probe context;
495 * for these functions, there will be a comment above the function reading
496 * "Note: not called from probe context."
497 */
498 void
499 dtrace_pani c(const char *format, ...)
500 {
501 va_list alist;
503 va_start(alist, format);
504 dtrace_vpanic(format, alist);
505 va_end(alist);
506 }

__unchanged_portion_onitted_
677 |*
678 * Convenience routine to check to see if the address is within a nenory

new usr/src/uts/comon/ dtrace/ dtrace. c

679
680
681
682
683
684
685
686
687
688
689
690
691

693
694
695
696
697
698

700
701
702
703
704

706
707
708
709
710
711

713
714
715

717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734

736
737
738
739

741
742
743
744

* region in which a | oad may be issued given the user’s perlIege I evel ;
* if not, it sets the appropriate error flags and loads "addr’ into the'
* illegal value slot.
*
* DTrace subroutines (D F_SUBR *) should use this hel per to inplenent
* appropriate nenory access protection.
*/
static int
dtrace_canl oad(ui nt64_t addr, size_t sz, dtrace_nstate_t *nstate,
dtrace_vstate_t *vstate)
vol a I e uintptr_t *illval = &pu_core[ CPU->cpu_id].cpuc_dtrace_illval;
file_t *fp;
/*

* |f we hold the privilege to read fromkernel menory, then
* everything is readable.
*/

if ((mstate->dtnms_access & DTRACE_ACCESS_KERNEL) != 0)
return (1);

/*
* You can obviously read that which you can store.
*/
if (dtrace_canstore(addr, sz, nstate, vstate))
return (1);

/*
* We're allowed to read fromour own string table.
*/

i f (DTRACE_I NRANGE(addr, sz, nstate->dtns_difo->dtdo_strtab,
st at e- >dt ms_di f o- >dt do_strlen))
return (1);

if (vstate->dtvs_state != NULL &&
dtrace_priv_proc(vstate->dtvs_state, nstate)) {
proc_t *p;

/*

* When we have privileges to the current process, there are

* several context-related kernel structures that are safe to
* read, even absent the privilege to read from kernel mnenory.
* These reads are safe because these structures contain only
* state that (1) we're pernmitted to read, (2) is harmess or
* (3) contains pointers to additional kernel state that we're
* not pernmtted to read (and as such, do not present an

* opportunity for privilege escalation). Finally (and

* critically), because of the nature of their relation with

* the current thread context, the nenory associated with these
* structures cannot change over the duration of probe context,
* and it is therefore inpossible for this nenory to be

* deal |l ocated and reallocated as sonething else while it’'s
*/bei ng operated upon.

*

f

( DTRACE_| NRANGE( addr, sz, curthread, sizeof (kthread_t)))
return (1);

if ((p = curthread->t_procp) != NULL && DTRACE_I NRANGE( addr,
sz, curthread->t_procp, sizeof (proc_t))) {
return (1);

}

if (curthread->t_cred != NULL && DTRACE | NRANGE(addr, sz,
curthread->t_cred, sizeof (cred_t))) {
return (1);
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746 if (p!= NULL & p->p_pidp != NULL &% DTRACE | NRANGE( addr,
747 &(p->p_pidp->pid_id), sizeof (pid_t))) {

748 return (1);

749 }

751 if (curthread->t_cpu != NULL && DTRACE_I NRANGE( addr, ,

752 curthread->t_cpu, offsetof(cpu_t, cpu_pause_thread))) {
753 return (1);

754 }

755 }

757 if ((fp = nstate->dtns_getf) != NULL) {

758 uintptr_t psz = sizeof (void *);

759 vnode_t *vp;

760 vnodeops_t *op;

762 /*

763 * When getf() returns a file_t, the enabling is inplicitly
764 * granted the (transient) right to read the returned file_t
765 * as well as the v_path and v_op->vnop_nane of the underlying
766 * vnode. These accesses are allowed after a successful

767 * getf() because the menbers that they refer to cannot change
768 * once set -- and the barrier logic in the kernel’s closef()
769 * path assures that the file_t and its referenced vode_t
770 * cannot thensel ves be stale (that is, it inpossible for
771 * either dtns_getf itself or its f_vnode menber to reference
772 * freed nmenory).

773 *

774 f (DTRACE_I NRANGE(addr, sz, fp, sizeof (file_t)))

775 return (1);

777 if ((vp fp >f _vnode) != NULL) {

778 f (DTRACE_I NRANGE(addr, sz, &p->v_path, psz))

779 return (1);

781 if (vp->v_path != NULL && DTRACE_| NRANGE( addr,

782 vp->v_path, strlen(vp->v_path) + 1)) {

783 return (1);

784 }

786 i f (DTRACE_I NRANGE(addr, sz, &p->v_op, psz))

787 return (1);

789 if ((op = vp->v_op) !'= NULL &&

790 DTRACE_| NRANGE( addr, sz, &op->vnop_nane, psz)) {
791 return (1);

792 }

794 if (op !'= NULL && op->vnop_name != NULL &&

795 DTRACE_| NRANGE( addr, sz, op->vnop_nane,

796 strl en(op->vnop_ nama) + 1)) {

797 return (1);

798 }

799 }

800 }

802 DTRACE_CPUFLAG_SET( CPU_DTRACE_KPRI V) ;

803 *illval = addr;

804 return (0);

805 }

__unchanged_portion_onitted_

1164 /*

1165 * This privilege check should be used by actions and subroutines to
1166 * verify that the zone of the process that enabled the invoking ECB
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1167 * matches the target credentials

1168 */

1169 static int

1170 dtrace_priv_proc_common_zone(dtrace_state_t *state)

1171 {

1172 cred_t *cr, *s_cr = state->dts_cred.dcr_cred;

1174 /*

1175 * We should al ways have a non-NULL state cred here, since if cred
1176 * is null (anonynous tracing), we fast-path bypass this routine.
1177 */

1178 ASSERT(s_cr != NULL);

1180 if ((cr = CRED()) != NULL && s_cr->cr_zone == cr->cr_zone)

1132 if ((cr = CRED()) != NULL &&

1133 S_Cr->Cr_zone == Cr->Cr_zone)

1181 return (1);

1183 return (0);

1184 }

__unchanged_portion_omtted_

3299 /
3300

3302
3303
3304
3305
3306 static void

3307 dtrace_dif_subr(uint_t subr, uint_t rd, uint64_t *regs,

their types in the tuple stack. This isn't needed because all

happen is that a bogus program can obtain bogus results.
*
/

3308 dtrace_key_t *tupregs, int nargs,

3309 ( dtrace_nstate_t *nstate, dtrace_state_t *state)

3310

3311 volatile uint16_t *flags = &cpu_core[ CPU->cpu_i d].cpuc_dtrace_fl ags;
3312 volatile uintptr_t *illval = &cpu_core[ CPU->cpu_id].cpuc_dtrace_illval;
3313 dtrace_vstate_t *vstate = &state->dts_vstate;

3315 uni on {

3316 mutex_inpl _t m;

3317 uint64_t nx;

3318 }m

3320 uni on {

3321 krw ock_t ri;

3322 uintptr_t rw

3323 }or;

3325 switch (subr) {

3326 case DI F_SUBR_RAND:

3327 regs[rd] = (dtrace_gethrtime() * 2416 + 374441) % 1771875;
3328 br eak;

3330 case DI F_SUBR_MJUTEX_OWNED:

3331 if (!dtrace_canl oad(tupregs[O0].dttk_val ue, sizeof (kmutex_t),
3332 netate, vstate))

3333 regs[rd] = NULL;

3334 br eak;

3335 }

3337 mnx = dtrace_| oad64(tupregs[0].dttk_val ue);

3338 i f (MJTEX_TYPE_ADAPTI VE(&m m ))

3339 regs[rd] = MUTEX_ OMNER(&m mi ) != MJTEX_NO ONNER;
3340 el se

3341 regs[rd] = LOCK_HELD(&m mi . m spi n. m spi nl ock);

3342 br eak;

*

* Enul ate the execution of DIrace |ID subroutines invoked by the call
3301 * Notice that we don’t bother validating the proper nunber of arguments or

*

*

*

interpretation is safe because of our load safety -- the worst that
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3344
3345
3346
3347
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3402
3403
3404

3406
3407
3408

case DI F_SUBR MJUTEX OWNER:
if (!dtrace_canl oad(tupregs[0].dttk_val ue, sizeof (knutex_t),
nstate, vstate)) {
regs[rd] = NULL;
br eak;

3 -
~3

= dtrace_| oad64(tupregs[0].dttk_val ue);

MUTEX_TYPE_ADAPTI VE(&m m ) &&

MUTEX_OMER(&m i) | = I\/UTEX_NO_OI\NER)
regs[rd] = (uintptr_t)MIJTEX OMNER(&m mi ) ;

regs[rd] = 0;

case DI F_SUBR_MJTEX_TYPE_ADAPTI VE:
if (!dtrace_canl oad(tupregs[0].dttk_val ue, sizeof (knutex_t),
nstate, vstate)) {
regs[rd] = NULL;
br eak;

}

mnx = dtrace_| oad64(tupregs[0].dttk_val ue);
regs[r d] = MJTEX_TYPE_ADAPTI VE(&m mi ) ;
br eak;

case DI F_SUBR MJTEX_TYPE_SPI N:
if (!dtrace_canl oad(tupregs[0].dttk_val ue, sizeof (knmutex_t),
nstate, vstate)) {
regs[rd] = NULL;
break;

}

mnx = dtrace_| oad64(tupregs[0].dttk_val ue);
regs[rd] = MJTEX_TYPE_SPIN(&m mi);
br eak;

case DI F_SUBR_RW READ HELD: {
uintptr_t tnp;

if (!dtrace_canl oad(tupregs[O0].dttk_val ue, sizeof (uintptr_t),

netate, vstate)) {
regs[rd] = NULL;

br eak;
}
r.rw = dtrace_| oadptr (tupr egs[O] dttk_val ue);
regs[rd] = _RWREAD HELD(&r. tnp);
br eak;

}
case DIF_SUBR RWWRI TE_HELD:

if (!dtrace_canl oad(tupregs[0].dttk_val ue, sizeof (krw ock_t),

nstate, vstate)) {
regs[rd] = NULL;
br eak;

}

r.rw = dtrace_| oadptr(tupregs[O].dttk_val ue);
regs[rd] = _RWWRI TE_HELD(& .ri);

br eak;

case DI F_SUBR RW | SWR TER

if (!dtrace_canl oad(tupregs[0].dttk_val ue, sizeof (krw ock_t),

nmetate, vstate)) {
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3409
3410
3411

3413
3414
3415

3417
3418
3419
3420
3421
3422
3423
3424

3426
3427
3428
3429
3430

3432
3433
3434
3435

3437
3438
3439

3441
3442
3443
3444
3445
3446

3448
3449
3450
3451
3452

3454
3455
3456
3457
3458
3459
3460
3461
3462
3463

3465
3466
3467
3468
3469

3471
3472
3473
3474

regs[ rd] = NULL;
br eak

}

r.rw = dtrace Ioadptr(tupregs[O] dttk_val ue);
regs[rd] = _RWISWRI TER(&r.
br eak;

case DI F_SUBR_BCOPY: {
/ *

* W need to be sure that the destination is in the scratch
* region -- no other region is allowed.
*/

uintptr_t src = tupregs[0].dttk_val ue;
uintptr_t dest = tupregs[1].dttk_val ue;
size_t size = tupregs[2].dttk_val ue;

if (!dtrace_inscratch(dest, size, nstate)) {
*flags | = CPU DTRACE BADADDR
*illval = regs[rd];
br eak;

}

if (!dtrace_canload(src, size, nstate, vstate)) {
regs[rd] = NULL;
br eak;

}
dtrace_bcopy((void *)src, (void *)dest, size);
br eak;

}

case DI F_SUBR_ALLOCA:
case DI F_SUBR_COPYI N {
uintptr_t dest = P2ROUNDUP( nst at e->dt ns_scratch_ptr, 8);
uint64_t size =
tupregs[subr == DIF_SUBR ALLOCA ? 0 : 1].dttk_val ue;
size_t scratch_size = (dest - nstate->dtns_scratch_ptr) + size;

/
This action doesn’t require any credential checks since
probes will not activate in user contexts to which the
enabl i ng user does not have perm ssions.

/

A

/*

* Rounding up the user allocation size could have overfl owed
* a large, bogus allocation (like -1ULL) to O.

*

if (scratch_size < size ||
| DTRACE_| NSCRATCH( nst at e, scratch_size)) {
DTRACE_CPUFLAG SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

}

if (subr == DIF_SUBR COPYIN) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;
dtrace_copyi n(tupregs[0].dttk_val ue, dest, size, flags);
DTRACE_CPUFLAG CLEAR( CPU_DTRACE_NOFAULT)

net at e- >dt ns_scratch_ptr += scratch_si ze;
regs[rd] = dest;
br eak;

10
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3476
3477
3478

3480
3481
3482
3483
3484
3485
3486
3487
3488
3489

3491
3492
3493
3494
3495

3497
3498
3499

3501
3502

3504
3505
3506
3507
3508
3509
3510
3511
3512
3513

3515
3516
3517

3519
3520
3521
3522
3523

3525
3526
3527
3528
3529
3530

3532

3534
3535
3536
3537
3538

3540

case DI F_SUBR COPYI NTO {
uint64_t size = tupregs[1].dttk_val ue;
uintptr_t dest = tupregs[2].dttk_val ue;

/*

* This action doesn’t require any credential checks since
* probes will not activate in user contexts to which the
* enabl ing user does not have perm ssions.

*/

if (!dtrace_inscratch(dest, size, nstate)) {
*flags | = CPU_DTRACE_BADADDR;
*illval = regs[rd];
break;

}

DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;

dtrace_copyi n(tupregs[O].dttk_val ue, dest, size, flags);
DTRACE_CPUFLAG_CLEAR( CPU_DTRACE_NOFAULT) ;

br eak;

}

case DI F_SUBR _COPYI NSTR:
uintptr_t dest = nstate->dtns_scratch_ptr;
uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;

if (nargs > 1 && tupregs[1].dttk_value < size)
size = tupregs[1].dttk_value + 1;

/*

* This action doesn’t require any credential checks since
* probes will not activate in user contexts to which the
* enabl ing user does not have perm ssions.

*/

if (!DTRACE_I NSCRATCH(nstate, size)) {
DTRACE_CPUFLAG SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

}

DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;
dtrace_copyinstr(tupregs[0].dttk_value, dest, size, flags);
DTRACE_CPUFLAG CLEAR( CPU_DTRACE_NOFAULT) ;

((char *)dest)[size - 1] ='\0";
net at e- >dt ns_scratch_ptr += size;
regs[rd] = dest;

br eak;

}

case DI F_SUBR MSGSI ZE:
case DI F_SUBR_MSCDSI ZE:
uintptr_t baddr = tupregs[0].dttk_val ue, daddr;
uintptr_t wptr, rptr;
size_t count = 0;
int cont = 0;

while (baddr !'= NULL && ! (*flags & CPU_DTRACE _FAULT)) ({
if (!dtrace_canl oad(baddr, sizeof (mblk_t), nstate,
vstate)) {

regs[rd] = NULL;
br eak;

wptr = dtrace_| oadptr (baddr +
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3541 of fsetof (nbl k_t, b_wptr));

3543 rptr = dtrace_l oadptr(baddr +

3544 of fsetof (nbl k_t, b_rptr));

3546 if (wtr <rptr) {

3547 *flags |= CPU_DTRACE_BADADDR;
3548 *illval = tupregs[O].dttk_val ue;
3549 br eak;

3550 }

3552 daddr = dtrace_| oadptr(baddr +

3553 of fsetof (nbl k_t, b_datap));

3555 baddr = dtrace_| oadptr(baddr +

3556 of fsetof (mbl k_t, b_cont));

3558 /*

3559 * W want to prevent against denial -of-service here,
3560 * so we're only going to search the list for
3561 * dtrace_nsgdsi ze_max nbl ks.

3562 */

3563 if (cont++ > dtrace_nsgdsi ze_max) {
3564 *flags | = CPU_DTRACE_| LLOP,
3565 br eak;

3566 }

3568 if (subr == DI F_SUBR _MBGDSI ZE) {

3569 if (dtrace_| oad8(daddr +

3570 of fsetof (dbl k_t, db_type)) != M DATA)
3571 conti nue;

3572 }

3574 count += wptr - rptr;

3575 }

3577 if (1(*flags & CPU_DTRACE_FAULT))

3578 regs[rd] = count;

3580 br eak;

3581 }

3583 case DI F_SUBR_PROGENYCF: {

3584 pid_t pid = tupregs[0].dttk_val ue;

3585 proc_t *p;

3586 int rval = 0;

3588 DTRACE_CPUFLAG SET( CPU DTRACE NOFAULT) ;

3590 for (p = curthread->t_procp; p != NULL; p = p->p_parent) {
3591 if (p->p_pidp->pid_id == pid) {

3592 rval = 1;

3593 br eak;

3594 }

3595 }

3597 DTRACE_CPUFLAG CLEAR( CPU_DTRACE_NOFAULT) ;

3599 regs[rd] = rval;

3600 br eak;

3601 1

3603 case DI F_SUBR_SPECULATI ON:

3604 regs[rd] = dtrace_specul ation(state);

3605 br eak;
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3607 case DI F_SUBR_COPYQOUT:

3608 uintptr_t kaddr = tupregs[O].dttk_val ue;

3609 uintptr_t uaddr = tupregs[1].dttk_val ue;

3610 uint64_t size = tupregs[2].dttk_val ue;

3612 if (!dtrace_destructive_disallow &

3613 dtrace_priv_proc_control (state, nstate) &&

3614 Idtrace_i stoxi c(kaddr, size)) {

3615 DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;

3616 dtrace_copyout (kaddr, uaddr, size, fl ags)
3617 DTRACE_CPUFLAG CLEAR(CPU DTRACE NCFAULT)
3618 }

3619 br eak;

3620 }

3622 case DI F_SUBR _COPYQUTSTR {

3623 uintptr_t kaddr = tupregs[O0].dttk_val ue;

3624 uintptr_t uaddr = tupregs[1].dttk_val ue;

3625 uint64_t size = tupregs[2].dttk_val ue;

3627 if (!dtrace_destructive_disallow &&

3628 dtrace_priv_proc_ control(state nmstate) &&

3629 Idtrace_i stoxi c(kaddr, size)) {

3630 DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;

3631 dtrace_copyout str(kaddr, uaddr, size, flags);
3632 DTRACE_CPUFLAG CLEAR( CPU_DTRACE_NOFAULT) ;
3633 }

3634 br eak;

3635 }

3637 case DI F_SUBR_STRLEN: {

3638 size_t sz;

3639 ui ntptr t addr = (uintptr_t)tupregs[0].dttk_val ue;
3640 sz = dtrace_strlen((char *)addr

3641 st at e->dt s_opt i ons[ DTRACECPT STRSI ZE] ) ;

3643 if (!dtrace_canl oad(addr sz + 1, nstate, vstate)) {
3644 regs[rd] = NULL

3645 br eak;

3646 }

3648 regs[rd] = sz;

3650 br eak;

3651 }

3653 case DI F_SUBR _STRCHR:

3654 case DI F_SUBR_STRRCHR {

3655 /*

3656 * We're going to iterate over the string |looking for the
3657 * specified character. W will iterate until we have reached
3658 * the string length or we have found the character. |If this
3659 * is DIF_SUBR STRRCHR, we will look for the |last occurrence
3660 * of the specified character instead of the first.
3661 */

3662 uintptr_t saddr = tupregs[O0].dttk_val ue;

3663 uintptr_t addr = tupregs[O0].dttk_val ue;

3664 uintptr_t limt = addr + state->dts_opti ons[ DTRACEOPT_STRSI ZE] ;
3665 char c, target = (char)tupregs[1].dttk_val ue;

3667 for (regs[rd] = NULL; addr < limt; addr++) {

3668 if ((c = dtrace_load8(addr)) == target) {
3669 regs[rd] = addr;

3671 if (subr == DIF_SUBR STRCHR)

3672 br eak;
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3673

3675
3676
3677

3679
3680
3681
3682

3684
3685

3687
3688
3689
3690
3691
3692
3693
3694
3695
3696
3697
3698
3699
3700
3701
3702
3703
3704
3705
3706

3708

3710
3711
3712
3713

3715
3716
3717
3718
3719

3721
3722
3723
3724
3725
3726
3727
3728
3729
3730
3731
3732
3733

3735
3736
3737
3738

14

}

if (c =='\0")
br eak;

}

if (!dtrace_canl oad(saddr, addr - saddr, nstate, vstate)) {
regs[rd] = NULL;
br eak;

}

br eak;

}

case DI F_SUBR_STRSTR:
case DI F_SUBR_| NDEX:
case DI F_SUBR_RI NDEX: {

/*

* W're going to iterate over the string |ooking for the

* specified string. We will iterate until we have reached

* the string length or we have found the string. (Yes, this
* is done in the nost naive way possible -- but considering
* that the string we're searching for is likely to be

* relatively short, the conplexity of Rabin-Karp or simlar
*/hardly seems nerited. )

*

char *addr = (char *)(uintptr_t)tupregs[O0].dttk_val ue;
char *substr = (char *)(uintptr_t)tupregs[1].dttk_val ue;
uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;
size_t len = dtrace_strlen(addr, size);

size_t sublen = dtrace_strlen(substr, size);

char *linmit = addr + len, *orig = addr;

int notfound = subr == DIF_SUBR STRSTR ? 0 : -1;

int inc = 1;

regs[rd] = notfound;

if (!dtrace_canload((uintptr_t)addr, len + 1, nstate, vstate)) {
regs[rd] = NULL;

br eak;
}
if (!dtrace_canl oad((uintptr_t)substr, sublen + 1, nstate,
vstate))
regs[rd] = NULL;
br eak;
}
/

*
* strstr() and index()/rindex() have simlar semantics if
* both strings are the enpty string: strstr() returns a
* pointer to the (enpty) string, and index() and rindex()
*/both return index O (regardl ess of any position argunent).
*
if (sublen == 0 &&Ien == 0) {
if (subr == DIF SUBR _ STRSTR)
regs[rd] = (uintptr_t)addr;
el se
regs[rd] = 0;
break;

}

if (subr !'= DI F_SUBR_STRSTR) {
if (subr == DI F_SUBR RI NDEX) {
limt =orig - 1;
addr += len;
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3739
3740

3742
3743
3744
3745
3746
3747

3749
3750
3751
3752
3753
3754
3755
3756
3757
3758
3759
3760
3761
3762
3763
3764
3765
3766
3767
3768
3769
3770
3771
3772
3773
3774
3775
3776
3777
3778
3779
3780
3781
3782
3783
3784
3785
3786
3787
3788
3789
3790
3791
3792
3793

3795
3796
3797
3798
3799

3801
3802
3803
3804

inc = -1;

}

/*

* Both index() and rindex() take an optional position
* argunent that denotes the starting position.

*/

if (nargs == 3) {
int 64 t pos = (int64_t)tupregs[2].dttk_val ue;

/
If the position argument to index() is
negative, Perl inplicitly clanmps it at
zero. This semantic is a little surprising
given the special neaning of negative
positions to simlar Perl functions |ike
substr(), but it appears to reflect a
notion that index() can start froma
negative index and increment its way up to
the string. Gven this notion, Perl’s
rindex() is at least self-consistent in
that it inplicitly clanps positions greater
than the string length to be the string
length. \Were Perl conpletely |oses
coherence, however, is when the specified
substring is the enpty string (""). In
this case, even if the position is
negative, rindex() returns O -- and even if
the position is greater than the |ength,
index() returns the string length. These
semanti cs violate the notion that index()
shoul d never return a value less than the
specified position and that rindex() should
never return a value greater than the
specified position. (One assunes that
these semantics are artifacts of Perl’s

i npl ementati on and not the results of

del i berate design -- it beggars belief that
even Larry Wall could desire such oddness.)
While in the abstract one would wi sh for
consi stent position senmantics across
substr(), index() and rindex() -- or at the
very | east self-consistent position
semantics for index() and rindex() -- we
instead opt to keep with the extant Perl
semantics, in all their broken glory. (Do
we have nore desire to maintain Perl’s
semantics than Perl does? Probably.)

(subr == DI F_SUBR RI NDEX) {

—h ok ok ok ok K ok ko ok ok ok ok ok ok K ok k ok k ok k ok F ok F ok F ok ok Kk ok K ok K ok F ok F
-~

if (pos < 0)

if (sublen == 0)
regs[rd] = 0;

br eak;

}

if (pos > len)
pos = len;

} else {

if (pos < 0)

pos = 0;

if (pos >= len)
if (sublen == 0)
regs[rd] = len;
br eak;
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3805
3806

3808
3809
3810

3812
3813
3814
3815
3816
3817
3818
3819
3820
3821
3822
3823
3824
3825
3826

3828
3829
3830
3831
3832

3834
3835

3837
3838
3839
3840
3841
3842
3843
3844

3846
3847
3848
3849
3850
3851
3852
3853

3855
3856
3857
3858
3859

3861
3862
3863
3864
3865
3866
3867
3868
3869
3870

}

}
}
addr = orig + pos;
}
}
for (regs[rd] = notfound; addr !=1limt; addr += inc) {
if (dtrace_: strncnp(addr substr, sublen) == 0) {
if (subr !'= DIF_SUBR STRSTR) {
/*
* As D index() and rindex() are
* nodel ed on Perl (and not on awk),
* we return a zero-based (and not a
* one-based) index. (For you Perl
* weenies: no, we're not going to add
* $[ -- and shouldn’t you be at a con
* or sonet hing?)
*/
regs[rd] = (uintptr_t)(addr - orig);
br eak;
}
ASSERT(subr == DI F_SUBR STRSTR);
regs[rd] = (uintptr_t)addr;
br eak;
}
}
br eak;

case DI F_SUBR_STRTCK:

uintptr_t addr = tupr egs[ 0] . dttk_val ue;
uintptr_t tokaddr = tupregs[1].dttk_val ue;
uint64_t size = st ate >dt s_opt i ons[ DTRACEOPT_STRSI ZE] ;

uintptr_t linmit, toklimt = tokaddr + size;
uint8_t c, tokmap[32]; /* 256 | 8 */

char *dest = (char *)nstate->dtns_scratch_ptr;
int i;

/*

* Check both the token buffer and (later) the input buffer,
* since both could be non-scratch addresses.
*

if (!dtrace_strcanl oad(tokaddr, size, nstate, vstate)) {
regs[rd] = NULL;
break;

}

if (!DTRACE_I NSCRATCH(nstate, size)) {
DTRACE_CPUFLAG SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

}
if (addr/:: NULL) {

* |f the address specified is NULL, we use our saved
* strtok pointer fromthe nstate. Note that this
* means that the saved strtok pointer is _only_
* valid within multiple enablings of the same probe --
* it behaves like an inplicit clause-local variable.
*

/

addr = nstate->dtns_strtok;
} else {

16
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3871
3872
3873
3874
3875
3876
3877
3878
3879
3880
3881
3882
3883

3885
3886
3887
3888
3889
3890
3891

3893
3894
3895

3897
3898
3899

3901
3902
3903
3904
3905
3906
3907

3909
3910
3911

3913
3914
3915
3916
3917
3918
3919
3920
3921
3922
3923

3925
3926
3927
3928
3929
3930

3932
3933

3935
3936

/
If the user-specified address is non-NULL we nust
access check 1t. This is the only tinme we have
a chance to do so, since this address may reside
inthe string table of this clause-- future calls
(when we fetch addr from nstate->dtns_strtok)

* would fail this access check.

*

* ok kb % %

if (!dtrace_strcanl oad(addr, size, nstate, vstate)) {
regs[rd] = NULL;

break;

}
}
/*
* First, zero the token map, and then process the token
* strlng -- setting a bit in the map for every character
* found in the token string.
*/
for (i =0; i < sizeof (tokmap); i++)

tokmap[i] = O;

for (; tokaddr < toklimt; tokaddr++)
if ((c = dtrace_l oad8(tokaddr)) == "\0")
br eak;

ASSERT((c >> 3) < sizeof (tokmap));
) tokmap[c >> 3] |= (1 << (¢ & 0x7));

for (limt = addr + size; addr < limt; addr++) {
/*

* We're looking for a character that is _not_ contained
* in the token string.
*/
if ((c = dtrace_load8(addr)) =="'\0")
br eak;

if (!'(tokmap[c >> 3] & (1 << (¢ & 0x7))))
br eak;

}
if (c =="\0) {
/*

* We reached the end of the string w thout finding
* any character that was not in the token string.

* W return NULL in this case, and we set the saved
* address to NULL as well.

*

regs[rd] = NULL;
nst at e- >dt ms_strt ok = NULL;
break;

}

/*

* From here on, we're copying into the destination string.
*/

for (i =0; addr < limt & i < size - 1; addr++) {

if ((c = dtrace_load8(addr)) == "'\0")
br eak;

if (tokmap[c >> 3] & (1 << (c & 0x7)))
br eak;

ASSERT(i < size);
dest[i++] = c;
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3937

3939
3940
3941
3942
3943
3944
3945

3947
3948
3949
3950
3951
3952
3953
3954

3956
3957
3958
3959

3961
3962
3963
3964
3965

3967
3968

3970
3971

3973
3974
3975
3976
3977

3979
3980
3981
3982
3983
3984
3985

3987
3988
3989
3990

3992

3994
3995
3996
3997

3999
4000
4001
4002

}
ASSERT(i < si ze)'
dest[i] ="\0

regs[rd] = (ui ntptr _t)dest;

et at e- >dt ms_scratch_ptr += size;
nst ate->dt ns_strtok = addr;

br eak;

}

case DI F_SUBR SUBSTR {
uintptr_t s = tupregs[0].dttk_val ue;
uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;
char *d = (char *)mstate->dtnms_scratch_ptr;
int64_t index = (int64_t)tupregs[1].dttk_val ue;
int64_t remaining = (int64_t)tupregs[2].dttk_val ue;
size_t len = dtrace_strlen((char *)s, size);
inté4 t i;

if (!dtrace_canload(s, len + 1, nstate, vstate)) {
regs[rd] = NULL;
br eak;

}

if (! DTRACE_I NSCRATCH(nstate, size)) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NGOSCRATCH) ;
regs[rd] = NULL;
br eak;

}

if (nargs <= 2)
remaining = (int64_t)size;

if (index < 0) {
i ndex += |en;

if (index < 0 & index + remaining > 0) {
remai ni ng += i ndex;
index = 0;

}
if (index >=1len || index < 0) {

remai ning = 0;
} else if (remaining < 0)

remaining += len - index;
} else if (index + remaining > S|ze) {
remai ning = size - index;
}
for (i =0; i < remaining, i++)
if ((d[i] = dtrace _load8(s + index +i)) =="'\0")
br eak
}
dii] ="\o

nst at e- >dt ns_scratch_ptr += size;
regs[rd] = (uintptr_t)d;
br eak;

}

case DI F_SUBR TOUPPER:
case DI F_SUBR TOLOVER:
uintptr_t s = tupregs[0].dttk_val ue;
uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;
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4003 char *dest = (char *)nstate->dtnms_scratch_ptr, c; 4069 uintptr_t dest = nstate->dtns_scratch_ptr;
4004 size_t len = dtrace_strlen((char *)s, size); 4070 uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;
4005 char | ower, upper, convert; 4071 char *start = (char *)dest, *end = start + size - 1;
4006 intéd_t i; 4072 uintptr_t daddr = tupregs[O0].dttk_val ue;
4073 int64_t mnor = (int64_t)tupregs[1].dttk_val ue;
4008 if (subr == DI F_SUBR_TOUPPER) { 4074 char *s;
4009 lower ='a’'; 4075 int i, len, depth = 0;
4010 upper ="'z,
4011 convert = 'A; 4077 /*
4012 } else { 4078 * Due to all the pointer junping we do and context we mnust
4013 lower = "A'; 4079 * rely upon, we just nandate that the user nust have kernel
4014 upper ='2Z; 4080 * read privileges to use this routine.
4015 convert ='a’; 4081 *
4016 } 4082 if ((mstate->dtnms_access & DTRACE_ACCESS_KERNEL) == 0) {
4083 *flags | = CPU DTRACE KPRl V;
4018 if (!dtrace_canload(s, len + 1, nstate, vstate)) { 4084 *illval = daddr;
4019 regs[rd] = NULL; 4085 regs[rd] = NULL;
4020 break; 4086 }
4021 }
4088 if (!DTRACE_I NSCRATCH(nstate, size)) {
4023 if (!DTRACE_I NSCRATCH(nstate, size)) { 4089 DTRACE_CPUFLAG_SET( CPU_DTRACE_NGOSCRATCH) ;
4024 DTRACE_CPUFLAG SET( CPU_DTRACE_NOSCRATCH) ; 4090 regs[rd] = NULL;
4025 regs[rd] = NULL; 4091 br eak;
4026 br eak; 4092 }
4027 }
4094 *end = '\0";
4029 for (i =0; i <size - 1; i++)
4030 if ((c =dtrace_load8(s +i)) =="'\0") 4096 /*
4031 br eak; 4097 * W want to have a name for the minor. In order to do this,
4098 * we need to walk the minor list fromthe devinfo. W want
4033 if (c > lower &% c <= upper) 4099 * to be sure that we don't infinitely walk a circular Iist,
4034 c = convert + (c - lower); 4100 * so we check for circularity by sending a scout pointer
4101 * ahead two el enments for every elenment that we iterate over;
4036 dest[i] = c; 4102 * if the list is circular, these will ultinmately point to the
4037 } 4103 * same elenent. You nay recognize this little trick as the
4104 * answer to a stupid interview question -- one that always
4039 ASSERT(i < size); 4105 * seenms to be asked by those who had to have it |aboriously
4040 dest[i] = "\0"; 4106 * explained to them and who can’t even concisely describe
4041 regs[rd] = (uintptr_t)dest; 4107 * the conditions under which one would be forced to resort to
4042 met at e- >dt ms_scratch_ptr += size; 4108 * this technique. Needless to say, those conditions are
4043 br eak; 4109 * found here -- and probably only here. |Is this the only use
4044 } 4110 * of this infambus trick in shipping, production code? If it
4111 * isn't, it probably should be...
4046 case DI F_SUBR GETMAJCOR: 4112 */
4047 #ifdef _LP64 4113 if (mnor I=-1)
4048 regs[rd] = (tupregs[O0].dttk_value >> NBI TSM NOR64) & MAXMAJ64; 4114 uintptr_t maddr = dtrace_| oadptr(daddr +
4049 #el se 4115 of fsetof (struct dev_info, devi_minor));
4050 regs[rd] = (tupregs[O].dttk_value >> NBI TSM NOR) & MAXMAJ;
4051 #endi f 4117 uintptr_t next = offsetof(struct ddi _m nor_data, next);
4052 br eak; 4118 uintptr_t name = offsetof(struct ddi_m nor_data,
4119 d_m nor) + offsetof(struct ddi _m nor, nane);
4054 case DI F_SUBR_GETM NOR: 4120 uintptr_t dev = offsetof(struct ddi _m nor_data,
4055 #ifdef _LP64 4121 d_m nor) + offsetof(struct ddi _m nor, dev);
4056 regs[rd] = tupregs[O0].dttk_value & MAXM N64; 4122 uintptr_t scout;
4057 #el se
4058 regs[rd] = tupregs[O].dttk_value & MAXM N, 4124 if (maddr != NULL)
4059 #endi f 4125 scout = dtrace_| oadptr(naddr + next);
4060 br eak;
4127 while (maddr !'= NULL && ! (*flags & CPU_DTRACE_FAULT)) ({
4062 case DI F_SUBR DDI _PATHNAME: { 4128 uinté4_t m
4063 I* 4129 #ifdef _LP64
4064 * This one is a galactic ness. W are going to roughly 4130 m = dtrace_| oad64(maddr + dev) & MAXM N64;
4065 * enul ate ddi _pathname(), but it’'s nade nore conplicated 4131 t#el se
4066 * by the fact that we (a) want to include the mnor name and 4132 m = dtrace_| oad32(maddr + dev) & MAXM N,
4067 * (b) nust proceed iteratively instead of recursively. 4133 #endi f
4068 */ 4134 if (m!= mnor) {
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4135

4137
4138

4140

4142
4143

4145

4147
4148

4150
4151
4152
4153

4155
4156

4158
4159
4160
4161
4162
4163
4164

4166
4167

4169
4170
4171

4173
4174

4176
4177
4178
4179
4180

4182
4183

4185
4186

4188
4189

4191
4192
4193
4194

4196
4197

4199
4200

}

maddr = dtrace_| oadptr (nmaddr + next);

if (scout == NULL)
conti nue;

scout = dtrace_| oadptr(scout + next);

if (scout == NULL)
conti nue;

scout = dtrace_| oadptr(scout + next);

if (scout == NULL)
conti nue;

if (scout == maddr) {
*flags | = CPU_DTRACE_I LLOP;
break;

}

conti nue;

*
* We have the minor data. Now we need to

* copy the minor’s name into the end of the
* pat hnane.

*

(char *)dtrace_| oadptr(maddr + name);

s
len = dtrace_strlen(s, size);

if (*flags & CPU DTRACE_FAULT)

br eak;
if (len!=0)

if ((end -= (len + 1)) < start)

br eak;

*end = "7
}
for (i =1; i <=len; i++)

end[i] = dtrace_l oad8((uintptr_t)s++);
br eak;

while (daddr !'= NULL && ! (*flags & CPU DTRACE FAULT)) {

ddi _node_state_t devi_state;

devi _state = dtrace_| oad32(daddr +
of fsetof (struct dev_info, devi_node_state));

if (*flags & CPU_DTRACE_FAULT)
br eak;

if (devi_state >= DS_IN TIALI ZED) {
s = (char *)dtrace_| oadptr(daddr +
of fsetof (struct dev_info, devi_addr));
len = dtrace_strlen(s, size);

if (*flags & CPU_DTRACE_FAULT)
br eak;

if (len !=0)
if ((end -= (len + 1)) < start)

21
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4201

4203
4204

4206
4207
4208

4210
4211
4212
4213
4214

4216
4217

4219
4220
4221
4222
4223
4224
4225

4227
4228
4229

4231
4232

4234
4235
4236

4238
4239
4240
4241
4242

4244
4245

4247
4248
4249
4250

4252
4253

4255
4256
4257
4258
4259
4260

4262
4263
4264
4265
4266

}

br eak;
*end = ' @;
}
for (i =1, i <=1len; i++)
end[i] = dtrace_load8((uintptr_t)s++);
}
/*
* Now for the node nane...
*
/

s = (char *)dtrace_| oadptr(daddr +
of fsetof (struct dev_info, devi_node_nane));

daddr = dtrace_| oadptr(daddr +
of fsetof (struct dev_info, devi_parent));

/*

* If our parent is NULL (that is, if we're the

* node), we're going to use the special path
* "devices".
*/
if (daddr == NULL)
s = "devices";

len = dtrace_strlen(s, size);
if (*flags & CPU_DTRACE_FAULT)

br eak;
if ((end -= (len + 1)) < start)

break;
for (i =1; i <=len; i++)

end[i] = dtrace_l oad8((uintptr_t)s++);
*end = '/

if (depth++ > dtrace_devdept h_max) {
*flags | = CPU_DTRACE_I LLOP;
break;

}

if (end < start)
DTRACE_CPUFLAG_SET( CPU_DTRACE_NGOSCRATCH) ;

if (daddr == NULL)
regs[rd] = (uintptr_t)end;
nst at e- >dt ms_scratch_ptr += si ze;

}

br eak;

case DI F_SUBR STRJO N:

char *d = (char *)mstate->dtns_scratch_ptr;
uint64_t size = state->dts_opti ons[ DTRACEOPT_STRSI ZE] ;
uintptr_t sl = tupregs[O0].dttk_val ue;

uintptr_t s2 = tupregs[1].dttk_va
int i =0;

if (!dtrace_strcanl oad(sl, size,

Idtrace_strcanl oad(s2, size,
regs[rd] = NULL;

break;

| ue;

nst at e,
net at e,

vstate) ||
vstate)) {

root
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4268
4269
4270
4271
4272

4274
4275
4276
4277
4278
4279

4281
4282
4283
4284
4285

4287
4288
4289
4290
4291
4292

4294
4295
4296

4298
4299
4300
4301

4303
4304

4306
4307
4308
4309
4310
4311

4313
4314
4315
4316
4317
4318
4319

4321

4323
4324
4325
4326
4327

4329
4330
4331
4332

if (!DTRACE_I NSCRATCH(nstate, size)) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;

br eak;
}
for (;;) {
if (i >= size) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;
}
if ((d[i++] = dtrace_load8(sl++)) == '\0") {
P-s
br eak;
}
}
for () {
if (i >= size) {
DTRACE_CPUFLAG SET( CPU_DTRACE NOSCRATCH) ;
regs[rd] = NULL;
br eak;
}
if ((d[i++] = dtrace_l oad8(s2++)) == "\0")
) br eak;

if (i <size) {
nst at e->dtns_scratch_ptr += i;
regs[rd] = (uintptr_t)d;

br eak;

case DI F_SUBR | LLTCSTR

{
intéd t i = (int64_t)tupregs[0].dttk_val ue;
uint64_t val, digit;
uint64_t si ze = 65; /* enough room for 2764 in binary */
char *end = (char *)mstat e->dtms_scratch_ptr + size - 1,
int base = 10;

if (nargs > 1)
if ((base = tupregs[1].dttk_value) <=1 ||
-'a + 1)+ (9 -0 +1)) {

base > (' Zz’
*flags | = CPU_DTRACE | LLOP;
br eak;

}
val = (base == 10 && i < 0) ? i * -1 : i;
if (!DTRACE_I NSCRATCH(nst ate, size))

{
DTRACE_CPUFLAG_SET( CPU_DTRACE_NGOSCRATCH) ;
regs[rd] = NULL;

break;
}
for (*end-- ='\0"; val; val /= base) {
if ((digit = val %base) <='9’ "0) {
*end-- ='0 + digit;
} else {
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4333
4334
4335

4337
4338

4340
4341

4343
4344

4346
4347

4349
4350
4351
4352

4354
4355
4356
4357
4358
4359
4360
4361

4364
4365
4366
4367
4368
4369
4370
4371

4374
4375
4376
4377
4378
4379
4380
4381

4384
4385
4386
4387
4388
4389
4390
4391

4393
4394
4395
4396

4398

#i f def
#el se

#endi f

#i f def
#el se

#endi f

#i f def
#el se

#endi f

}

*end-- ='a + (digit - ("9 - '0") - 1);
}
}
if (i ==0 &&base == 16)
*end-- = T
if (base == 16)
*end-- = 'x’;
if (i == 0 || base == 8 || base == 16)
*end-- =0 ;

if (i <0 &k base == 10)
*end-- = '-";

regs[rd] = (uintptr_t)end + 1;
met at e- >dt ms_scratch_ptr += size;
br eak;

case DI F_SUBR _HTONS:
case DI F_SUBR_NTCHS:

_BI G_ENDI AN

regs[rd] = (uintl16_t)tupregs[O0].dttk_val ue;
regs[rd] = DT_BSWAP_16((uint16_t)tupregs[O0].dttk_val ue);

br eak;

case DI F_SUBR_HTONL:
case DI F_SUBR_NTOHL:

_BI G_ENDI AN

regs[rd] = (uint32_t)tupregs[0].dttk_val ue;
regs[rd] = DT_BSWAP_32((uint32_t)tupregs[0].dttk_value);

br eak;

case DI F_SUBR HTONLL:
case DI F_SUBR_NTOHLL:

_BI G ENDI AN

regs[rd] = (uint64_t)tupregs[0].dttk_val ue;
regs[rd] = DT_BSWAP_64((uint64_t)tupregs[O0].dttk_val ue);

br eak;

case DI F_SUBR_DI RNAME:
case DI F_SUBR_ BASENANE

char *dest = (char *)nstate->dtms_scratch_ptr;
uint64_t size = state->dts_options[ DTRACEOPT_STRSI ZE] ;
uintptr_t src tupregs[0].dttk_val ue;

int 1, j, len dtrace_strlen((char *)src, si ze);

int |astbase = -1, firstbase = -1, lastdir = -1;

int start, end,

if (!dtrace_canload(src, len + 1, nstate, vstate)) {
regs[rd] = NULL;
br eak;

}
if (!DTRACE_I NSCRATCH(nstate, size)) {
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4399
4400
4401
4402

4404
4405
4406
4407
4408
4409
4410
4411

4413
4414
4415
4416
4417
4418
4419
4420
4421

4423
4424

4426
4427
4428
4429
4430
4431
4432
4433
4434
4435

4437
4438

4440
4441
4442
4443
4444
4445
4446
4447

4449
4450

4452
4453

4455
4456
4457
4458
4459
4460
4461
4462
4463
4464

DTRACE_CPUFLAG SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

}

/*

* The basenane and dirnane for a zero-length string is

* defined to be "."

*

if (len == 0) {
I en 1;
src (uintptr_t)".";

}

/*

* Start fromthe back of the string, novi ng back toward the
* front until we see a character that isn't a slash. That
* character is the last character in the basenane.

*/

for (i =len - 1; i >=0; i--) {
|f (dtrace_|l oad8(src + i) !="/")
br eak;
}
if (i >=0)
| ast base = i;
/*
* Starting fromthe last character in the basenane, nove
* towards the front until we find a slash. The character
* that we processed imediately before that is the first
* character in the basenane.
*
/
for (; i >=0; i--) {
if (dtrace_load8(src + i) =="/")
break;
}
if (i >=0)
firstbase =i + 1;
/*

* Now keep going until we find a non-slash character. That
* character is the last character in the dirnane.
*

for (; i >=0; i--) {
if (dtrace_load8(src +1i) !="/")
br eak;
}
if (i >=0)
lastdir =i;
ASSERT(! (| astbase == -1 && firstbase != -1));
ASSERT(! (firstbase == -1 && lastdir !'= -1));
if (lastbase == -1) {
/*
* We didn't find a non-slash character. W know that
* the length is non-zero, so the whole string nust be
* slashes. In either the dirname or the basenane
* case, we return '/’.
*/
ASSERT(flrstbase == l);
firstbase = Iastbase lastdir = 0;

new usr/src/uts/comon/ dtrace/ dtrace. c

4466
4467
4468
4469
4470
4471
4472
4473
4474
4475
4476
4477
4478
4479
4480
4481

4483
4484
4485
4486
4487
4488
4489
4490
4491
4492
4493
4494
4495

4497
4498
4499
4500
4501
4502
4503
4504

4506
4507

4509
4510
4511
4512
4513

4515
4516
4517
4518

4520
4521
4522
4523

4525
4526
4527
4528
4529
4530

}

if (firstbase == -1) {
/*
* The entire strlng consists only of a basenane
* conponent. |f we’'re |ooking for dirname, we need
* to change our string to be just "."; if we're
* |l ooking for a basenanme, we'll just set the first
* character of the basename to be O.
*
f (subr == DI F_SUBR DI RNAME) {
ASSERT(Iastdu == - ),
src = (uintptr_t)"
lastdir = 0;
} else {
firstbase = 0;
}
}
if (subr == DI F_SUBR_| DIRNAI\/E {
if (lastdir == -1) {
/*
* W know that we have a slash in the name --
* or lastdir would be set to 0, above. And
* because lastdir is -1, we know that this
* slash nmust be the first character. (That
* is, the full string nmust be of the form
* "/basenane".) In this case, the |ast
* character of the directory nane is 0.
*
lastdir = 0;
}
start = O;
end = |astdir;
} else {
ASSERT(subr == DI F_SUBR _BASENAME) ;
ASSERT(firstbase !'= -1 & lastbase != -1);
start = firstbase;
end = | ast base;
}
for (i =start, j =0; i <=end & j < size - 1; i++, |++)

dest[j] = dtrace_load8(src + i);

dest[j] ="'\0";

regs[rd] = (uintptr_t)dest;

net at e- >dt ns_scratch_ptr += size;
br eak;

case DI F_SUBR_CETF:

uintptr_t fd = tupregs[0].dttk_val ue;
uf _info_t *finfo = &curthread->t_procp->p_user.u_finfo;
file_t *fp;

if (!dtrace_priv_| proc(state mstate)) {
regs[rd] = NULL;

br eak;
}
/*
* This is safe because fi_nfiles only increases, and the
* fi_list array is not freed when the array size doubl es.

* (See the comment in flist_grow() for details on the
* managenent of the u_finfo structure.)
*/



new usr/src/uts/comon/dtrace/ dtrace. c 27 new usr/src/uts/comon/dtrace/ dtrace.c 28
4531 fp =fd < finfo->fi_nfiles ? finfo->fi_list[fd].uf_file : NULL; 4597 * we're just going to go to the next conponent.
4598 */
4533 nmet at e- >dt ms_getf = fp; 4599 goto next;
4534 regs[rd] = (uintptr_t)fp; 4600 }
4535 br eak;
4536 } 4602 if(c!:‘.’){
4603
4538 case DI F_SUBR_O_EANPATH { 4604 * This is not ".." -- we can just store the
4539 char *dest = (char *) st at e- >dt ns_scratch_ptr, c; 4605 * "/ " and this character and continue
4540 uint64_t size = state->dts_opti ons[ DTRACEOPT_ STRSI ZE] ; 4606 * processing.
4541 uintptr_t src = tupregs[O0].dttk_val ue; 4607 */
4542 int 1 =0, j =0; 4608 dest[j++] ="/";
4543 zone_t *z 4609 dest[]++] =".";
4610 dest[] ++] = c;
4545 if (!dtrace_strcanload(src, size, nstate, vstate)) { 4611 conti nue;
4546 regs[rd] = NULL; 4612 }
4547 br eak;
4548 } 4614 c = dtrace_l oad8(src + i++);
4550 if (! DTRACE_I NSCRATCH(nstate, size)) { 4616 if (¢c!="/" & c !="\0") {
4551 DTRACE_CPUFLAG_SET( CPU_DTRACE_NGOSCRATCH) ; 4617 /*
4552 regs[rd] = NULL; 4618 * This is not ".." -- it's "..[munble]".
4553 break; 4619 * W'l store the "/.." and this character
4554 } 4620 * and continue processing.
4621 */
4556 1= 4622 dest[j++] ='/";
4557 * Move forward, |oading each character. 4623 dest[]++] ="'.";
4558 */ 4624 dest[j++] ="'.";
4559 do { 4625 dest[] ++] = c;
4560 ¢ = dtrace_|l oad8(src + i++); 4626 continue;
4561 next: 4627 }
4562 if (j +5 >= size) /* 5 = strlen("/..c\0") */
4563 br eak; 4629 /*
4630 * Thisis "/../" or "/..\0". W need to back up
4565 if (ct="1"){ 4631 * our destination pointer until we find a "/".
4566 dest[j++] = c; 4632 */
4567 conti nue; 4633 i--
4568 } 4634 vx,hlle(] 1= 0 & dest[--j] !="1/")
4635 conti nue;
4570 c = dtrace_l oad8(src + i++);
4637 if (c =='\0)
4572 if (c=="1"){ 4638 dest[++j] ="/";
4573 /* 4639 } while (c !'="\0");
4574 * W have two sl ashes -- we can just advance
4575 * to the next character. 4641 dest[j] ="'\0";
4576 */
4577 goto next; 4643 if (mstate->dtns_getf != NULL &&
4578 } 4644 I (st at e- >dt ms_access & DTRACE_ACCESS KERNEL) &&
4645 (z = state->dts_cred.dcr_cred->cr_zone) != kcred->cr_zone) {
4580 if (ct="."){ 4646 /*
4581 /* 4647 * |f we’ve done a getf() as a part of this ECB and we
4582 * This is not "." and it’s not ".." -- we can 4648 * don’t have kernel access (and we're not in the global
4583 * just store the "/" and this character and 4649 * zone), check if the path we cleaned up begins with
4584 * drive on. 4650 * the zone's root path, and trimit off if so. Note
4585 */ 4651 * that this is an output cleanliness issue, not a
4586 dest[j++] ="/"; 4652 * security issue: knowi ng one’'s zone root path does
4587 dest[j++] = c; 4653 * not enable privilege escal ation.
4588 conti nue; 4654 */
4589 } 4655 if (strstr(dest, z->zone_rootpath) == dest)
4656 dest += strlen(z->zone_rootpath) - 1;
4591 c = dtrace_l oad8(src + i++); 4657 }
4593 if (c=="/1") { 4659 regs[rd] = (uintptr_t)dest;
4594 I* 4660 met at e- >dt ms_scratch_ptr += size;
4595 * This is a "/./" conponent. W' re not going 4661 br eak;
4596 * to store anything in the destination buffer; 4662 }
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4664
4665
4666
4667
4668
4669

4671
4672
4673
4674
4675
4676
4677

4679
4680
4681

4683
4684
4685
4686

4688
4689
4690
4691
4692
4693
4694
4695
4696
4697
4698

4700
4701
4702
4703
4704
4705
4706

4708
4709
4710
4711
4712
4713
4714

4716
4717
4718
4719

4721
4722
4723
4724
4725

4727
4728

case DI F_SUBR | NET_NTOA:
case DI F_SUBR_| NET_NTOA6:
case DI F_SUBR | NET_NTOP: {

size_t size;

int af, argi, i;

char *base, *end,

if (subr == DI F_SUBR_| NET_NTOP) {
af = (int)tupregs[0].dttk_val ue;
argi = 1;

} else {
af = subr == DI F_SUBR_I NET_NTOA ? AF_|I NET: AF_| NET6;
argi = 0;

}

if (af == AF_INET) {
|paddr t ip4;

uint8_t *ptr8, val;

/*

* Safely load the | Pv4 address.
*

/

ip4 = dtrace_l oad32(tupregs[argi].dttk_val ue);

/*

* Check an IPv4 string will fit in scratch.

*

/

si ze = | NET_ADDRSTRLEN;

if (IDTRACEINSCRATCH(n'Btate size)) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

base = (char *)nstate->dtms_scratch_ptr;
end = (char *)nstate->dtns_scratch_ptr + size - 1;

/*
* Stringify as a dotted deci mal quad.
*/
*end-- = '\0";
ptr8 = (uint 8t *) & p4;
for (i =3, i1 >=0; 1--) {
val = ptr8[i];
if (val == 0) {
*end- - 0 ;
} else {
for (; val; val /= 10) {
*end-- = '0 (val % 10);
}
}
if (i >0)
*end-- ="'.";

}
ASSERT(end + 1 >= base);

} else if (af == AF_INET6) {

struct |n6 addr i p6;

int firstzero, tryzero, nunzero, véend;
uint16_t val;

const char digits[] = "0123456789abcdef";

/*
* Stringify using RFC 1884 convention 2 - 16 bit
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4729
4730
4731
4732
4733
4734

4736
4737
4738
4739
4740
4741

4743
4744
4745
4746
4747
4748
4749
4750
4751
4752
4753
4754

4756
4757
4758
4759
4760
4761
4762
4763
4764
4765
4766
4767
4768

4770
4771
4772

4774
4775
4776
4777

4779
4780
4781

4783
4784
4785
4786
4787
4788

4790
4791
4792
4793
4794

* hexadeci mal values with a zero-run conpression.

* Lower case hexadecinal digits are used.

* eg, fe80::214: 4fff:feOb: 76c8.

* The | Pv4 enbedded formis returned for i net _ntop,
* just the IPv4 string is returned for inet_ntoa6.
*

/*
* Safely load the | Pv6 address.
*/

dtrace_bcopy(
(void *)(uintptr_t)tupregs[argi].dttk_val ue,
(void *)(uintptr_t)& p6, sizeof (struct in6_addr));

/ *

* Check an IPv6 string will fit in scratch

*/

size = | NET6_ADDRSTRLEN,

if (!DTRACE_I NSCRATCH(nstate, size)) {
DTRACE_CPUFLAG_SET( CPU_DTRACE_NOSCRATCH) ;
regs[rd] = NULL;
br eak;

}

base = (char *)nstate->dtms_scratch_ptr;

end = (char *)mst at e->dt ms_scratch_ptr + size - 1;
*end-- = '\0";

/*

* Find the longest run of 16 bit zero val ues
* for the single allowed zero conpression -
*/

firstzero = -1;
tryzero = -1,
nunzero = 1;
for (i =0; i < sizeof (struct |n6 addr) i++) {
if (ip6._S6_| un. S6_u8[i] ==
tryzero == -1 & i %2 == O) {
tryzero = i;
conti nue;
}
if (tryzero != -1 &&
(|p6 S6_un._S6_u8[i] != ||
i == sizeof (struct in6_addr) - 1)) {
if (i - tryzero <= nunzero) {
tryzero = -1;
conti nue;
}
firstzero = tryzero;
nunezero =i - 1 %2 - tryzero;
tryzero = -1,
if (|p6 S6_un._S6_u8[i] == 0 &&
i == sizeof (struct in6_addr) - 1)
nunzero += 2;
}

ASSERT(firstzero + nuneero <= sizeof (struct in6_addr));
/*
* Check for an |Pv4 enbedded address.
*
/

véend = sizeof (struct in6_addr) - 2;
if (IN6_I S_ADDR VAMAPPED( & p6) ||

30
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4795
4796
4797
4798

4800

4802
4803
4804
4805
4806
4807
4808

4810
4811
4812

4814
4815

4817
4818
4819
4820
4821
4822

4824
4825
4826
4827
4828
4829

4831
4832
4833
4834
4835
4836

4838
4839

4841
4842

4844
4845
4846
4847
4848
4849
4850
4851
4852

4854
4855
4856
4857
4858
4859
4860

I N6_ IS ADDR V4COvPAT(&J pé))
for (i = sizeof (struct in6_addr) - 1;
i >= DTRACE_VANMAPPED OFFSET; i--)
ASSERT(end >= base);

{

val = ip6._S6_un._S6_u8[i];

if (val == O) {
* 101;
} else {
for (; val; val /= 10) {
*end-- ='0 + val
}

}
if (i > DTRACE V4NAPPED ) OFFSET)
end

}

if (subr == DI F_SUBR_| NET_NTOA6)
goto inetout;

/*
* Set v6end to skip the |IPv4 address that
* we have already stringified.
*
/
veend = 10;
}

/*

* Build the IPv6 string by working through the
* address in reverse.

*

for (i = vé6end; i >= 0; =2) {

ASSERT(end >= base)

if (i --flrstzero + _nunezero - 2) {
*end- -
*end-- =":";
i -= nunzero - 2;
conti nue;

}

if (i <14 & i !=firstzero - 2)
*end-- = ":";

val = (ip6._S6_un._S6_u8[i] << 8) +
ip6._S6_un._S6_u8[i + 1];

if (val == 0) {

end-- ='0
} else {
for (; val; val /— 6) {
*end-- = digits[val % 16];

}

) }

ASSERT(end + 1 >= base);

} else {

/*

* The user didn't use AH_ I NET or AH_| NET6.

*/

DTRACE_CPUFLAG SET(CPU_DTRACE | LLOP) ;
regs[rd] = NULL;
br eak;
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4861 }
4863 inetout: regs[rd] = (uintptr_t)end + 1;
4864 net at e- >dt ns_scratch_ptr += size;
4865 br eak;
4866 }
4868 }
4869 }
__unchanged_portion_onitted_
5925 /*
5926 * |f you're looking for the epicenter of DTrace, you just found it. This
5927 * is the function called by the provider to fire a probe -- fromwhich all
5928 * subsequent probe-context DIrace activity emanates.
5929 */
5930 void
5931 dtrace_probe(dtrace_id_t id, uintptr_t arg0, uintptr_t argl,
5932 uintptr_t arg2, uintptr_t arg3, uintptr_t arg4)
5933 {
5934 processorid_t cpuid;
5935 dtrace_i cooki e_t cooki e;
5936 dtrace_probe_t *probe;
5937 dtrace_nstate_t nstate;
5938 dtrace_ech_t *ecb;
5939 dtrace_action_t *act;
5940 intptr_t offs;
5941 size_t size;
5942 int vtine, onintr;
5943 volatile uintl6_t *flags;
5944 hrtime_t now,
5946 /*
5947 * Kick out imediately if this CPUis still being born (in which case
5948 * curthread will be set to -1) or the current thread can’t allow
5949 * probes in its current context.
5950 *
5951 if (((uintptr_t)curthread & 1) || (curthread->t_flag & T_DONTDTRACE))
5952 return;
5954 cookie = dtrace_i nterrupt _di sabl e();
5955 probe = dtrace probes[ld - 1],
5956 cpuid = CPU->cpu_id;
5957 onintr = CPU_ON_TNTR(CPU);
5959 if (lonintr & probe->dtpr_predcache ! = DTRACE_CACHElI DNONE &&
5960 probe- >dt pr _predcache == curthread->t _predcache) {
5961 /*
5962 * We have hit in the predicate cache; we know that
5963 * this predicate would evaluate to be fal se.
5964 */
5965 dtrace_i nterrupt_enabl e(cooki e);
5966 return;
5967 }
5969 if (panic_quiesce) {
5970 /*
5971 * We don’t trace anything if we’re panicking.
5972 */
5973 dtrace_i nterrupt_enabl e(cooki e);
5974 return;
5975 }
5977 now = dtrace_gethrtime();
5978 vtine = dtrace_vtinme_references != 0;
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5980
5981

5983
5984
5985
5986
5987
5988
5989
5990

5992

5994
5995
5996
5997
5998
5999
6000
6001
6002
6003

6005
6006
6007
6008
6009
6010
6011
6012
6013
6014
6015
6016
6017
6018
6019

6021
6022
6023

6025

6027
6028
6029
6030
6031
6032
6033
6034
6035
6036
6037

6039
6040
6041
6042
6043
6044
6045

#i f def
#el se

#endi f

if (vtine & curthread->t_dtrace_start)
curthread->t_dtrace_vtine += now - curthread->t_dtrace_start;

nstate. dtnms_di fo = NULL;
nst at e. dt ns_probe = probe;

mstate. dtms_strtok = NULL;
nstate.dtns_arg[0] = argO;
nstate.dtns_arg[1] = argl;
nstate.dtns_arg[2] = arg2;
mstate. dtnms_arg[ 3] = arg3;
mstate. dtnms_arg[ 4] = arg4;

flags = (volatile uint16_t *)&cpu_core[cpuid].cpuc_dtrace_fl ags;

for (ecb = probe->dtpr_ech; ecb !'= NULL; ecb = ecb->dte_next) {
dtrace_predicate_t *pred = ech->dte_predicate;
dtrace_state_t *st ate = ech->dte_state;
dtrace_buffer_t *buf = &state->dts_buffer[cpuid];
dtrace_buffer_t *aggbuf = &state->dts aggbuffer[cpm d];
dtrace_vstate_t *vstate = &state->dts_vstate;
dtrace_provider_t *prov = probe->dtpr_provider;
uint64_t tracenmensize = 0
int conmtted = O;
caddr _t tomax;

/

Alittle subtlety with the follow ng (seem ngly innocuous)
declaration of the automatic "val’: by looking at the
code, you might think that it could be declared in the
action processing |oop, below (That is, it's only used in
the action processing loop.) However, it nust be declared
out of that scope because in the case of DI F expression
argunents to aggregating actions, one iteration of the
action loop will use the last iteration’s value.

/

* ok kb ok kb F %

lint

uint64_t val = 0;

uint64_t val;

nst at e. dt ns_present = DTRACE_MSTATE_ARGS | DTRACE_MSTATE_PROBE;
met at e. dt ms_access = DTRACE_ACCESS ARGS | DTRACE_ACCESS PRCC,
metate. dt ms_getf = NULL;

*flags & ~CPU_DTRACE_ERROR

if (prov == dtrace_provider) {
/*
* |f dtrace itself is the provider of this probe,
* we're only going to continue processing the ECB if
* arg0 (the dtrace_state_t) is equal to the ECB s
* creating state. (This prevents disjoint consuners
*/from seei ng one anot her’s metaprobes.)
*

if (arg0 !'= (uint64_t)(uintptr_t)state)

conti nue;
}
if (state->dts_activity != DTRACE_ACTI VI TY_ACTI VE) {
/*
* W're not currently active. |If our provider isn't
* the dtrace pseudo provider, we’'re not interested.
*/
if (prov != dtrace_provider)
conti nue;
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6047
6048
6049
6050
6051
6052
6053
6054
6055
6056
6057
6058
6059
6060

6062
6063

6065
6066
6067
6068
6069
6070
6071
6072
6073
6074
6075
6076
6077
6078

6080
6081
6082
6083

6085
6086
6087

6089
6090
6091

6093
6094

6096
6097

6099
6100

6102
6103

6105
6106
6107
6109

6111

34

Now we nust further check if we are in the BEG N
probe. If we are, we will only continue processing
if we're still in WARMJUP -- if one BEG N enabling
has invoked the exit() action, we don't want to
eval uat e subsequent BEGQ N enabl i ngs.

* Ok ok k% ok F

if (probe->dtpr_id == dtrace_probei d_begin &&
state->dts_activity != DTRACE_ACTI VI TY_WARMUP) {
ASSERT(state->dts_activity ==
DTRACE_ACTI VI TY_DRAI NI NG ;

continue;
}
}
if (ecb->dte_cond & !dtrace_priv_probe(state, &nmstate, ech))
conti nue;

if (now / state->dts_alive > dtrace_deadman_tineout) {
*
* W seemto be dead. Unless we (a) have kernel
* destructive perm ssions (b) have expicitly enabl ed
* destructive actions and (c) destructive actions have
* not been disabled, we're going to transition into
* the KILLED state, fromwhich no further processing
* on this state will be perf or med.
*
/
if (!dtrace_priv_kernel _destructive(state) ||
Istate->dts_cred.dcr_destructive ||
dtrace_destructive_disal | ow)
void *activity = &tate->dts_activity;
dtrace_activity_t current;

do {
current = state->dts_activity;

} while (dtrace_cas32(activity, current,
DTRACE_ACTI VI TY_KI LLED) != current)

conti nue;

}
if ((offs = dtrace_buffer_reserve(buf, ecb->dte_needed,
ech->dte_al i gnment, state, &nstat e)) < 0)
conti nue;

tomax = buf->dtb_t onax;
ASSERT(tomax != NULL);

if (ech->dte_size != 0)
DTRACE_STORE(ui nt32_t, tomax, offs, ecbh->dte_epid);

netate. dtns_epid = ecb->dte_epid;
net at e. dt ns_present | = DTRACE_MSTATE_EPI D,

if (state->dts_cred.dcr_visible & DTRACE_CRV_KERNEL)
mst at e. dt ns_access | = DTRACE_ACCESS KERNEL;

if (pred !'= NULL) {
dtrace_difo_t *dp = pred->dtp_difo;
int rval
rval = dtrace_dif_enul ate(dp, &mstate, vstate, state);

if (1(*flags & CPU DTRACE_ERROR) && !rval) {
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6112

6114
6115
6116
6117
6118
6119
6120

6122
6123
6124

6126
6127
6128
6129
6130

6132
6133

6135
6136
6137

6139

6141
6142
6143

6145
6146

6148
6149
6150
6151
6152
6153
6154
6155
6156
6157
6158
6159

6161
6162
6163
6164
6165
6166

6168
6169
6170
6171

6173
6174
6175
6176

}

for (act
act

dtrace_cacheid_t cid = probe->dtpr_predcache;

if (cid != DTRACE_CACHEI DNONE && !onintr) {
/*

* Update the predicate cache...
*
/

ASSERT(cid == pred->dtp_cacheid);
curthread->t_predcache = cid;

}

conti nue;

= ech->dte_action; !(*flags & CPU DTRACE_ERROR) &&

I'= NULL; act = act->dta_next) {
size_t val offs;

dtrace_difo_t *dp;

dtrace_recdesc_t *rec = &act->dta_rec;

size = rec->dtrd_si ze;
valoffs = offs + rec->dtrd_of fset;

i f (DTRACEACT_I SAGH act ->dta_kind)) {
uint64_t v = Oxbad;
dtrace_aggregation_t *agg;

agg = (dtrace_aggregation_t *)act;

if ((dp act->dta_difo) != NULL)
= dtrace_di f _enul at e(dp,

&rstate, vstate, state);

v
if (*flags & CPU_DTRACE_ERROR)
conti nue;

/
Note that we always pass the expression

value fromthe previous iteration of the
action loop. This value will only be used
if there is an expression argunent to the

*
*
*
*
*
* aggregating action, denoted by the
* dtag_hasarg field.

*

/

tr

dtrace_aggregat e(agg, buf,
of fs, aggbuf, v, val);
conti nue;

}

switch (act->dta_kind) {
case DTRACEACT_STOP:
if (dtrace_priv_proc_destructive(state,
&nrstate))
dtrace_action_stop();
continue;

case DTRACEACT_BREAKPO NT:
if (dtrace_priv_kernel _destructive(state))
dtrace_acti on_breakpoi nt (ech);
conti nue;

case DTRACEACT_PANI C:
if (dtrace_priv_kernel _destructive(state))
dtrace_acti on_pani c(ech);
conti nue;

35

new usr/src/uts/comon/dtrace/ dtrace.c 36
6178 case DTRACEACT_STACK:

6179 if (!dtrace_priv_kernel (state))

6180 conti nue;

6182 dtrace_get pcstack((pc_t *)(tomax + val offs),
6183 size | sizeof (pc_t), probe->dtpr_afranes,
6184 DTRACE_ANCHORED( probe) ? NULL :

6185 (uint32_t *)arg0);

6187 conti nue;

6189 case DTRACEACT_JSTACK:

6190 case DTRACEACT_USTACK:

6191 if (!dtrace_priv_proc(state, &nstate))

6192 cont i nue;

6194 /*

6195 * See comment in DI F_VAR PID.

6196 */

6197 i f (DTRACE_ANCHORED( st at e. dt ns_pr obe) &&

6198 CPU_ON_I NTR(CPU) )

6199 int depth = DTRACE_USTACK_NFRAVES(
6200 rec->dtrd_arg) + 1;

6202 dtrace_bzero((void *)(tomax + valoffs),
6203 DTRACE_USTACK_STRSI ZE(r ec- >dtrd_ar g)
6204 + depth * sizeof (uint64_t));

6206 conti nue;

6207 }

6209 i f (DTRACE_USTACK STRSI ZE(rec->dtrd_arg) != 0 &&
6210 curproc->p_dtrace_hel pers !'= NULL) {

6211 /*

6212 * This is the slow path -- we have
6213 * allocated string space, and we're
6214 * getting the stack of a process that
6215 * has helpers. Call into a separate
6216 * routine to performthis processing.
6217 */

6218 dtrace_acti on_ustack(&nrstate, state,
6219 (uint64_t *)(tonmax + valoffs),

6220 rec->dtrd_arg);

6221 conti nue;

6222 }

6224 /*

6225 * Clear the string space, since there’s no
6226 * helper to do it for us.

6227 */

6228 i f (DTRACE_USTACK_STRSI ZE(rec->dtrd_arg) != 0) {
6229 int depth = DTRACE_USTACK_NFRAMES(
6230 rec->dtrd_arg);

6231 size_t strsize = DIRACE_USTACK_STRSI ZE(
6232 rec->dtrd_arg);

6233 uint64_t *buf = (uint64_t *)(tonmax +
6234 val of fs);

6235 void *strspace = &buf[depth + 1];

6237 dtrace_bzero(strspace,

6238 M N(dept h, strsize));

6239 }

6241 DTRACE_CPUFLAG_SET( CPU_DTRACE_NOFAULT) ;

6242 dtrace_getupcstack((uint64_t *)

6243 (tomax + val offs),
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6244
6245
6246

6248
6249
6250

6252
6253

6255

6257
6258

6260
6261
6262
6263
6264

6266
6267
6268
6269

6271
6272
6273

6275
6276
6277
6278

6280
6281

6283
6284
6285
6286

6288
6289
6290
6291

6293
6294
6295
6296
6297

6299
6300

6302
6303
6304
6305
6306
6307
6308
6309

DTRACE_USTACK_NFRAMES(rec->dtrd_arg) + 1);
DTRACE_CPUFLAG CLEAR( CPU_DTRACE_NOFAULT) ;
conti nue;

defaul t:
break;
}

dp = act->dta_difo;
ASSERT(dp !'= NULL);

val = dtrace_dif_enul ate(dp, &state, vstate, state);

if (*flags & CPU_DTRACE_ERROR)
conti nue;

switch (act->dta_kind) {
case DTRACEACT_SPECULATE:
ASSERT( buf == &state->dts_buffer[cpuid]);
buf = dtrace_specul ati on_buffer(state,
cpuid, val);

if (buf == NULL) {
*flags | = CPU_DTRACE_DROP;
conti nue;

}

of fs = dtrace_buffer_reserve(buf,
ech->dte_needed, ecb->dte_alignnent,
state, NULL);

if (offs <0) {
*flags | = CPU_DTRACE_DROP;
conti nue;

}

tomax = buf->dtb_t omax;
ASSERT(tomax != NULL);

if (ecb->dte_size != 0)
DTRACE_STORE(ui nt32_t, tomax, offs,
ecbh->dte_epid);
conti nue;

case DTRACEACT_CHI LL:
if (dtrace_priv_kernel _destructive(state))
dtrace_action_chill (&state, val);
conti nue;

case DTRACEACT_RAI SE:
if (dtrace_priv_proc_destructive(state,
&nrstate))
dtrace_action_raise(val);
conti nue;

case DTRACEACT_COWM T:
ASSERT(! commi tted);

/*
* W need to commit our buffer state.
*

if (ecb->dte_size)

buf->dtb_offset = offs + ech->dte_size;
buf = &state->dts_buffer[cpuid];
dtrace_specul ati on_commit(state, cpuid, val);
committed = 1;
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6310

6312
6313
6314

6316
6317
6318
6319
6320
6321
6322
6323

6325
6326
6327

6329
6330
6331
6332
6333

6335
6336
6337
6338

6340
6341

6343
6344
6345
6346

6348
6349

6351
6352
6353
6354
6355
6356
6357
6358
6359
6360
6361
6362
6363
6364
6365
6366
6367
6368

6370
6371

6373
6374

case

case

case
case

case
case
case

}

case

38
conti nue;

DTRACEACT_DI SCARD:
dtrace_specul ati on_di scard(state, cpuid, val);
continue;

DTRACEACT_DI FEXPR:
DTRACEACT_LI BACT
DTRACEACT_PRI NTF
DTRACEACT_PRI NTA:
DTRACEACT_SYSTEM
DTRACEACT_FRECPEN
DTRACEACT_TRACEMEM
break;

DTRACEACT_TRACEMEM DYNSI ZE:
tracenensi ze = val;
break;

DTRACEACT_SYM
DTRACEACT_MOD:
if (!dtrace_priv_kernel (state))
cont i nue;
br eak;

DTRACEACT_USYM
DTRACEACT_UMOD:
DTRACEACT_UADDR:  {
struct pid *pid = curthread->t_procp->p_pidp;

if (!dtrace_priv_proc(state, &nmstate))
cont i nue;

DTRACE_STORE(ui nt64_t, tomax,

val of fs, (uint64_t)pid->pid_id);
DTRACE_STORE(ui nt 64_t, tonax,

val of fs + sizeof (uint64_t), val);

conti nue;

DTRACEACT_EXIT: {

For the exit action, we are going to attenpt
to atomcally set our activity to be
draining. If this fails (either because
anot her CPU has beat us to the exit action,
or because our current activity is sonething
other than ACTIVE or WARMUP), we will
continue. This assures that the exit action
can be successfully recorded at npst once
when we’'re in the ACTIVE state. If we're
encountering the exit() action while in
COOLDOMN, however, we want to honor the new
status code. (W know that we're the only
thread in COOLDOM, so there is no race.)

-~
* ok k ok % ok ok k% ok % ok ¥

*/
void *activity = &state->dts_activity;
dtrace_activity_t current = state->dts_activity;

if (current == DTRACE_ACTI VI TY_COOLDOWN)
br eak;

if (current !'= DTRACE_ACTI VI TY_WARMJP)
current = DTRACE_ACTI VI TY_ACTI VE
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6376
6377
6378
6379
6380

6382
6383

6385
6386
6387

6389
6390

6392
6393
6394
6395
6396

6398
6399
6400

6402
6403
6404
6405
6406
6407
6408
6409
6410
6411

6413
6414
6415

6417
6418

6420
6421
6422

6424
6425

6427
6428
6429
6430

6432
6433

6435
6436
6437

6439
6440
6441

if (dtrace_cas32(activity, current,
DTRACE_ACTIVITY_ DRAINING) != current) {
*flags | = CPU_DTRACE_DROP;

conti nue;
}
br eak;
}
defaul t:
ASSERT( 0)
}

if (dp->dtdo_rtype.dtdt_flags & DI F_TF_BYREF) {
uintptr_t end = valoffs + size;

if (tracenensize != 0 &&
val of fs + tracenensi ze < end) {
end = val offs + tracenensi ze;
tracenensi ze = 0;

}

if (!dtrace_vcanl oad((void *)(uintptr_t)val,
&dp->dtdo_rtype, &nmstate, vstate))

conti nue;
/~k
* If this is a string, we're going to only
* load until we find the zero byte -- after
* which we'll store zero bytes.
*/

if (dp->dtdo_rtype.dtdt_kind ==
DI F_TYPE_STRI NG

char ¢ = '\0" + 1,

int intuple = act->dta_intuple;

size_t s;
< size
I="\0

c =

for (s =0; s ;os+H) |
if (c ’
dtrace_| oad8(val ++);
DTRACE_STORE(ui nt8_t, tomax,
val of fs++, c);

if (c =='\0 && intuple)
br eak;

}

continue;

}

while (valoffs < end)
DTRACE_STORE(ui nt8_t, tomax, val of fs++,
dtrace_| oad8(val ++));

}

conti nue;

}

switch (size) {
case 0:
br eak;

case sizeof (uint8_t):
DTRACE_STORE(ui nt8_t, tomax, valoffs, val);
br eak;
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6442
6443
6444
6445
6446
6447
6448
6449
6450
6451
6452
6453
6454
6455
6456
6457
6458
6459

6461
6462

6464
6465
6466

6468

6470
6471
6472
6473
6474
6475
6476
6477
6478
6479

6481
6482
6483
6484
6485
6486
6487
6488
6489

6491
6492
6493
6494
6495
6496
6497
6498
6499
6500
6501

6503
6504
6505
6506

case sizeof (uintl6_t):
DTRACE_STORE(ui nt16_t, tomax, valoffs, val);
br eak;

case sizeof (uint32_t):
DTRACE_STORE(ui nt32_t, tomax, valoffs, val);
br eak;

case sizeof (uint64_t):
DTRACE_STORE(ui nt64_t, tomax, valoffs, val)

br eak;
defaul t:
* Any other size should have been returned by
* reference, not by val ue.
*
/
ASSERT( 0)
br eak;
}
}
if (*flags & CPU_DTRACE_DROP)
conti nue;

if (*flags & CPU DTRACE FAULT) {
int ndx;
dtrace_action_t *err;

buf ->dtb_errors++;
if (probe->dtpr_id == dtrace_probeid_error) {
/*
There’s nothing we can do -- we had an
error on the error probe. W bunp an

*

*

* error counter to at |east indicate that
* this condition happened.

*/
dtrace_error(&state->dts_dblerrors);
conti nue;
}
if (vtime) {
/'k
* Before recursing on dtrace_probe(), we
* need to explicitly clear out our start
* tine to prevent it from being accunul ated
* into t_dtrace_vtine.
*
curthread->t _dtrace_start = 0;
}
/

*
* |terate over the actions to figure out which action
* we were processing when we experienced the error.

* Note that act points _past_ the faulting action; if
* act is ecbhb->dte_action, the fault was in the
* predicate, if it's ecb->dte_action->dta_next it’'s
* In action #1, and so on.
*

/
for (err = ecb->dte_action, ndx = O;

err !'= act; err = err->dta_next, ndx++)

conti nue;

dtrace_probe_error(state, ecbh->dte_epid, ndx,
(nstate. dtms_present & DTRACE_MSTATE_FLTOFFS) ?
metate.dtms_fltoffs : -1, DTRACE_FLAGS2FLT(*fl ags),
cpu_core[cpuid].cpuc_dtrace_illval);

40
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6508 conti nue;

6509 }

6511 if (!committed)

6512 buf - >dtb_of fset = offs + ecb->dte_size;
6513 }

6515 if (vtine)

6516 curthread->t_dtrace_start = dtrace_gethrtinme();
6518 dtrace_i nterrupt _enabl e(cooki e);

6519 }

__unchanged_portion_omtted_

8253 / *
8254 * Validate a Dirace DI F object by checking the IR instructions. The follow ng

8255 * rules are currently enforced by dtrace_difo_validate():

8256 *

8257 * 1. Each instruction nust have a valid opcode

8258 * 2. Each register, string, variable, or subroutine reference nust be valid
8259 * 3. No instruction can nodify register %0 (nust be zero)

8260 * 4. Al instruction reserved bits nust be set to zero

8261 * 5. The last instruction nust be a "ret" instruction

8262 * 6. Al branch targets nust reference a valid instruction _after_ the branch
8263 */

8264 static int
8265 dtrace_difo_validate(dtrace_difo_t *dp, dtrace_vstate_ t *vstate, uint_t nregs,
8266 cred_t *cr)

8267 {

8268 int err =0, i;

8269 int (*efunc)(uint_t pc, const char *, ...) = dtrace_difo_err;
8270 int kcheckl oad;

8271 uint _t pc;

8273 kcheckl oad = cr == NULL ||

8274 (vstate->dtvs_state->dts_cred. dcr _visi bl e & DTRACE_CRV_KERNEL) == 0;
8276 dp- >dt do_destructive = 0;

8278 for (pc = 0; pc < dp- >dtdo|en&&err == 0; pc++) {
8279 dif_instr_t instr = dp->dtdo buf[pc]
8281 uint_t rl = DIF_INSTR_RL(instr);

8282 uint_t r2 = DIF_INSTR_R2(instr);

8283 uint_t rd = DIF_I NSTR_ RD(lnstr),

8284 uint_t rs = DIF_INSTR RS(instr);

8285 uint_t label = DIF_I NSTR_LABEL(l nstr);
8286 uint_t v = DIF_INSTR_VAR(instr);

8287 uint _t subr = DI F_I NSTR_SUBR(i nstr)
8288 uint_t type = DI F I NSTR_TYPE(i nstr);
8289 uint_t op =DF TR_OP(instr);

8291 switch (op) {

8292 case DIF_OP_OR

8293 case DI F_OP_XOR

8294 case DI F_OP_AND:

8295 case DIF_OP_SLL:

8296 case DI F_OP_SRL:

8297 case DI F_OP_SRA:

8298 case DI F_OP_SUB:

8299 case DI F_OP_ADD:

8300 case DI F_OP_MJL:

8301 case DI F_OP_SDIV:

8302 case DIF_OP_UDIV:

8303 case DI F_OP_SREM

8304 case DI F_OP_UREM
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8305
8306
8307
8308
8309
8310
8311
8312
8313
8314
8315
8316
8317
8318
8319
8320
8321
8322
8323
8324
8325
8326
8327
8328
8329
8330
8331
8332
8333
8334
8335
8336
8337
8338
8339
8340
8341
8342
8343
8344
8345
8346
8347
8348
8349
8350
8351
8352
8353
8354
8355
8356
8357
8358
8359
8360
8361
8362
8363
8364
8365
8366
8367
8368
8369
8370

case DI F_OP_COPYS:
if (r1 >= nregs)

err += efunc(pc,

if (r2 >= nregs)

err += efunc(pc,

if (rd >= nregs)

err += efunc(pc,

if (rd ==
err += efunc(pc,
break;
case DI F_OP_NOT:
case DI F_OP_MOV:
case DI F_OP_ALLCCS:
if (rl >= nregs)
err += efunc(pc,
if (r21=0)
err += efunc(pc,
if (rd >= nregs)
err += efunc(pc,
if (rd == 0)
err += efunc(pc,
break;
case DI F_OP_LDSB:
case DI F_OP_LDSH
case DI F_OP_LDSW
case DI F_OP_LDUB:
case DI F_OP_LDUH:
case DI F_OP_LDUW
case DI F_(P LDX:
if (rl1 >= nregs)
err += efunc(pc,
if (r21=0)
err += efunc(pc,
if (rd >= nregs)
err += efunc(pc,
if (rd == 0)
err += efunc(pc,
i f (kcheckl oad)
dp->dt do_buf [ pc]
DI F_OP_RLDSB -
br eak;
case DI F_OP_RLDSB:
case DI F_OP_RLDSH:
case DI F_OP_RLDSW
case DI F_OP_RLDUB:
case DI F_OP_RLDUH:
case DI F_OP_RLDUW
case DI F_OP_RLDX:

if (r1 >= nregs)

err += efunc(pc,

if (r2 1= 0)

err += efunc(pc,

if (rd >= nregs)

err += efunc(pc,

if (rd == 0)
err += efunc(pc,
break;
case DI F_OP_ULDSB
case DI F_OP_ULDSH:
case DI F_OP_ULDSW
case DI F_OP_ULDUB:
case DI F_OP_ULDUH:
case DI F_OP_ULDUW
case DI F_OP_ULDX:
if (r1 >= nregs)

err += efunc(pc,

"invalid register %\n", rl);
"invalid register %\n", r2);
"invalid register %\n", rd);

"cannot wite to %0\n");

"invalid register %\n", rl);
"non-zero reserved bits\n");
"invalid register %\n", rd);

"cannot wite to %0\n");

“invalid register %\n", rl);
"non-zero reserved bits\n");
"invalid register %\n", rd);

"cannot wite to %0\n");

DI F_I NSTR_LOAD(op +
DIF_OP_LDSB, ri, rd);

"invalid register %\n", ril);
"non-zero reserved bits\n");
"invalid register %\n", rd);

"cannot wite to %0\n");

"invalid register %\n", ri);
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8371
8372
8373
8374
8375
8376
8377
8378
8379
8380
8381
8382
8383
8384
8385
8386
8387
8388
8389
8390
8391
8392
8393
8394
8395
8396
8397
8398
8399
8400
8401
8402
8403
8404
8405
8406
8407
8408
8409
8410
8411
8412
8413
8414
8415
8416
8417
8418
8419
8420
8421
8422
8423
8424
8425
8426
8427
8428
8429
8430
8431
8432
8433
8434
8435
8436

case
case

case

case

case
case
case

Dl

jvjvjvjvjvjviviviviviv)
T T T T T T T T T

if (r21=0)

err += efunc(pc,
if (rd >= nregs)

err += efunc(pc,
if (rd == 0)

err += efunc(pc,

f (r1 >= nregs)

err += efunc(pc,
if (r21=0)

err += efunc(pc,
if (rd >= nregs)

err += efunc(pc,
if (rd == 0)
err += efunc(pc,

if (r1 >= nregs)

err += efunc(pc,
if (r2 >= nregs)

err += efunc(pc,
if (rd!=0)

err += efunc(pc,
br eak;
F_OP_TST:
if (r1 >= nregs)

err += efunc(pc,
if (r2!'=01]] rd!=0)

err += efunc(pc,

g
Fe
)
WX

mme - BHEY RN
[ <

%f%%f%%f%gf%%f%

—
—~|

err += efunc(pc,
| abel ) ;

}
if (label <= pc)
err += efunc(pc,
| abel ) ;

Tf (r1i=01]] r21!=0)
err += efunc(pc,
if (rd >= nregs)
err += efunc(pc,

break;

F_OP_NOP:

F_OP_POPTS:

F_OD_FLUSHTS

if (ri!'=01]] r2'!'=0]|
err += efunc(pc,

abel >= dp- >dt do_| en)

43

"non-zero reserved bits\n");
"invalid register %\n", rd);

"cannot wite to %0\n");

"invalid register %\n", ril);
"non-zero reserved bits\n");
"invalid register %\n", rd);

"cannot wite to 0 address\n");

"invalid register %\n", rl);
"invalid register %\n", r2);

"non-zero reserved bits\n");

"invalid register %\n", rl);

"non-zero reserved bits\n");

{

"invalid branch target %\n",

"backward branch to %\n",

"non-zero reserved bits\n");

"invalid register %\n", rd);

rd !'= 0)

"non-zero reserved bits\n");
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8437
8438
8439
8440
8441
8442
8443
8444
8445
8446
8447
8448
8449
8450
8451
8452
8453
8454
8455
8456
8457
8458
8459
8460
8461
8462
8463
8464
8465
8466
8467
8468
8469
8470
8471
8472
8473
8474
8475
8476
8477
8478
8479
8480
8481
8482
8483
8484
8485
8486
8487
8488
8489
8490
8491
8492
8493
8494
8495
8496
8497

8499
8500
8501
8502

case

case

case
case

case

br eak;
DI F_OP_SETX:
if (DI F_INSTR INTEGER(|nstr) >= dp->dtdo_intlen) {
err += efunc(pc, "invalid integer ref %\n",
DI F_I NSTR_I NTEGER(i nstr));
}
if (rd >= nregs)
err += efunc(pc, "invalid register %\n", rd)
if (rd ==0
err += efunc(pc, "cannot wite to %0\n");
br eak;
DI F_OP_ SETS
if (DI F_I NSTR_STRI N& i nstr) >= dp->dtdo_strlen) {
err += efunc(pc, "invalid string ref %%\n"
DI F_I NSTR_STRI NG(i nstr));
}
if (rd >= nregs)
err += efunc(pc, "invalid register %\n", rd);
if (rd == 0)
err += efunc(pc, "cannot wite to %0\n");
br eak;
DI F_OP_LDGA:
DI F_OP_LDTA:
Tf (r1 > DI F_VAR ARRAY_MAX)
err += efunc(pc, "invalid array %\n", ril);
if (r2 >= nregs)
err += efunc(pc, "invalid register %\n", r2);
if (rd >= nregs)
err += efunc(pc, "invalid register %\n", rd);
if (rd == 0)
err += efunc(pc, "cannot wite to %0\n");
break;
DI F_OP_LDGS:
DI F_OP_LDTS:
DI F_OP_LDLS:
DI F_OP_LDGAA:
DI F CP LDTAA:
f (v < DIF_ZVAR OTHER MN || v > DI F_VAR OTHER_MAX)
err += efunc(pc, "invalid variable %\n", v);
if (rd >= nregs)
err += efunc(pc, "invalid register %\n", rd)
if (rd == 0)
err += efunc(pc, "cannot wite to %0\n");
break;
DI F_OP_STGS:
DI F_OP_STTS:
Dl F_OP_STLS:
DI F_OP_STGAA:
DI F_OP_STTAA:
if (v < D F_VAR OTHER UBASE || v > DI F_VAR _OTHER MAX)
err += efunc(pc, "invalid variable %\n", v);
if (rs >= nregs)
err += efunc(pc, "invalid register %\n", rd);
br eak;
DI F_OP_CALL:
if (subr > DI F_SUBR_MAX)
err += efunc(pc, "invalid subr %\n", subr);
if (rd >= nregs)
err += efunc(pc, "invalid register %\n", rd);
if (rd == 0)

err += efunc(pc, "cannot wite to %0\n");

if (subr == DI F_SUBR COPYQUT | |
subr == DI F_SUBR_ CGDYQJTSTR) {
dp >dt do_destructive = 1;
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8504
8505
8506
8507
8508
8509
8510
8511
8512
8513
8514
8515

8517
8518
8519
8520
8521
8522
8523
8524
8525
8526
8527
8528
8529
8530
8531
8532
8533
8534
8535
8536
8537
8538

8540
8541
8542
8543
8544

8546
8547
8548
8549
8550
8551
8552
8553
8554
8555
8556
8557

8559
8560
8561
8562

8564
8565
8566
8567

}

if (subr == DI F_SUBR GETF) {
/‘k

* |f we have a getf() we need to record that
* in our state. Note that our state can be
* NULL if this is a helper -- but in that

* case, the call to getf() is itself illegal,
* and will be caught (slightly later) when

* the hel per is validated.

*

/
if

(vstate->dtvs_state != NULL)
vstat e- >dtvs_st at e- >dt s_get f ++;

}

break;
case DI F_OP_PUSHTR:
if (type != DIF_TYPE_STRING && type != DI F_TYPE_CTF)

err += efunc(pc, "invalid ref type %\n", type);
if (r2 >= nregs)

err += efunc(pc, "invalid register %\n", r2);
if (rs >= nregs)

err += efunc(pc, "invalid register %\n", rs);

break;
case DI F_OP_PUSHTV:
if (type != D F_TYPE_CTF)

err += efunc(pc, "invalid val type %\n", type);
if (r2 >= nregs)
err += efunc(pc, "invalid register %\n", r2);
if (rs >= nregs)
err += efunc(pc, "invalid register %\n", rs);
br eak;
defaul t:
err += efunc(pc, "invalid opcode %\n",
DI F_I NSTR_OP(instr));
}

if (dp->dtdo_len = 0 &&

}

DI F_I NSTR_OP( dp- >dt do_buf [dp->dtdo_len - 1]) != DIF_OP_RET) {
err += efunc(dp->dtdo_len - 1,
"expected 'ret’ as last D F instruction\n");

if (!(dp->dtdo_rtype.dtdt_flags & D F_TF_BYREF)) {
/*

}

for

* |f we're not returning by reference, the size nust be either
* 0 or the size of one of the base types.
*
/
switch (dp->dtdo_rtype.dtdt_size) {
case O:
case sizeof (uint8_t):
case sizeof (uintl6_t):
case sizeof (uint32_t):
case sizeof (uint64_t):

br eak;
defaul t:
err += efunc(dp->dtdo_len - 1, "bad return size\n");
}
(i =0; i <dp->dtdo_varlen & err == 0; i++) {

dtrace_difv_t *v = &Ip->dtdo_vartab[i], *existing = NULL;
dtrace_di ftype_t *vt, *et;
uint_t id, ndx;
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8569 if (v->dtdv_scope != DI FV_SCOPE_G.OBAL &&

8570 v->dt dv_scope ! = DI FV_SCOPE_THREAD &&

8571 v->dtdv_scope ! = DI FV_SCOPE_LOCAL) {

8572 err += efunc(i, "unrecognized variable scope %\ n",
8573 v->dt dv_scope);

8574 break;

8575 }

8577 if (v->dtdv_kind != DI FV_KI ND_ARRAY &&

8578 v->dtdv_kind ! = DI FV_KI ND_SCALAR) {

8579 err += efunc(i, "unrecognized variable type %\ n",
8580 v->dt dv_ki nd) ;

8581 br eak;

8582 }

8584 if ((id = v->dtdv_id) > DIF_VAR ABLE MAX) {

8585 err += efunc(i, "%l exceeds variable id limt\n", id);
8586 break;

8587 }

8589 if (id < D F_VAR_OTHER_UBASE)

8590 conti nue;

8592 /*

8593 * For user-defined variables, we need to check that this
8594 * definition is identical to any previous definition that we
8595 * encount er ed.

8596 */

8597 ndx = id - DI F_VAR _OTHER UBASE;

8599 switch (v->dtdv_scope) {

8600 case DI FV_SCOPE_GLOBAL:

8601 if (ndx < vstate->dtvs_nglobals) {

8602 dtrace_statvar_t *svar;

8604 if ((svar = vstate->dtvs_gl obal s[ ndx]) != NULL)
8605 exi sting = &svar->dtsv_var;

8606 }

8608 break;

8610 case DI FV_SCOPE_THREAD:

8611 if (ndx < vstate->dtvs_ntlocals)

8612 exi sting = &ustate->dtvs_tlocal s[ ndx];

8613 br eak;

8615 case DI FV_SCOPE_LOCAL:

8616 if (ndx < vstate->dtvs_nlocals) {

8617 dtrace_statvar_t *svar;

8619 if ((svar = vstate->dtvs_local s[ndx]) != NULL)
8620 exi sting = &svar->dtsv_var;

8621 }

8623 br eak;

8624 }

8626 vt = &v->dtdv_type;

8628 if (vt->dtdt_flags & DI F_TF_BYREF) {

8629 if (vt->dtdt_size == 0)

8630 err += efunc(i, "zero-sized variable\n");
8631 br eak;

8632 }

8634 if (v->dtdv_scope == DI FV_SCOPE_GLOBAL &&
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8635
8636
8637
8638
8639

8641
8642

8644
8645

8647
8648

8650

8652
8653
8654
8655

8657
8658
8659
8660
8661

8663
8664 }

vt->dtdt_size > dtrace _gl obal _nmaxsi ze
err += efunc(i,

br eak;
}
}
if (existing == NULL || existing->dtdv_id == 0)
conti nue;

ASSERT( exi sting->dtdv_id == v->dtdv_id);
ASSERT( exi sti ng->dt dv_scope == v->dtdv scope)

if (existing->dtdv_kind != v->dtdv_kind)
err += efunc(i, "%l changed vari abl e kind\n",

et = &existing->dtdv_type;

if (vt->dtdt_flags != et->dtdt_flags) {
err += efunc(i, "% changed variable type flag
br eak;

}

if (vt->dtdt_size I=0 &&vt >dtdt_size ! = et->dtdt S|ze) {
"9g changed variable type size\n"

err += efunc(i,
br eak;

return (err);

__unchanged_portion_onitted_

12983 static int
12984 dtrace_state_go(dtrace_state_t *state, processorid_t *cpu)

12985 {
12986
12987
12988
12989
12990
12991
12992

12994
12995

12997
12998
12999
13000

13002
13003
13004
13005
13006

13008
13009
13010
13011

13013

13015
13016

dtrace_optval _t *opt = state->dts_options, sz, nspec;
dtrace_specul ati on_t *spec;

dtrace_buffer_t *buf;

cyc_handl er_t hdlr;

cyc_time_t when;

int rval =0, i, bufsize = NCPU * sizeof (dtrace_buffer_t);
dtrace_i cooki e_t cooki e;

mut ex_ent er (&cpu_|l ock);
mut ex_ent er (&t race_| ock);

if (state->dts_activity != DTRACE_ACTI VI TY_I NACTI VE) {
rval = EBUSY;
goto out;

}

/*

* Before we can perform any checks, we must prinme all of the

* retained enablings that correspond to this state.

*/

dtrace_enabl i ng_prinme(state);

if (state->dts_destructive & !state->dts_cred.dcr_destructiv
rval = EACCES;
goto out;

}
dtrace_state_prereserve(state);

/*
* Now we want to do is try to allocate our specul ations.

id);

s\n",

e) {

47

) A
"oversized by-ref global\n");

id);

id);
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13017
13018
13019
13020
13021

13023
13024
13025
13026

13028
13029

13031
13032
13033
13034

13036
13037

13039
13040
13041
13042
13043
13044

13046
13047

13049
13050
13051
13052
13053

13055
13056
13057
13058

13060
13061
13062

13064
13065
13066
13067
13068
13069
13070

13072

13074
13075
13076
13077
13078
13079
13080
13081
13082

* We do not autonmmtically resize the number of specul ations;

* this fails, we will fail the operation.
*
/
nspec = opt [ DTRACEOPT_NSPEC] ;
ASSERT( nspec ! = DTRACECPT UNSET)

if (nspec > INT_MAX) {
rval = ENOVEM
goto out;

}

spec = kmem zal | oc(nspec * sizeof (dtrace_speculation_t),
KM NOSLEEP | KM _NORMALPRI ) ;

if (spec == NULL) {
rval = ENOVEM
goto out;

}

st at e- >dt s_specul ati ons = spec;
stat e- >dt s_nspecul ati ons = (i nt)nspec;

for (i = 0; i < nspec; i++)
if ((buf = kmem zal | oc(buf si ze,
KM_NOSLEEP | KM NORVALPRI)) == NULL) {
rval = ENOVEM
goto err;

}

spec[i].dtsp_buffer = buf;
}

i f (opt[ DTRACEOPT_GRAB I = DTRACEOPT_UNSET) {
if (dtrace_anon.dta_state == NULL) {
rval = ENCENT;
goto out;

}

if (state->dts_necbs != 0) {
rval = EALREADY;
goto out;

}

state->dts_anon = dtrace_anon_grab();
ASSERT( st at e- >dts _anon !'= NULL);
state = state->dts_anon;

/*
* W& want

"grabanon" to be set in the grabbed state,

48

if

so we'll

* copy that option value fromthe grabbing state into the

* grabbed state.
*
/
st at e- >dt s_opt i ons[ DTRACEOPT_GRABANON] =
opt [ DTRACEOPT_GRABANQOV ;
*cpu = dtrace_anon. dt a_beganon;

/

we don’t allow any further option processing --
don’t return failure.

* Ok kb ¥

*/
if (state->dts_activity != DTRACE_ACTI VI TY_I NACTI VE)
goto out;

If the anonynpus state is active (as it alnost certainly
is if the anonynous enabling ultinmately matched anything),
bu

we
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13084
13085
13086
13087
13088
13089
13090
13091
13092
13093
13094
13095
13096
13097
13098
13099
13100
13101
13102
13103

13105
13106
13107
13108
13109
13110
13111
13112
13113
13114
13115

13117
13118
13119
13120
13121

13123
13124
13125
13126
13127
13128
13129
13130
13131
13132
13133
13134
13135

13137
13138

13140
13141

13143
13144

13146
13147

i f (opt[ DTRACEOPT AGGSI ZE] != DTRACEOPT UNSET &&
opt [ DTRACEOPT_AGGSI ZE] !'= 0) {
if (state->dts_aggregations == NULL) {
/*

* W're not going to create an aggregation buffer
* because we don’t have any ECBs that contain

* aggregations -- set this option to O.

*/

opt [ DTRACEOPT_AGGSI ZE] = 0;
} else {
*

* |f we have an aggregation buffer, we nust also have
* a buffer to use as scratch.
*/

if (opt[DTRACEOPT_BUFSI ZE] == DTRACECPT_UNSET |
opt [ DTRACECPT_BUFSI ZE] < state->dts_needed) {
opt [ DTRACEOPT_BUFSI ZE] = st at e- >dt s_needed,;

}

i f (opt[ DTRACEOPT SPECSI ZE] |= DTRACEODT_UNSET &&
opt [ DTRACEOPT_SPECSI ZE] != 0)
if ('sta;e >dt s_specul ates) {
* W're not going to create specul ation buffers
* because we don’t have any ECBs that actually
*/speculate -- set the speculation size to 0.
*

opt [ DTRACEOPT_SPECSI ZE] = 0;

}

/*

* The bare mininum size for any buffer that we're actually going to
* do anything to is sizeof (uint64_t)

*/

sz = sizeof (uint64_t);

if ((state->dts_needed != 0 && opt[ DTRACECPT_BUFSI ZE] < sz) ||
(state->dts_specul at es & opt [ DTRACEOPT_SPECSI ZE] < sz) ||
(state->dts_aggregati ons != NULL && opt [ DTRACEOPT_AGGSI ZE|] < sz)) {
/*

* A buffer size has been explicitly set to 0 (or to a size
* that will be adjusted to 0) and we need the space -- we
* need to return failure. W return ENOSPC to differentiate
* it fromfailing to allocate a buffer due to failure to neet
* the reserve (for which we return E2BI Q
*

/

rval = ENGOSPC,
goto out;

}

if ((rval = dtrace_state_buffers(state)) != 0)
goto err;

if ((sz = opt[ DTRACEOPT_DYNVARSI ZE]) == DTRACEOPT_UNSET)
sz = dtrace_dst ate_defsi ze;

do {
rval = dtrace_dstate_init(&state->dts_vstate.dtvs_dynvars, sz);
if (rval == 0)
break;
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13149
13150
13151

13153

13155
13156

13158
13159

13161
13162

13164
13165

13167
13168

13170
13171
13172

13174
13175

13177

13179
13180
13181

13183
13184

13186
13187

13189

13191
13192
13193
13194
13195
13196
13197
13198
13199

13201
13202
13203
13204
13205

13207
13208
13209
13210
13211
13212
13213
13214
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i f (opt[ DTRACEOPT BUFRES| ZE] == DTRACEOPT_BUFRESI ZE_MANUAL)
goto err;
} while (sz >>=1);

opt [ DTRACECPT_DYNVARSI ZE] = sz;

if (rval 1= 0)
goto err;

i f (opt[ DTRACEOPT_STATUSRATE] > dtrace st at usr at e_max)
opt [ DTRACEOPT_STATUSRATE] = dtrace_st at usrat e_nax;

i f (opt[ DTRACEOPT_CLEANRATE] == 0)
opt [ DTRACEOPT_CLEANRATE] = dtrace_cl eanr at e_max;

i f (opt[ DTRACEOPT_CLEANRATE] < dtrace cl eanrate_min)
opt [ DTRACEOPT_CLEANRATE] = dtrace_cl eanrate_min;

i f (opt[ DTRACEOPT_CLEANRATE] > dtrace_cl eanrat e_nax)
opt [ DTRACEOPT_CLEANRATE] = dtrace_cl eanr at e_nax;

hdl r.cyh_func = (cyc_func_t)dtrace_state_cl ean;
hdl r.cyh_arg = state;
hdl r.cyh_l evel = CY_LOW LEVEL;

when. cyt _when = 0;
when. cyt _i nterval = opt[ DTRACEOPT_CLEANRATE] ;

state->dts_cl eaner = cyclic_add(&hdlr, &when);

hdl r. cyh_func (cyc func_t)dtrace_state_deadman;
hdl r.cyh_arg = stat
hdlr.cyh_l evel = CY_ LCNVLEVEL

when. cyt _when = 0;
when. cyt _interval = dtrace_deadman_interval;

state->dts_alive = state->dts_| aststatus = dtrace_gethrtinme();
stat e->dts_deadman = cyclic_add(&hdlr, &when);

state->dts_activity = DTRACE_ACTI VI TY_WARMUP;

if (state->dts_getf != 0 &&
I (state->dts_cred. dcr_visible & DTRACE_CRV_KERNEL)) {
/*

* We don’t have kernel privs but we have at |east one call
* to getf(); we need to bunp our zone's count, and (if

* this is the first enabling to have an unprivileged call
*/to getf()) we need to hook into closef()

*

state->dts_cred. dcr _cred->cr_zone- >zone_dtrace_get f ++;

if (dtrace_getf++ == 0) {
ASSERT(dtrace_cl osef == NULL);
dtrace_cl osef = dtrace_getf_barrier;

}
/*

* Nowit's tine to actually fire the BEG N probe. W need to disable
* interrupts here both to record the CPU on which we fired the BEG N
*
*

probe (the data fromthis CPU will be processed first at user
level) and to nanual ly activate the buffer for this CPU

*

/

cooki e = dtrace_i nterrupt_disable();
*cpu = CPU->cpu_id;
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13215 ASSERT( st at e->dts_buffer[*cpu].dtb_flags & DTRACEBUF_I NACTI VE) ;
13216 state->dts_buffer[*cpu].dtb_flags & ~DTRACEBUF_| NACTI VE;

13218 dtrace_probe(dtrace_probei d_begin,

13219 (uint64_t)(uintptr_t)state, 0, 0, 0, 0);

13220 dtrace_i nterrupt_enabl e(cooki e);

13221 /*

13222 * We may have had an exit action froma BEG N probe; only change our
13223 * state to ACTIVE if we're still in WARMUP.

13224 */

13225 ASSERT(stat e->dts_activity == DTRACE_ACTI VI TY_WARMUP | |

13226 state->dts_activity == DTRACE_ACTI VI TY_DRAI NI NG ;

13228 if (state->dts_activity == DTRACE_ACTI VI TY_WARMUP)

13229 state->dts_activity = DTRACE_ACTI VI TY_ACTI VE;

13231 /*

13232 * Regardl ess of whether or not now we’'re in ACTIVE or DRAINI NG we
13233 * want each CPU to transition its principal buffer out of the
13234 * | NACTI VE state. Doing this assures that no CPU will suddenly begin
13235 * processing an ECB hal fway down a probe’s ECB chain; all CPUs will
13236 * atomically transition from processing none of a state’s ECBs to
13237 * processing all of them

13238 *

13239 dtrace_xcal | (DTRACE_CPUALL,

13240 (dtrace_xcal | _t)dtrace_buffer_activate, state);

13241 goto out;

13243 err:

13244 dtrace_buffer_free(state->dts_buffer);

13245 dtrace_buffer_free(state->dts_aggbuffer);

13247 if ((nspec = state->dts_nspecul ations) == 0) {

13248 ASSERT( st at e->dt s_specul ati ons == NULL);

13249 goto out;

13250 }

13252 spec = state->dts_specul ations;

13253 ASSERT(spec != NULL);

13255 for (i =0; i < state->dts_nspecul ations; i++) {

13256 if ((buf = spec[i].dtsp_buffer) == NULL)

13257 break;

13259 dtrace_buffer_free(buf);

13260 kmem free(buf, bufsize);

13261 }

13263 knmem free(spec, nspec * sizeof (dtrace_speculation_t));

13264 st at e- >dt s_nspecul ati ons = 0;

13265 stat e- >dts_specul ati ons = NULL;

13267 out:

13268 nut ex_exi t (&t race_| ock);

13269 nut ex_exi t (&cpu_l ock) ;

13271 return (rval);

13272 }

13274 static int

13275 dtrace_state_stop(dtrace_state_t *state, processorid_t *cpu)

13276 {

13277 dtrace_i cooki e_t cooki e;

13279 ASSERT( MUTEX_HELD( &dt r ace_| ock));

new usr/src/uts/comon/dtrace/ dtrace.c 52
13281 if (state->dts_activity != DITRACE_ACTI VI TY_ACTI VE &&

13282 state->dts_activity ! = DTRACE_ACTI VI TY_DRAI Nl NG

13283 return (EI NVAL);

13285 /*

13286 * W'll set the activity to DTRACE_ACTI VI TY_DRAI NING, and issue a sync
13287 * to be sure that every CPU has seen it. See below for the details
13288 * on why this is done.

13289 */

13290 state->dts_activity = DTRACE_ACTI VI TY_DRAI NI NG

13291 dtrace_sync();

13293 /*

13294 * By this point, it is inpossible for any CPU to be still processing
13295 * w th DTRACE_ACTI VITY_ACTIVE. W can thus set our activity to
13296 * DTRACE_ACTI VI TY_COOLDOWN and know that we’'re not racing wth any
13297 * other CPU in dtrace_buffer_reserve(). This allows dtrace_probe()
13298 * and callees to know that the activity is DTRACE_ACTI VI TY_COOLDOMNN
13299 * iff we're in the END probe.

13300 */

13301 state->dts_activity = DTRACE_ACTI VI TY_COOLDONN;

13302 dtrace_sync();

13303 ASSERT( st at e- >dts_activity == DTRACE_ACTI VI TY_COOLDOM) ;

13305 /*

13306 * Finally, we can release the reserve and call the END probe. W
13307 * disable interrupts across calling the END probe to allow us to
13308 * return the CPU on which we actually called the END probe. This
13309 * allows user-land to be sure that this CPU s principal buffer is
13310 * processed | ast.

13311 */

13312 state->dts_reserve = 0;

13314 cooki e = dtrace_interrupt_disable();

13315 *cpu = CPU->cpu_i d;

13316 dtrace_probe(dtrace_probeid_end,

13317 (uint64_t)(uintptr_t)state, 0, 0, 0, 0);

13318 dtrace_i nterrupt_enabl e(cooki e);

13320 state->dts_activity = DTRACE_ACTI VI TY_STOPPED;

13321 dtrace_sync();

13323 if (state->dts_getf != 0 &&

13324 I (state->dts_cred. dcr_visible & DTRACE_CRV_KERNEL)) {

13325 /*

13326 * We don’t have kernel privs but we have at |east one call
13327 * to getf(); we need to |ower our zone's count, and (if
13328 * this is the last enabling to have an unprivileged call
13329 * to getf()) we need to clear the closef() hook.

13330 */

13331 ASSERT( st at e->dt s_cred. dcr _cred->cr_zone->zone_dtrace_getf > 0);
13332 ASSERT(dtrace_cl osef == dtrace_getf_barrier);

13333 ASSERT(dtrace_getf > 0);

13335 state->dts_cred. dcr _cred->cr_zone->zone_dtrace_getf--;

13337 if (--dtrace_getf == 0)

13338 dtrace_cl osef = NULL;

13339 }

13341 return (0);

13342 }

____unchanged_portion_onitted_

14901 static void

14902 dtrace_getf_barrier()
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14903 {
14904
14905
14906
14907
14908
14909
14910
14911
14912
14913
14914
14915
14916 }

14918 /*
* DTrace Driver Cookbook Functions
*
/

14919
14920

When we have unprivileged (that is, non- DTRACE_CRV_KERNEL) enablings
that contain calls to getf(), this routine will be called on every
cl osef () before either the underlying vnode is released or the
file_t itself is freed. By the tine we are here, it is essential
that the file_t can no |onger be accessed froma call to getf()

in probe context -- that assures that a dtrace_sync() can be used
to clear out any enablings referring to the old structures.

* ok kb ok ok Ok 3k
-~

if (curthread->t_procp->p_zone->zone_dtrace_getf != 0 ||
kcred->cr_zone->zone_dtrace_getf != 0)
dtrace_sync();

14921 / * ARGSUSED* /
14922 static int
14923 dtrace_attach(dev_info_t *devi, ddi_attach_cnd_t cnd)

14924 {
14925
14926
14927

14929
14930
14931

14933
14934
14935
14936
14937
14938
14939
14940

14942
14943
14944
14945
14946
14947
14948
14949
14950
14951
14952
14953

14955
14956

14958
14959
14960
14961
14962
14963
14964
14965
14966

14968

dtrace_provider_id_t id;
dtrace_state_t *state = NULL;
dtrace_enabl ing_t *enab;

mut ex_ent er (&cpu_|l ock) ;
nmut ex_ent er (&dt race_provi der _| ock) ;
nut ex_ent er (&dtrace_| ock) ;

if (ddi _soft_state_init(&Jtrace_softstate,
sizeof (dtrace_state_t), 0) != 0

cmm_er r (CE_NOTE, "Jdev/dtrace failed to initialize soft state");
mut ex_exi t (&pu_l ock) ;
mut ex_exit (&dtrace_pr ovi der _| ock);
mut ex_exit (&dtrace_l ock);
return (DDI _FAI LURE);

}

if (ddi _create_m nor_node(devi, DTRACEMNR DTRACE, S |FCHR

DTRACEMNRN_DTRACE, DDI _PSEUDO, NULL) == DDI _FAILURE |
ddi _create_mi nor_node(devi, DIRACEMNR HELPER, S | FCHR,
DTRACEMNRN_HELPER, DDI_PSEUDO, NULL) == DDI_FAI LURE)

cmm_err (CE_NOTE, "Tdev/dtrace couldn’t create m nor nodes");

ddi _renove_mi nor _node(devi, NULL);

ddi _soft_state_fini(&Jtrace_softstate);

mut ex_exi t (&cpu_l ock) ;

mut ex_exi t (&dtrace_provi der _| ock);

mut ex_exi t (&dtrace_l ock);

return (DDI _FAI LURE);

}
ddi _report dev(dew)
dtrace_devi devi ;

dtrace_nodl oad = dtrace_nodul e_| oaded;
dtrace_nodunl oad = dtrace_nodul e_unl oaded;
dtrace_cpu_init = dtrace_cpu_setup_initial;
dtrace_hel pers_cl eanup = dtrace_hel pers_destroy;
dtrace_hel pers_fork = dtrace_hel pers_dupli cate;
dtrace cpustart_init = dtrace_suspend,
dtrace_cpustart_fini = dtrace_resune;
dtrace_debugger_init = dtrace_suspend,;
dtrace_debugger _fini = dtrace_resuneg;

regi ster_cpu_setup_func((cpu_setup_func_t *)dtrace_cpu_setup, NULL);
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14970

14972
14973
14974
14975
14976
14977
14978

14980
14981
14982

14984
14985
14986
14987

14989
14990
14991

14993
14994
14995

14997
14998
14999
15000
15001

15003
15004
15005
15006

15008
15009
15010
15011
15012
15013
15014
15015
15016

15018
15019

15021
15022
15023
15024
15025
15026

15028
15029

15031
15032
15033
15034

ASSERT( MUTEX_HELD( &pu_Il ock));

dtrace_arena = vnemcreate("dtrace", (void *)1, U NT32_MAX, 1,
NULL, NULL NULL, O, VM SLEEP | VMC_I| DENTI FI ER);
dtrace_m nor = vmemcreate("dtrace_ninor", (void *)DTRACEMNRN_CLONE,
U NT32_MAX - DTRACEWMNRN_CLONE, 1, NULL, NULL, NULL, O,
VM SLEEP | VMC_I| DENTI FI ER)
dtrace_taskq = taskq_create(" dtrace_t askq", 1, mexclsyspri,
1, INT_MAX, 0);

dtrace_state_cache = knem cache creat e("dtrace_state_cache",
sizeof (dtrace_dstate_percpu_t) * NCPU, DTRACE STATE. ALl G\,
NULL, NULL, NULL, NULL, NULL, 0);

ASSERT( MUTEX_HELD( & pu_| ock) ) ;

dtrace_bynod = dtrace_hash_create(offsetof(dtrace_probe_t, dtpr_nod),
of fset of (dtrace_probe_t, dtpr_nextnod),
of fset of (dtrace_probe_t, dtpr_prevnod));

dtrace_byfunc = dtrace_hash_create(of fsetof(dtrace_probe_t, dtpr_func),
of f set of (dtrace_probe_t, dtpr_nextfunc),
of fsetof (dtrace_probe_t, dtpr_prevfunc));

dtrace_bynanme = dtrace_hash_create(of fsetof (dtrace_probe_t, dtpr_nane),
of f set of (dtrace_probe_t, dtpr_nextnane),
of fsetof (dtrace_probe_t, dtpr_prevnane));

if (dtrace_retain_max < 1
crm_err (CE_WARN, "illegal value (%u) for dtrace_retain_nmax;
"setting to 1", dtrace_retain_nax);
dtrace_retain_nmax = 1;

}

/*
* Now di scover our toxic ranges.
*/

dtrace_t oxi c_ranges(dtrace_t oxrange_add);

/*
* Before we register ourselves as a provider to our own framework,
* we would like to assert that dtrace_provider is NULL -- but that’s
* not true if we were | oaded as a dependency of a DTrace provider.
* Once we've registered, we can assert that dtrace_provider is our
*/pseudo provi der.
*
(void) dtrace_register("dtrace", &dtrace_provider_attr,

DTRACE_PRI V_NONE, 0, &dtrace_provider_ops, NULL, &id);

ASSERT( dt race_provider != NULL);
ASSERT( (dtrace_provider_id_t)dtrace_provider == id);

dtrace_probei d_begin = dtrace_pr obe create((dtrace_provider_id_t)
dtrace_provi der, NULL NUCL, "BEG N', 0, NULL);

dtrace_probei d_end = dtrace_pr obe_creat e( (dtrace_provider_id_t)
dtrace_provider, NULL, NULL, "END', 0, NULL);

dtrace_probeid_error = dtrace_probe_create((dtrace_provider_id_t)
dtrace_provider, NULL, NULL, "ERROR', 1, NULL);

dtrace_anon_property();
mut ex_exi t (&pu_l ock) ;

/*

* |f DTrace helper tracing is enabled, we need to allocate the
* trace buffer and initialize the val ues.

*/

54
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15035
15036
15037
15038
15039
15040

15042
15043
15044
15045
15046
15047
15048
15049
15050

15052
15053

15055
15056
15057
15058
15059
15060
15061
15062
15063

15065
15066
15067

15069
15070

15072
15073

15075
15076

15078
15079
15080
15081
15082
15083

15085
15086 }

if (dtrace_hel ptrace_enabl ed) {
ASSERT( dt race_hel ptrace_buffer == NULL);
dtrace_hel ptrace_buffer =
kmem zal | oc(dtrace_hel ptrace_buf si ze, KM SLEEP);
dtrace_hel ptrace_next = 0;

-

* Ok kb ok

If there are already providers, we nust ask themto provide their
probes, and then match any anonynous enabling against them Note
that there should be no other retained enablings at this tine:
the only retained enablings at this tinme should be the anonynous
enabl i ng.

if (dtrace_anon.dta_enabling != NULL) {
ASSERT(dtrace_retai ned == dtrace_anon. dta_enabling);

dtrace_enabl i ng_provi de( NULL) ;
state = dtrace_anon. dta_state;

/*
* W couldn’t hold cpu_l ock across the above call to

* dtrace_enabling_provide(), but we nmust hold it to actually
* enable the probes. W have to drop all of our |ocks, pick
* up cpu_l ock, and regain our |ocks before nmatching the

* retalned anonynous enabling.

*

/

mut ex_exi t (&dtrace_| ock);

nut ex_exi t (&dtrace_provi der _lock);

mut ex_ent er (&cpu_l ock) ;
mut ex_ent er (&t race_provi der _| ock);
nut ex_ent er (&dtrace_| ock) ;

if ((enab = dtrace_anon.dta_enabling) != NULL)
(void) dtrace_enabling_match(enab, NULL);

nmut ex_exi t (&cpu_| ock);

}

nmut ex_exi t (&dtrace_l ock);
nut ex_exi t (&t race_provi der _| ock);

if (state !'= NULL) {
/*
* |f we created any anonynobus state, set it going now.
*/
(void) dtrace_state_go(state, &dtrace_anon. dta_beganon);

}
return (DDl _SUCCESS);

__unchanged_portion_onitted_

16005 / * ARGSUSED*/
16006 static int
16007 dtrace_detach(dev_info_t *dip, ddi_detach_cnd_t cnd)

16008 {
16009

16011
16012
16013

16015
16016

dtrace_state_t *state;

switch (crmd) {
case DDI _DETACH:
br eak;

case DDl _SUSPEND:
return (DDI _SUCCESS);
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16018
16019
16020

16022
16023
16024

16026

16028
16029
16030
16031
16032
16033

16035
16036
16037
16038
16039
16040

16042

16044
16045
16046
16047
16048
16049
16050
16051

16053
16054
16055
16056
16057
16058

16060
16061
16062
16063
16064
16065
16066
16067
16068
16069
16070

16072
16073

16075
16077
16078
16079
16080

16082
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defaul t:

}

nmut ex_ent er (&cpu_| ock) ;
nut ex_ent er (&dt race_provi der _| ock) ;
nut ex_ent er (&dtrace_| ock) ;

return (DDI _FAI LURE);

ASSERT( dt race_opens == 0);

if (dtrace_hel pers > 0)
nut ex_exi t (&dtrace_provi der _| ock);
mut ex_exi t (&dtrace_| ock);
mut ex_exi t (&cpu_l ock);
return (DDI _FAI LURE);

}
if (dtrace_unregister((dtrace_provider_id_t)dtrace_provider) != 0) {
mut ex_exi t (&dJtrace_provi der _| ock);
nut ex_exi t (&dtrace_| ock);
mut ex_exi t (&pu_l ock) ;
return (DDl _FAI LURE);
}

dtrace_provi der = NULL;

if ((state = dtrace_anon_grab()) != NULL) {
/*
* |f there were ECBs on this state, the provider shoul d
* have not been allowed to detach; assert that there is
* none.

ASSERT( st at e->dt s_necbs == 0);
dtrace_state_destroy(state);

/*
* |f we’'re being detached with anonynous state, we need to

* indicate to the kernel debugger that DTrace is now inactive.
*

v

/
(voi d) kdi _dtrace_set (KD _DTSET_DTRACE_DEACTI VATE)
}

bzero(&dtrace_anon, sizeof (dtrace_anon_t));

unregi ster_cpu_ setup func((cpu_setup_func_t *)dtrace_cpu_setup, NULL);
dtrace_cpu_init = NULL;

dtrace_hel pers_cl eanup = NULL;

dtrace_hel pers_fork = NULL;

dtrace_cpustart_init = NULL;
dtrace_cpustart_fini = NULL;
dtrace_debugger _i nit = NULL;
dtrace_debugger _fini = NULL;

dtrace_nodl oad = NULL;
dtrace_nodunl oad = NULL;

ASSERT(dtrace_getf == 0);
ASSERT(dtrace_cl osef == NULL);

nut ex_exi t (&pu_l ock) ;
if (dtrace_hel ptrace_enabl ed) {
kmem free(dtrace_hel ptrace_buffer, dtrace_hel ptrace_bufsize);

dtrace_hel ptrace_buffer = NULL;
}

kmem free(dtrace_probes, dtrace_nprobes * sizeof (dtrace_probe_t *));
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16083 dtrace_probes = NULL;

16084 dtrace_nprobes = 0;

16086 dtrace_hash_destroy(dtrace_bynod);

16087 dtrace_hash_destroy(dtrace_byfunc);

16088 dtrace_hash_destroy(dtrace_bynane);

16089 dtrace_bynod = NULL;

16090 dtrace_byfunc = NULL;

16091 dtrace_byname = NULL;

16093 kmem cache_destroy(dtrace_state_cache);

16094 viem dest roy(dtrace_m nor);

16095 virem dest roy(dtrace_arena);

16097 if (dtrace_toxrange != NULL) {

16098 kmem free(dtrace_t oxrange,

16099 dtrace_t oxranges_max * sizeof (dtrace_toxrange_t));
16100 dtrace_t oxrange = NULL;

16101 dtrace_t oxranges = O;

16102 dtrace_t oxranges_nax = 0;

16103 }

16105 ddi _renove_m nor _node(dtrace_devi, NULL);

16106 dtrace_devi = NULL;

16108 ddi _soft_state_fini(&Jtrace_softstate);

16110 ASSERT(dtrace_vtine_references == 0);

16111 ASSERT( dt race_opens == 0);

16112 ASSERT( dtrace_retai ned == NULL);

16114 nmut ex_exi t (&dt race_l ock);

16115 nut ex_exi t (&t race_provi der _| ock);

16117 /*

16118 * W don’t destroy the task queue until after we have dropped our
16119 * | ocks (taskq_destroy() may block on running tasks). To prevent
16120 * attenpting to do work after we have effectively detached but before
16121 * the task queue has been destroyed, all tasks dispatched via the
16122 * task queue nust check that DIrace is still attached before
16123 * performng any operation.

16124 */

16125 taskq_destroy(dtrace_taskq);

16126 dtrace_taskq = NULL;

16128 return (DDl _SUCCESS);

16129 }

__unchanged_portion_onitted_
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new usr/src/uts/comon/os/dtrace_subr.c
2916 DTrace in a zone shoul d be able to access fds[]
* %

LR R R R R EEE SRR EEE R EEEEE SRR EEEEEREEEEEEEREEREEEEEEERES] * ok ok ok ok ok

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific |anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END

*/

22 /| *

23 * Copyright 2009 Sun M crosystens, Inc. Al rights reserved.
24 * Use is subject to license terns.

25 */

27 #include <sys/dtrace. h>
28 #include <sys/cm_err. h>
29 #include <sys/tnf.h>

30 #include <sys/atonic.h>
31 #include <sys/prsystm h>
32 #include <sys/nodctl . h>
33 #include <sys/aio_inpl.h>

35 #ifdef __sparc
36 #include <sys/privregs. h>

37 #endif

39 void (*dtrace_cpu_init)(processorid_t);

40 void (*dtrace_nodl oad) (struct nodctl *);
41 void (*dtrace_nodunl oad) (struct nodctl *);
42 void (*dtrace_hel pers_cl eanup) (voi d);

43 void (*dtrace_hel pers_fork)(proc_t *, proc_t *);
44 void (*dtrace_cpustart_init)(void);

45 void (*dtrace_cpustart_fini)(void);

46 void (*dtrace_cpc_fire)(uint64_t);

47 void (*dtrace_cl osef) (void);

49 void (*dtrace_debugger _ini voi d);

t)(
50 void (*dtrace_debugger_fini)(void);

52 dtrace_vtine_state_t dtrace_vtine_active = 0;
53 dtrace_cacheid_t dtrace_predcache_i d = DTRACE_CACHEI DNONE + 1;

55 /[ *

56 * dtrace_cpc_in_use usage statenent: this global variable is used by the cpc
57 * hardware overflow interrupt handler and the kernel cpc framework to check
58 * whether or not the DTrace cpc provider is currently in use. The variable is
59 * set before counters are enabled with the first enabling and cl eared when
60 * the last enabling is disabled. Its value at any given tine indicates the
61 * nunber of active dcpc based enablings. The gl obal ’kcpc_cpuctx_| ock’ rw ock

new usr/src/uts/comon/os/dtrace_subr.c

62 * is held during initial setting to protect races between kcpc_open() and the
63 * first enabling. The | ocking provided by the DIrace subsystem the kernel
64 * cpc framework and the cpu nmanagenent franework protect consuners fromrace
65 * conditions on enabling and disabling probes.

*

67 uint32_t dtrace_cpc_in_use = O;

69 typedef struct dtrace_hrestinme {

70 I ock_t dt hr _| ock; /* lock for this elenment */
71 tinmestruc_t dthr_hresti ne; /* hrestine value */

72 int64_t dt hr _adj ; /* hrestine_adj value */

73 hrtime_t dthr_hrting; /* hrtime value */

74 } dtrace_hrestine_t;

__unchanged_portion_onitted_
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2916 DTrace in a zone should be able to access fds[]
* %

LR R R R R EEE SRR EEE R EEEEE SRR EEEEEREEEEEEEREEREEEEEEERES] * ok ok ok ok ok
1/*
2 CDDL HEADER START
3
4 The contents of this file are subject to the ternms of the
5 Common Devel opment and Distribution License (the "License").
6 You may not use this file except in conpliance with the License.
7
8 You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 or http://ww. opensol aris.org/os/licensing.
10 See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

=
[N

B A T

-~

22 /*

23 * Copyright (c) 1989, 2010, Oacle and/or its affiliates. Al rights reserved.

24 * Copyright (c) 2012, Joyent Inc. Al rights reserved.
*/

Oopyrlght (c) 1984, 1986, 1987, 1988, 1989 AT&T */
Al Rights Reserved */

* ok

30 #include <sys/types. h>

31 #include <sys/sysnacros. h>
32 #include <sys/param h>

33 #include <sys/systm h>

34 #include <sys/errno. h>

35 #include <sys/signal.h>
36 #include <sys/cred. h>

37 #include <sys/user.h>

38 #include <sys/conf. h>

39 #include <sys/vfs.h>

40 #i ncl ude <sys/vnode. h>

41 #i ncl ude <sys/ pat hnane. h>
42 #include <sys/file.h>

43 #incl ude <sys/proc. h>

44 #include <sys/var.h>

45 #incl ude <sys/cpuvar. h>
46 #incl ude <sys/open. h>

47 #include <sys/cmm_err. h>
48 #incl ude <sys/priocntl.h>
49 #incl ude <sys/procset. h>
50 #include <sys/prsystm h>
51 #incl ude <sys/ debug. h>

52 #include <sys/kmem h>

53 #include <sys/atom c. h>
54 #include <sys/fcntl.h>

55 #include <sys/poll.h>

56 #include <sys/rctl.h>

57 #include <sys/port_inpl.h>
58 #include <sys/dtrace. h>

60 #include <c2/audit.h>
61 #include <sys/nbm ock. h>
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#i f def DEBUG

static uint32_t afd_naxfd; /* # of entries in maxi mumallocated array */
static uint32_t afd_alloc; /* count of kmem.alloc()s */

static uint32_t afd_free; /* count of kmemifree()s */

static uint32_t afd_wait; /* count of waits on non-zero ref count */
#defi ne MAXFD( x)

#def i ne COUNT( x)

(afd maxfd = ((afd_maxfd >= (x))? afd_naxfd : (x)))
atom c_add_32(&x, 1)

#el se /* DEBUG */

#def i ne MAXFD( x)
#def i ne COUNT( x)

#endi f /* DEBUG */

kmem cache_t *file_cache;

static void port_close_fd(portfd_t *);

/

B i T T T i I R T S

Fil e descriptor allocation.

fd_find(fip, minfd) finds the first avail able descrlptor >= mnfd.
The npbst common case is open(2), in which minfd = 0, but we nust al so
support fcntl (fd, F_DUPFD, mnfd)

The algorithmis as follows: we keep all file descriptors in an infix
binary tree in which each node records the number of descriptors
allocated in its right subtree, including itself. Starting at mnfd,
we ascend the tree until we find a non-fully allocated right subtree.
We then descend that subtree in a binary search for the smallest fd.
Finally, we ascend the tree again to increment the allocation count
of every subtree containing the newy-allocated fd. Freeing an fd
requires only the last step: we ascend the tree to decrenent allocation
counts. Each of these three steps (ascent to find non-full subtree,
descent to find | owest fd, ascent to update allocation counts) is
Q(log n), thus the algorithmas a whole is Q(log n).

We don’t inplenent the fd tree using the customary |eft/right/parent
pointers, but instead take advantage of the glorious mathematics of
full infix binary trees. For reference, here’s an illustration of the
l ogical structure of such a tree, rooted at 4 (binary 100), covering
the range 1-7 (binary 001-111). Qur canonical trees do not include
fd 0; we'll deal with that later.

100
/ \
/ \
010 110
I\ [\

001 011 101 111

We neke the follow ng observations, all of which are easily proven by
induction on the depth of the tree:

(T1) The least-significant bit (LSB) of any node is equal to its |evel
inthe tree. |In our exanple, nodes 001, 011, 101 and 111 are at
|l evel 0; nodes 010 and 110 are at level 1; and node 100 is at |evel 2.

(T2) The child size (CSIZE) of node N -- that is, the total nunber of
ri ght-branch descendants in a child of node N, including itself -- is
given by clearing all but the |east significant bit of N This
follows i mediately from (T1). Applying this rule to our exanple, we
see that CSIZE(100) = 100, CSIZE(x10) = 10, and CSI ZE(xx1) = 1.
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(T3) The nearest left ancestor (LPARENT) of node N -- that is, the nearest
ancestor containing node Nin its right child -- is given by clearing
the LSB of N. For exanple, LPARENT(111) = 110 and LPARENT(110) = 100.
Clearing the LSB of nodes 001, 010 or 100 yields zero, reflecting
the fact that these are |leftnost nodes. Note that this algorithm
autonatical ly skips generations as necessary. For exanple, the parent
of node 101 is 110, which is a *right* ancestor (not what we want);
but its grandparent is 100, which is a left ancestor. Clearing the LSB
of 101 gets us to 100 directly, skipping right past the uninteresting
generation (110).

Note that since LPARENT clears the LSB, whereas CSIZE clears all *but*

the LSB, we can express LPARENT() nicely in terms of CSIZE():

LPARENT(N) = N - CSI ZE(N)

(T4) The nearest right ancestor (RPARENT) of node N is given by:
RPARENT(N) = N + CSI ZE(N)

(T5) For every interior node, the children differ fromtheir parent by

CSl ZE(parent) / 2. In our exanple, CSIZE(100) / 2 = 2 = 10 binary,
and indeed, the children of 100 are 100 +/- 10 = 010 and 110.

Next, we’'ll need a few two’' s-conplenment math tricks.
N, has the follow ng form

Suppose a nunber,

N = xxxx10...0

That is, the binary representation of N consists of some string of bits,
then a 1, then all zeroes. This ampbunts to nothing nore than saying that
N has a least-significant bit, which is true for any N!= 0. If we |ook
at Nand N - 1 together, we see that we can conbine themin useful ways:

N = xxxx10...0

N - 1 = xxxx01...1

N & (N - 1) = xxxx000000

N | (N- 1) = xxxx111111

N~ (N- 1) = 111111
In particular, this suggests several easy ways to clear all but the LSB,

which by (T2) is exactly what we need to determne CSIZE(N) = 10...0.

We'll opt for this formulation:
(Cl) CSIZE(N) = (N- 1) ~ (N]| (N- 1))
Simlarly,

we have an easy way to determ ne LPARENT(N), which requires
that we clear the LSB of N
(L1) LPARENT(N) = N & (N - 1)

We note in the above relations that (N |
When conbined with (T4),

(R1) RPARENT(N)

(N- 1)) - N=CSIZE(N) - 1.
this yields an easy way to conpute RPARENT(N):

=(N| (N- 1)) +1

Finally, to accommpdate fd O we nust adjust all of our results by +/-1 to

move the fd range from[1, 2*n) to [0, 2"n - 1). This is straightforward,

so there’s no need to bel abor the algebra; the revised rel ati ons becone:
(Cla) CSIZE(N) = N~ (N | (N + 1))

(Lla) LPARENT(N) = (N & (N + 1)) - 1
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(Rla) RPARENT(N) = N | (N + 1)

This conpletes the mathenatical framework. W now have all the tools
we need to inplement fd_find() and fd_reserve().

fd_find(fip, minfd) finds the smallest available file descriptor >= minfd.
It does not actually allocate the descriptor; that’s done by fd_reserve().
fd_find() proceeds in tw steps:

(1) Find the leftnost subtree that contains a descriptor >= mnfd.
We start at the right subtree rooted at minfd. |If this subtree is
not full -- if fip->fi_list[mnfd].uf_alloc != CSIZE(m nfd) -- then
step 1 is done. Oherw se, we know that all fds in this subtree
are taken, so we ascend to RPARENT(minfd) using (Rla). W repeat
this process until we either find a candi date subtree or exceed
fip->fi_nfiles. W use (Cla) to conpute CSIZE().

(2) Find the smallest fd in the subtree discovered by step 1.

Starting at the root of this subtree, we descend to find the

smal | est available fd. Since the left children have the smaller

fds, we will descend rightward only when the left child is full.

We begin by conparing the nunber of allocated fds in the root

to the nunber of allocated fds inits right child; if they differ
by exactly CSIZE(child), we know the |eft subtree is full, so we
descend right; that is, the right child beconmes the search root.
O herwi se we | eave the root alone and start followi ng the right
child s left children. As fortune would have it, this is very
sinpl e conputationally: by (T5), the right child of fd is just

fd + size, where size = CSIZE(fd) / 2. Applying (T5) again,
we find that the right child s left childis fd + size - (size/ 2) =
fd + (size / 2); *its* left child is fd + (size/ 2) - (size/ 4) =

fd + (size / 4), and so on. In general,
| eftnmost nth descendant is fd + (size >> n).
the right child s left descendants, we just
each iteration of the search.

fd's right child's
Thus, to follow
hal ve the size in

When we descend | eftward, we nust keep track of the number of fds
that were allocated in all the right subtrees we rejected, so we
know how many of the root fd' s allocations are in the remaining

(as yet unexplored) leftnost part of its right subtree. Wen we
encounter a fully-allocated left child -- that is, when we find
that fip->fi_list[fd].uf_alloc == ralloc + size -- we descend right

(as described earlier), resetting ralloc to zero.

fd_reserve(fip, fd, incr) either allocates or frees fd, depending

on whether incr is 1 or -1. Starting at fd, fd_reserve() ascends

the leftnost ancestors (see (T3)) and updates the allocation counts.

At each step we use (Lla) to conpute LPARENT(), the next left ancestor.

flist_mnsize() finds the mininal tree that still covers all
used fds; as long as the allocation count of a root node is zero, we
don’t need that node or its right subtree.

flist_nalloc() counts the nunber of allocated fds in the tree, by starting
at the top of the tree and summing the right-subtree allocation counts as
it descends |eftwards.

Note: we assune that flist_growm) will keep fip->fi_nfiles of the form
2°n - 1. This ensures that the fd trees are always full, which saves
quite a bit of boundary checking.
tic int
_find(uf_info_t *fip, int mnfd)

int size, ralloc, fd;
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261 ASSERT( MUTEX_HELD( & i p->fi _| ock));

262 ASSERT((fip->fi_nfiles & (fip->fi_nfiles + 1)) == 0);

264 for (fd = minfd; (uint_t)fd<fip—>fi nfiles; fd |=fd + 1) {
265 size = fd ~ (fd (fd + 1));

266 if (fip->fi Ilst[fd] uf _alloc == size)

267 conti nue;

268 for (ralloc = 0, size >>= 1; size != 0; size >>= 1)
269 ralloc += fip->fi_list[fd + size].uf_alloc;
270 if (fip->fi_list[fd].uf_alloc == ralloc + size) {
271 fd += size;

272 ralloc = 0;

273 }

274 }

275 return (fd);

276 }

277 return (-1);

278 }

__unchanged_portion_onitted_

917 I *

918 * Internal form of close.
919 * structure.
920 * renoval of the referencing file structure.
921 */

922 int

923 closef (file_t *fp)

924 {

925 vnode_t *vp;

926 int error;

927 int count;

928 int flag;

929 of fset _t offset;

931 I*

932 * audit close of file (may be exit)

933 */

934 if (AU_AUDI TINX))

935 audi t _cl osef (fp);

936 ASSERT( MJUTEX_NOT_HELD( &P_FI NFQ( cur proc) - >f i
938 mut ex_ent er (& p->f _t1 ock);

940 ASSERT(f p->f _count > 0);

942 count = fp->f_count--;

943 flag: p>ff|ag

944 of fset = fp->f_offset;

946 vp = fp->f_vnode;

948 error = VOP_CLOSE(vp, flag, count, offset,
950 if (count > 1) {

951 mut ex_exi t (& p->f _tl ock);

952 return (error);

953 }

954 ASSERT( f p->f _count == ;

955 nmut ex_exi t (&F p- >f tlock)

957 /*

958 * |f DIrace has getf() subroutines active,
959 * to point to code that inplenents a barri
960 * context.

961 * vnode that it refers to is released) --

Decrenent reference count on file
Decrenment reference count on the vnode foll ow ng

_lock));

fp->f_cred, NULL);

it will set dtrace_cl osef
er W| th respect to probe

This nust be called before the file_t is freed (and the

but it nust be after the
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962 * file_t has been renmoved fromthe uf_entry_t. That is, there nust
963 * be no way for a racing getf() in probe context to yield the fp that
964 * we're operating upon.

965 *

966 if (dtrace_closef != NULL)

967 (*dtrace_cl osef) ();

969 VN_RELE(vp);

970 /*

971 * deal | ocate resources to audit_data

972 */

973 if (audit_active)

974 audi t _unfall oc(fp);

975 crfree(fp->f_cred);

976 kmem cache_free(file_cache, fp);

977 return (error);

978 }

__unchanged_portion_onitted_
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2916 DTrace in a zone shoul d be able to access fds[]
* %
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*ok koK Kk ok

96 /*

97 * DTrace Internediate Format (Dl F)

98 *

99 * The following definitions describe the DIrace Internediate Format (DIF), a
100 * a RISC-like instruction set and program encodi ng used to represent

101 * predicates and actions that can be bound to DTrace probes. The constants
102 * bel ow defining the nunber of available registers are suggested mini nuns; the
103 * conpiler should use DTRACEI OC_CONF to dynamically obtain the nunber of
104 */regi sters provided by the current DTrace inplenentation.

105 *

106 #define DI F_VERSI ON_1 1 /* DIF version 1: Solaris 10 Beta */
107 #define DI F_VERS|I ON 2 2 /* DIF version 2: Solaris 10 FCS */
108 #define DI F_VERSI ON_ DIF_ZVERSION 2 /* latest DI F instruction set version */
109 #define DIF_DIR NREGS 8 /* nunber of DIF integer registers */
110 #define DIF_DTR NREGS 8 /* nunber of DIF tuple registers */
112 #define DIF_OP_OR 1 /* or rl, r2, rd */

113 #define DI F_OP_XOR 2 /* xor rl, r2, rd */

114 #define DI F_OP_AND 3 /* and r1, r2, rd */

115 #define DIF_OP_SLL 4 /* sl r1, r2, rd */

116 #define DI F_OP_SRL 5 [* srl rl, r2, rd */

117 #define DI F_OP_SUB 6 /* sub rl, r2, rd */

118 #define DI F_OP_ADD 7 /* add r1, r2, rd */

119 #define DI F_OP_MJL 8 /* mul r1, r2, rd */

120 #define DI F_OP_SDIV 9 /* sdiv rl1, r2, rd */

121 #define D F_OP_UD V 10 [* udiv rl, r2, rd */

122 #define DI F_OP_SREM 11 /* sremrl, r2, rd */

123 #define D F_OP_UREM 12 /* uremrl, r2, rd */

124 #define DI F_OP_NOT 13 /* not r1, rd */

125 #define D F_OP_MWV 14 /* mov rl, rd */

126 #define D F_OP_CWP 15 /* cnp rl, r2 */

127 #define DI F_OP_TST 16 /* tst rl */

128 #define DI F_OP_BA 17 /* ba | abel */

129 #define DI F_OP_BE 18 /* be | abel */

130 #define DI F_OP_BNE 19 /* bne |abel */

131 #define DI F_OP_BG 20 /* bg | abel */

132 #define D F_OP_BG&U 21 /* bgu |abel */

133 #define D F_OP_BCE 22 /* bge |abel */

134 #define DI F_OP_BGEU 23 /* bgeu | abel */

135 #define DI F_OP_BL 24 /* bl | abel */

136 #define DI F_OP_BLU 25 /* blu |abel */

137 #define DI F_OP_BLE 26 /* ble |abel */

138 #define DI F_OP_BLEU 27 [* bleu |abel */

139 #define DI F_OP_LDSB 28 /* ldsb [r1], rd */

140 #define DI F_OP_LDSH 29 /* ldsh [r1], rd */

141 #define DI F_OP_LDSW 30 /* ldsw [r1], rd */

142 #define DI F_OP_LDUB 31 /* Idub [r1], rd */

143 #define DI F_OP_LDUH 32 /* lduh [r1], rd */

144 #define DI F_OP_LDUW 33 /* Iduw [r1], rd */

145 #define DI F_OP_LDX 34 /* Idx [r1], rd */

146 #define DIF_OP_RET 35 /* ret rd */

147 #define DI F_OP_NOP 36 /* nop */

148 #define DI F_OP_SETX 37 /* setx intindex, rd */

149 #define DI F_OP_SETS 38 /* sets strindex, rd */

150 #define DI F_OP_SCMWP 39 /* scnp rl, r2 */

151 #define DI F_OP_LDGA 40 /* ldga var, ri, rd */

152 #define DI F_OP_LDGS 41 /* ldgs var, rd */

153 #define DI F_OP_STGS 42 /* stgs var, rs */

154 #define DI F_OP_LDTA 43 /* ldta var, ri, rd */

new usr/src/uts/comon/sys/dtrace. h

155 #define DI F_OP_LDTS 44
156 #define DI F CP STTS 45
157 #define DI F_OP_SRA 46
158 #define DIF_OP_CALL 47
159 #define DIF_OP_PUSHTR 48
160 #define DIF_OP_PUSHTV 49
161 #define DI F_OP_POPTS 50
162 #define DI F 03 FLUSHTS 51
163 #define DI F_OP_LDGAA 52
164 #define DI F CP LDTAA 53
165 #define DI F CP STGAA 54
166 #define DI F_OP_STTAA 55
167 #define DIF_OP_LDLS 56
168 #define DIF_OP_STLS 57
169 #define DI F CP ALLOCS 58
170 #define DI F_OP_COPYS 59
171 #define DI F_OP_STB 60
172 #define DI F 03 STH 61
173 #define DI F_ CP_STW 62
174 #define D F_OP_STX 63
175 #define DI F_OP_ULDSB 64
176 #define DI F 03 ULDSH 65
177 #define DI F_ CP_ULDSW 66
178 #define DI F_OP_ULDUB 67
179 #define DI F_OP_ULDUH 68
180 #define DI F_OP_ULDUW 69
181 #define DI F_ CP_ULDX 70
182 #define DI F_OP_RLDSB 71
183 #define DI F_OP_RLDSH 72
184 #define DI F_OP_RLDSW 73
185 #define DI F_ CP_RLDUB 74
186 #define DI F_OP_RLDUH 75
187 #define D F_OP_RLDUW 76
188 #define DI F_OP_RLDX 77
189 #define DI F 03 XLATE 78
190 #define DI F CP XLARG 79
192 #define DI F_I NTOFF_MAX

193 #define DI F_STROFF_MAX
194 #define DI F REG STER MAX
195 #define DI F VARI ABLE MAX
196 #define DI F_SUBROUTI NE_MAX
198 #define DI F_VAR ARRAY_M N
199 #define DI F VAR ARRAY UBASE
200 #define DI F_VAR_ARRAY_MAX
202 #define DI F_VAR OTHER M N
203 #define DI F VAR OTHER UBASE
204 #define DI F_VAR_OTHER_MAX
206 #define DI F_VAR ARGS

207 #define DI F VAR REGS

208 #define DI F VAR UREGS

209 #define DI F_VAR VMREGS

210 #define DI F VAR CURTHREAD
211 #define DI F VAR TI MESTAMP
212 #define DI F VAR VTl MESTAMP
213 #define DI F_VAR | PL

214 #define DI F VAR EPI D

215 #define DI F_ VAR_I D

216 #define DI F_VAR_ARQD

217 #define DI F_VAR_ARGL

218 #define DI F_VAR_ARX

219 #define DI F_VAR ARG

220 #define DI F_VAR_AR4

Ooxffff
oxffff
Ooxf f

Ooxffff
oxffff
0x0000
0x0080
0x00f f

0x0100
0x0500
Oxffff

0x0000
0x0001
0x0002
0x0003
0x0100
0x0101
0x0102
0x0103
0x0104
0x0105
0x0106
0x0107
0x0108
0x0109
0x010a
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2
ldts var, rd */
stts var, rs */
sra rl, r2, rd */
call subr, rd */

pushtr type, rs, rr */
pushtv type, rs, rv */
popts */

flushts */

| dgaa var, rd */

| dtaa var, rd */
stgaa var, rs */
sttaa var, rs */

Idls var,
stls var,
allocs r1,
copys rl, r2,
stb r1, [rd] */
sth r1, [rd] */
stw rl, [rd] */
stx rl, [rd] */
uldsb [r1],
uldsh [r1], rd */
uldsw [r1],
uldub [r1],

ul duh [r1],

ul duw [r1],

ul dx ri],
rldsb [r1], rd */
rldsh [r1],
rldsw [r1],
rldub [r1],
rlduh [r1],
rlduw [r1],

rldx ri],

x| ate xlrindex,
xl arg xlrindex,

hi ghest integer table offset */

hi ghest string table offset */

hi ghest regi ster nunber */

hi ghest variable identifier */

hi ghest subroutine code */

| owest nunbered array variable */
| onest user-defined array */

hi ghest nunbered array variable */
| owest nunbered scal ar or assc */
| owest user-defined scalar or assc */
hi ghest nunbered scal ar or assc */
argunents array */

registers array */

user registers array */

virtual machine registers array */
thread pointer */

tinmestanp */

virtual timestanmp */

interrupt priority level */

enabl ed probe ID */

probe ID */

first argunent */

second argunent */

third argunent */

fourth argunent */

fifth argument */



new usr/src/uts/comon/sys/dtrace. h

221 #define DI F_VAR ARG 0x010b
222 #define DI F_VAR_ARGS 0x010c
223 #define D F_VAR ARG/ 0x010d
224 #define Dl F_VAR_ARGB 0x010e
225 #define DI F_VAR_AR® 0x010f
226 #define DI F_VAR_STACKDEPTH 0x0110
227 #define DI F_VAR CALLER 0x0111
228 #define DI F_VAR PROBEPROV 0x0112
229 #define D F_VAR_PROBEMOD 0x0113
230 #define DI F_VAR PROBEFUNC 0x0114
231 #defi ne DI F_VAR PROBENAVE 0x0115
232 #define DI F_VAR PID 0x0116
233 #define DIF_VAR TID 0x0117
234 #define DI F_VAR EXECNAME 0x0118
235 #define DI F_VAR_ZONENAME 0x0119
236 #define DI F_VAR WALLTI MESTAMP 0x011la
237 #define DI F_VAR_USTACKDEPTH 0x011b
238 #define DI F_VAR UCALLER 0x011c
239 #define DI F_VAR PPID 0x011d
240 #define DIF_VAR U D 0x011le
241 #define DIF_VAR G D 0x011f
242 #define D F_VAR_ERRNO 0x0120
244 #define DI F_SUBR_RAND

245 #define DI F_SUBR_MJTEX_OWNED

246 #define D F_SUBR_MUTEX_OWNER

247 #define DI F_SUBR MUTEX_TYPE_ADAPTI VE
248 #define DI F_SUBR_MJUTEX_TYPE_SPI N

249 #define DI F_SUBR _RW READ HELD

250 #define DI F_SUBR RWWRI TE_HELD

251 #define DI F_SUBR RW | SWRI TER

252 #define DI F_SUBR_COPYI N

253 #define DI F_SUBR _COPYI NSTR

254 #define DI F_SUBR_SPECULATI ON

255 #define DI F_SUBR_PROGENYOF

256 #define DI F_SUBR_STRLEN

257 #define DI F_SUBR _COPYQUT

258 #define DI F_SUBR COPYOQUTSTR

259 #define DI F_SUBR_ALLOCA

260 #defi ne DI F_SUBR_BCOPY

261 #define DI F_SUBR _COPYI NTO

262 #define DI F_SUBR MSGDSI ZE

263 #define DI F_SUBR MSGSI ZE

264 #define DI F_SUBR_GETMAJOR

265 #define DI F_SUBR _GETM NOR

266 #define DI F_SUBR DDl _PATHNAVE

267 #define DI F_SUBR _STRIO N

268 #define DI F_SUBR _LLTOSTR

269 #define DI F_SUBR_BASENANVE

270 #define DI F_SUBR_DI RNAME

271 #define DI F_SUBR_CLEANPATH

272 #define D F_SUBR_STRCHR

273 #define DI F_SUBR_STRRCHR

274 #define DI F_SUBR _STRSTR

275 #define DI F_SUBR STRTOK

276 #define DI F_SUBR SUBSTR

277 #define DI F_SUBR_I NDEX

278 #define DI F_SUBR_RI NDEX

279 #define DI F_SUBR_HTONS

280 #define DI F_SUBR HTONL

281 #define DI F_SUBR HTONLL

282 #define DI F_SUBR_NTOHS

283 #define DI F_SUBR NTOHL

284 #define DI F_SUBR_NTOHLL

285 #define DI F_SUBR | NET_NTOP

286 #define DI F_SUBR | NET_NTOA

— e —
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sixth argunent */
seventh argunment */

ei ghth argunent */

ninth argument */

tenth argunment */

stack depth */

caller */

probe provider */

probe nodul e */

probe function */

probe nanme */

process |ID */
(per-process) thread ID */
nane of executable */
zone nane associated with process */
wal | -cl ock tinestanp */
user-|land stack depth */
user-level caller */
parent process ID */
process user ID */
process group |ID */
thread errno */

__unchanged_po
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287 #define DI F_SUBR | NET_NTOAG6 43

288 #defi ne DI F_SUBR_TOUPPER 44

289 #define DI F_SUBR TOLONER 45

290 #define DI F_SUBR GETF 46

292 #define DI F_SUBR_MAX 46 /* max subroutine val ue */

291 #define DI F_SUBR_MAX 45 /* max subroutine value */

294 typedef uint32_t dif_instr_t;

296 #define DI F_I NSTR OP(i) (((i) >> 24) & Oxff)

297 #define DI F_I NSTR_RL(i) (((i) >> 16) & Oxff)

298 #define DI F_I NSTR R2(i) (((i) > 8) & Oxff)

299 #define DI F_I NSTR RD(i ) ((i) & Oxff)

300 #define DI F_I NSTR_RS(i) ((i) & Oxff)

301 #define DI F_I NSTR_LABEL(i) ((i) & Oxffffff)

302 #define DI F_I NSTR_VAR(i) (((1) > 8) & Oxffff)

303 #define DI F_I NSTR | NTEGER(i ) (((i) > 8) & Oxffff)

304 #define DI F_I NSTR_STRI NG(i) (((i) > 8) & Oxffff)

305 #define DI F_I NSTR_SUBR(i) (((i) > 8) & Oxffff)

306 #define DI F_I NSTR TYPE(i) (((i) >> 16) & Oxff)

307 #define DI F_I NSTR_XLREF(1) (((i) > 8) & Oxffff)

309 #define DIF_INSTR FMI(op, r1, r2, d) \

310 (((op) << 24) | ((r1) << 16) | ((r2) << 8) | (d))

312 #define DI F_INSTR NOT(r1, d) (DIF_INSTR FMI(DIF_OP_NOT, r1, 0, d))
313 #define DIF_INSTR MOV(r1, d) (DI F_INSTR_FMI(DIF_OP_MV, r1, 0, d))
314 #define DI F_INSTR CMP(op, rl, r2) (DI F_INSTR FMI(op, r1, r2, 0))

315 #define DI F_I NSTR TST(r 1) (DI F_INSTR_FMI(DI F_OP_TST, rl1, 0, 0))
316 #define DI F_I NSTR_BRANCH( op, | abel) (((op) << 24) | (label))

317 #define DI F_INSTR LOAD(op, r1, d) (DIF_INSTR FMI(op, ri1, 0, d))

318 #define DI F_I NSTR_STORE(op, ri, d) (DI F_INSTR_FMI(op, r1, 0, d))

319 #define DI F_I NSTR_SETX(i, d) ((DIF_OP_SETX << 24) | ((i) << 8) | (d))
320 #define DI F_I NSTR SETS(s, d) ((DIF_OP_SETS << 24) | ((s) << 8) | (d))
321 #define DI F_I NSTR RET(d) (DIF_TNSTR FMI(DI F_OP_RET, 0, 0, d))

322 #define DI F_I NSTR_NOP (DI F_OP_NOP << 24)

323 #define DI F_INSTR LDA(op, v, r, d) (DI F_INSTR_FMI(op, v, r, d))

324 #define DI F_INSTR LDV(op, v, d) (((op) << 24) | ((v) << 8) | (d))

325 #define DI F_INSTR _STV(op, v, rs) (((op) << 24) | ((v) << 8) | (rs))

326 #define DI F_INSTR CALL(s, d) ((DIF_OP_CALL << 24) | ((s) << 8)' | (d))
327 #define DI F_I NSTR PUSHTS(op, t, r2, rs) (DIF_INSTR FMI(op, t, r2, rs))

328 #define DI F_I NSTR_POPTS (DI F_OP_POPTS << 24)

329 #define DI F_I NSTR_FLUSHTS (DI F_OP_FLUSHTS << 24)

330 #define DIF_I NSTR_ALLOCS(r1, d) (DI F_INSTR FMI(DIF_OP_ALLOCS, r1, 0, d))
331 #define DI F_I NSTR COPYS(r1, r2, d) (DI F_INSTR_FMI(DI F_OP_COPYS, r1, r2, d))
332 #define DI F_I NSTR_XLATE(op, r, d) (((op) << 24) | ((r) << 8) | (d))

334 #define DIF_REG RO 0 /* %0 is always set to zero */

336 /*

337 * A DTrace Internediate Fornat Type (D F Type) is used to represent the types
338 * of variables, function and associative array argunents, and the return type
339 * for each DI F object (shown below). It contains a description of the type,
340 * its size in bytes, and a nodule identifier.

341 */

342 typedef struct dtrace_diftype {

343 uint8_t dtdt_kind;
344 uint8_t dtdt_ckind;
345 uint8_t dtdt_flags;
346 uint8_t dtdt_pad;
347 uint3 dt dt _si ze;

2 t
348 } dtrace_diftype_t;
rtion_onmtted_

type kind (see below) */

type kind in CTF */

type flags (see below) */

reserved for future use */

type size in bytes (unless string) */

—~———
* ok ok ok %

2215 extern dtrace_vtine_state_t dtrace_vtine_active;
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2216 extern void dtrace_vtinme swtch(kthread t *next)
2217 extern void dtrace_vtime_enabl e_t nf (void

2218 extern void dtrace_vtine_di sabl e_tnf (voi d)

2219 extern void dtrace_vtime_enabl e(voi d);

2220 extern void dtrace_vti nme_di sabl e(voi d);

2222 struct regs;

2224 extern int (*dtrace_pi d_probe_ptr)(struct regs *);

2225 extern int (*dtrace_return_probe_ptr)(struct regs *);

2226 extern void (*dtrace fasttrap_fork_ptr)(proc_t *, proc_t *);
2227 extern void (*dtrace_fasttrap_exec_ptr)(proc_t *);

2228 extern void (*dtrace_fasttrap_exit_ptr)(proc_t *);

2229 extern void dtrace_fasttrap_fork(proc_t *, proc_t *);

2231 typedef uintptr_t dtrace_icookie_t;
2232 typedef void (*dtrace_xcall _t)(voi d *);

2234 extern dtrace_icookie_t dtrace_interrupt_disable(void);
2235 extern void dtrace_interrupt_enabl e(dtrace_i cookie_t);

2237 extern void dtrace_nenbar_producer (void);
2238 extern void dtrace_nenbar_consuner (void);

2240 extern void
2241 extern void
2242 extern void
2243 extern void
2244 extern void
2245 extern void
2246 extern void
2247 extern void

*dtrace_cpu_init)(processorid_t);
*dt race_nodl oad) (struct nodct | *),
*dtrace_nodunl oad) (struct nodctl *);
*dtrace_hel pers_cl eanup) ();
*dtrace_hel pers_fork)(proc_t *parent, proc_t *child);
*dtrace_cpustart_ini ) ()
*dtrace_cpustart _fini)();
*dtrace_cl osef) ();

D T e

2249 extern void (*dtrace_debugger_init)();
2250 extern void (*dtrace_debugger_fini) (),
2251 extern dtrace_cacheid_t dtrace_predcache_id;

2253 extern hrtine_t dtrace_gethrtine(void);

2254 extern void dtrace_sync(void);

2255 extern void dtrace_toxic_ranges(void (*)(uintptr_t, uint ptr t));
2256 extern void dtrace_xcal |l (processorid_t, dtrace_xcall_t, void *);
2257 extern void dtrace_vpanic(const char *, __va_list);

2258 extern void dtrace_panic(const char *, ...);

2260 extern int dtrace_safe_defer_signal (void);
2261 extern void dtrace_safe_synchronous_signal (void);

2263 extern int dtrace_nach_afranes(void);

2265 #if defined(__i386) || defined(__ani64)
2266 extern int dtrace_instr_size(uchar_t *instr);

2267 extern int dtrace_instr_size |sa(uchar t *, nodel _t, int *);
2268 extern void dtrace, |nvop add(int (* )(U|n ptr_t, uintptr_t *, uintptr_t));
2269 extern void dtrace_invop_renmove(int (*)(uintptr_t, uintptr_t *, uintptr_t));

2270 extern void dtrace_invop_callsite(void);
2271 #endif

2273 #ifdef __sparc

2274 extern int dtrace_bl ksuword32(uintptr_t, uint32_t *, int);
2275 extern void dtrace_getfsr(uint64_t *);

2276 #endi f

2278 #define DTRACE_CPUFLAG | SSET(flag) \
2279 (cpu_core[ CPU->cpu_i d] . cpuc_dtrace_flags & (flag))

2281 #define DTRACE_CPUFLAG SET(flag) \
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2282 (cpu_core[ CPU->cpu_id].cpuc_dtrace_flags |= (flag))

2284 #define DTRACE_CPUFLAG CLEAR(fl ag) \
2285 (cpu_core[ CPU->cpu_id].cpuc_dtrace_flags & ~(flag))

2287 #endif /* _KERNEL */

2289 #endif [/* _ASM */

2291 #if defined(__i386) || defined(__and64)
2293 #define DTRACE | NVOP_PUSHL_EBP

2294 #define DTRACE_| NVOP_POPL_EBP

2295 #define DTRACE_| NVOP_LEAVE

2296 #define DTRACE_| NVOP_NOP
2297 #define DTRACE_| NVOP_RET

abhwWNE

2299 #endif

2301 #ifdef __cplusplus
2302
__unchanged_portion_onitted_
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2916 DTrace in a zone shoul d be able to access fds[]
* %
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__unchanged_portion_onitted_

*ok koK Kk ok

880 /*

881 * Dlrace Machine State

882 *

883 * In the process of processing a fired probe, DTrace needs to track and/or

884 * cache sonme per-CPU state associated with that particular firing. This is

885 * state that Is always discarded after the probe firing has conpleted, and
*

886 much of it is not specific to any DIrace consuner, remaining valid across
887 * all ECBs. This state is tracked in the dtrace_nstate structure.
888 */

889 #defi ne DTRACE_MSTATE_ARGS 0x00000001

890 #defi ne DTRACE_MSTATE_PROBE 0x00000002

891 #defi ne DTRACE_MSTATE_EPI D 0x00000004

892 #define DTRACE_MSTATE_TI MESTAWP 0x00000008

893 #defi ne DTRACE_MSTATE_STACKDEPTH 0x00000010

894 #defi ne DTRACE_MSTATE_CALLER 0x00000020

895 #defi ne DTRACE_MSTATE_| PL 0x00000040

896 #define DTRACE_MSTATE_FLTOFFS 0x00000080

897 #define DTRACE_MSTATE_WALLTI MESTAMP 0x00000100

898 #defi ne DTRACE_MSTATE_USTACKDEPTH 0x00000200

899 #defi ne DTRACE_MSTATE_UCALLER 0x00000400

901 typedef struct dtrace_nstate {

902 uintptr_t dtms_scratch_base; /* base of scratch space */
903 uintptr_t dtms_scratch_ptr; /* current scratch pointer */
904 size_t dtns_scratch_size; /* scratch size */

905 uint32_t dtns_present; /* variables that are present */
906 uint64_t dtnms_arg[5]; /* cached argunents */

907 dtrace_epid_t dtns_epid, /* current EPID */

908 uint64_t dtns_tinmestanp; /* cached tinestanp */

909 hrtime_t dtns_wall timestanp; /* cached wall tinestanp */
910 int dtns_stackdepth; /* cached stackdepth */

911 int dtms_ustackdepth; /* cached ustackdepth */

912 struct dtrace_probe *dtns_probe; /* current probe */

913 uintptr_t dtms_caller; /* cached caller */

914 uint64_t dtns_ucaller; /* cached user-1level caller */
915 int dtms_ipl; /* cached interrupt pri lev */
916 int dtms_fltoffs; /* faulting DI FO of fset */
917 uintptr_t dtnms_strtok; /* saved strtok() pointer */
918 ui nt32_t dtns_access; /* menory access rights */
919 dtrace_difo_t *dtns_difo; /* current dif object */

920 file_t *dtns_getf; /* cached rval of getf() */

921 } dtrace_nstate_t;
__unchanged_portion_omtted_

1098 /*

1099 * DTrace Consuner State

1100 *

1101 * Each DTrace consuner has an associ ated dtrace_state structure that contains
1102 * its in-kernel DTrace state -- including options, credentials, statistics and
1103 * pointers to ECBs, buffers, speculations and formats. A dtrace_state

1104 * structure is also allocated for anonynous enablings. Wen anonynous state
1105 * is grabbed, the grabbing consuners dts_anon pointer is set to the grabbed
1106 * dtrace_state structure.

1107 */

1108 struct dtrace_state {

1109 dev_t dts_dev; /* device */

1110 int dts_necbs; /* total nunber of ECBs */
1111 dtrace_ecb_t **dts_ecbs; /* array of ECBs */

1112 dtrace_epid_t dts_epid; /* next EPID to allocate */

new usr/src/uts/comon/sys/dtrace_inpl.h

1113
1114
1115
1116
1117
1118
1119
1120
1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142 };

size_t dts_needed;

struct dtrace_state *dts_anon;
dtrace_activity_t dts_activity;
dtrace_vstate_t dts_vstate;
dtrace_buffer_t *dts_buffer;
dtrace_buffer_t *dts_aggbuffer;

/* greatest needed space */
/* anon. state, if grabbed */
/* current activity */

/* variable state */

/* principal buffer */

/* aggregation buffer */

dtrace_specul ation_t *dts_specul ations; /* speculation array */

int dts_nspecul ati ons;
int dts_naggregations;

dtrace_aggregation_t **dts_aggregations;

vmemt *dts_aggi d_arena;
uint64_t dts_errors;
uint32_t dts_specul ations_busy;

uint32_t dts_specul ati ons_unavail ;
uint32_t dts_stkstroverfl ows;
uint32_t dts_dblerrors;

uint32_t dts_reserve;

hrtime_t dts_| aststatus;
cyclic_id_t dts_cleaner;
cyclic_id_t dts_deadnman;

hrtime_t dts_alive;
char dts_specul ates;
char dts_destructive;
int dts_nformats;
char **dts_formats;

/* nunber of specul ations */

/* nunber of aggregations */

/* aggregation array */

/* arena for aggregation IDs */
/* total nunber of errors */

/* nunber of spec. busy */

/* nunber of spec unavail */

/* stack string tab overflows */
/* errors in ERROR probes */

/* space reserved for END */

/* tinme of last status */

/* cleaning cyclic */

/* deadman cyclic */

/* tine last alive */

/* bool ean: has specul ations */
/* bool ean: has dest. actions */
/* nunber of formats */

/* format string array */

dtrace_optval _t dts_options[ DTRACEOPT_MAX]; /* options */

dtrace_cred_t dts_cred,
size_t dts_nretained;
int dts_getf;

__unchanged_portion_onitted_

/* credentials */
/* nunber of retained enabs */
/* nunber of getf() calls */
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new usr/src/uts/comon/sys/zone. h
2916 DTrace in a zone shoul d be able to access fds[]
* %
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__unchanged_portion_onitted_

378 struct cpucap;

380 typedef struct zone {

381 /*

382 * zone_nane is never nodified once set.

383 */

384 char *zone_nane; /* zone's configuration nane */

385 /*

386 */zone_nodenama and zone_domain are never freed once all ocated.

387 *

388 char *zone_nodenane; /* utsname.nodenanme equival ent */

389 char *zone_donai n; /* srpc_donmi n equival ent */

390 /*

391 * zone_hostid is used for per-zone hostid enul ation.

392 * Currently it isn't nodified after it’s set (so no | ocks protect

393 * accesses), but that mght have to change when we all ow

394 * administrators to change running zones’ properties.

395 *

396 * The gl obal zone's zone_hostid nust always be HW.I NVALI D HOSTI D so

397 * that zone_get_hostid() will function correctly.

398 */

399 ui nt 32_t zone_hosti d; /* zone's hostid, HW.INVALID HOSTID */

400 /* if not enulated */

401 /*

402 * zone_l ock protects the following fields of a zone_t:

403 * zone_r ef

404 * zone_cred_ref

405 * zone_subsys_ref

406 * zone_ref _list

407 * zone_nt asks

408 * zone_f | ags

409 * zone_zsd

410 * zone_pf execd

411 */

412 kmut ex_t zone_| ock;

413 /*

414 * zone_linkage is the zone' s linkage into the active or

415 */deat h-row list. The field is protected by zonehash_| ock.

416 *

417 I'ist_node_t zone_| i nkage;

418 zonei d_t zone_i d; /* 1D of zone */

419 uint_t zone_ref; /* count of zone_hold()s on zone */

420 ;,Ii nt_t zone_cred_ref; /* count of zone_hold_cred()s on zone */

421 *

422 * Fixed-sized array of subsystemspecific reference counts

423 * The sumof all of the counts nust be less than or equal to zone_ref.

424 * The array is indexed by the counts’ subsystens’ zone_ref_subsys_t

425 * constants.

426 */

427 uint_t zone_subsys_ref [ ZONE_REF_NUM SUBSYS] ;

428 list_t zone_ref _list; /* list of zone_ref_t structs */

429 /*

430 * zone_rootvp and zone_rootpath can never be nodified once set.

431 */

432 struct vnode *zone_r oot vp; /* zone's root vnode */

433 char *zone_rootpath; /* Path to zone's root + '/’ */

434 ushort_t zone_f1 ags; /* misc flags */

435 zone_status_t zone_st at us; /* protected by zone_status_|ock */

436 uint_t zone_nt asks; /* nunber of tasks executing in zone */
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437
438
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440
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443
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kmut ex_t zone_nl wps_l ock; /* protects zone_nlwps, and *_nlwps */

/* counters in projects and tasks */

/* that are within the zone */
rctl_qgty_t zone_nl wps; /* nunber of |wps in zone */
rctl_qgty_t zone_nlwps_ctl; /* protected by zone_rctls->rcs_|ock */
rctl_qty_t zone_shmax; /* System V shared nenory usage */
ipc_rqty_t zone_i pc; /* SystemV IPC id resource usage */
ui nt _t zone_rootpathlen; /* strlen(zone_rootpath) + 1 */
ui nt 32_t zone_shares; /* S shares allocated to zone */
rctl_set_t *zone_rctls; /* zone-wi de (zone.*) rctls */
kmut ex_t zone_nmem | ock; /* protects zone_|l ocked_nem and */

/* kpd_l ocked_mem for all */

/* projects in zone. */

/* Al'so protects zone_nmax_swap */

/* grab after p_lock, before rcs_lock */
rctl_qgty_t zone_| ocked_mem /* bytes of |ocked nenmory in */

[* zone */
rctl_qty_t zone_| ocked_nemctl ; /* Current |ocked nenory */

/* limt. Protected by */

/* zone_rctls->rcs_lock */
rctl_qty_t zone_max_swap; /* bytes of swap reserved by zone */
rctl_qty_t zone_max_swap_ctl ; /* current swap limt. */

/* Protected by */

/* zone_rctls->rcs_lock */
kmut ex_t zone_rctl _lock; /* protects zone_max_| ofi */
rctl_qty_t zone_max_l ofi; /* lofi devs for zone */
rctl_qgty_t zone_max_| ofi _ctl; /* current lofi limt. */

/* Protected by */

/* zone_rctls->rcs_lock */
list_t zone_zsd; /* list of Zone-Specific Data values */
kcondvar _t zone_cv; /* used to signal state changes */
struct proc *zone_zsched, /* Dummy kernel "zsched" process */
pid_t zone_proc_initpid; /* pid of "init" for this zone */
char *zone_initnane; /* fs path to "init’ */
int zone_boot _err; /* for zone_boot() if boot fails */
char *zone_boot args; /* argunments passed via zone_boot() */
ui nt 64_t zone_phys_ntap; /* physical nenory cap */

/*

* zone_kthreads is protected by zone_status_| ock.
*/

kt hread_t *zone_kt hreads; /* kernel threads in zone */
struct priv_set *zone_privset; /* limt set for zone */
/*

* zone_vfslist is protected by vfs_list_|lock().
*/

struct vfs *zone_vfslist; [/* list of FS's nmounted in zone */
ui nt 64_t zone_uni qi d; /* unique zone generation nunber */
struct cred *zone_kcr ed; /* kcred-1ike, zone-limted cred */
/*

* zone_pool is protected by pool _| ock().

*/

struct pool *zone_pool ; /* pool the zone is bound to */
hrtime_t zone_pool _nod; /* |ast pool bind nodification tine */
/* zone_psetid is protected by cpu_|l ock */

psetid_t zone_pseti d; /* pset the zone is bound to */

/*

* The following two can be read wi thout holding any |ocks. They are
* updat ed under cpu_l| ock.

*/

int zone_ncpus; /* zone's idea of ncpus */

int zone_ncpus_online; /* zone’s idea of ncpus_online */
/*

* List of ZFS datasets exported to this zone.
*/

list_t zone_datasets; /* list of datasets */
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504 ts_| abel _t *zone_sl abel ;
505 int zone_mat ch;

506 tsol _mp_list_t zone_m ps;

508 bool ean_t zone_restart _ini
509 struct brand *zone_br and;

510 voi d *zone_brand_dat a
511 id_t zone_def aul tci d;
512 kstat _t *zone_swapresv_k
513 kstat _t *zone_| ockednem
514 /*

515 * zone_dl _list is protected by
516 */

517 list_t zone_dl _list;
518 net st ack_t *zone_net st ack;
519 struct cpucap *zone_cpucap;
520 /*

521 * Solaris Auditing per-zone aud
522 */

523 struct au_kcont ext *zone_au
524 /*

525 * For private use by mtfs.

526 */

527 struct mtelem *zone_mtfs_db;
528 krw ock_t zone_mtfs_db_l o
530 struct klpd_reg *zone_pf
532 char *zone_fs_al | oned
533 rctl_qty_t zone_nprocs;

534 rctl_qty_t zone_nprocs_ctl;
535

536 kstat _t *zone_nprocs_kst
538 I*

539 * DTrace-private per-zone state
540 */

541 int zone_dtrace_getf
542 } zone_t;

_unchanged_portion_onitted_

/* zone sensitivity |abel */
/* require | abel nmatch for packets */
/* M.Ps on zone-private addresses */

Restart init if
zone's brand */
store brand specific data */
dfI't scheduling class id */

t; it dies? */

R

/
/
/
/
stat;

kst at ;

zone_| ock

/* CPU caps data */
it context

dit_kctxt;

ck;
execd;

1* number of processes in the zone */
/* current limt protected by */
/* zone_rctls->rcs_lock */

at;

/* # of unprivileged getf()s */




