new usr/src/cnd/ cnd-i net/usr.lib/wanboot/ Makefile.com

R R R R

1274 Tue May 20 20:20:10 2014
new usr/src/cnd/ cnd-i net/usr.lib/wanboot/ Makefile.com
4853 illunps-gate is not lint-clean when built with openssl 1.0 (fix openssl 0.9

R R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License, Version 1.0 only

6 # (the "License"). You nmay not use this file except in conpliance
7 # with the License.

8 #

9 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
10 # or http://ww. opensol aris.org/os/licensing.

11 # See the License for the specific |anguage governing pernissions
12 # and limtations under the License.

13 #

14 # When distributing Covered Code, include this CDDL HEADER in each
15 # file and include the License file at usr/src/ OPENSOCLARI S. LI CENSE.
16 # |f applicable, add the follow ng below this CDDL HEADER with the
17 # fields enclosed by brackets "[]" replaced with your own identifying
18 # information: Portions Copyright [yyyy]l [nane of copyright owner]
19 #

20 # CDDL HEADER END

21 #

22 #

23 # Copyright 2003 Sun M crosystens, Inc. Al rights reserved.

24 # Use is subject to license terns.

25 #

27 include $(SRC)/cnd/ Makefile.cnd
28 ROOTCMDDI R = $(ROOT) /usr/1ib/inet/wanboot

30 CMNCRYPTDIR = ../../../../../conmmon/ net/wanboot/crypt

32 CERRWARN += -_gcc=-Wio-uninitialized

34 # OpenSSL 1.0 and 0.9.8 produce different |int warnings
35 LINTFLAGS += - errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
36 LI NTFLAGS64 += - errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED

38 #endif /* | codereview */
39 . KEEP_STATE:
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219 static int
220 do_certs(void)
221 {

222 char *buf p;

223 STACK_OF( X509) *ta in = NULL;

224 EVP_PKEY *pkey in = NULL;

225 X509 *xcert_in = NULL;

227 sunw_crypto_init();

229 if (read_files(&a_in, &cert_in, &pkey_in) < 0)

230 return (-1);

232 if (verbose) {

233 if (xcert_in !'= NULL) {

234 (void) printf(gettext("\nMain cert:\n"));

236 /*

237 * sunw_subj ect_attrs() returns a pointer to

238 * menory allocated on our behal f. The sanme

239 */ behavi or is exhibited by sunw_issuer_attrs().

240 *

241 buf p = sunw_subj ect_attrs(xcert_in, NULL, 0);

242 if (bufp !'= NULL)

243 (voi d) pr| ntf(gettext(" Subject: %\n"),
244 buf p) ;

245 OPENSSL free(buf p);

246 }

248 bufp = sunw_issuer_attrs(xcert_in, NULL, 0);

249 if (bufp !'= NULL) {

250 (void) printf(gettext(" |Issuer: %\n"), bufp);
251 OPENSSL_f ree(buf p);

252 }

254 (void) sunw_ print_times(stdout, PRNT_BOTH, NULL,

255 xcert_in);

256 }

258 if (ta_in !'= NULL) {

259 X509 *x;

260 int i;

262 for (i =0; i < sk_X509 num(ta_in); i++) {

263 /* LINTED */

264 #endif /* | codereview */

265 x = sk_X509_val ue(ta_in, i);

266 (void) printf(

267 gettext("\nTrust Anchor cert %d:\n"), i);
269 /*

270 * sunw_subj ect _attrs() returns a pointer to
271 * nenory allocated on our behalf. W get the
272 * sane behavior from sunw_issuer_attrs().
273 */

274 bufp = sunw_subject_attrs(x, NULL, 0);

275 if (bufp !'= NULL) {

276 (void) printf(

277 gettext(" Subject: %\n"), bufp);

R
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OPENSSL_free(bufp);
}

bufp = sunw_i ssuer_attrs(x, NULL, 0);
if (bufp !'= NULL) {
(void) printf(
gettext(" |Issuer: %\n"), bufp);
) OPENSSL_f r ee( buf p) ;

(void) sunw_ print_tinmes(stdout, PRNT_BOTH,
NULL, Xx);

}

check_certs(ta_in, &xcert_in);
if (xcert_in !'= NULL && pkey_in !'= NULL) {
if (sunw_check_keys(xcert_in, pkey_in) == 0) {
wbku_printerr("warning: key and certificate do "
"not match\n");

}

return (wite_files(ta_in, xcert_in, pkey_in));

int
read_fil es(STACK_OF(X509) **t_in, X509 **c_in, EVP_PKEY **k_in)
307 {

char *i _pass;
i _pass = getpassphrase(gettext("Enter key password: "));

if (get_ifile(input, i_pass, k_in, c_in,
return (-1);

t in) <0)

*
* |If we are only interested in getting a trust anchor, and if there
* is no trust anchor but is a regular cert, use it instead. Do this
* to handle the insanity with openssl, which requires a matching cert
* and key in order to wite a PKCS12 file.
*

/

if (outfiles == 1O TRUSTFI LE) {
if (c_in!= NULL & *c_in !'= NULL & t_in != NULL) {
if (*t_in == NULL) {
if ((*t_in = sk_X509_new_null()) == NULL) {
wbku_printerr("out of nenory\n");
return (-1);

}

if (sk_X509_num(*t_in) == 0) {
if (sk_X509_push(*t_in, *c_in) ) {
woku_printerr("out of menory\n");
return (-1);

}
*c_in = NULL;

}

if ((outfiles & | O KEYFILE) && *k_in == NULL) {
wbku_printerr("no matching key found\n");
return (-1);
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344 if ((outflles&IOCERTFILE) &% *c_in == NULL) {

345 wbku_printerr(“"no matching certificate found\n");
346 return (-1);

347 }

348 if ((outfiles & | O TRUSTFILE) && *t_in == NULL) {

349 wbku_printerr("no matching trust anchor found\n");
350 return (-1);

351 }

353 return (0);

354 }

356 static void
357 check_certs(STACK_OF(X509) *ta_in, X509 **c_in)

358 {

359 X509 *curr;

360 tinme_errs_t ret;

361 int i;

362 int del _expired = (outfiles = 0);

364 if (c_in!= NULL & *c_in != NULL)

365 ret = time_check_print(*c_in);

366 if ((ret '= CHK TIME OK & ret != CHK TIME | S BEFORE) &&
367 del _expired) {

368 (voi d) fprl ntf(stderr, gettext(" Renmpving cert\n"));
369 X509_free(*c_in);

370 *c_in = NULL;

371 }

372 }

374 if (ta_in == NULL)

375 return;

377 for (i =0; i < sk_X509 nunm(ta_in); ) {

378 /* LINTED */

379 #endif /* | codereview */

380 curr = sk_X509_value(ta_in, i);

381 ret = tine_check_print(curr);

382 if ((ret !'= CHK.TIME OK & ret != CHK TIME_|I S BEFORE) &&
383 del _expired) {

384 (voi d) fprl ntf(stderr, gettext(" Renoving cert\n"));
385 [* LINTED */

386 #endif /* | codereview */

387 curr = sk_X509_delete(ta_in, i);

388 X509 _free(curr);

389 conti nue;

390 }

391 1 ++;

392 }

393 }

395 static time_errs_t
396 time_check_print (X509 *cert)

397 {

398 char buf[256];

399 int ret;

401 ret = tine_check(cert);

402 if (ret == CHK TII\/ECK)

403 return (CHK_TI ME_CK);

405 (void) fprintf(stderr, gettext(" Subject: %"),
406 sunw_subj ect attrs(cert buf, sizeof (buf)));
407 (void) fprintf(stderr, gettext(' | ssuer: 9%"),
408 sunw_i ssuer attrs(cert, buf, sizeof (buf)));
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410 switch (ret)

411 case CHK_TI ME_BEFORE_BAD:

412 (voi d)’ fpnntf(stderr

413 gettext("\n | nvalid cert 'not before’ fiel d\n"));
414 br eak;

416 case CHK_TI ME_AFTER BAD:

417 (voi dy fpr|ntf(stderr

418 gettext("\n Invalid cert 'not after’ fiel d\in"));
419 br eak;

421 case CHK_TI ME_HAS_EXPI RED:

422 (void) sunw_print_times(stderr, PRNT_NOT_AFTER,
423 gettext("\n Cert has expired\n"), cert);
424 br eak;

426 case CHK Tl ME_| S_BEFORE:

427 (void) sunw_print_tinmes(stderr, PRNT_NOT_BEFORE,
428 gettext("\n Warning: cert not yet valid\n"), cert);
429 br eak;

431 defaul t:

432 br eak;

433 }

435 return (ret);

436 }

438 static tine_errs_t

439 time_check(X509 *cert)

440 {

441 int i;

443 i = X509 cn"p ti me(X509_get _notBefore(cert), NULL);

444 if (i == 0)

445 return (CHK TI ME_BEFORE_BAD);

446 if (i >0)

447 return (CHK_TI ME_I S_BEFORE);

448 /* After 'not before’ time */

450 i = X509 _cnp_tinme(X509_get_notAfter(cert), NULL);

451 if (i ==0)

452 return (CHK_TI ME_AFTER BAD) ;

453 if (i <0)

454 return (CHK_TI ME_HAS_EXPI RED) ;

455 return (CHK_TI ME_CK);

456 }

458 static int

459 \{M’i te_files(STACK_OF(X509) *t_out, X509 *c_out, EVP_PKEY *k_out)
460

461 if (key_out !'= NULL) {

462 if (verbose)

463 (void) printf(gettext("%: witing key\n"), progname);
464 if (do_ofile(key_out, k_out, NULL, NULL) < 0)
465 return (-1);

466 1

468 if (cert_out !'= NULL) {

469 if (verbose)

470 (void) printf(gettext("%: witing cert\n"), prognane);
471 if (do_ofile(cert_out, NULL, c_out, NULL) < 0)
472 return (-1);

473 }

475 if (trust_out !'= NULL) {
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476 if (verbose)

477 (void) printf(gettext("%: witing trust\n"),
478 prognane) ;

479 if (do_ofile(trust_out, NULL, NULL, t_out) < 0)

480 return (-1);

481 }

483 return (0);

484 }

486 static int

487 get _ifile(char *nane, char *pass, EVP_PKEY **tnp_k, X509 **tnp_c,
488 STACK_OF( X509) **tnp_t)

489 {

490 PKCS12 *pl2;

491 FI LE *fp;

492 int ret;

493 struct stat sbuf ;

495 if (stat(name, &sbuf) == 0 && ! S_| SREQ sbuf . st rmde)) {

496 wbku prlnterr("o/s is not a regular file\n", nane);
497 return (-1);

498 1

500 if ((fp = fopen(name, "r")) == NULL) {

501 woku_printerr("cannot open input file %", nane);
502 return (-1);

503 }

505 pl2 = d2i _PKCS12_fp(fp, NULL);

506 if (pl2 == NULL) {

507 wbku_printerr("cannot read file %: %\n", name, cryptoerr());
508 (void) fclose(fp);

509 return (-1);

510 }

511 (void) fclose(fp);

513 ret = sunw_PKCS12_parse(pl2, pass, matchty, k_matchval, k_len,
514 NULL, tnp_k, tnp_c, tnp_t);

515 if (ret <= 0)

516 if (ret ==0)

517 wbku_printerr("cannot find matching cert and key\n");
518 el se

519 wbku_printerr("cannot parse %: %\n", nane,
520 cryptoerr());

521 PKCS12_free(pl2);

522 return (-1);

523 1

524 return (0);

525 }

527 static int

528 ?o_ofi I e(char *name, EVP_PKEY *pkey, X509 *cert, STACK OF(X509) *ta)
529

530 STACK_OF( EVP_PKEY) *Kl i st = NULL;

531 STACK_OF(X509) *clist = NULL;

532 PKCS12 *p1l2 = NULL;

533 int ret = 0;

534 FI LE *fp;

535 struct stat sbuf ;

537 if (stat(nanme, &shbuf) == 0 && ! S_| SREG(sbuf.st_node)) {

538 wbku_printerr("% is not a regular file\n", nane);
539 return (-1);

540 1
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if ((fp = fopen(nanme, "w')) == NULL)

wbku_printerr("cannot open output file %", nane);
return (-1);

}

if ((clist = sk_X509_new_null()) == NULL ||
(klist = sk_EVP_PKEY_new_null()) == NULL) {
wbku_printerr("out of menmory\n");
ret = -1,
goto cl eanup;

}

if (cert !'= NULL && sk_X509 push(cllst cert) == 0) {
wbku_printerr("out of nenory\n");
ret = -1;
got o cl eanup;

}

if (pkey !'= NULL && sk_EVP_PKEY_ push(klist, pkey) == 0) {
wbku_printerr(Tout of memory\n");
ret = -1;
goto cl eanup;

}

pl2 = sunw_PKCS12_creat e( WANBOOT_PASSPHRASE, klist, clist, ta);
i1f (pl2 == NULL) {
wbku prlnterr( cannot create %: %\n", nane, cryptoerr());
ret = -1;
goto cl eanup;

}

if (i2d_PKCS12_fp(fp, p12) == 0) {
wbku_printerr("cannot wite %: %\n", name, cryptoerr());
ret = -1,
goto cl eanup;

579 cl eanup:

580
581
582
583
584
585
586
587
588
589
590
591 #endi f
592
593
594
595
596
597
598
599 #endi f
600
601
602
603

605
606 }

}

(void) fclose(fp);

if (pl2 !'= NULL
PKCS12_free(pl2);

/*

* Put the cert and pkey off of the stack so that they won't
* be freed two tines. (If they get left in the stack then
* they will be freed with the stack.)

*/

if (clist !'= NULL)
if (cert !'= NULL && sk_X509 nun(clist) == 1) {
/* LINTED */
/* 1 codereview */
(void) sk_X509_del ete(clist, 0);

}
sk_X509_pop_free(clist, X509 free);

}
if (klist !'= NULL)
if (pkey !'= NULL && sk_EVP_PKEY_nun(klist) == 1) {
/* LI NTED */
/* 1 codereview */
(void) sk_EVP_PKEY_ del ete(klist, 0);

}
sk_EVP_PKEY_pop_free(klist, sunw evp_pkey_free);
}

return (ret);
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608 static void

610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629 }

631 /*
632 *
633 *

635

634 *
*/

609 usage(voi d)
{

(void) fprintf(stderr,
gettext("usage:\n"
" % -i <file> -c <file> -k <file> -t <file>[-1 <keyid> -v]\n"
"),

prognane) ;
(void) fprintf(stderr,
gettext(" where:\n"
" -i - input file to be split into conponent parts and put in\n"
files given by -c, -k and -t\n"
-c - output file for the client certificate\n"
-k - output file for the client private key\n"
-t - output file for the remaining certificates (assunmed\n"
to be trust anchors)\n"
"\n Files are assuned to be pkcsl2-format files.\n\n"
" -v - verbose\n"
-1 - value of 'localkeyid attribute in client cert and\n"
" private key to be selected fromthe input file.\n\n"));
exi t (EXI T_FAI LURE) ;

"

Return a pointer to a static buffer that contains a listing of crypto
errors. W presune that the user doesn’t want nore than 8KB of error
nmessages :-)

636 static const char *
637 cryptoerr(void)

638 {
639
640
641
642
643

645
646
647
648

650
651
652
653
654
655
656
657

659
660 }

static char errbuf[8192];
ul ong_t err;

const char *pfile;

int Il ne;

unsi gned i nt nerr = 0;

errbuf[0] = "\0;
while ((err = ERR get_error_line(&file, &ine)) !=0) {
if (++nerr > 1)
(void) strlcat(errbuf, "\n\t", sizeof (errbuf));

if (err == (ulong_t)-1)
(void) strlcat(errbuf, strerror(errno),
si zeof (errbuf));
br eak;

}
(void) strlcat(errbuf, ERR reason_error_string(err),
si zeof (errbuf));

}

return (errbuf);
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773 | *

774 * Add the certs found in the trustfile found in path (a trust store) to
775 * the file found at bootfs_dir/truststore. |f necessary, create the
776 * output file.

777 */

778 static int
779 build_trustfile(const char *path, void *truststorepath)

780 {

781 int ret = WBCG _FTW CBERR,

782 STACK_OF(X509) *i_anchors = NULL;

783 STACK_OF( X509) *o_anchors = NULL;

784 char massage[V\BCG I\/AXBUF]

785 PKCS12 *pl2 = N ;

786 FI LE *rfp = NULL;

787 FI LE *wfp = NULL;

788 struct stat i_st;

789 struct stat o_st;

790 X509 *x = NULL;

791 int errtype = 0;

792 int wd = -1;

793 int chars;

794 int i

796 if (!WBCG _FI LE_EXI STS(path, i_st)) {

797 goto cl eanup;

798 }

800 if (WBCGA _FILE EXISTS((char *)truststorepath, o_st)) {

801 /*

802 * |f we are inadvertantly witing to the input file.
803 * return success.

804 * XXX Pete: how can this happen, and why success?
805 */

806 if (i_st.st_ino == o_st.st_ino) {

807 ret = WBCA _ CONT;

808 goto cl eanup;

809 }

810 if ((WMp = fopen((char *)truststorepath, "r+")) == NULL) {
811 goto cl eanup;

812 }

813 /*

814 * Read what's already there, so that new information
815 * can be added.

816 */

817 if ((pl2 = d2i _PKCS12_fp(w p, NULL)) == NULL) {
818 errtype = 1;

819 goto cl eanup;

820

821 I = sunw_PKCS12_parse(pl2, WANBOOT_PASSPHRASE, DO NONE, NULL,
822 0, NULL, NULL, NULL, &o_anchors);

823 if (i <=0) {

824 errtype = 1;

825 goto cl eanup;

826 }

828 PKCS12_free(pl2);

829 pl2 = NULL;

830 } else {

831 if (errno !'= ENCENT) {
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chars = snprintf(nmessage, sizeof (nessage),
"(error accessing file %, error %)",
path, strerror(errno));
if (chars > 0 & chars < si zeof (nessage))
print_status(500, nessage);
el se
print_status(500, NULL);
return (WBCG _FTW CBERR) ;
}

/*

* Note: We could copy the file to the new trustfile, but
* we can't verify the password that way. Therefore, copy
* it by reading it.

*

/
if ((wfd = open((char *)truststorepath,

O_CREAT| O_EXCL| O_RDWR, 0700)) < 0) {
goto cl eanup;

}
if ((WMfp = fdopen(wfd, "w+")) == NULL) {
goto cl eanup;

o_anchors = sk_X509_new_nul | ();
if (o_anchors ==

goto cl eanup;
}

}

if ((rfp = fopen(path, "r")) == NULL) {
goto cl eanup;

}

if ((pl2 = d2i PKCS12 fp(rfp, NULL)) == NULL) {
errtype = 1;
goto cl eanup;

i = sunw_PKCS12_parse(pl2, WANBOOT_PASSPHRASE, DO NONE, NULL, 0, NULL,
NULL, NULL, & _anchors);
if (i <=0 {
errtype = 1;
goto cl eanup;

}
PKCS12_free(pl2);
pl2 = NULL;

* Merge the two stacks of pkcsl2 certs.
*
/

for (i = 0; i < sk_X509_nun(i_anchors); i++) {
/* LINTED */

#endif /* | codereview */

x = sk_X509_del ete(i_anchors, i);
(v0| d) “sk_X509 push(o_, anchors X);
}

/*

* Create the pkcsl2 structure fromthe nodified input stack and

* then wite out that structure.

*

/
pl2 = sunw_PKCS12_create((const char *)WANBOOT_PASSPHRASE, NULL, NULL,

o_anchors);
if (pI2 == NULL) {
got o cl eanup;

rew nd(w p);
if (i2d_ PKCS12 _fp(wp, pl2) == 0) {
got o cl eanup;
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898 }

900 ret = WBCGA _FTW CBCONT;

901 cl eanup:

902 if (ret == WBCA _FTV\LCBERR) {

903 if (errtype == 1)

904 chars = snprintf(nessage, sizeof (nessage),
905 "(internal PKCS12 error while copying % to %)",
906 path, (char *)truststorepath);
907 } else {

908 chars = snprintf(nessage, sizeof (message),
909 "(error copying % to %)"

910 path, (char *)trust storepat h);

911 }

912 if (chars > 0 & chars <= sizeof (nessage)) {
913 print_status(500, nessage);

914 } else {

915 print_status(500, NULL);

916 }

917 }

918 if (rfp !'= NULL) {

919 (void) fclose(rfp);

920 1

921 if (wip !'= NULL) {

922 /[* WIIl also close wfd */

923 (void) fclose(wfp);

924 }

925 if (pl2 !'= NULL) {

926 PKCS12_free(pl2);

927 }

928 if (i_anchors != NULL)

929 sk_X509_pop_free(i_anchors, X509 _free);

930 }

931 if (o_anchors != NULL)

932 sk_X509_pop_free(o_anchors, X509_free);

933 1

935 return (ret);

936 }

938 static bool ean_t

939 check_key_type(const char *keyfile, const char *keytype, int flag)

940 {

941 bool ean_t ret = B FALSE;

942 FI LE *key fp = NULL

943 wbku_key_attr_t ka;

945 I*

946 * Map keytype into the ka structure

947 */

948 if (wbku_str_to_keyattr(keytype, &ka, flag) != WBKU_SUCCESS) {
949 goto cl eanup;

950 }

952 /*

953 * Open the key file for reading.

954 */

955 if ((key_fp = fopen(keyfile, "r")) == NULL) {

956 goto cl eanup;

957 }

959 /*

960 * Find the valid client key, if it exists.

961 */

962 if (wbku_find key(key fp, NULL, &a, NULL, B FALSE) != WBKU SUCCESS) {

963 got o cl eanup;
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964 }

966 ret = B TRUE

967 cl eanup:

968 if (key_fp !'= NULL) {

969 (void) fclose(key_fp);
970 }

972 return (ret);

973 }

975 static bool ean_t
976 resol ve_host name(const char

977 {

978 struct sockaddr_in sin;

979 struct hostent *hp;

980 struct utsname un;

981 static char myname[ SYS NMLN] = { "\0" };

982 char *cp = NULL;

983 char msg[ WVBCG _ MAXBUF] ;

985 /*

986 * Initialize cached nodenane

987 */

988 if (strlen(rrynama) == 0) {

989 if (uname(&un) == -1)

990 (voi d) snprintf(msg, sizeof (msg),

991 "(unable to retrieve unane, errno %l)", errno);

992 print_status(500, nsg);

993 return (B_FALSE);

994 }

995 (voi d) strcpy(nmyname, un.nodenane);

996 }

998 /*

999 * |f hostnanme is |local node nane, return the address this
1000 * request came in on, which is supplied as SERVER ADDR in the
1001 * cgi environnent. Thi's ensures we don’t send back a possi bl e
1002 * alternate address that may be unreachable fromthe client’s
1003 * network. Otherwi se, just resolve wth nanmeservice.

1004 *

1005 if ((strcnp(hostnarre nynanme) != 0) ||

1006 ((cp = get env( SERVER_ADDR')) == NULL)) {

1007 if (((hp = get host| byname(host nanme)) == NULL) ||

1008 (hp->h_addrtype ! = AF_I NET)

1009 (hp->h_l ength ! = sizeof (struct in_addr))) {

1010 if (!may_be_crap) {

1011 print_status(500, "(error resolving hostnane)");
1012 }

1013 return (nmay_be_crap);

1014 }

1015 (void) mencpy(&sin.sin_addr, hp->h_addr, hp->h_I ength);
1016 cp = inet_ntoa(sin.sin addr)

1017 }

1019 if (nvlist_add_string(nvl, (char *)hostnane, cp) != 0) {

1020 print_status(500, "(error adding hostnane to nvlist)");
1021 return (B_FALSE);

1022 }

1024 return (B_TRUE);

1025 }

1027 /*

1028 * one_nane() is called for
1029 * that X509_NAME oneline()

*hostname, nvlist_t *nvl, boolean_t nay_be_crap)

each certificate found and is passed the string
returns. Its job is to find the conmmon nanme and
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1030 * determi ne whether it is a host nane; if it is

1031 * inclusion in /etc/inet/hosts is witten to that file.
1032 */

1033 static bool ean_t

1034 one_nane(const char *namestr, nvlist_t *nvl)

1035 {

1036 bool ean_t ret = B TRUE;

1037 char *p;

1038 char *q;

1039 char c;

1041 if (namestr !'= NULL &&

1042 (p = strstr(nanestr, WBCG _CNSTR)) != NULL) {

1043 p += WBCG _CNSTR_LEN;

1045 if ((q = strpbrk(p, WBCG _NAVESEP)) != NULL) {
1046 c = *q;

1047 *q ="'\0;

1048 ret = resolve_hostnanme(p, nvl, B_TRUE);
1049 *q = c;

1050 } else {

1051 ret = resolve_hostname(p, nvl, B_TRUE);
1052 }

1053 }

1055 return (ret);

1056 }

1058 /*

1059 * Loop through the certificates in a file

1060 */

1061 static int
1062 get _host names(const char *path, void *nvl)

1063 {

1064 int ret = WBCG _FTW CBERR;
1065 STACK_OF(X509) *certs = NULL

1066 PKCS12 *p12 = NULL;

1067 char nessage[ WBCG _ MAXBUF] ;
1068 char buf [ WBCG _MAXBUF + 1];
1069 FI LE *rfp = NULL;

1070 X509 *x = NULL;

1071 int errtype = 0;

1072 int chars;

1073 int i;

1075 if ((rfp = fopen(path, "r")) == NULL) {
1076 goto cl eanup;

1077 1

1079 if ((pl2 = d2i _PKCS12_fp(rfp, NULL)) == NULL) {
1080 errtype = 1;

1081 goto cl eanup;

1082

1083 i = sunw_PKCS12_parse(pl2, WANBOOT_PASSPHRASE, DO _NONE,
1084 NULL, NULL, &certs);

1085 if (i <=0

1086 errtype = 1;

1087 goto cl eanup;

1088 }

1090 PKCS12_free(pl2)

1091 pl2 = NULL;

1093 for (i = 0; i < sk_X509 _num(certs); i++) {
1094 /* LINTED */

1095 #endif /* ! codereview */

then a line suitable for

NULL, O, NULL,
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1096 x = sk_X509_val ue(certs, i);

1097 if (!one_name(sunw_issuer_attrs(x, buf, sizeof (buf) - 1),
1098 nvl)) {

1099 goto cl eanup;

1100 }

1101 1

1103 ret = WBCG _FTW CBCONT;

1104 cl eanup:

1105 if (ret == WBCA _FTW CBERR) {

1106 if (errtype == 1)

1107 chars = snprintf(nessage, sizeof (nessage),
1108 "(internal PKCS12 error reading %)", path);
1109 } else {

1110 chars = snprintf(nessage, sizeof (nessage),
1111 "error reading %", path);

1112 }

1113 I1f (chars > 0 & chars <= sizeof (nessage)) {

1114 print_status(500, nessage);

1115 } else {

1116 print_status(500, NULL);

1117 }

1118 1

1119 if (rfp !'= NULL) {

1120 (void) fclose(rfp);

1121

1122 if (pl2 !'= NULL) {

1123 PKCS12_free(p12)

1124 }

1125 if (certs !'= NULL)

1126 sk_X509_pop_free(certs, X509_free);

1127 1

1129 return (ret);

1130 }

1132 /*

1133 * Create a hosts file by extracting hosts fromclient and truststore
1134 * files. Use the CN. Then we should copy that file to the inet dir.
1135 */

1136 static bool ean_t

1137 create_hostsfile(const char *hostsfile, const char *net, const char *cid)
1138 {

1139 bool ean_t ret = B FALSE;

1140 nvlist_t *nvl ;

1141 nvpair_t *nvp;

1142 FI LE *hostfp = NULL;

1143 int hostfd = -1;

1144 int i

1145 char *host sl i st;

1146 const char *bc_urls[] = { BC_ROOT_SERVER, BC _BOOT_LOGGER, NULL };
1148 *

1149 */AI locate nvlist handle to store our hostnane/IP pairs.
1150 *

1151 if (nvlist_alloc(&wvl, NV_UNI QUE_NAME, 0) != 0) {

1152 print_status(500, "(error allocating hostnane nvlist)");
1153 goto cl eanup;

1154 }

1156 /*

1157 * Extract and resol ve hostnames from CNs.

1158 */

1159 if (netboot_ftw NB_CLI ENT_CERT, net, cid,

1160 get _hostnanes, nvl) == WBCA _FTW CBERR | |

1161 net boot _ftw NB_CA CERT, net, cid,
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1162
1163
1164

1166
1167
1168
1169
1170
1171

1173
1174
1175
1176
1177
1178
1179
1180

1182
1183
1184
1185
1186
1187

1189
1190
1191
1192
1193
1194
1195

1197
1198
1199
1200
1201
1202
1203
1204
1205
1206
1207
1208
1209

1211
1212
1213
1214
1215

1217
1218
1219
1220
1221

1223
1224
1225
1226
1227

cl eanup:

get _host nanes, nvl)
goto cl eanup;

= WBCG _FTW CBERR) {

}
/*
* Extract and resol ve hostnanmes from any URLs in bootconf.
*
/
for (i = 0; bc urls[l] 1= NULL; ++i) {
char *urlstr;
url _t url;
if ((urlstr = bootconf_get(&d)c_handl e, bc_urls[i])) !'= NULL &&
url _parse(urlstr, &url) == URL_PARSE_SUCCESS) {
I f (!resolve_hostnanme(url.hport.hostnane,
nvl, B_FALSE)) {
goto cl eanup;
}
}
}
/

*
* |f there is a resolve-hosts list in bootconf, resolve those
*

host nanmes t oo.
*
if ((hostslist = bootconf_get(&bc_handl e,
char *host nane;

BC_RESOLVE_HOSTS)) != NULL) {

for (hostnane = strtok(hostslist, ",");
host nane = strtok(NULL, ","))
if (!resol ve_hostnane(hostnane, nvl,
goto cl eanup;
}

host name != NULL;

B_FALSE)) {

}

/*
*/Nowwrite the hostnanme/ | P pairs gathered to the hosts file.
*
if ((hostfd = open(hostsfile,
O RDWR| O_CREAT| O EXCL, S | RUSRS_ IV\USR)) == =1 [|[
(hostfp = fdopen(hostfd "w+")) == NULL) {
print_status(500, "(error creating hosts file)");
got o cl eanup;

}
for (nvp = nvlist_next_nvpair(nvl,

NULL); nvp != NULL;
nvp = nvlist_next_nvpair(nvl, nvp)) {
char *host nane;
char *ipstr;

host name = nvpair_nanme(nvp);

if (nvpair_value_string(nvp, & pstr) !=0)
print_status(500, "(nvl error witing hosts file)");
got o cl eanup;

}

if (fprintf(hostfp, "%\t%)\n",
print_status(500,
goto cl eanup;

i pstr, hostnane) < 0)
"(error witing hosts file)");

}
ret = B_TRUE

!'= NULL

if (nvl ) {
nvlist_free(nvl);

}
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1228 if (hostfp !'= NULL) {

1229 /*

1230 * hostfd is automatically closed as well.
1231 *

1232 (void) fclose(hostfp);

1233 }

1235 return (ret);

1236 }

1238 static bool ean_t

1239 ?ootfile_payl oad(const char *docroot, char **boot pat hp)
1240

1241 bool ean_t ret = B _FALSE;

1242 char *boot _file;

1243 struct stat sbuf;

1245 if ((boot_file = bootconf_get(&bc_handl e, BC BOOT_FILE)) == NULL)
1246 print_status(500, "(boot_file nust be specified)");
1247 goto cl eanup;

1248 }

1249 i1 f ((*bootpathp = make_pat h(docroot, boot_file)) == NULL) {
1250 got o cl eanup;

1251 1

1252 if (!VWBCA _FI LE_EXI STS(* bootpathp, sbuf)) {

1253 print_status(500, "(boot_file mssing)");
1254 got o cl eanup;

1255 }

1257 ret = B_TRUE;

1258 cl eanup:

1259 return (ret);

1260 }

1262 /*

1263 * Create the wanboot file system whose contents are determ ned by the
1264 * security configuration specified in bootconf.

1265 */

1266 static bool ean_t

1267 wanboot f s_payl oad(const char *net, const char *cid, const char *nonce,
1268{ const char *bootconf, char **wanbootfs_i nagep)

1269

1270 int ret = B _FALSE;

1272 char *server _aut henti cati on;

1273 char *client _aut hentication;

1274 char *scf;

1276 char *boot fs_dir = NULL;

1277 char *bootfs_etc_dir = NULL;

1278 char *bootfs_etc_inet_dir = NULL;

1279 char *boot fs_dev_dir = NULL;

1281 char *systenconf = NULL;

1282 char *keystorepath = NULL;

1283 char *certstorepath = NULL;

1284 char *truststorepath = NULL;

1285 char *boot conf path = NULL;

1286 char *systentonfpath = NULL;

1287 char *urandonpat h = NULL;

1288 char *noncepat h = NULL;

1289 char *host spath = NULL;

1290 char *etc_hostspath = NULL;

1291 char *tinmestanppath = NULL;

1293 bool ean_t aut henticate_client;
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1294
1296

1298
1299
1300
1301

1303
1304
1305
1306
1307
1308
1309
1310
1311
1312
1313

1315
1316
1317
1318
1319
1320
1321
1322
1323
1324
1325
1326
1327
1328
1329
1330

1332
1333
1334
1335
1336
1337
1338
1339
1340
1341

1343
1344
1345
1346
1347
1348
1349
1350
1351
1352

1354
1355
1356
1357
1358
1359

bool ean_t aut henti cate_server;
struct stat sbuf;
/*

* Initialize SSL stuff.
*

/
sunw_crypto_init();

/*
* CGet the security strategy val ues.
*/

client_authentication = bootconf_get (&b-c_handl e,
BC_CLI ENT AUTHENTICATIOW

aut henticate client = (client_aut hentl catl on = NULL &&
strenp(cli ent _aut hent ication, "yes") == 0);

server _aut hentication = boot conf_get (&c_handl e,
BC_SERVER AUTHENTICATIOW

aut henti cate_server = (server _aut hentl cation != NULL &&
strcnp(server _authentication, "yes") == 0);

/*

* Make a tenporary directory structure for the wanboot file system

*

if ((bootfs_dir = gen_tnppath("bootfs_dir", net, cid)) == NULL ||
(bootfs_etc_dir = make_pat h(bootfs_dir, etc)) == NULL
(bootfs_etc_inet_dir = make_pat h(bootfs etc dir, "inet")) == NULL ||
(bootfs_dev_dir = nmake_path(bootfs dir, "dev')) == NULL) {

goto cl eanup;

if (nkdirp(bootfs_dir, 0700) ||
nkdi rp(bootfs_etc_dir, 0700) ||
mkdi r p(boot fs_etc_ i net _dir, 0700) ||
mkdi r p(boot fs_dev dir, 0700)) {
print_status(500, "(error creating wanbootfs dir structure)");
goto cl eanup;

}
if (authenticate_client) {
*
* Add the client private key.
*
/

if ((keystorepath = make_path(bootfs_di r,
NB_CLI ENT_KEY)) == NULL ||
net boot ftw(NB_CLI ENT_KEY, net, cid,
create_keystore, keystorepath) != VBCG _FTW CBXK) {
goto cl eanup;

}

/*

* Add the client certificate.

*

/

if ((certstorepath = nmake_pat h(bootfs_dir,
NB_CLI ENT_CERT)) == NULL ||
net boot _ftw(NB_CLI ENT_CERT, net, cid,
copy_certstore, certstorepath) != WBCG _FTW CBOK) {

got o cl eanup;

}
if (aut hegt icate_client || authenticate_server) {
/: Add the trustfile; at |east one truststore nmust exist.
i f/ ((truststorepath = make_pat h(bootfs_dir,
NB_CA CERT)) == NULL) [
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1360
1361
1362
1363
1364
1365
1366
1367
1368
1369

1371
1372
1373
1374
1375
1376
1377
1378
1379

1381
1382
1383
1384
1385
1386
1387

1389
1390
1391
1392
1393
1394
1395
1396
1397
1398
1399
1400
1401
1402
1403

1405
1406
1407
1408
1409
1410
1411

1413
1414
1415
1416
1417
1418
1419
1420

1422
1423
1424
1425

goto cl eanup;

i1 f (netboot _ftw(NB_CA CERT, net, cid,
noact _cb, NULL) != WBCA _FTW CBOK) {
print_status(500, "(truststore not found)");

i1 f (netboot _ftw(NB_CA CERT, net, cid,
build_trustfile, truststorepath) == WBCG _FTW CBERR) {
goto cl eanup;

}

/*
* Create the /dev/urandomfile.
=)

if ((urandonpath = make_pat h(bootfs_dev_dir,
"urandoni')) == NULL ||
I creat e_urandon{ urandonpat h)) {
got o cl eanup;

}

/*
* Add the wanboot.conf(4) file.
*

if ((bootconfpath = nake_path(bootfs_dir, NB_WANBOOT_CONF)) == NULL ||
I'copy_fil e(bootconf, bootconfpath)) {
goto cl eanup;

}

/*
* Add the systemconf file if present.
*

if ((scf = bootconf_get(&c_handl e, BC_SYSTEM CONF)) != NULL) {
if (netboot_ftw(scf, net, cid,
set _pat hnane, &system:onf) I = WBCA _FTW CBCK)
print_status(500, "(systemconf file not found)");
got o cl eanup;

}

1 f ((systenctonfpath = make_pat h(bootfs_dir,
NB_SYSTEM CONF)) == NULL ||
Icopy_file(systentonf, systentonfpath)) {

goto cl eanup;

}

/*
* Create the /nonce file.
*

if ((noncepath = make_path(bootfs_dir, "nonce")) == NULL ||
I creat e_nonce(noncepath, nonce))
goto cl eanup;

}

/*
* Create an /etc/inet/hosts file by extracting hostnames from CN,
* URLs in bootconf and resol ve-hosts in bootconf.
*/
if ((hostspath = make_path(bootfs_etc_inet_dir, "hosts")) == NULL ||
Icreate_hostsfil e(hostspath, net, cid)) {
goto cl eanup;

}

/*

* W would like to create a synmbolic link etc/hosts -> etc/inet/hosts,
* but unfortunately the HSFS support in the standal one doesn’t handl e
* synl i nks.
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1426
1427
1428
1429
1430

1432
1433
1434
1435
1436
1437
1438

1440
1441
1442
1443
1444
1445
1446

1448
1449
1450
1451
1452
1453
1454
1455
1456
1457
1458
1459
1460
1461
1462
1463
1464
1465
1466
1467
1468
1469
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1472
1473
1474
1475
1476
1477
1478
1479
1480
1481
1482
1483
1484
1485
1486
1487
1488
1489
1490
1491
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*/

if ((etc_hostspath = make_path(bootfs_etc_dir, "hosts")) == NULL ||

Icopy_file(hostspath, etc_hostspath)) {
goto cl eanup;

}
/*

* Create the /timestanp file.

*

if ((timestanppath = make_path(bootfs_dir, "tinestanp")) == NULL ||

Icreate_tinestanp(timestanppath,
got o cl eanup;

"timestanp")) {

}

/*
* Create an HSFS file systemfor the directory.
*
if ((*wanbootfs_imgep =
I nki sof s(bootfs_dir,
got o cl eanup;

gen_t nppat h("wanboot f s",
*wanboot f s_i magep)) {

net, cid)) == NULL ||

ret = B TRUE

* Clean up tenporary files and directories.
S

if (keystorepath !'= NULL &&

WBCA _FI LE_EXI STS(keyst orepath, sbuf)) {
(voi d) unlink(keystorepath);
if (certstorepath !'= NULL &&
WBCA _FI LE_EXI STS(certstorepath, sbuf)) {

(void) unlink(certstorepath);

}
if (truststorepath != NULL &&
WBCA _FI LE_EXI STS(truststorepath,
(void) unlink(truststorepath);

sbuf)) {

}
if (bootconfpath !'= NULL &&
WBCG _FI LE_EXI STS( boot conf pat h,
(voi d) unlink(bootconfpath);

sbuf)) {

if (systenconfpath != NULL &&
WBCA _FI LE_EXI STS( syst entonf pat h,
(voi d) unlink(systentonfpath);

sbuf)) {

}
if (urandonpath != NULL &&
WBCG _FI LE_EXI STS( ur andonpat h,
(voi d) unlink(urandonpath);

sbuf)) {

}
if (noncepath != NULL &&
WBCA _FI LE_EXI STS( noncepat h,
(void) unlink(noncepath);

sbuf)) {

}
if (hostspath != NULL &&
WBCA _FI LE_EXI STS( host spat h,
(voi d) unlink(hostspath);

sbuf)) {

}
if (etc_hostspath !'= NULL &&
WBCA _FI LE_EXI STS( et c_host spat h,
(voi d) “unl i nk(et c_host spat h)

sbuf)) {

}
if (timestanppath !'= NULL &&
WBCA _FI LE_EXI STS(ti mest anppat h,
(void) unlink(tinmestanppath);

sbuf)) {

12
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1492 }

1494 if (bootfs_etc_inet_dir !'= NULL &&

1495 WBCG _DI R EXI STS(bootfs_etc_inet_dir, sbuf)) {

1496 (void) rndir(bootfs_etc_inet d|r)

1497

1498 if (bootfs_etc_dir !'= NULL &&

1499 WBCA _DI R_EXI STS(bootfs_etc_dir, sbuf)) {

1500 (void) rndir(bootfs_etc_dir);

1501

1502 if (bootfs_dev_dir !'= NULL &&

1503 WBCA _DI R_EXI STS(boot fs_dev_dir, sbuf)) {

1504 (voi d) rndir(bootfs_dev_dir )

1505

1506 if (bootfs_dir !'= NULL &&

1507 WBCGA _DI R_EXI STS( boot fs d| r, sbhuf)) {

1508 (void) rndir(bootfs_dir);

1509 }

1511 /*

1512 * Free allocated nenory.

1513 */

1514 free_pat h(&ootfs_dir);

1515 free_path(&bootfs_etc d| r);

1516 free_path(&bootfs_etc_inet_dir);

1517 free_pat h(&boot fs_dev_dir);

1519 free_pat h(&systenconf);

1520 free_pat h(&eyst orepath);

1521 free_path(&certstorepath);

1522 free_pat h(& ruststorepath);

1523 free_pat h(&oot conf pat h) ;

1524 free_pat h(&syst enconf pat h);

1525 free_pat h(&urandonpat h) ;

1526 free_pat h(&noncepat h) ;

1527 free_pat h(&host spath);

1528 free_pat h(&etc_hostspath);

1529 free_path(&tinestanppath);

1531 return (ret);

1532 }

1534 static bool ean_t

1535 mi ni root _payl oad(const char *net, const char *cid, const char *docroot,
1536 ( char **rootpathp, char **rootinfop, boolean_t *https_rootserverp)
1537

1538 bool ean_t ret = B_FALSE;

1539 char *root _server;

1540 char *root _file;

1541 url _t url;

1542 struct stat sbuf ;

1543 char si zebuf [ WBCA _MVAXBUF] ;

1544 int chars;

1545 int fd= -

1547 if ((root_server = bootconf_get(&bc_handl e, BC ROOT SERVER)) == NULL) {
1548 print_st at us(500, "(root_server nust be specified)");
1549 goto cl eanup;

1550 }

1551 if (url_parse(root_server, &url) != URL_PARSE SUCCESS) {
1552 print_status(500, "(root_server URL is invalid)");
1553]

1554 *https_rootserverp = url.https;

1556 if ((root_file = bootconf get(&bc handl e, BC ROOT_FILE)) == NULL) {
1557 print_status(500, "(rootfile nust be specified)");
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1558 goto cl eanup;

1559

1560 if ((*rootpathp = make_path(docroot, root_file)) == NULL) {
1561 goto cl eanup;

1562

1563 if (!'VWBCG _FI LE_EXI STS(*r oot pat hp, sbuf)) {

1564 print_status(500, "(root filesystemimage missing)");
1565 goto cl eanup;

1566 }

1568 if ((*rootinfop = gen_tnppath("nrinfo", net, cid)) == NULL) {
1569 got o cl eanup;

1570

1571 if ((chars = snprintf(sizebuf, sizeof (sizebuf), "%d",

1572 sbuf.st_si ze)) <0 || chars > sizeof (si zebuf) |

1573 (fd = open(*rootinfop,

1574 O_RDWR| O_CREAT| O_EXCL, S_IRUSR| S_IWISR)) == -1 ||

1575 'wite_buffer(fd, sizebuf, strlen(sizebuf))) {

1576 print_stat us(500, "(error creating mniroot info file)");
1577 got o cl eanup;

1578 }

1580 ret = B_TRUE;

1581 cl eanup:

1582 if (fd!=-1) {

1583 (void) close(fd);

1584 1

1586 return (ret);

1587 }

1589 static bool ean_t

1590 ?eliver_payl oad(const char *payl oad, const char *payl oad_hash)

1591

1592 int fd = fileno(stdout);

1593 struct stat payl oad_buf, hash_buf;

1594 int chars;

1595 char mai n_header [ WBCG _MAXBUF] ;

1596 char mul ti _header [ WBCGA NAXBUF]

1597 char mul ti _header 1[ WBCG MAXBUF]

1598 char mul ti _header 2[ WBCG _MAXBUF] ;

1599 char mul ti_end[ WBCA _MAXBUF] ;

1600 size_t nsgl en;

1602 if (! VWBCA _FI LE_EXI STS( payl oad, payl oad_buf) ||

1603 I WBCG _FI LE_EXI STS( payl oad_hash, hash_buf)) {

1604 print_status(500, "(payl oad/ hash fil e(s) mssing)");
1605 return (B_FALSE);

1606 }

1608 /*

1609 * Multi-part header.

1610 *

1611 if ((chars = snprintf(multi_header, sizeof (nul ti_header),
1612 "os- - %% Ysappl i cation/ oct et - streants%", VBCG CRNL,
1613 WBCG _WANBOOT_BNDTXT, WBCA _CRNL, WBCG CD\IT ENT_TYPE, WBCG _CRNL,
1614 WBCG _CONTENT_| LENGTH)) <0T] chars > sizeof (mul ti header)) {
1615 print_status(500, "(error creating nulti_header)");
1616 return (B_FALSE);

1617 }

1619 /*

1620 * Milti-part header for part one.

1621 *

1622 if ((chars = snprintf(nmulti_headerl, sizeof (nmulti_headerl),
1623 "os% d% %", nulti_header, payl oad_buf.st_size, WBCG _CRNL,

13
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1624 WBCA _CRN\L)) < 0 || chars > sizeof (nulti_headerl)) {

1625 print_status(500, "(error creating nulti_header1)");
1626 return (B_FALSE);

1627 }

1629 /*

1630 * Milti-part header for part two.

1631 ki

1632 if ((chars = snprintf(nulti_header2, sizeof (multi_header2),
1633 "U%s% d¥% %", nulti_header, hash_buf.st_size, WBCG _CRNL,
1634 WBCG CRNL)) < O |] chars > sizeof (multi headerz)) {

1635 print_status(500, "(error creating multi_header2)");
1636 return (B_FALSE);

1637 }

1639 *

1640 * End-of -parts Trailer.

1641 */

1642 if ((chars = snprintf(multi_end, sizeof (multi_end),

1643 "os--%--9%", WBCG _CRNL, V\BCGI WANBOOT_BNDTXT,

1644 WBCE _CRN\L)) < 0 || chars > sizeof (multi end)) {

1645 print_status(500, "(error creating nulti_end)");

1646 return (B_FALSE);

1647 }

1649 /*

1650 * Message header.

1651 *

1652 nsgl en = payl oad_buf.st_size + hash_buf.st_size +

1653 strlen(multi_headerl) + strlen(nulti_header2) + strlien(mlti_end);
1655 if ((chars = snprintf(main_header, sizeof (nain_header),

1656 "Us%uYsYsnul ti part/ m xed; boundary % %s¥%s", VBCG _CONTENT_LENGTH,
1657 nsgl en, WBCG _CRNL, _CONTENT_TYPE, VIBOG_WANBOOT_BNDTXT,
1658 WBCA CRNL VBCG CRNL)) < 0 || chars > sizeof (main_header)) {
1659 print_status(500, "(error creating main_header)");

1660 return (B_FALSE);

1661 }

1663 /*

1664 * Wite the nessage out. |If things fall apart during this then
1665 * there’s no way to report the error back to the client.

1666 */

1667 if (!wite_buffer(fd, main_header, strlen(nain_header)) ||

1668 Iwite_buffer(fd, multi headerl strien(multi _headerl)) ||
1669 Iwite_file(fd, payload, payl oad_buf . st _si ze) ||

1670 Iwite buffer(fd, nulti_header2, strlen(nulti_header2)) ||
1671 Ilwite file(fd, payload_hash, hash_buf .st_size) ||

1672 lwite_buffer(fil eno(stdout) mul ti_end, strlen(nulti_end))) {
1673 return (B_FALSE);

1674 }

1676 return (B_TRUE);

1677 }

1680 /* ARGSUSED*/

1681 int

1682 mai n(int argc, char **argv)

1683 {

1684 int ret = WBCA _STATUS_ERR;

1685 struct stat sbuf;

1686 int content;

1687 char *net ;

1688 char *cid;

1689 char *nonce;

I'i b/ wanboot / wanboot - cgi / wanboot - cgi . c
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1690
1691
1692
1693
1694
1695
1696
1697
1698
1699
1700
1701
1702

1704
1705
1706
1707
1708
1709

1711
1712
1713
1714
1715
1716
1717

1719
1720
1721
1722
1723
1724
1725
1726

1728
1729
1730
1731
1732
1733

1735
1736
1737
1738
1739
1740
1741
1742

1744
1745
1746
1747
1748
1749
1750
1751
1752
1753
1754
1755

char *docr oot ;

char *payl oad;

char *signature_type;

char *encryption type

char *boot conf = NULL

char *keyfile = MJLL

char *boot path = NULL;
char *wanboot fs_i mage = NULL;
char *rootpath = NULL;
char *m niroot _info = NULL;
char *encr _payl oad = NULL;
char *payl oad_hash = NULL;
bool ean_t ht t ps_r oot server;

/*
* Process the query string.
*

if (!get_request_info(&ontent, &net, &cid, &nonce, &docroot)) {
got o cl eanup;
}

/*

* Sanity check that the netboot directory exists.
*

if (!WBCGA _DI R_EXI STS(NB_NETBOOT_RQOT, sbuf)) {

print_status(500, "(" NB_NETBOOT_ROOT "
goto cl eanup;

does not exist)");

}

/*

* Get absol ute bootconf pathnane.

*

/

if (netboot ftw NB_WANBOOT_CONF, net, cid,

set _pat hnang, &bootconf) 1= vBCG FTWCBO<) {

print_status(500, "(wanboot.conf not found)");
goto cl eanup;

}

/*
* Initialize bc_handl e fromthe given wanboot.conf file.
*

if (bootconf_init(&c_handl e, bootconf) != BC SUCCESS) {
char message[ WBCG _ MAXBUF] ;
int chars;

chars = snprintf(nmessage, sizeof (nessage),
"(wanboot . conf error: %)",
if (chars > 0 & chars < sizeof (nessage))
print_status(500, nessage);
el se
print_status(500,
goto cl eanup;

" (wanboot . conf error)");

}

/*
* Cet and check signature and encryption types,
* presence of helper utilities, keystore, etc.
*/

if ((signature_type = bootconf_get(&bc_handl e,
BC S| GNATURE. TYPE)) != NULL) {
if (I\WBCA FILE EXI STS(WBCG HVAC PATH, sbuf)) {
print_status(500, "(hmac utility not found)");
goto cl eanup;

}
i1f (keyfile == NULL && netboot _ftw(NB_CLI ENT_KEY, net, cid,
set_pathnama &keyfile) !="WBCE _FTW CBXX) {

boot conf _errnsg(&bc_handl e));

15
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1756 print_status(500, "(keystore not found)");
1757 got o cl eanup;

1758 }

1759 if (!check_key_type(keyfil e, signature_type, WBKU HASH KEY)) {
1760 print_status(500, (hash key not found)");
1761 got o cl eanup;

1762 }

1763 }

1764 if ((encryption_type = bootconf get(&bc handl e,

1765 BC_ENCRYPTI ON_TYPE)) != NULL)

1766 if (signature_type == NULL) {

1767 print_status(500, "(encrypted but not signed)");
1768 goto cl eanup;

1769 }

1770 if (IWBCA FILE EXI STS(WBCG ENCR PATH, sbuf)) {

1771 print_status(500, "(encr utility not found)");
1772 goto cl eanup;

1773 }

1774 1f (keyfile == NULL && netboot _ftw(NB_CLI ENT_KEY, net, cid,
1775 set _pat hnane, &keyfile) != WBCA _FTW CBOK) {

1776 print_status(500, "(keystore not found)");
1777 got o cl eanup;

1778 }

1779 i1f (!check_key_type(keyfil e, encryption_type, V\BKU ENCR_KEY)) {
1780 print_status(500, (encr key not found)"

1781 goto cl eanup;

1782 }

1783 }

1785 /*

1786 * Determ ne/create our payl oad.

1787 */

1788 switch (content) {

1789 case WBCG _CONTENT_BOOTFI LE:

1790 if (!bootfile_payl oad(docroot, &bootpath)) {

1791 got o cl eanup;

1792

1793 payl oad = boot pat h;

1795 br eak;

1797 case WBCG _CONTENT_BOOTFS:

1798 if (!wanbootfs_payl oad(net, cid, nonce,

1799 boot conf, &wanbootfs_image)) {

1800 got o cl eanup;

1801

1802 payl oad = wanboot fs_i nage;

1804 br eak;

1806 case WBCG _CONTENT_ROOTFS:

1807 i f (! nminiroot_payl oad(net, cid, docroot,

1808 &rootpath, &mniroot_info, &https_rootserver)) {
1809 goto cl eanup;

1810 }

1811 payl oad = root path;

1813 br eak;

1814 }

1816 /*

1817 * Encrypt the payload if necessary.

1818 */

1819 if (content != WBCG _CONTENT_BOOTFI LE &&

1820 content != WBCG _CONTENT_ROOTFS &&

1821 encryption_type !'= NULL) {
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1822 if ((encr_payload = gen_tnppath(“encr", net, cid)) == NULL) {
1823 got o cl eanup

1824 }

1826 if (!encrypt payload(payload encr _payl oad, keyfile,
1827 encryption_type)) {

1828 got o cl eanup;

1829 }

1831 payl oad = encr_payl oad

1832 1

1834 /*

1835 * Conpute the hash (actual or null).

1836 */

1837 if ((payl oad_hash = gen_tnppat h("hash", net, cid)) == NULL) {
1838 goto cl eanup;

1839 }

1841 if (signature_type != NULL &&

1842 (content !'= WBCGA _CONTENT_ROOTFS || !https_rootserver)) {
1843 if (!hash_payload(payload, payl oad_hash, keyfile)) {
1844 got o cl eanup;

1845

1846 } else {

1847 if (!create_null_hash(payl oad_hash)) {

1848 got o cl eanup

1849 }

1850 }

1852 /*

1853 * For the rootfs the actual payload transmtted is the file
1854 * containing the size of the rootfs (as a string of ascii digits)
1855 * point payload at this instead

1856 */

1857 if (content == WBCG _CONTENT ROOTFS) {

1858 payl oad = miniroot_info;

1859 }

1861 /*

1862 */Finally, deliver the payload and hash as a nultipart nessage
1863 *

1864 if (!deliver_payl oad(payl oad, payl oad_hash)) {

1865 goto cl eanup

1866 }

1868 ret = WBCAE _STATUS_CX;

1869 cl eanup

1870 /*

1871 * Clean up tenporary files

1872 */

1873 if (wanbootfs_inmage != NULL &&

1874 WBCA _FI LE_EXI STS(wanboot fs_i mage, sbuf)) {

1875 (voi d) unl i nk(wanboot f s_i mage) ;

1876 }

1877 if (mniroot_info !'= NULL &&

1878 WBCA _FI LE EXI STS(m niroot _i nfo, sbuf)) {

1879 (void) unlink(m niroot_info)

1880 }

1881 if (encr_payload != NULL &&

1882 WBCA _FI LE_EXI STS(encr _payl oad, sbuf)) {

1883 (voi d) unlink(encr_payl oad)

1884 }

1885 i f (payl oad_hash != NULL &&

1886 WBCA _FI LE_EXI STS( payl oad_hash, sbuf)) {

1887 (voi d) “unl i nk( payl oad_ hash)
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1888 }

1890 /*

1891 * Free up any allocated strings
1892 */

1893 free_pat h(&boot conf)

1894 free_pat h(&eyfile)

1895 free_pat h( &oot pat h)

1896 free_pat h( &wanboot f s_i mage)
1897 free_pat h( & oot pat h)

1898 fmepmm&mmrmtlmm
1899 free_pat h(&encr _payl oad) ;
1900 free_pat h(&payl oad_hash) ;
1902 boot conf _end( &c_handl e) ;
1904 return (ret);

1905 }
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4853 illunpbs-gate is not lint-clean when built with openssl 1.0 (fix openssl 0.9
LEEE R R R R EE SRR SRR EEEE R EREEEE SRR EEEEEEEEEEEEREEEEEEEEEESE]

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.

7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE

9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions

11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each

14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.

15 # |f applicable, add the follow ng below this CDDL HEADER, with the

16 # fields enclosed by brackets "[]" replaced with your own identifying

17 # information: Portions Copyright [yyyy]l [nane of copyright owner]

18 #

19 # CDDL HEADER END

20 #

21 # Copyright 2009 Sun Mcrosystens, Inc. Al rights reserved.

22 # Use is subject to |license terns.

23 #

24 # Makefile for KMF Plugins

25 #

27 LI BRARY= knf _openssl . a

28 VERS= .1

30 OBJECTS= openssl _spi.o

32 include $(SRO)/Iib/ Makefile.lib

34 LI BLI NKS= $(DYNLI B: . so. 1=. s0)

35 KMFI NC= -l../../..linclude -1../../../ber_der/inc
37 BERLI B= -1 knf -1knfberder

38 BERLI B64= $( BERLI B)

40 OPENSSLLI BS= $(BERLIB) -lcrypto -lcryptoutil -lc

41 OPENSSLLI BS64= $(BERLIB64) -lcrypto -lcryptoutil -lc

43 LI NTSSLLI BS = $(BERLIB) -lcryptoutil -lc

44 LINTSSLLIBS64 = $(BERLIB64) -lcryptoutil -lc

46 # OpenSSL 1.0 and 0.9.8 produce different |int warnings
47 LI NTFLAGS += -errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
48 LI NTFLAGS64 += - errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
50 #endif /* | codereview */

51 SRCDI R= ../ comon

52 1 NCDI R= ../..linclude

54 CFLAGS += $( CCVERBOSE)

55 CPPFLAGS += - D_REENTRANT $( KMFI NC) \

56 -13(INCDIR) -1 $(ADJUNCT_PROTO)/ usr/i ncl ude/ | i bxni 2
58 CERRWARN += - _gcc=- Who- unused- | abel

59 CERRWARN += - _gcc=-Wio- unused- val ue

60 CERRWARN += -_gcc=-Who-uninitialized

new usr/src/lib/libknf/plugins/knf_openssl/Mkefile.com
62 PICS=  $(OBJECTS: %pi cs/ %

64 lint:= OPENSSLLIBS=  $(LINTSSLLIBS)
65 lint:= OPENSSLLIBS64= $(LI NTSSLLI BS64)
67 LDLIBS32 += $( OPENSSLLI BS)
69 ROOTLI BDI R= $(ROOTFS_LI BDIR)/ crypt o

70 ROOTLIBDI R64=  $( ROOTFS_LI BDI R)/ crypt of $( MACH64)
72 . KEEP_STATE:

74 LIBS = $( DYNLI B)

75 all: $(DYNLI B) $( LI NTLI B)
77 lint: lintcheck

79 FRC

81 include $(SRC)/I1i b/ Makefile.targ
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LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 2542 K'v': DATA *SI gner Cel’t, KM: DATA *Issuer Cert)
133868 Tue May 20 20:20: 11 2014 2543 {
new usr/src/lib/libknf/plugins/knf_openssl/comon/ openssl _spi.c 2544 KMF_RETURN ret = KMF_CK;
4853 illunps-gate is not lint-clean when built with openssl 1.0 (fix openssl 0.9 2545 KMF_HANDLE *knfh = (KMF_HANDLE *) handl e;
IR E SRS R RS RS E R R SRR SRR R R R R R R R RS R EEEEREEREEEEEERERSE] 2546 STAQ< G:(xsog) *Cert StaCk - NU
__unchanged_portion_onitted_ 2547 X509 *signer = NULL;
2548 X509 *issuer = NULL;
2483 /* ocsp_find_signer_sk() is copied fromopenssl source */ 2549 EVP_PKEY *skey = NULL;
2484 static X509 *ocsp_find_signer_sk(STACK OF(X509) *certs, OCSP_RESPID *id) 2550 unsi gned char *ptnp;
2485 {
2486 int i;
2487 unsi gned char tnphash[ SHA DI GEST_LENGTH], *keyhash; 2553 if (bs == NULL || issuer_cert == NULL)
2554 return (KMF_ERR_BAD_PARAMETER) ;
2489 /* Easy if |ookup by name */
2490 if (id->type == V_OCSP_RESPI D_NAVME) 2556 /*
2491 return (X509_find_by_subject(certs, id->value.byNane)); 2557 * Find the certificate that signed the basic response.
2558 *
2493 /* Lookup by key hash */ 2559 * If signer_cert is not NULL, we will use that as the signer cert.
2560 * Otherwise, we will check if the issuer cert is actually the signer.
2495 /* 1f key hash isn't SHAL length then forget it */ 2561 * If we still do not find a signer, we will look for it fromthe
2496 if (id->val ue.byKey->length != SHA DI GEST_LENGTH) 2562 * certificate list came with the response file.
2497 return (NULL); 2563 */
2564 if (signer_cert !'= NULL) {
2499 keyhash = id->val ue. byKey- >dat a; 2565 ptnp = signer_cert->Data;
2500 /* Cal cul ate hash of each key and conpare */ 2566 signer = d2i _X509(NULL, (const uchar_t **)&ptnp,
2501 for (i = 0; i < sk_X509 nun(certs); i++) { 2567 signer_cert->Length);
2502 /* LINTED E_BAD_PTR CAST ALIGN */ 2568 if (signer == NULL)
2503 #endif /* | codereview */ 2569 SET_ERROR(knfh, ERR get_error());
2504 X509 *x = sk_X509_val ue(certs, i); 2570 ret = KMF_ERR_OCSP_BAD_SI GNER;
2505 /* Use pubkey digest to get the key ID value */ 2571 goto end;
2506 (voi d) X509_pubkey_di gest (x, EVP_shal(), tnphash, NULL); 2572
2507 if (! mencnp(keyhash, tnphash, SHA DI (IST_LENGTH)) 2573 } else {
2508 return (x); 2574
2509 } 2575 * Convert the issuer cert into X509 and push it into a
2510 return (NULL); 2576 * stack to be used by ocsp_find_signer().
2511 } 2577 */
2578 ptnp = issuer_cert->Data;
2513 /* ocsp_find_signer() is copied fromopenssl source */ 2579 I ssuer = d2i _X509(NULL, (const uchar_t **)&ptnp,
2514 /* ARGSUSED2 */ 2580 i ssuer_cert->Length);
2515 static int 2581 if (issuer == NULL) {
2516 ocsp_find_signer (X509 **psigner, OCSP_BASI CRESP *bs, STACK OF(X509) *certs, 2582 SET_ERROR(knfh, ERR get_error());
2517 X509_STORE *st, unsigned |ong flags) 2583 ret = KM-_ERR _OCSP_BAD | SSUER;
2518 { 2584 goto end;
2519 X509 *si gner; 2585 1
2520 OCSP_RESPID *rid = bs->t bsResponseDat a- >r esponder | d;
2521 if ((signer = ocsp_find_signer_sk(certs, rid))) { 2587 if ((cert_stack = sk_X509_new null()) == NULL) {
2522 *psi gner = signer; 2588 ret = KMF_ERR | NTERNAL;
2523 return (2); 2589 goto end;
2524 } 2590 }
2525 if (!(flags & OCSP_NO NTERN) &&
2526 (signer = ocsp_find_signer_sk(bs->certs, rid))) { 2592 if (sk_X509_push(cert_stack, issuer) == NULL) {
2527 *psi gner = signer; 2593 ret = KMF_ERR | NTERNAL;
2528 return (1); 2594 goto end;
2529 } 2595 }
2530 /* Maybe | ookup fromstore if by subject name */
2597 ret = ocsp_find_signer(&signer, bs, cert_stack, NULL, 0);
2532 *psi gner = NULL; 2598 if (lret) {
2533 return (0); 2599 /* can not find the signer */
2534 } 2600 ret = KMF_ERR_OCSP_BAD_SI GNER;
2601 goto end;
2536 /* 2602 }
2537 * This function will verify the signature of a basic response, using 2603 }
2538 * the public key fromthe OCSP responder certificate.
2539 */ 2605 /* Verify the signature of the response */
2540 static KMF_RETURN 2606 skey = X509_get _pubkey(signer);
2541 check_response_si gnat ure( KM-_HANDLE T handl e, OCSP_BASI CRESP *bs, 2607 if (skey == NULL) {
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2608 ret = KMF_ERR _OCSP_BAD_SI G\NER;
2609 goto end;

2610 }

2612 ret = OCSP_BASI CRESP_verify(bs, skey, 0);
2613 if (ret == 0)

2614 ret = KMF_ERR OCSP_RESPONSE_SI GNATURE;
2615 goto end;

2616 }

2618 end:

2619 if (issuer !'= NULL) {

2620 X509_free(issuer);

2621 }

2623 if (signer !'= NULL) {

2624 X509_f ree(signer);

2625 }

2627 if (skey !'= NULL) {

2628 EVP_PKEY_f r ee(skey);

2629 }

2631 if (cert_stack != NULL) {

2632 sk_X509_free(cert_stack);

2633 }

2635 return (ret);

2636 }

2640 KMF_RETURN
2641 OpenSSL_Get OCSPSt at usFor Cert (KM-_HANDLE_T handl e,

2642 int numattr, KMF_ATTRIBUTE *attrlist)

2643 {

2644 KMF_RETURN ret = KMF_OK;

2645 Bl O *derbi o = NULL;

2646 OCSP_RESPONSE *resp = NULL;

2647 OCSP_BASI CRESP *bs = NULL;

2648 OCSP_CERTID *id = NULL;

2649 OCSP_SI NGLERESP *singl e = NULL;

2650 ASN1_GENERALI ZEDTI ME *rev, *thisupd, *nextupd;

2651 int index, status, reason;

2652 KM-_DATA *i ssuer_cert;

2653 KMF_DATA *user _cert;

2654 KMF_DATA *si gner _cert;

2655 KMF_DATA *r esponse;

2656 int *response_reason, *response_status, *cert_status;
2657 bool ean_t ignore_response_sign = B _FALSE; /* default
2658 uint32_t response_lifetine;

2660 i ssuer_cert = knf_get_attr_ptr(KVF_| SSUER CERT_DATA_ATTR,
2661 attrlist, numattr);

2662 if (issuer_cert == NULL)

2663 return (KM-_ERR_BAD_PARAMETER) ;

2665 user _cert = knf_get_attr_ptr(KM-_USER _CERT_DATA ATTR,
2666 attrlist, numattr);

2667 if (user_cert == NULL)

2668 return (KMF_ERR BAD PARAVETER) ;

2670 response = knf_get_attr_ptr(KM-_OCSP_RESPONSE _DATA_ATTR,
2671 attrlist, numattr);

2672 if (response == NULL)

2673 return (KMF_ERR BAD_PARAMETER);

i's FALSE */
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2675 response_status = knf_get_attr_ptr( KMF_OCSP_RESPONSE_STATUS_ATTR,
2676 attrlist, numattr);

2677 if (response_status == NULL)

2678 return (KMF_ERR_BAD_PARAMETER) ;

2680 response_reason = knf_get_attr_ptr( KMF_OCSP_RESPONSE_REASON _ATTR,
2681 attrlist, numattr);

2682 if (response_reason == NULL)

2683 return (KM-_ERR_BAD_PARAMETER) ;

2685 cert_status = knf _get _attr_ptr( KM-_OCSP_RESPONSE CERT_STATUS ATTR,
2686 attrlist, numattr);

2687 if (cert_status == NULL)

2688 return (KMF_ERR BAD PARAVETER);

2690 /* Read in the response */

2691 derbi o = Bl O_new_nem buf (response->Dat a, response->Length);

2692 if (!derbio) {

2693 ret = KMF_ERR_MEMORY;

2694 return (ret);

2695 }

2697 resp = d2i _OCSP_RESPONSE_bi o(derbi o, NULL);

2698 if (resp == NULL)

2699 ret = KMF_ERR_OCSP_MALFORVED_RESPONSE;

2700 goto end;

2701 }

2703 /* Check the response status */

2704 status = OCSP_response_st atus(resp);

2705 *response_status = status;

2706 if (status != OCSP_RESPONSE_STATUS_SUCCESSFUL) {

2707 ret = KMF_ERR _OCSP_RESPONSE_STATUS;

2708 goto end;

2709 1

2711 #ifdef DEBUG
2712 printf("Successfully checked the response file status.\n");
2713 #endif /* DEBUG */

2715 /* Extract basic response */

2716 bs = OCSP_response_get1_basic(resp);

2717 if (bs == NULL) {

2718 ret = KMF_ERR OCSP_NO BASI C_RESPONSE;
2719 goto end;

2720 }

2722 #ifdef DEBUG
2723 printf("Successfully retrieved the basic response.\n");
2724 #endi f /* DEBUG */

2726 /* Check the basic response signature if required */
2727 ret = knf_get_attr(KM-_| GNORE_RESPONSE_SI GN_ATTR, attrlist, numattr,
2728 (void *) & gnore_response_sign, NULL);

2729 if (ret != KMF_OK)

2730 ret = KMF_OK;

2732 signer_cert = knf_get_attr_ptr(KM-_SI GNER_CERT_DATA ATTR
2733 attrlist, numattr);

2735 if (ignore_response_sign == B_FALSE) {

2736 ret = check_response_signature(handl e, bs,

2737 signer_cert, issuer_cert);

2738 if (ret = KMF_OK)

2739 goto end;
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2740

2742
2743
2744

2746
2747
2748
2749
2750
2751

2753
2754
2755

2757
2758
2759
2760
2761
2762
2763

2765
2766
2767

2769
2770
2771
2772
2773
2774
2775
2776
2777
2778
2779
2780
2781

2783
2784
2785

2787
2788
2789
2790
2791

2793
2794
2795

2797
2798
2799

2801
2802

2804
2805

}

#i f def DEBUG
printf("Successfully verified the response signature.\n");
#endi f /* DEBUG */

/* Create a certid for the certificate in question */
ret = create_certid(handl e, issuer_cert, user_cert, & d);
if (ret !'= KMF_OK)

ret = KM-_ERR_OCSP_CERTI D

goto end;

}

#i f def DEBUG
printf("successfully created a certid for the cert.\n");
#endi f /* DEBUG */

/* Fi nd the index of the single response for the certid */
index = OCSP_resp_find(bs, id, -1);
if (index < 0)
/* cound not find this certificate in the response */
ret = KMF_ERR OCSP_UNKNOWN_CERT;
goto end;

}
#i f def DEBUG

printf("Successfully found the single response index for the cert.\n");

#endi f /* DEBUG */

/* Retrieve the single response and get the cert status */
single = OCSP_resp_get O(bs, index);
status = OCSP_singl e_get0_status(single, &reason, &rev, &thisupd,
&next upd) ;
if (status == V_OCSP_CERTSTATUS_GOOD) {
*cert status = OCSP_G00D;
} else if (status == v OCSP_CERTSTATUS_UNKNOWN) {
*cert_status = OCSP_UNKNOM;
} else { /* revoked */
*cert_status = OCSP_REVCKED;
*response_reason = reason;

}
ret = KMF_OK;

/* resp. time is optional, so we don’t care about the return code. */
(void) knf_get_attr(KM-_ RESPC»BE LI FETI ME_ATTR, attrlist, numattr
(void *)&response_|ifetinme, NULL);

if (!OCSP_check_validity(thisupd, nextupd, 300,
response_lifetime))
ret = KMF_ERR_OCSP_STATUS_TI ME_I NVALI D;
goto end;

}

#i f def DEBUG
printf("Successfully verify the tine.\n");
#endi f /* DEBUG */

end:
if (derbio !'= NULL)
(void) BIO free(derbio);

if (resp !'= NULL)
OCSP_RESPONSE _free(resp);

if (bs !'= NULL)
OCSP_BASI CRESP_f ree(bs);
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2807
2808

2810
2811

2813
2814
2815
2816
2817
2818
2819

2821
2822
2823
2824
2825
2826
2827
2828
2829
2830
2831

2833
2834
2835
2836
2837
2838
2839
2840
2841
2842
2843
2844
2845
2846
2847
2848
2849
2850
2851
2852
2853
2854
2855
2856
2857
2858
2859
2860
2861
2862
2863

2865
2866
2867
2868
2869
2870
2871

}

if (id!= NULL)
OCSP_CERTI D_free(i d);

return (ret);

stati c KMF_RETURN
fetch_key(KMF_HANDLE T handl e, char *path,

{

KMF_KEY_CLASS keycl ass, KMF_KEY_HANDLE *key)

KME_RETURN rv = KMF_OK;
EVP_PKEY *pkey = NULL;
KVF_RAW SYM KEY *rkey = NULL;

if (keyclass == KMF_ASYM PRI ||
keycl ass == KMF_ASYM PUB) {
pkey = openssl _| oad_key(handl e, path);
1 f (pkey == NULL)
return (KMF_ERR_KEY_NOT_FOUND) ;

}
if (key !'= NULL) {
if (pkey->type == EVP_PKEY_RSA)
key->keyal g = KNF RSA;
else if (pkey >type == EVP_PKEY_DSA)
key->keyal g = KMF_DSA;

key->kstype = KMF_KEYSTORE_OPENSSL;

key- >keycl ass = keycl ass;

key->keyp = (void *)pkey;

key->i sraw = FALSE;

if (path !'= NULL &&

((key >key| abel = strdup(pat h)) == NULL)) {
P_PKEY_f r ee( pkey);
return (KMF_ERR NENL’RY);

} else {
EVP_PKEY_f r ee( pkey);
pkey = NULL;

}
} else if (keyclass == KMF_SYMVETRI C) {

KM-_ENCCDE_FORMAT fnt ;

/*

* If the file is a recognized format,

* then it is NOT a symmetric key.
*
/

= knf_get _file format(path, &nt);
if (rv =KW_X][| fnmt '=0) {
return (KMF_ERR _KEY_NOT_FOUND) ;
} else i; (rv == KMF_ERR_ENCODI NG
*

* |If we don’t know the encodi ng,
* it is probably a symetric key.
*

/

rv = KNF (0.6
} else if (rv == KMF_ERR OPEN FI LE) {
return (KMF_ERR KEY_NOT_FOUND) ;
}

if (key !'= NULL) {
KMF_DATA keyval ue;
rkey = nalloc(sizeof (KMF_RAW SYM KEY));
if (rkey == NULL) {
rv = KM-_ERR_MEMORY;
goto out;
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2873
2874
2875
2876

2878
2879

2881
2882
2883
2884
2885
2886
2887
2888
2889
2890
2891
2892
2893
2894
2895
2896
2897

2899
2900
2901
2902
2903
2904

2906
2907

2909
2910
2911
2912
2913
2914
2915
2916
2917
2918
2919
2920
2921

2923
2924

2926
2927
2928

2930
2931
2932
2933

2935
2936
2937

(voi d) menset (rkey, 0, sizeof (KMF_RAW SYM KEY));
rv = knf_read_i nput _file(handl e, path, &keyval ue)

if (rv !'= KMF_CK)
goto out;

rkey- >keydat a. | en = keyval ue. Lengt h;
rkey->keydat a. val = keyval ue. Dat a;

key- >kstype = KNF KEYSTORE_OPENSSL;
key->keycl ass = keycI ass;
key->i sraw = TRUE;
key- >keyp (v0| d *)rkey
if (path !'= NUL
((key- >keyl abel = strdup(path)) == NULL))
rv = KM_ERR_MEMCRY;

}
}
}
out :
if (rv != KM OK) {
if (rkey !'= NULL) {
knf_free_raw sym key(rkey);
}
if (pkey != NULL)
EVP_PKEY_f r ee( pkey);
if (key !'= NULL) {
key- >keyal g = KMF_KEYALG_NONE;
key->keycl ass = KMF_KEYCLASS_NONE;
key->keyp = NULL;
}
}
return (rv);
}
KMF_RETURN

OpenSSL_Fi ndKey( KMF_HANDLE_T handl e,

{

int numattr, KMF_ATTRIBUTE *attrlist)

KMF_RETURN rv = KMF_CK;
char *ful I path = NULL;

ui nt 32_t maxkeys;
KMF_KEY_HANDLE *key;

ui nt32_t *nunkeys;

KMF_ KEY CLASS keycl ass;
KMF_RAW KEY_DATA *rav\key
char *dirpath;

char *keyfile;

if (handl e == NULL)
return (KMF_ERR BAD_PARAMETER) ;

nunkeys = knf_get _attr_ptr(KM-_COUNT_ATTR, attrlist, numattr);

if (nunmkeys == NULL)
return (KMF_ERR_BAD PARAMETER) ;

rv = knf_get_attr(KM-_KEYCLASS_ATTR, attrlist, numattr,
(void *)&keycl ass, NULL);
if (rv = KM
return (KMF_ERR BAD PARANETER);

if (keyclass != KMF_ASYM PUB &&
keycl ass ! = KMF_ASYM PRl &&
keycl ass ! = KMF_SYMVETRI O)
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2938

2940
2941

2943

2945
2946

2948
2949
2950
2951

2953
2954

2956
2957
2958
2959
2960

2962
2963
2964
2965

2967
2968
2969
2970
2971
2972
2973
2974
2975

2977
2978

2980
2981

2983
2984
2985
2986
2987
2988

2990
2991
2992
2993
2994
2995
2996
2997
2998
2999
3000

3002
3003

dirpath
keyfile

full path
if (full
maxkeys
if (maxk

*nunkeys

return (KMF_ERR BAD_KEY_CLASS);

= knf_get _attr_ptr(KM-_DI RPATH_ATTR, attrlist, numattr);

= knf _get _attr_ptr( KM-_KEY_FI LENAME_ATTR, attrlist, numattr);
= get_full path(dirpath, keyfile);

path == NULL)

return (KMF_ERR BAD_PARAMETER);

= *nunkeys;

eys == 0)

maxkeys = OxFFFFFFFF;
= 0;

key = knf_get_attr ptr(KNF KEY_HANDLE_ATTR, attrlist, numattr);
/

I* it is
/*
* The c
* Usefu
*/

rankey =

if (isdi

} else {

okay to have "keys" contains NULL *

aller my want a list of the raw key data as well.
| for inporting keys froma file into other keystores.

knf_get _attr_ptr( KMF_RAWKEY_ATTR, attrlist, numattr);

r(fuIIpath)) {
*dirp;

struct dirent *dp;

int n=0;

/* open all files in the directory and attenpt to read them*/
if ((dirp = opendir(fullpath)) == NULL) {
return (KMF_ERR BAD PARAMETER) ;

ir(dirp);
(dp = readdlr(dlrp)) I'= NULL && n < maxkeys) {
if (strcnp(dp->d_nanme, ".") &&
strcenp(dp->d_nanme, "..")) {
char *fnane;

}
rew ndd
whi l e (

fnane = get_fullpath(fullpath,
(char *)&dp->d_nane);

rv = fetch_key(handl e, fnane,
keycl ass, key ? &key[n] : NULL);

if (rv == KM K) {
if (key !'= NULL && rawkey != NULL)
rv = convert ToRawKey(
key[ n] . keyp, &rawkey[n]);
n++;

}

if (rv != KMF_OK || key == NULL)
free(fnane);

}

}

(void) closedir(dirp);
free(fullpath);
(*nunkeys) = n;

rv = fetch_key(handl e, fullpath, keyclass, key);
if (rv == KM_K)
(*nunkeys)

if (rv 1= KMF OK || key == NULL)
free(full path);
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3005
3006
3007
3008

3010
3011
3012
3013

3015
3016

3018
3019
3020
3021
3022

3024
3025
3026
3027
3028
3029
3030
3031
3032
3033
3034
3035

3037
3038
3039
3040
3041
3042
3043

3045
3046
3047

3049
3050
3051
3052
3053

3055
3056
3057
3058

3060
3061

3063
3064
3065
3066
3067
3068
3069

if (rv == KK && key !'= NULL && rawkey != NULL) {
rv = convert ToRawKey(key- >keyp, rawkey);

}
}

if (rv == KM K && (*nunkeys) == 0)
rv = KNF ERR_KEY_NOT_FOUND;

else if (rv == KMF_ERR_KEY_NOT_FOUND && (*nunkeys)
rv = KMF_CK;

return (rv);

}

#define HANDLE_PK12_ERROR { \
SET_ERROR(knfh, ERR get_error()); \
rv = KMF_ERR _ENCODI NG |
goto out; \

}

static int
add_al i as_t o_bag( PKCS12_SAFEBAG *bag, X509 *xcert)
{
if (xcert !'= NULL && xcert->aux != NULL &&
xcert->aux->alias != NULL)
if (PKCS12_add_fri endl yname_asc(bag,
(const char *)xcert->aux->alias->dat a,
xcert->aux->alias->l ength) == 0)
return (0);

}
return (1);

}

static PKCS7 *

add_cert_to_safe(X509 *sslcert, KM-_CREDENTIAL *cred,
uchar _t *keyid, unsigned int keyidlen)

{

PKCS12_SAFEBAG *bag = NULL;
PKCS7 *cert_authsafe = NULL;
STACK_OF( PKCS12_SAFEBAG *bag_st ack;

bag_stack = sk_PKCS12_SAFEBAG new nul |l ();
if (bag_stack == NULL)
return (NULL);

/* Convert cert from X509 struct to PKCS#12 bag */
bag = PKCS12_x5092cert bag(sslcert);

if (bag == NULL)

) goto out;

/* Add the key id to the certificate bag. */

if (keyidlen > 0 & ! PKCS12_add_I ocal keyi d(bag, keyi d,

goto out;

}

if (ladd_alias_to_bag(bag, sslcert))
goto out;

/* Pile it on the bag_stack. */
if (!sk_PKCS12_SAFEBAG push(bag_st ack,
goto out;

bag)) {

/* Turn bag_stack of certs into encrypted authsafe.

cert _aut hsafe = PKCS12_pack_p7encdat a(
NI D_pbe_W t hSHA1And40Bi t RC2_CBC,

*/

keyidlen)) {
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3070 cred->cred, cred->credlen, NULL, O,

3071 PKCS12_DEFAULT_I TER, bag_st ack) ;

3073 out:

3074 if (bag_stack != NULL)

3075 sk_PKCS12_SAFEBAG pop_free(bag_stack, PKCS12_SAFEBAG free);
3077 return (cert_authsafe);

3078 }

3080 static PKCS7 *

3081 add_key_t o_saf e(EVP_PKEY *pkey, KM-_CREDENTI AL *cred,

3082 uchar_t *keyid, unsigned int keyidlen,

3083 char *|abel, int |abel_Ien)

3084 {

3085 PKCS8_PRI V_KEY_I NFO *p8 = NULL

3086 STACK_OF( PKCS12 SAFEBAG) *bag stack = NULL;

3087 PKCS12_SAFEBAG *bag = ;

3088 PKCS7 *key_authsafe = NULL

3090 p8 = EVP_PKEY2PKCS8( pkey) ;

3091 if (p8 == NULL) {

3092 return (NULL);

3093 }

3094 /* Put the shrouded key into a PKCS#12 bag. */

3095 bag = PKCS12_MAKE_SHKEYBAG(

3096 NI D_pbe_W t hSHA1And3_Key_Tri pl eDES_CBC,

3097 cred->cred, cred->credlen,

3098 NULL, O, PKCS12_DEFAULT_I TER, p8);

3100 /* O ean up the PKCS#8 shrouded key, don’t need it now. */
3101 PKCS8_PRI V_KEY_I NFO free(p8);

3102 p8 = NULL;

3104 if (bag == NULL) {

3105 return (NULL);

3106 }

3107 if (keyidlen & ! PKCS12_add_| ocal keyi d( bag, keyid, keyidlen))
3108 goto out;

3109 if (label !'= NULL && ! PKCS12_add_fri endl ynane(bag, |abel, |abel _Ien))
3110 goto out;

3112 /* Start a PKCS#12 safebag container for the private key. */
3113 bag_stack = sk_ PKCSlZ SAFEBAG new_nul | ();

3114 i f (bag_stack == NULL)

3115 goto out;

3117 /* Pile on the private key on the bag_stack. */

3118 if (!sk_PKCS12_SAFEBAG push(bag_stack, bag))

3119 goto out;

3121 key_aut hsaf e = PKCS12_pack_p7dat a( bag_st ack) ;

3123 out:

3124 if (bag_stack != NULL)

3125 sk_PKCS12_SAFEBAG pop_free(bag_stack, PKCS12_SAFEBAG free);
3126 bag_stack = NULL;

3127 return (key_authsafe);

3128 }

3130 static EVP_PKEY *

3131 I{erort RawRSAKey ( KMF_RAW RSA_KEY *key)

3132

3133 RSA *rsa = NULL;

3134 EVP_PKEY *newkey = NULL;
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3136 if ((rsa = RSA new()) == NULL)

3137 return (NULL);

3139 if ((rsa->n = BN_bi n2bn(key->nod. val, key->npd.len, rsa->n)) == NULL)
3140 return (NULL);

3142 if ((rsa->e = BN_bi n2bn(key->pubexp. val, key->pubexp.len, rsa->e)) ==
3143 NULL)

3144 return (NULL);

3146 if (key->priexp.val !'= NULL)

3147 if ((rsa->d = BN_bi n2bn(key->pri exp.val, key->priexp.len
3148 rsa->d)) == NULL)

3149 return (NULL);

3151 if (key->primel.val != NULL)

3152 if ((rsa->p = BN_bi n2bn(key->prinmel.val, key->prinel.len,
3153 rsa->p)) == NULL)

3154 return (NULL);

3156 if (key- >pr| nme2.val != NULL)

3157 if ((rsa->q = BN_bi n2bn(key->prine2.val, key->prine2.|en,
3158 rsa->g)) == NULL)

3159 return (NULL);

3161 if (key->expl.val != NULL)

3162 if ((rsa->dnmpl = BN_bi n2bn(key->expl.val, key->expl.len,
3163 rsa->dnpl)) == NULL)

3164 return (NULL);

3166 if (key->exp2.val != NULL)

3167 if ((rsa->dmgl = BN_bi n2bn( key->exp2.val, key->exp2.len,
3168 rsa->dnmgl)) == NULL

3169 return (NULL);

3171 if (key->coef.val != NULL)

3172 if ((rsa->ignp = BN_bi n2bn(key->coef.val, key->coef.len
3173 rsa->iqnp)) == NULL)

3174 return (NULL);

3176 if ((newkey = EVP_PKEY_new()) == NULL)

3177 return (NULL);

3179 (void) EVP_PKEY_set1_ RSA(newkey, rsa);

3181 /* The original key nust be freed once here or it |eaks menory */
3182 RSA free(rsa);

3184 return (newkey);

3185 }

3187 static EVP_PKEY *
3188 | npor t RawDSAKey ( KMF_RAW DSA_KEY *key)

3189 {

3190 DSA *dsa = NULL;

3191 EVP_PKEY *newkey = NULL;

3193 if ((dsa = DSA_new()) == NULL)

3194 return (NULL);

3196 if ((dsa->p = BN_bi n2bn(key->prine.val, key->prine.|en,

3197 dsa->p)) == NULL)

3198 return (NULL);

3200 if ((dsa->g = BN_bi n2bn(key->subprine.val, key->subprine.|en,

3201 dsa->q)) == NULL)
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3202

3204
3205
3206

3208
3209
3210

3212
3213
3214
3215
3216

3218
3219

3221

3223
3224
3225
3226 }

return (NULL);

if ((dsa->g = BN_bi n2bn(key->base. val, key->base.len,
dsa->g)) == NULL)
return (NULL);

if ((dsa->priv_key = BN _bi n2bn(key->val ue.val, key->value.len,
dsa->priv_key)) == NULL)
return (NULL);

if (key->pubval ue.val != NULL) {
if ((dsa->pub_key = BN_bi n2bn(key->pubval ue. val ,
key->pubval ue. | en, dsa->pub_key)) == NULL)
return (NULL);
}

if ((newkey = EVP_PKEY_new()) == NULL)
return (NULL);

(voi d) EVP_PKEY_set1_DSA(newkey, dsa);
/* The original key must be freed once here or it |eaks nenory */

DSA free(dsa);
return (newkey);

3228 static EVP_PKEY *
3229 raw _key_t o_pkey( KMF_KEY_HANDLE *key)

3230 {
3231
3232
3233
3234

3236
3237

3239
3240
3241
3242
3243
3244
3245
3246
3247
3248
3249
3250
3251
3252
3253

3255
3256
3257
3258
3259
3260
3261
3262
3263
3264
3265
3266
3267

EVP_PKEY *pkey = NULL;
KMF_RAW KEY_DATA *r awkey;
ASNL_TYPE *attr = NULL;
KMF_RETURN ret ;

if (key == NULL || !key->israw)
return (NULL);

rawkey = ( KM-_RAW KEY_DATA *)key- >keyp;
if (ra\/\key >keytype == KMF_RSA)
key = IrrportRa\ARSAKey(&ra\Akey >rawdat a. rsa) ;
} else |f (ravxkey >keyt ype == KMF_DSA) {
pkey = Ir'rportRaV\DSAKey(&raV\A(ey >rawdat a. dsa) ;
} else if (rawkey->keytype == KMF_ECDSA) {
/*

* OpenSSL in Solaris does not support EC for
* | egal reasons
*/
return (NULL);
} else {
/* wrong kind of key */
return (NULL);
}

if (rawkey->label !'= NULL) {
if ((attr = ASNL_TYPE new()) == NULL) {
EVP_PKEY_free(pkey);
return (NULL);

}
attr->val ue. bnpstring = ASN1_STRI NG t ype_new( V_ASN1_BMPSTRI NG) ;
(void) ASN1_STRI NG set (attr->val ue. bnpstring, rawkey->|abel,
strlen(rawkey- >l abel ));
attr->type = V_ASN1_BMPSTRI NG
attr->value.ptr = (char *)attr->val ue. bnpstring;
ret = set_pkey_attrib(pkey, attr, N D_friendl yNane);
if (ret I'= KMF_
EVP_PKEY_f ree( pkey);
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3268 ASNL1_TYPE free(attr);

3269 return (NULL);

3270 }

3271 }

3272 if (rawkey->id.Data != NULL) {

3273 if ((attr = ASNL_TYPE new()) == NULL) {

3274 EVP_PKEY_f r ee(pkey);

3275 return (NULL);

3276

3277 attr->val ue.octet_string =

3278 ASN1_STRI NG type_new(V_ASN1_OCTET _STRI NG) ;
3279 attr->type = V_ASNL_OCTET_STRI NG

3280 (void) ASN1_STRI NG set (attr->val ue.octet_string,
3281 rawkey->i d. Data, rawkey->id.Length);

3282 attr->value.ptr = (char *)attr->val ue.octet_string;
3283 ret = set_pkey_attrib(pkey, attr, N D_|ocal KeylD);
3284 if (ret != KMF_OK)

3285 EVP_PKEY_f r ee( pkey);

3286 ASNL_TYPE free(attr);

3287 return (NULL);

3288 }

3289

3290 return (pkey);

3291 }

3293 /*

3294 * Search a list of private keys to find one that goes with the certificate.
3295 */

3296 static EVP_PKEY *

3297 find_matchi ng_key(X509 *xcert, int nunkeys, KMF_KEY_HANDLE *keyli st)

3298 {

3299 int i;

3300 EVP_PKEY *pkey = NULL;

3302 if (numkeys == 0 || keylist == NULL || xcert == NULL)
3303 return (NULL);

3304 for (i =0; i < nunkeys; i++) {

3305 if (keylist[i].israw)

3306 pkey = raw _key_t o_pkey(&eylist[i]);
3307 el se

3308 pkey = (EVP_PKEY *)keylist[i].keyp;
3309 if (pkey !'= NULL) {

3310 if (X509_check_private_key(xcert, pkey)) {
3311 return (pkey);

3312 } else {

3313 EVP_PKEY_free(pkey);

3314 pkey = NULL;

3315 }

3316 }

3317 }

3318 return (pkey);

3319 }

3321 static KM-_RETURN
3322 | ocal _export_pk12(KMF_HANDLE_T handl e,

3323 KMF_CREDENTI AL *cred,

3324 int nuncerts, KMF_X509_DER CERT *certli st,
3325 int nunkeys, KMF_KEY_HANDLE *keyli st,

3326 char *filenane)

3327 {

3328 KME_RETURN rv = KMF_CX;

3329 KMF_HANDLE *knfh = (KMF_HANDLE *) handl e;
3330 BI O *bi o = NULL;

3331 PKCS7 *cert_authsafe = NULL;

3332 PKCS7 *key_aut hsaf e = NULL;

3333 STACK_OF(PKCS7) *aut hsafe_stack = NULL;
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3334 PKCS12 *pl2_el em = NULL;

3335 int i;

3337 if (nunterts == 0 && nunkeys == 0)

3338 return (KMF_ERR_BAD_PARAMETER) ;

3340 /*

3341 * Open the output file.

3342 */

3343 if ((bio=BlOnewfile(filenane, "wb")) == NULL) {

3344 SET_ERROR(knfh, ERR get_error());

3345 rv = KMF_ERR_OPEN FTLE;

3346 goto cl eanup;

3347 }

3349 /* Start a PKCS#7 stack. */

3350 aut hsaf e_stack = sk_PKCS7_new nul |l ();

3351 if (authsafe_stack == NULL) {

3352 rv = KMF_ERR_MEMORY;

3353 got o cl eanup;

3354

3355 1f (nuncerts > 0) {

3356 for (i =0; rv == KM K & & i < nunterts; i++)

3357 const uchar_t *p = certlist[i].certificate.Data;
3358 long len = certlist[i].certificate.Length;

3359 X509 *xcert = NULL;

3360 EVP_PKEY *pkey = NULL;

3361 unsi gned char keyi d[ EVP_MAX_NMD_SI ZE] ;

3362 unsi gned int keyidlen = 0;

3364 xcert = d2i _X509(NULL, &p, len);

3365 if (xcert == NULL)

3366 SET_ERROR(knfh, ERR get_error());

3367 rv = KMF_ERR_ENCODI NG

3368 }

3369 if (certlist[i].knf_private.label !'= NULL) {

3370 /* Set alias attribute */

3371 (void) X509_alias_set1(xcert,

3372 (uchar_t *)certlist[i].knf_private.label,
3373 strien(certlist[i].knf_private.label));
3374 }

3375 /* Check if there is a key corresponding to this cert */
3376 pkey = find_matchi ng_key(xcert, nunkeys, keylist);
3378 /*

3379 * |f key is found, get fingerprint and create a
3380 * saf ebag.

3381 */

3382 if (pkey !'= NULL) {

3383 (voi d) X509_di gest (xcert, EVP_shal(),

3384 keyi d, &keyidlen);

3385 key_aut hsaf e = add_key_t o_saf e( pkey, cred,
3386 keyi d, keyidl en,

3387 certlist[i].knf_private.|abel,

3388 (certlist[i].knf_private.|abel ?

3389 strlien(certlist[i].knf_private.| abel) 0));
3391 if (key_authsafe == NULL) {

3392 X509_free(xcert);

3393 EVP_PKEY_f r ee( pkey);

3394 goto cl eanup;

3395 }

3396 /* Put the key safe into the Auth Safe */
3397 if (!sk_PKCS7_push(aut hsafe_stack,

3398 key_aut hsafe)) {

3399 X509 _free(xcert);
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3400
3401
3402
3403

3405
3406
3407
3408
3409
3410
3411
3412
3413
3414
3415
3416
3417

3419
3420
3421
3422
3423
3424
3425
3426
3427
3428

3430
3431
3432
3433

3435
3436

3438
3439

3441
3442
3443
3444
3445
3446
3447
3448
3449
3450
3451
3452
3453
3454

3456
3457
3458
3459

3461
3462
3463
3464
3465

EVP_PKEY_f r ee( pkey);
got o cl eanup;

}

/* create a certificate safebag */
cert _authsafe = add_cert_to_safe(xcert, cred, keyid,
keyi dl en);
if (cert_authsafe == NULL) {
X509_free(xcert);
EVP_PKEY_f r ee( pkey);
goto cl eanup;

i f (!sk_PKCS7_push(authsafe_stack, cert_authsafe)) {
X509_free(xcert);
EVP_PKEY_f ree( pkey);
goto cl eanup;

}

X509_free(xcert);

if (pkey)
EVP_PKEY_fr ee( pkey);

}

} else if (nunterts == 0 && nunkeys > 0) {
/*
* |f only adding keys to the file.
)

for (i =0; i < nunkeys; i++) {
EVP_PKEY *pkey = NULL;

if (keylist[i].israw)

pkey = raw key_to_pkey(&keylist[i]);
el se

pkey = (EVP_PKEY *)keylist[i].keyp;

if (pkey == NULL)
conti nue;

key_aut hsafe = add_key_t o_saf e(pkey, cred,
NULL, O, NULL, 0);

if (key_authsafe == NULL) {
EVP_PKEY_free( pkey);
goto cl eanup;

if (!sk_PKCS7_push(authsafe_stack, key_authsafe)) {
EVP_PKEY_f r ee(pkey);
goto cl eanup;

}

}
pl2_el em = PKCS12_i ni t (NI D_pkcs7_dat a);
I1f (pl2_elem == NULL) {

goto cl eanup;

}

/* Put the PKCS#7 stack into the PKCS#12 el enent. */

if (!PKCS12_pack_aut hsaf es(pl2_el em authsafe_stack)) {
goto cl eanup;

}

/* Set the integrity MAC on the PKCS#12 el enent. */
if (!PKCS12_set_mac(pl2_elem cred->cred, cred->credlen,
NULL, 0, PKCS12_DEFAULT_I| TER, NULL)) {
got o cl eanup;

15
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3467 /* Wite the PKCS#12 el ement to the export file. */
3468 if (!i2d_PKCS12_bio(bio, pl2_elen)) {

3469 goto cl eanup;

3470 }

3471 PKCS12_free(pl2_el em;

3473 cl eanup:

3474 /* Clear away the PKCS#7 stack, we're done with it. */
3475 i f (authsafe_stack)

3476 sk_PKCS7_pop_free(aut hsaf e_stack, PKCS7_free);
3478 if (bio !'= NULL)

3479 (void) BIOfree_all(bio);

3481 return (rv);

3482 }

3484 KMF_RETURN

3485 openssl _buil d_pk12(KM-_HANDLE T handl e, int nunterts,

3486 KMF_X509_DER CERT *certlist, int nunkeys, KM-_KEY_HANDLE *keyli st,
3487 KMF_CREDENTI AL *pil2cred, char *fil enane)

3488 {

3489 KMF_RETURN rv;

3491 if (certlist == NULL && keylist == NULL)

3492 return (KM-_ERR_BAD_PARAMETER) ;

3494 rv = |l ocal _export_pkl2(handl e, pl2cred, nunterts, certlist,
3495 nunkeys, keylist, filenane);

3497 return (rv);

3498 }

3500 KMF_RETURN

3501 OpenSSL_Export PK12( KM-_HANDLE_ T handl e, int numattr, KMF_ATTRIBUTE *attrlist)
3502 {

3503 KMF_RETURN rv;

3504 KMF_HANDLE *knfh = (KMF_HANDLE *)handl e;

3505 char *fullpath = NULL

3506 char *dirpath = NULL;

3507 char *certfile = NULL;

3508 char *keyfile = NULL;

3509 char *filename = NULL;

3510 KMF_CREDENTI AL *plZcred = NULL;

3511 KMF_X509_DER CERT certdat a;

3512 KMF_KEY_HANDLE key;

3513 int gotkey = 0;

3514 int gotcert = O;

3516 if (handle == NULL)

3517 return (KMF_ERR BAD PARAVETER) ;

3519 /*

3520 * First, find the certificate.

3521 */

3522 dirpath = knf _get _attr_ptr(KWM-_DI RPATH ATTR, attrlist, numattr);
3523 certfile = knf_get _attr_ptr(KMF_CERT_FI LENAME_ATTR, attrlist, numattr);
3524 if (certfile !'= NULL)

3525 full path = get fullpath(dlrpath certfile);
3526 if (fullpath == NULL

3527 return (KMF_ERR BAD PARAVMETER) ;

3529 if (isdir(fullpath)) {

3530 free(fullpath);

3531 return (KME_ERR AMBI GUOUS_PATHNANE) ;
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3532

3534
3535
3536
3537
3538

3540
3541
3542
3543

3545
3546
3547
3548
3549
3550
3551
3552

3554
3555
3556
3557

3559
3560
3561
3562
3563
3564

3566
3567
3568
3569
3570
3571
3572
3573
3574

3576
3577
3578
3579
3580
3581

3583
3584

3586 end:

3587
3588

3590
3591
3592
3593
3594
3595 }

3597 /*

}

/*

* Now f
*/
keyfile
if (keyf
}

/*

* Open
*/

}

(void) nenset(&certdata, 0, sizeof (certdata));
rv = knf_load_cert(knfh, NULL, NULL, NULL, NULL,
fullpath, &certdata.certificate);
if (rv!= KM_OK)
goto end;

gotcert ++;
certdata. knf _private. keystore_type = KMF_KEYSTORE_OPENSSL;
free(full path);

ind the private key.

knf _get_attr_ptr(KM-_KEY_FI LENAME_ATTR, attrlist, numattr);
e = NULL) {
Il path = get_full path(dirpath,
(full path == NULL)
return (KM-_ERR BAD PARAMETER) ;

i
fu keyfile);
if

if (isdir(fullpath)) {

free(fullpath);

return ( KMF_ERR_AMBI GUOUS_PATHNAME) ;
}

(void) nenset (&ey, 0, sizeof (KMF_KEY_HANDLE));
rv = fetch_key(handl e, fullpath, KMF_ASYM PRI, &key);
if (rv !'= KM K)
goto end;
got key++;

the output file.

filename = knf_get_attr_ptr(KM-_OUTPUT_FI LENAME_ATTR, attrlist,
numattr);
if (filename == NULL)

}

{
rv = KMF_ERR_BAD_PARAVETER;
goto end;

/* Stick the key and the cert into a PKCS#12 file */

pl2cred

= knf _get _attr_ptr(KMF_PK12CRED_ATTR, attrlist, numattr);

If (pl2cred == NULL)

rv = KM-_ERR BAD_PARAMETER;

goto end;
}
rv = | ocal _export_pkl2(handl e, pl2cred, 1, &certdata,
1, &key, filenane);
if (fullpath)

free(full path);

if (gotcert)

knf _free_knf_cert(handl e, &certdata);

if (gotkey)

return (

knf _free_knf_key(handl e,
rv);

&key);
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3598 * Hel per function to extract keys and certificates from

3599 * a single PEMfile. Typically the file should contain a

3600 * private key and an associ ated public key w apped in an x509 cert.
3601 * However, the file may be just a list of X509 certs with no keys.
3602 *

3603 static KMF_RETURN

3604 extract _pen( KMF_HANDLE *knf h,

3605 char *issuer, char *subject, KWMF_BIGNT *serial,

3606 char *filename, CK_UTF8CHAR *pin,

3607 CK_ULONG pi nl en, EVP_PKEY **priv_key, KMF_DATA **certs,
3608 int *nuncerts)

3609 /* ARGSUSED6 */

3610 {

3611 KMF_RETURN rv = KMF_OK;

3612 FILE *fp;

3613 STACK_OF( X509_I NFO) *x509_i nfo_stack = NULL;

3614 int i, ncerts = 0, matchcerts = 0;

3615 EVP_PKEY *pkey = NULL;

3616 X509_I NFO *i nf o;

3617 X509 *x;

3618 X509_| NFO **cert _infos = NULL;

3619 KMF_DATA *certlist = NULL;

3621 if (priv_key)

3622 *priv_key = NULL;

3623 if (certs)

3624 *certs = NULL;

3625 fp = fopen(filename, "r");

3626 if (fp == NULL

3627 return (KMF_ERR_OPEN_FI LE);

3629 x509_i nfo_stack = PEM X509_I NFO read(fp, NULL, NULL, pin);
3630 if (x509_info_stack == NULL) {

3631 (void) fclose(fp);

3632 return (KMF_ERR_ENCODI NG ;

3633 1

3634 cert_infos = (X509_I NFO **) mal | oc(sk_X509_| NFO_num(x509_i nf o_st ack)
3635 si zeof (X509_I NFO *));

3636 if (cert_infos == NULL) {

3637 (void) fclose(fp);

3638 rv = KMF_ERR_MEMORY;

3639 goto err;

3640 }

3642 for (i = 0; i < sk_X509_ I NFO num(x509_i nfo_stack); i++) {
3643 /* LINTED E_BAD_PTR_CAST_ALIGN */

3644 #endif /* | codereview */

3645 cert_infos[ncerts] = sk_X509_I NFO val ue(x509_i nf o_st ack,
3646 ncerts++;

3647 }

3649 if (ncerts == 0) {

3650 (void) fclose(fp);

3651 rv = KMF_ERR_CERT_NOT_FOUND;

3652 goto err;

3653 }

3655 if (priv_key !'= NULL) {

3656 rew nd(fp);

3657 pkey = PEM read_PrivateKey(fp, NULL, NULL, pin);
3658

3659 (void) fclose(fp);

3661 x = cert_infos[ncerts - 1]->x509;

3662 /*

3663 * Make sure the private key matchs the last cert in the file.

*
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3664
3665
3666
3667
3668
3669

3671
3672
3673
3674
3675
3676
3677

3679
3680
3681
3682
3683
3684
3685

3687
3688
3689
3690
3691

3693
3694

3696
3697
3698
3699
3700
3701
3702
3703
3704

3706
3707

3709
3710
3711
3712
3713
3714
3715
3716

3718
3719
3720
3721

3723
3724
3725
3726
3727
3728
3729

*

/

if (pkey !'= NULL && ! X509_check_private_key(x,
EVP_PKEY_fr ee( pkey);
rv = KMF_ERR_KEY_M SVATCH;

pkey)) {

goto err;
}
certlist = (KIVF DATA *)cal l oc(ncerts, sizeof (KMF_DATA));
if (certlist = LL

if (pkey I'= NULL)

EVP_PKEY_f r ee( pkey);

rv = KMF_ERR_MEMORY;

goto err;
}
/*

* Convert all of the certs to DER fornat.
S

mat chcerts = O;

for (i =0; rv == KM K &% certs != NULL & i < ncerts; i++) {
bool ean_t match = FALSE;
info = cert_infos[ncerts - 1 - i];
rv = check_cert (i nfo->x509, issuer, subject, serial, &mtch);

if (rv!=KM_OK || match != TRUE)
(0.¢

rv = KM
cont i nue;
}
rv = ssl_cert 2KMFDATA(knf h, i nf 0o- >x509,

&certlist[matchcerts++]);

if (rv!= KM_OK) {

int j;

for (j =0; j < matchcerts; j++)
km free data(&certllst[J])

free(certlist);

|
certllst = I\ULL
ncerts = matchcerts = 0;

}

if (nuncerts != NULL)
*nuncerts = matchcerts;

if (certs !'= NULL)
*certs = certlist;
else if (certlist I'= NULL)
for (i =0; i < ncerts; i++)

knf _free_data(&certlist[i]);
free(certlist);
certlist = NULL;

}

if (priv_key == NULL && pkey != NULL)
EVP_PKEY_free( pkey);

else if (pr|v key != NULL
*priv_key = pkey;

&& pkey !'= NULL)

err:
/* deanup the stack of X509 info records */
for (i = 0; i < sk_X509_ I NFO num(x509_i nfo_stack);
/* LINTED E_BAD PTR _CAST_ALI GN */
#endi f /* | codereview */
info = (X509_I NFO *)sk_X509_I| NFO val ue(x509_i nfo_stack, i);
X509_I NFO free(info);

i++) {

19
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3730 }

3731 i f (x509_info_stack)

3732 sk_X509_I NFO free(x509_i nfo_st ack) ;

3734 if (cert_infos !'= NULL)

3735 free(cert_infos);

3737 return (rv);

3738 }

3740 static KMF_RETURN

3741 openssl _parse_bags( STACK_OF( PKCS12_SAFEBAG) *bags, char *pin,

3742 STACK_OF( EVP_PKEY) *keys, STACK_OF(X509) *certs)

3743 {

3744 KMF_RETURN r et

3745 int i;

3747 for (i = 0; i < sk_PKCS12_SAFEBAG num(bags); i++) {

3748 /* LINTED E_BAD PTR _CAST ALI GN */

3749 #endif /* | codereview */

3750 PKCS12_SAFEBAG *bag = sk_PKCS12_SAFEBAG val ue(bags, i);
3751 ret = openssl _parse_bag(bag, pin, (pin ? strlen(pin) : 0),
3752 keys, certs);

3754 if (ret = KMF_OK)

3755 return (ret);

3756 }

3758 return (ret);

3759 }

3761 static KMF_RETURN

3762 set_pkey_attri b(EVP_PKEY *pkey, ASN1_TYPE *attrib, int nid)

3763 {

3764 X509_ATTRI BUTE *attr = NULL

3766 if (pkey == NULL || attrib == NULL)

3767 return ( KI\/F_ERR_BAD_PARANEFER) ;

3769 if (pkey->attributes == NULL) {

3770 pkey->attributes = sk_X509_ ATTRI BUTE_new null ();

3771 1f (pkey->attributes == NULL)

3772 return (KM-_ERR_MEMORY) ;

3773 1

3774 attr = X509_ATTRI BUTE create(nid, attrib->type, attrib->value.ptr);
3775 if (attr I'= NULL) {

3776 int i;

3777 X509 ATTRIBUTE *a

3778 for (i =0;

3779 i < sk_X509_ATTRI BUTE _nun( pkey->attributes); i++) {
3780 /* LINTED E_BAD PTR_CASE ALI GN */

3781 #endif /* | codereview */

3782 a = sk_X509_ATTRI BUTE val ue(pkey->attributes, i);
3783 if (OBJ_obj2nid(a->object) == nid) {

3784 X509_ATTRI BUTE_free(a);

3785 /* LTNTED E_BAD PTR CAST ALIGN */

3786 #endif /* | codereview */

3787 (voi d) sk_X509_ATTRI BUTE_set (pkey->attri butes,
3788 i, attr);

3789 return (KMF_OK);

3790 }

3791 }

3792 1 f (sk_X509_ATTRI BUTE push(pkey->attributes, attr) == NULL) {
3793 X509_ATTRI BUTE_free(attr);

3794 return (KMF_ERR MEMORY) ;

3795 }
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3796 } else { 3862 if (r == NULL) {
3797 return (KMF_ERR MEMORY) ; 3863 ret = KMF_ERR PKCS12_FORMAT;
3798 } 3864 goto end;
3865
3800 return (KMF_OX); 3866 } else {
3801 } 3867 ret = KMF_ERR PKCS12_FORMAT;
3868 goto end;
3803 static KMF_RETURN 3869 }
3804 openssl parse bag( PKCS12_SAFEBAG *bag, char *pass, int passlen, 3870
3805 CK_OF( EVP_PKEY) *keylist, STACK OF(X509) *certlist) 3871 if (sk_X509_push(certlist, xcert) == 0)
3806 { 3872 ret = KMF_ERR MEMORY;
3807 KMF_RETURN ret = KMF_CK; 3873 el se
3808 PKCS8_PRI V_KEY_I NFO *p8 = NULL; 3874 xcert = NULL;
3809 EVP_PKEY *pkey = NULL; 3875 br eak;
3810 X509 *xcert = NULL; 3876 case N D_saf eCont ent sBag:
3811 ASN1_TYPE *keyid = NULL; 3877 return (openssl _par se_bags(bag- >val ue. saf es, pass,
3812 ASN1_TYPE *fname = NULL; 3878 keylist, certlist));
3813 uchar _t *data = NULL; 3879 defaul t:
3880 ret = KMF_ERR PKCS12_ FORMAT;
3815 keyid = PKCS12_get _attr(bag, N D_|l ocal Keyl D); 3881 br eak;
3816 fname = PKCS12_get _attr(bag, NI D friendl yNama) 3882 }
3818 switch (MPKCS12_bag_ type( bag)) { 3884 I*
3819 case N D ke ag: 3885 * Set the I D and/or Friendl yNane attributes on the key.
3820 (keyI ist == NULL) 3886 * |f converting to PKCS11 objects, these can translate to CKA_ID
3821 got o end 3887 * and CKA_LABEL val ues.
3822 pkey = EVP PKC882PKEY( bag- >val ue. keybag) ; 3888 */
3823 if (pkey == NULL) 3889 if (pkey !'= NULL && ret == KMF_OK) {
3824 ret = KMF_ERR_PKCS12_FORVAT; 3890 ASN1_TYPE *attr = NULL;
3891 if (keyid !'= NULL & keyi d->type == V_ASN1_OCTET_STRI NG {
3826 br eak; 3892 if ((attr = ASN1_TYPE new()) == NULL)
3827 case N D pkcsSShroudedKeyBag 3893 return (KM-_ERR_MEMCORY) ;
3828 f (keylist == NULL) 3894 attr->val ue. octet _string =
3829 goto end; 3895 ASNL_STRI NG dup(keyi d- >val ue. octet _string);
3830 p8 = M| PKCSlZ decrypt _skey(bag, pass, passlen); 3896 attr->type = V_ ASNl OCTET_STRI NG
3831 if (p8 == NULL) 3897 attr->val ue. ptr (char *)attr->val ue. octet_string;
3832 return (KMF_ERR AUTH FAI LED); 3898 ret = set_pkey_ attrl b(pkey, attr, N D_local KeylD);
3833 pkey = EVP_PKCS82PKEY(p8); 3899 OPENSSL_free(attr);
3834 PKCS8_PRI V_KEY_I NFO f ree( p8) ; 3900 }
3835 if (pkey == NULL)
3836 ret = KMF_ERR PKCS12_FORMAT; 3902 if (ret == KMF_OK && fname != NULL &&
3837 br eak; 3903 f name->type == V_ASN1_BMPSTRI NG
3838 case N D_certBag: 3904 if ((attr = ASN1_TYPE new()) == NULL)
3839 if (certlist == NULL) 3905 return (KM-_ERR_MEMCORY) ;
3840 goto end; 3906 attr->val ue. bnpstring =
3841 if (M_PKCS12_cert_bag_type(bag) != NI D x509Certificate) 3907 ASN1_STRI NG _dup( f nane- >val ue. bnpstring);
3842 return (KMF_ERR PKCS12_FORMNAT) ; 3908 attr->type = V_ASN1_BMPSTRI NG
3843 xcert = M PKCS12_cert bag2x509(bag) ; 3909 attr->value.ptr = (char *)attr->val ue. bnpstring;
3844 if (xcert == NULL) { 3910 ret = set_pkey_attrib(pkey, attr, N D_friendl yNane);
3845 ret = KMF_ERR_PKCS12_FORMAT; 3911 OPENSSL_free(attr);
3846 goto end; 3912 }
3847 }
3848 if (keyid !'= NULL) { 3914 if (ret == KMF_OK && keylist !'= NULL &&
3849 if (X509_keyid_setl(xcert, 3915 sk_EVP_PKEY_push(keylist, pkey) == 0)
3850 keyi d- >val ue. oct et _stri ng- >dat a, 3916 ret = KMF_ERR_ I\/ENU?Y
3851 keyi d->val ue. octet _string->length) == 0) { 3917 }
3852 ret = KMF_ERR PKCS12_ FORVAT; 3918 if (ret == KMF_OK && keylist !'= NULL)
3853 goto end; 3919 pkey = NULL;
3854 } 3920 end:
3855 } 3921 if (pkey != NULL)
3856 if (fname !'= NULL) { 3922 EVP_PKEY_f ree( pkey);
3857 int len, r; 3923 if (xcert !'= NULL)
3858 len = ASN1_STRI NG t o_UTF8( &dat a, 3924 X509_free(xcert);
3859 f name- >val ue. asnl_string); 3925 if (data != NULL)
3860 if (len >0 & data != NULL) { 3926 OPENSSL_free(data);
3861 r = X509 _alias_setl(xcert, data, len);
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3928 return (ret);

3929 }

3931 static KMF_RETURN

3932 openssl pkcle parse( PKCS12 *pl2, char *pin,

3933 CK_OF( EVP_PKEY) *keys,

3934 STACK ( OF( X509) *certs,

3935 STACK_OF( X509) *ca)

3936 /* ARGSUSED3 */

3937 {

3938 KMF_RETURN ret = KMF_OK;

3939 STACK_OF( PKCS7) *asaf es = NULL

3940 STACK_OF( PKCSlZ _SAFEBAG) *bags = NULL;

3941 int i, bagnid

3942 PKCS7 *p7,

3944 if (pl2 == NULL || (keys == NULL && certs == NULL))
3945 return (KM-_ERR_BAD_PARAMETER) ;

3947 if (pin == NULL || *pin == NULL) {

3948 if (PKCS12_verify mac(pl2, NULL, 0)) {
3949 pin = NULL;

3950 } elseif (PKCSlZ_verlfy_rmc(plz, "r0)) {
3951 in="";

3952 } else {

3953 return (KMF_ERR_AUTH FAI LED);

3954 }

3955 } else if (!PKCS12_verify_nmac(pl2, pin, -1)) {

3956 return (KMF_ERR_AUTH_FAI LED) ;

3957 }

3959 if ((asafes = PKCS12_unpack_aut hsaf es(pl2)) == NULL)
3960 return (KMF_ERR _PKCS12_FORMAT) ;

3962 for (i =0; ret == KM K & i < sk_PKCS7_nun(asafes); i++) {
3963 bags = NULL;

3964 /* LI NTED E_BAD_PTR _CAST_ALI GN */

3965 #endif /* | codereview */

3966 p7 = sk_PKCS7_val ue(asafes, i);

3967 bagni d = OBJ_obj 2ni d(p7->type);

3969 if (bagnid == NI D pkcs7_data) {

3970 bags = PKCSlZ_unpack_p?dat a(p7);
3971 } else if (bagnid == NI D pkcs7_encrypted) {
3972 bags = PKCS12_unpack_p7encdat a(p7, pin,
3973 (pin ? strlen(pin) : 0));

3974 } else {

3975 cont i nue;

3976 }

3977 if (bags == NULL) {

3978 ret = KMF_ERR PKCS12_FORMAT;

3979 goto out;

3980 }

3982 if (openssl_parse_bags(bags, pin, keys, certs) !'= KM-_OK)
3983 ret = KMF_ERR PKCS12_ FORMAT

3985 ) sk_PKCS12_SAFEBAG pop_free(bags, PKCS12_SAFEBAG free);
3986

3987 out:

3988 if (asafes != NULL)

3989 sk_PKCS7_pop_free(asafes, PKCS7_free);

3991 return (ret);

3992 }
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3994 /*

3995 * Hel per function to decrypt and parse PKCS#12 inport file.
3996 */

3997 static KMF_RETURN

3998 extract_pkcs12(BI O *fbi o, CK UTF8CHAR *pin, CK_ULONG pi nl en,
3999 STACK_OF( EVP_PKEY) **priv_key, STACK _ OF(X509) **certs,
4000 STACK_OF( X509) **ca)

4001 /* ARGSUSED2 */

4002 {

4003 PKCS12 *pk12, *pkl2_tnp;

4004 STACK_OF( EVP_PKEY) *pkeylist = NULL;

4005 STACK_OF( X509) *xcertlist = NULL;

4006 STACK_OF( X509) *cacertlist = NULL;

4008 if ((pk12 = PKCS12_new()) == NULL) {

4009 return (KM-_ERR_MEMCORY) ;

4010 }

4012 if ((pk12_tnp = d2i _PKCS12_bio(fbio, &k12)) == NULL) {
4013 /* This is ok; it seens to nean there is no nore to read.
4014 if (ERR_GET_| Li B(ERR _peek_error()) == ERR LI B_ASNl &&
4015 ERR_GET_REASON( ERR peek_error()) == ASN1_R HEADER TOO LONG)
4016 goto end_extract_pkcsi2;

4018 PKCS12_free(pk12);

4019 return (KMF_ERR_ PKCS12 _FORMAT) ;

4020 }

4021 pk12 = pk12_tnp;

4023 xcertlist = sk_X509_new null ();

4024 if (xcertlist == NULL) {

4025 PKCS12_free(pkl2)

4026 return (KMF_ERR_MEMORY) ;

4027 }

4028 pkeylist = sk_EVP_PKEY_new_nul | ();

4029 I f (pkeylist == NULL)

4030 sk_X509_pop_free(xcertlist, X509 free);

4031 PKCS12_free(pkl2);

4032 return ( KMF_ERR_MEMCRY) ;

4033 }

4035 if (openssl_pkcsl12_parse(pkl2, (char *)pin, pkeylist, xcertlist,
4036 cacertlist) !'= KMF_OK) {

4037 sk_X509_pop_free(xcertlist, X509 _free);

4038 sk_EVP_PKEY pop_free(pkeylist, EVP_ PKEY free);
4039 PKCS12_f ree(pk12) ;

4040 return (KMF_ERR PKCSlZ_FO?IVAT);

4041 1

4043 if (priv_key && pkeyl ist)

4044 *priv_key = pkeylist;

4045 else if (pkeyl i st)

4046 sk_EVP_PKEY_pop_free(pkeylist, EVP_PKEY_free);
4047 if (certs & xcertlist)

4048 *certs = xcertlist;

4049 else if (xcertlist)

4050 sk_X509_pop_free(xcertlist, X509_free);

4051 if (ca & cacertlist)

4052 *ca = cacertlist;

4053 else if (cacertlist)

4054 sk_X509_pop_free(cacertlist, X509_free);

4056 end_extract_pkcs12:

4058 PKCS12_free(pkl2);
4059 return (KM_OX);
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4060 } 4126 * Free the reference to this key, SSL will not actually free
4127 * the nenory until the refcount == 0, so this is safe.
4062 static KMF_RETURN 4128 */
4063 {ssl BN2KMFBN( BI GNUM *from KMF_BI G NT *t o) 4129 RSA free(rsa);
4064
4065 KMF_RETURN rv = KMF_OK; 4131 return (rv);
4066 uint32_t sz; 4132 }
4068 sz = BN_num bytes(from; 4134 static KMF_RETURN
4069 to->val = (uchar_t *)malloc(sz); 4135 export RawDSAKey( DSA *dsa, KMF_RAW KEY_DATA *key)
4070 if (to->val == NULL) 4136 {
4071 return (KMF_ERR_MEMORY) ; 4137 KMF_RETURN rv;
4138 KMF_RAW DSA_KEY *knf key = &key->rawdat a. dsa;
4073 if ((to->len = BN_bn2bin(from to->val)) != sz) {
4074 free(to->val); 4140 (void) nenset (knfkey, 0, sizeof (KWMF_RAWDSA KEY));
4075 to->val = NULL; 4141 if ((rv = ssl BN2KMFBN(dsa- >p, &knfkey->prine)) != KMF_OK)
4076 to->len = 0; 4142 goto cl eanup;
4077 rv = KMF_ERR_MEMORY;
4078 } 4144 if ((rv = ssl B\2KMFBN( dsa- >q, &knf key->subprine)) != KMF_OK)
4145 got o cl eanup;
4080 return (rv);
4081 } 4147 if ((rv = ss|l B\2KMFBN( dsa- >g, &knf key->base)) != KMF_OK)
4148 goto cl eanup;
4083 static KM-_RETURN
4084 export RawRSAKey( RSA *rsa, KMF_RAW KEY_DATA *key) 4150 if ((rv = ss|l BN2KMFBN(dsa- >pri v_key, &knfkey->value)) != KM-_OK)
4085 { 4151 goto cl eanup;
4086 KMF_RETURN rv;
4087 KMF_RAW RSA _KEY *knfkey = &key->rawdat a. rsa; 4153 cl eanup:
4154 if (rv != KMF_OK)
4089 (void) nenset (knfkey, 0, sizeof (KWM_RAW RSA KEY)); 4155 knf _free_raw_key(key);
4090 if ((rv = ssl B\2KMFBN(rsa->n, &knfkey->nmpd)) != KMF_OK) 4156 el se
4091 goto cl eanup; 4157 key- >keyt ype = KMF_DSA;
4093 if ((rv = ss|l BN2KMFBN(r sa- >e, &knfkey- >pubexp)) != KMF_OK) 4159 /*
4094 goto cl eanup; 4160 * Free the reference to this key, SSL will not actually free
4161 * the nenory until the refcount == 0, so this is safe.
4096 if (rsa->d != NULL) 4162 S
4097 if ((rv = ss|l BN2KMFBN(rsa->d, &knfkey->priexp)) != KM-_OK) 4163 DSA free(dsa);
4098 got o cl eanup;
4165 return (rv);
4100 if (rsa->p !'= NULL) 4166 }
4101 if ((rv = ss|l BN2KMFBN(r sa- >p, &knfkey->prinel)) != KM-_OK)
4102 got o cl eanup; 4168 static KMF_RETURN
4169 add_cert _to_list(KM-_HANDLE *knfh, X509 *sslcert,
4104 if (rsa->g != NULL) 4170 KMF_X509_DER _CERT **certlist, int *ncerts)
4105 if ((rv = ssl BN2KMFBN(r sa- >q, &knfkey->prine2)) != KM-_OK) 4171 {
4106 goto cl eanup; 4172 KMF_RETURN rv = KMF_OK;
4173 KMF_X509 DER CERT *Tist = (*certlist);
4108 if (rsa->dnpl !'= NULL) 4174 KMF_X509_DER_CERT cert ;
4109 if ((rv = ssl BN2KMFBN(r sa- >dnpl, &knfkey->expl)) != KMF_OK) 4175 int n = (*ncerts);
4110 goto cl eanup;
4177 if (list == NULL) {
4112 if (rsa->dnmgl != NULL) 4178 list = (KMF_X509_DER CERT *)nal | oc(sizeof (KMF_X509_DER CERT));
4113 if ((rv = ssl B\2KMFBN(r sa- >dm1, &knfkey->exp2)) != KMF_OK) 4179 } else {
4114 goto cl eanup; 4180 list = (KMF_X509_DER CERT *)real |l oc(list,
4181 si zeof (KMF_X509_DER CERT) * (n + 1));
4116 if (rsa->iqgnp !'= NULL) 4182 }
4117 if ((rv = ssl BN2KMFBN(r sa- >i qnp, &knfkey->coef)) != KMF_OK)
4118 goto cl eanup; 4184 if (list == NULL)
4119 cl eanup: 4185 return (KMF_ERR_MEMCRY) ;
4120 if (rv 1= KMF_OK)
4121 knf _free_raw_key(key); 4187 (void) nenset(&cert, 0, sizeof (cert));
4122 el se 4188 rv = ssl_cert 2KMFDATA(knfh, sslcert, &cert.certificate);
4123 key- >keyt ype = KMF_RSA; 4189 if (rv == KM OK) {
4190 int len = 0;

4125 0% 4191 /* Get the alias nane for the cert if there is one */




new usr/src/lib/libknf/plugins/knf_openssl/comon/ openssl _spi.c

4192 char *a = (char *)X509_alias_getO(sslcert, & en);
4193 if (a!= NULL)

4194 cert.knf_private.label = strdup(a);
4195 cert.knf_private. keystore_type = KM-_KEYSTORE_OPENSSL;
4197 list[n] = cert;

4198 (*ncerts) = n + 1;

4200 *certlist = list;

4201 } else {

4202 free(list);

4203

4205 return (rv);

4206 }

4208 static KMF_RETURN

4209 add_key_to_li st (KMF_RAW KEY_DATA **keyl i st,

4210 KMF_RAW KEY_DATA *newkey, int *nkeys)

4211 {

4212 KMF_RAW KEY_DATA *list = (*keylist);

4213 int n = (*nkeys);

4215 if (list == NULL) {

4216 list = (KM-_RAW KEY_DATA *)mal | oc(si zeof (KMF_RAW KEY_DATA));
4217 } else {

4218 list = (KMF_RAW KEY_DATA *)real | oc(li st,
4219 si zeof (KMF_RAWKEY_DATA) * (n + 1))
4220 }

4222 if (list == NULL)

4223 return (KMF_ERR MEMORY) ;

4225 list[n] = *newkey;

4226 (*nkeys) = n + 1;

4228 *keylist = list

4230 return (KMF_OK);

4231 }

4233 static X509_ATTRI BUTE *

4234 find_attr(STACK_OF(X509_ATTRI BUTE) *attrs, int nid)

4235 {

4236 X509_ATTRI BUTE *a

4237 int i;

4239 if (attrs == NULL)

4240 return (NULL);

4242 for (i = 0; i < sk_X509 ATTRI BUTE_nun(attrs); i++) {
4243 /* LINTED E_BAD_PTR CAST ALIGN */

4244 #endif /* | codereview */

4245 a = sk_X509_ATTRI BUTE val ue(attrs, i);
4246 if (OBJ_obj2nid(a->object) == nid)

4247 return (a);

4248 }

4249 return (NULL);

4250 }

4252 static KMF_RETURN

4253 convert ToRawKey( EVP_PKEY *pkey, KMF_RAW KEY_DATA *key)
4254 {

4255 KMF_RETURN rv = KMF_OK;

4256 X509_ATTRI BUTE *attr
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4258
4259
4260
4261
4262
4263
4264
4265
4266
4267
4268
4269
4270
4271
4272
4273
4274
4275
4276
4277
4278
4279
4280
4281
4282
4283
4284
4285
4286
4287
4288
4289
4290
4291
4292
4293
4294
4295
4296
4297
4298
4299
4300

4302
4303
4304
4305
4306
4307
4308
4309
4310
4311
4312
4313
4314
4315
4316
4317
4318
4319
4320
4321
4322
4323

if (pkey == NULL || key == NULL)
return (KM-_ERR_BAD_PARAMETER) ;
/* Convert SSL key to raw key */
switch (pkey->type) {
case EVP_PKEY_RSA:
rv = export RawRSAKey( EVP_PKEY_get 1_RSA( pkey),
key);
if (rv 1= KVF_
return (rv);
break;
case EVP_PKEY DSA:
rv = export RawDSAKey( EVP_PKEY_get 1_DSA( pkey),
ey);
if (rv 1= KMF_OX)
return (rv);
br eak;
defaul t:
return (KMF_ERR_BAD_ PARAMETER) ;
;*
* |f friendl yName, add it to record.
*
/
attr = find_attr(pkey->attributes, N D friendl yNane);
if (attr != NULL)
ASN1_TYPE *ty = NULL;
int numattr = sk_ASNL_TYPE nun{attr->val ue.set);
if (attr->single == 0 & numattr > 0) {
/* LI NTED E_BAD PTR_CAST_ALI GN */
#endif /* | codereview */
ty = sk_ASNL1_TYPE val ue(attr->val ue.set, 0);
}
1f (ty !'= NULL

) |
#i f OPENSSL_VERSI ON_NUMBER < 0x10000000L
key- >l abel = uni 2asc(ty->val ue. bnpstri ng->dat a,
ty->val ue. bnpstri ng- >l engt h) ;
#el se
key- >l abel = OPENSSL_uni 2asc(ty->val ue. bnpstri ng- >dat a,
ty->val ue. bnpstring->l ength);
#endi f

} else {
key->l abel = NULL;

*

* |f KeylD, add it to record as a KM-_DATA obj ect.
*
/

attr = find_attr(pkey->attributes,
if (attr != NULL)
ASN1_TYPE *ty = NULL;
int numattr = sk_ASNL_TYPE nun{attr->val ue.set);
if (attr->single == 0 & numattr > 0) {
/* LI NTED E_BAD PTR_CAST_ALI GN */
coderevi ew */
ty = sk_ASNL1_TYPE val ue(attr->val ue.set, 0);

NI D | ocal Keyl D) ;

#endif /* |

}
key->id. Data = (uchar_t *)mall oc(
ty->val ue. oct et _string->l ength);
if (key->id.Data == NULL)
return (KM-_ERR_MEMORY) ;
(void) mencpy(key->id.Data, ty->val ue.octet_string->data,
ty->val ue. oct et _string->l ength);
key->i d. Length = ty->val ue. octet_string->l ength;
} else {

(void) nenset (&ey->id, 0, sizeof (KMF_DATA));
}

28
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4325
4326 }

return (rv);

4328 static KMF_RETURN
4329 convert PK12Obj ect s(

4330 KMF_HANDLE *knf h,

4331 STACK_CF(EVP_PKEY) *ssl keys,

4332 STACK_OF( X509) *ssl cert,

4333 STACK_OF( X509) *ssl cacerts

4334 KMF_RAW KEY_DATA **keyllst int *nkeys

4335 ( KMF_X509_DER CERT **certlist, int *ncerts)

4336

4337 KMF_RETURN rv = KMF_CK;

4338 KMF_RAW KEY_DATA key

4339 int i

4341 for (i = 0; sslkeys !'= NULL & & i < sk_EVP_PKEY_nun(ssl keys); i++) {
4342 /* LINTED E_BAD PTR CAST ALIGN */

4343 #endif /* | codereview */

4344 EVP_PKEY *pkey = sk_EVP_PKEY_val ue(ssl keys, i);

4345 rv = convert ToRawKey( pkey, &key);

4346 if (rv == KMF_OK)

4347 rv = add_key_to_list(keylist, &key, nkeys);
4349 if (rv !'= KMF_XK)

4350 return (rv);

4351 }

4353 /* Now add the certificate to the certlist */

4354 for (i = 0; sslcert !'= NULL & i < sk_X509_nun(sslcert); i++) {
4355 /* LINTED E_BAD PTR CAST ALIGN */

4356 #endif /* | codereview */

4357 X509 *cert = sk_X509_val ue(sslcert, i);

4358 rv = add_cert_to_list(knfh, cert, certlist, ncerts);
4359 if (rv 1= KMF_OK)

4360 return (rv);

4361 }

4363 /* Also add any included CA certs to the list */

4364 for (i = 0; sslcacerts != NULL & i < sk_X509_nun{ssl cacerts); i++) {
4365 X509 *c;

4366 /*

4367 * sk_X509_value() is nacro that enbeds a cast to (X509 *)
4368 * Here it translates into ((X509 *)sk_val ue((ca), (i))).
4369 * Lint is conplaining about the enbedded casting, and
4370 * to fix it, you need to fix openssl header files.
4371 */

4372 /* LINTED E_BAD_PTR_CAST_ALI GN */

4373 #endif /* | codereview */

4374 ¢ = sk_X509_val ue(ssl cacerts, i);

4376 /* Nowaddthe ca cert to the certlist */

4377 rv = add_cert_to_list(knfh, c, certlist, ncerts);

4378 if (rv 1= KMF_OK)

4379 return (rv);

4380

4381 return (rv);

4382 }

4384 KMF_RETURN

4385 openss
4386

4387

4388

4389 {

_inport_obj ect s(KM-_HANDLE *knf h,

char *fil ename, KMF_CREDENTI AL *cred,
KMF_X509_DER CERT **certlist, int *ncerts,
KMF_RAW KEY_DATA **keylist, int *nkeys)
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4390
4391
4392
4393
4394
4395

4397
4398
4399
4400
4401
4402
4403
4404

4406
4407
4408
4409
4410

4412
4413
4414
4415

4417
4418
4419
4420
4421
4422
4423

4425
4426

4428
4429
4430
4431
4432
4433
4434
4435
4436
4437
4438
4439

4441
4442
4443
4444
4445
4446
4447
4448
4449
4450
4451
4452
4453
4454
4455

KMF_RETURN rv = KM-_OK;
KMF_ENCODE_FORMAT f or mat ;
BIO *bio = NULL;
STACK_OF( EVP_PKEY) *privkeys = NULL;
STACK_OF( X509) *certs = NULL;
STACK_OF( X509) *cacerts = NULL;
/*

* auto-detect the file format, regardl ess of what
* the 'fornmat’ paraneters in t he paranms say.

*/
rv = knf_get_file_format(filename, & ormat);
if (rv !'= KM K)

return (rv);

}
/* This function only works for PEM or PKCS#12 files */

if (format != KMF_FORVAT_PEM &&
format != KMF_FORMAT_PEM KEYPAIR &&
format != KMF_FORMAT_PKCS12)

*certlis
*keyli st
*ncerts

*nkeys =

return (KMF_ERR ENCODI NG ;

t = NULL;
= NULL;
= 0;
0;

if (format == KMF_FORMAT PKCS12) {

} else {

bio = BIO new fiTe(filenanme, "rb");

if (bIO == NULL)
SET_ERROR(knf h, ERR get_error());
rv = KMF_ERR OPEN_FILE;
goto end;

}

rv = extract_pkcs12(bio, (uchar_t *)cred->cred,
(uint32_t)cred->credl en, &privkeys, &certs, &cacerts);

if (rv == KMF_OX)
/* Convert keys and certs to exportable format */
rv = convertPK120bj ect s(knfh, privkeys, certs, cacerts,
keylist, nkeys, certlist, ncerts);

EVP_PKEY *pkey;

KMF_DATA *certdata = NULL;

KMF_X509_DER _CERT *knfcerts = NULL;

int i;

rv = extract_pem(knfh, NULL, NULL, NULL, filenane,
(uchar_t *)cred->cred, (uint32_t)cred->credlen,
&pkey, &certdata, ncerts);

/* Reached end of inport file? */
if (rv == KMF_OK && pkey != NULL) {
privkeys = sk_EVP_PKEY new_ null ();
i f (privkeys == NULL) {
IVF ERR_MEMORY;
goto end;

}
(voi d) sk_EVP_PKEY_push(privkeys, pkey);
/* convert the certificate |ist here */
if (*ncerts > 0 & certlist !'= NULL) {
knfcerts = (KM-_X509_DER CERT *)cal | oc(*ncerts,
si zeof (KMF_X509_DER CERT));
if (knfcerts == NULL) {
rv = KMF_ERR_MEMORY;
goto end;
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4456
4457
4458
4459
4460
4461
4462
4463
4464
4465
4466
4467
4468
4469
4470
4471
4472
4473
4474

4476
4477
4478
4479
4480
4481

4483
4484

4486
4487

4489

4491
4492
4493
4494

4496
4497
4498
4499

4501
4502
4503

4505
4506

4508
4509

4511
4512
4513
4514
4515
4516

4518
4519
4520

end:

}

for (i =0; i < *ncerts; i++)
knfcerts[i].certificate = certdatali];
knfcerts[i].knf_private. keystore_type =
KMF_KEYSTORE_OPENSSL;

}
*certlist = knfcerts;
}
/*
* Convert keys to exportable format, the certs
* are already OK
*
/
rv = convertPK12(bj ect s(knfh, privkeys, NULL, NULL,
keylist, nkeys, NULL, NULL);

}

if (bio !'= NULL)
(void) BIOfree(bio);

if (privkeys)

sk_EVP_PKEY_pop_free(privkeys, EVP_PKEY free);
if (certs)

sk_X509_pop_free(certs, X509 free);
if (cacerts)

sk_X509_pop_free(cacerts, X509_free);

return (rv);

stati c KMF_RETURN
creat e_deskey(DES_chl ock **deskey)
4488 {

}

DES_cbl ock *key;

key = (DES_cbl ock *) mall oc(sizeof (DES_cblock));
if (key == NULL)
return (KMF_ERR_MEMORY) ;

}
if (DES_random key(key) == 0) {
free(key);
return (KM-_ERR_KEYGEN_FAI LED);
}

*deskey = key;
return (KMF_OK);

#def i ne KEYGEN_RETRY 3
#def i ne DES3_KEY_SI ZE 24

stati c KMF_RETURN
creat e_des3key(unsi gned char **des3key)
4510 {

KMF_RETURN ret = KMF_CK;

DES chl ock *deskeyl = NULL;
DES_cbl ock *deskey2 = NULL;
DES cbl ock *deskey3 = NULL;

unsi gned char *newkey = NULL;
int retry;

if ((newkey = nall oc(DES3_KEY_SIZE)) == NULL) {
return ( KMF_ERR_MEMCRY) ;
}
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4522
4523
4524
4525

4527
4528
4529
4530
4531
4532
4533
4534
4535
4536

4538
4539
4540

4542
4543
4544
4545
4546
4547

4549
4550
4551

4553
4554
4555
4556
4557
4558
4559
4560
4561
4562

4564
4565
4566

4568
4569
4570
4571
4572
4573

4575
4576
4577

4579
4580
4581
4582
4583

4585
4586
4587

out :

/* create the 1st DES key */

if ((ret = create_deskey(&deskeyl)) != KM_OK) {
goto out;

}

/*
* Create the 2nd DES key and make sure its value is different
* fromthe 1st DES key.
*/
retry = 0;
do {
if (deskey2 !'= NULL) {
free(deskey2);
deskey2 = NULL;
}

if ((ret = create_deskey(&deskey2)) !'= KMF_OK) {
goto out;
}

if (menmcnp((const void *) deskeyl, (const void *) deskey2, 8)
== O) {

ret = KMF_ERR_KEYGEN FAI LED;
retry++

}
} while (ret == KMF_ERR_KEYGEN _FAI LED && retry < KEYGEN_RETRY);

if (ret != KMF_OK) {
) goto out;

/*

* Create the 3rd DES key and make sure its value is different
* fromthe 2nd DES key.

*

/
retry =0
do {

if (deskey3 !'= NULL) {

free(deskey3);
deskey3 = NULL;

}
if ((ret = create_deskey(&deskey3)) != KMF_OK) {
goto out;
}
if (mencnp((const void *)deskey2, (const void *)deskey3, 8)
== 0)
ret = KMF_ERR _KEYGEN FAI LED;
retry++;

}
} while (ret == KMF_ERR KEYGEN FAI LED && retry < KEYGEN RETRY);

if (ret I= KMF_OK) {
goto out;
}

/* Concatenate 3 DES keys into a DES3 key */

(void) nencpy((void *)newkey, (const void *)deskeyl, 8);

(void) mencpy((void *)(newkey + 8), (const void *)deskey2, 8);
(void) nencpy((void *)(newkey + 16), (const void *)deskey3, 8);
*des3key = newkey;

if (deskeyl != NULL)
free(deskeyl);
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4589
4590

4592
4593

4595
4596

4598
4599

4601
4602
4603
4604
4605
4606
4607
4608
4609
4610
4611
4612
4613
4614
4615
4616
4617
4618

4620
4621

4623
4624
4625

4627

4629
4630
4631

4633
4634
4635
4636

4638
4639
4640
4641
4642
4643
4644
4645

4647
4648
4649

4651
4652
4653

}

if (deskey2 !'= NULL)
free(deskey2);

if (deskey3 != NULL)
free(deskey3);

if (ret !'= KMF_OK && newkey != NULL)
free(newkey);

return (ret);

KMF_RETURN
penSSL_Cr eat eSynKey ( KMF_HANDLE_T handl e,

{

int numattr, KMF_ATTRI BUTE *attrllst)

KMF_RETURN ret = KMF_CK;

KMF_HANDLE *knfh = (KMF_HANDLE *) handl e;
char *fullpath = NULL

KMF_RAW SYM KEY *rkey = NULL;

DES_cbl ock *deskey = NULL;

unsi gned char *des3key = NULL;

unsi gned char *random = NULL;

int fd =

KMF_KEY_ HANDLE *synkey;

KMF_KEY_ALG keyt ype;

ui nt32_t keyl en;

uint32_t keyl en_size = sizeof (keylen);
char *dirpath;

char *keyfile;

if (kmfh == NULL)
return (KMF_ERR UNI NI TI ALl ZED);

synkey = knf_get _attr_ptr(KM-_KEY_HANDLE ATTR, attrlist, numattr);
if (symkey == NULL)
return (KMF_ERR BAD_PARAMETER);

dirpath = knf _get _attr_ptr(KWM-_DI RPATH ATTR, attrlist, numattr);

keyfile = knf_get_attr_ptr(KMF_KEY_FI LENAME_ATTR, attrlist, numattr);
if (keyfile == NULL)
return (KMF_ERR BAD PARAVETER) ;

ret = knf_get_attr(KMF_KEYALG ATTR, attrlist, numattr,
(void *)&keytype NULL) ;
if (ret !'= KM_OK]
return (KMF_ERR_BAD_PARANETER) ;

ret = knf_get_attr( KM-_KEYLENGTH ATTR, attrlist, numattr,
&keyl en, &keyl en_si ze);
if (ret == KMF_ERR_ATTR_NOT_FOUND &&
(keytype == KMF_DES || keytype == KMF_DES3))
1= keylength is not required for DES and 3DES */
ret = KMF_CK;
if (ret !'= KMF_OK)
return (KMF_ERR BAD_PARAMETER);
full path = get fullpath(dlrpath keyfile);
if (ful pat h ==
return ( KNF_ERR_BAD_PARAI\/ETER) ;

|
(
/* 1f the requested file exists, return an error */

if (test_for_file(fullpath, 0400) == 1) {
free(full path);
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4654
4655

4657
4658
4659
4660
4661

4663
4664
4665
4666
4667
4668

4670
4671
4672
4673
4674
4675

4677

4679
4680
4681
4682
4683
4684
4685

4687
4688
4689

4691
4692
4693
4694

4696
4697
4698
4699
4700
4701
4702
4703

4705
4706
4707
4708
4709
4710
4711
4712
4713
4714

4716
4717
4718

return (KMF_ERR DUPL| CATE_KEYFI LE);

}
fd = pen(f uI | path, O _CREAT| O_TRUNC| O_RDWR, 0400);
if (fd
ret = KMF_ERR_OPEN_FI LE;
goto out;
}

rkey = malloc(sizeof (KMF_RAW SYM KEY));
if (rkey == NULL) {

ret = KMF_ERR_MEMORY;

goto out;

(void) menset (rkey, 0, sizeof (KMF_RAW SYM KEY));
if (keytype == KMF_DES) {
((ret = create_deskey(&deskey)) !'= KM_OK) {
goto out;

}
rkey- >keydat a. val (uchar_t *)deskey;
rkey->keydat a. | en 8;

synkey->keyal g = KMF_DES;

} else if (keytype == KMF_DES3) {
if ((ret = create_des3key(&des3key)) != KMF_OK)
goto out;

rkey- >keydat a. val = (uchar_t *)des3key;
rkey->keydat a. | en = DES3_KEY_SI ZE;
synmkey- >keyal g = KMF_DES3;

} else if (keytype == KMF_AES || keytype == KMF_RC4 ||
keytype == KMF_GENERI C_SECRET) {
int bytes;

if (keylen %8 !'= 0) {
ret = KMF_ERR BAD KEY_SI ZE;

goto out;
}
if (keytype == KMF_AES) {
if (keylen != 128 &&
keylen != 192 &&
keyl en != 256) {
ret = KM-_ERR BAD_KEY_SI ZE;
goto out;
}
}

bytes = keyl en/ 8;

random = mal | oc(bytes);

if (random == NULL) {
ret = KMF_ERR_MEMORY;
goto out;

1 f (RAND bytes(random bytes) != 1)
ret = KMF_ERR KEYGEN_FAI LED;
goto out;

}

rkey->keydata.val = (uchar_t *)random
rkey->keydata.l en = bytes;
synkey->keyal g = keyt ype;



new usr/src/lib/libknf/plugins/knf_openssl/comon/ openssl _spi.c

4720
4721
4722
4723

4725

4727
4728
4729
4730
4731

4733
4734
4735

4737
4738
4739
4740
4741
4742
4743
4744

4746
4747

4749
4750
4751
4752
4753
4754
4755
4756
4757
4758
4759

4761
4762
4763

4765
4766
4767
4768
4769
4770

4772
4773
4774
4775
4776

4778
4779
4780
4781
4782
4783
4784
4785

} else {
ret = KMF_ERR BAD KEY_ TYPE
goto out;
}
(void) wite(fd, (const void *) rkey->keydata. val,
synkey- >kstype = KNF KEYSTORE_OPENSSL;
synmkey- >keycl ass = KMF_SYMVETRI C,
synkey- >keyl abel = (char *)full path;
synkey->i sraw = TRUE
synkey->keyp = rkey;

out :
if (fd 1= -1)
(void) close(fd);

= KMF_OK && fullpath !'= NULL) {
free(full path);

if (ret

}

if (ret '= KM OK) {

knf_free_raw sym key(rkey)
synkey- >keyp =

synkey- >keyal g = KNF_KEYALG_NCNE;

}

return (ret);
}
/*
* Check a file to see if it

* |f success, return its format in the "pformat" argunent.
*
/
KMF_RETURN
OpenSSL_I sCRLFi | e(KMF_HANDLE_T handl e, char *filename, int
{
KMF_RETURN ret = KMF_OK;
KMF_HANDLE *knfh = (KMF_HANDLE *) handl e;
Bl O *bi o = NULL;
X509_CRL *xcrl = NULL;

if (filename == NULL) {
return (KM-_ERR_BAD_PARAMETER) ;
}

bio = BIO new file(filename, "rb");
if (bio == NULL) {
SET_ERROR(knfh, ERR get
ret = KMF_ERR_ (PEN FI LE;
goto out;

_error());

}

if ((xcerl
*pf or mat
goto out;

= PEM r ead_bi o_X509_CRL( bi o,
= KMF_FORVAT_PEM

NULL, NULL,

%voi d) BIO free(bio);

/*
* Now try to read it as raw DER data.
*/

bio = BI O_new_fi le(fil enane,
if (bio NULL)
SEl' _ERROR(knfh, ERR get
ret = KMF_ERR OPEN_FI LE;
goto out;

"ro");

_error());

rkey- >keydat a. | en) ;

is aCRL file wth PEMor DER fornat.

NULL) )

*pf or mat)

1= NULL) {
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4786 }

4788 if ((xcrl = d2i _X509_CRL_bio(bio, NULL)) != NULL) {
4789 *pformat = KMF_FORVAT_ASNL;
4790 } else {

4791 ret = KMF_ERR BAD CRLFI LE
4792 }

4794 out:

4795 if (bio !'= NULL)

4796 (void) BIOfree(bio);

4798 if (xcrl !'= NULL)

4799 X509_CRL_free(xcrl);

4801 return (ret);

4802 }

4804 KMF_RETURN

4805 OpenSSL_Get SymKeyVal ue( KMF_HANDLE T handl e, KMF_KEY_HANDLE *symkey,

4806 KMF_RAW SYM KEY *rkey)

4807 {

4808 KMF_RETURN rv = KMF_ X

4809 KMF_HANDLE *knfh = (KNF HANDLE *) handl e;

4810 KMF_DATA keyval ue;

4812 if (knfh == NULL)

4813 return (KMF_ERR_UNI NI TI ALI ZED) ;

4815 if (symkey == NULL || rkey == NULL)

4816 return (KM-_ERR_BAD_PARAMETER) ;

4817 el se if (symkey->keyclass !|= KWF SYMETRI (@]

4818 return (KMF_ERR BAD KEY_CLASS);

4820 if (synkey->israw) {

4821 KMF_RAW SYM KEY *rawkey = (KMF_RAW SYM KEY *)synkey- >keyp
4823 if (rawkey == NULL ||

4824 rawkey- >keydat a. val == NULL ||

4825 rawkey- >keydata.len == 0

4826 return (KMF_ERR BAD KEYHANDLE) ;

4828 rkey->keydat a. | en = rawkey->keydat a. | en;

4829 if ((rkey->keydata.val = malloc(rkey->keydata.len)) == NULL)
4830 return (KM-_ERR_MEMORY) ;

4831 (voi d) nmenctpy(rkey->keydata.val, rawkey->keydata.val,
4832 rkey- >keydata. | en);

4833 } else {

4834 rv = knf_read_i nput _file(handl e, synkey->keyl abel, &keyval ue);
4835 if (rv !'= KMF_OK)

4836 return (rv);

4837 rkey->keydat a. | en = keyval ue. Lengt h;

4838 rkey- >keydat a. val = keyval ue. Dat a;

4839 }

4841 return (rv);

4842 }

4844 | *

4845 * substitute for the unsafe access(2) function.
4846 * If the file in question already exists, return 1.
4847 * else 0. If an error occurs during testi ng (other
4848 * than EEXI ST), return -1.

4849 */

4850 static int

4851 test _for_file(char *fil enane, node_t node)
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4852 {
4853 int fd; 4919 /* 1f the requested file exists, return an error */
4920 if (test_for_file(fullpath, 0400) == 1) {
4855 /* 4921 free(full path);
4856 * Try to create the file with the EXCL fl ag. 4922 return (KMF_ERR DUPL| CATE_KEYFI LE);
4857 * The call should fail if the file exists. 4923 }
4858 */
4859 fd = open(filename, O WRONLY| O CREAT| O EXCL, node); 4925 rv = knf_get_attr(KM-_ENCODE_FORMAT_ATTR, attrlist, nunmattr,
4860 if (fd == -1 && errno == EEXI ST) 4926 & ormat, NULL);
4861 return (1); 4927 if (rv I= KMVF - OK)
4862 else if (fd == -1) /* sone other error */ 4928 /* format is optional. */
4863 return (-1); 4929 rv = KM
4865 /* The file did NOT exist. Delete the testcase. */ 4931 /* CRED is not required for QpenSSL files */
4866 (void) close(fd); 4932 (void) knf_get_attr( KMF_CREDENTI AL_ATTR, attrlist, nunmattr,
4867 (void) unlink(filenane); 4933 &cred, NULL);
4868 return (0);
4869 } 4935 /* Store the private key to the keyfile */
4936 out = BIO new file(fullpath, "wh");
4871 KMF_RETURN 4937 if (out == NULL) {
4872 OpenSSL_St or eKey( KMF_HANDLE_T handl e, int nunmattr, 4938 SET_ERROR(knfh, ERR get_error());
4873 KMF_ATTRI BUTE *attrlist) 4939 rv = KM-_ERR O’EN FI LE;
4874 { 4940 goto end;
4875 KMF_RETURN rv = KMF_OX; 4941 }
4876 KMF_HANDLE *knfh = (KMF_ HANDLE *)handl e;
4877 KMF_KEY_HANDLE *pubkey = NULL, *prikey = NULL; 4943 if (prikey !'= NULL && prikey->keyp !'= NULL) {
4878 KMF_RAW KEY_DATA *r awkey; 4944 it (prikey->keyalg == KM-_RSA ||
4879 EVP_PKEY *pkey = NULL; 4945 pri key >keyal g == KMF_DSA) {
4880 KMF_ENCODE_FORMAT format = KMF_FORVAT_PEM 4946 pkey = (EVP_ PKEY *) pri key- >keyp;
4881 KMF_CREDENTI AL cred = {NU 0};
4882 Bl O *out = NULL; 4948 rv = ssl_wite_key(knfh, format,
4883 int keys = 0 4949 out, &cred, pkey, TRUE);
4884 char *full path = NULL;
4885 char *keyfile = NULL; 4951 if (rv == KM-_OK && prikey->keyl abel == NULL) {
4886 char *dirpath = NULL; 4952 pri key->keyl abel = strdup(fullpath);
4953 1f (prikey->keyl abel == NULL)
4888 pubkey = knf_get_attr_ptr( KM-_PUBKEY_HANDLE ATTR, attrlist, numattr); 4954 rv = KM-_ERR_MEMCORY;
4889 I f (pubkey !'= NULL) 4955 }
4890 keys++; 4956 }
4957 } else if (pubkey != NULL && pubkey- >keyp !'= NULL) {
4892 prikey = knf_get _attr_ptr(KMF_PRI VKEY_HANDLE_ATTR, attrlist, numattr); 4958 if (pubkey->keyalg == KMF_RSA | |
4893 I f (prikey !'= NULL) 4959 pubkey- >keyal g == KMF_DSA)
4894 keys++; 4960 pkey = (EVP PKEY *) pubkey- >keyp;
4896 rawkey = knf_get_attr_ptr( KM_RAWKEY_ATTR, attrlist, numattr); 4962 rv = ssl_write_key(knfh, format,
4897 if (rawkey != NULL) 4963 out, &cred, pkey, FALSE);
4898 keys++;
4965 if (rv == KM K && pubkey >keyl abel == NULL) {
4900 /* 4966 pubkey >keyl abel = strdup(fullpath);
4901 * Exactly 1 type of key nust be passed to this function. 4967 I f (pubkey->keyl abel == NULL)
4902 */ 4968 rv = KMF_ERR_MEMORY;
4903 if (keys !'=1) 4969 }
4904 return (KMF_ERR BAD_PARAVETER) ; 4970
4971 } else if (rawkey !'= NULL) {
4906 keyfile = (char *)knf_get_attr_ptr(KM-_KEY_FI LENAME_ATTR, attrlist, 4972 if (rav»key >keytype == KM-_RSA) {
4907 numattr); 4973 pkey = Inport RaV\RSAKey(&r awkey- >r awdat a. rsa) ;
4908 if (keyfile == NULL) 4974 } elseif (ra\/\key >keytype == KMF_DSA) {
4909 return (KMF_ERR BAD_PARAMETER); 4975 el {pkey = | mpor t RawDSAKey ( & awkey- >r awdat a. dsa) ;
4976 el se
4911 dirpath = knf _get _attr_ptr(KWM-_DI RPATH ATTR, attrlist, numattr); 4977 rv = KMF_ERR BAD PARAMETER;
4978 }
4913 full path = get_fullpath(dirpath, keyfile); 4979 if (pkey !'= NULL) {
4980 KMF_KEY_CLASS kcl ass = KMF_ASYM PRI ;
4915 /* Once we have the full path, we don’'t need the pieces */
4916 if (fullpath == NULL) 4982 rv = knf_get_attr(KM-_KEYCLASS_ATTR, attrlist, numattr,
4917 return (KMF_ERR BAD_PARANETER) ; 4983 (void *)&kclass, NULL);
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4984 if (rv !'= KMF_OK)

4985 rv = KMF_OK;

4986 rv = ssli _write_key(krrf h, format, out,

4987 &cred, pkey, (kclass == KMF_ASYM PRI));
4988 EVP_PKEY_free(pkey);

4989 }

4990 }

4992 end:

4994 if (out)

4995 (void) BIOfree(out);

4998 if (rv == KMF_OK)

4999 (void) chrmod(full path, 0400);

5001 free(full path);

5002 return (rv);

5003 }

5005 KMF_RETURN

5006 OpenSSL_| nport CRL(KMF_HANDLE T handl e, int numattr, KMF_ATTRIBUTE *attrlist)
5007 {

5008 KMF_RETURN ret = KMF_OK;

5009 KMF_HANDLE *knfh = (KNF HANDLE *) handl e;

5010 X509 _CRL *xcrl = NULL;

5011 X509 *xcert = NULL

5012 EVP_PKEY *pkey;

5013 KMF_ENCODE_FORMAT f or mat

5014 BIO *in = NULL, *out = NULL

5015 int openssl_ret = 0;

5016 KM-_ENCODE_FORMAT out f or mat ;

5017 bool ean_t crlcheck = FALSE;

5018 char *certfile, *dirpath, *crlifile, *incrl, *outcrl, *outcrlfile;
5020 if (numattr == 0 || attrlist == NULL) {

5021 return (KMF_ERR_BAD_PARAMETER) ;

5022 }

5024 /* CRL check is optional */

5025 (void) knf_get_attr(KM-_CRL_CHECK ATTR, attrlist, numattr,

5026 &cr | check, NULL);

5028 certfile = knf_get _attr_ptr(KM-_CERT_FI LENAVE_ATTR, attrlist, numattr);
5029 if (crlcheck == B_TRUE && certfile == NULL) {

5030 return (KMF_ERR BAD_CERTFI LE);

5031 1

5033 dirpath = knf_get_attr_ptr(KM-_DI RPATH ATTR, attrlist, numattr);
5034 incrl = knf_get_attr_ptr(KMF_CRL_FI LENAVE_ATTR, attrlist, numattr);
5035 outcrl = knf_get _attr_ptr(KM-_CRL_OUTFI LE_ATTR, attrlist, numattr);
5037 crifile = get_fullpath(dirpath, incrl)

5039 if (crifile == NULL)

5040 return (KMF_ERR BAD CRLFI LE);

5042 outcrlifile = get_fullpath(dirpath, outcrl);

5043 if (outcrlfile == NULL

5044 return (KMF_ERR BAD CRLFI LE);

5046 if (isdir(outcrifile)) {

5047 free(outc file);

5048 return (KMF_ERR BAD CRLFI LE);

5049 }

new usr/src/lib/libknf/plugins/knf_openssl/comon/ openssl _spi.c 40

5051
5052
5053
5054
5055

5057
5058
5059
5060
5061
5062

5064
5065
5066
5067
5068

5070
5071
5072
5073
5074

5076
5077
5078

5080
5081
5082

5084
5085
5086
5087
5088
5089

5091
5092
5093
5094
5095
5096
5097
5098

5100
5101
5102
5103
5104
5105
5106
5107
5108
5109
5110
5111

5113
5114
5115

ret = knf_is_crl_file(handle, crifile, & ormat);
if (ret != KMF_OX)

free(outcrifile);

return (ret);

= BlO new file(crifile, "rb");
(in == NULL)
SET ERRCR(knfh ERR get _error());
ret = KMF_ERR_OPEN_FI LE;
goto end

}

if (format == KMF_FORMAT_ASN1)

xcrl = d2i° X509 CRL_bi o(in, NULL);
} elseif (format == KMF_FORMAT PEM

xcrl = PEMread_bi o_X509_CRL(in,
}

if (xcrl == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD CRLFI LE;
goto end

NULL, NULL, NULL);

}

[* 1f bypasscheck is specified,
if (crlcheck == B_FALSE)
got o out put;

no need to verify. */

ret = knf_is_cert_file(handle, certfile, & ormat);
if (ret '= KM
goto end;

/* Read in the CA cert file and convert to X509 */
if (BlOread_filenanme(in, certfile) <= 0) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR OPEN_FI LE;
goto end;

}

if (format == KMF_FORMAT_ASN1)
xcert = d2i _X509_bi o(in, NULL);
} elseif (forrrat == KMF_FORVAT_PEM

xcert = PEMread_bio_X509(in, NULL, NULL, NULL);

} else {
ret = KMF_ERR BAD CERT_FORMAT;
goto end;

}

if (xcert == NULL)

SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD_CERT_FORVAT;
goto end;

}
/* Now get the public key fromthe CA cert */
pkey = X509_get _pubkey(xcert);
if (pkey == NULL)
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD CERTFI LE;
goto end;

}

/* Verify the CRL with the CA's public key */
openssl _ret = X509_CRL_verify(xcrl, pkey);
EVP_PKEY_free( pkey);
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5116
5117
5118
5119
5120
5121

5123
5124
5125
5126
5127
5128
5129

5131
5132
5133
5134
5135
5136

5138
5139
5140
5141
5142
5143
5144
5145

5147
5148
5149
5150
5151
5152

5154
5155
5156

5158
5159

5161
5162

5164
5165

5167
5168

5170
5171

5173
5174
5175
5176
5177
5178
5179
5180
5181

if (openssl_ret > 0) {
ret = KM OK; /* verify succeed */
} else {
SET_ERROR(knfh, openssl| _ret);
ret = KMF_ERR BAD CRLFI LE;

}
out put :
ret = knf_get_attr(KM-_ENCODE_FORMAT_ATTR, attrlist, numattr,
&out f ormat, NULL);
if (ret = KM_OK) {
ret = KM CK
outformat = KMF_FORVAT_PEM
}
out = BIO new file(outcrifile, "wh");
if (out == NULL)
SET. ERRO?(knfh ERR get_error());
ret = KMF_ERR OPEN_FI LE;
goto end
}
if (outformat == KM-_FORMAT_ASN1)
openssl _ret = (int)i2d_X509_CRL_bi o(out, xcrl);
} else if (outformat == KMF_FORMAT_PEM ({
openssl _ret = PEMwite_bio_X509_CRL(out, xcrl);
} else {
ret = KMF_ERR_BAD_PARAMETER;
goto end;
}
if (openssl_| ret <= 0) {
SET_E R(J?(km‘h ERR get _error());
ret = KMF_ERR WRI TE_FI LE;
} else {
ret = KMF_CK;
}
end:
if (xcrl 1= NULL)
X509_CRL_free(xcrl);
if (xcert !'= NULL)
X509_free(xcert);
if (in !'= NULL)
(void) BIO free(in);
if (out !'= NULL)
(void) BIO free(out);
if (outcrlfile !'= NULL)
free(outcrifile);
return (ret);
}
KMF_RETURN

OpenSSL_Li st CRL(KMF_HANDLE_T handl e, int numattr, KMF_ATTRIBUTE *attrlist)

{

KMF_RETURN ret = KMF_CK;

KMF_HANDLE *knfh = (KI\/F HANDLE *) handl e;
X509_CRL *x = NULL;

KMF_ENCODE_FORVAT f or mat ;

char *crlfile = NULL;

BIO *in = NULL;

41
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5182 Bl O *mem = NULL;

5183 long |en;

5184 char *menptr;

5185 char *data = NULL;

5186 char **crl dat a;

5187 char *crlfilenane, *dirpath;

5189 if (numattr == 0 || attrlist == NULL) {

5190 return (KMF_ERR_BAD_PARAMETER) ;

5191 }

5192 crlifilenanme = knf _get _attr_ptr(KM-_CRL_FI LENAVE_ATTR,
5193 attrlist, numattr);

5194 if (crifilename == NULL)

5195 return (KM-_ERR BAD_CRLFI LE);

5197 crldata = (char **)knf_get _attr_ptr(KM-_CRL_DATA ATTR,
5198 attrlist, numattr);

5200 if (crldata == NULL)

5201 return (KMF_ERR BAD_PARAVETER) ;

5203 dirpath = knf _get _attr_ptr(KWM-_DI RPATH ATTR, attrlist, numattr);
5205 crifile = get_fullpath(dirpath, crlfilenane);

5207 if (crifile == NULL)

5208 return (KM-_ERR BAD_CRLFI LE);

5210 if (isdir(crifile)) {

5211 free(crifile);

5212 return (KM-_ERR BAD_CRLFI LE);

5213 1

5215 ret = knf_is_crl_file(handle, crifile, & ormat);
5216 if (ret 1= KWW_OX)

5217 free(crifile);

5218 return (ret);

5219 }

5221 if (bio_err == NULL)

5222 bio_err = Bl O new_ fp(stderr, Bl O NOCLCSE);
5224 in = BIO_neW_fiIe(crIfiIe, "rb");

5225 if (in == NULL) {

5226 SET_ERROR(knfh, ERR get_error());

5227 ret = KMF_ERR_ (PEN FI LE;

5228 goto end;

5229 1

5231 if (format == KMF_FORMAT_ASN1) {

5232 x = d2i _X509_CRL_bi o(in, NULL);

5233 } elseif (for mat == KMF_FORMAT_PEM)

5234 x = PEM. read bi 0_X509_CRL(in, NULL, NULL, NULL)
5235 }

5237 if (x == NULL) { /* should not happen */

5238 SET_ERROR(knfh, ERR get_error());

5239 ret = KMF_ERR OPEN _FI LE

5240 goto end;

5241 }

5243 mam—BIOneW(BIOs men());

5244 if (nmem==

5245 SET. ERRO?(knfh ERR get _error());

5246 ret = KMF_ERR MEMCORY;

5247 goto end;
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5248 }

5250 (void) X509_CRL_print(nmem x);

5251 len = Bl O _get_nem data(nmem &nmenptr);
5252 if (len <= 0)

5253 SET ERRCR(knfh ERR get _error());
5254 ret = KMF_ERR_MEMCRY;

5255 goto end

5256 }

5258 data = malloc(len + 1);

5259 if (data == NULL) {

5260 ret = KMF_ERR_MEMORY;

5261 goto end;

5262 }

5264 (voi d) mem:py(dat a, nmenptr, len);

5265 data[len] = ;

5266 *crldata = data

5268 end:

5269 if (x !'= NULL)

5270 X509_CRL_free(x);

5272 if (crifile !'= NULL)

5273 free(crifile);

5275 if (in != NULL)

5276 (void) BIO free(in);

5278 if (mem!= NULL)

5279 (void) BIOfree(nmem;

5281 return (ret);

5282 }

5284 KMF_RETURN

5285 OpenSSL_Del et eCRL(KMF_HANDLE_T handl e, int numattr, KMF_ATTRIBUTE *attrlist)
5286 {

5287 KMF_RETURN ret = KNF X;

5288 KMF_HANDLE *knf h (KMF_HANDLE *) handl e;
5289 KMF_ENCODE_FORMAT forrmt

5290 char *crlfile = NULL;

5291 Bl O *in = NULL;

5292 char *crlfil enane, *dirpath;

5294 if (numattr == 0 || attrlist == NULL) {
5295 return (KMF_ERR BAD PARAVETER);
5296 }

5298 crifilenane = knf_get_attr_ptr(KM-_CRL_FI LENAME_ATTR,
5299 attrlist, numattr);

5301 if (crifilenane == NULL

5302 return (KMF_ERR_BAD_CRLFI LE);
5304 dirpath = knf _get _attr_ptr(KWV-_DI RPATH ATTR, attrlist,
5306 crifile = get_fullpath(dirpath, crlfilenane);
5308 if (crifile == NULL)

5309 return (KMF_ERR _BAD CRLFI LE);
5311 if (isdir(crifile)) {

5312 ret = KMF_ERR BAD CRLFI LE;

5313 goto end;

numattr);
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5314 }

5316 ret = knf_is_crl_file(handle, crifile, & ormat);

5317 if (ret = KMF_OX

5318 goto end;

5320 if (unlink(crifile) !'=0) {

5321 SET_. SYS ERROR( knf h, errno);

5322 ret = KMF_ERR_ INTERNAL

5323 goto end;

5324 1

5326 end:

5327 if (in !'= NULL)

5328 (void) BIOfree(in);

5329 if (crifile !'= NULL

5330 free(crifile);

5332 return (ret);

5333 }

5335 KMF_RETURN

5336 OpenSSL_Fi ndCert | nCRL(KMF_HANDLE T handl e, int numattr, KMF_ATTRIBUTE *attrlist)
5337 {

5338 KMF_RETURN ret = KMF_OK;

5339 KM: HANDLE *km‘h = (KI\/F HANDLE *) handl e;

5340 KMF_ENCODE_FORMAT f or mat ;

5341 BIO*in = NULL;

5342 X509 *xcert = NULL;

5343 X509 _CRL  *xcrl = NULL;

5344 STACK_OF( X509_REVOKED) *revoke_stack = NULL;

5345 X509_REVOKED *r evoke;

5346 int i;

5347 char *crlfil enane, *crifile, *dirpath, *certfile;
5349 if (numattr == 0 || attrlist == NULL) {

5350 return (KMF_ERR BAD PARAVETER) ;

5351 }

5353 crlifilename = knf_get _attr_ptr(KMF_CRL_FI LENAVE_ATTR,
5354 attrlist, numattr);

5356 if (crifilename == NULL

5357 return (KMF_ERR BAD CRLFI LE);

5359 certfile = knf_get _attr_ptr(KM-_CERT_FI LENAME_ATTR, attrlist, numattr);
5360 if (certfile == NULL)

5361 return (KMF_ERR BAD CRLFI LE);

5363 dirpath = knf_get_attr_ptr(KM-_DI RPATH_ATTR, attrlist, numattr);
5365 crifile = get_fullpath(dirpath, crlfilenane);

5367 if (crifile == NULL)

5368 return (KMF_ERR_BAD_CRLFI LE);

5370 if (isdir(crifile)) {

5371 ret = KMF_ERR_BAD_CRLFI LE;

5372 goto end;

5373 }

5375 ret = knf_is_crl_file(handle, crifile, & ormat);

5376 if (ret = KMF_OK)

5377 goto end;

5379 /* Read the CRL file and load it into a X509_CRL structure */
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5380
5381
5382
5383
5384
5385

5387
5388
5389
5390
5391

5393
5394
5395
5396
5397
5398

5400
5401
5402
5403

5405
5406
5407
5408
5409
5410

5412
5413
5414
5415
5416

5418
5419
5420
5421
5422

5424
5425
5426
5427
5428

5430
5431
5432
5433
5434
5435
5436
5437

5439
5440
5441
5442
5443
5444
5445

in =Bl Onewfile(crlfilenane, "rb");
if (in == NULL)
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR_OPEN_FI LE;
goto end;

}
if (format == KNF FORVAT_ASNL)

xcrl = d2i _X509_CRL_bio(in, NULL);

} else if (format == KMF_FORVAT PEM
xcrl = PEM read bi 0_X509 CRL(in,
}

if (xcrl == NULL)
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD_CRLFI LE;
goto end;

(void) BIOfree(in);

/* Read the Certificate file and load it
ret = knf_is_cert_file(handle, certfile,
if (ret = KMF_OK)

goto end;

= BIO new file(certfile, "rb");
(in == NULL)
SET ERRCR(knfh ERR get_error());
ret = KMF_ERR_OPEN_FI LE;
goto end;

}

if (format == KNF FORVAT_ASNL)
xcert = d2i _X509 bio(in, NULL);
} else if (format == KMF_FORVAT_PEM

NULL, NULL, NULL);

into a X509 structure */

& ormat) ;

xcert = PEMread_bio_X509(in, NULL, NULL, NULL);

}

if (xcert == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD_CERTFI LE;
goto end;

}

/* Check if the certificate and the CRL have sane issuer */
if (X509_NAME cnp(xcert->cert_info->issuer, xcrl->crl->issuer)

ret = KM-_ERR | SSUER;
goto end;

}

/* Check to see if the certificate serial

nunber is revoked */

revoke_stack = X509_CRL_get REVOKED( xcrl);

if (sk_X509_REVOKED nun(revoke_stack) <=

0) {

/* No revoked certificates in the CRL file */

SET_ERROR(knfh, ERR get_error());
ret = KM_ERR_EMPTY_CRL;
goto end;

}

for (i = 0; i < sk_X509_REVOKED nun(revoke_stack); i++) {

/* LINTED E_BAD PTR CAST ALIGN */
#endi f /* | codereview */

revoke = sk_X509_REVOKED val ue(revoke_stack, i);

if (ASNL1_I NTEGER cnp(xcert->cert_|
) {

revoke->seri al Nunber) ==
br eak;

i nf o- >seri al Nunber,

1= 0) {
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5446
5447

5449
5450
5451
5452
5453

5455
5456
5457
5458
5459
5460
5461

5463
5464

5466
5467
5468
5469
5470
5471
5472
5473
5474
5475
5476
5477
5478

5480
5481
5482

5484
5485
5486

5488
5489
5490
5491
5492
5493

5495
5496
5497
5498
5499
5500
5501
5502

5504
5505
5506
5507
5508

5510
5511

end:

}

}
}

if (i < sk_X509_REVOKED nun{revoke_stack)) {
ret = KWF_CK;

} else {
ret = KMF_ERR_NOT_REVOKED;

}

if (in !'= NULL)

(void) BIO free(in);
if (xcrl !'= NULL)

X509_CRL_free(xcrl);
if (xcert != NULL)

X509 free(xcert);

return (ret);

KMF_RETURN
OpenSSL_Veri f yCRLFi | e(KMF_HANDLE_T handl e, char *crlname, KMF_DATA *tacert)

{

KMF_RETURN ret =
KMF_HANDLE *knf h
BI O *berl NULL
X509_CRL *xcrl NULL
X509 *xcert = NULL;
EVP_PKEY *pkey;

int sslret;
KM-_ENCODE_FORVAT crl _format;
unsi gned char *p;

I ong | en;

MF_OK;
(KNF HANDLE *) handl e;

nnnx

if (handle == NULL || crlname == NULL || tacert == NULL) {
return (KMF_ERR_BAD PARAMETER) ;
}

ret = knf_get_file_format(crlnane, &crl_format);
if (ret = KMF_OK)
return (ret);

berl = Bl O_new_fi le(crlname, "rb");

if (berl == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR_OPEN_FI LE;
goto cl eanup;

}

if (crl_format == KMF_FORMAT_ASN1) ({

xcrl = d2i _X509_CRL_bi o(bcrl, NULL);
} elseif (crI format == KMF_FORMAT PEM {

xcrl = PEM_ read b|o X509 _CRL(becrl, NULL, NULL, NULL);
} else {

ret = KMF_ERR BAD_PARAMETER;

got o cl eanup;

}

if (xcrl == NULL)
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD CRLFILE;
got o cl eanup;

-

= tacert->Data;
en = tacert->Length;
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5512

5514
5515
5516
5517
5518

5520
5521
5522
5523
5524
5525
5526

5528
5529
5530
5531
5532
5533
5534
5535
5536

5538
5539
5540

5542
5543

5545
5546

5548
5550

5552
5553
5554
5555
5556
5557
5558
5559
5560

5562
5563
5564

5566
5567
5568

5570
5571
5572
5573
5574
5575

5577

xcert = d2i _X509(NULL, (const uchar_t **)&p, |en);

if (xcert == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR _BAD_CERTFI LE;
goto cl eanup;

}

/* Get issuer certificate public key */

pkey = X509_get _pubkey(xcert);

if (pkey == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR _BAD_CERT_FORVAT;
goto cl eanup;

}

/* Verify CRL signature */
sslret = X509_CRL_verify(xcrl, pkey);
EVP_PKEY_free(pkey);
if (sslret >0) {
ret = KMF_OK;
} else {
SET_ERROR(knfh, sslret);
ret = KMF_ERR _BAD_CRLFI LE;

}
cl eanup:
if (berl !'= NULL)
(void) BIO free(bcrl);
if (xcrl !'= NULL)

X509_CRL_free(xcrl);

if (xcert !'= NULL)
X509_free(xcert);

return (ret);

}

KMF_RETURN
OpenSSL_CheckCRLDat e( KM-_HANDLE_T handl e, char *crl nane)
{

KMF_RETURN ret = KMF_CX;

KNF HANDLE *kn‘fh = (KNF HANDLE *) handl e;
KMF_ENCODE_FORMAT crl _format;

BIO *berl = NULL;

X509_CRL *xcrl = NULL;

int i;

if (handle == NULL || crlnane == NULL) {
return (KM-_ERR_BAD_PARAMETER) ;
}

ret = knf_is_crl_file(handle, crlnane, &crl_fornmat);

if (ret !'= KM-_OK
return (ret);

bcrl = BIO new file(crlname, "rb");
if (bcrl == NULL) {
ERROR( knf h, ERRget _error());
ret = KMF_ERR_OPEN_FI LE;
goto cleanup

}
if (crl_format == KMF_FORMAT_ASNI1)

47
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5578
5579
5580

5582
5583
5584
5585
5586
5587
5588
5589
5590
5591
5592
5593

5595
5596
5597
5598
5599

5601

5603 cl eanup:

5604
5605

5607
5608

5610
5611 }

xcrl = d2i _X509_CRL_bi o(bcrl, NULL);
else if (crl_format == KMF_FORVAT_PEM

48

xcrl "= PEM read_bi 0_X509 CRL(bcrl, NULL, NULL, NULL);

if (xcrl == NULL) {
SET_ERROR(knfh, ERR get_error());
ret = KMF_ERR BAD CRLFI LE;
goto cI eanup;

I = X509_cnp_tinme(X509_CRL_get _| ast Updat e(xcrl), NULL);
if (i >=0)

ret = KMF_ERR VALI DI TY_PERI OD,

goto cl eanup;

if (X509_| CRL _get _next Updat e(xcrl))

{
i X509_cnp_ti me(X509_CRL_get _next Updat e(xcrl),

if (i <=0) {
ret = KMF_ERR VALI DI TY_PERI OD;
got o cl eanup;

}
ret = KMF_CK;
if (berl !'= NULL)
(void) BIO free(bcrl);

if (xcrl !'= NULL)
X509_CRL_free(xcrl);

return (ret);

NULL) ;
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new usr/src/lib/libpkg/ Makefile.com
4853 illunps-gate is not lint-clean when built with
*

P R R R s

openssl 1.0 (fix openssl 0.9
* ok ok ok ok ok ok

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

22 #

23 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.

24 # Use is subject to license terns.

25 #

27 LI BRARY= |ibpkg. a

28 VERS= .1

30 # include library definitions

31 OBJECTS= \

32 canoni ze. o ckparam o ckvol seq. o \

33 devtype. o dstream o gpkglist.o \

34 gpkgmap. o isdir.o logerr.o \

35 mappat h. o ncgr pw. o nhash. o \

36 pkgexecl . o pkgexecv. o pkgnmount . o \

37 pkgtrans. o ppkgmap. o \

38 progerr.o putcfile.o rrdir. o\

39 runcnd. o srchefile.o tputcfent.o \

40 verify.o security.o pkgweb. o \

41 pkgerr. o keystore.o pl2lib.o \

42 vf pops. o fokdir.o pkgstr.o \

43 handl el ocal fs. o pkgserv.o

46 # include library definitions
47 include $(SRCO)/Iib/ Makefile.lib

49 SRCDI R= ../ comon

51 POFI LE = i bpkg. po
52 MSGFI LES = $( OBJECTS: % o=. ./ common/ % i)
53 CLEANFILES +=  $( MSGFI LES)

55 # This library is NOT lint clean

57 # openssl forces us to ignore dubious pointer casts, thanks to its clever

58 # use of mmcros for stack nanagenent.

59 LI NTFLAGS= -unx -errtags \

60 -errof f=E_BAD PTR CAST ALI GN, E BAD PTR CAST, E_SUPPRESSI ON_DI RECT
60 -errof f =E_BAD_PTR_CAST_ALI G\, E_BAD_PTR_CAST

new usr/src/lib/libpkg/ Makefile.com
61 $(LINTLIB): = SRCS = $( SRCDI R) / $( LI NTSRC)

64 LIBS = $(DYNLI B) $(LINTLIB)

67 LDLIBS += -lc -lwanboot -Iscf -1adm

69 # |libcrypto and |ibssl have no lint library, and so can only be used when
70 # building

71 $(DYNLIB) := LDLIBS += -lcrypto -Issl

$( CCVERBOSE)

-_gcc=-Who- unused- | abel

- _gcc=-Wo- par ent heses
-_gcc=-Who-uninitialized

77 CERRWARN += - _gcc=- Who- cl obber ed

78 CERRWARN += -_gcc=-Who-swi tch

79 CERRWARN += -_gcc=- Who- unused- val ue

80 CPPFLAGS += -1 $(SRCDIR) -D_FI LE_OFFSET_BI TS=64

73 CFLAGS +=

74 CERRWARN +=
75 CERRWARN +=
76 CERRWARN +=

82 . KEEP_STATE:
84 all: $(LI BS)

86 $(POFILE): $(MSGFI LES)
$( BUI LDPO. msgfi | es)

89 _nsg: $( MSGDOVAI NPOFI LE)
91 lint: lintcheck
93 # include library targets

94 include $(SRC)/Iib/ Makefile.targ
95 include $(SRC)/Makefile.nsg.targ
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new usr/src/lib/libwanboot/ Makefile.com
4853 illunps-gate is not lint-clean when built with
*

P R R R s

openssl 1.0 (fix openssl 0.9
* ok ok ok ok ok ok

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
15 # |f applicable, add the follow ng below this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 # Copyright 2009 Sun M crosystens, Inc. Al rights reserved.
22 # Use is subject to license terns.
23 #
24 # Copyright (c) 2012 by Del phix. Al rights reserved.
25 #
27 LI BRARY = i bwanboot . a
28 VERS = .1
30 # List of locally |ocated nodul es.
31 LOC DR = ../ comon
32 LOC_BIS = socket _i net.o bootinfo_aux.o
33 LOC_SRCS = $(LOC_OBIS: % 0=$(LOC_DIR)/ % c)
35 # List of commpn wanboot objects.
36 COMDIR = ../../../comon/ net/wanboot
37 COM OBJS = auxutil.o \
38 boot _http.o \
39 boot conf.o \
40 boot conf_errnsg. o \
41 bootinfo.o \
42 bootl og. 0 \
43 http_errorstr.o \
44 pl2access. o \
45 pl2auxpars.o \
46 pl2auxutl.o \
47 pl2err.o \
48 pl2mi sc.o \
49 parseURL. o
50 COM _SRCS = $( COM_OBJS: % 0=$(COM DI R)/ % c)
52 # List of common DHCP nodul es.
53 DHCP_DI R = $( SRC) / common/ net / dhcp
54 DHCP_OBJS = dhcpinfo. o
55 DHCP_SRCS = $( DHCP_OBJS: % 0=%$( DHCP_DI R)/ % c)
57 OBJECTS = $(LOC_0OBJS) $(COM OBJIS) $(DHCP_OBJIS)

59 include ../../Makefile.lib
61 LIBS += $( LI NTLI B)

new usr/src/lib/libwanboot/Makefile.com

62 LDLIBS += -Invpair -lresolv -Insl -1socket -Idevinfo -Idhcputil \
63 -linetutil -lc

65 # libcrypto and |ibssl have no lint library, so we can only use it when
66 # building
67 $(DYNLIB) := LDLIBS += -lcrypto -Issl

69 CPPFLAGS = -1 $( SRC) / common/ net / wanboot / crypt $( CPPFLAGS. mast er)
70 CERRWARN += -_gcc=-Wio-swi tch

71 CERRWARN += -_gcc=- Who- par ent heses

72 CERRWARN += - _gcc=-Who- unused- val ue

73 CERRWARN += -_gcc=-Who-uninitialized

75 # Must override SRCS from Makefile.lib since sources have
76 # multiple source directories.

77 SRCS = $(LOC_SRCS) $(COM SRCS) $( DHCP_SRCS)

79 # Must define location of lint library source.

80 SRCDIR = $(LOC DIR)

81 $(LINTLIB) := SRCS = $(SRCDI R)/$( LI NTSRC)

83 # OpenSSL requires us to turn this off

84 LINTFLAGS  += -errof f=E_BAD PTR CAST_ALI GN

85 LI NTFLAGS64 += -errof f=E_BAD_PTR_CAST_ALI GN

87 # OpenSSL 1.0 and 0.9.8 produce different |int warnings
88 LI NTFLAGS += -errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
89 LI NTFLAGS64 += - errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
91 #endif /* | codereview */

92 CFLAGS += $( CCVERBOSE)

93 CPPFLAGS += -1$(LOC DIR) -1$(COM DI R) -1$(DHCP_DI R)

95 . KEEP_STATE:
97 all: $(LIBS)

99 lint: lintcheck
101 pics/%o: $(COM DI R /% c
102 $(COWILE.c) -0 $@ $<
103 $( POST_PROCESS_O)
105 pics/%o: $(DHCP_DIR)/%c
106 $(COWILE. c) -0 $@ $<
107 $( POST_PROCESS_O)

109 include ../../Makefile.targ



