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. TH SHARE_NFS 1M "Mar 17, 2014"

. TH SHARE_NFS 1M "May 6, 2009"

. SH NAME

share_nfs \- make local NFS file systens available for nmounting by renote

syst ens

. SH SYNOPSI S

.LP

. nf
\fBshare\fR [\fB-d\fR \fldescription\fR] [\fB-F\fR nfs] [\fB-o\fR \flspecific_op
i

. SH DESCRI PTI ON
.sp

.LP

The \fBshare\fR utility nakes local file systens available for nounting by
renote systems. It starts the \fBnfsd\fR(1M and \fBnountd\fR(1M daenons if
they are not already running.

.sp

.LP

If no argument is specified, then \fBshare\fR displays all file systens
currently shared, including \fBNFS\fR file systens and file systens shared
through other distributed file system packages.

. SH OPTI ONS

.sp

.LP

The foll owi ng options are supported:

.sp
.ne 2

.na
\fB\fB-d\fR \fldescription\fRfR
.ad

.sp .6

. RS 4n

Provi de a comment that describes the file systemto be shared.
. RE

.sp
.ne 2

.na
\fB\fB\IfRfB-F\fR \fBnfs\fRfR
.ad

.sp .6

. RS 4n
Share \fBNFS\fR file systemtype.
. RE

.sp
.ne 2

.ha
\fB\fB-o\fR \flspecific_options\fRfR

.ad

.sp .6

.RS 4n

Specify \flspecific_options\fR in a conma-separated |ist of keywords and
attribute-val ue-assertions for interpretation by the file-systemtype-specific
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conmand. |f \flspecific_options\fRis not specified, then by default sharing is
read-write to all clients. \flspecific_options\fR can be any conbination of the
foll owi ng:

.sp

.ne 2

. na
\fB\fBacl ok\fRfR

.ad

.sp .6

.RS 4

Allows the \fBNFS\fR server to do access control for \fBNFS\fR Version 2
clients (running SunCS 2.4 or earlier). \Wen \fBaclok\fR is set on the server,

mexi mal access is given to all clients. For exanple, with \fBacl ok\fR set, if
anyone has read pernissions, then everyone does. |If \fBaclok\fR is not set,
m ni mal access is given to all clients.

. RE

.sp

.ne 2

. na

\fB\fBanon=\fRfluid\fRfR

.ad

.sp .6

.RS 4

n
Set \fluid\fR to be the effective user \fBID\fR of unknown users. By default,
unknown users are given the effective user \fBIDIfR \fBU D NOBODY\fR. | f

\fluidifRis set to \fB\(m 1\fR, access is denied.

. RE

.sp

.ne 2

. na

\fg:\flcharset\fRz\fIaccess_list\fR\fR

.a

.sp .6

. RS 4n

Where \flcharset\fR is one of: \fBeuc-cn\fR \fBeuc-jp\fR \fBeuc-jpns\fR
\fBeuc-kr\fR \fBeuc-twfR \fBiso8859-1\fR \fBis08859-2\fR, \fBiso08859-5\fR
\fBi s08859-6\fR, \fBis08859-7\fR \fBiso8859-8\fR \fBis08859-9\fR

\ f Bi s08859- 13\ f R, \fBi s08859-15\fR, \fBkoi 8-r\fR

.sp
Clients that match the \flaccess_list\fR for one of these properties will be
assumed to be using that character set and file and path names will be
converted to UTF-8 for the server.

. RE

.sp
.ne 2

.na

\fB\fBindex=\fR fBfile\fRfR

. ad

.sp .6

. RS 4n

Load \fBfile\fR rather than a listing of the directory containing this file
when the directory is referenced by an \fBNFS URL\fR

. RE

.sp
.ne 2

.ha
\fB\fBlog=tag\fR fR
.ad

.sp .6

.RS 4n
Enabl es \fBNFS\fR server |logging for the specified file system The optional
tag determines the location of the related log files. The \fBtag\fR is defined

2
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in \fBetc/nfs/nfslog.conf\fR If no \fBtag\fR i
associated with the \fBglobal\fR\fBtag\fR in \
used. Support of NFS server logging is only ava
Version 3 requests.

s specified, the default val ues
fBetc/nfs/nfslog.conf\fRis
ilable for NFS Version 2 and

130 . RE

132
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.Sp
.ne 2

.na
\fB\fBnone=\fR\ flaccess_|list\fRfR

.ad

.sp .6

.RS 4n

Access is not allowed to any client that matches the access list. The exception
is when the access list is an asterisk (\fB*\fR), in which case \fBro\fR or
\fBrw fR can override \fBnone\fR

.RE

.sp
.ne 2

.na
\fB\f Bnosub\f R\ fR
.ad
.sp .6
.RS 4n
Prevents clients fromnounting subdirectories of shared directories. For
exanmple, if \fB/export\fRis shared with the \fBnosub\fR option on server
\flfooey\fR then a \fBNFS\fR client cannot do:
.sp
.in +2
. nf
mount -F nfs fooey:/export/home/ mt
i

158 . f

159
160
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166
167

168 .

169
170
171
172
173
174
175
176
177

179
180
181
182
183
184
185
186
187
188
189
190
191

.in -2
.sp

NFS Version 4 does not use the \fBMOUNT\fR protocol. The \fBnosub\fR option
only applies to NFS Version 2 and Version 3 requests.
. RE

.sp
.ne 2

na
\fB\ f Bnosui d\fR fR
.ad

.sp .6

. RS 4n

By default, clients are allowed to create files on the shared file systemwth
the setuid or setgid nbde enabl ed. Specifying \fBnosuid\fR causes the server
[)ile systemto silently ignore any attenpt to enable the setuid or setgid node
its.

. RE

.sp
.ne 2

. na
\fB\fBpublic\fRfR
.ad

.sp .6

. RS 4n

Moves the location of the public file handle from\fBroot\fR (\fB/\fR) to the
exported directory for Web\fBNFS\fR-enabl ed browsers and clients. This option
does not enabl e Web\fBNFS\fR service; Wb\fBNFS\fR is al ways on. Only one file
system per server may use this option. Any other option, including the
\fB-ro=list\fR and \fB-rw=list\fR options can be included with the \fBpublic\fR
option.
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. RE

.sp
.ne 2

.na
\fB\fBro\fRfR

.ad

.sp .6

.RS 4n

Sharing is read-only to all clients.
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.sp
.ne 2

.na
\fB\fBro=\fR flaccess_|list\fRfR
.ad

.sp .6

. RS 4n

Sharing is read-only to the clients listed in \flaccess_list\fR overrides the
\fBrw\ fR suboption for the clients specified. See \flaccess_|ist\fR bel ow

. RE

.sp
.ne 2

na
\fB\fBroot=\fR flaccess_|list\fRfR

.ad

.sp .6

.RS 4n

Only root users fromthe hosts specified in \flaccess_list\fR have root access.
See \flaccess_list\fR below. By default, no host has root access, so root users
are mapped to an anonynous user \fBID\fR (see the \fBanon=\fR fluid\fR option
descri bed above). Netgroups can be used if the file systemshared is using UN X
aut henti cation (\fBAUTH SYS\fR).

authentication ( \fBAUTH SYS\fR).

. RE

.sp
.ne 2

.na
\fB\fBroot_mappi ng=\fluid\fRfR fR

.ad

.sp .6

. RS 4n

For a client that is allowed root access, map the root U D to the specified
user id.

. RE

.sp
.ne 2

. na
\fB\fBrwfR fR
.ad

.sp .6

. RS 4n

Sharing is read-wite to all clients.
.RE

.sp
.ne 2

. na
\fB\fBrw=\fR flaccess_|ist\fRfR
.ad

.sp .6

. RS 4n
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Sharing is read-wite to the clients listed in \flaccess_list\fR, overrides the
\fBro\fR suboption for the clients specified. See \flaccess_list\fR bel ow.
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.sp
.ne 2

. na
\fg:\stec=\fR\fIerde\fR[\fB:\fR\fIm)de\fR].\|.\|.\fR
. al

.sp .6

. RS 4n

Sharing uses one or nore of the specified security nodes. The \flnode\fR in the
\fBsec=\fR flnode\fR option nust be a node nane supported on the client. If the
\fBsec=\fR option is not specified, the default security node used is

\f BAUTH SYS.\fR Multiple \fBsec=\fR options can be specified on the conmand
I'ine, although each node can appear only once. The security npdes are defined
in \fBnfssec\fR(5).

.sp

Each \fBsec=\fR option specifies nodes that apply to any subsequent \fBw ndow=,
rw, ro, rw=s, ro=\fR and \fBroot=\fR options that are provided before another
\fBsec=\f Roption. Each additional \fBsec=\fR resets the security node context,
so that nore \fBwi ndow=,\fTR\fBrw,\fR\fBro,\fR\fBrw=,\fR \fBro=\fR and
\fBroot=\fR options can be supplied for additional nopdes.

RE

.sp
.ne 2

. na
\fg\stec=\fR\fInone\fR\fR
. al

.sp .6

. RS 4n

If the option \fBsec=\fR flnone\fR is specified when the client uses

\f BAUTH_NONE,\fR or if the client uses a security npde that is not one that the
file systemis shared with, then the credential of each \fBNFS\fR request is
treated as unauthenticated. See the \fBanon=\fR fluid\fR option for a
description of how unaut henticated requests are handl ed.

.RE

.sp
.ne 2

na
\fB\fBsecure\fRfR

.ad

.Sp .6

.RS 4

This option has been deprecated in favor of the \fBsec=\fR fldh\fR option.
.RE

.sp
.ne 2

. na
\ f B\ f Bwi ndow=\f R\ flval ue\fRfR
.ad

.sp .6

. RS 4n

Wien sharing with \fBsec=\fRfldh\fR, set the maxinumlife tine (in seconds) of
the \fBRPCQ\fR request’s credential (in the authentication header) that the
\fBNFS\fR server allows. If a credential arrives with a life tine larger than
what is allowed, the \fBNFS\fR server rejects the request. The default value is
30000 seconds (8.3 hours).

. RE

. RE
.SS "\flaccess_list\fR'
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.sp
.LP

The \flaccess_list\fR argument is a col on-separated |ist whose conponents nay
be any nunber of the follow ng:

.sp

.ne 2

na
\ f Bhost nane\ f R
.ad

.sp .6

. RS 4n

The nane of a host. Wth a server configured for \fBDNS\fR or \fBLDAP\fR naning
in the \fBnsswitch\fR "hosts" entry, any hostnane nust be represented as a
fully qualified \fBDNS\fR or \fBLDAP\fR nane.

. RE

.sp
.ne 2

na
\ fBnet group\ fR
.ad

.sp .6

. RS 4n

A netgroup contains a nunber of hostnanes. Wth a server configured for
\fBDNS\fR or \fBLDAP\fR naming in the \fBnsswitch\fR "hosts" entry, any
hostnane in a netgroup nmust be represented as a fully qualified \fBDNS\fR or
\ f BLDAP\ f R nare.

. RE

.sp
.ne 2

.na
\ f Bdonai n nane suffix\fR

.ad

.sp .6

. RS 4n

To use donmmi n nenbership the server nust use \fBDNS\fR or \fBLDAP\fR to resol ve
hostnanes to \fBIP\fR addresses; that is, the "hosts" entry in the
\fB/etc/nsswitch.conf\fR nmust specify "dns" or "ldap" ahead of "nis" or

"ni splus”, since only \fBDNS\fR and \fBLDAP\fR return the full domain nane of
the host. Other nane services like \fBNIS\fR or \fBN S+\fR cannot be used to
resol ve hostnanes on the server because when mapping an \fBIP\fR address to a
host name they do not return domain infornmation. For exanple,

.sp

.in 42

. nf

NI'S or NI S+ 172.16.45.9 --> "nyhost"

.in -2

Lin +2

DNS or LDAP 172.16.45.9 -->
"myhost . mydomai n. myconpany. conf
Cfi
.in -2
.sp
The domain nane suffix is distinguished fromhostnames and netgroups by a
prefixed dot. For exanple,

.Sp
\ f Brw=. nydonai n. nyconpany. com f R
.sp
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A single dot can be used to match a hostnanme with no suffix. For exanple,
.sp
\fBrw=.\fR

.sp
mat ches "mydonmi n" but not "nydonmi n. myconpany.con. This feature can be used
to match hosts resolved through \fBNIS\fR and \fBNI S+t\fR rather than \fBDNS\fR
and \fBLDAP\f R

. RE

.sp
.ne 2

. na
\ f Bnet wor k\ f R
.ad

.sp .6

. RS 4n

The network or subnet conponent is preceded by an at-sign (\fB@fR). It can be
either a nane or a dotted address. If a nanme, it is converted to a dotted
address by \fBgetnet bynane\ f RC3SOCKET). For exanpl e,

.sp
\fB=@wynet\fR

.sp

woul d be equival ent to:

.sp

\fB=@72.16\fR or \fB=@72.16.0.0\fR

.sp
The network prefix assumes an octet-aligned netmask determ ned fromthe zeroth
octet in the loworder part of the address up to and including the high-order
octet, if you want to specify a single |P address (see below). In the case
where network prefixes are not byte-aligned, the syntax allows a mask length to
be specified explicitly following a slash (\fB/\fR) delinter. For exanple,

.sp
\f B=@ heot hernet/17\fR or \fB=@L72.16.132/22\fR

.sp
\ & ..where the mask is the nunber of |eftnost contiguous significant bits in
the correspondi ng | P address.

.sSp
When specifying individual |P addresses, use the sane \fB@fR notation
descri bed above, without a netnask specification. For exanple:

.sp

Lin 42

. nf

=@72.16.132. 14

i

.in -2

.sp

Mil tiple, individual |P addresses would be specified, for exanple, as:

.sp
Lin +2

. nf
root=@72.16.132. 20: @72. 16. 134. 20
Lfi

.in -2
.sp

. RE

.sp
.LP

A prefixed mnus sign (\fB\(m\fR) denies access to that conponent of
\flaccess_list\fR The list is searched sequentially until a match is found
that either grants or denies access, or until the end of the list is reached.
For exanple, if host "terra" is in the "engineering" netgroup, then

.sp

Lin +2
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. nf

rw=-terra:engi neering
i

.in -2

.sp

LP
deni es access to \fBterra\fR but

.rw:engi neering:-terra
i

.in -2

.sp

.sp
.LP

grants access to \fBterra\fR

. SH OPERANDS

.sp

.LP

The foll owi ng operands are supported:
.sp

.ne 2

. na
\fB\flpat hnane\f R fR
.ad

.sp .6

. RS 4n

The pat hnane of the file systemto be shared.
.RE

. SH EXAMPLES

.LP

\fBExanple 1 \fRSharing A File System Wth Loggi ng Enabl ed

.sp

.LP

The foll owi ng exanpl e shows the \fB/export\fR file system shared with | ogging
enabl ed:

.sp
.in +2

. nf
exanpl e% \ fBshare -o |log /export\fR
i

.in -2
.sp

.sp

.LP

The default global 1o0gging paraneters are used since no tag identifier is
specified. The location of the log file, as well as the necessary |ogging work
files, is specified by the global entry in \fB/etc/nfs/nfslog.conf\fR The

\ fBnfslogd\fR(1M daenon runs only if at |least one file systementry in
\fB/etc/dfs/dfstab\fR is shared wth | oggi ng enabl ed upon starting or rebooting
the system Sinply sharing a file systemw th | ogging enabled fromthe comrand
l'ine does not start the \fBnfslogd\ fR(1M.

.SH EXIT STATUS

.Sp

.LP

The following exit values are returned:
.sp

.ne 2
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.na
\fB\fBO\fRfR

.ad

.sp .6

.RS 4n

Successful conpletion.

527 . RE

529
530
531
532
533
534
535
536
537

539
540
541
542
543
544
545
546
547

.sp
.ne 2

.na
\fB\fB>0\fR fR
.ad

.sp .6

. RS 4n

An error occurred.
. RE

. SH FI LES

.sp
.ne 2

.nha
\fB\fB/etc/dfs/fstypes\fRfR

.ad

.sp .6

.RS 4

list of systemtypes, \fBNFS\fR by default

548 . RE

550
551
552
553
554
555
556
557
558

560
561
562
563
564
565
566
567

.sp
.ne 2

.na
\fB\fB/etc/df s/sharetab\fRfR
.ad

.sp .6

. RS 4n

systemrecord of shared file systens
. RE

.sp
.ne 2

.na
\fB\fB/etc/nfs/nfslogtab\fRfR

.ad

.Sp .6

.RS 4n

systemrecord of logged file systens

568 . RE

570
571
572
573
574
575
576
577
578

580
581
582
583
584
585
586

.sp
.ne 2

.na
\fB\fB/etc/nfs/nfslog.conf\fRfR
.ad

.sp .6

. RS 4n

I oggi ng configuration file
.RE

. SH SEE ALSO
.sp

.LP
\fBmount\ f R(1M), \
\fBshare\fR(1M, \

\ fBnf sl og. conf\fR(4), \fBnetgroup\fR(4),
. SH NOTES

fBnountd\fR(1M, \fBnfsd\fR(1M, \fBnfslogd\ fR(1M,
f Bunshare\ f R(1M, \fBgetnetbynane\fR(3SOCKET),
4 \fBattributes\fR(5), \fBnfssec\fR(5)
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.sp
.LP
If the \fBsec=\fR option is pr
\ fBwi ndow=, \fR\fBrw,\fR\fBro,\fR\fBrw=,\fR \fBro=\fR and \fBroot=\fR options
t f \fBsec=\fR option. If the \fBsec=\fR option is
= |

sys\fR is inplied.

esented at |east once, all uses of the
o\
t

nust come \fBafter\fR the
not presented, then \fBsec
.sp

.LP

If one or nore explicit \fBsec=\fR options are presented, \flsys\fR nust appear
in one of the options node lists for accessing using the \fBAUTH SYS\fR
security node to be allowed. For exanple:

.sp

.in +2

. nf
\fBshare\fR
\fBshare\fR
fi

ir
\fRf

_h
Py

\fB-F\fR\
\fB-RfR\ B-o\fR \fBsec=sys /var\fR
.in -2

.sp

.sp
.LP
grants read-wite access to any host using \fBAUTH SYS, \fR but
s

.sp
Lin 42

.n

\fBshare\fR\fB-F\fR \fBnfs\fR \fB-o\fR \fBsec=dh /var\fR
fi

.in -2

.sp

.sp
.LP

grants no access to clients that use \fBAUTH SYS.\fR

.sp

.LP

Unl i ke previous inplenentations of \fBshare_nfs\fR, access checking for the
\fBwi ndow=, rw, ro, rw=,\fR and \fBro=\fR options is done per \fBNFS\fR
request, instead of per nount request.

.sp

.LP

Conbining nultiple security nbodes can be a security hole in situations where
the \fBro=\fR and \fBrw=\fR options are used to control access to weaker
security nodes. In this exanple,

.sp

.in +2

.n
\fBshare\fR\fB-F\fR \fBnfs\fR \fB-0\fR \fBsec=dh, rw, sec=sys, rw=hosta /var\fR
Cfi

.in -2
.sp

sp
.LP
an intruder can forge the IP address for \fBhosta\fR (al beit on each \fBNFS\fR
request) to side-step the stronger controls of \fBAUTH DES.\fR Sonething |ike:
.sp

.in +2

. nf

\fBshare\fR\fB-F\fR \fBnfs\fR \fB-o\fR \fBsec=dh, rw, sec=sys,ro /var\fR
Cfi

.in -2
.sp

.sp
.LP
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is safer, because any client (intruder or legitimte) that avoids

\f BAUTH_DES\ f R only gets read-only access. In general, nultiple security nodes
per \fBshare\fR conmand shoul d oniy be used in situations where the clients
using nore secure npbdes get stronger access than clients using | ess secure
nodes.

.sp

LP

If \fBrws,\fR and \fBro=\fR options are specified in the same \fBsec=\fR

cl ause, and a client is in both lists, the order of the two options determnes
the access the client gets. If client \fBhosta\fRis in two netgroups -
\fBgroupl\fR and \fBgroup2\fR - in this exanple, the client would get read-only
access:

.sp

Lin +2

nf
\fBshare\fR \fB-F\fR \fBnfs\fR \fB-o\fR \fBro= groupl, rw=group2 /var\fR
i

.in -2
-Sp

.sp
.LP

In this exanple \fBhosta\fR woul d get read-wite access:
.sSp

.in +2

678 . nf

679

680 .

681
682

684
685
686
687
688
689
690
691

692 .
693 .

694
695

696 .

697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712

\fBshare\fR\fB-F\fR \fBnfs\fR \fB-0o\fR \fBrw=group2, ro=groupl /var\fR
fi

.in -2

.sp

.sp
.LP

If within a \fBsec=\fR clause, both the \fBro\fR and \fBrw=\fR options are
specified, for conpatibility, the order of the options rule is not enforced.
Al'l hosts would get read-only access, with the exception to those in the
read-write list. Likewise, if the \fBro=\fR and \fBrwfR options are specified,
all hosts get read-wite access with the exceptions of those in the read-only
list.

o=\fR and \fBrw=\fR options are guaranteed to work over \fBUDP\fR and
\fBTCP\ fR but may not work over other transport providers.

The \fBroot=\fR option with \fBAUTH SYS\fR is guaranteed to work over \fBUDP\fR
and \fBTCP\fR but nmay not work over other transport providers.

.sp

.LP

The \fBroot=\fR option with \fBAUTH DES\fR i s guaranteed to work over any
transport provider.

.sp

.LP

There are no interactions between the \fBroot=\fR option and the \fBrw, ro,
rw=,\fR and \fBro=\fR options. Putting a host in the \fBroot\fR |ist does not
override the semantics of the other options. The access the host gets is the
same as when the \fBroot=\fR options is absent. For exanple, the follow ng
\fBshare\fR command deni es access to \fBhostbh:\fR

.sp

.in +2

713 . nf

714

715 .

716
717

\fBshare\fR\fB-F\fR \fBnfs\fR \fB-0\fR \fBro=host a, root=hostb /var\fR
fi

in -2

.sp
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719
720
721
722
723
724
725

726 .

727
728

730
731
732
733
734
735
736

737 . f
738 .

739

741
742
743
744
745
746
747
748
749
750
751

.sp
.LP

The followi ng gives read-only permissions to \fBhostb:\fR

.sp

Lin +2

. nf

\fBshare\fR\fB-F\fR \fBnfs\fR \fB-0\fR \fBro=hostbh, root=hostb /var\fR
fi

.in -2

.sp

.sp
.LP

The following gives read-wite permssions to \fBhosth:\fR
.sp

Lin 42

. nf

\fBshare\fR\fB-F\fR\fBnfs\fR \fB-o\fR \fBro=hosta, rw=hostb, root =hostb /var\fR
i

in-2

.sp

. sp

.LP

If the file system being shared is a synboli
canoni cal path (the path which the synbolic
exanple, if \fB/export/fool\fRis a synbolic
(\fB/export/foo -> /export/bar\fR), the foll
in \fB/export/bar\fR as the shared pat hnane (an
.sp

.in +2

o a valid pathnane, the
| ows) are shared. For

\ f B/ export/bar\fR
fBshare\fR command results
t \fB/export/foo\fR).

. nf
\'f Bexanpl e# share\fR\fB-F\fR \fBnfs /export/foo\fR

752 . fi

753
754

756
757
758
759
760
761
762
763
764
765
766
767

.in -2
.sp

.sp
.LP

An \fBNFS\fR nount of \fBserver:/export/foo\fRresults in
\fBserver:/export/bar\fR really bei ng nounted.

.sp

LP

This line in the \fB/etc/dfs/dfstab\fR file shares the \fB/disk\fR file system
read-only at boot tine:

- SPp

Sin 42

. nf
\fBshare\fR\fB-F\fR\fBnfs\fR\fB-o\fR \fBro /disk\fR

768 . fi

769
770

772
773
774
775
776
777
778
779
780
781
782
783
784

.in -2
.sp

.sp
.LP

The same command entered from the conmand I i
file systemunless there is at |east one fil
\fBletc/dfs/dfstab\fR file. The \fBmountd\fR
only run if there is a file systementry in\
or rebooting the system

.sp

.LP

The \fBrmountd\f R(1M process allows the processing of a path nane the contains
a synmbolic link. This allows the processing of paths that are not thensel ves
explicitly shared with \fBshare_nfs\fR For exanple, \fB/ export/foo\fR m ght be
a synbolic link that refers to VfB/ export/bar\fR which has been specifically

ne does not share the \fB/disk\fR
e systementry in the

(1M and \fBnfsd\fR(1M daenons
fBl etc/ df s/ df stab\f R when starting
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785
786
787
788
789
790

shared. WWen the client nmounts \fB/export/foo\fR the \fBnountd\fR processing
follows the synbolic link and responds with the \fB/ export/bar\fR The NFS
Version 4 protocol does not use the \fBnountd\fR processing and the client’s
use of \fB/export/foo\fR does not work as it does with NFS Version 2 and
Version 3 and the client receives an error when attenpting to nount

\ f B/ export/foo\fR
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\" te

.\"  Copyright 1989 AT&T Copyright (c) 1997, Sun Mcrosystens, Inc. Al Rights
.\" The contents of this file are subject to the terns of the Common Devel opnent
.\" You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE or http:
.\" Wen distributing Covered Code, include this CDDL HEADER in each file and in
. TH XDR_ADM N 3NSL "Mar 17, 2014"

. TH XDR_ADM N 3NSL "Dec 30, 1996"

. SH NAME

xdr _admi n, xdr_control, xdr_getpos, xdr_inline,
xdrrec_readbytes, xdrrec_skiprecord, xdr_setpos,
for external data representation

. SH DESCRI PTI ON

5B

\fBXDR\fR library routines allow C programers to describe arbitrary data
structures in a nmachi ne-i ndependent fashion. Protocols such as renote procedure
calls (RPC) use these routines to describe the format of the data.

.sp

.LP

These routines deal specifically with the managenent of the \fBXDR fR stream

. SS "Routines"

.sp

.LP

See \fBrpc\fR(3NSL) for the definition of the \fBXDRfR data structure. Note
that any buffers passed to the \fBXDR\fR routi nes nust be properly aligned. It
is suggested either that \fBmalloc\fR(3C) be used to allocate these buffers, or
that the programmer insure that the buffer address is divisible evenly by

xdrrec_endofrecord, xdrrec_eof,
xdr_sizeof \- library routines

four.

.sp

. LP

\ fB#i ncl ude <rpc/xdr.h>fR

.sp

.ne 2

na

\fB\fBbooI_t xdr_control (XDR *\fR fIxdrs\fR fB, int\fRfl req\fRfB, void
\fB\fBbool _t xdr_control ( XDR *\fR fIxdrs\fRfB, int\fRfl reg\fRfB, void
*\fRflinfo\fRfB);\fRfR

.ad

.Sp .6

"RS 4n

A function nmacro to change or retrieve various information about an \fBXDR fR
stream \flreq\fR indicates the type of operation and \flinfo\fRis a pointer
to the infornation. The supported values of \flreq\fRis

\ f BXDR_GET_BYTES _AVAIL\fR and its argunent type is \fBxdr_bytesrec *\fR They
return the nunber of bytes l|eft unconsuned in the streamand a flag indicating
whet her or not this is the last fragnent.

. RE

.sp
.ne 2

.na
\fg:\fBuint_t xdr _get pos(const XDR *\fR fIxdrs\fRfB);\fRfR

. al

.sp .6

. RS 4n

A nmacro that invokes the get-position routine associated with the \fBXDR fR
stream \flxdrs\fR The routine returns an unsigned integer, which indicates
the position of the \fBXDRfR byte stream A desirable feature of \fBXDR fR
streams is that sinple arithnetic works with this nunber, although the
\fBXDR\ fR stream i nstances need not guarantee this. Therefore, applications
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59 witten for portability should not depend on this feature.

60 . RE

62 .sp

63 ne 2

64

65 \fB\fBIong *xdr_inline(XDR *\fR fIxdrs\fRfB, const int \fRfllen\fRfB);\fRfR
66 .ad

67 .sp .6

68 . RS 4n

69 A macro that invokes the in-line routine associated with the \fBXDR fR stream
70 \flxdrs\fR The routine returns a pointer to a contiguous piece of the streanis
71 buffer; \fllen\fRis the byte length of the desired buffer. Note: pointer is
72 cast to \fBlong *\fR

73 .sp

74 \Warning: \fBxdr_inline()\fR may return \fINULL\fR (\fBO\fR) if it cannot

120

122
123
124

allocate a contiguous piece of a buffer. Therefore the behavior may vary anong
streaminstances; it exists for the sake of efficiency, and applications
witten for portabi lity should not depend on this feature.

. RE

.sp
.ne 2

.na

\fg\fBbooI_t xdrrec_endofrecord(XDR *xdrs, int \fR flsendnomfR fB);\fRfR

. al

.sp .6

RS 4n

This routine can be invoked only on streans created by \fBxdrrec_create()\fR
See \fBxdr_create\fR(3NSL). The data in the output buffer is narked as a
conpl eted record, and the output buffer is optionally witten out if
\flsendnowfR is non-zero. This routine returns \fBTRUENfR if it succeeds,

\ f BFALSE\ f R ot her wi se.

.RE

.sp
.ne 2

.na
\f B\ fBbool _t xdrrec_eof (XDR *\fR fIxdrs\fRfB);\fRfR

.ad

.sp .6

.RS 4n

This routine can be invoked only on streans created by \fBxdrrec_create()\fR
After consuming the rest of the current record in the stream this routine
returns \fBTRUE\fR if there is no nore data in the stream s input buffer. It

returns \fBFALSE\fR if there is additional data in the streanis input buffer.
. RE

.sp

.ne 2

na

\fB\fBint xdrrec _readbytes(XDR *\fR fIxdrs\fRfB, caddr_t\fRfl addr\fRfB,
uint_t\fRfl nbytes\fRfB);\fRfR

.ad

.sp .6

. RS 4n

This routine can be invoked only on streans created by \fBxdrrec_create()\fR
It attenpts to read \flnbytes\fR bytes fromthe \fBXDR fR streaminto the
buffer pointed to by \fladdr\fR Upon success this routine returns the nunber
of bytes read. Upon failure, it returns \fB\(m 1\fR & A return val ue of
\fBO\fR i ndicates an end of record.

. RE

.sp
.ne 2
.na
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135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150

\fB\fBbool _t xdrrec_skiprecord(XDR *\fR fIxdrs\fRfB);\fRfR
.ad
.sp .6

.RS 4n

This routine can be invoked only on streans created by \fBxdrrec_create()\fR
See \fBxdr_create\fR(3NSL). It tells the \fBXDR\ fR i npl ementation that the
rest of the current record in the streanmis input buffer should be discarded.
This routine returns \fBTRUE\fR if it succeeds, \ f BFALSE\ f R ot herwi se.

.RE

.sp
.ne 2

.na
\ f B\ f Bbool _t xdr_setpos(XDR *\fR flIxdrs\fRfB, const uint_t
\fRflpos\fRfB);\fRfR

.ad

.sp .6

. RS 4n

A nacro that invokes the set position routine associated with the \fBXDR fR
stream \flxdrs\fR The paraneter \flpos\fR is a position value obtained from
\fBxdr _getpos()\fR This routine returns \fBTRUE\fR if the \fBXDR fR stream was
repositioned, and \fBFALSE\fR ot herw se.

.sp
Warning: it is difficult to reposition some types of \fBXDRfR streanms, so this
routine may fail with one type of stream and succeed with another. Therefore,
applications witten for portability should not depend on this feature.

151 . RE

153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168

170
171
172
173
174

176
177
178
179
180
181
182
183
184

186
187
188
189
190

.sp
.ne 2

.na

\ f B\ f Bunsi gned | ong xdr_si zeof (xdrproc_t \fRflfunc\fRfB, void
*\fRfldata\fRfB);\fRfR

.ad

.sp .6

. RS 4n

This routine returns the nunber of bytes required to encode \fldata\fR using
the \fBXDRfR filter function \flfunc\fR excluding potential overhead such as
\f BRPC\ f R headers or record markers. \fBO\fR is returned on error. This
informati on m ght be used to select between transport protocols, or to
determne the buffer size for various |ower levels of \fBRPQ\fR client and
server creation routines, or to allocate storage when \fBXDRfR is used

outsi de of the \fBRPC\fR subsystem

. RE

. SH ATTRI BUTES
.sp

.LP
See \fBattributes\fR(5) for descriptions of the follow ng attributes:
.sp

.sp
.TS

box;

c| c

.

ATTRI BUTE TYPE ATTRI BUTE VALUE

M- Level Saf e
. TE

. SH SEE ALSO
.sp

. LP
\fBnal l oc\fR(3C), \fBrpc\fR(3NSL), \fBxdr_conplex\fR(3NSL),
\ fBxdr_create\f R(3NSL), \fBxdr_sinple\fR(3NSL), \fBattributes\fR(5)
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"\" te

.\" Copyright (c) 2006, Sun M crosystens, Inc. All Rights Reserved.

.\" Copyright (c) 2011 Nexenta Systems, Inc. Al rights reserved.

\" Copyright 1989 AT&T

.\" The contents of this file are subject to the terns of the Common Devel opnent
.\" You can obtain a copy of the license at usr/src/OPENSOLARI S. LI CENSE or http:
.\" Wen distributing Covered Code, include this CDDL HEADER in each file and in
.TH TCP 7P "Mar 17, 2014"

.TH TCP 7P "Jun 30, 2006"

. SH NAME

tcp, TCP \- Internet Transm ssion Control Protocol

. SH SYNOPSI S

.LP

. nf
\ f B#i ncl ude <sys/socket.h>\fR
fi

.LP
. nf
\fB#i ncl ude <netinet/in.h>\fR
fi

.LP
. nf
\fBs = socket (AF_I NET, SOCK_STREAM 0);\fR
i

.LP
. nf
\fBs
fi

socket (AF_| NET6, SOCK_STREAM 0);\fR

.LP
. nf
\fBt = t_open("/dev/tcp", ORDWR);\fR
i

.LP
. nf
\fBt = t_open("/dev/tcp6", O RDWR);\fR
fi

. SH DESCRI PTI ON

.sp

. LP

\fBTCP\fR is the virtual circuit protocol of the Internet protocol famly. It
provides reliable, flowcontrolled, in order, two-way transm ssion of data. It
is a byte-stream protocol |ayered above the Internet Protocol (\fBIP\fR), or
the Internet Protocol Version 6 (\fBIPv6\fR), the Internet protocol famly’'s

i nternetwork datagram delivery protocol.

.sp

.LP

Prograns can access \fBTCP\fR using the socket interface as a \fBSOCK_STREAM f R
socket type, or using the Transport Level Interface (\fBTLI\fR) where it
supports the connection-oriented (\fBT_COTS ORD\fR) service type.

.sp

.LP

\fBTCP\fR uses \fBIP\fR s host-|evel addressing and adds its own per-host
collection of "port addresses." The endpoints of a \fBTCP\fR connection are
identified by the conbination of an \fBIP\fR or | Pv6 address and a \fBTCP\fR

new usr/src/ man/ man7p/tcp. 7p

port nunber. Al though other protocols, such as the User Datagram Protocol
(UDP), may use the sane host and port address format, the port space of these
protocols is distinct. See \fBinet\fR(7P) and \fBinet6\fR(7P) for details on
the conmmon aspects of addressing in the Internet protocol famly.

.sp

.LP

Sockets utilizing \fBTCP\fR are either "active" or "passive." Active sockets
initiate connections to passive sockets. Both types of sockets nust have their
local \fBIP\fR or | Pv6 address and \fBTCP\fR port nunber bound with the

\ f Bbi nd\ f R(C3SOCKET) system call after the socket is created. By default,

\f BTCP\ fR sockets are active. A passive socket is created by calling the
\fBlisten\fR(3SOCKET) system call after binding the socket with \fBbind()\fR
This establishes a queueing paraneter for the passive socket. After this,
connections to the passive socket can be received with the

\ f Baccept\ f RC3SOCKET) system call. Active sockets use the

\ f Bconnect\ f R(C3SOCKET) call after binding to initiate connections.

.sp

.LP

By using the special value \fBINADDR ANNfR with \fBIP\fR, or the unspecified
address (all zeroes) with IPv6, the local \fBIP\fR address can be |eft
unspecified in the \fBbind()\fR call by either active or passive \fBTCP\fR
sockets. This feature is usually used if the |ocal address is either unknown or
irrelevant. If left unspecified, the local \fBIP\fR or | Pv6 address will be

bound at connection tinme to the address of the network interface used to
service the connection.

.sp

.LP

Note that no two TCP sockets can be bound to the sane port unless the bound IP
addresses are different. [|Pv4 \fBINADDR ANY\fR and | Pv6 unspecified addresses
conpare as equal to any IPv4 or |Pv6 address. For exanple, if a socket is bound
to \fBI NADDR_ANY\f R or unspecified address and port X, no other socket can bind
to port X, regardless of the binding address. This special consideration of

\ f Bl NADDR_ANY\ f R and unspeci fied address can be changed using the socket option
\ f BSO_ REUSEADDR\ f R | f \fBSO REUSEADDR fR is set on a socket doing a bind, |Pv4
\ f BI NADDR_ANY\ f R and | Pv6 unspecified address do not conpare as equal to any |IP
address. This neans that as long as the two sockets are not both bound to

\ f B NADDR_ANY\ f R/ unspeci fi ed address or the same | P address, the two sockets
can be bound to the sane port.
.sp
.LP
If an application does not want to all ow another socket using the
If an application does not want to al |l ow another socket using the

\ f BSO_REUSEADDR\ f R option to bind to a port its socket is bound to, the
application can set the socket |evel option \fBSO EXCLBIND\fR on a socket. The

option values of 0 and 1 nmean enabling and disabling the option respectively.
Once this option is enabled on a socket, no other socket can be bound to the
sane port.

.sp

.LP

Once a connection has been established, data can be exchanged using the
\fBread\fR(2) and \fBwmite\fR(2) systemcalls.

.sp

.LP

Under nost circunstances, \fBTCP\fR sends data when it is presented. Wen
outstandi ng data has not yet been acknow edged, \fBTCP\fR gathers small anmpunts
of output to be sent in a single packet once an acknow edgenent has been
received. For a small nunber of clients, such as wi ndow systens that send a
stream of nouse events which receive no replies, this packetization nay cause
significant delays. To circunvent this problem \fBTCP\fR provides a

socket -1 evel bool ean option, \fBTCP_NODELAY.\fR \fBTCP_NODELAY\fR is defined in

\fB<netinet/tcp.h>\fR and is set wth \fBsetsockopt\fR(3SOCKET) and tested
wi th \ fBget sockopt\fR(3SOCKET). The option level for the \fBsetsockopt()\fR
call is the protocol nunber for \fBTCP,\fR available from

\ f Bget pr ot obynane\ f R{ 3SOCKET) .

.sp

.LP
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For sone applications, it may be desirable for TCP not to send out data unless
a full TCP segnent can be sent. To enable this behavior, an application can use
the \fBTCP_CORK\ f R socket option. Wen \fBTCP_CORK\fR is set wth a non-zero
val ue, TCP sends out a full TCP segnment only. Wen \fBTCP_CORK\fR is set to
zero after it has been enabled, all buffered data is sent out (as permtted by
the peer’s receive w ndow and the current congestion window). \fBTCP_CORK\fR is
defined in <\fBnetinet/tcp.h\fR>, and is set with \fBsetsockopt\fR(3SOCKET)
and tested with \fBgetsockopt\fR( 3SOCKET). The option level for the

\fBset sockopt ()\fR call is the protocol nunber for TCP, available from

\ f Bget pr ot obynane\ f R{ 3SOCKET) .

- Sp

.LP

The SO _RCVBUF socket |evel option can be used to control the w ndow that TCP
advertises to the peer. IP level options may al so be used with TCP. See

\fBi p\fR(7P) and \fBi p6\fR(7P).

.sp

.LP

Anot her socket |evel option, \fBSO RCVBUF,\fR can be used to control the w ndow
that \fBTCP\fR advertises to the peer. \fBIP\fR | evel options may al so be used
with \fBTCP.\fR See \fBi p\fR(7P) and \fBip6\fR(7P).

.sp

. LP

\f BTCP\ f R provi des an urgent data nmechani sm which may be invoked using the

out - of - band provisions of \fBsend\fR(3SOCKET). The caller may mark one byte as
"urgent” with the \fBMSG OOB\fR flag to \fBsend\fR(3SOCKET). This sets an
"urgent pointer" pointing to this byte in the \fBTCP\fR stream The receiver on
the other side of the streamis notified of the urgent data by a \fBSIGURG fR

signal. The \fBSI OCATMARK\fR \fBi octI\fR(2) request returns a val ue indicating
whet her the streamis at the urgent mark. Because the system never returns data
across the urgent mark in a single \fBread\fR(2) call, it is possible to

advance to the urgent data in a sinple |oop which reads data, testing the
socket with the \fBSI OCATMARK\fR \fBioctl ()\fR request, until it reaches the
mar k.

.sp

.LP

I ncom ng connection requests that include an \fBIP\fR source route option are
noted, and the reverse source route is used in responding.

.sp

.LP

A checksum over all data helps \fBTCP\fR inplenment reliability. Using a

wi ndow based fl ow control nechani smthat nmakes use of positive

acknow edgenents, sequence nunbers, and a retransm ssion strategy, \fBTCP\fR
can usual |y recover when datagrans are damaged, del ayed, duplicated or
delivered out of order by the underlying communication nmedi um

sp

.LP

If the local \fBTCP\fR recei ves no acknow edgenents fromits peer for a period

of time, (for exanple, if the renpte machi ne crashes), the connection is closed
and an error is returned.

.sp

.LP

TCP foll ows the congestion control algorithmdescribed in \flRFC 2581\fR, and
al so supports the initial congestion wi ndow (cwnd) changes in \flRFC 3390\fR
The initial cwnd calculation can be overridden by the socket option
TCP_INIT_CWND. An application can use this option to set the initial cwd to a
speci fi ed nunber of TCP segnents. This applies to the cases when the connection
first starts and restarts after an idle period. The process nust have the

PRI V_SYS_NET_CONFIG privilege if it wants to specify a number greater than that
cal cul ated by \fIRFC 3390\ fR

.sp

.LP

SunOS supports \fBTCP\fR Extensions for High Performance (\flRFC 1323\fR) which
i ncl udes the wi ndow scale and tine stanp options, and Protection Against Wap
Around Sequence Nunbers (PAWS). SunCS al so supports Sel ective Acknow edgnent
(SACK) capabilities (RFC 2018) and Explicit Congestion Notification (ECN
nechani sm (\f1 RFC 3168\ fR).
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.sp
.LP

Turn on the window scale option in one of the follow ng ways:
.RS +4

. TP
.iet \(bu

el o
An application can set \fBSO SNDBUF\fR or \fBSO RCVBUF\fR size in
\f Bset sockopt ()\fR option to “be | arger than 64K  This nust be done \fIbefore\fR
the programcalls \fBlisten()\fR or \fBconnect()\fR, because the w ndow scal e
option is negotiated when the connection is established. Once the connection
has been made, it is too late to increase the send or recei ve wi ndow beyond the
default \fBTCPA\fR linit of 64K
. RE
.RS +4
TP
.iet \(bu
.el o
For all applications, use \fBndd\fR(1M to nodify the configuration paraneter
\fBtcp_wscal e_always\fR |f \fBtcp_wscale_always\fRis set to \fB1\fR, the
w ndow scal e option will always be set when connecting to a renpte system |f
\fBtcp_wscal e_al ways\fR is \fBO,\fR the wi ndow scale option will be set only if
the user has requested a send or receive wi ndow | arger than 64K The default
val ue of \fBtcp_wscale_always\fRis \fBI\fR

Regardl ess of the value of \fBtcp_wscal e_al ways\fR, the w ndow scal e option

wi Il always be included in a connect acknow edgenment if the connecting system
has used the option.

.RE

.sp

.LP

Turn on \fBSACK\fR capabilities in the follow ng way:

.RS +4

. TP

.iet \(bu

.el o

Use \fBndd\fR to nodify the configuration paraneter \fBtcp_sack_permitted\fR
If \fBtcp_sack_permtted\fRis set to \fBO\fR, \fBTCPA\fR wi || not accept
\fBSACK\f R or send out \fBSACK\fR information. If \fBtcp_sack_pernmttedifRis
set to \fBI\fR, \fBTCP\fR will not initiate a connection with \fBSACK\fR
permtted option in the \fBSYNN\fR segnent, but will respond with \fBSACK\ fR
permitted option in the \fBSYN ACK\fR segnent if an incom ng connection request
has the \fBSACK \fR permtted option. This neans that \fBTCPA\fR will only
accept \fBSACK\fR infornation if the other side of the connection also accepts
\fBSACK\fR information. If \fBtcp_sack_permtted\fRis set to \fB2\fR, it wll
both initiate and accept connections with \fBSACK\fR i nformation. The defaul t

241 for \fBtcp_sack_permttedifRis \fB2\fR (active enabl ed).

242 .RE

243 .sp

244 | LP

245 Turn on \fBTCP ECN\f R nmechani smin the follow ng way:

246 . RS +4

247 . TP

248 .iet \(bu

249 .el o

250 Use \fBndd\fR to nmodi fy the configuration parameter \fBtcp_ecn_pernmitted\fR |f
251 \fBtcp_ecn_permtted\fRis set to \fBO\fR, \fBTCP\fR will not negotiate with a
252 peer that supports \fBECN fR nechani sm ki \fBtcp_ecn_pernitted\fRis set to

253
254
255
256

\fBI\fR when initiating a connection, TCP will not tell a peer that it supports
ECN mechani sm However, it will tell a peer that it supports \fBECNMfR

mechani sm when accepting a new i ncom ng connection request if the peer
indicates that it supports \fBECN\fR nmechanismin the SYN segnent. |f
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257 tcp_ecn_pernmitted is set to 2, in addition to negotiating with a peer on ECN
258 mechani sm when accepting connections, TCP will indicate in the outgoing SYN
259 segnent that it supports \fBECN\fR mechani sm when \fBTCP\fR nmakes active

260 out goi ng connections. The default for \fBtcp_ecn_permttedifRis 1.

261 . RE

262 .sp

263 . LP

264 Turn on the time stanp option in the follow ng way:

265 . RS +4

266 . TP

267 .ie t \ (bu

268 . el

269 Use \andd\fR to modify the configuration parameter \fBtcp_tstanp_always\fR |f
270 \fBtcp_tstanp_always\fR is \fBI\fR, the tinme stanp option will always be set
271 when connecting to a renote nachine. If \fBtcp_tstanp_always\fRis \fBO\fR, the
272 timestanp option will not be set when connecting to a renpte system The

273 default for \fBtcp_tstanp_always\fR is \fBO\fR

274 . RE

275 . RS +4

276 . TP

277 .iet \(bu

278 .el o

279 Regardl ess of the value of \fBtcp_tstanp_always\fR the time stanp option wll
280 al ways be included in a connect acknow edgenent (and all succeedi ng packets) if
281 the connecting system has used the tine stanp option.

282 .RE

283 .sp

284 . LP

285 Use the fol | owi ng procedure to turn on the time stanp option only when the

286 wi ndow scale option is in effect:

287 . RS +4

288 . TP

289 .iet \(bu

290 .el o

291 Use \fBndd\fR to nodify the configuration paraneter \fBtcp_tstanp_if_wscale\fR
292 Setting \fBtcp_tstanp_if_wscale\fRto \fBI\fR will cause the tinme stanp option
293 to be set when connecting to a renpte system if the w ndow scal e option has
294 been set. |If \fBtcp_tstanp_if_wscale\fRis \fBO\fR the tine stanp option wll
295 not be set when connecting to a renpte system The default for

296 \fBtcp_tstanp_if_wscale\fRis \fBI\fR

297 . RE

298 .sp

299 . LP

300 Protection Agai nst Wap Around Sequence Nunbers (PAWS) is always used when the
301 time stanp option is set

302 .sp

303 . LP

304 SunOs al so supports multiple nmethods of generating initial sequence nunbers.
305 One of these nethods is the inproved techni que suggested in \fBRFCQ\fR 1948. W
306 \fBH GHLY\f R recommend that you set sequence nunmber generation paranmeters as
307 close to boot time as possible. This prevents sequence nunber problens on

308 connections that use the same connection-1D as ones that used a different

309 sequence nunber generation. The \fBsvc:/network/initial:default\fR service

310 configures the initial sequence number generation. The service reads the value
311 contained in the configuration file \fB/etc/default/inetinit\fR to determ ne
312 which nethod to use.

313 .sp

314 . LP

315 The \fB/etc/default/inetinit\fRfile is an unstable interface, and may change
316 in future rel eases.

317 .sp

318 . LP

319 \fBTCP\fR may be configured to report some information on connections that

320 term nate by nmeans of an \fBRST\fR packet. By default, no logging is done. If
321 the \fBndd\f R(1M paraneter \fltcp_trace\fRis set to 1, then trace data is

322

collected for all new connections established after that tine.
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.sp
.LP

The trace data consists of the \fBTCP\fR headers and \fBIP\fR source and
destination addresses of the |ast few packets sent in each direction before RST
occurred. Those packets are logged in a series of \fBstrlog\fR(9F) calls. This
trace facility has a very | ow overhead, and so is superior to such utilities as
\fBsnoop\fR(1M for non-intrusive debugging for connections term nating by
neans of an \fBRST\fR

.sp

.LP

SunCS supports the keep-alive nechani smdescribed in \fIRFC 1122\fR It is

enabl ed using the socket option SO KEEPALIVE. When enabl ed, the first
keep-alive probe is sent out after a TCP is idle for two hours If the peer does
not respond to the probe within eight mnutes, the TCP connection is aborted.
You can alter the interval for sending out the first probe using the socket
option TCP_KEEPALI VE_THRESHOLD. The option value is an unsigned integer in
mlliseconds. The systemdefault is controlled by the TCP ndd paraneter
tcp_keepalive_interval. The mnimmvalue is ten seconds. The maxinmumis ten
days, while the default is two hours. If you receive no response to the probe,
you can use the TCP_KEEPALI VE ABORT_THRESHOLD socket option to change the tine

343 threshold for aborting a TCP connection. The option value is an unsigned

344 integer in nmilliseconds. The value zero indicates that TCP shoul d never tinme
345 out and abort the connection when probing. The systemdefault is controlled by
346 the TCP ndd paraneter tcp_keepalive_abort_interval. The default is eight

347 minutes.

348 .sp

349 . LP

350 socket options TCP_KEEPI DLE, TCP_KEEPCNT and TCP_KEEPI NTVL are al so supported
351 for conpatibility with ot her Unix Flavors. TCP_KEEPI DLE option specifies the
352 interval in seconds for sending out the first keep-alive probe. TCP_KEEPCNT
353 specifies the nunber of keep-alive probes to be sent before aborting the

354 connection in the event of no response from peer. TCP_KEEPI NTVL specifies the
355 interval in seconds between successive keep-alive probes.

356 . SH SEE ALSO

357 .sp

358 . LP

359 \fBsves\fR(1), \fBndd\fR(1M, \fBioctI\fR(2), \fBread\fR(2), \fBsvcadm fR(1M,
360 \fBwite\fR(2), \fBaccept\fR(3SOCKET), \fBbi nd\fR(3SOCKET),

361 \fBconnect\f R(3SOCKET), \fBget protobynane\fR(3SOCKET),

362 \fBget sockopt\ f R(C3SOCKET), \fBlisten\fR(3SOCKET), \ f Bsend\ f R( 3SOCKET) ,

363 \fBsnf\fR(5), \fBinet\fR(7P), \fBinet6\fR(7P), \fBip\fR(7P), \fBi p6\fR(7P)
364 .sp

365 . LP

366 Ramekrishnan, K., Floyd, S., Black, D., RFC 3168, \flThe Addition of Explicit
367 Congestion Notification (ECN) to IP\fR, Septenber 2001.

368 .sp

369 .LP

370 Mathias, M and Hahdavi, J. Pittsburgh Superconputing Center; Ford, S. Lawence
371 Berkel ey National Laboratory; Ronmanow, A. Sun M crosystens, Inc. \flRFC 2018,

372
373
374
375
376
377
378
379
380
381
382
383
384
385
386
387
388

TCP Sel ective Acknow edgenent Options\fR, Cctober 1996.

.sp

.LP

Bellovin, S., \fIRFC 1948, Defendi ng Agai nst Sequence Number Attacks\fR, My
1996.

.sp

.LP

Jacobson, V., Braden, R, and Borman, D., \flIRFC 1323, TCP Extensions for Hi gh
Performance\f R, May 1992.

.sp

.LP

Postel, Jon, \fIRFC 793, Transm ssion Control Protocol - DARPA Internet Program
Protocol Specification\fR, Network Information Center, SRl International, Menlo
Park, CA., Septenber 1981.

. SH DI AGNCSTI CS

.sp

. LP
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400
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406

A socket operation may fail if:

.sp
.ne 2

. na
\fB\f BEI SCONN\f R f R
.ad

.RS 17n

A \ f Bconnec

t()\fR operation was attenpted on a socket on which a
\ f Bconnect () \f
. RE

R operation had al ready been perforned.

.sp
.ne 2

.na
\ f B\ f BETI MEDOUT\ f R\ f R

.ad

.RS 17n

A connection was dropped due to excessive retransm ssions.

407 . RE

409
410
411
412
413
414
415
416

.sp
.ne 2

.na
\ f B\ f BECONNRESET\ f R\ f R

.ad

.RS 17n

The renote peer forced the connection to be closed (usually because the renote
machi ne has |ost state information about the connection due to a crash).

417 . RE

419
420
421
422
423
424
425
426
427

429
430

431 .

432
433
434
435
436
437

439
440
441
442
443
444
445
446
447

449
450
451
452
453
454

.sp
.ne 2

.na
\ f B\ f BECONNREFUSED\ f R\ f R

.ad

.RS 17n

The renote peer actively refused connection establishment (usually because no
process is listening to the port).

. RE

.sp
.ne 2

na
\ f B\ f BEADDRI NUSE\ f R\ f R

.ad

.RS 17n

A \fBbind()\fR operation was attenpted on a socket with a network address/port
pair that has al ready been bound to another socket.

.RE

.sp
.ne 2

. na

\ f B\ f BEADDRNOTAVAI L\ f R f R

.ad

.RS 17n

A \fBbind()\fR operation was attenpted on a socket with a network address for
whi ch no network interface exists.

.RE

.sp
.ne 2

.na
\f B\ f BEACCES\f R f R
.ad

.RS 17n
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455
456

A \fBbind()\fR operation was attenpted with a "reserved" port nunber and the
effective user \fBID\IfR of the process was not the privileged user.

457 . RE

459
460
461
462
463
464
465

.sp
.ne 2

. na

\fB\f BENOBUFS\f R f R

.ad

.RS 17n

The systemran out of nmenory for internal data structures.

466 . RE

468
469
470
471
472
473
474
475
476

477 .

478
479

481
482
483
484
485

. SH NOTES

.sp

. LP

The \fBtcp\fR service is nanaged by the service managenent facility,
\fBsnf\fR(5), under the service identifier:
.sp

Lin 42

. nf

svc:/network/initial:default

fi

.in -2

.sp

.sp
.LP

Admi ni strative actions on this service, such as enabling, disabling, or
requesting restart, can be perforned using \fBsvcadm fR(1M. The service's
status can be queried using the \fBsvcs\fR(1) conmand.



