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58 #defi ne BUFFERSI ZE
54 #define BUFFERSI ZE

56 *
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CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the Ilicense at usr/src/ OPENSOLARI S. LI CENSE
or http://wwm. opensol aris.org/os/licensing.

See the License for the specific |anguage governing perm ssions

and |imtations under the License.

When distributing Covered Code, include this CDDL HEADER i n each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

| f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

Copyri ght 2010 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terms.
/

di gest.c

I npl enents digest(1) and mac(1) conmmands
If command nanme is mac, perforns nmac operation
el se perform di gest operation

See the man pages for digest and nac for details on
how t hese conmmands wor k.
/

ncl ude <stdio. h>

ncl ude <stdlib. h>

ncl ude <uni std. h>
nclude <fcntl. h>

ncl ude <ctype. h>

ncl ude <strings. h>
nclude <libintl.h>
ncl ude <l ibgen. h>

ncl ude <l ocal e. h>

ncl ude <errno. h>

ncl ude <sys/types. h>
ncl ude <sys/stat.h>
ncl ude <security/cryptoki.h>
nclude <limts.h>
nclude <cryptoutil.h>
ncl ude <knfapi . h>

Buf fer size for reading file. This is given a rather high value
to get better performance when a hardware provider is present.

(1024 * 64)
(4096)

/* Buffer size for reading file */
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/*

* RESULTLEN - | arge enough size
* digest and mac results for all
*

#defi ne RESULTLEN (512)

/*

* Exit Status codes

*/

#i f ndef EX T_SUCCESS

#defi ne EXI T_SUCCESS 0

/'k
#define EXI T_FAI LURE 1 /*

#endi f /* EXI T_SUCCESS */

#def i ne EXI T_USAGE 2

#def i ne MAC_NAMVE "mac"
#defi ne MAC_OPTI ONS "lva:rk: T:
#def i ne DI GEST_NAMVE "di gest"

#define DIGEST_OPTIONS "lva:"

/* Saved command |ine options */
static boolean_t vflag = B_FALSE;

static boolean_t aflag = B_FALSE;
static boolean_t |flag = B_FALSE;
static bool ean_t kflag = B_FALSE;
static boolean_t Tflag = B_FALSE;
static boolean_t Kflag = B_FALSE;

static char *keyfile = NULL;
static char *token_l abel = NULL;
static char *key_label = NULL;

stati c CK_BYTE buf [ BUFFERSI ZE] ;

struct mech_alias {
CK_MECHANI SM TYPE type;
char *alias;
CK_ULONG keysi ze_mi n;
CK_ULONG keysi ze_nax;
int keysize_unit;
bool ean_t avail abl e;

b
__unchanged_portion_onitted_

in bytes to hold result for
nechani sis

No errors */
Al errors except usage */

/* usage/ syntax error */

* name of mac command */

* for getopt */

* name of digest command */
* for getopt */

K"

—~———

-v (verbose) flag, optional */
-a <algorithms flag, required */
-1 flag, for mac and di gest */
-k keyfile */

-T token_spec */

-K key_l abel */

~————
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/* nane of file containing key val ue */
/* tokensSpec: tokenNane[:manufld[:serial]] */
/* PKCS#11 symmetric token key |abel */



